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[Cloud] # 7T, [Unit] F=v 7Ry A% 42 LT [Failover Unit] ke v 77X o 47 g
CEREALET,

[Failover Unit] K2 v 7*# 7 A =2 —0 [primary] Z 38R L 97,

g
50 HA 3E@E N ERHCEE) L72E1E, 794~ VEBRT 7T 4 772 HA n— V%5 &%
aj’i—a—o

(A7 ay) [Port] F=y 7Ry 7 A% 2 LT, [Control] 35 & UV [Probe] 7 1 —/V R % &
BLET,

a) [Control] 7 4 —/V RIZHENR TCPHIBEIA— N2 AN LET, ik, T 740 FOKR— kK
44442 OFEFIZLET,

HEIAR— M, 7277 47 ASAv &3> 277 > 7 ASAv [i] CTCP 7 = — /L A — \—Hifi &
%j [_/gzj‘o

b) [Probe] 7 4 —/L RIZARNRTCP 7’ —7 R—h 2 AN LET, £, T 74/ FOKR—
k44441 OFEFIZLET,

Tu—7 R— M, Azure 2— K X % Yo —T 05— & LTEHR SRS TCP
R—FTI,

(A7 ay) [Time] Ty Ry 7 A%F LT, [Poll Time] 35 & OF [Hold Time] 7 « —
VR Z B L ET,

a) [Poll Time] 7 ¢ —/V RIZHZZ2EEE () 2 AN LET, £/0E, 7740V D SBHOE
FIZLFET,

R—=V TR ORI, 1 ~ 15T, K=V 7Rz mE<$5 L, ASA THEE
MHL, 72— d =% M) D= 2FENELS 20 £9, 7272 LERHE TORM
I Ry U= B BREICEREE L2 G E IR ERE D R A PMTONDRR L 72 £,

b) [Hold Time] 7 « —/v RICHZZRIER () # AN LET, 72k, 7740 D 15O
FFEIZLET,

hello/X7 v &5 TERIpoTo L E P HIEENRE LT —7 Sd £ TORHD,
PREFIFRIC K> TIRE D £, A—/b FEFHOFMIL 3 ~ 60 BT, ELEDOKR—-V 7
RFfH] D 3 5RO A —/v IR OEZ A2 Z LT TE Et A,

[Peer] = v 7 AR v 7 A% A2 LT, [Peer IP-Address] 35 L OY [Peer Port] 7 ¢ —/V R&JER L
£7

a) [Peer IP-Address] 7 4 —/V RiZ, HA E7 ~® TCP 7 = — /LA — —iill ki 2 i35
OWHEATAIP T RLAEZATILET,

NIV G DSH9RTDNA FTRASEYTADI=HODT z—)LA—1\— .
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ATy T17

ATvT8

2ATFvT9
ATy 710

ATvIN

ATvT12

b) (FF =3 ) [PeerPort] 7 4 —/v RIZAZN7: TCP #il##l7R— ~ & AJ) L ¥£7, mataha,7
T ANV BRDR— b 44442 DEFIZLET,
BT R—NE, T T 47 ASAv E XNy 7T w7 ASAv [T TCP 7 = — /)L A4 — — 2t
st LE,

[Authentication] = » 7 7N v 7 A% 7 12 LT, [Application-id]. [Directory-id], 3 & U [Key]
T4 =V FERALET,
Azure v —E ATV U SV ORBFEY LT UV v VERETEE T, TOWRFEZ LT v v L
X, ASAVHA BT D)L — T —T N7 ED Azure V VY — AT 7B ALTED . b0
YUY —RZEF LY TELLICRDET, P—ERXR TV afiflT5 L, EREH
DAzure V VY — Ay NNTH AT ZEITTHROORNNEOHERERF>Azure 7 1 7> N &
Tavrya=rr7TExET, ASAvHA OEIE, 22—V —ERONL— NEEETHOITHE
TeMEMRICHIR S ET ( TAzure —E R U /0L ZDN T (9X—2) | 2F) |
a) Azure ' —E X 7V LD Azure 7 7Y - —3 3 ID % [Application-id] 7 4 —/L R
AJTLET,
Azure f V7T ARNT I F XL T VA FT—%2ERTHLEEE, ZOT7 SV r—vav
ID AL ETT,
b) Azure h—ER FVU T ULD Azure 7 4 L7 K U ID % [Directory-id] 7 4 —/V FIZAT)
LET,

Azure { V7 TANT I FAyMBET IV HA F—%2EWRTDHLEXE, ZOF 4127 FY ID
75%%%?@40
¢) Azure h—E R 7Y LD Azure B HEE [Key] 7 4 —/V RICATI LET,

Azure { V7 T ANT I F ¥ NOT 7V BAX—ZERT D & XL, ZORMERPLETT,
[Encrypt] 7 4 —/V DAL DIGE, ZOMEHITIE T2 7 4 ¥ 2L — 3 UV THERS
ET,

[Subscription] = v 7 R > 7 A% A2 LT, [Sub-id] 7 4 —/V FEERL £,

T, BB ERN— N T VBRET LT AV OV T A7) F gD TY,
[Enable Cloud Failover] = v 7 7R v 7 A& A 2 L £ T,

[Applyl 27 U v 27 LET,

TN RIERBEBEHAT D E T, 72— A — = FEEIZITA x—T TR £/ A,
T FVEETELT 2= VA — =PG5 TORWEEIE, [T/3 AU A K~ (Device

List) 122504 Y ASAv IZ8EGiT 57>, ASAv @ IP 7 K L A https://asa_ip_address/admin
ZREHLUTHLWASDM By v a U2 LE7,

FIE1~102BVK LT, ©H U EFVEBTT 7T 4 TIN I T v 72—V A= _"—%i&
Ebiﬁ‘o

TIA~VIEENSE DX VIEBICRENFRM SN Z LISV EHA, 72— A ——
77 4 w7 OWBRZE LT, K3EE CRBRORE Z# 4 IR T 2081 H 0 7,

B STV 9S5I9ETONA FRASEYFADEHDT T —)LA—\—
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TNA ANELEHEHTHET, 72— A= "= TERIZITA R—T M 0 £H A,

RDBERY
VEIZS T T, BIMDNRT A—=Z 2R ELET,

e Azure b— MEFOZBE (Azure L— F T— 7L ORE (13 _—) R |

FTa DI I—VF—N—INTA—EDERE

PVEWG L TCT 2= A —NR—BEE N AT~ A TEET,

Azure )L— b T—TJILDHRTE

N— R T —TNEEIL, ASAVINT 7T 4 7 72a— L5 S EEIZEFHTILNEDDH D
Azure = — Y —EF/L— MIETHERTHERLSINLTVWET, 7= — LA ——Tix, WNEHL—
NeT 7T 4 TEBIZRTDAULERSY T, 777 1 THEEIL, RESNAV—FT—T
@A A L CaAfmicL— M aFIZhTET,

\}

G¥) TIT 4 THEELE R 7T v THEEOm ST TAzure /L — F T — T NNEREZRTET DLENDH Y
iﬁ—o

1R8O BRI

T~ VEBLE DA VEBOR T TINOOREEZER LET, 774~ VEEMN
LN VIEE~OREORMIIH ¥ A,

cAzure U727 VT gD EY—ERX FY LD Azure REFY LT Y v L ES
Tr. Azure RIEBEWAZAFLET,

FIE

AT 71 [Configuration] > [Device Management] > [High Availability and Scalability] > [Failover] DJIEIZ
ERLET,

AT w72 [Route-Table] ¥ 7% 7 Vw7 LT, [Add| 227V v 7 LET,
a) [Route Table Name] 7 4 —/L RiZ, /L— K T—T LOL4RIZ AT LET,

BRI16HON— N T—TNVERETETET, £, V'~ T7—T N VA FDOZ K
FREETITHIRTE £,

NIVI I ISIRTONA TFRASEYTADEHDT 2 —ILF—1\— .
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b)

(A7 a3 ) [Sub-id] 7 4 —/V RIZ, Azure W7 A2 U7 ar IDEANLET,

ZITXIET D Azure T A7 U L g D EEETHZE T 200 ED Azure T A
7T varDa—Y—EFNL—beEHTEET, Azure M7 X7 Y 72 g VIDERE
712 [Route Table Name] Z# A1 95 &, 7 u—rUL RXT 2A—F R EH I ET,

GE)
[Configuration] > [Device M anagement] > [High Availability and Scalability] > [Failover] 7> 5
TITATIN I T T T x2— VA —N"—%FET DHELEIT, Azure V7 A7 Y Fa v
IDEANLETS (TIT 4TI IT w7 7x2—)LE—nR"—0DFE (10 2—) &5
%) o

AT v 73 [Route-Table-Mode] 27 VU v 7 LE¥, —hk T—T N~ U ZBIN, fWE. £7213H
BrCXxET,
ATy T4 [Add| 227V v LET,

Azure T —H —TFFE/NL— MIX L TRDOEEZ AT LET,

a)

[Route Table] Km > 77X U R b L—h 7—T L EERIRLET,

b) [Azure Resource Group] 7 « —/V FIZ, Azure b — k 7T —7 V& &t Azure U V) — A J)L—
TDA4FI AT LET,

¢) [Route Name] 7 4 —/V KiZ, V— bDO—EBEDL4HIZATILET,

d) [Prefix Address/Mask] 7 1 —/L KiZ, CIDREZFLTIP 7 KL A TV 7 4 v 7 A& AN LE
—é—o

e) [NextHop Address] 7 4 —/LV RIZ, X7 A Ky 7 T RLAEZASLET, Tk, ASAv
DAL HE—=T A ADIPT KLATY

(6=3))

BR6AEHDL— N ERETEET,

ATYT5 [Applyl 227 U v 7 LTEERNREZRTFELET,

INTYy s HS5SHRTO Iz —ILA—/NN—DEHE

ZOHETIH, 72— A —R—THhI LB T 79 RND 7 oA VA — 3 — dEE &
THHEZOWTHALET, HOEENOHOEEIZT = — A — =2l EFT T 5
FFEIZOWTHMBA L ET,

71— )LA—/N\—DEHIET

ARE U NABEEEREENCT 7T 4 T T AT, ROa~vy REFEITLET,

1R BHHIIZ
VTN AT HFARN E— RDVAT LAFETAR—ATROa~x > REEHLET,

B STV 9S5I9ETONA FRASEYFADEHDT T —)LA—\—
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AT w71 [Monitoring] > [Properties] > [Failover] > [Status] DJIEIZER L F 97,

AT9 T2 BWELVLTT 2 — L — =%l 512id,. kOWThprORZ %227 ) v 7 LET,

HEE AT VT 4 THEIZT DT, [Make Active] 27 Y v 7 LET,

« BEE A AH R, EEEIZT HI21E, [Make Standby] #7 U v 7 LET,

IL— EDEF

Azure D/L— FDIREENRT 7T 4 711 —/L D ASAv & FJEL T\ 53

EAIT. RO X 512 ASAv
T/— MEH AR T E T,
IR&H HEIIC

VTN AT HXARN = RDVAT AFLTANR—ATROa~x REFHLET,

FIR

AT w71 [Monitoring] > [Properties] > [Failover]

> [Status] DINEIZER L £,
AT w72 [Update Route] 7 U v 7 LET,

Zoa<xr RiE, 777 47 2—L®OASAY CORERNTT, FBAEIZEKT 5 &, H T route
changes failed &72 0 £797,

Azure R D FREE

Azure T ASAv HA OREBZ R X HBI1213, —ERX 7Y U3 UL OB/ ENZLENOIEMHET
&)6%\%7‘7‘%‘93?— %@]iﬁAzuremwiEﬁ‘fa?b‘k ASAV:LVA/ ]\ i) /‘_‘X 77'&% LT
T2 AN BB LT ) L— PEHIAFEIT L) TEERA, T2 A=A —REE
FZARLT, Azure ' —E X FU UL ORDERIZEET AT — AR TxE 94,

«F 4127 FJID

* Application ID

* Authentication Key

NIVI I ISIRTONA TFRASEYTADEHDT 2 —ILF—1\— .
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1R BHEIIZ
VTN AT HXARN E— RDVAT LAFETAR—ATROa~ > REFEHLET,

FIE

AT w71 [Monitoring] > [Properties] > [Failover] > [Status] DJIEIZIER L %9,
AT w 72 [Test Authentication] #7 V v 7 L £,
i ﬁ%ﬁ&ﬁ‘é & a< f\'djjﬂi Authentication Failed & 72V i‘@—o

FALZ NV IDERIIT VA= a DB ELLSBEESN TV WS, Azure 13353
M= EBSET 572D ORESTERTHRESNZ) VY —RA &2 LETA, Z0O5M 2+
VAR NERRIZRO X 512720 7,

Error Connection - Unexpected status in response to access token request: Bad Request

F4LZ FIIDERIFT 7V r—2a VIDIFIELWD, BiEF—NELLSREINL TR
%/El\ Azure inuniE ]‘ 7/%$ﬁk—§—é*%|§§%uq:jbi'&/\/o \_@ﬁﬁ:l/ }‘ VoA X }‘E
FRIZIRD L 212720 £,

Error Connection - Unexpected status in response to access token request: Unauthorized

INTYw G HS5SHYRTOD I z—ILA—IN—DE_H—

COETI, 72— N A== AT —H AT =2 —T 5 HEICOVTHALET,

Jr—I)LA—/IN\—RTF—A R
~

GE) Tz A== AR IRRELT,, T ADE=HX ) T a2k T 521X, ASDM
ZHEEIT 57, F 7213 [Devices] <A NNIRRIINDRNDOT /ARG R T, LD ASA
R D FIRZFEATT HMENH Y £, ZOBENKLERDIL, ASDMBT /A A5 Gl =
NCTHER SN, #H0T=4 ) » ZTRFHHEL SN2 020 T,

T ITATIN I T T T x2— VA== AT —H A =4—F 5IZ1%, [Monitoring] >
[Properties] > [Failover] > [Status] % L, [Failover Status] 27 U >~ 27 L,

e HALRE T BRELNL, ARV NIAT BIOAXRVETHRRANZEDL T 2 —
IF—R— A R NEE A FRT HIZIE, [Monitoring] > [Properties] > [Failover] > [History]
ZIEIRLET,

B STV 9S5I9ETONA FRASEYFADEHDT T —)LA—\—
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Tz —)LFA—/N\—D syslog * v t—

ASA 1L, AR EET T IAFTIT 4 L_L2 DT =— )L F—_"— 2O T, HED
syslog A v —VEFRITLET, ZNHDRA =T %FRTDHITIL, syslog A vE— HA
&S L TLIZEV, Syslog A vt — Y OFiPHIZ 1045xx & 1055xx T,

\}

GE) Tz A= =0T, ASAITGREIMIZY v v N T LTz, A X —T oA A% LE)
L. syslog A v E—YEERLET, ZHNTBEDOT 7T 4 7 4 TT,

AL FA—N—HIZAER S D syslog DRl RIZR LET,

$ASA-3-105509: (Primary) Error sending Hello message to peer unit 10.22.3.5, error:
Unknown error

%$ASA-1-104500: (Primary) Switching to ACTIVE - switch reason: Unable to send message to
Active unit

$ASA-5-105522: (Primary) Updating route-table wc-rt-inside
$ASA-5-105523: (Primary) Updated route-table wc-rt-inside
$ASA-5-105522: (Primary) Updating route-table wc-rt-outside

( )
( )
( )
$ASA-5-105523: (Primary) Updated route-table wc-rt-outside
( )
( )
( )

%ASA-5-105542: (Primary) Enabling load balancer probe responses
$ASA-5-105503: (Primary) Internal state changed from Backup to Active no peer
%ASA-5-105520: (Primary) Responding to Azure Load Balancer probes

NIV w7 750 ROEANIBEET 545 syslog (21%, HEEOEFNRINEMENET
((Primary) % 721% (Secondary)) .

TI—ILA—NN—TFTNy G Aytw—

TNy T A= RFRT DHIZIL, debugfover 2~ REAS LET, sEHIIC OV T,
aw R U 77 L AL TLEE N,

\}

(X)) CPUTBLBARATIET ANy ZHINIETTAF VT 4 DNEHO L TENTWDD, TNy TH)
EATOEVAT ANT =V AIRELSETHZLBHV ET, 20, FrEDORBED
NI TNy 2—TFT 4 T EITHIHER, CiscoTACED VT TNy a—T 4T vyard
MIZIR Y debugfover =~ F&EMEH LT ZEW,

SNMPD 7 z— LA —N— +5 9T

7 = — VA —3—ZxT % SNMPsyslog ~ 7 v 7 & %Z[FF 5I2IE. SNMP K 7 > 7% SNMP &
FAT—3 3 ACEET S L D ICSNMP = — V= v R AFE L, syslog R A b2 E# L, B
VD SNMP LA 7 — 3 3 /T Cisco syslog MIB % =2 > /34 )L L E T,

NIV G DSH9RTDNA FTRASEYTADI=HODT z—)LA—1\— .
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INTY G 559 KRTHDIz—IVA—IN—DERE

HaE

Y

)1)—2x HEETEER

Microsoft Azure TDT 77 4 7123w 7 7 » 7| 7.91) ZOMENEASNE LT,
7 x—)Lf— 3 —
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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