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(R—=FF ¥R E BRI D) ZBI L E9, EtherChannel (ZARK— K F¥ %/L) DB
FAIMEA L —T oA ADREEZHR LT &N,

BEDOY ¥ —NZDleb 7 T AZ Y T OEEIX, TXTOT —H A H—T x A AN,
Wl LB 1 DDA INN—A B2 —T = A A% DA/ K EtherChannel T 5 LN H
D F9, £+ —IC[F U EtherChannel B LFEJ, AA vF ET, §XTHDI T AH
2=y B AN~ A U H —T = A A% 1 OO EtherChannel ~ & 54 L £ 9, EtherChannel
DFFEMIZONWTIE, 7 TAZ YT HA RTA 0 EHIRFEE (13 X—) 2R LT
72 &0,

YA TDA v H—T = A AF 71X EtherChannel # 3B L £ 9, EtherChannel (ZK— k
F ¥ 1) OBMELIIWHEA X —T 24 ADRTEEZBR LT TEEWN,

BEA A —T oA APMETYT, ZOFHA X —T oA A, Vv —TOEHDORIC
EREND Yy —VEHA L Z—T7 24 ALHELTHEDY FHA (FXOS Tit, v —¥
BHA X —T = A AX MGMT, management0 D K 5 724 AT CERINET) |

HEDOY % — b b 7 FAX VU TORE, £ —VIZREUEEASA VX —T = A R
ZBMLE1,

DY % —UNZbleb 7 TAZ Y T TIEH, AVN—A X —T = A A% T AHHH#H
) > 7 @ EtherChannel (7 # /L k TiEAR— b F ¥ 1/ 48) (ZiBI L E 7, EtherChannel
(R—=F Fr ) OBEMESRLTIIEIN,

1 ©® Firepower 9300 ¥ v — WO EF 2 VT 4 TV 2 — VIRl S W7 T AZ DA
N B =T oA 2B LRNTLEES N, A AN—=Z2BIT5E, ¥y —IEZD
I TAEPERD Y v — BT H LR L, 72& 21X, A7V R EtherChannel DA
DIHDFFA SHILET,

[ >4 —7=xAA (Interfaces) | X7 T, B"— K FX¥ XNV A8 IV T AL AT DA X —
Tz A AX, AN AE =T oA ANREENTWRWEEIL, [EEIREE (Operation
State) % [JRHX (failed) ] &FRLFET, 12D Firepower 9300 > ¥ — WOt F 2 U 7 4
EV a— VIRt S NT= T T A X DA, Z @ EtherChannel |Z A 3 —A X —T = A A
ML LoD, ZOEEREBIZESR L TRV EE A,

Ko —VICRIC AN U H—T oA ABIMLET, 77 AXEHEY > 7%, & v —
DT XA A1 —H )L EtherChannel T9, T /3 A Z LT AA » F TEB]D EtherChannel
ZfiH L ¥ 9, EtherChannel DFFHIZDOWTIX, 7 T AZ VT A KT A 2 LR FIH
(13 X—=2) 2L TSN,

[F@ELT /N1 A (Logical Devices) | Z&#R L 7,
[EM (Add) >[92 T5R4Z (Cluster) 1227 Vw7 L, IRONTA—HEFRELET,

Firepower 4100/9300 O ASA 7 5 X & .
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B asaoszso6m

ATv74

ATy Th

ATvT6

Firepower 4100/9300  ASA ¥ 5 2% |

Add Cluster x|
I want to: Create New Cluster ki
Device Name: clusterl
Template: Cisco: Adaptive Security Appliance G
Image Version: 9.13.0.6 v
Instance Type: Native i
QK Cancel

a) [WEGEME (wantto) |>[FH LW SXIDIER (Create New Cluster) | Z&IR L £
‘@40
b) FNALREEASLET,

ZOAFNE, X =V A=A, PREHREEZITOTA V=T =4 ZA&HIV YK THT]
DI THERLET, ZET 7V r—va VRETHEH SN T A ZAATIEH Y £
A,

¢) [T 7 b —1] (Template) ]iZi%, [Cisco )X =2V T 4 77747 A (Cisco
Adaptive Security Appliance) | ZE#R L 97,

d) [Image Version] Z %R L ¥ 7,

€) [Instance Type] Ti&, [Native] ¥ A FDIHNHKR—FINFET,

f) [OK]Z27VUvZ7 LET,

[Provisioning - devicename] ¥ .t > RUBRFRINE T,

DU TARZITEN Y TCAHEL A —T o RAEEIRLET,

FI 3R TIE, TRTCOEGRA LV EZ—T oA ZANRED B TENTWET, w/LFT7 T AL
HATDA v H—T oA A THELEGAIEL, TXRTORIREMEREL, 1 DOLERLET,

BEPROTNA AT A aru )y 7 LET,

BATaTRy 7 ANEREN, PIHIOT — A T v TREZLT ENTEET, 2o
DORTEVL., PIHBEAER, /20374922 VAN ATY, 8% @ﬁﬁﬂi\ wmcr7y
r—3 g CCLIREDIFEAEDEAEFTE £,

[7 7 A& (Cluster Information) ] X—C, IROTFIEEZFEITLET,
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Cisco: Adaptive Security Appliance - Bootstrap

Configuration

Cluster Information Settings

Security Module

Security Module-1,Security Module-2,Security Module-3

Interface Information

Chassis 1D:

1
Site ID: 1
Cluster Key: sane
Confirm Cluster Key: -
Cluster Group Name: asa_cluster
Management Interface: Ethernetl/4 W
CCL Subnet IP: Eg:x.x.0.0
DEFAULT
Address Type: IPv4 only Bl
IPvd
Management IP Pool: 10.89.5.10 T 110.89.5.22
Virtual IPv4 Address: 10.89.5.25
Network Mask: 255,255,255.192
Network Gateway: 10.89.5.1

QK Cancel

?

*

asa v 5240k i

a) BEOY Y=l 7 A2 ) 7 OREE. [V —¥ID (ChassisID) 17 4 —/L R
Cy =Y IDEASLET, 7T AZOEL X —VIZEED D AT 5 LERH Y

D

DT 4=V RIE, 7T AZREIHEY > 7 Port-Channel 48 |[Z A > /3 — f L 2 —T = A X% 3B
MUTEB B DOBFEREINET,

b) VA MEZTAXY T DOEAE, [VA FID (SiteID) 17 4 —/L KiZ, ZO¥ v —DH
A4 MID%E1~8DHEHPFATAIILET,

¢) [ClusterKey] 7 4 —/V RT, 7 ZAZHY 7 OHIEH ~ 7 7 4 > 7 HORGEx —%

LET,

E

R

LHWEIL, 1 ~63LFD ASCI LFH| T, HAMWEIT, F—2ERT DO S
NET, ZOF T aid, 7—FR"ANT T v 7 (EEpRET v 77— FROIRE S
By N E) W LE A, T—X A NTFT 7 0o 7%, HWIZZ VT XA B
LT FEENET,

Firepower 4100/9300 O ASA 7 5 X & .



B ssavsz506m

ATy T17

Firepower 4100/9300  ASA ¥ 5 2% |

d) [Cluster Group Name] Z 3% & L E£¥, ZHUE, fallT A ARED T T AZ T N—T4/T

e)

j—o
BT 1~ 38 XFD ASCI XFHTH D Z & BMLETT,

BEE

2410, 7 T AX TN—TLZDAR— A TR T & RS, BT A 2D R
W=7 —NRETHAREENRH Y T, ZOMEZERET DX, 77 AFITIN—T%%
ANR—ZADIRNLBNIEFETHILERNH Y 7,

[Management Interface] % 34K L £ 77,

DA UHE—T 2 A RAF, WETAA A EERTLAEOICERSNET, 0L H—
T A AT, T —UEHR— N EIFRDO L0 TT,

BHA L H—T 2 A AD [T RLUAHX A7 (Address Type) | R L 7,

DIERIT. ASARTETEHA L X —T oA ZAEBRETHEDIFHINET, ROEHR
% RELET,

s [EEEIP7—/L (ManagementIPPool) | : BH#AT RL ALK TT KL A% /NA 7 TK
PoTANIL, B—HNVIPT RLADT—NLERELET, ZOIHD 1 2WBA v
B =Tz A ZHIK 7 FAZ 2=y MIEIDV Y THNET,

KIEKTYH, 7IARAXANO2Z=y MIERILEOT FLAREEND L IICLTLEE
V), Firepower9300 D5, T THOEY 2—/L ATy b E > T E LThH,
X =TT EIZ3ODT RLAREGEDAIMENHDH Z LIZERELTLIEIY, 7T A
PR D PEOH AT, 7 RLAEZHECLET, BEOHIEZ=y MIBT DK
ﬁm?bvx(f4/&7x&m7bvz&@ihé)u\:@f~w@*%6m
HVFEEA, LT, FALEY FTU—ZTDIPT RLAD I DEAAL LI FTAZIPT F
L AICHRE L T FEE W, IPVAT RL AL IPv6 7 RL A (EBE 60— b ) %
EHCTEET,

Ry RIT—HOTRVELITZT LI« VvIRE
sy NID—OF—bkoxA

« URAEIPT R LA (Virtual IP address) | : BIfEOHfHl = FOEHIP 7 L A& E
LET, ZOIPT RLVAE, 7TAZ =L T RLALFELFR Y hU—2 BICTFEE
LTWAMERHD FI2, 77— G ENTWTIER D $HA,

[Settings] ~— T, AT ZFEITLE T,

Cisco: Adaptive Security Appliance - Bootstrap
Configuration

General Information Settings

Firewall Mode: Transparent &7

Password:

Confirm Password:
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ATvT8
ATvT9

asa v 5252068 [

a) [774 7 U4—/LE—FK (FirewallMode) ] Rr vy 7% 7 URX RN, [F TV AT
L' > b (Transparent) ] £721% [/—7 v K (Routed) ] Z3IR L £,

Jb—7 v K &— R ClL, Firewall Threat Defenseld % v hU —27 NDO)L—H Ky 7L R X
NET, V=T 4 VT EITIEA LV E—T =2 ATRL Y73y b ECHY £, —

FHe RFAXRT LY N 7747 U4 —VE, [BumpIn The Wire| F721% [A T /L&

Tr7ATUA—N] ODEIHEETHLAV2T7 74T U+—ATHY, BEINLIZT A
A RA~DNL—H Ky T LTIER#BEINEEA,

T AT U4 —ET— RIZWHEREFCOARTELET, V— MR NI v 7 ORTE % FiE
AT 5%6, ZOREIXMEHINERTA,

b) EHLF = —H O [Password] Z A ) L THER L, XATU—RZFHLET,

HHRREIN TS ASAGHE 2 — W13/ A U — ROEIERHIESY B3, FXOST 7 &
AMTELES, BHE 22— 2T —ReER-L X2y FTXET,

[OK] %7 Vw27 LT, REXATRITRy 7 A%EHALET,
[fRTF (Save) |27 U w7 LET,

VX —UE, BELEY 7 b T A=V arvEFYya—RL, TV —var A AR
VAWLT = FANT yTRELEHA =T 2 AREE T v 2T DH LT, T A
AHBEANLET, [RET/NM1 R (Logical Devices) 13— T, H LWV T /A AD AT —
HALEMER L ET, WmBLT A AD [AT—H A (Status) ]2 [A > T4 > (Online) | &FR
SNTWDLGHEIEL, VDI TRAZ Y —ZBIITEET, £/, 120 Firepower 9300
VX —YADEF 2V T4V a2 VRS TAZDERIE. 7TV = a D
TAEDREERBETEET, 20T AO—BEL LT, [EXx2 T 4 Y 2a—LNEE
L TWEHA (Security module not responding) ] £ W95 AT —H ANKRINDHZ ENHY
To ZORT—HRIEFTHY, —RaRETT,

System Tools Help

¢ Refresh | | (L) Add Device

B7% (40 of 46) Cores Available

& #* a
Status
@unline {ZC;' .*:B el

ATYTIN BEBEOL XY —Tblb 7 T7AZ ) U TORAIE. 7T AXICKROYy—VEZBMLET,

a) Firewall Chassis Manager D& f]D > ¥ — 3 C, H LD [BEEDFK X (Show Configuration) ]
TAar% )y 7 LT, BRENDI TAZRELZAL—LET,

Firepower 4100/9300 O ASA 7 5 X & .
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ATvIN

2

Firepower 4100/9300  ASA ¥ 5 2% |

R D ¢ — O Firewall Chassis Manager ([ZHefE L. Z OFNEIZHE > TralT /S 2 &80
LET,
[(ME B E (Iwantto:) > [BETFD 7 7 A X ~DZN (Join an Existing Cluster) | 3% L
3w
[OK1 %27 Vw7 LET,
[7 7 A2 D =2 — (Copy Cluster Details) [N > 7 A2, ®AIDOL ¥ — DT T AL
ExAEV AT, [OK] 227 U v 7 LET,
BEFROTNA AT A2z 7 )y LET, 77 AX—ERITRKNTFRN AT FE
TEN, WOREITELTLILERH Y 77,

s[> —ID (ChassisID) ]: —BEDOY¥—IDEASLET,

«SiteID: ELWHA RIDEZASILET,

«Cluster Key : (FHFNICAAWENTWARY) L7 TAZ 2= AL ET,

[OK] %27 Vv 7 LET,
[fR1F (Save) 1272 Vw7 LET,

Vy—UiE, BELLEY 7 by T A=V arvEFyra—KL, 77U r—var A
AR VAT = RARNT  TRELERA LV H =T 2 A AREET v aTDHIET, i
T ANA AEEALET, K7 T AZ A N—0 [@ELT /314 A (Logical Devices) ] 3—
DT B LOVREET ANA ADRAT = H AZMR L E T, 57 T AL A N—OmET A
AD[AT—H A (Status) ]2 [F> T4 (Online) | EFRREINTzb, TFV r— 3
VT T AEDRELRAMTEET, 207k 20—BRELT, [EFa2) T 4EFY2—
ABIEE L TWERA (Securitymodulenotresponding) ] & WD AT —F ABRKRIND Z
EBRHVET, ZORT—FATEHFTHY . —RHRIRETT,

System Tools Help

¢ Refresh | | (L) Add Device

B7% (40 of 46) Cores Available

1L AN

Status
@ anline

Bl =< N ASAICEHE LT, V9RZ VLV THREEIAX~A R LET,
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5524 »vrniemn [

HIRE A NDEM
ASA 7 T AR AU NR—FBINEITEEHZ £,

)

GE)  ZoFEL, vry—roBMELITERICOMEHINET, 7 T7AX2 ) U IRTTITAEDIC
725 T % Firepower 9300 (2 ¥ = — /LA BN E 7X@ T 556, Y a2 — /WTHEINICE
MEET,

1R BHHIIZ

cBEFEDT T AZIZ, ZOHLWAASHOEFEHIP T RLAT—LN TR IP T RLA
DEDEBTHENTND L IICLTLLEE, ENLSOHEIT, ZOFH LW A 35BN
THRNC, K2 v —Y EOBEFED I FAZ T— A T v TRELRET HLERD Y £
T ZOETIZLVGRET A ARFHESE) L ET,

A UH =T 2 A ADREIFT, LNy — TORELF L THLILENRSH Y £9, FXOS
Uy —VREETI AR—IBIOAS VAR— L, ZOTRERAERHICTHI LN TE
358

N TF AT HIRANE=RTE, MUDI TAL ANDASAT 7Y r—va T
FarTXFAMNE—REZAMNILET, BIOT TAZ AN IV F arT7F A
F— NREL HBIICHE L ET,

FIE

AT 9 F1 BEfFD 2 T A X O Firewall Chassis Manager T, [###l7 /31 A (Logical Devices) | Z %R L T
[F@ELT /31 A (Logical Devices) | <— V& & £7,

RTv T2 £ EO[FREEFER (ShowConfiguration) 174 2> (7)) 227V w7 LT, BR&ENDHT T
AFDFEEE I E—LET,
ATv T3 H LY ¥ — D Firewall Chassis Manager (285 L C. [1BI0 (Add) 1>[2 5 X% (Cluster) ]

27V v LET,

| Add Cluster 2] |
I want to: Join Existing Cluster 7
Device Name: clusterl

QK Cancel

AT w74 [l want to:] >[Join an Existing Cluster] %134k L £ 7,
AT v 75 [Device Name] ([ZFmFhT /XA ZADLRT2Z A LET,

Firepower 4100/9300 O ASA 7 5 X & .
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B ssa o779 E2—reavsEz bt 2—F0ZE

ATvT6 [OK] 227V v7 LET,
ATY 1 [V T AZFEMD a2 — (Copy Cluster Details) ] R > 7 A2, DY ¥ — DY T ALEE
ZREV AR, [OK] 227 U v 7 LET,
ATY T8 HETROTNSAATA a7 LET, 77 AX—IERITKPIERNCATIFEATT
D, WOREFERT DMLENRHY 7,
*[*%—ID (ChassisID) ]: —HDOT ¥ —IDEANLET,
«SitelD: ELWH A MIDZASNLET,

« Cluster Key : (FHENCAAN SN TWARWY) RILZ TAZ F—2 AN LET,
[OK] %7 Vw7 LET,
ATY T [#fE (Save) 127V w7 LET,

Vy—UiE, BELLEY 7 b T A=V arEFvra—RL, TV r—var A AR
VAT = RNAN T TRERELEHA AT oA ARTEE T v 2T DHI LT, mET A
AHBEANLET, K7 TAX AL NR—0 [FET /N1 A (Logical Devices) | — T, #H LW
WMEET NA ADAT —HAERLET, K7 T AL AL N—=OFRET NA ZAD [AT — 4 A
(Status) 1T [A T A (Online) | &ERARINIZDL, 7TV —2a T ITAZDRER
BthCE T, o7 RA0—RELT, [EFXa2 VT 4TV 2—ARINELTHETA

(Security module notresponding) ] & W) AT —H ANRFREINDZENRHVFET, ZORAT—
A AFIEFETHY , —RFYZRREE T,

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

ralAlNE
Status
@ online &0 ## Gl

ASA: D747 94— ILEF—FEQVUTXFRMNE—FDZERE

F 74N FTIE, FXOS V% — V3N —TFT v R 77 AT U4 —/LE— R, BIOV 7 L o
VITFEXANEBE—RTIZ IR EBRELET,

T TFAT VA —INE— FOER  BARICE— FEERT 52T, filffla=y FTE—F
AEELET, ZHICEY, T RTOTFT—Fa=y FOE— FR -T2 XD ICHBINIC

. Firepower 4100/9300 O ASA 7 5 X &



| Firepower 4100/9300 1> ASA & 5 X &
asa: 7—4 1 va—7x120%% |

EHEINET, 22 LTSN, 774 T U=/ E—F (V27 E—FK) O
EvNF avTHRARNET—FRTIE, aVTFANIERLE T 7 AT U4 —)L T— REZRE
LET, EF2VT 4 arTHRAMORELZSERLTIEE N,

s VAT AT XA N RIZEE  BIERICYAT a7 XA M- RICERS DI,
fllr=y hCE—FZLFELET, ZHIZED, T XTHOTFT—H 2=y FOF— K)N—
KT HELCHBMIICEREINE T, vALF 20 TFF R N B— FOFMEESRLTL
7220,

ASA : T—R AR —T 24 RADEKTE

ZOFNETIE, FXOSIZ/ T AX BB LIZE &7 T AXIZEH DY TondT—4 A~
B—T 2 ADIERWIRNT A =B ERELET, BEROVYy—UIZDlb 7 TAZ) T D
WE. T A B —T A AXFIT A3 K EtherChannel A > Z—7 = A A T4,

\)

GE) BHEHA VX —TzARL, 7 T7AXEFREALEZEZICEIRESNE Lz, ASA TEBEA v
B—T 2 A ARG A=A EEFTFLI L TEETH, ZOFIEFTT—F A ¥ —T A
WCESZYTTOVET, BEA v ¥ —T oA AL, ARV KA X —T = A AL ITHBHIC,
AsDA 2 —7 24 ZATE, FEHICHOVWTIE, FHA VX —T (R (65—) | &
SR LT &N,

IR B I
eI F arTXANET—RFOLEE, ZOFIEE VAT LFETAR—ATHRIBLET,
FEVAT L a7 4F¥alb—valy B— FNIA>TWRWESIE, [Configuration] >
[Device List] XA > T, 77T 4 77T /34 ADIPT RLVAD FIZH B [System] & & 7 /v
7V w7 LET,
e NTUART LU N B—FROBEAIE, TP IA—TERELET, 7V v A
VA =T A A (BVI) ORTEZHZRLTLIIEEN,
HH DYy —NC kB Y T AZIZ AN REtherChannel ZFH L TWAIRE, 7T AKX Y
VMR DET, R—=FF ¥R A v F—T = ATEEB L EHA, ZOE
kD, V9 RAEZDOT 7T 47 TIERW — RIZhT 7 4 v 7 BERESN D000
7,

FIE

ATFYT1 arTFFARNEFT—RICEoTRDOEIITHARLY £,

o VUV E— RDYE, [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] <2
A R ET,

Firepower 4100/9300 O ASA 7 5 X & .
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Firepower 4100/9300  ASA ¥ 5 2% |
B ash: 55 125—Tzqzo8E

s T B— ROBFE, VAT LAFEITAA—RXT, [Configuration] > [Context Management] >
[Interfaces] ~XA > Z IR L 77,

ATFY T2 A H—Tx A AEERLTC, [Edit] 27V v 7 LET,
[Edit Interface] # 4 7 2 V7R v 7 ANRERINET,

ATvT3  ROBEZITOET,

+ (EtherChannel ®3;%) [MIO Port-channel ID] : FXOS TEMA SN0 EE L ID # AL
£

« [Enable Interface] (57 #/L h TA TR0 £9)

COBEEDEY DT 4 —V NiX, ZOFIEHOBZF-THALET,

ATy T4 MACT RLABIOA TV a3y NI A—ZEZETHITIE, [Advanced] Z 7527 U v 7 LZE
ﬁ—o

« [MAC Address Cloning] f8J% C, EtherChannel ® T2/ 20—/ )L MAC 7 KL A Z5%E L £
Ty AZ N MACT RLZEZRELRNWTL SN, BREINES, BENRR Y b
U — 7 OGN E A [ 5 72912, A3 F EtherChannel 2132 2 —/3L MAC 7 K L
AEBETHVNERHY ET, MACT RLUARFERESNTWAEA. £DO MAC T
R AZBREOHBE 2=y M E Y £9, MACT RLAZREL TWARWEEI,
o=y NAEEINGEE, FILWflflz=y MIA 2 —7 = A ZZH LV MAC T
RLRZMHEHLET, 2k, —KRxy MU —27 OEIERRBET L REMERH D
e

CNTFArTFARNE—RTIE, 2 TFAMNITA V¥ —T = AT HHA.
MAC 7 FLADOBEBAERZ AN LT, FEITMAC 7 RLAZBRE L2 TTie kD
WCLEd, FEEAS L H—T 2 ZADOHAIF, ZOa~r FEFEALTMACT KL A%
TFTHECTERETDOIVLENDDZ EIHEEL TLIEEN,

YA M T ALY T DA, [ASA Cluster] fHI T, 44 FEHEDMACT7 FLRA %,
N—T v FE—ROHHFITIP T RLVAEZERETHLDIZ, [Add| 27V v 7 LT, HA
FID (1~8) OMACT RLABLIQIPT RLAZRELET, K8 DY A FTL
FLOFNEZBVRLET, VA FEBFDOIP T RLAZ, Z7a— LIPT7 LA LR LY
Txy N EICHLIMERSY ET, 2=y NTHEHAT LA FEADO MACT FLRAB X
WCIPT7 FLAF, 2=y hOT— ATy T ar 74 X2l —va B ELEY
A FIDIZE->THERY FT,

ATy 75 (A7 a) ZO EtherChannel |Z VLAN 7' A v X —T =2 f ZAZFRELET, ZOFIED
R OESIL. Y TA B —T oA ATHEHENE T,

ATvT6 (wVF ar7xANE—R) ZOFEEZZETTDHREIC, 20 TFAMNAUE—T oA R
EEDYTHLERNDHY £,
a) [OK] %7V v 27 LTEFNEZMELET,
b) A ¥ —T A AEEYYTET,
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ATy 1
ATFvT8

ATvT9

ATy 710
ATy TN

ATvT12

ATy 713
ATy 714

asa: 7—4 1 va—7x120%% |

) —W—NRETHaALTFANEELHLLET, [Device List] XA > T, 77T 47727
NAADIPT RLADFIZHDHaTHXRANEL TNV v LET,

d) [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] <4 > ZEIN L, I A&~
ARXTHR=MF RN A0 F =T RRINLT, [Edit] 227V v 7 LET,

[Edit Interface] ¥ A 72 7Ry 7 ARFRINE T,

[Generall| # 7% 7V v 7 LET,

(FZ>AXT LY b E—FK) [Bridge Group] e v 77X JA ML, ZOAf X —T =
AARZEEDYKTHT ) vV IN—TE@RIRLET,

[Interface Name] 7 « —/L RIT, 4Hi4 48 3L FLINTATI LET,

[Security level] 7 4 —/L RIZ, 0 (FIK) ~ 100 (Fem) OV~ i AT LET,

(=7 RE—FK) IPv4 7 RV RIZ% LT [Use StaticIP] A 7' v a v REZ %7 Y v 7 L,
IPEBELWON~RAZ % AJILET, DHCP & PPPoE [TV R — FEhvEHA, RNA L MY —FRA v
MEGROSE, 31 By hOH TRy M~ A7 (255.255.255.254) HEETEET, ZOHEA.
Fy N —=7 FE7e— KXy AN 7 RLAHOIP T RLAFETFHINEFA, FTX
T L b '— FOEAIL, EtherChannel f % —7 = A ATIE/R<, 7V vV I —7 A
VH—T 2 A ADIPT RVAZZRELET,

W=7y RE—FR) IPv6 7 RLRAZRET DI, [IPv6] ¥ 7 &2 Y v 7 LET,

FF AT L b ®— FOYA 1, EtherChannel 4 > % —7 = A ATHRL, 7V v 7
N—T A LB =Tz A ADIPT RLAEZRELET,

a) [Enable IPv6] T = v 7Ry 7 A& F T LET,

b) [Interface IPv6 Addresses] =V 7 C, [Add] =7 U v 7 LET,

[Add IPv6 Address for Interface] % A 7 2 7R v 7 ANEKRSIVET,

GE)
[Enable address autoconfiguration] 4 7°> o U ZY AR — b SN FEHA, Vo 7ua—HL7 KL
ADFEHED R — SN TWEREA,

¢) [Address/Prefix Length] 7 f —/L RIZ, 72—V IPv6 7 RL AL IPV6 7'V T 4 v 7 AD
ESZ AN LET, =& %X, 2001:DB8::BA98:0:3210/64

d FFvar) AAMT FLRELTModifiedEUL-64 1 % —7 = A ZAID 2T 51
%, [EUL-64] F= v 7Ry 7 ZAeA A LET, ZOHEIE, HIZ [Address/Prefix Length]
TA—NVRZT VT 4w 7 2R AN LET,

e) [OK]Z#7 Vw27 LET,

[OK] &7 U w7 L7, [Interfaces] HHIZE D F9°,
[Applyl 7 V v 7 LET,

Firepower 4100/9300 O ASA 7 5 X & .
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ASA : VS RABREDHAZTAX

JIGAR BRI LICBICT — AN v TREELERTDHLER, VTAXY T~V A E
=2V 7, TCPHEFEROEIE, “u— Tt )T, BIUOZzotok@E ke s, Blo
F 7y a v ERETHHAE, Hfla=y hTITHYZ ENTEET,

ASA U SRR DEKRING A —Z DERE
W) — N LDs T AZRIEE DAL v A ACEET,

188 BRI

e wNFArTHFANE—RTIE, filfflz=y F EOVRAT AFETAR—ZATROTFIEEFE
TLET, FEVAT L a7 4 Fal—vay T— RIZA2TORWEA,
[Configuration] > [DeviceList] XA > C, 77T 4 TIRT XA ADIPT FLAD FIZH D
[System] X 77 U w7 LET,

* local-unit Member Name 35 X OV DO DA 7 > 3 1%, FXOS ¥ v — ¥ TOHRHKIE
TAHZENTEXET, F72. FNOOLF T aid, 7I9AZY 7RG TN HE
HIZASA TOLEETEET, FOD, WOFIEIZITEENTWVER A,

FIE

AT w71 [Configuration] > [Device M anagement] > [High Availability and Scalability] > [ASA Cluster] DJIE
IR L £,
ATFvT2 (TR KOFTvar RIA—FERELET,

» Site Periodic GARP—The ASA generates gratuitous ARP (GARP) packets to keep the switching
infrastructure up to date: the highest priority member at each site periodically generates GARP traffic
for the global MAC/IP addresses. % A% K EtherChannel ®~ =~ k&, %A k MAC B &
CIP7 RLAZLIZYA FID ZRET D E. GARP 37 7 4 /L F THZIZR Y £,
GARP [#f@% 1 ~ 1000000 FHZHE L E T, 7 7 4/V ML 290 B TT,

7 TAAPHLEEENTYA FTEOMACEBLIWIPT RV A L7y R34 MNEHO
MAC7 RLABIIP T RLAZMENTHDITK L, 7 T AFTRE LT v M,
7 —/N)UMAC T RVABIOIP 7Y RLRAZEHLET, NT7 74 v 7R3 7 a—31
MAC 7 R LA BEMICER S NRWGE, 70—V MACT RV ADAAL v FT
MAC 7 RV ADZ A LT U BRETDHAREEDRH Y £3, XA LT U MRIZZr—
NMACT RVASND T T4 v INAAL v F T AT TANT I FrBRIThien 7
ToT 4 TEN, ZHICXO R T =~ ABLOX2 VT 0 EORENRRET S Z
ERHY ET,

+ [Enable connection rebalancing for TCP traffic across all the ASAs in the cluster] : ¢ D F-73 L
EAR—TMILET, TONTA=HFET 740 b TEHEDNZ 2> TWES, 20T
A—=HF, 7= A NI v TREO—HTIF/L, HH/ — b7 —4% /— RcERLE
NET, AN TV DHE. ASAIL, 1BHT Y OB T 215 W& EMAIN A
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L., FHLWESiE ., 10720 OBEREN LT A ADDARAM DT /34 AZA 7 a—
NLET, BEFo#EGEIIBB SN ETA, IHIC, Z0a~vr RiX1IBH 0 oI
EOWTORFLGET D720, &/ — NTHLENEROBEITIBE INT, B0k
BIIHE LS 2WEAERH Y £7, AfERE BT HMREE. 1 ~ 360 BO®FEN THEE
LEd, 774/ MISHTT,

BRe Bl ) — RiZA7n—Rand &, IR0 £7,

YA MHE bR e DI L TUIERO B ZRE LN TSIZEW, /oA s J
AL A AN LWt TR E £ A,

[Enable cluster load monitor] : 7 7 AXZ AL ND T 7 4 v JAMEE=F—T&H LT
720 F Lz, MEITIE, AR, CPUL AT Y OHER, Ny 77 Rueyv 7R Eng
ENET, AMPETELHE, BYVOa=y MPAMELHTE Z2551E, 2=y bO
7 TAB Y T e FEITENCT D0, IMNBAAL v FOa— RT3 7B 5
FIBINTEET, ZOMHIEIX, 774V F A 3x—7 s T0ET, xR &
X —UIZ3ODEF 2 VT 4 FY 2 —/LREER S L7 Firepower 9300 O 2 ¥ — [ 7 T
AR TDEFE, v —THNO2O0 X2 VT 4BV a—NARBT T AXEHND &
ZDOV X —VIZHTBRICED T 7 4 v 7 BN DT Y 2 —/VICKEE S, wBARICA
LAREMERH Y £3, NT T4 v OAMEEMNICE=4—T&ET, AMPETES
BElE, 2=y N T IRAZ ) TR FETENCT HZ L ABIRTEET,

ROMEEZRELET,

s[Timelnterval]: E=% U > 7 A »E—URORMZ, 10 ~ 360 P OFPH CHRE L E
I, T 74N ME20 M TT,

* [ Number Of interval]: ASA N7 — % ZLRFFT DRI OE % 1 ~ 60 OFIPH CTEE L E
T, T 7 4/L ML 30 TT,

NZ 7 4 v 7 A EFERT 5121, [Monitoring] >[ASA Cluster] > [Cluster L oad-M onitoring]
ZZRLTLTEEN,

[Enable health monitoring of this device within the cluster] : 7 7 A X 2 => hD~NLAF = v
IHREANILT, 2=y b A== AT =X X XAyt —VHOMRE 371545
BOMTHRELET, 774V MIB3H T, F:Hilna=y 227 722 TEMLT
WT, ASAETIFAA v F D MR URNERINDGE. 7 T A NERT HETIORK
A —WICTF =7 ML, TABE—T NI ENTA v EZ—T 2 ADA B —T =
ARE=HYV T HT =T MITHHERSH Y £3 ([Configuration] > [Device
Management] > [High Availability and Scalability] > [ASA Cluster] > [Cluster InterfaceHealth
Monitoring]) . 7 7 AZ & FARBRTYOEENTT LIch, ZOMERELE FEA X—7 /T
HTENTEET, 2=y hONVAZHERT L7, ASADI T AL 2=y MNIT T
ALEIEY 7 T =y MIN—FE— M AvE—VEFELET, 2=y FMEY
REHNICE T 2=y bvb A= FE—= b Ay =V EZE LRWGEIL, 20T 2=y
MIBERBREIZT v RREBE RSN ET,

[Debounce Time] : ASA A X —T7 = A RAEERRELTWD ERBRL, 772X F0
b=y FRHIFRENDETOT AT AR ERELET, ZOMREICLY, 1 ¥—
7 xA ZAOEELZ LD R TEE T, T AR EZELS T 5 L, BRI O THE

Firepower 4100/9300 O ASA 7 5 X & .



Firepower 4100/9300  ASA ¥ 5 2% |
B ssavs5zx508515 2 —s08E

HENELSRDZEICHEBELTLEESWN, A v F—T 2 ADAT—Z AEFNRREET D
ELUASAIIA VA —T 2 A REFEEL L C~v—2 L, ZIT7AEZnba=y FaHIRT 5 E
THESNTZI VBB L ET, ¥ U RENSBEBIREIZEIT L T % EtherChannel
DA (AL v FNY m— RENT-, £032A v FREET 2 - T 5 EtherChannel 72
E) L TR AR EELTHIET, MDI TAX 2=y hOFNRKR—FD/N R
DIHNEWHIEHZT T, /7 9AX 2=y NETA U F—T 2 APRZT—FRINDHD
EHSZEMNTEET, 7740 bOT AT AL 500ms T, B Zh72EOEIFHIX 300
ms ~ 9 ¥ TT,

[Replicate console output] : 7 —# L= "ML HlfHl=> h~D =z Y — VERZH I
LET, ZOBKRRIZT 7 4L F THENCHRE SN THET, ASAIL, FFEDOEKA N |
PRAELTZEEZIC, Ave—VrEE Y —VWIHATHIEERBY T, =V —L
BRAE A F—T T DHE, T—Fa=y EpLHIHz=y Moar Y —L A v—U )
EEENDLZDOT, T=F—PRBEIRDIDITI TAZDay Y —LR— 121 LD
FT, CONRTA—FF, T— P ATy T ar7 o Xab—a DT,
o=y b TF—Fa=y MIERIET,

HSRRAYG JO—FEEYTFTAEBHMIZLET, LISP A VAT v a VORE (40
R—=) EERLTLIZE0,

[Enable Director Localization for inter-DC cluster] : 7 — ¥ &> ¥ —DH% A NE 7 T AKX Y v
T CRT =< A% ESHETT U RNy TR OEBIEZ EMET DX, 74 V7
F o=V B—va AR LET, BE, FrLWERIT o — F AT 2SR T, F
EOYA MDY FAZ A UNR—IZXVFIAESNET, 7221, ASAIZT 4 L7 2Dk
FIZALEDOFA PTAA=ZHDYTES, T b7 Fun—BYE—varicky, &
MOT 4 L7 ZFEEINA X =T VR0 T, Zhix, IrAEERUCY A MIFET S
=N T4 RE AFEOYA NIRETE 78—V T 4 LI X TT, FTRH
ET AV EERIUYA MIRETHZET, N7+ —<ARMELET, £/, 1D
FIAHE CRENBE LSS, m— VT 0 L7 XX, RUHA M THLWEGITGE %
BIRLET, 7 T7AF AUN=RIOV A N TIA SN TWALERRO Ty hE2ZET 5
BalE, Za—s O T L7 AR S E T

[Site Redundancy] : ¥4 FDFEENL 7 un—Z2R#ET L7202, A FOTLEMEEZ AR
TEET, BNy I T v T —F =N —F—LRUCYA MHIEGEIE. A FORE
ENS 70 —2RETLHDIC, BMONy 7T v T A —F—=RIOV A MrbERI
T, Tl u—hVE—var&¥ag NOTLEMEITNA OERETT, Z0HHD 1
DFEIFIMGERETHIENTEET,

[Enable config sync acceleration] : 7 —# = h3il#l = & [A UM OSGE . HEKL
DRz A%y 7L, fiezmEftLES, ZOKREIX, 774/ T x—=7 /s
TWET, ZOMEITz=y NTEICRESN, #lflla=y DT —Xa2=y MNITHE
MINETA,

GE)

THSORIEA VY Fid, 7 T AZFEEOmELE ERER DY FEA, ZhbDa<r R
WA=y MIIET 256, 7 7 AZMEaOmEEBENT 2> T TH, BREDFRBIE
WICRELET, 77 AZEGOEEILEZIEIE 5L, ARMEDORWEREZHIRT 2
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ATvT3

ATvT4

ATy TH

asa 522 0Ex 5 —s0%z |

MENRH Y F7°, show cluster info unit-join-acceleration incompatible-config z{# L .
HEMED I W EER R LET,

* [Enable parallel configurationreplicate] : 7 —# == h &WIT L CRREALAENRIHLI NS
T, filfHlr=y FEAMZLET, £ Lane, RMMNIEFICIITSN. £ ORF
BIDBDNDZ Emd Y 9,

[Cluster Control Link] fEik T, 7 7 A Z {1 Y > 7 O MTU Z5%E CE £, ZOMEKDOZ DAl
DA T a1, ASA TIERETE EHEA,

«[MTU] : 7 ZAXHINY 7 B —T =24 AD KRk =y NEEELET, 7—%
AUE =T 2 A ZADHFERAKMTU LV D7 &6 10031 MEVMEZTEE LE T, MTU D
KAEZ 9184 /34 MIRRE L., /MEZE 1400 XA MIEHETIZ EaBBIOLET, &5
W, 7T ALY 7 OMTU % 2561 ~ 8362 ICFRET D Z LR s nEtA, 7o v
7 T =)V OWENRK T, 2D MTU B A XE AT 2EEICRE TS Y EHA, 77
AN T DT T 4w ZIZET =Xy NRERGEN DD, 7T AKXl
VINET—EZ Ry hERIEOY A RITINZTI TAZ NT T 4 w7 DF ==~y FITh
KT D MENH Y F77,

72& ZIE, mARMTU L9184 XA R TH DD, T—HA X —T A ADHKKMTU IE
9084 (2720 . 7 T AZFEY 71X 9184 ITHRIETE ET,

(f£&)  (Firepower 9300 ™) VPN JJL—FLE— K, o7 +1 M VPN Of%E (42
N—=) EZRLTIEEN,

({EE)  (Firepower 9300 @™ 7x) [Parallel Join of Units Per Chassis] fEJ T, ¥ — /Ij\] DX
UT 4 B 2—NR7 TAZIZERISIL, b7 7 4 v 73EY 2 —/VHTHFEIZGHS N
TWHZ AR TEET, MOEY 2— ALV ERVANISMLTIZEY 2—/VE, foE
Va—ANELAMELEETERNED, WELEO NI T4 v I EZETLZERHY E
R

e num_of_units: ¥ 2 — N7 FAZICSINT HANZHERTL2MLERH LR C T v — N
DEY2— O/ (1~3) ZFEELET, 774/ MI1TT, 2F0, TV a—
W@m@%yl%w@ﬁﬁ*T%ﬁtf:\??X&’ﬂm¢5’k%ﬁ%biﬁ =&
ZIE, EZE3ICRE LTESHA, FTY 2 — VIR RKEERHOM, £33 27 XToE
91*‘/1/0)2’@%75!7577?6&(4%%%L“Cﬁ%77X&ﬁ_ﬁﬂﬂbiﬁ“ 3O0FTRTCOEY 2—
NABIZIERIFFZZ ZAZ O MEZER L, R N7 7 0 v 7 OZEEZRGELET,

* [Maximum Join Delay] : fic RIEBIERFFE % 73 BAL (0 ~30747) CTHRELET, Z ORFENIR

WD E, BV 2= /LIMDEY 2 —VOWRFERTE T TL2OEFFOI L 20D T, 77 A
am%%biﬁo?7¢w%m0f¢ooib\%V:wwmm@%yzww@@ﬁ%T
EREETIC, 7 T7AZIISBMTHIEEBRLET, /B EZ LICRE LSS, 20
EIX 0T HMERHY £, Wmﬁu%ziti3uﬁﬁbtﬁu\_mﬁiluk

THOVENHYET, ZOXA~—1FFT2a—NVTLDEA~—TTN, HHYDEY 22—

NWIRT TARIZEMTHE, ZOMTRTOEV2—NDXA~—2 KT L, FZYODOE
Da— VNI FTARZIIHEIMLET,
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B sz 120 0z 228 vrBrvEDBREADRE

ATvT6

el X, R/ANBEALE 3, RRKBIELZ SaELET, EVa— NI nE#TLHE, £DS5
DD EA~—DHIEINET, EV2— A2 20%IEBTL L. ZO5SHHOZ A ~—
DG ENET, EVa—A3N 1 RICGEEL, TXTOEY 2 —AN45/55TY T7AL
WBMLET, EPa—WEFAA~—NETTHETHHELETA, TV2—L3NER LA
WIS, BV 2=V LIES A A~—DKTIRHZZ ZAXICSIML, EVa2—L2 3L
9, B2 N2F XA ~—DNEE25HATWETHN, AA~—NRETITHETHELFE
A,

[Applyl 27 U v 27 LET,

AVE—TITARADANILRA EZA ) OB LVEEBEHEEDERTE

FIE

ATy I

ATvT2

Tl 23X, BEHA L —T oA A WAUNDA VB —T 2 A ADNVAE=HZ Y T %
TAE—TNITHIENTEET, F—FF ¥V ID, FLEFHE—OYHA L X —T = A
AIDHEEFE=H—TEFET, ~NAEF=H Y TIEIVLANY T A X —T =4 A, F721F VNI
RBVIZ2 EDORAEA V H—T = A ATIEETEINERF AL, 7 T7AZGY D=5 7
ERETEETA, 2OV 73T =F—ShTWnET,

[Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster] >
[Cluster Interface Health Monitoring] DJIAIZIEIRN L &7,

[Monitored Interfaces] /R 7 A TA v H—T = A ZA%ER L, [Add] 227 ) v 7 LTEDA
4 —7 x A A% [Unmonitored Interfaces] 7~ v 7 AT EN L £,

A VB =T 2 AAT—HA A yvE—IIZL-oT, Vo 7EEMRHINET, FEORE
AE =T A ADTXTOYER— IR, FFEOZ=y b ETCIIEENBELZD, Hlo=
=y FEDORICHEA v F—T 2 A ATT I T 47 R— BB DIGE, TDO2=y NIJ TR
ANGHIBRENET, 2=y FRAF—L RIFRINICA VX —T 2 A A AT —H A Xy —T
ZZAELRWEAIT, ASADN AU NNE T T AEZNGHIRT D £ TORMIZ, f v Z—T7 A A
DHEATE, ZTDOL=y NPFESLIEAA L NTHL), £2137 FAZIIESMLE Y E LT
DML TRRZVET, 774NV FTHEH, ~NATF 2y 7 FTRCOAL 2 H—T = A ATA
F—T W25 TNET,

T2, BEHA L E—T oA A8 WAUSNDA VB —T 2 A ZADNVAE=HZ Y T %
TAE—=TMITHIENTEET, R—FF ¥RV ID, FRITHE-OYEHEAS > X —T = A
AID ZRETEET, ~"NAET=HY U TIXVLAN Y T A o H—T = A A, £721X VNI R°
BVIZR EDEBA V2 —T 2 A ATIEETEINERF AL, 7 T7AFZEHEY 7 0E=2Y 71X
RECTEERHA, 2OV I7EFFICE=F—INTVET,

LD MR UER (o237 —% A ¥ —7 A ADENV/EIER., ASA. Firepower
4100/9300 > v —3, EFEAAL vF DA v —T7 =4 ZAOFMM/EH{E, VSS, vPC,
StackWise, F 721 StackWise Virtual ZTEZKT 5 A4 v FDEM) #1795 & TI2iF, ~L A
F v 7 HEREA LI L ([BRE (Configuration) 1> [T/31 R B (DeviceManagement) ]>
[EAAtERTr—S5E )T« (High Availability and Scalability) ] >[ASAY S X% (ASA
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ATvT3

525 P noEEnEE [

Cluster) 1) . EILLIZA v F—T =24 ZADFE=F VU T HEHICL T EE, FRrY
DEFENRZTTLT, A7 4Fa2b—va EBERTRTO2=y MZE#IESNZH, ~ILA
F v VHEREEREA X —T M TEET,

AHE—T oA A VAT A, FZTTAZEINY 7 \ZREENEE LTEGEO BRI S
DIREE N AL~ A XFHIZIE, [AutoRejoin] ¥ 7&2 27 U w7 LET, %44 712 L C[Edit]
70 v LTIROBEEITWVET,

* [Maximum Rejoin Attempts] : 77 7 A X ~DOFHEG OFATEIEZ EFKT 272912, [Unlimited]
F7201F 0~ 65535 OFPFHCHEZHE L E T, OIXHEBFESEZENMELET, T 741 K
i, 7T AF 4 F—7 =24 ZADOEAE [Unlimited], T—% 4 > Z—7 = A AB LV
AT ADEGEIL[3] TT,

* [Rejoin Interval] : FfEAATHBOREZ EFRT D72DIT, 2 ~ 60 OFEIPH CHIREA R E L
F9, T7ANMEIZSHTT, 7 T7AX~OFEEE L=y NBRITT 2R KNEFHEER
(X, BthORMDN S 14,400 7IZBR B TWET,

* [Interval Variation] : 1 ~ 3 O#FH T E L T, MBEEMSELNEIDEERLET
(1: %L, 2: BHATORRO 2%, 3: ERIOMRD 3157 . =& 2%, MRE 55
WCRRE L, B % 2ICRE LTEGEIE. &AOBRATN 5 5%, 2 BIHORITH 10 5% (2
x5) . 3BEEHORITN200% 2x10) L7V ET, T AN MEIX, FTAX A H—
T2 A ADHEIT[]. T—F A v Z—T =24 ZAB LRV AT LOA1E[2] TT,

T 7 )V MR EIZRE T2, [Restore Defaults] #7 U v 7 L¥ 4,

ATy T4 [Applyl 227 U v/ LET,

7S5 RA3 TCP ERDEEDETE

FIRr

ATy T

TCP #fie D 7 7 A X EHOBIL A HMEL T, T4 L7 XN 7T v 7 7a—ElROEBIEIC
K DRI ELN T v —CBE T 5 TREREE] ZHRCEES, T4 LI X IR\ I Ty
77 —=MERSILDRNC =y RBRKRIT D561, o0 7 a—%2FETHZ LIETE
FHA, FERIZ, 7 —%2ERT AR N T 7 4 v 7 B3BlO2 =y MIHRAEINDGE, it
nNxaRETHZEiFTEERrA, TCP DT X 2 E LT D FT7 7 4 v 27 O TCP OFER
DIIEZHMEL72NE S IZTDHERH Y £,

[Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster
Replication]. DNIAIZEIR L £,

ATv 72 [Add] %27V v 7 LTROEEHRE LET,

* [Replication delay] : 1 ~ 15 Q& TR AEHE L £,

« [HTTP] : T XCOHTTP h 7 7 4 v 7 DIELEEZRE L LT, 7 74/ FTlL, ZOREI
SHHTAEIMEENTVET,
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* [Source Criteria]
s [Source] : EfFIIP 7 L AZHELET,
e [Service] : (A 7'Ta ) FMEILAR— FERELET, @FIL, EEICELITSETR—
FOWTINERET D0 WL BITHRE L EE A,

* [Destination Criteria]
* [Source] : 48FEIP 7 L AZFRE L £7,

[Service] : (A7 a ) sEeR— FERELET, BEIE, HETELITSEER—
FOWPTNNERET D, WG EbICHELEEA,

ATy T3 [OK]Z7 V7 LET,
ATy T4 [Applyl 227V v 7 LET,

YA FREEEEDERTE

YA HZ TAZY T OGE TR L ZENZ®mO L0, REZNAS A ATEE
‘d‘o

522 72— FEEYTFLDETE

LISPO NI 7 4 w7 BRELT, h—"—=0VA NEEZBHT I Ta— )T 4524
N CTEFET,

LISP A 2 AXRT g DT

LISP "7 7 4 v 7 ABETHILT, VA FNEOTZ7o—DEE ) T4 24NN TEET,
LISP |22 C

VMware vMotion 72 E DT — X B X — (i~ DEE VT 418> T, =27 T4 7T
v bDOE MR D ERIFFIC, T2 X —RERBETEET, ko hT -2k
H—=P—=NEEYT 4 &R — T DI, —"OBERFIC— S ~DAT)— & —
ANHEHTEHNENDH Y £, Cisco Locator/ID Separation Protocol (LISP) D7 —F7 7 F ¢
. 7 AID, DFEV = FARA UMD (EID) ZZD%HT, DLV A—T 17 ul—
% (RLOC) B2 ODRRLFTUNY 7 AXR—=RZ 5L, Y —_OBITE 27 747 b
WXL CEBIICLET, 72& 2 E, T—BFH LWGFTICBEI L, 7 747 > b3 —IC
N7 47 BB ETDHE, V—FITHLWGANC N7 74 v 7BV XA L7 FPLET,

LISP TiX, LISP i) b > )b b—% (ETR) . AJj b —% (ITR) . 77 —A b
Ry n—2, <7 UYL (MR) . BEO~y 7 H— (MS) REOHDH—EDT—
JZBWTN—Z L= "PUETT, = "PRIONL—F TR SN TND T a2 —30
Ty —ARNKRYy T IN—ERNEMTLHE, FOL—FIMOTXTONL—F LF—FX—2 %
FH L, 7747 MIERINTWDLITRNS N7 7 ¢ v 7 #RITZE LT 7L, #r
LW — NOEHCEETE L LI LET,
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ASA LISP ¥R — k

ASA X LISP BIAZIATLEHAN, BITOEFIZEHTHLISP M7 7 4 v 7 s L, v —
LVRAR T T2 o TEREDT-OIZZ DIFREMEH TE EJ, LISPOREGEITORWIGE,
=R FH LY A MIBEIT L&, NI 74y 2307 —F—F—DRbviz, HLwn
A NTASA T TAZ A NR—=Z720ET, FHTLOASANENFA FNDOASAIZNT 7 1 v
7 HERE LT, WV ASA I, P ANIZRBIET LIS N T T 4 vy 7 EH LT A MZEY
WEIHERHYET, CONT 74 v 7 7u—[3 @ TlIR, TharR—=27] £721%
~TvEe="7] LT ET,

LISPHEIZL D, ASA 7 T AL A RN—X, HBPIDOKR v 7 N—%2 L ETR L7211 ITR [H T
DELD SNDHLISP b T 7 4 w7 %REL, 7a—OFEEEZH LW A MIAFETXET,

LISP DA KZ A~

CASA VT AR AN —F, YA hDOT7—A N Ky 7 L—F L ITR £7-1Z ETR OHIC
TFELTWAMERHY FT, ASA 7 S AKX AKEIEE AL v DT 7 — A MRy S
N—HRIZTHILIXITEERA,

cERGBEINT T =R P R—NEET, —Jrfbshie e — Bolshie T
o—, ¥EEcD = RIZBL TS 7 a—3 LA —F—ICi3BE S nEEA, F
SEENTZ 70 —IZESIPREDT F Y r—a v NEENTEY, BHioo—LZ034x
TOF7ua—RNEUL ASAICL > TS ET,

I TAZ—F LAY IBITAOTn—RELBE S E L7200 T, —#HoT T r—
YarT—ANRONLARENRD D FT,

cFEFO 70— £ X E VR ACARA R TRWT 0 —DE4, A—T—0BENIA A TR
WRIBEHER H D FT, A LV ART v a R —%FRETH EXIT, ZOWETHR—
SINDET T4 I DEATEHGIEITEES, Flo, 7r—FEVT A ZRAIRR T
T4y ZICHIRT 2 0ENH Y 5,

ASA LISP Dk

Z OMEEIZIL, HEOMAIZEFRTARENFTENTVET (ZNDHICOVWTIETXRTIOE
THHALET) .

1. (EE) SAMEREV—ANIPT FLRAICESSBEMNGEID OFIR : 77 —A K Ky
T N—H1E, ASA 7 T AE NG L TWRWERA MERITIRy U —2 |2 EID @ A
=V EEETHIHAENHY ET, 207, 7T AXICEET LY — FE TRy b
U—7 OFHIZEID IR CEET, & 2iX, 7 T7AZNR2200% A4 NORIZEE L T
08, LISPIR3ODH A R TIEITEINTWDIEHAIL, 7 7 AXIZEHEGE LTS 22004 A
MIXFLTOHEID 2 EDH0ENH Y £,

2. LISP 77407 £ AT ay i ASAE, 77— A bRy 7 —& L ITR 721X
ETR OB CTEHEENS EID @A A v E—I128W\ T, UDP AR— b 4342 ED LISP b5
T4 v 7 ERAELET, ASA L, EID &H A b~ ID Z#B8E#fHT 5 BID 7 — 7 VAR L £
To el 2IE. BHUOR Yy T V—FDOFETLIP T R AL ITR £721X ETR O%E5%ET N
A% HDOLISP N7 7 4 v 7 ERETHMENRHY 7, LISP T 7 4 v 7IZET 4 L7
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B usproxrsvaome

ARED B THNTELT, LISP M7 7 ¢ v 7 BIKILZ 7 AZREOHAFIZSM L7202
CITHEBE LTSN,

3 HESNEL I 74y TOT7u— ) T4 2 AT LI —EARY — 1 TR
AP VT AN T T 4w 7 TTu—FE )T A 2HNTHINERHY £, &2
X, 7e— v UT 4%, HTTPS N7 7 4 v 7 DBIZHIR L2V | FFEDH— & DI
TRV SNDH T 74 v 7 ORITHIR LD TXET,

4. VA FID:ASAILZ. £V TFAF ) — KOV A FIDEEALTCHLWA—F—ZHELF
TO

5 7u— b UT 4 EANNTEHITAZLNUVDORE : 7V TAX LLTHL7Rr— R
UT 4 ZBANNCTHUERSY £, ZOF/F 708022 MH+T52 LT, FED
DITAD T T 4w 7 FEEIT IV r—ya ikl cryae—2 )7 4 ZfHEICENE
FFITEGIC TE £,

LISPA AT 2 a VDFRE

LISPO NI 7 4 w7 5RELT, h—_"=0VA NEEZBHTIHFICTu— )T 4458
N CTEET,

I8 BRI
« Firepower 4100/9300 > ¥ —¥ ZA—/SANA HF LD v —2DH A M ID #RHELET,
CLISPO NI 74 v T IXT T7HN AL ART v ay T T 497 7T ATEENRN

O, TOFIEO—FHELTLISPDO 77 4 v 7 HIZHD 7 7 AR ET HHLENH Y F
‘ﬂ‘o

FIE

ATYvFT1 (EE) LISPA VAT v ary vy T H2RELT, IPT RLAIZESWTHRAR 4D EID %
HiIRR L. LISP OFRHEAF—2RE L ET,
a) [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [LISP] &R L £7°,
b) [Add]Z 27 VU7 LT, Ly FZBEMLET,
c) Adil (K40 305) Ltz A LET,
d) Allowed-EID access-list {22V Ci%, [Manage] %7 VU v 7 L%,

[ACL Manager] 3B & £,

T7—A KRRy T N—ZEILITRETR 1Z, ASA 7 7 AZBEE L TWRVWERR MET
Ty NU—ZI|ZEIDBHIA v —VE2EETLHZENHVET, 20D, 7T RAZIC
B 5 —N_"—F = d Ry NU—7 DARICEID IR Cx 9, 7m&xiE, 77 AN
2ODYA FORIZEE L TWAEN, LISPA 3 ODY A FTIEITENTWHEAIE, 7T
AHAIZEELTWD 200% A MIXHLTOARED #5050 RH Y 7,

e) 77 AT VA —NDRENTA RiTH->T, »72< &b 150D ACE TACL ZBML £77,
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) MEIISUT, BEF—2 AN LET,
Bt —%2 2 — L% A1E., [Encrypted| 47 v a v R a7y r LET,
g [OK]%#7UvZ LET,
AT97T2 J—=ERXRY = b=V ZBMUTLISP A VAT ¥ a Y EFELET,
a)  [Configuration] > [Firewall] > [Service Policy Rules] DJRIZER L £ 9,
b) GEM (Add) 127U v27 LET,

c) [Service Policy] X— T, A ¥ —T = A A~DN—)VET21E T v — L 7p)L— )L % i
)EH ]\/\ij—o

FHEOY— 2 R =TI LONRLNIE, ZORY —b—LZ&BIMLE
4, T 74/ b T, ASA (Tl global_policy EIEEND 7 u— L R —NEENE
T RV =% m—VLZHEHLBRWEAIE, A2 —T 2/ 228121 50—
ARY =5 ERT AL TEET, LISPA VAT g vit, WHFBIC T 7 4w
WM T 5720, BETEEDOM DA X —T 2 A AT —E AR —% T
THMLEEHY EHA, NT T4y I BEGOY T AT %6, V—/VEEH
THDALHE =T oA AHMAVTDE T 74 v 7 DT NTREEEZITET,

d)  [Traffic Classification Criteria] ~X—3"C, [Create a new traffic class] =2 U v 7 L. [Traffic
Match Criteria] @ T &8 [Source and Destination IP Address (uses ACL)| &4 12 L E 7,

e) [Next]z=7 Vw2 LET,

f) AVART Y arEBTO N T T4 I EBEELET, Y7y —A b Ay T )L—Z L UDP
A= F4342 DITR £72IXETROMIO N T 7 1 v 7 Z45E L £ 7, IPvd ACL B L UVIPv6
ACL D EL BIZHE LTWET,

g0 [Next]Z27 Vw7 LET,

h)  [Rule Actions] 7 « #'— R ~X—F 721X ¥ 7T, [Protocol Inspection] & 7 % i8R L £,

i) [LISP] F =y /Ry IV A% AN LET,

) (7> a ) [Configure] 27 U w7 LT, AERKLTaA VAT a v~y T HEINL
*7,

k)  [Finish] 27V v 27 LT, ¥y—ERA RV — L—LEREFELET,

ATYT3 =R R = —mBILT, BEERFN I 74y 707n— )7 1 2fAMELE

7

a)  [Configuration] > [Firewall] > [Service Policy Rules] DJEIZER L F 97,

b) [EM (Add) 127V v 27 LET,

c) [Service Policy] “X—"C, LISP A > AT v g ANMEHAT AR LY —ERA R v —% 3k
WLET,

d)  [Traffic Classification Criteria] ~X—73"C, [Create a new traffic class] =2 U v 7 L. [Traffic
Match Criteria] @ T &8 [Source and Destination IP Address (uses ACL)| &4 12 L E 7,

e) [Next]z=Z7 Vv LET,

f) P N—=DY A NEEET DL ETHEERY A MIHFEEIV Y TS, BRI VT ¢
ANIZNT T4 v 7 HBBELET, I xlE, 7re—EE VT &Z HTTPS 77 1 v
JBIWERIREDY—N"—=~D T 7 4 v 7 DHIHIRTEET, IPvAACL B &
O'IPV6 ACL D E B HIZ bR L TWET,
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Next] 27 U v 27 LET,

[Rule Actions] 7 « ¥— K ~X— & 7213 % 7 C, [Cluster] ¥ 7 Z 3R L £,

[Enable Cluster flow-mobility triggered by LISP EID messages] &= v 7 AR v 7 A% A 12 L
ESr AN

[Finish] #27 Vv 27 LT, #—E XA RY > — L— L ZRFELET,

AT w7 4 [Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster] >
[Cluster Configuration] ®JIEIZEI L, [Enable Clustering flow mobility] = v 7 R~ 7 X% 74

NG

IZLET,

ATy 75 [EH (Apply) 1227V v 7 LET,

SERE A +E VPN DERTE

F 7N NTIE, 7T AXTEFROY A FE VPN E— FE2EHLES, 7 T7AZ V7D
VEREMEZTER T 572012, oMYA FE VPN E— K2z Tc& 9,

SEEIY A FRE VPN IZDNT

ZOHEE— FTIE. YA R IPsec IKEV2 VPN #5575 7 5 2% — D ) — RERIZHEENE
T, VPNERiA 7 T AZ—0D ) — R ESEs L, 773 RAZ—DF v XUT LA )L—
7 PO E EERKRBIIERH CTE 2720, £97% VPN #EEE A 8 2 T VPN %R — k& KIgIZ ik
RETEET,

Welgie 7 S AZDEHD ) — Rlica— RT3 7T, Hoe— kb, BEH
EEF &g TR T E U T IR OB OB FES R E Y £4, 4% VPN £ — R TFE
TT5E, WMOBENY FAZ— ) —RIZEVYTHNET,

T IT ATy va A —TF— RN EZE L) — R, Ny s Ty Ty

arETIT 4Ty alBIiTLIE/ — K, A—F—i%, IKE & IPsec bR,
BLOENLICEEMTONTETXTO NI 74 v 7 &G, TRy a ORELY
MEFFL, X7y FEALBL 7,

Ny I T v T eyrard—— BEFEOT 77478y arORw 7 v Ty
YELB LTS =R, T T4 7 by va sy A=\ EREESTD L, Ny
Tyl eyvard—F—nT T 4T By varA—F—=lR, HLWAY T T
Ty a NEID S — R CHESLENE T,

T4 T —H—VPNEya AIBEEM TN NT 70 v 7B VPN Yy a &AL
TWRW /) — RIZEEENEZHE. T/ —RI7 922 —HI#Y) v 7 2R L TR
T4 v 7% VPNEya yE A LTS/ — RIZiEELET,

= AR —HF =AML —HF (BIZI7TAZHE ) —R) X, 772747 &y

va VOFEA (ASR) ZFATT AR, BET oy v a r E20OBEMEEZHET &
BNHOET, A=A ML —F I, A—F— /—FXIINEYa L2/ —RFRY I
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SR VNt avot [

B oERkEXELET, /— X3, BTRCBHTE Lty va U BEREL T,
F—=T7 AP = ISE IR L ET,

IN

SSEHR VPN &~ S 3 v O

SEHEY A R VPN ® > 2 g 2id, OEMERH Y =4, FNRLSOEE . VPN #5813,
7T A — FIZIR WA B EET S X O ICEMEL £,

VPNt v gk, By ary LAV TY IAXEIRICGEENET, DFVD., 12D
VPN 85t icxt L, MU 7 A% — ) —RFRNIKEB L WIPsec v R e, ZDFT_TD b
T4 v I HENFELET, VPN ay b T 7409 IN, FOVPNEY Y a V2T
LTCWRWT TRAEZ— ) — RIZEFEENTSHGE, N7 74 v 271X VPN Yy v a v i
LTCWbY TAX— ) — RNilimikanEd,

VPN LT v g idit, 7I7AXZERT—EFEDOEya L DBEHVET, By g 1D

ZHEALT, bT7 74 v 7 BRKEES L, IBEOIENThIL, IKER T T — g VN5
TLFET,

e VA R VPN ANT T v RAR—=IHRETIE, 7 T7AT v bW 7 T AZ—%I L TR
5868 (NTE=UTEMEIND) | iATD By ary T T4 v ERET Ay
arvbhI T4, BB T RF— ) — REZHDAREMELRH D 4,

RNy I T Ty arEioT y—20DX%2 )T 4 BV 2a— LB Y TH LI
FORTHZENTEET, ZNICEY, Yy —vOEEZHIELES, 00X, 77 RAH
WOEED ) — RNy I Ty 7y vary 8y Y4CcriebTcadEd, Zhix/ —F
DEEDLERIELET, 7T AXICT Yy —I P25 5881, VE— Ry —2 Ry
7T T Em R L ET,

7T AL AN b O HI VPN O RLEE

ey 5rERE VPN

) — RiEE

COBEENEEL ) — R EDTRTOT VT 47Ty iiwt L,
B/ —=RED) Ny s T v TRy a BT 7T 47122, NV

TS a Iy I Ty TEIEICHE S THID ) — RIZHEEID B{ T
ﬂij‘o
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. IPsec IKEv2 DZEE

ARk 7HE VPN

Ty — VRS VE— Ry —I N7 7 v 7TEIENER SN T A5GE, BENRBAEL
XY= EOTRTOT 7T 4 TRy a s iiktl, oy — o
J—FRED) Roo 7o 7w ralrNT 7T 472 0ET, /J— R
REAINDE, TNOOBET VT 4 Tty va kTN 0T v
Ty varn, KIsnleyv—D )/ — RIIHED S TIRET,

7Ty NNy I T TEEBERSNTWAESE, T/T 47 Byia
VERY T Ty a O ENEEDEA LYy —Y EIZH D
L. BRIRUIi SN E T, oy —v D/ — KRRy I T v Ty
vaAaYR®LT VT4 Ty a AT TRT, IOty v a il T 4 —
ARy 7 LET, LWy I T v 7y yaid, BELTWSH Y v —
CHNORID ) — RIZEY Y TonET,

DIGAB—)—RI|ET I T 4 TNl TNDB T TAE— ) — REDTRTOT I T 47y
DOIT 7T 47| v a ik L, BIO/)—RED) X T v Ty a N7 IT 47
2720 Ny Ty TEIKICHE S THID ) — RigNNy 7 7 vy ey gy
EEE Y TLET,

TIAE—)—=FR|FH LW —FRDOVPNY T A —F— RRSEIUHRE SN TORWEES.
DB ) — Ride— FEATAER L £,

VPNt — RICHE#MEN D DHE. 77 AZ— /) — RIZiL, @ ORIEDT
NTT 7T 4Ty a7y ey iarnBYcins
7,

IPsec IKEv2 D5
IKEvV2 1. 281 R VPN BE— R TIHKRO L I ICEFE SN E T,

¢ IP/AR— X TAORDOVIZIDBMERASNET, ZIUTLD ., XF v FO@EE72IRE DR
B, BEIOCHD Y7 T A% A3 —EIZHDA[REMENH D LFTOHEGRD 7 U — T » 7]
REIZ72 0 £97,

« H—® IKEV2 & v v a »r&ifhl4 % (SPD) #hBl1id, v — BV TCAERINZT VX L
834 FDIET, 7 T AXBIKT—ETYT, SPUTIE, XA LAX LT LI TAE—)—F
DBHDAENTWET, IKERITL T —2 a0 37y hOZERIC, A4 LA E T F
77 928 —=/)—=FIDOF =y Z7IZRBRTHE, Ry bR Rey s, #fizR
TAyE—URiERSNET,

sNAT-T R I T —a BT TAF AUNR—THEIEINDZ LICL > TRRLARNE
INZIKEV2 VBN AT S E Lz, HTLWASPHE R A A > Tdh 5 cuder_isakmp_redirect,
BXOAL—iZ, IKEV2 3 v X —T =2 A4 A THEBZ > TWAESIZTENIINLET,

7T AL —RNDGHINY A ] VPN O o] i

ROBEREIZE Y, ¥FX 2V T4 TV a—EEyy — VOB -[EEITHT 5@ it s
hi‘a—o

. Firepower 4100/9300 O ASA 7 5 X &



| Firepower 4100/9300 1> ASA & 5 X &

cvpvz i

AEEDOY = ED I T RAIRNIIHIHIRNDE X2 VT 4 F 2R I T v T ENT-
VPNt v a i, %207 4 FEV2— VOBECHERH Y £,

CRIDY Y —UNINRN I T  FENTZ VPN By Vg E, Uy — U OEEICIMHERH Y F
j‘o

I ) — RiZ, VPNV A by a v dk) 2 R ERTEET,

7 T AL —=PNEETHRNGEMOEENEET DL, 70747 vy vare w7y
Yy arOMGREEDRE L ) — RICh DA, BN LbR D AREERSH Y £7,
VPN 7 7 A X —F— ROBH, 7 7 AKX —/—FKD)ue— K, BLOZFoOMoOTFEIND
Ty —VDEERRY, J— RRIEFERIREETY T AFEZHND L Xk vy a kb
Eolc, TRTORITIMTONET, 2hbDZ A FOEETIE, BEMTEYy Y a vy
T T HEEMSIT DN TAXICEZLNTVWAIRY, By vavidkkbinEdi, &
BDITAH— ) — RFCTEERK TN M) H—ENT5E, BFEOE Y v a VRN EFICOIE
nEJ,

CMPv2

CMPV2 IDGEE L X —_T (37 A% — /7 — NHICREIESNET, 27EL, 7 7AZ—HND
HE , — RO CMPV2 GEHEZ BEIICE ST L TR —OFAREI TV E 9, Hilf, — Rik
FHHHZ, ZNHOFHLWIDFEHELXF—2T X TO7 F2A¥— )/ — RiZRPsEET, =
DEHITLT, 7 IFTAX—NOTRTD /) — KA L3~ L CMPv2 G EZFIH L CRRAEE 1T
W, Eo, TRTO S — RREIE, — REfR 52 &N TEET,

SEEY A FEIVWND A VR
XY VT ITAB R, 7 TAF—DKRA L R—"T, A M VPN IZHETT,

4% VPN #6¢121%. 250 Other VPN T A B v 2 FHt v o a3 U RLETY (Other VPN 7 A &
VAT A ADIETT) 12T I T 4Ty varyH, b 1 0E Ny I T
Ty alrATT, VIAEZDERVPN Y Y g VERIL, Byl arZEiz2o054
BUORAEEHTL720, TA BV AFHAREODLUTIZTHZ N TEET,

B A ~E VPN ORTRSEH

ETILYR—+F
* Firepower 9300

B R2ODY ¥ —I T, BR6DODDEY 2—/b, £ ¥ —L TREAMDODEX2Y T 4 F
Va— VERETDHIENTEXETN, WELSEAHEREL THET,

BARKVPNtE v 3%

ZXa )T 4TV 2a—VE, 62D — NiZbhl=5HKK36,000 D% v 3 Zxt L, &K
6,000 D VPNt v g v ZHR—FLET,
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B sszvq rmvenozEEE

9T AL — ) —RTHR—=bFSINDHEBEOE Yy a L, 77y b7 —LORE, El0DY
ToNETIA B A, A THFRAINITEDY Y —REDYTICL > THREY E9, RN H
FRAEIZITWVER ., 57 T AX— ) — R THRAFREIGEL TR TH, By v a VOERNE
T2 nH0ET, ZHiE, 72747y a OB Y THRNEEAAL vF L 72k o
TIRESIN, XNl T v 7 ByralOF 04 TRNETZ T AKX T3 ) XAIZE > TRE
ENHTEHTT, BRIL., FHRZEERE L, RY—REAmICT 5 AR— 22T 5 2
ERHER S ET,

PEEY A FREIVPN OXEEIE

T27AT794A—ILE—F
S A R VPN L, v—T v RE— R TOHRVFR— SN THET,

AVTHFRMNE—F

SEEIY AL R VPN X, Yo a2 E— RBLOB<ALFaLTH A2 ME— ROM
FTEELE T, 7272 L, v T avTXANE—FRTIE, 72747 By v a v OFEAMm
a2 AR LANALTEHARLS VAT A LYV TIThET, Zhicky, avr7F 2 M
BT oN=T 7T 47 Byvarn, Brrars A MCBEMNTONET VT 47
tyvalrEELR I TAX AN IBEIL, T TSR A TR AWM DR ET DD &
FFET,

HR—FENRTOEWNS VARG Y

WDHE A TOBEIL, WEEY A R VPN B— RTIIHAR— F STV, E7-1THEY)
272> TWET,

- CTIQBE

* DCERPC

« H323, H225., B L TFRAS
 [PSec /XA A )L—
* MGCP

* MMP

* NetBIOS

* PPTP

* RADIUS

* RSH

* RTSP

« SCCP (Skinny)

« SUNRPC
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Ry« rEVPN EEDIT 5 ]

* TFTP

* WAAS

* WCCP

* XDMCP

ZOMDHA K514

o SYEEESY A M VPN E— R CIXIKEV2IPsec VA R VPN O LN YR — F ERTUVWET,
IKEv] IZ9 R —FENTWET A, IKEv] V1 MiEIZ, £5%8 VPN £— R THR— F &
IWTVWETF,

e A MU 7 F2Z Y U TIE Y R—FENTHER A,
« X AF I vl PAT 1L, YA M VPN £=— R CIZERACTE FHA,

PEEIH A RRAVPN 2B%IZT 3
A A FEIVPNZ AL T, VPNEy v a D7 722 ) 7 OIEMEATER L £,

\}

GE)  H£PRLSBOUBTVPN T— RE2EFETHIE, 7 T7AZDTRTH/— KR )a— K45
VENHYFET, Ny T7 v 7 T— KOETIHNT, Byia 3K TLEREA,

18 H BRI
VPN iREH A FIZHE-> T, B A FM#E VPN Zi%E L £ 7,

FIE

AT 71 [Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster] DJIEZ
HIRL £,

AT w72 [VPN Cluster Mode] fEI; T, 2 7 A% ® [VPN Mode] % [Centralized] % 7= I% [Distributed] 7> &%
WLUET,

AT 73 [Backup Distribution Mode] % [Flat] & 7= % [Remote-chassis] 7> 53R L £ 97,
TS9N I T7 v E—FRTIE, DI TFAL— ) —RIZAZ R, vy a VPHELE

9, ZHICED, 2—FTED 2 — A EENSEESNE TN, v — U REEOREIIRE
SNFEHA,

DE—FIXY =N I T v T7E—RTIE 7 T7AZ—HNORIDOY v —3 D) — RITAHZ

Ay varPHELEINET, ZHICED, 22—V a— L EE Ly — U EEDE T
SIRESNET,
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B suzssventysaroEEs

JE—FOXP—IRHE Oy —VERE (BRMICGREINTZ O EIXEEORE) Tk
ENTWBEEE, MOy —BNEEE SN E TRy 7 7 v FIIERR SN EH A,

ATy 74 [EA (Apply) 1227V 7 LET,

Vo— K45k oROENET, ZOREIL. Ve — Rt XTos—% /— NicgEiRlsh
9, VIAX—HNOTXTHO/— R KRN Va—RFInEd,

DEEIS2SVPN v > 3 VOBHER

TIT 4Ty a OFEAMATIE, 777 4772 VPNEy v a VORRMMNT 7 A2 —42(K
WCHEfSNET, By a v ORGEKTOBMNRMEEDTD, 777478y a VHE
X, T _XTDOITTAZ—RAN—f Ty a DT U RAERABTZODONRA N T 3 — |k
TT, BOIRENLIHEAMT 7 a ko TAT U AREHELINET,

HEAAIZWOTHLIETTEETN, 7 I7AX—HNO M Rue VERRICETTOILERH Y E

T, T2, HLW S —FRBRI TRAF—IBMUTRICETTHZ 2R LET, ARADOB
X, ZELIZ VPN 7 AX—Z BT 52T, ZELIEZVPNZ 7 222X, /— K
TIRERBEDT 7747 vy vareRNw s Ty vyrarndbv i,

o arERBETAIIE. N T oy a T T 4T By a Al Blo
J—=FNHF LWy I T o7 yiarahRAMNTA2L0I08RENET, By g
X, T2 747 ByvarONRNy T T OYE FOREDNNYy T v ) — K EICT
TIHET DT 7T 4 7Ty a v OIEIFELET, MONOBEBATRy 7T v Ty
V)= RM™T I T4 Ty aryERANCERWESE, LD/ — Ridkyva ot —F—
DEETT,

INFALTFHXFARNE—RTIE, 77747 8y a vy OFREAIZ. Hx0arFF2 8 L
NNV TIEERL VAT ALV TIThNET, 20 7TF ANV TEITSINRVEBET, 5
aAUTHXANNDT VT 4Ty arNRlOarTHFANNOLOVEL DT 75 4 Ty
TalvEEDRAUNR=IIBEIEN., FDT T ALX =AU NR=TEL DATRRNIND 2D T,
1R BHIIZ

CHEAMT VT A ET A 2T —T DR, VAT A0 T EANCLET,

« ZOFRIRILT, 7T AZDORIHl=y FTHETTHHMLERHY 7,

FIE

AT 71 [Monitoring] > [ASA Cluster] > [ASA Cluster] > [Cluster Summary] > [VPN Cluster Summary] % %R
LT, 77747y sare R "ol 77y arBNyIRAZ—KZED X HITHA S
NTWLnERRFLET,
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BEAAT Ay a OB E 7 TAXOARIIIG LT, TR N2 2 EnH 0
T, AEAT 7T A ET A BRETEE, OT7L—X (BXORZ ZITIZFR STV MV
DY AT LOFEM) % &L Syslog MRl vE T,

Syslog 7 L—X x

VPN session redistribution started B ) — RO I

Sent request to move number sessions from orig-member-name | #|## /» — R @ 7
to dest-member-name

Failed to send session redistribution message to member-name | &4l / — K D

Received request to move number sessions from F—XK ) — KDk
orig-member-name to dest-member-name

Moved number sessions to member-name LEUTE 7 S AZITBEN LT 7
T4 7T vy a o,

Failed to receive session move response from dest-member-name | 418 / — Ko Zx

VPN session completed HlME, — Ko &

Cluster topology change detected. VPN session redistribution
aborted.

AT v F2 [Re-Distribute] #7 VU v 27 L7,

AT 73 [Monitoring] > [ASA Cluster] > [ASA Cluster] > [ClusterSummary] > [VPN Cluster Summary] % % %t
LC, BEA7T 77T 47 4 OFRREZHERLET,

BEAASRII L, EFEWRV AT LAERZTE Yy a v T 77 4 BT 4 MR oT256, VAT
DDONRT UAREBN., ZOT 7V a ATET LET,

ZNLUSNDOGEIT, BEAA T R 2K LT, NT U ADRNLE LY AT Ax s
L/i‘é—o

FX0S : ¥ 5 X%/ — FDHIR

T = REZ I AZNDL IS, F30KRRNCHIBRT 2 A W TR L &
ﬁ—O
— RO HIBR

72E 2L, N—FRU=TEHIFRY NV OEENEFNT, JTAHX ) —RETTARAZNS
HEHICHIBR S E T, ZOHIRRE., FENMELESNEETO—RHRLEDOTHDZD, 77
ABICHBNTEET, $7-. FETIZ IRFV 72BN T AL TEET,

TNA AWBUEY T A ZWNITHFAET D D a3 5121, Firewall Chassis Manager [fa 27 /34 A
(Logical Devices) ]X—C, showdcluster infoa~> FEFEHALTT 7Y r—TarND
TFARALAT = AR LET,

Firepower 4100/9300 O ASA 7 5 X & .
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Firepower 4100/9300  ASA ¥ 5 2% |

& |Fe |l B
Management Port Status
Ethernet1/4 ® cniine @D 7 ¢
Attributes
Cluster Operational Status : not-in-cluster
FIREPOWER-MGMT-IP :10.89.5.20
CLUSTER-ROLE : none
CLUSTER-IP $127.21
MGMT-URL ¢ hitps:/10.89.5.35/
JuID : Bed59170-451d-11e9-8475-f22f06c32630

T TN =2 aTOITAZ) v TOEY . 7Y r—vaCLIZERALTY 7 A

2N T RENCT A Z LN TE E T, custer removeunitname 2> FEZ AN LT, o
TALLTWD ) — RUADOTRTO2=y bZHIRLET, 7— b ATy T a7y
Fal—va e snd, #lE/ — FroRBGICRERfisnzar7 ¥al—va v
HBFEDEETHHDT, a7 4 FXal—ardRbPIHBTED /) — REHEBINT
TET, HH ) — REHIBRT 27207 —% /) — R CTZoavy RE AN LEEAE. B
LW, — RS&E SILET,

FNRAANKET 7T 4 7B E, $RCOT—H A H—T 2 Af ANV ¥ v hF T E
nNEJT, BHEHA LV HX—T 2 A ADHBN N T T 4 v I BEZETEET, N T T4 v 7
Tua—%BHTHIE, FTARAZ Y T ERERNCLET, FEHA X —T oA AL,
ZD)—FRT =R ATy THRENGZITE -T2 IP 7 FUREMHEH L Tol & ki X548
L2V ET, 272L, Va—FRLTL /) — RN TRAZNTELET 77 4 7 TliEan
Gt (77 AZ ) I PE I RE TR EL R LIESGARE) | BEA X —T AR
(i3 1A= S

75 ALY T EEEANCT HITIE,. ASA T cluster group name # A/ L TH 5 enable
EASILET,

T TV = a A AL ADHERL : Firewall Chassis Manager O [Fii#E7 /34 A (Logical

Devices) <V CHMERSAY (CPL)) 2uy s Ui, MABRSAH (
CIED ) sim L c oMo L nTE £,

et X2 VT 4 BV 2TV DY Y v hF 7 Firewall Chassis Manager D [Z % =

V7 4T a—/ /TP (SecurityModule/Engine) 15— C. [EIHA 7 (PowerOff) ]
TAarEI )y LET,

V¥ — DY % v hH T : Firewall Chassis Manager® [B{% (Overview) ] ~X—C,

[y hX D2 (ShutDown) | 7 A 2% 27Uy 7 LET,

ST AR
ROFIEEHFEM LT, 77 A7 ) —FeBe|llllfRTE £,
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oSBT SN A A DHIFR : Firewall Chassis Manager @ [fmEL7 /N4 X (Logical Devices) ] X—
T, B Vv LET, TOh, AXL KT UOWRBT NA ARH LY T AKX E R
BAL7ZD., L7 ZAZIZH LWIRBET A A ZBMLTE T2 TEET,

e —EANLDV Y=V ERIFEF 2V T ATV 2= VDI AN TN, AR
IR 2581, S NN— RO 27527 T AZDOHFE LW — RELTEMTXET,

ASA : VS RZ AUN\DEHE

USGAREFEALTHBIT, A T4 X2l —arBEBHE L, JI53AX AR ERTXE
‘déo

TV T4 TIEAVIN—IT1B

I TGARAEDIET TT 4 TIRA NN BINE, VTAZ Y T a7 4 Xal—v g 3k
BN, FO)—RETIITAFZ ) T EHT =TI LET,

\}

GE)  ASAN (FEIT., FFHIT~NAF 2ol 2512k 0) ETIVTF 47D E. TRTOTF—
BAE—=T A AR Yy MU ENET, BHEHA L Z—T 2 A ADHBN T T 4 v
JHEEZETEEST, NI 740y 77 —%HBHIELIE, 2 7ARAZ VT EHRA F—7
MZLET, FhlE, 2O/ —FE I TRAEXDPLERICHIBRLET, BHA V¥ —T A R
X, TDO/ —RNI FZAZIP T—=NANEZF-72IP 7 KL A& LTl &t X BENRE
L0 ET, L, Ve—RLTHE/—FBR I TFAZNTERLET 7T 4 7 TIERWiEE (7
FAZY PN TR EL R LTSGR E) | A X —T o A ATHNTT D
T, TNLUBFEOa 7 4 XFa b—ra UMEEICE, 2y Y — AR —  EFEHTILERHD
£7

15D HHEIIC
T ATHRAL T RFOERIE, ZOFAE AT DAFETANR=ATIATLET,
FREVAT A a7 4 F2b—T a3y E— RIA>TWRWEAIEX, [Configuration] >

[Device List] A > C, 77T 4 77T 3 ADIP T KL AD F|ZH 5 [System] & X 7 /L
7w LET,

FIE

AT w71 [#R (Configuration) 1>[7/\1 XEHE (DeviceManagement) | > [EAIAMERT—FEY
T« (High Availability and Scalability) ]>[ASAY 5 X4 (ASA Cluster) 1> [V 5 X2 H&RE
(Cluster Members) | DIEIZERN L £ 9,

AT 72 [Participate in ASA cluster] = v 7 Ry 7 A& 472 LET,

Firepower 4100/9300 O ASA 7 5 X & .
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Firepower 4100/9300  ASA ¥ 5 2% |

GE)

[Configure ASA cluster settings] &= v 7Ry 7 A% F 7IZLRNTLIEIWN, 72T 5 &,
TRCODITAY a7 4 FXalb—ans V7 3, ASDM B SN TV L E A v
B =Tz A REFLTXTOA X —T oA AL v Yy M T LET, ZOGE, HEixiE
LT DL, 2 Y=V AR—FTCLLIZT 7 BATHMERDHY 7,

AT97T3 [Applyl 227 U 7 LET,

fEHI=y DD T—R21=y FDIETYU T4 Tk

T8 )= FNEFT 7T 4 7T DI, ROFIEZETLET,

)

GE)  ASAWET /T 4712 b e, TRCOT—H A X —T 2 A ANT Yy MET LV INFET,
BHEPAA LA —T 2 A ADHBNNT T 4 v 7 B2 EZETEET, VT 74 v T 7u—%FHH
THIE, 7T7AX VT EHEAMILET, BHEA LY —T oA A F, TD/— KRNI Z
ALIP T =N BHZITAT2IP 7 RUAZMH L ol EHSBREL 700 £9, 727201,
Ja—RLTHL/— KRB FAXNTERET 77 4 T TIERWEGEE (7T A2 TR
WRETHREERGTELESRARY) | BHA VX —T oA AFXEHHIR0 £, TRLFEO =2
T4 Xalb—va MR, 3y Y=V R— R EERTOMERDY £,

TR BRI

FIE

ATy T

ATy T2

INANF AT IR T FOLREIE, ZOFIEE AT LAFITAR—ATEITLET, £/
VAT A AT 4 K2 b—a s E— RIZASTWRWEATX, [Configuration] > [Device List]
NRAVT, TITATIRT A ADIPT RLUAD FIZH D [System| X T NV7 U w7 LET,

[#R (Configuration) 1>[7/34 XA & (Device Management) |>[ERI A ERT—5EY
T« (High Availability and Scalability) ]>[ASAY 5 X4 (ASACluster) >[5 R A2 A
/3N— (Cluster Members) | DJIEIZEIR L £ 7,

HIBR 27 —% 7 — Fa @R LT [HIFR (Delete) 122 U v 27 LET,
B1:/— FOH#lk

10 Confi . Device M High Availabili i Scalability > ASA Cl
Cluster Configuration  Cluster Interface Health Monitoring  Auto Rejoin  Cluster Members

This cluster can have a maximum of 16 members.

Member Management IP Address Role
unit-1-1 10.89.5.11 Control Node

Add
ici2 —losssi nnnmmmwmmmnn.ﬂ.
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F—H ) —RODT— A TGy a7 4 Xal—1aI@AUTHY ., FOJ/EEZELSH L
R BT —% ) — FaHBanct&E £y,

RATY T3 [Applyl 227 U v LET,

DS RAEIANDOBESM

= RN ZAZINBHEIBRENTZGEG (2l 21X BEENRELIA VF—T =4 ZDRE,
ELFANRN=ZFITHT 7T 4 7 LIEEE) 1 7 7 AZICFHTHSNT DLENH
D iﬁ‘(}

188 BRI

c U GABY LT EEHAF—T ST BICIE, A Y= K R EHTALER DY £

T O Z—T 2 A ATy T EINET, 727, ASDMTY AKX Y 7
ZFETESIC LIS A, REERGFELTY a— KL -o728A1X, ASDMTY 7 A X
Vo7 aFBOEMCTEET, Va— g, FHA X —T = IR D720, =
VIV T IR ANT TARY T EH AT HME—DIETT,

e ILF arTHF AN T—ROBFEIFE, ZOFIEE AT LFETAR=RATEITLET,
FLEVAT A a7 4 F2b—Tay E— RIA>TWRWEAIE, [Configuration] >
[Device List] ™A > C, 77T 4 77T 34 ADIP T KL AD F|ZH 5 [System] & & 7 /L
7V w7 LET,

« 7 T AL ~OFESMeFITT DN, BEEMRRSNATND Z 2R LET,
FIE

ATYT1 ASDMICERET 7 EA L TWAHAEIX, A Rr—7 b7 %/ — RIZ ASDM Z 85 L T,
ASDM TV T AZ VU T BHOENITHIENTXET,
LA AN=L LTEBMLTHWRWRY  F—% ) —RD7 Z 22V 7%l ) — Kb
HOECTHZ LixTE A,
a) [k (Configuration) ]1>[T/31 A& (DeviceManagement) | > [EaIA%ERT—5
E1)F 1 (High Availability and Scalability) ]>[ASA%Y 5 X4 (ASA Cluster) | DIEIZE
WL ET,
b) [Participate in ASA cluster] 7= v 7 Ry 7 A& A N2 LET,
c) [Applyl 7 U v LET,
ATw T2 ASDM i TERWEA : av Y — LT, JI7RAX a7 4Xalb— a3y T— &tk
L/\i‘g—(]

cluster group name

B -

Firepower 4100/9300 O ASA 7 5 X & .
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ciscoasa(config)# cluster group podl

ATFYT3 V7AYo T F—T M LET,
enable

HEHLI=—Y FOEE

AR O — REEETLHREOHFEL, FI#Hl ) — RTr7 724 ) v 72 L, # Ll
=v hOBREFF-TD, 7T AX Y T 2FEANCT S HETT, #lf#l — Ricds
J— REFEIRET ARERNH L2551, ZOHOFEZHERLET, =720, FRgEpm
BEEDH AL, ZOTIEEMEH L CHIE ) — REEZHH 325 &+ _CogEN e v 7Eh
DT, FLWHIE, — R ECHERZBELTH2LERDH D £,

HilfH ) — F2ZE T 51203 WOFIEEFEITLET,

IR BRI

SNANF AT IR T FOHREIE, ZOFIEE AT AFITAR—ATEITLET, £/
VAT A AT 4 K2 b— gy E— RIZAS TWARWEATX, [Configuration] > [Device List]
RAT, TITATRTNAADIPT RLADFIZH % [System] X TV Vv 7 LET,

FIE

AT 71 [Monitoring] > [ASA Cluster] > [Cluster Summary] % 3R L £,

ARTYv T2 Fay 7 X7 A MNOBHEE — RIZT (7T —% 7 — RZ2RINL, #il#/ — FicTsrR%
27V v LET,

RT9T3 HlHl ) — ROELEFHRTHEIICRDLNET, [Yes] &2 Vv LET,

ATy T4 ASDMZEZHKT L, AL 7 TAZIP T FUALEMEN L THERL £,

HDSRIAEAERTOaATY FOET
aAav Yy K& TAZNOTXTOA LN, ETATFFED A ANCEET LI, ROFIEE
FITLET, show a2 FETRTDOA U AR—ITEETLH L, TRTOHAOBIESNTH
EOa=y fpary — &R SnET, (Fkid, fiiffl==y b Tshow a2~ K& AN
T 5 L7 T AL LEROFEEFRER R TEET, ) captureCcopy e EDZDMD =~ R
H, VTR RRTORITEFEHTE £,
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FIE

vs52482pkcnavy rozi ]

1R BHHIIZ

a<v L RIA AVH—T 2 A A Y=L TZOFEEZFAT L £3, [Tools] > [Command Line
Interface] # IR L £,

I

A RETRTOANIZEELET, 2=y MEREELELGEIE. FFED A /N
INET,

cluster exec [unit unit_name] =~ K

&1

alll

cluster exec show xlate

AU R—4 ZFoRmT BT, cluster execunit? 2~ REANT 50 GEOL= v &L
TRTCOLFTEZFTRTHHE) . showcluster infoz~> K& AT LET,

1

FILXY 7T Y 77 ANET TRAEINOTXTOL=y G RIEFZ TFTP Y —/3—
WZabe—7 252k, filflla=y hTROa~<w> REATILET,

cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

BEDPCAP 7 7 AV (2= hxH 1 2FD) BTFTP ¥y —_—lab—InE
T, SEDX ¥ T F ¥ 7 A NVAITITHEIC =y MADMIIIS {L,

capturel _asal.pcap, capturel asa2.pcap 72 £ & 720 F9, ZOHITIL, asal 3L W asa2
MWITAL 2=y AT,

WD cluster exec show memory 2~ > RO NBITIE, 7 T AX DK AL /N—D A E
VIEMNFERINTOVET,

cluster exec show memory
unlt_l_l (LOCAL) :~k~k~k~k~k~k~k~k~k~k********************************************

Free memory: 108724634538 bytes (92%)
Used memory: 9410087158 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

UNit—1-3:k*khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkkkkkk k%

Free memory: 108749922170 bytes (92%)
Used memory: 9371097334 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

Firepower 4100/9300 O ASA 7 5 X & .
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B rsa: coasay5z520E=51 Y Firepower 4100/9300 & — 2

unit_l_Zo*************************************************************

Free memory: 108426753537 bytes (92%)
Used memory: 9697869087 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

ASA : TDOASAY S RAME=41)>7% Firepower
4100/9300 <~ v+ — </
I TAZDRELE A E=F —BIO NI TNV a—T 4 VI TEET,
A\

() Cisco ASA & EXOS D7 T 2 Z—lif ) o 7 Lo~ o S &S5 & EXOS 237w R
Cisco ASA IZER TR SINHHEV £ <70 £F, CiscoASA Tix, 7 7 AZ—ilHY 27 1P T
RLURSECDONRT >y FOBNAN N ry b LThHU Y FEnET, T4 A F—T AR
ICHHRA SN DR AT v NI, T—F A v Z—T = A ADANTFFHERE 7 7 2% —HIE
VI DHIEEHERICOBR D T R IR ET,

DIRZAT—RADE=ZZIY
7T AZDREDOE=HY U 72OV TIE, ROBEHEZSH LT EE0,
* [Monitoring] > [ASA Cluster] > [Cluster Summary]

O, T, BEHFEO =Y N VG REDFOMD =y NOBERBERINE
T, T, ZOXS U TTIA~VEEEZERET L ENTEET,

* [Cluster Dashboard]

7T A < VEEE DR — L ~2— D [Cluster Dashboard] & [Cluster Firewall Dashboard] % i
LTI TAE = —TEET,

DSRZEEKDINTY bDXY TFv
I FGAETONRT Y FOF ¥ TFvIZHONTIE, ROBHEZSBBL TSN,
[Wizards] > [Packet Capture Wizard]

DIARAZBEERD N T TNy a—T 4 7Y R—bT5120%, #ilfl /) —RKETDr I AZEF
KT 749 7D0F Y 7FYE2AMMILET, ZNT, FTAXNOTRTOT—X /) —FThH
HEWICAH 20 £,
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DIRARANY—RADE=AR) VYT
JFALY )= ADEF=L Y T ONTIE, ROBEHEZSRL T EE0N,
* [Monitoring] > [ASA Cluster] > [System Resour ces Graphs] > [CPU]
ZDORAUTIE, 7 TAE AUNERO CPUMHEEZIRT VT 7 7137 — 7 NV E1EK
THILBTEET,
* [Monitoring] > [ASA Cluster] > [System Resources Graphs] > [Memory],

ZDORA T, 7T AH AL REIRD [Free Memory] & [Used Memory] 23/~ d 5 7 7
TEIT TNV EERT D LR TEET,

V2R3 b2 7490DEZZ)2Y
JTAZ 8T T4y DE=LZY TIZONTE, ROBEAZSRL T ZE0,
* [Monitoring] > [ASA Cluster] > [Traffic] > [Graphs] > [Connections]s

ZDORL T, I TAZ AUNRBROE i E T 77 7 £33 7 — 7 NV EERT 52 &
NTEFET,

* [Monitoring] > [ASA Cluster] > [Traffic] > [Graphs] > [Throughput],

DXL TR, ZITARAZAUNEERD NT T 4 T DAN—T" NeRT 7T 7F 701X
T—TNVEERTDHZENTEET,

* [Monitoring] > [ASA Cluster] > [Cluster Load-Monitoring]

Z ZTClZ. [Load Monitor-Information] - >~ & [Load-Monitor Details] <A1 > {22\ TEtH

LEd, A—RFEZSZ—BRICIT. BKEDOA I —NVDI FRALZAIND T T 4 07
Aff, BLUOBESINEBBOAFEOYY) (77 44 FTiE30) BFERINET, KM
a2 Al % R 9 5 121E, [Load-Monitor Details] 21 > Z i L £ 7,

DSRAF@) O DEZR) T
I TGALZDIREEDET =4V 72O TIE, ROBIHEZZB LTI EEN,
[Monitoring] > [Properties] > [System Resources Graphs] > [Cluster Control Link],
ZDORA T, 77 AZIEY 7 O [Receival] 35 & U [Transmittal] & £ HE % F£rnT 5

T 7ENET =T NEERT D ENTEET,
DIRAEZDIL—T 4O DEZ=ZZY2Y
T TAEDN—T 4 TIZHONTIL, IROBEEZZH L TS 7ZEN,

* [Monitoring] > [Routing] > [L1SP-EID Table]
EIDs &4+ b ID #/”9 ASAEID 7 —7 V& F R LET,
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B suzsswnor=sy2s

DB S2SVPNDE=Z2 ) VT
VPN 7 FAY AT —HADE=HL Y 2O THE, ROBEHEZSZRL T EI0,
 [Monitoring] > [ASA Cluster] >[ASA Cluster] > [Cluster Summary] >[VPN Cluster Summary]
I IAZEERDE yvarDofieRoR L, By e CERBRAMT OMEARIEL £,
« [Monitoring] > [VPN] > [VPN Statistics] > [Sessions]|

7 AL =Dl ) — & T =4 ) — ROWERFRENET, FHMIZONTEL, EED
J—=F&7 Uy 7 LTSTEEN,

— A N N E |_._|
D9SRRZYTOAFXF T DERE
JIAEY 70X T OREICONTIE, IROEHZSHRL T IEI,
[Configuration] > [Device Management] > [Logging] > [Syslog Setup]

7T AZNDE ) — RiX, syslog A v =V % EBNCAER L ET, R—FTRRLT7T /A X
ID i} & Tsyslog A vt —VaAERTDIENTE, 7 IAXANDR—FITE8 LD ) — K
LOAyE—=VDLICREDLZENMTEET,

PR S2SVPND S T a—TFTa T

7 EE VPN D@D

SEAEI VPN Z BT L TWAE Y T AZ T, RO T —IRIMNFE LTSS, BBlEn-7 11—
XEEL A vE—UREmENET,

Rk EAN

JIARIZEIM L9 E L TnAEXIZ, BE |New cluster member (member-name) rejected due to vpn
FOEREFBIMLCND Y F AL —F—4 ) —|mode mismatch.

KR35 VPN £ — RIZZ2WGEIE. RO B

Ay —URNEMINET,
~ AHX— (control-name) I¥., VPN E— REEREIZ~ A X —DEE
EDHEBENRT2NEVWHI B T2 =y F (unit-name) b DEGKE
REEELET,

DHFIVPND 7 T AH A )X—TF 4. A |ERROR: Master requested cluster vpn-mode change to
NELLZESRTWAWEASIT., koA |distributed. Unable to change mode due to missing

e ORI S N E T Carrier License.

Z/Z L7 IKEV2 734 > D SPI TH# A I A% |Expired SPI received
YT ERIZFA A ID B RS AL RO | g g

Ayb—UNEMINET,
Corrupted SPI detected
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SEHSSWNO 5Ty a—7125 |

K%

EAN

JITALNNR I T v 7 vy a s BERT
EXRWVWEARIL, ROA v E—URNBHINE
‘a‘o

Failed to create the backup for an IKEv2 session.

IKEv2 1825 (IC) Bl—Z — DA,
DA —IRN@AMESNET,

IKEv2 Negotiation aborted due to ERROR: Stale backup
session found on backup

HEAADOMBEOLGEIL, RO A vE—V 0@
mEhnxd,

Failed to send session redistribution message to
member-name

Failed to receive session move response from
member-name (< AHX—DH)

tyrva rOFEMARIZ AR URERE IR
TFHAIT. ROA v E—UREHESNET,

Cluster topology change detected. VPN session
redistribution aborted.

ROVWTNHDIKRNFEEL TLDAEEELHY FT,
« 1 K~ VPN & v ¥ 3 > dport-channel load-balance sre-dst 14port ==~ > K& H L T

NIKAA v FICa—RKR_XF o207 T AL LTLAVA4R— M BRESHLTHD
DBE. VITARAF =D XY= DIDIIDOHEMENET, 77 AXZ By ar0E DY
TOHZERIRLET,

SSP-Cluster/slave (cfg-cluster) # show cluster vpn-sessiondb distribution

Member 0 (unit-1-3): active: 0

Member 1 (unit-2-2): active: 13295; backups at: 0(2536), 2(2769), 3(2495), 4(2835),
5(2660)

Member 2 (unit-2-3): active: 12174; backups at: 0(2074), 1(2687), 3(2207), 4(3084),
5(2122)

Member 3 (unit-2-1): active: 13416; backups at: 0(2419), 1(3013), 2(2712), 4(2771),
5(2501)

Member 4 (unit-1-1): active: O

Member 5 (unit-1-2): active: 0

B4 FHIKEV2 VPN IR e — b 58 TRA— MO FIZAR— R 500 27T 5729,
IKE /3> Md Nexus 7K & v —VRICER SR — v 2 AANDOY 7 D 12|
DHEEINFET,

port-channel load-balance src-dst ip-l14port ZfEHH LT, N7IK = — K RXT v 7 7=
YALEZIPBLOLVAVA4R—-NMIEELELET, D%, IKEN7 y MITRXTDY »~
712, ZLTTRTO ./ — RIZEFsnET,

X0 HNEICIEES 512X, 7 7 A2 —0OfilfHl 7 — KT cluster redistribute vpn-sessiondb %
FATTHILET, TIVT 47 VPN a v a2 DOy vy — D T AL — ) — RIZH
AT CEET,
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B ssaosz5u2508

ASA D S RZ )25 DM

INHLOHNZIE, —RIREADRZTENET,

ATAVILEDT7AT7o4+—IL

MAC: 000C.F142.4CDE |

MAC: 000C.F142.5CDE

Node 1
= £ =l B | E
L o o = = o
© E E| © © £
Cluster Control Link
192.168.1.1, .2, and .3
< portchi Spanned | >

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::1002/64
(Pool: 8 IPs)

port-ch1.10 inside VLAN 10 10.10.10.5/24, - 2001 DB8:2::5/64

I
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64

“\
|

|
\U

port-ch5 |

VLAN 10, VLAN 20 Trunk

Switch

lVLAN 10|

J

l,[

A/
Client Server

Wb eXxa2 T4 FAAUNLDT—HX N7 7 40 v 7120%, 2725 VLAN BNEER T Hh

9, & 2IENESR Yy U —2 HIZIZ VLAN 10, Ay hU—27Z

IZVLAN20 & L %

T K ASAITH—OYHAR—IRH Y | INBAL v TFEIV—FICHEREINET, FT
XTI WA F—T 725 TWDHDT, MY > 7 EOTRTH/7r v FR802.1g 7 7Lk

SHET, ASA L, VLAN 10 & VLAN20 DD 7 7 A4 T U +—/L"TT,

A% K EtherChannel ZfE 3% & &1L, AA v FHIT ﬁ“/\“C@T Z Y NI N—TE
LT 1>® EtherChannel & 720 F9, ASANRFEHRAREIZR o T25A1E. A1 v FI3EV O

=y MATKNZ 74 v 7 ZHOBMLET,
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L N |

S T4 9O DRE

Cluster Control Link
pori-ch1
192.168.1.1, .2, and .3 e Ep
WILC!
Node 1
§ /\ /\ eth1/6
iy [ ] [ ] ethirz
A =N A ethl/8 (Y ethoi1 -
=3 T %?"ﬂ
o —
-] lf\, 55 3 JE A 08 3
g Sy 218 820 &
2 R\ SX=81% eth/1| SREH 8
AT Onpp ™ — T .. 0 +
Q nosm T 5 &P o
3 Jogs 23858 =
=t mgmt 5275
- 58 2 Node 3 og &
= oL B/ eti/e o
o ] Mo T3] emirr o
AW 2 1] 3T ethi/s NJeth2/1 | | &
V V V V
mgmt |
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

WEF Y U =27 LR Y FU =2 DRIT, 877 4 v 7 2RI TEECE £

FoORIZRT L 9T, EHENZ—J7D A% KEtherChannel 38 0 . WNERA A v FIZBEH SN T
WET, AN _3@‘9\ WAL v FIEFR SN TCWET, LETHIUL, 4 EtherChannel
FIZVLAN B 7 A v Z—T = A Z%AETHZ b T ET,

W—T Y RKE—FKHYAFEIISRE)2T5D0TVERE

A s3> K EtherChannel Z#ffH L7z/v—7 v K £— RIZkT 5% A "7 A XY T ORED)

X, OTV OEYIRRE L E=F ) o Tk > TR Y £9°, OTV L, DCI &KIZ 7y F &
%%TZD\_J:’C\ BEEREEZRI-LET, OTVIE, 55T — 7 /MIIMACT R LR &84
BHExIC . DCl 2RI =F% % 2 b 3Ty MEERIELET, MAC T RL AN OTV 5k

T—T NIz Eémfb\focb\iz%é} I=F A My NI Rey 7 ENET,

0TV FRFE DI

//Sample OTV config:

//3151 - Inside VLAN, 3152 - Outside VLAN, 202 - CCL VLAN
//aaaa.1111.1234 - ASA inside interface global vMAC
//0050.56A8.3D22 - Server MAC
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feature ospf
feature otv

mac access-list ALL MACs
10 permit any any
mac access-list HSRP_VMAC
10 permit aaaa.1111.1234 0000.0000.0000 any
20 permit aaaa.2222.1234 0000.0000.0000 any
30 permit any aaaa.1111.1234 0000.0000.0000
40 permit any aaaa.2222.1234 0000.0000.0000
vlan access-map Local 10
match mac address HSRP_VMAC
action drop
vlan access-map Local 20
match mac address ALL MACs
action forward
vlan filter Local vlan-list 3151-3152

//To block global MAC with ARP inspection:
arp access-list HSRP VMAC ARP
10 deny aaaa.1111.1234 0000.0000.0000 any
20 deny aaaa.2222.1234 0000.0000.0000 any
30 deny any aaaa.1111.1234 0000.0000.0000
40 deny any aaaa.2222.1234 0000.0000.0000
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP 3151-3152

no ip igmp snooping optimise-multicast-flood
vlan 1,202,1111,2222,3151-3152

otv site-vlan 2222
mac-list GMAC_DENY seq 10 deny aaaa.aaaa.aaaa ffff.ffff.ffff
mac-list GMAC_DENY seq 20 deny aaaa.bbbb.bbbb ffff.ffff.ffff
mac-list GMAC_DENY seq 30 permit 0000.0000.0000 0000.0000.0000
route-map stop-GMAC permit 10

match mac-list GMAC_DENY

interface Overlayl
otv join-interface Ethernet8/1
otv control-group 239.1.1.1
otv data-group 232.1.1.0/28
otv extend-vlan 202, 3151
otv arp-nd timeout 60
no shutdown

interface Ethernet8/1
description uplink to OTV_cloud
mtu 9198
ip address 10.4.0.18/24
ip igmp version 3
no shutdown

interface Ethernet8/2

interface Ethernet8/3
description back to default vdc e6/39
switchport
switchport mode trunk
switchport trunk allowed vlan 202,2222,3151-3152
mac packet-classify
no shutdown
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otv-isis default
vpn Overlayl
redistribute filter route-map stop-GMAC
otv site-identifier 0x2
//0TV flood not required for ARP inspection:
otv flood mac 0050.56A8.3D22 vlan 3151

YA FEEDOEHIZBRELZOIV I ILIDEER

YA "NET L LESEEIE, Ju— XV MACT RLRE2ZRU ETa vy 7 L THEe X D
2. 74 V2% OTV mBHEIBRT AMLENRH Y £, HERWSDODDBIMRENH D £,

BEEEL CWD YA FTOTV AA v F LD ASA 72— )L MAC 7 RLRIZKRITHAXT 4 v
T2 N EBMTALERHYET, 2O FJIZE-> T, KO OTV (34— —1
A B =Tz A RAINLOZ MY ZBMTEET, =TT 472 M ASA HD
ARP = MU BT TIZH 256 (ZHIBFOBROSETT) | ARP IFHEE SRV
T, ZOFERLIZRD FT, LER-T, OTVITEEET — 7 /LT ASA 7 72— 3L MAC
T R AZEETHESITIHY FH A, OTVICITHEET —7 LN 12— LMACT R L&
N, OTV OFF T EIZOTVIFA— N~ A f X —T 2 A A% N L TL=F % A kX
Ty NET Ty T 4 LRNDOT, =%y A L Xy NI — b0 7 e —30 MAC
T RV Ry 7, BFOBERITUIB S E T,

//O0TV filter configs when one of the sites is down

mac-list GMAC A seq 10 permit 0000.0000.0000 0000.0000.0000
route-map a-GMAC permit 10
match mac-list GMAC A

otv-isis default
vpn Overlayl
redistribute filter route-map a-GMAC

no vlan filter Local vlan-list 3151

//For ARP inspection, allow global MAC:
arp access-list HSRP_VMAC ARP Allow
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP Allow 3151-3152

mac address-table static aaaa.1111.1234 vlan 3151 interface Ethernet8/3
//Static entry required only in the OTV in the functioning Site

YA SBETXLIEEEIE. 74V XEHEEBMLT, OTV CIDAXT v 7T R
FHIRTAMLERH Y FT, Fu—)LMACT RLADA—N"—L A= "N E27VTT5H
12, WHFDOTV T A FI v MACT RLATF—T N2 7 U TT 52 ENEFICERT
KR

MAC7 RLRT—TILDI )T

YA FBE T L, T a— )L MACT RLANDAZT 4w 7y YN OTVIZBIMX 1L
DA, D OTV A — =LA A H—T 2 ADZ B —r L MAC 7 KL AZ BT
ZXAILDIZTHBHMERHY ET, OV A IBREBILZH, 26D M) A2 7 U T3 540
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B v moszxs5u 06

ERHD FET, OTV DERET — T NI NSHDT 2 MY RN & ZHERT 572010, MAC
T RLVAT—=T N EVLITHELTLIEEN,

cluster-N7k6-0OTV# show mac address-table

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False

VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

————————— Bt et e e it
G - d867.d900.2e42 static - F F sup-ethl(R)

O 202 885a.92f6.44a5 dynamic - F F Overlayl

* 202 885a.92f6.4b8f dynamic 5 F F Eth8/3

O 3151 0050.5660.9412 dynamic - F F Overlayl

* 3151 aaaa.l1111.1234 dynamic 50 F F Eth8/3

OTVARP X vy adDE=RY Y

OTVIiZ. OTVA v A —T 2 A AR THFEEHLIZIP 7 FLRIZHT 27 2% ARP ~D ARP
Xy v amHERFL T,

cluster-N7k6-0TV# show otv arp-nd-cache
OTV ARP/ND L3->L2 Address Mapping Cache

Overlay Interface Overlayl

VLAN MAC Address Layer-3 Address Age Expires In
3151 0050.5660.9412 10.0.0.2 1wOd 00:00:31
cluster-N7k6-0TV#

YA EYSRE )T D

ROPITIZ, YR—hSND7 TAZHEANZRLET,

Y4 FEEDOMACT FLRAELUIPT KL XA %{#MA L f=X/\> K EtherChannel )L —T

FE— ~DHI

WOFITIX, FVA MOT—F T =Ag V—F LHNER Yy NU—F B ES N (f—A b
Tz A MFAN) 200OT —H U H—DENENII2DODT FAX AUNRN—=RNHLH55% 1L
FI, VTAZ A=, DCIRERHD 7 T AZEHIHY v 712 L > TR SN TWET, &9
A RNDTTAE A R—F, WER L OSNEHF OFR v b YU —271Z%f LAY K EtherChannel
PEALTCa—h/L AL v FITHER LEd, &FEtherChannellX, 7 7 AX —HNDOTXTDY v —
SRR ENE T,

T —4% VLAN (X, A—_—L A F7 U AKR— ML (OTV) (F7EFEEEOL D) 2FH
LTHA FMEICIBEESNE T, N T 74 v I BRI FAZETTHLILEIZ N7 7 4 v 7 3DCI
Zi L oA MIREEFESNRWE 22T DHITE, /7 e—YLMACT KL A&7y
THETANAEBMTHLENSY FET, 1 DOV A FDTTAK ) — RRBERGEIC /-7
BE. N7 4 v POV A FDOITTAE ) — RICEEIND LT 4 V2 EHIERT D0
ERBHY ET, VaclZEHA LT, Z0—SVOMACT RVADT 4 )VH Vo 7T 50BN
DNET, F3LY—XT A — RNBIEIN7= Nexus 2 ED—FD AL v FTlE, ZFm—2
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H4 FEBEDOMACT KLRBEUIP 7 KLRAERA LR/ F EtherChannel L—7F v K E— kopl [

JVMAC T RUAMNLD ARP Ny b a7y 7T H120IZ ARP A VAT v a T
HVERHY £9, ARP A AT 23Tk, ASA THA FOMACT RLAEHA D
IP7 RVADNGEZRET HLENHY T, 14 NOMACT RLADAEZHET HE5EIE
VP ARP AV ART Vg UEBEHICL TS IEEN,

TIGARE, NEARy NT—27 D7 — b= L L THRELE T, TXCDHIT T AX ) — R
THEEIND 72— VMR MAC I, N7y NaZETLORTIMEHINES, BE
Ny MEL ADC 7 TZAZNLDY A MEFDO MAC T RLAZMEHLET, ZOEEIC X
D, AA v TFN2ODERLLHHR—NTHEOYA FGRIT 72— MAC T R L A% 5E
LTLESDEBHWTWET, MAC 77 v B B EALARNE D, 1 B MACT KL &
DI HFEHLUET,

COHBREDYFT IV AIFKRDEBY T,

« I TAZMBIEESNDTNTOHN ATy ME, A FOMACT FLAZEMA L,
T —Ta— T4 AINET,

e VT ARZDTXTDOANSIN >y M, 72— UL MACT FLAZHERHLTEEINS
72, WOV A MZHDEED ) — R TZETEET, OTVO T 4 VZIZE-T, T—
Y B—ND T T 4y IR —"T74 RENET,
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B = < EEtherchannel £S5V RRF LU R E—F /=22 H4 FRIOH

g R

( Internet

p
_BTQUTTEL/// s e J\BQULQ[

Qutside

Global MAC
(blocked by OTV between sites)

Data Center
Interconnect

‘Spanned EtherChannel

Site MAC 2

Data Center 1 Data Center 2

ZX/\> K EtherChannel S5V ARF7 LY N E— K/ —XYHX Y4 FEIDH

WOHITIE, WEL—& LAV — 2 ORICEE Sz (/=AY T AFHAN) 2507 —4%%&
VE—DENENIIZ2DODT TALE RUN=RNhHLGEERLET, 7T AL A=,
DCIFEH D7 T A A Y 71X > THRF SN TWET, YA FD7 T AZ X —(d,
R L OWNER D A 23 K EtherChannels ZfEf L Ca—Hh /b0 XA v TR LE T, &
EtherChannel |X, 27 7 A X —NOT X TOY ¥ —UIZANINET,

KT —H B X —DNERIL—H LA —Z X OSPF L., R AT Lk ASA %
WL ET, MAC LiXEARY, V—FDIP X TR TONL—F T—ETYT, DCLIZFE=2 A b
N—RrEEIVYTHZLIZLY, $FEDOYA FTTRXTDIT TAL A NR—=RNE T LIRWR
D, N7 4w 73K T 2B —RNICHFR SN E T, 7 7 A X =03 IETRI OB & HEFF
T 5720, ASAZBIRT AKX ho— b, &Y A FTRILT Y v VI N—T 5l 5
PVERHYET, 120F A FOTRXTOT T AK AU N—|ZEENRELLSGE, T 710>
TIIEN—2 0 DCIRRBTHOY A RDZ TFAZ A N—|ZELBNET,

FTYA DPDRAAL vy FOFKEIZIT, ROLOZEZTHLILNTETET,
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2% K EtherChannel k5 Y ZRF7 LYk E— K /—24 92 44 rEos [

o %A ~H VSS, vPC. StackWise, StackWise Virtual : Z D>V 4Tl F—H ko ¥ —
LIC1BDODAAL v TF A A =N 1L, T—FBH—=2ITHDAL v T %A A=)
LET, 1 o004 Ty ar b LT, T —FvorX—DI T AL ) —RiZu—aNVAAfy
FIEFICER L, TEAA YT b T 74 v 7 IEDCL 2R LET, ZOHE, Eioige
W EDEFNIAT — 2B X —ICx L Ca—VCHRFF SN E T, DCIBRSR T 7 4 v
IR TE DA, LEINUT, %/ — RZDCIRHTHFD AL v F I T £
T, ZORAE, VT T4 v 7 FEEOT -2 X —ITBEND D, DClAIEFICE
T D IO R R TY,

#H A hor—71/L VSS, vPC, StackWise, StackWise Virtual : A4 » FDILEM % @0
HITE, HYA MI2ODRBRDTNEAAL v TF_XT 2 A M=V TEET, ZOHAE,

7 FAH ) —RiE, WMGFOa—NAAL v FIEFICERIN T — 2t 4—1Dv ¥ —
Y. BRBENRLDOU—ANAL v FIERRSNIZT =2 X =207 ¢ — T TEAN
> K EtherChannel % L £ 323, A% K EtherChannel (ZEAMIZ /08 LT\ E

T, Zua—HIIEAA v FiL, A3 K EtherChannel Z %1 b @ — /L EtherChannel
ELTRBRLETS

— i LI

(_ Internet

Router Bevmsgen 2 -"'"""'------.._______Iftouter

_ / \"_‘Hfgher cast route Spanned Higher cost route —f o
EtherChannel \

[ﬂ@de

%Iode 1

[

Data Center
Interconnect

Cluster
Control

j

| Inside
Spanned
EtherChannel _\ -

_/

Higher cost route %

Router

Router

Data Center 1 Data Center 2
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B = < FEtherchannel F5 VAT LU R E— KA —R kYR kA FRAOH

A /\> K EtherChannel FS 2V ARZPLU M E—FA—X DR +HYA FREDH

WO TIE, VA bOF—b U= —F L 200N Ry NI—27 (TFVr—var
Fv hT—=27 L DB Xy hU—7) BICEEINT ([ —ART =X KMEAN) 22007 —4%+&
VHE—DENETNIZ2DODT TAL AUNR=RNGLGAERLET, 7T AL AN,
DCIRH D7 T AZEIHY 7 I ko TSN TWET, KA DT T AZ 2 N—F,
WEB LU OT 7V r—ray 2y hU—27 L DB F vy hU—27 Dl FIZAR R
EtherChannels i L Cr— /v A4 v FIZHF L £ 9, % EtherChannel |, 7 T A ¥ —W
DT RTOYV Y —UVNWIANEINET,

%ﬁ%b®5—#ﬁi4ww5ﬁ\H%P&E@HRP%@%LT\%ﬁ%#fﬁDﬁ%®ﬁ

TMACT FLA LIPT RLAZRMALET, MACT RLADTHERT T v B2 7 &HElS
57‘_&5 e N = A N—F DFERD MAC T R A% ASAMAC 7 R L AT — 7 JLIZEIIC

EMTHZ 2B LET, 2RO RNUBRNE, A MIOF—F T =AY A K
207 = U= LBETLOIHEIC, TORNT 74y V7 PASAZ BB LT, WA ¥ —T =
A ANBYA F22IZBFEL LD E LT, BERRAETLAREMERNH Y £, 57— VLAN L,
A== A F T AFR— MidE{k (OTV) (F72EFEERO D) ZEH L THA MICHEE
EhET, NT 74 v I BT = Uz V—FETTHILEAEICNT 7 ¢ > 75 DCI % il
LDV A MIEEEINZ2WVEIICTHITNE, 74NV X E2BMTHIHLERNHY FT, 1 DD
YA NDOTF—F T = V—FREFEREIZRST2HE. VT 7 0 v 73O A b7 — b
T AICEHEENDL LT AN EZEHIGT ALERLY £,

e ~

( Iinternet )
J

g O = s

EE R

Gateway Router: P \_, Gateway Router:

Virtual MACs and IPs
(FHRP)

Virtual MACs and IPs
(FHRP)

Spanned EtherChannel

Spanned EtherChannel

;@_ A Cluster *@— *@—
% Node 2 Node 3 Node 4 SS=s=8

=
)~
=y

1
1
T
'
1
1
1
[
1

! H .' Cluster
b | [Gentrl |
— ) S E Spanned EtherChannel I I —
gEe————
i ‘ % \ ! Spanned EtherChannel ; |
E Data Center
S - Interconnect —
E bk, - SRR S M ‘""-)rg
Swilch PP NW Ml M 1T PPN guiten |

Data Center 1

P2RZ3)

Data Center 2

TDEEEMN

OB a I, I AZY T OEMEICET AREMIERN S ENE T,
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ASA DEEEE Y SR BT

ASA D—HDOHEREIZ ASA 7 T A& ) 7 TIEYAR— T, —HOBREITHIE 2 — 720
THR—FENET, TOMOEEIC OV TILEY 2EHICET 2 EERLLHANH Y £
¥,
PSRBT THR— kNGRS
KOBHEREIL, 7 7 AZ Y VIR L S ETRETE T, a~r FITESINET,
cTLS 7ux &I =774 K ala=r—3 3 U
« UE—h 727 &A VPN (SSL VPN ¥ L Ut IPSec VPN)
A N RNA B —T = A A (VTI)
cIS-ISV—T 4 T
cKDT TV —vary A VAR v a v
« CTIQBE
« H323, H225, B L URAS
* [Psec /XA A JL—
« MGCP
« MMP
« RTSP
+ SCCP (Skinny)
« WAAS
« WCCP

ARy MRy N NTT 4T Ty H
* Auto Update Server

«DHCP 7/ A4 T b, —_— BLOFax, DHCPV L —3VAR—FrINTWE
‘é‘o

cVPNE— R RT3 vy

o 7o — )L — —

cHEN—T 4 TBIOTY v
« 7 v REEfei it (DCD)

* FIPS €E— K
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B /5x2v rnhnsnnme

P3R5 T OHhREFRIKLEE
WOBSHEIL, Il — R LR THR— R ShET, 7722 0BAb A —) v 7 ShEd

GE)  hoEhRSRED T T v 71k, 2T AZHIEHY V7 BRHATA U= ) — FBE S — R
WCHRE SN ET,
FOHMSRE A 25 a0%, TRETRREED N5 7 ¢ v 7 A E I REgRE L L TR E
AR BNTHOILT, §lfHl ) — RUSD ) — RICEERESND 2 ERH Y £, Z0HEE
WX, NI 7 4 v 7 DHE ) — Rk iKESnE T,

Hh e RAREERE IZ DV TIE, I ) — R CREENREAT DL LT RTOEREN Fe y 7EN5D
T, BHrLWHEIE ) — N LT 2 B T 20 ER”H D £,

CROT TV r—ar A AT gy
* DCERPC
« ESMTP
- IM
* NetBIOS
* PPTP
* RADIUS
*« RSH
* SNMP
« SQLNET
* SUNRPC
* TFTP
* XDMCP

CAXRT 4T N— KN FE=H YT

s Ry NT—7 TR AOFFEB LR, ThU T 4 ZI3IEEHTITT,
« T A4NH VT P—E A

o %A ~#E VPN

FHE— RTIX, VPNERRIZZ 7 AZOHIH ) — R DRELINET, UL VPN
FGARY L TDT 7 F )V =TT, A4 FEVPNIE, DB VPNE— R CTHERR T
F9, ZOHE. S2SIKEv2 VPN #§#2Y / — R THOBEN £ 3,

. Firepower 4100/9300 O ASA 7 5 X &



| Firepower 4100/9300 ® ASA 2 S5 X %
Banr=y ricERsn sk [

cIGMP /L FF¥ XA s v ha—)L FL—>r Fa ha)Vll (F—&% 7L —diikids
T AL BRI S ET)

PIM~/ILFFxArarhao—)L FL—>r7u ha) Vil (5F—% 7L —imkid s o
AL BRI S IVET)

AT I I N—T 4T

Brna1=y bERSH HHEE
SRBOBIEIE. 77 AL RKELIFME ) — FTIEARL & ASA / — FIC#fl ShET,

*QoS:QoSARY v—iF, ar 74 FXal—a EGRO L LTI I RAZEETHY S
nNET, 7L, AU vr—3&/ — RicfEslicEf s Ed, 726 20X, HAlexL TR
Vo T RBETDHHAIT, AL — FBIOGEA S—X MEIX, FED ASA 5 HT
ﬁ<b374/7_ﬁméhi# 3 —=KMOD7TAENHY, FT T4 v
WAL TWDEA, AL — MIERICZ A0 — O 3512700 £7°,

o BRI BRI, — R EICEBNCHEEE L £ 3, 7o & 2, EARGEHERIZ — R
BAETT, 2ExiE, F—FAX vy URHEPHEELRZVOIL, AXy 2 8T 70 v 7 BRE

J— KRB Ta— R KRZ v 78N, 1 OO/ —RTIRTD T T 4 v 7 BHERTER
W2 HT9,

e U Y—AEFH v L FalTHFRANE—RRTOY Y—2AFH T, o— b /UFERDUIZIES
WTE ) — RIEBNC#EH S vE T,

eLISP NS5 7 4w 7 :UDPAR— 14342 FOLISP FT 7 4 v 713, &%/ — Rk »T
BMAESINETHN, T L7 Z2FTE0 Y TOHRETA, &/ — i, 7725WT EF S
5 EID 7—7 /W2 BMEETN, LISP b7 7 4 v 7 BIKIZZ 7 A ZIRBEDO A IS
LEHA,

FYRT—=O FTHOERAFADAA ED SRBYDY

Xy NU—=27 T EAMO AAA X, FRRE, FFRI. TAD T4 7 D300aAR—R b
THERL SN E T, FREEE IR, 77 A X U U 7Hil ) — R EChRErhRlgEE L | RIS
nNTEY, T—HEENRI TAXT—H ) — Kl %’E%éﬂi@“o I, — R EIR SN2
S %4%%®M£%ﬁi—% BI O — —CBHE T DN TFF ] &2 5 & e & Pl 7e < &
%ﬁét [CHBE 2T _RTCOFEREH LOHIE ) — RBRE LET, 22— —FEiEDT A KL
BIXO¥tZ A4 A7 0 M, il — FREE I L& bR I nE T,

THTT 4TI, 7?25V\70)/\%ﬁﬁ”1‘%§f CLTCEEINLTWEYT, TV T4 70k
Tu—HNTEITINDITZO, 70—l T DT I T 4V ITRRESNNTCHBEE, TD
Ta—%FETHI TAL ) —RKINT AT 4 T EEIED X v E—T% AAA Y —/3—
B ELET,

PefehlfRIL, 7 7 A 2FICEH ShET (BB (Configuration) 1> [Z 74 74—
(Firewall) ]>[H—E XK1 T — (ServicePolicy) | <—Y%%&M) , £/ — FiZid, 7u—
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RE¥r A RNRA v E—VICHEIS I TAZEBEON T X OWEMERH Y £F, 77 AX KT
BEEHIRZ i E L Th, 2hREZFBE L T, BEICHIRE TEH SN 2WEERH D £7, 4%
J— FTiE EBEORRTD I 7 AL RO AT o Z B8 KEHM E 72 130/ Nl S 712 7T RE
PERHY £, 72120, m— R T v T Snc7 7 AZ T, RO E & HIZFHRR
BHSnET,

FIP O SRAY LY

«FTPDF v/t ba— L Fr X ND7a—RNENENHNDT T AZ AL N—ZL»
TAHE SN TWDHAIE, DT ¥ FLOA—F—ZEMHIZT A KV XA LT TR T v
TF—hEar b= Fyr RO —F—(ZKEFE L, TA KV XA LT T Miw EH
LEd, 2L, =vihe— A r7o—0F—F—nRN)o—RKXhT, 2vir— 1 7o—
DHARAT 4 7 INTHEER, Bl 7 e —BRIGHEF SN < R0 £4, Len-T,
arvia—NLT7a—0TA RV EALT T MNIFEFINEREA,

«FTP 7 7 B X2 AAA 2T 254, #lHT vy x0T o —3H#H ) — NicEPh s E
ke

ICMP A VAR 3y

7 T AK @i 5 ICMP 8L NICMP =5 — 347w D7 v —[L, ICMP/ICMP =7 —A >
ARY 2 a I E IMIZE o TERZRY 3, ICMPA > AT v a &R L WA,
ICMP (Z— SO 70 —TH0, T4 L Z7n—3hKR—hENEHA, ICMP A > A2
VayEEATLEA. ICMP 7 e — 3R G EICRY T4 LI XNy 7T v 7 T7a—lLo
TRy I T v 7ENET, RESNLZICMP 70 —0EWD 1 DlF, ImkEShiz 7y boO
TAVIRWBIZHOYET, T4 L7 X2E, Ny N7 4T —FIRTROYIZ, Ta—
A —F—IZICMP =2 —5& /v sk LET,

INFXFXYRMIL—TFTATEDSREAYDYG

77— A MRREEENHLSND ETOM, fifHlz=y FRTXTOSALFF v A b L—T 4
Iy NET =Ry MR LU ET, HERSEL SNSRI, T —F =y 3w
NTFFXxy AN T—HF Ry NEiRik TEET,

NAT & O SRBY VT

NAT |Z, 7 T AZ DRAR IR AN —T"y MIEBEZ 5252 RbV ET, AT FE
LT T M T U RONAT N v M3, ENENT T AFZHNDOR]D ASA IZIEESND Z &R
HOEST, =R A_XTU T T XZLTIPT FLRER— MUEFEL TOET AR,
NATMEH SND L XX, A RN T U RET T IR RET, Ry ROIPT RLARKR—
RSB B35 TT, NAT A—F— TR W ASA ([CEIE L= v NI, 7 7 2 XD
JHENLTCH—F—ICEREIND =D, ZTAXEIEY) V7 KRED T 7 4w IR ELE
T, NAT A —F—i%, EF 2V T4 BLOR) v —F = v 7 OFERITIGE U TN v S OHE
EIER CERWAREER S D70, ZEW ) — Rk, &—F —~Diak 7 o —&2ER L2
LIZEBELTL &N,

FNTHI TAZY VI TNAT 2EHAT 25513, ROTA RTA40E2BFELTLIEIN,
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eR—h Ty JEIDYTCIZLD PAT : ZOBEEEIZOWTIL, ROTA KT A4 2L
TLIE&EW,

e ARA MOV ORKHIRIL, 77 A2 2EOFIRTIZZR, /2 — RZ & IfE@ BIZ55E H

SNET, LEB->T, FA MOV OBRKFIRB1ICREINTWAZ ) — 75
AL TIE, RAIDOLDNT T 4IR30 /) — RKI_XTCUWZa— R KANF U7X
NTWEEE, 35070y 75K —RiZ1HOTOB0 LB THZENTEET,

N I T T T =My T T ) — R TERESNTZR— T ey 7id, wA b
B2 OEKHIBOEHARFIZIIBEINERE A,

*PATIP 7 NV ADHA—F =3 F U T58 Ny 2T v /) —RIPATDIPT FL
Z, T LHR—= 7wy 7 BIOxlate #fiA LET, @HDPAT 7 R AT
R—=FBPRRELTVWDEE, HT LWERZABEA 572025 ESHEWET B L2 2]
TEET, ERDPRMEMNICIA LTV MT DL, Tuy 7 3RS ET,

« PAT 7 — VRSERIZH LW IP 7 R L AD#iPH TEH S5 On-the-fly PAT /L—/L D
EETIE, LT —ADBEDNR>TOTHEWEEEETD xlate N 77 v FH
KIZHT 2 xlate N> 7 T OB KRR LET, ZOMETR—FOTm v 7E
DY THEEICHEA R b DO TIERL, AR EN ST T4 v I BT TAK ) — K
MTr—RRT o7 E3N57 7 AZBBTORR LIS KL PAT 7 —/L O
METY,

e XA F I w7 PAT FINAT 7 — /L7 RL A5 #IfHl ) — Rid, 7 RL A% 7 5 AZ2K
WZHEIZBLLE T, A= AZE L. 7 RLAREID B THRTWRWEGA,
Z DOHEEIL PAT OfilfHl /) — NIZHERESNE T, 7T AF AN (EEIZKLY) 7T
ANSBER LT 3mE. Ny 7T v T AUNEIPATIP T RLAZEE L, RNy 77 v 7T
HEDOPATIP 7 RLABREWRZINDHE, HILWT FLAZEHTELL 210 %
To &/ —FKNT RLRAZZEL, 7 RLAZEFIEHRNTERA L N—=03HWT R U226/
LCWAGARIEENREA L ) — KB FHLWT RLAZRETE L5107 5i1I2iE, 4
R EBL T TAAND ) —RERUBDNAT 7 KL ARIMA T, D7l &b 10BN
T RUVAREGEENTNDZ L 2R LTS ZEN, 7 FLAREID Y TE2ERT DI,
show nat pool cluster ==~ > R&EMHFH L ET,

HE DN — BT D PAT 77—V OFEAA : #E DA —/LTHE L PAT 7— V2 AT 5
Wi, =BT A v F—T oA ADOBRPUZERZLHILERH D £3, T3TO

W=V THREEDA VA —T oA AEMHT L0, HHNETXTONL—LT HEED] A
VHE =T 2 A ZAEERT L. WTINERIRT AL ERNH D £3, L— Lz blzo
THEDA v Z—T 24 R UEE] DA Z—T oA ZARBHESELZLITTEES

ho IBREESHED E, VAT LRIV X =V NTT7 497 L0 T AXNOGYR ) — R —3
SHDBZENTERLIRDGENRDV ET, V— VT EIZEBDPAT 7—NLEFEHT S

ZEE. BRbEEEOEWAT Y a T,

c TRV L PAT—NLOT7 L Rab i, 7I7AXZ ) 7 TER—FE
FH A,

s Hilfl ) — FIC Lo TEBEIND X AT I v 7 NAT xlate : #illf#ll 7 — K3 xlate 7 — 7 /L & #E
FEL, 7—% /—RicERLET, ¥4I v NAT 2B e+ 58kE2T —4 /) — K
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NEE LT L XD, FOxlate N T — T LRI WEEES . F—4% 7 — RIZHEE 2 — iz xlate
FERLETS, T—F ) — FRERETALET,

o IHZND xlates : BEGEATA E D xlate 7 A KRN EHF INEEA, L7ZRn->T, 71 Kb
BESN T A RV ZA LT U MEB2 50 5MENHY F9, refent 0T, 7 A RLH A ~—
ERRESNTZA LT T ML RENGEIEL. BRAD xlate THDHZ LERLET,

« per-session PAT f&RE : 7 7 A& U U 7R Y £H A3, per-session PAT #§HEIZ JL > T PAT
OIERENR ELET, 77 A2V VT OBRAE, 47 —% 7 — R3VMEA O PAT #e
FFCE9, XHMIZ, multi-session PAT 8251 X8/ — RICHET 2 M E N H 0 | il /) —
RIzA—F =20 ET, 774/ T T XTHOTCP F7 7 1 v 7 X UDP DNS

N7 7 ¢ v 71X per-session PAT xlate Z i/ L £7, ZALZk L, ICMP 3 L UMD T~ T
D UDP 7 7 ¢ 7% multi-session Zfi ] L £3°, TCP B LO'UDP IZXt L 2 b DT
74V M ERERS D K9 IT per-session NAT /L—/L &% E T&E £ 9725, ICMP (T per-session
PAT #RET HZ LIXTEEF A, 72& 21X, TCP/443 O HTTPS TLS & L L CTJ - &
BINT N7 —~ o RAEHET LB TELE LT, UDP/443 % % Quick 7’1 k2L 3D
FERABEIL TV 5354 ., UDP/443 1Z%F L per-session PAT Z BNCT HMLERH D £,
H.323, SIP, #7213 Skinny 72 £ multi-sessionPAT D A U v N&{EHTE A N T 7 1 v 7
Tix, BHEAHT 540 T D TCP A" — Rk} L per-session PAT # ) T 9 (21D
D H.323 BLOSIP ® UDP AR — T 7 4 /b b CF TIZ multi-session (272> TV ET)
per-session PAT OFERIICOWTIL, 77 A T U — IV DOFRETA RESBLTIIZEN,

cRDA LA a HDAZT v 7 PAT 13H Y £H A,
« FTP
« PPTP
* RSH
+ SQLNET
« TETP
« XDMCP
* SIP
« 1 FEBZDIEFICTE L DO NAT V—L 3 58413, 77314 Zd CLI T asp rule-engine
transactional-commit nat =~ R&ZFEHLCr I o7 ar aly b FETVEHFHIC

TEHERERDY EF, AHCLANE, /— KR T AFCBINTEROTREESH Y £
7

BAFTEVIN—TaoTELVOZREZYLT
N—F 4 7 Fa A=y N EETTETSRET, A— M=y F R LT
SESH, EHLFVITHBSWET, V—T (2 7y kT — 2=y MR L
B, fila=y MU XA L R SRET
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R2: 54+ 99 L—F1425

Router A

Only control unit uses OSPF / A T
with neighboring routers. - : —_ EtherChannel

Data units are invisible. Load Balancing
Y Y

Cluster Units

Router B

T—Fa=y bl =y G- P EFEE LRI, F=y FAERNICEEICET S
HIlr 24TV E S

OSPFLSA 7—# _X—2%, #lfflz=y bnbT—¥ 2=y MR SN EHA, HlHz=y
FDAA » F A== E LT aE, B — 2 0 iEEh 2R LET, A A vy TFA—
NI BZBEHITIEH Y FH A, OSPF 7 2ANRNIP T RLAD 1 2% /L—ZID & L GRIRL
F9, MATEHVEEAN, AT 4 v I N—FDEEVYTCHILENTEET, THIT,
FRUAL—XIDNY T AX—2RTHEREND X 512720 £, B0 IALEMRIT HIZ1X, OSPF
JUANY T T T =T 4 U TBEREE SR T TEE N,

SCTP LU SRAY LY

SCTP 7 Vi xm—3avit, (@— KA o712k 0) 5D ) — RIClERR T £33,
VIVFR—I U TEERIIEIL ) — RICIEET DLERH Y £7,

SPA ARG I VEDSRAY VY

HE7 e —ix, (B—FKRXTo 0 72k) FEDO ) — NIERTEETR, +5—47
2 —(XF L/ — RIZHEETHIHERNH Y 7,

TLS 7V URETTHR—FENTWET A,

SNMP £V S RAB VY

SNMP =— = M, HxDASA %, 0 BMiA L Z—T A ZADa—H)LIPT RL &
WX o2TAR=D I LET, FITRIDRET —HaeR—0 7T LITTEEREA,
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SNMP R— U U ZZiF. AA L 7 TAZIPT RLATIEARL, Flcae—hL 7 RL X &2
LTLEEN, SNMP2—2 2 "R AAL LI TAZIPT RLAZR—V 7T 585 5
LWHIHE ) — F@IREh A L, LW, — FoR—1 7 i3kt L £,

77 ALY T TSNMPV3 2 L TV DGE. D7 7 AZTBMRICH LWS FAZ ) —
RZBMM3 25 &, SNMPV3 =—H— [T L/ — RIZER S EH A, SNMPv3 2 —H%—|%,
HilfE , — RIZFBIM LT, #H LW/ — RIZHEHIICERST 2 L0123 250, 7—% /— RIZAE
BB T 2 0ERH Y F7,

STUNEYSRBY VYT

EUR—ANERIEND L&, STUNA VAR Y a NI T 2=V —R_"—F— K& T T RAH
EF—FTHR—FENET, 27 L, FToPFr a3 IDIE/ — FRITEREINLEE A,
STUN ZRDZAEH4IC / — RICBEEFEN AL, 5D/ — RASTUNINE %5218 L7-%& . STUN
ISEF Ry FEET,

syslog 5 & U NetFlow &9 S XA VY

*Syslog : 7 7 AX DK — RIZEBHD syslog A v E—T&FERLET, oaFXF U 7EREL
T, %/ —FRDsyslog A vE—T ~y & — 7 4 —)L RCTRI LT A A ID 2T 50,
BIOID #EHT AN ERETEET, L&, AR MMREILZ ZAZANOTITO
= RICEREN A SNET, SR MET A AD L LTHEAT LI CrF
THhHRELTZSGE, TXTO /) — RTAERIND syslog A vE—T R 1 20D — Rinb/AE
MENTVWDLEIICRZET, V7 I7AFT— A RNTyTRETHD Y THNTr—TL
)= R4 ETNAAID ELTHEHT LI X 0 7 25%E LI2GE . syslog A v E—
VIEENENRND ) — RIPBAERESN TS LI/ ET,

e NetFlow : 7 7 AZ D4 /) — RIZHEH D NetFlow A b U — A %4 LEJ, NetFlow = L 7
Z1%. % ASA ZJHNE L7 NetFlow =27 AR—Z L LTCORKH Z LN TEET,

Cisco TrustSec &7 S XA )Y

W) — RN X2 T4 Z0—74%27 (SGT) #Mz5E LEd, Fotk, fil#/ — K
INET—H ) —RIZSGT BEINDHT-0, T—H /— R, X2V T 4R —{Z&HE SN
T SGT O—#FH & HWr T £,

Cisco Secure Firewall Extensible Operating System (FX0S) ¥ —  EDVPNEY S XA
27
ASAFXOS 7 7 A%, S2S VPN IZxt ¥ 2 A eI 72 2 DD — K (AR FE 721350 H)
DOWFNNETR—FLTWET,

cHEFRIVPNE— R, 774/ b =TT, £9E— FTHL. VPNEEILZZ 7 2 X DOifl
W=y FEDORFESLINET,

VPNISFEA M CX 2 DIEHl2 = FZITTHY ., 77 A ZO&E A ArEEEITER S
FHA, fliflz=y FTEENEAE LEZBEEIE. T XTOBFED VPNER 2 K biu, VPN
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INTH =X VR R = U7 RE .

s hica—P =L o TR —EADOHW & 20 £, FrLWHlfl~=y FRRES
Mol EIT, VPN 85z LT D ENH Y £,

VPN b RV H AR KA v Z—T 2 ZADT R AIZHER T 5 L. Bk B BRI HIE
2=y MIEEEINET, VPNREEO S —LIFHEIL, ¢t Ty MIERENE
‘j‘o

o SyEUM VPN £— R, ZDOF— FTiE, S2SIPsec IKEv2 VPN #4543 ASA 7 T A X D A v
N=2RIZH S i, JEEMEP LS E T, 7 T AZ DA L /N—2{KIT VPN 8 % 5
BTHZLT, VIAXORELEAN—Ty NOW G RKIBIIEHTE 5720, HFHA
VPN OHERE 2 #8 2 TRIEIZ VPN ¥R — R 24 TX £,

G¥)

BRI VPN 7 5 2% U 7 F— N, S2SIKEv] & S2SIKEV2 Z ¥ AR— F L TWET,
SHAL VPN 7 7 A Z ) 7 F— RiE, S2SIKEV2 DX % HrR—F LTWET,
D VPN 7 Z A% Y 7 & — KL, Firepower 9300 TOAY KR — h I TWET,

VEe—h 77 8AVPNIZ, EFRIEIIHHETDO VPN 7 T AKX ) 7 £— RCTEYFR—k
SN TWERA,

INTA—T R RS—1) U5 R

HHEOa2=y N7 TAXIIEETHE, BIFTE2E68H 7 T AX T 3 —< AL, KE
HANL—T"> DK 80% T2 9,

7= & ZI1E, TCP A—"7" MZOWTIE, 320 SM-40 & ¥ = — /L % 1§ 2. 7= Firepower 9300 73
MR CEDEED T 7 A T U —)v T 7 4 v 71, BMBIERIIA 135 Gbps & 720 £,
2V —VDOGE, KALV—T FOEFHT 270 Gbps (2 ¥ —3 X 135 Gbps) DI 80 %,
2F Y 216 Gbps TI,

Ve — . LN e |
FE 1=y FDEFE
JITABDA L N—X, JTAXGIEHY) 7 2 L GREL CHlflla=y FERELET, H

HEIXR D EBY T,

1. J7I7AZ2%EMATLHE, o=y MIBBEEREZIPILIZTo—REXx XA MLET,

2. TIAF VT4 OVl =y MR ZOREERIIGELET, T4 4V T 1137 7
A B DIEARFICRE SN, REDEHIITE EEA,

3 ASHREMLTYH, T4 XV T A DOEWMID =y "D DINEEZE L TORVEGE

X, TOx=y bRl = > M2 ET,
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A

GE) ‘EEOTIAFVT 4 2ffoa=y NREEOLILGEIT, 7T AX 2=y N4, RIZVY TV
FemZ AL CHlfl==y hBRESNET,

4. BB ITAZIBM U=y FOTTAFTIVT A DHTREWHETH, £DOx2=y b
DEBICHIE =y M2 2 LEH Y A, BFEORIE~= > MIFITHIE = >
FOEETY, 7220, flilHll>=y FPSEZIFILT D L. TORETH LW~ = >
FEESNET,

5. 27V vy hT LAY v F VA TRCERORE =y NBFET D56, ELIE
MR bEWZ=y Rl =y hOKREIZEEFL, thoz=y MIT—F2=v D
HENZREY £,

\)

C¥)  FpEOx=v FZFETRHEICHEE=y MZT 2 Z R TEET, PREPRBERIC OV,
T, fille =y FMERZ@ET D & T _XTOERN ey 7S50 T, H LWl =y
b b TSR 2 TN T DML EN D Y T

DIAZADINA TRAZE) T«

IIGAZY N, Y —Y, amy N AU B —T oA AQEFEAZEHL, 2=y MET
BeRE 2 HR T 2 Lick ., " TA T T o 2R L E T,

O—S T I —o3 DEZA—)VY

VXY=V TN = a DAV AR E=E— Y U TIERIZHE M5 T E T, Firepower

4100/9300 ¥ ¥ —3 A=A F1X, ASAT T U r— a3 U EEMNICHRLET (B0 .
ASA WMEEhH T, Firepower4100/9300 3 v — 3 A—/NA & 3RIEE TE 21T E, ASA
L syslog A v B—T%FERLT, 7T AFEHNVET,

Firepower 4100/9300 ¥ v — 3 A— A FR A5 LI T 7 or— 3 > LiEfE TE 2T UL,
ASA Y m—RLET, ASANRA—AANS P LBETERTNE, BFE27 T A2 LHIER
LET,

HEBOANILR F=X—1) 5

Ka=y NI, Z77AZHY) 75 LTTr—RX¥ ¥ A N —TT F 47 /n—FE—
Ty FEEMRICHELET, REARRIZA LT U MIMNICT—4% ) —Finbx—77 7
AT N— b= Ty b FRBEOMONT y FEZE LRWEE, fil# — NiZy 72
AT =48 = el LET, 77—/ — 3Bl — Rinb Ty FEZE LRV
HEVO = R H LW, — RARIRS N ET,

J— R CEEBICEENRE LD TIERL, Xy V=7 OEENFENT, /—FR7 T A
HHEY 7 BN L TCHAEICBETERWEE, 77 AXT A7y v T Ay v FH U A
WBATT DAREERNH D £, 2D F U AT, HtEN/=7—% 7 — FRMBE OFIHE /) —
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FEBIRLET, & 2E, 2007 7 A ur—ra UHTTLU—ZITEENRE LIZGE,
o —yar 1 OEOfE ) — X, ar—var205—% ) — K& 7 2ZnLHIRLE
T —H. vmr—ar20/— NI MAOHIE ) — RE@RL, MEDY 7 A2 &R L
F9, ZOVFTVATE, EFH T 7 0 v 7 RNKRT AR H 5 Z LICER LT
W, 7T RABEEEY oy BETEND & KD ESEIAM O EmWEIE S — RSEIE 2 — R oo&El
EREELET, FEMICOWTIE, flfle=y FORE (77 3—) 2ZHLTIEEN,

AR —T A REZZYY

%=L, EHPOTRTON—RT 2T A F—T 2 ADY I AT —HALEER L,
AT —=Z ADERZHIHE ) — RIZiE LET, BROY Yy —UTbicd 7 722 Y 7D
A, A3 K EtherChannel |£2 7 A # Link Aggregation Control Protocol (cLACP) Z{fH L %
T, Hor—FV v AT —HF AL cLACP 7' 1 k)b A w&—T%F =% — L T EtherChannel
CR=IMT 7T 4 T THLZNEIDEHHIL, A 0 F—T A ABFX T LTHDLEEITIE
ASAT F U r— g @M LEST, ~NARE=Z— U T EEGICTEE, T 740 FTIE
TRCOYEA v H—T 2 APNTF=H—ZET (EtherChannel f > X —7 = A ADAA
EtherChannel & &¥e) , 7 v TIREDARIMNEA L H —T 2 A ADHRET=HF—TEET, 2L
ZIE. 4Hift & EtherChannel 237 7 A X ML EIER X415 F Tik. EtherChannel D XTdD A >
N R— MIER LR T T A (/AR —F NURAREICLVELRD) , ~L A
FrvZiF, A VF—T A AL, F=F—V T F T a TN THENTE
£,

BEED ) — R CEMRMREDOA X —T 2 — R EENRAEL, TOMD ) — R TEDA o —
T2 A ANT I T 4 TN o TWBEE, ZD ) — N7 7 AZNHHIBRENET, ASAIC
FoT /=R TREZNLHIBREND L TOREMIX., D/ — KNHESIEHSD A L RX—ThH
BT TABICBMLE D ELTWVENTE TR £, ASAIL, /— RN 7 T AHZICH
MTBENDOOWMIFA 2 —T 24 AEERLERA, ZOMIZA v F—T 2 ADAT —
ZANEALTH, ASAILZ FAEZDGHIBRESNERE L, FESLIEAD A L N—O%E1X, 500
S URKIC — RIS E T,

HBEDOY v — bl b 7 7 AX ) T DS, 7 T A X )5 EtherChannel & 1801 F 72 13 HI B
THE, FTY—VIEREEMAONDL LI, AV F—T A ANV E=HZY 2 T1E95
T Ed,

TAL—=R 7TV =3 vnE=RT

A 4 —7 = A AlZRadwareDefensePro 7 7'V r— a L7 EOTaL—X 7S r—va v
BAUVARN— VLGS, 2=y "R TAXRNIZE EEDHITIZASA, TaL—2 T 7Y r—
arOWMAEREEL TWARENDY £, MEFOT 7Y r—a UREHEIREICR S F
T, 2=y MIZ FRAZIZSMLERHA, WoTlt AV TAZIZSMTHE, 2=y MNMIT =
L= T 7V = a BELLKEMELTWE N3 ILIcE=4—LET, 7aL—F 7
TN r—varPNEU T HE 2=y MIZ T AN BHEIRENET,
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JITAZND ) — RTHEENEELZEEZIZ, 20/ — RTHEA SN TWAHERIIMD /) —
RIZ— AL RICBITENET, P74 v 7 7u0—0OAT— MERIZ, /) —FDr I 2
2D v BN L CHEREENRE T,

HIMH ) — R CREENBE LTSS, TD7 FAZOMD A L "—0 55 BEIEM m (&
BRI DA RN — N2/ 0 97,

A X MG U T, ASAIZHEIMIC Y 7 AZ ~OFESZMERL LT,

\}

GE)

DS READBESM

ASAMNIET 7T 4 TN, 7 T AX~OHBFHSINIKKT DL, T_XTOT—H A U H—
Tz AN Yy M I, BHEHAA VX —T 2 A ZADOHBNNT T 4 v 7 B kZ[gTE
T4, BHA LA —T A R, TO/—FRITTRAZIP =M bZJE-7-1P 7 KL A
PR LTl XpxBEREL 20 E4, 270, Vua—RT+23848, 79 AZT/— KR
PIET 7T 4 Tl TNWDE, BHA L Z—T oA ZTEHIRVET, SHICREEXITD
BAEE, ar Y — R — 1 EHERATAINERSY 7,

P TAE AN FRAZMLHIBRI TR, 7T AXIZESMT 5700 5E T, HikESh
FHEBICE>TR2Y E3,

« 7 T AZHIEY 7 OREE (ROIOBMEE) - 7 T 22D > 7 ORTEZfFR LT,

EASNLT, 259 RAZ Y T HHRA R—TNICTHZ LWL >T, FETY T AXITH
ZINTHLENHY T,

« VT ABBINUT-BICEENBE LY T AZEHIEY 7 - ASALT. ERICSH T LI

HEMIZHEZMERA £, ZOBEIBIETETT,

e T —H A H—T A4 ADREE  ASATHEITHRANLS ok, RIZ 10 5%, BRI

20 SEICHSMERLET, 20 0BICSINTERWES, ASA XV TAZ ) V7 %T 4
=TI LET, T—HX A H—T = ADOEERR LI, EAJILT, 7T A
HV T FEITA RF—TNWZTDHLENSHY £T, ZOFEITHRETETT,

e 2=y MOEE 2=y "RV AF 2w T RDTZD 7 T A NLHEIBRENT-EE. 7

T AL SOEBINILEDOFRNC K> TR 4, 72& 201F, —HNREREEDOSA
1T, 77 AZAEY 7 BBEH L THBRY, =y MNIFEET L7 7 XAZICHESN
LET, 2=y MISHITLIZr FRAE~DOBESBMERLET,

N =T Y — g VIEEDEE  ASAN Y ¥ — T T U A — g COREENEIE L

2 eEmTHE, ASAITT I FAXOBFSNERAET,

T Al —H TV =g DEE ASAIZTalL—X T ) =y a RN ERLES

LERERT DL, 7T ARZ~BBIMLET,
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« NEfT 7 — : WESDREEIIL, 77)5%?3/“%@54A7ﬁ% FIELET Y
&~yayx%~&x@kb%0i¢onﬁ/%is m L BEO2050RIETY
T AL ICHBHNCHSMEZRITLET, ZO8ER ﬁﬁ T#

T—3 NAEGREOESR

FOEGICH, 1 DDA —F— %i@d&<&%10®NV77y7ﬁ%+%ﬁ7§2&%W
WCHVFET, Nv s T v A —F—id, EENEAEL CLERESISHET I A, bV
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F—TF— L [AERIC TCPIREETE R A TSR L E T, T4 L7 XX, ZOERONy I T v
F—F—¢ LTOBEEEEL T,

IRHLE, T U—FIEE SNy METARTC, A==k EhE .,
Ny RBRZEOMO ) — RIZEUE ENTHE. €D/ — RiExT 4 L7 Z I nWEbET
F—F—ZHEL, 7ua—%iEN LET,
Ta—DIRENELLZHEAE. KT v 7T — "R —F =BT 4 L7 HZITEESH
F7,

ICMP B XU UDPOY U TIILT—4 70—
WOFNT, LW RO 2R LET,

Firepower 4100/9300 D ASA 2 S5 24 |}

333480



Firepower 4100/9300 ® ASA & 5 2% |

B v ssvvrosTLr—570—

1 RE3CMPHEELUTUDPT—HT0O—

1. 1st UDP Packet 4. 1st UDP Packet

9. 2nd UDP

Packet Server

3 A
-
% i [:],
o, Outside ’
[ ]
A

5. 2nd UDP Packet

Inside

After step 5, all remaining packets
are forwarded directly to the
owner.

l--"l

) <

Forwarder
Cluster

UDP X7y "7 FA T2 EDBREEIIL, 1 DD ASA (0— FXRT v THIEICES
<) ITEEENnET,

2. WMONTy bR E L — N, BELSELEIP T FLRA LR = bONy =l
WCBRSNT 4 LI Z ) —FR&rx) LET,

3. THLVIXEEFEOVe—2BREET. T L7 ¥ 7ue—=ER LT, LEID / — R
by FEEELET, 2FEV., TALIZEANRZOT7a—0F—F—FERLI-ZLIThRY
F7,

4, F—F—iZ7e—%{ERk L. T4 L7 ZITRET v T — FEREEL T, —r3—
iy NERERELET,

5 2FEHDOUDP X7 v MIH—"—nEREIN. 7+ VUV —FICEREINET,

6. 7AU—HIIT 4 Ly X L CHTEHENEHREZ 2 =) L9, 1AM~ e — (DNS
8 OBE. TV —FiFr VTR0V y FERIEICT 4 L7 ZITEE L.
TAVLITENZFONRTy Mt —F—|TEELET,

7. T v S EFERE 7 4 U — SIS L E T

8. T U—FFk T v —2ERlR L TA—TF = Haisk L, Ty MaeAd—T—Zink L
=7,

9. A—TF—lFIT v eI TAT MIEELET,

Il Firepower 4100/9300 ® ASA & 5 2 4



| Firepower 4100/9300 1> ASA & 5 X &

FLLTeP DY 522 2hcnBEAH |

HFLWTCPEHDY SR IERTOEDEL

T TARN) =AM —BREFNIF T AN — A =2 LA — RT3 TORRLE L
T, 7R —0BICRY BAEUTEEAIE. FrLWEREOBEHREL T, 1 Bhl-0 oF LV i
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F—La=y rEOF|9140D) |flflz=y FTlX, T 74NV P TRELEENT —Z 2=y b EFREFICERBILEND X

E O[] 4] T2 E Lz, DAL, NEFIZFEENITHOILTOE L,
P/ AT S 7= i : [Configuration] > [Device M anagement] > [High Availability and
Scalability] > [ASA Cluster] > [Cluster Configuration] > [Enable parallel configuration
replicate] = v 7 R 7 A

7T ABSOSIMK|914() | 7 T A Z 2= FBRT T AZ~OBINRBLTZGES, 7 7 A X ZREL LI256 0

SHIBRD A v t—T HLWA vE—T23 show cluster history =~ > RIZIBINEE Lz,

A, BTicamasns BF/AEE Sufz2~ > K show cluster history

L7, show cluster

history B/ S U2 7R L

7y REEeR 9.13(1) | 7 v FEsfek (DCD) ZAH%hic L7284 1%, show conn detail ==~ > Rz LT

(DCD) DFIEHIE X
WISE R OEHR, BX
W7 5 24PN DCD
DY R— |,

FHEMEINEANCET A ERE G CcEET, 7 v FEREEERAT2 L, T2
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THEENRENET, S5, DCONY TAXTYHR—FEND X120 F LI
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P IGAZRAUNDNT T 4y VAMEET=F—TEDHLI2DELE, ZHICF
Gt CPU L AV DFEHE, Ny 7y Ky RENRGENET, ARN
T E5A, BYOa2=y MPAMELETE 5T, 2=y b7 72X Y
7 % FENITHEINCT 50, SN AA /7:@13‘—}*/\7///7;5,’nﬂ%‘3—57) ZEINT
EF9, ZOMREEIX, T 74NV TS R—TMIENTWET,

LV E S

* [Configuration] > [Device M anagement] > [High Availability and Scalability] > [ASA
Cluster] > [Cluster Configuration] > [EnableCluster Load Monitor] = v 7 & v 7
A

* [Monitoring] > [ASA Cluster] > [Cluster Load-M onitoring]

7 T AL G OEEk

9.13(1)

FT—HFa=y MRz =y N ERIUREDHA, REORMEZ ATy L, %
mHEELET, ZOHRBIZ. T 74N TS X—T SN TWET, ZOHKEIZ=
=y FITEITHRESN, filfflz=y b bTF—F 2=y MUIBERIN T A,

GE)

—HOREAT L FiX, 77 AZMEGOmBLE EBERH Y £$HA, ZNbDa~
YRRy MUFET 25,6, 7 T ARG O@mBERANIIR > TV TH, &E
DEINIEICHRELET, 7 7 AXEEOEECEEEISE 2101, BHED R
EZHIFRT 20803 H Y £7°, show cluster infounit-join-acceler ation incompatible-config
AL T, AHEORVEELZF R LET,

Pr/ZE T S 7= A - [Configuration] > [Device M anagement] > [High Availability and
Scalability] > [ASA Cluster] > [Cluster Configuration] > [Enable config sync acceler ation]
Ty IRy T A

YA RTEDITAH
Y > 7 F Gratuitous
ARP

9.12(1)

ASA TiX. Gratuitous ARP (GARP) /7> &AL TAAL v F T A2 T7F AR
T Fx IR OREIE S L e £ Lz, &4 MOBELIAMNE KD &
WA RIZE T, Za— U0 MAC/IP 7 KL AD GARP b7 7 4 v 7 BNEMIMIZAE

BENET, 7 I7AEDPLEFEEINTZYA FNTEOMACKEIIPT RLA LRy
R A FEADOMACT RLABIORIP T RLAEZFHATLIOCH L, 7T AZT
ZIE LIy ME, 78—V MACT RLABEIOIP T RLAZFEHLES, b
7 47T a—sL MAC 7 RLUANLEMPNCER SN WEGE, T a— 3L
MACT RLADAA v FTMACT RLADZ A LT 7 MBREATARREMERH D F
T, AALT T MMEIZ T — SV MACT RLAND T T 4 v INAAL v F T A
VITGARTIF X ROV T T T 4T N, ZRUCE D ANT v RB
SO X2 T 4 LOMEREET D ENH N £3, & A3 K EtherChannel =
=y FBXOYA FPMACT RLAZLZH A FIDEZFHETDHE. GARP AT 7 4 /b
N CHMZRY 77,

B/ X 7-1EE : [Configuration] > [Device Management] > [High Availability and
Scalability] > [ASA Cluster] > [Cluster Configuration] > [Site Periodic GARP] 7 1 —/V
e
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Firepower 9300 + % — [9.10(1) | Firepower 9300 DA, ZOMREICE D, v —YHNOEX 2V T 4 TV a— LR
YIZEDa=y FDN FAZIZFRIZBML, FT7 7 4 v 7 REY 22— LHTHEGBEND L HITRY
VA AL )| F9, MOFET 22— L XD EDRVANCSIMLTEEY 2 —ViE, fOEY 22— E
FEMEZXETERNWED, WEUEO NI 74 v 7 2ZETHIEBHY 7,
BB S L7l
[Configuration] > [Device M anagement] > [High Availability and Scalability] > [ASA
Cluster]
HH/AET S 747+ a > : [Parallel Join of Units Per Chassis] = U 7
Firepower 4100/9300 @ |9-10(1) | 7 Z 2 X H#H| Y > 7 OF 7 4L KTl 127.2.0.0/16 % v hT—7 Ml SN ET, =
7 I ALY D NWTFXOS T/ 7 AX BT H LXKy NT—J HRETEET, ¥ —id,
H A B~ A XA[RE7R 1P ¥ —vIDBLUPAr v hID (127.2.chassis iddot id) (ZHESWT, 2=y bD
7 R TR 7 A B —T 2 A AP T RV AZHBEAERLET, L, —#
DF oy T — 7 B TIE, 1272.0016 77 4 v 7 [ZNATEEE AL, DD,
=73y 7 (127.0.0.0/8) BELO~/LFF v A L (224.0.0.0/4) 7 FLAZERE,
FXOS 27 T AZHY 7 DI AL LN6Y T3y NEfERTEHLH10DEL
7
FTBl/Z8 B S 37z Firewall Chassis Manager [ :
[Logical Devices] >[Add Device] > [Cluster Information]
B/ Sf=A 7> 2 > : [CCL Subnet IP] 7 f —/L K
JIGALA =T 2 |9N0) | A B =T 2 f ADAT —HATHPIAET DL, ASAITA V¥ —T = A A%EEFHL
A A TN AR LC~v—2 L, 7R hba=y F&HIrT % % T health-check monitor-interface
&, AU REN DR debounce-time =~ > K & 721% ASDM [Configuration] > [Device Management] > [High
BIRIBICET T 51 Availability and Scalability] > [ASA Cluster] Hijfi CHE S 72 U MR L 5, 2
B—T = A A & DFERBIZ, # U R OBEBIREBICEE T 54 v —7 = RATHAIND L DI
nNa&E212720EL D FE L, T2& 20X, XU RIED GRBEEIKIEIZEAT L TV % EtherChannel D354
7o (AL v TFRVr— RIS, ERITAAL v TFBEDIT/ - T3 EtherChannel 74
E) L TR AR ERLSTAHIET, Dy TAZ 2=y FOFWR— D
RAARENE WS BEHIZT T, 7 9AX 2=y h ETA U H—T oA ANRT T —HKR
SNLDOEHSZENTEET,
ERINTEMEITH D EH A,
W SR AERICAE 99Q2) | LaNE, < 0T —REICEIV IV FAZ 2=y "R FAZDLHIBRENTHNE L

Mz 7 T A X IHSMN
95

2o ZORMBEEZRI-LI-%. FENTY I AZICHSMTALENRH Y F L=, BIE
I, 2=y MIT 74NV MT5%, 1047, BLO205ORRETY 72X ICHBIC
HaMzRITLET, ZNOOEITRETEET, NEOREICIE, 77V r—va
VRIIOZ A LT TN, FELET SV = ay AT —HARERHY FT,

B E 7213 W S 7= : [Configuration] > [Device M anagement] > [High Availability
and Scalability] > [ASA Cluster] > [Auto Rejoin]
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7 2B OIEHEMEDE 1992) |2=y FTL D7 FRAZDOEFEMEDOE NN T v AR— M Xy 7 7R E2 MR L T,
WhF L ZAR— KT Ry Zygharybo—1L FL—rTho W7z X2y b Fa vy 7o
FajL Ayte—T0 b BAERECTEHXE Iy L=,
Z VAR — MZBE$ ” . , ,
. = i E-IIETE S/~ K : show cluster infotransport cp detail
LR EHE MO FRR = sport cp
BIfE & —H3 AHcluster |9.9(1) | cluster removeunit =~ RiX, noenable =i~ RE[EREIC, 759 RAFZ Y I ET-1%
removeunit2~ > Ko Joa—REFECHEADNCTHET, 772 0ba=y bEHIRTS X 91240
#){fno enable F L7z, DAL, FXOS M7 — A NI v TREEZHENTDHE, 7 T7AZY T
NEEANIRYE LT, BLSNFEAT—X AL, T— A NT v FREOHE
BADGAETHMEFFSND LTV E LT, 7272L, ASAZYr—FKT5L, 7T
2V TRHEANIRD £,
B E 71X AF S 7= HiE : [Configuration] > [Device Management] > [High
Availability and Scalability] > [ASA Cluster]
VX =D =199 |V =V VAT =y 7 ORI A XD EVE (100ms) ICRRETE D L 9ITRY
VAT x v 7 DFEER F L7, LHTOH/IMEIX 300 ms T L7z, fH/hOFEEREH (interval x retry-count) (3,
Hom k 600 X URPRMIZT DI LIXTERNI LIZER LTSN,
P EIIEF S22~ K : app-agent heartbeat interval
ASDM 7K — M 0 EH A,
2289 T DYA |99 | YA FHDTLEMICEY, T 74y 7 Ta—DRNy T v T A —F—TEICA—

TR

FT—=L IO Y A MTEINET, ZOWEICEI > T, ¥ FOREENORESNE
B

B E 7213 W 7z #iE - [Configuration] > [Device M anagement] > [High Availability
and Scalability] > [ASA Cluster]
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