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Ao — VIR CEHEICE— PV CA D — LA —N"—DITh s = ERNML ShE
T HLuve— L CAGERFIL, BUEOGEHENGMWIRICET RN, SERT T
DT NNARA VR — T LHRERHY £, HEHEN, FrLve—HL CAGEAEE L
TRr—AA—N"—GEHEZ A VA M=V L TRE LRWEE. MEEN KT 5 fTREER &
DEF,

0 — A VCAGEAEL, B UF— 7 2 L CHIBRM TicE#ENIce — 14— —1
9, B— /LA — _—FEHEL, base 64 TR T 7 AR — MIFEHTE 3,

IZ. base 64 THALEI N2 —h /L CAGFFAZOF 2R L E T,

MIIX1wIBAZCCF1EGCSqGSIb3DQEHAACCFOIEgGhc+MIIX0jCCFzYGCSGSIb3DOEHBGCCEFycwghejAGEAMIIXHA
YJKoZIhvcNAQcBMBsGCigGSIb3DQEMAQMWDQQTI jphd SxJoyTgCAQGAghbw3v4AbEy+GGG2dInB40LphsUM+IG3S
DOiDwzGI9nlSvtMieoxd7Hxknxbum06JDrujWKtHBIgkrm+td34glNE11GeP2YC94/NQ2z+4kS+uZzwcRh11KEZ
TS1E4L0£SaC3uMTxJg2NUHYWmoc8pi4CIeL]j3h7VVMy6gbx2AC8I+g57+Q0G5vG515HiSimwt Y faWlwPEdPQOxaWZ
PrzoGlJ8BFgdPaljBGhAzzuSmEIm3j/2dQ3AtrolGInIsRHGV39fcBgwz4 fEabHG7 /Vanb+£j81d5n101iJjDYY
bP86tvbZ2yOVZR6aKFVIOb2AfCr6PbwfCOU8Z/aF3BCyM2sN2xPJrXva94CaYrgyotZdAkSYASKWScyEcgdgmu
BeGDKOncTknfgyOXM+£G5rb3gAXyl1Gk]jyFI5Bm9D06RUROOGLIDSrQrKeg/hj....

END OF CERTIFICATE

SCEP 7O ¥ HR—

*ASA & CiscoISEARY 32— 7 — FA, FUNTP H—"—2H L CHEHlsnTnD &
ZHER L ET

« AnyConnect 7 7 A 7> b 3.0 LIBEN T RARA » FTCHEITSN TV DLERDH D £,

s TN—7 RV ,/H“U)%é%ff7 = ?77’/f/b’C EEE§j126mu%Ej?itﬂi\ 1%AJ\§mnﬂik iEﬁHanun
DOWGEMERT DR OICERET DHERDH D £7,

¢ SSL AR — 23, IKEv2 VPN 5 FHICBAWVTWAMERH Y £77,
cCAlX. HEVF W E—RFIZRo CWARENRHY £7°,

Z0MOAA K354

AEHTE DAEAED X A 7L, GEELZEHT 27 7 r—ra o THER—F S TW5
REAEY 4 712X > CTHIFI &£ 9, RSAGEIHAEILEE, FEAEEZEHT 29 XCoT7 7
Vor—varyThrR—bhanEd, 7272 L, EDDSAGEAEL, V—27 AT —varoF
NR—T 4 VTV RAT A, 7TZ7 %, ASDM., F 721 AnyConnect 7 74 7 >k TiE ¥R —
FENBRWEENHY ET, e xiE, VE—FT7 7B AVPNOIDE L OFEIEICIZRSA
REAEZMEHTALERH Y £7, ASAVGEAELZMHT L7 7Y r—ra v ThirvA
~ i VPN O#3413. EDDSA 8% R— F S £,

cASANCAY—N—F72137 T4 T FE LTHRESNTWELEE, #HRERINHKETH
(2038 4E 1 H 19 H 03:14:08 UTC) Z#Hx 72\ X 9. FEHEOESMIZHIEL T 77 &
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B = sramzonrqrsay

W, TOHARTA UL, = FRX—=FT 4 R F—0nb A iR— bk LZiEHEC A X
h\ij—o

¢ ASA 1T, IRDFBESRMEDWT D72 SN TV B HAIT DA LDAP/SSL #f5¢ & fExr L
i—a—o

o LDAP H— _—FEBAEMEHINTWT (FFAMKRA L FEIZASA T A NS —
VIZIFHET D) . A THDH &,

e F 2 — ERITLTNDY— =50 CAFFAENMEEENTNT (T A KRS
VNETIZASA FTA NS NVZFET D) . FT=—rHNOTXTO L CA FEH
ENREENOFETHDH L,

FEFAEOBRERNTZE T TDHE, ASAICEY, 2—HF DX — XT LIEREF = — 25T
PKCS12 7 7 A VPMREIESNE T, T, BRI EICH2KBD 7 I v a A€V E
72137 4 27 SEEAME T, EEOT ¢ A7 RO EIL, FESN TS RSA F— H
AREFERAET 4 — IV RICL TRV ET, HTEL 77 v a AV OENRELN
TWD ASA T, RE T OREAERERE ZE0BNT 2581213, ZOHA o4 VHEE
Lf<téwo_ngmpmxu774w C BRESNTWDBREOTSEZ A 27D RO
M, 77 vva AR VICRESNET, F— A XFX2048 L EEFEHAT L2 L2680
L%,

HHA =T 2 AA A~DASDM + 77 4 v 7 L HTTPS b7 7 4 v 7 kT 5720
_\747/7474£%i%@%?6i9Mm% RET DMENHY £3, SCEPIT &
D ABIICAR SN D IDFEAEIRY 77— O NCHARIN D 72D, L9 HME O IDFE
ELZFEHH T, A M= L LTLESN, SSLOARICHAIND Z DT vy —T % DI
DWNTIE, RO URL ZZ LT 7EE W,
http://’www.cisco.com/en/US/products/ps6120/products_configuration example09186a00809fcf91.shtml,

ASA & AnyConnect 7 74 7 > b THAET X 5 DX, [X520Serialnumber] 7 « —/L N ([
7V =2 +4 (Subject Name) ] DU 7L 5) 75 PrintableString . TH 2 FiEFAED A
T# VU TNEESORRICUTE 2Dy a—F 4 VI BMER STV BHA. iEH
FRAEITEE L E T,

ASATDOA AR — MNREIX, AR LFEEET ZEAEAAT A =2 ITHERA LT EE0,
ASATIL, ZNHDOFEHENE LI N THNEHT — & ICHAAENE T, EADT 14—
v RNH DFEAET, EAEREICHEIL L TR W ERIR SN D720, 4 VA =L DR
AEER L E9,

TJANKI—FK (*) BEEEMAT LT, XFIMETCOLFEERA L2 a— K
ZCAY—N"—THEHLTNDZ LEMHERL T EE, RFC 5280 Tl UTF8String & 7=
I% PrintableString % 3% Z & Z#£45% L TV £ 9773, PrintableString TIZZ DU A )L K
H— RXFEHHTHD LR L2 UTF8String 242 MERH VY £4°, ASA
%, A VAR — NI e CFETMER RO D & A AR— b LR EA G L E
ﬁo&um%rbiﬁo

ERROR: Failed to parse or verify imported certificate ciscoasa(config)# Read 162*H+ytes
as CA certificate:0U0= \Ivr"phOV°3é&¥p0 CRYPTO PKI (make trustedCerts list)
CERT-C: E ../cert-c/source/certlist.c(302): Error #711h

B 7osLianz
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TORIIIBAZDHRTE .

CRYPTO PKI: Failed to verify the ID certificate using the CA certificate in trustpoint
mm.

CERT-C: E ../cert-c/source/p7contnt.c(169): Error #703h
crypto_certc pkcs7 _extract certs and crls failed (1795):
crypto_certc pkcs7 _extract certs_and crls failed

CRYPTO PKI: status = 1795: failed to verify or insert the cert into storage

TOFIIBREDETE

B TCEXDEAELMNLTDE, TAT T 4T A fEBAEDRENL /2 EOER X A7 0,
aO— REBA A EOHNT R ED S HICEHERBREEITRAD IR £,

1R BHHEIIZ

TYUANGEAEFRICHZEL, BECE2EHEFELMLLET, MEXT—AHREIN TV
W CAGEFAZEX, X THO VPN 7' f /Lt webvpn T &L, b7 A haRA > hTHEEZ
TAT v NEAEERFET S KO ICRESNTOET, £, bT A RAA b EIE, HTTPS
PR =27\ F U ST HERL A2 MRFE L. smart-call-home GIEB] E 2 MRFET 5. webvpn HEHE
WEoTHEHENAEHTE DFEHED— KO Z & T,

FIE

RTFYTN TATUT 4T 4EAEIL, MIGTDMEX—L L HICASAICHRESNDIEHETT, Zh
L. SSL #— B AR IPsec h—E RAZFENLT DEEOT 7 b  ROM L ET X 72T ¥
DAERRIZHER SN, FTARMRA U BT LZ LIk THRESNET, TA4T T+«
TAREAZEERET DI, TAT T4 7T 4t EEZRET S (13 3—Y) 2R LTL
7ZEW,

AT9 T2 CAZBETHITIE, CAIEHAEORE (21 X—Y) Z2ZRL TN,

ATv T3 WebVPNJava 2 — REBLMEEDO —ERL LT AT T 4T A iFAELEHIT I25E51F, =—F
B EIAE (29 2—) ZBRLTLIIFEN,

RDBERY
AEHEOAIIIRICT 7 — b ARET D00, T V¥ VGBI EO S RIEEE T =5 — L
\ijﬂO
_\\S — — '-I-l
FATOTATARAEZERTET S
77/1):7—:‘:/5:/‘,5‘—/(uiEﬁjqii ASA m@ VPN 77tx®muu C{i}zﬁ‘@%iﬁ_o

[Identity Certificates Authentication] XA > TlZ, IRD KX A7 #FI{TTEE T,
cTAT T 4T AFEIEFEDOBMEITA AR —F (143=2)
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B 7 7 7 ammEoEmELIZA oR—

FIE

ATy T

ATy T2

ATvT3
ATv74
ATvTh
ATvT6
ATvT1
ATvT8
ATvT9

ATy 710
2Fv TN

ATvT12

« CADDHDERE LT CMPV2 BERD L

« ID FEFEDOFEMAEZRRT 5,

« BEA7 0 ID FEEZHIBRT 5.

cTATUT 4T AAHEOT I AR— (18 2—)
REREAMIROT 7 — M &2 IET D,

«Btrust CT AT 27 4 7 4 sEF BB DR EBL ZROAER (18 ~—)

REBAEDEMEIEA VR—k

HLWIDFFAEZE a7 4 X2 b —3 3 VEABIMEREA VR — 921203, ROFIEEELT
L/\i‘a_(]

[Configuration] > [Remote Access VPN] > [Certificate M anagement] > [l dentity Certificates] DI
WL £,

[Add] 27 VU v 7 LET,

BRI N2 b7 A MARA > A EERIZ/R &7 [Add Identity Certificate] 44 7 2 77K » 7 A
DERRINET,

[Import the identity certificate from a file (PKCS12 format with Certificate(s) + Private Key)] 47" =
YRE a7 LT, BFO T 7 A DD IDAEHELZ A VAR — P LET,

PKCS12 7 7 A VDI BACIER T 582 7 L—X &2 AH L £,

T 7 A NDINAL T ANT)T B, [Browse] & 27 U w7 LT [Import ID Certificate File] %1 7 2
TRy 7 AeRRmLET, iEBAEY 74 V% B2 T, [ImportID Certificate File] 227 U v 7 L
£

[Add a new Global Controller] 47> a > RZ %27V v 27 LT, HLWIDFEAEZBINL £
R

New] %7 Vv 27 LT, [AddKeyPair] ¥ 1 7 a2/ Ry 7 A%FRrLET,

RSA £721X ECDSA ¥ — D ¥ A 7 &8N L £,

[Use default keypair name] 47> a v R¥ %27 U v 7 LT, 774V hOF— T4 % HH
LET,

[Enter a new key pairname] 47> 2> R %27V v 7 LT, HrLWARIZEALET,
Rey7Z 0 URA NPT A X2 L ET, R A AR ARB 551X, Entrust (2
BRIWEDELIZI N,

[General purpose] 47> 5 ' RFZ L (F 740 1) Elold[Specia| & 7> a v RFZ %27 U
LT, = XTOHBEBEIRLET, [Special] 47" a v RH¥ U 2BIRTH L. ASAICK
VEAHER AL D2 ODF— X7 N EKR S ET, ZOBRIT, HcT 2 B2 >0
REENLER Z 2R LET,
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ATy 713

ATy 714
ATy 715

ATv 716

AT FT11
ATy 718

ATvT19

ATy T2

ATy IT2A

FA4Fv7 47 iEnEOEMELEA K— [

[Generate Now] &7 U v 7 L CH LW % — X7 Z4ER L. [Show] Z 7 U » 7 L T [Key Pair
Details] ¥4 70 /Ry 7 AeFrLET, ZII2E, ROERFEHOEHERI I RSNET,

« DB —DFEREDRIR & 72 D F— T D4,
o B — T OARL A R,
¢ RSA F— X7 D,

e F—XTDETV2TAYA X (B ~) 512, 768, 1024, 2048, 35114096, 7 7 + /v
1% 2048 T,

c TXAMEROBEDF— T —FEFhr¥— T —4,

SETLESL, [OK]Z27 VU w7 LET,

IDFEFAETDN 2T 2 7= D OFEHEY 7 =7 DN 28R L E 3, TD%, [ER
(Select) 1 %7 V w7 LT [FEHZEMADN (Certificate Subject DN) | XA 7R 7R v 7 A%
~LET,

Ry 7# o) 2 R BiEMNT 5 DN JEME 1 UL EEIR L, 2 AN L, [Add] 27 U v
7 LET, sEAEY 7 =7 DN Offi H rTaE7e X.500 JBHEIX, kD LBV TF,

« Common Name (CN)
» Department (OU)

+ Company Name (O)
« Country (C)

« State/Province (ST)

« Location (L)

« E-mail Address (EA)

SETLEL, [OK] 227U v LET,
H B4R EZERT 5121E, [Generate self-signed certificate] 7= v 7 Ry 7 A% F 2L
£75

TAT T 47 4REEFEEL R —T/L CA & L THBES® 5I2IE, [Actas local certificate authority
and issue dynamic certificates to TLS proxy] &= v 7 R v 7 A% A N2 L £ T,

BMOT AT T 47 4 GEHEREELIT 9 12IE, [Advanced] %7 V v 7 LET,

[Certificate Parameters]. [Enrollment Mode]. ¥ & U'[SCEP Challenge Password] 0 3 DD ¥ 7 % ¥
> [Advanced Options] ¥ A4 7 2 7R v 7 ANFRSNET,

GE)
BERE— RERE L SCEP F ¥ L v ¥ N AU — NIHCCEAMAECIIEHTE EE A,

Certificate Parameters ¥ 7% 7 ) v 7 L, IROEHREASI LET,
*DNS YV U —EHND /) — FOA[E % 7~F FQDN (GE&fEffi KA A > 4) o
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FTATUT 4T AHEDBMESEAS VR~

ATvT22

ATvT23

ATy T4
ATv T2

ATvT26

ATvT21
ATy 728

« ID GEHEICBEMT DN TVWDEETFA—IL T KL A,
4 5EFI Ry MEZE 10 #ERTO, Ry hU—2 ED ASAIP 7 FL &,
* [Include serial number of the device] = v 7 R v 7 A% A I LT, ASADT Y TILES
BEERAE AT A =B LET,
[Enrollment Mode] # 7% 7 U w7 L, IRONEHEZ AT LET,

* [Request by manual enrollment] 47" = > AR % > F 721X [Request from a CA] 47> 3 > KR
2ok w7 LT, B ERIRLE7, RequestfromaCA Zi#IR$ 584, CMPV2
Bk DA 2—T MEDFERNZOWTIE, CA 2B OER & L TD CMPV2 Bk A%k

(17 _X—=) 2L TIEENY,

* SCEP %41 L THEIIIZA > A h—/L S5 REHEH DBk URL,
«IDFEMIEDA A M= /UTFF A SN D IRKEFAIT O, 774/ ME1 5T,
*ID FEAFEDA A h—/VZFFAT SN D RARFERATER, 7740 MI0 T, Z0OHE
X, FRITERRAN THIUTME THHERITTE 7,
[SCEP Challenge Password] % 7% 27 U > 7 L, IROEHRE AT LET,
* SCEP /XA U — |
* SCEP /N AU — R MEB D72 OIZ AT

SET L6, [OK]1Z227 Vw7 LET,

Z OFEETHOFENEICE S TE D K 9127 58 A X, [Enable CA flag in basic constraints
extension] &4 2 L E 7,

FEARFFIOIRIZ L - T, GEHEOY 7V =7 FARIER (CA) »E I il s £,
ZO%E. REAELMEN L THOGEAFICELTHENTEET, CAT I 7IE, Tk
D—HTY, TNOHDOEANGEHBICHET S Z L, iFAZEOARIT—%2H L CEHED
BHERECE LI LERLET, ZOF Ty a a4 OERICLTBNTYH, KRBT
b EHA,

[Add Identity Certificate] % 7 & 7' 7R v 7 AT, [Add Certificate] %7 U v 7 L7,
[Identity Certificates] V A MIH LW ID GEBIENR RS NE T,
[Apply] 7 U > 7 L, HILWIDFEHE = 7 4 ¥ 2 b—a VE2RFLET,

[Show Details] #7 U > 7 LT, D 3 DORREHGEHZ 735 £i1% [Certificate Details] %A 7
n Ry 7 AeFRRLET,

e [General] # 71CiE, # A7, YU TNER, ATF—% A, Hi&., AB*— %47, CRL
THARA b FEEO A, BROBEEMIT TS TR MRA > hOfERFER
RENFET, ZNHOMEIE, [Available] & [Pending] Dt 5D AT — & AZ#H I E T,

e [Issued to] # 71Zi%, 7Y =7 b DN F72FGEAEFAE O X500 7 4 —/L K& ZDff
NFERENET, ZNHDOEIL. [Available] AT — % AD BT SN £ 9,
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ATvT29

carsnERE LTo emp 2ioamt i

« [Issuedby] # 7 2i%, FEEZMGE LT T 4T 4 DX5007 4 —/V RRFRENET,
ZH S OEI, [Available] 2T — & 2 DRI S E T,

IDiFAED L 7 4 X2 b—2a U EHIBRT A2, 207 40X 2 b—3a 2% R L, [Delete]
7 Vv LET,

GE)
FEED 7 X2 b—ra VEHIRT D, HLTE R0 7, AR LR EE BE
KT DI, [Add] 227 U v 27 LT, ffAEa 7 4 X2l —a UOIFERETXTHANL
i‘g‘o

CAMBLMDERELTOH CMPV2 ZFDERIE

LTEVAY VA Xy b= TEFallT 4 F—bU=A TS 2L UTHEET D7201C,
ASA 1T Certificate Management Protocol (CMPv2) % fH L T < 2 OFE EETHEEE 2 W
A— b LET, ASA T/ AFEMHFOBERIZ CMPV2 235 Z & T, CMPv2 2¥A%h7 CA
O DERAIDOFEREL B o2 ) AEAEL FERERLZV | [ Ux— X7 2617 2 LR
TR HOFMEHELZZ LR DT OOFEHELFHERHR L) TE 7, ZE LIiEFITIER
DFRTE DINBIRAF S AL, FEBERG /2 > TV D IPsec DFRE THEH S VET,

N

GE)  ASA TIZCMPV2 DT _RTCOMRELZFIATEX 2 TlidH v A,

FIE

ATy
ATvT2

A DOFERT CA EOEHEZME L, RYIOEHEZIG L ET, CAFERAFIZXFT A FRA
Y P THANCRESNDOMER DY £, A A = AVHOGHEDOT 4 =TV > F &
DL, BANFITSNET,

[Advanced Options] 7 « > K & @ [Enrollment Mode] % 77 £ C [Request froma CA] %27 U v 7 L
721, CMPV2 B8k T= DI FOFIEZ T L ET,
188 BRI
cTAT T 4T AAEHEOBINELIZA VAR—F (14—) OFIEEZFETLET,
« CMP B Z AT 2I121F, F¥ VT T4 B AREEN TV DLILERD Y £,

CMP Z%$k~7 1 b =zL & L CGERIR L, httpy/ fEIKIC CMP URL 2 A L E9,

T XTO CMP T8/ HEPEGSAIC HEIICHT LS — X7 24T 51201, [RSA] 720X
[EDCSA] ##IR L 7,

[RSA] Z#R L7254, [Modulus] K2y 77X A=a—nbEZ®RIRL £9, [EDCSA] %
BIR L7256, FHMEHRO Fay 77X 0y A=ma—nbEEZSRLET,
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B 7577 amEoTs 3K

ATvT3

RATv74

ATy TH

ATvT6
ATFvT1

ATvT8

ATvT9

FIRr

ATy I
ATvT2

ATvT3

RTv74

ATy T5
ATvT6

(FFvay) EAEOEGH, &2 WITBEREROIMERRNCT — X7 24K T 2121%
[Regenerate the key pair] #7 U v 7 L7,

[SharedKey] %27 U v 7 L, CAIZE>TT U bA TNV N &SN EE AN LET, ZOfE
X, CABLASANRKILT 5 A v —VDOEHEM L KOS A R T 22D S E
T

[Signing Trustpoint] %27 Y 7 L, CMP BERZERIZES T DRI H SN2 RITHE AT S R
FEEEZ G N T A NARA v NOAHTIZE AT LET,

INEDOFTvaiF, FTARKA Y FREET T R /LR CMP IZERESNTND & XIZ
LA TEET, CMP F 7 & hARA » R BE Eéhfwéﬁu\Aﬁﬂaitiﬁzﬁﬁi
DOWTINERENTETETH, MHFIIRETEEEA,

CA FFHE % $8E T 5 121% [Browse Certificate] #7 V v 7 L£9,
(A7 a ) CMPV2 O HENVEEZ BT 521X, [AutoEnroll]| F= v 7 Ry 7 A% 4 iz L
£9

[Auto Enroll Lifetime] 7 « —/b RIZiX, HEVEEENLEIZ/2 5 ETO, GEAZEOHEIIH %)
WWoNR—kvr 77— AN LET,

REBAEO T HFIH L F—% 4Rk 3 5 121X, [Auto Enroll RegenerateKey] %7 U » 7 L7,

SAZED T Y RAR—
IDFEEEZ =7 2AR— 25120, ROFIEEZFEITLET,

[Export] 227 U w7 L. [Export Certificate] ¥4 7 02 VR v 7 Ak FRr LET,

FEAEa L 74 X2 —a BTV AR— T B EEIHEATHPRKCSR2IEX T 7 A VD4
BiE AN LET, F72id, [Browse] &7 U » 7 LT [Export ID Certificate File] % A 7 & 77K v
I AERFR L, HAEa L T 4 X2l — g BTV AR T AT A NEELET,

[PKCS12 Format] & 7"'Y =2 & "% £ 721Z [PEM Format] 47> a > RZ %7 U v 7 LT,

FEEO A Z BRI L £77,

PKCS12 7 7 A Ve =7 AR — MK AL T 272 DI 2 A7 L—X2 AN LET,
K BAL /N2 7 L— XA R D T8 _ﬁAﬁLiTo

[Export Certificate] #7 V v 7 LT, ifEa 7 4 Fa2l—va 2=/ AR —bMLET,

BMAA T O TRy 7 ANFRESN, GEEFEa 7 4 F 2 b—3a v 7 7 A VDBREDLITNIC
ERIC= 7 AR— SN LRI NET,

AEAEZERERDAER

Entrust |25 {5 DREH EHZF A ZREAERT 51213, ROFIRZETLET,
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FIE

ATy T

ATvT2

ATvT3

ATy T4

ATy TH
ATvT6

ATy 71

ATvT8

ATvT9

s E LT |

[Enroll ASA SSL VPN with Entrust] 22 U » 2 L C, [Generate Certificate Signing Request] # A 7

0 Ry 7 AeRRLET,

[Key Pair] fHB TR D FNEE FAT L £7,

a) Ry XU URX MG, RESNTLF— XTONTNNERRLET,

b) [Show] %7 VU v 7 LT [KeyDetails] ¥4 7B 7Ry 7 ZA%HK R LET, ZII0IE, BRS
Nl — X7 OARAR, Hik (R EZITRRLHR) | R X BLUOF—
T—H LV oI FRP R ENET,

) I LEHL, [OKlZ27 Y v 2 LET,

d) [New]#7 V> 7 LT, [AddKeyPair] ¥4 T 0 /Ry 7 A%FRLET, EfLIEF—
T % ASAZERT o0 77 ANMIRIFT D ENTEET,

[Certificate Subject DN] fEIRIZ IR DIEHAE A TSI LE T,

a) ASA ® FQDN £7/3IP 7 NL X,

b) &4,

¢) 2 FOEBE T,

[Optional Parameters] FESK CIR D FEE FEIT L £,

a) [Select] #7 U > 7 LT, [Additional DN Attributes] %1 7 2 7R v 7 A& FRLET,

b) ReyFXT X Mn6EMTSEMHAZERNL, 2 AT LET,

c) [Add] &7 U v 7 LT, &BEM% [attribute] 7 — 7 VITEBML £,

d) [Delete] %7 U 2 LC, [attribute] 7—7 V5 EMEZHIBRL £,

e) LI L7eH, [OKIZ27 Y w2 LET,

[Additional DN Attributes] 7 « —/V RIZIBII SNz BESFRREINE T,

CAMNBERINTGEIT, BREM N A A AEREZBMTATILET,
[Generate Request] 7 U v 7 LC, FEBIEZBAEREZ ALK L E T, T4 % Entrust IZHEFT D
ZEh, TrANVIIRFLTETHET LI TEET,

CSR 237 &7z [Enroll with Entrust] %2 A 7 2 7R v 7 ANFRENET,

[request a certificate from Entrust] U &7 %27 U v 7 LT, BEk7mn v AZ2%E T LET, D%,
IRENTZCSR & a2 B— L CHREY £11F. 4% Entrust Web 7 -+ — A (http://www.entrust.net/cisco/)
AL THEELET, BTBRET D561, ARSI CSRZ 7 7 A /VIZIRIEL . [Identity
Certificates] <A > C [enroll with Entrust] U > 7 %227 U v 7 LE T,

Entrust|Z & 0 . BOROBEEDHER SN, AEAERBITSNE T, ZSI3Em 021556
NV E9, WIZ, [Identity Certificate] <A o TLREFOERZZEINL | [Installl &7 U v 7 L
T, AEAEFEEZA VA =L THRERD Y £,

[Close] 7 V > 2 L. [Enroll with Entrust] # 14 7 a2 /Ry 7 A&HALFT,
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B 5 7 amzorozt—n

FIRr

ATy T
ATvT2
ATvT3
ATv74
ATvTh
ATvT6
ATy T1

ATvT8

ATvT9

ATy 710

ATy 7N

ATvT12

ATy 713
ATy 714

ATy 715

SEBAZEDA VA =L
HLWIDGEHELE A VA b—L 9 5(21F, ROFNEEZFEITLET,

[Identity Certificates] < > C[Add] Z# 7 U v 7 L. [AddIdentity Certificate] 1 7 2 7R v 7 A
BRRALET,

[Add a new identity certificate] 7'~ a > R¥ &7 Vv 7 LET,

X— XTEEET L), HL0FX— XTEERLET, F— XTIIMHETT,
RERAES 7 =7 F DN IHE#HAE AJI L, [Select] 27 U w7 LT, [Certificate Subject DN] % A
TuI Ry I AEFRRLET,

BAfR9 % CA CHE/H 7 V=7 DN EMZTXTHEL, [OK] %2 U v 7 LT [Certificate
Subject DN] ¥ A 7 r 7Ry 7 AL ET,

[Add Identity Certificate] % 7 & 277K v 7 AT, [Advanced] %72 U > 2 L T [Advanced Options]
AT Ry 7 AR RLET,

PBEOFNIZSOWTIE, TA T T 47 4 EAEOBIMNEZIZA VR—F (14=—=2) OF
E17 ~23 ZZ LT IZE0,

[Add Identity Certificate] 4 4 7 &2 7 7R v 7 AT, [Add Certificate] 7 U v 27 LET,
[Identity Certificate Request] ¥ A 7 1 7' 7R v 7 ANFRENET,

TXANHXATDCSR 77 ANE (c\verisign-csritxt 72 E) ZAJIL, [OK] 27 Vw7 LE
j—o

CSRTHFA DL 774 NVEZCAICIKELET, EETLHRDVIZT, CAD Web ¥ 1 MIZd D CSR
BEN—VIZT XA N 77 ANVEROITHZ ELTEET,

CA 5 IDFEBEAGR S 7= 6, [Identity Certificates] 1 I8 L, (REFHOFEHAET VK
VAEIRLT, [Install] 27 U v 7 LET,

[Install Identity Certificate] %4 7 1 778 v 7 ANREFRSIET,
AT OATvar KA E7 Y 7 LT, ROWTNDOET > a v 2 BRLET,
* Install from a file
F70L, Browse] #7 Vv 7 L, 77 A NVERBLET,
* Paste the certificate data in base-64 format

A — LREHET — 7 28008 SV RE 0 A1 £

[Install Certificate] %7 U v 27 LET,

[Applyl 27 VU w7 L, LAV A=V LIFEHELZDASA L 7 4 Fal—a Uk
RELET,

HER U 7= 1D GERA B3 2 3G 2 2”9 5 121, [Show Details] 22 U » 27 LT, RD 3
DODOFRE X 7 E £ D [Certificate Details] #4710 /Ry 7 AaF R LET,
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ATv 716

CA Z:"ET

CA EEBAE DX TE

cazzEss

[General] # 7 Ci%., A 7. Y UTINEES, AT—F A, &k, AB*¥— ZA 7. CRL 4%
A v b, FEAEOCHDHIM., BIUOBEEMTHNTHD R TR I\‘J‘/]’ v NOERFRENE
9, 2 S OMEIL, [Available] & [Pending] Dl F D AT — X A @A S E T,

[Ussued to] # 7Zix, 7Y =2 ks DN E7ITREAEFTAHE O X500 7 4 —/L K& ZOfENER
RENFET, ZNHOMEIL, [Available] AT — X AORIZHEA SN ET,

[Issued by] # 71Ci%, GEAFEZ G LT 47 4 D X500 74—/ RRFRRESNET, =
S OfEIE, [Available] A7 — % ADOHIZHH S vE T,

a— REBAEHHES L 7 X2 b—va VEHIBRT AT, 274X a2 b—va U EER
L. [Delete] 7 Vv 27 LET,

GE)

FEED 7 X2 b—Ta VEHIBRT D, HTE R0 9, AR LR EE EE
BT A2, [Import] 227 U v 7 LT, fElEa L 7 4 X2 b — 3 VOERETXTHAT
LET,

TON—IT, CAHFAERZEH LET, RO My 7 T, EITTELZ IOV THBAL

CASIBRZEMEMEIFA VX F—IL

FIE

ATy T

ATvT2

ATvT3

ATvT4

CAGEAEZBMETITA A P =T 5120d, ROFIEZETLET,

[Configuration] > [Remote Access VPN] > [Certificate Management] > [CA Certificates] DJIHIZ
HEIRL £,

[Add] 7 U v 7 LET,
[Install Certificate] A4 7 2 7R v 7 ANEREINET,

[Install fromafile] 7> a v ARZ %27 U7 LT, BHFO T 7 A A HREEREZEMN L
T (ZOBT 74NV FRETT) o

NRABIOT7 7 AN EANTT DD, £k [Browse] 7 U v 7 LTI 7 A NVERFELET,
RIZ, [Install Certificate] 2 V v 7 L £,
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ATvTh

ATvT6

ATy 1

ATvT8

ATvT9

ATy 710

ATvINn

AT T12

ATy 713

[Certificate Installation] % A 7 7 7R v 7 ANFRZ L, iEBIENEFIZA VA b—L &l
EETRTHERA v E—UNRENET, [OK|Z27 Vv 7 LT, ZOXATalRy 7 A%
U= e

[Paste certificate in PEM format] ="'~ a > R¥ &7 U w7 LT, FEITHEELET,

PEM JEZ (base64 F 7213 16 #4%) OREEL 2 — LT, HEOMHEMIZAL Y 117, [Install

Certificate] # 7 V v 7 LE7,

[Certificate Installation] % A 7 & 77K v 7 ANEKRZ L, GEHENEFIZA VA h—L &2
EERTHERA v —U 0 RENET, [OK] 227V w7 LT, ZOXAT el Ry 7 Z%H
CET,

[UseSCEP| A 7Y a v REZ %27V v LT, HENTRELET, ASAN, SCEPZfiH L T
CAZHHE L, ffEZTF L T, EEEZT A AL VA h—/L LE7, SCEP /M7
LIl A v F—F > h&NM LT, SCEPZHAKR— b2 CAICERET HLENH Y £9, SCEP
R LI BEBECIE, 22— —3RkOEREANTHLERH D 7,

cHENA VA M=V T DEEHEO R LT 7 A V4,

FERED A VA b=V ORKFRITOER, T 74V MI 15T,

SERHED A A b= L OFRITEIE, T 7 4/ M0 TY, ZoEAIE. BTN T
bruMEch T TE £,

B L OMAEORAEDFDMO a7 Fab— g A7 g v 2FrT 5121, [More
Options] 7 U v 27 LET,

[Configuration Options for CA Certificates] <A > NF/R I E T,

BEFO CAGEEZ L 7 4 Fab—2a VEEETDHITIE, 207 4 Fab—Ta UEER
L., [Edit) 27V >y LET,

CAFFHEZ 7 4 X2 b —Ya VEHIBRT DI, 207 42— 3 U &ER L, [Delete]
7 Vv LET,

GE)
FEAEa 7 4 X2 b—a VEHIBRT A L, HrTE R £, HIRLZFERELBE
T A2, [Add] 227 VU w27 LT, GEAEa L 74 X2 b—2a U OFRETXTHANL
9,

[Show Details] #7 U > 7 LT, D 3 DORREFHZ 735 £i1% [Certificate Details] %A 7
Bl Ry 7 AeFRLET,
s [General] # 7\Zi%, # A7, YU TNE S, AT —F A, Hik, /% — %147, CRL
SEBARA b GEAEORDEE, BLOBEEMT O TND N TR MRA » FOERE
RENFET, B OfEIL, [Available] & [Pending] Di 7D AT — % ZZEH S E 7,

e [Issued to] # 71Zi&, 7 =2 b DN £/ IFGEAEFAE O X500 7 4 —/L K& ZOfE
NFERENET, ZNHOMEIX, [Available] AT —% ADIITHEH SN E T,
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« [Issuedby] # 7 2i%, FEEZMGE LT T 4T 4 DX5007 4 —/V RRFRENET,
TS OEIE, [Available] 2T — & 2D BT S E T,

K$IZET % CASEAZS DERE
KM L T CAREMEZRIET 21213, ROFIEZETLET,

FIE

A7 w71 [Configuration] > [Site-to-Site VPN] > [Certificate Management] > [CA Certificates] > [Add] DJIE
W2 LT, [Install Certificates] # A 7 12 7R v 7 A& KR~ LE T, RIZ, [More Options] & 7
Uy LET,

AT w72 [Revocation Check] ¥ 7% 27 U v 7 LET,

RT9 T3 GEHEOR T = v 7 &T 4 E—T7 MIZT HIZIE, [Do not check certificates for revocation] 4~
VarRhgruEI Yy LET,

AT9 T4 1 O EORT =~ 7 A (CRL £721F OCSP) #3417 521X, [Check certificates for
revocation]| &7V a v RE U E VY v LET,

ATwT5 [Add] #2 V v 7 LCRGRELMNBE T 5 L, 2OHXPEAARRICARY £7°, [Move
Up] £721% [Move Down] #27 V v 27 LT, HFRADIEFEZZEHE L E7,

R L2 AT, BN LERFTHREShET, T o T —=BRENTERIE. TORD
K F =7 FRIRT 77 4 71270 9,

ATY 76 EHAEOKIEFICKT = v 7 DT —%MAET 5121F, [Consider certificatevalid if revocation
checkingreturnserrors | 7= v 7 Ry 7 A% A LET,
AT 771 [OK] %27 U7 LT, [Revocation Check] ¥ 7 ZFA U £,

CRLEXIGRY > —D/RE
CRL BfFR Y > —ZRET 2120E, ROFNEEZFEITLET,

1R BHHIIZ
« AT 47 URL ZE[Y B THITIL, ROFIEZFEITLET,

FIE

AT w71 [Configuration] > [Site-to-Site VPN] > [Certificate M anagement] > [CA Certificates] > [Add] DJIE
IZEIR LT, [Install Certificates] A 7 12 7R v 7 A% KR LET, KRIZ, [More Options] % 7
Vw7 LET,
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ATy T2

ATvT3

RTvT4

ATy TH

ATvT6

CRLEX 13 7 X DEXTE

FIE

ATy

ATy T2

ATvT3

FoaLiEng |

[Use CRL Distribution Point from the certificate] &= v 7 7R v 7 A% A4 NI LT, Fx= v 7 5D
REBEDN D CRL 3R A MR TF = v 7 2§55 L E T,

[Use Static URLs configured below] &= v 7 AR v 7 A% A 12 L C, CRL OB AT 5 557E
® URL Z —FE#R LE$, R L7 URL (&, B LEF THRES N ET, f8E L7 URL
T I —RELTEAIE. ZOWD URL BMEH S ET,

[##HIEXE  (Static Configuration) ] fHIE® [EAN (Add) 1%272 U > 27 LET,
[Add Static URL] A 7 a2 7R v 7 ANRERINET,

CRL O EICHERT 5 A4%5 427 URLZAA LT, [OK] 227 Y v 7 LET,
AJJ L 72 URL 78 [Static URLs] Y A MZFRrENE T,

[OK]Z7 Vw7 LT, ZOXATaTRy 7 A% LET,

CRL UGN EHRET AL, ROFIEEZFETLET,

[Configuration] > [Site-to-Site VPN] > [Certificate Management] > [CA Certificates] > [Add] DJIA
(2B LT, [Install Certificates] # A 7 12 7R v 7 A& K< LE T, RIZ, [More Options] & 7
Vw27 LET,

[Configuration Options for CA Certificates] ~<- > C [CRL Retrieval Methods] ¥ 7% 7 U v 7 L%
—§—O

WD 3 OOREFXONTNEEIR L £,

« CRL ®Htf5 CLDAP % A 1 —7 /)LiZF 5HIZI1L, [Enable Lightweight Directory Access Protocol
(LDAP)] T = v 7Ry 7 A4 LET, LDAP ZfiH L CCRL ZBfS 3 254 1%. 5
TE LTZ LDAP H— N— 22T — R&fEH LT 75 2 & T, LDAP & v v a U 3Bk
SNET, T 74N MOBE, TOHRICIE TCP R— |k 389 SN ET, ROMHA
INT A= E AN LET,

* Name

* Password

+ Confirm Password

cTIHI b F—=nR— (F—3—4)
T4k R—F (389)

« CRL OEUSTHTTP 24 *— 7 /VIZF HIZ1L, [Enable HTTP] F = v 7 R v 7 A% A |Z
Li—g—o
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ATvT4

OCSP L—ILDERTE

FIE

ATy T

ATy T2
ATvT3

ATv74

ATy 75
ATvT6
ATvT1
ATvT8
ATvT9

ATy 710

ocsp L—noxz [

[OK]Z27 Vw27 LT, ZOX7TEMHLET,

X509 7 X NGEHEDRKMA T — X A2 TG T 572D OCSP V—/VERET HITIE, KD
FlEEZFITLET,

1R BHHIIZ

O%Pw—W%LMTéﬁm\%Tﬁﬁiv/7% REL TRBWNTLZEW, FEAE v 7N
REINTWRWEGEESE, =7 — A vbt—UREREINET,

[Configuration] > [Site-to-Site VPN] > [Certificate M anagement] > [CA Certificates] > [Add] DI
W2 LT, [Install Certificates] & A 7 12 7R v 7 A& KR LE T, RIZ, [More Options] & 7
Uy 7 LET,

[Configuration Options for CA Certificates] X4 > C [OCSP Rules] ¥ 7% 7 U v 7 LE7,
ZDOCSP—N b —HT HFEE~ vy T2 BIR L E7, fEHE~ Yy 7Tk 22— —HR
L. AEAEORED 7 4 —L FEORAER T ET, [Certificate] 7 ¢ —/L FIZ, ASA IZH
WCSEMIOFEAEORKIEICHEH S5 CA DABINFRENE T, [Index] 7 4 —/L RiZ,
N—NDTFZAF VT 4 FENERINET, [URL] 7 4 —/L RiZ, ZDOFEHED OCSP H—
N—@® URL BERRSNET,

[Add] %27V v 7 LET,

[Add OCSPRule] #A4 7 7R v 7 ANFRENET,
EATAHEYy 72 Fay X0 VXA NN LEINLET,

AT HEAEL Fay 720 JRA MPLEIRL £,
N—=NDTITAF )T 4 F5E AN LET,

Z DFEHAED OCSP #—/3—D URL # A ) LE T,
SETLEG[OK]Z 27 Yy 27 LT, ZOXA TRy 7 A UET,
HLBIMENT OCSP L—ANY X MIERINET,

[OK] %27 Vv 27 LT, ZOX7x#HALCET,

SE7 CRL 5 L U OCSP DERTE

CRL B X T'OCSP DBMEREZEIT O IZiE. WROFNEEFEITLET,
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B ==5crssvocse omE

FIE

ATy T

ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

ATy T17

ATvT8

[Configuration] > [Site-to-Site VPN] > [Certificate M anagement] > [CA Certificates] > [Add] DJIA
[ZEI LT, [Install Certificates] A 7 12 7R v 7 A& KR LET, KIZ, [More Options] % 7
Uy Z7 LET,

[Configuration Options for CA Certificates] ~< > C [Advanced] # 7% 7 U » 7 L £,

[CRL Options] fEI(ZF ¥ » & = ORHHEEZ 3ETAN LES, 774/ ML 6053 TY, #i
PHIZ 1~ 1440 73 T3, CAZBLIA U CRL 2 b ITH D BEDRNE 512, ASA Tid, B
FLIECRLZR—ANTHRFTEET, ZNZ CRLF ¥ v 7 LIFOVET, CRL F v v
VaDRRITT Ty P T A= Lo TRRY, TRTOIALTHFAMIOWTRBEENE
T BTG L7 CRLZF ¥ v v a3 52 & T, RAFHIRZE 2 2 FTREMED & 25513,
ASA T X AL D e HAKV CRL 2SHIBR S 4L, EH FIRE e 22 S R ED IR S ILE TS
[Enforce next CRL update] = v 7 7R v 7 A% 4 /12 L C, Next Update fl D AR 3G)40C
W2 CRLIZFREY . A%h72 CRL & LTEHATEZ 5 X 912 LEF, [Enforce next CRL update]
F v IRy 7 A&A 7295 & Next Update 2372 5452, Next Update fiL D A IR 2
TN TWDEATHAERR CRL & LTHEHTEET,

[OCSP Options] ffzkiZ OCSP ¥—/3—=®DURL Z# A L £9°, ASA TRl &7 5 OCSP #—/3—
I, ROIETEIRSNET,

a) —EGERE EEEL—/LD OCSP URL (25T 5 P—r3—

b) HEIR S 4172 [OCSP Options] JBMIZFE L 72 OCSP URL IZxfh 9 5 Hh—s3—

c) —W—FEED AIA 7 4 —/L R

7 7 4/ k Tld, [Disable nonce extension] &= v 7 1R v 7 ANRA NIl TWVET, ZORE
TliE, BE LT Ko TERZINEIINNA U RL, VLA T2y 7 xEELES, 207 etk
AT, BREINE L ORI TENETNO T U ALRERE L, WEDNE—THDH I & ZERT
HZ2ET, VAT Ey I EBESZENTEET, 2L, FRNTAER LIZINEICIE, &2
RE—EFT LT APREIZENTOEEA, TOH, LTS OCSPH—/3= b,
FHNITAER LTIGE 22153 561X, [Disable nonce extension] = v 7 R v 7 A& 4712 L
TLIEE,

[Other Options] 8 T, ROWTNNDA T 3 U ZBIRL 7,

« JEE L72 CA OFEMEZE ASA TZIFAND L H12F 5IZ1E,. [Accept certificates issued by
thisCA] F = v/ Ry 7 A%EA N LET,

« T CA DFEHIFEEZ ASA TR AND L HI12F DITIE. [Accept certificates issued by the
subordinate CAs of this CA] F = v 7 R 7 A& A2 LET,

[OK] 227 Vw27 LTZDX 7%, [Applyl &7 Vw7 L Car7 4 Xal—a  OEH
ERAELET,

B 7osLianz
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A—Hy—AEDER
SFRHEDO AT — X Z 2 BT 5121, ROFINEEZFEITLET,

FIRr

AT 71 [Manage User Certificates] 1 > C, Z—H —4 7 ITGEHED Y 7 AE S TRIE D E %
BIRLE7,
ATV T2 WOWTNIOAFT v a BRI LET,

o 22—V —FFREDT A4 7 XA DYIRINKET L2E . [Revoke] 227 Y v 7 L Ca—H—7T
Iv ZEEIELEST. £ u—H L CAICL Y . ZERES — 2 N— 2N b B F DIEH
BRI O~— 7 BT B, BWAHBHICEREIN T, CRL AERITENET,

o RN UT-FERAE 2RI L C [Unrevokel 27 U v 735 &, ZOEHAEICHERT 7 BATE
DX ET, Fo, =B CAILLY, FEAET —FX—ANIIH D Z O E
\ZRERIR O~ — 27 MHT B, FEEOE R BERIICE S -th, B S 472 CRL
DEFBITINET,

AT9 T3 BT LEL[Applyl 227V w7 LT, BEAERFLET,

o
5
o

&
ASAMNTLS 7 747 v b & LTEMET 2846, ASAIZRFC6125S TEFXSINTNWDHT 7Y »r—
vay —_—DID OfFEL—/LZ Y R—bF LET, ZORFC TiE, 2R ID ##£H (ASA
ETEE L. (TFVr—var —"—n5Li%E) #BrEINZID I L TERRID 2/
ATHFEEZRLTOVET, RSN IDAHREFHLOSIRID &~ LT ud, itk
NENT, =T —Nu IS E T,

B OMSIH, P —"—XBH D ID Z4&RT 572012, 1 DL L0 7% & iz — N —
AEFEE ASA IZHE/R LET, ASA TRESNDS S ID 1T, B O I — N—FElE
TSNS ID LS ET, ZAHDIDIE, RFC6125 TEHEINTWDH4ODID XA
TORBEDA LV AZ L ATT, 4O5DID XA FITRDEBY T,

«CN_ID : GEHEDOY 7V =7 b 74—V RIZRESN D, l4 (CN) #A47D 150
BHES A T EEOT TR E EN D54 (RDN) . ZOfEIX, ERREO KA A
vHE—HLET, CONMEIZHEBEEROTF A MITHZ L1ETEEHA, CN-IDERID
T, 77UV r—Yary =R IHESNEE A,

* DNS-ID : dNSName # - 7°® subjectAltName => ~ U, ZHIZXDNS KA A 4TI,
DNS-IDZMRID TliE, 77UV 4 — g v —ER I ESNET A,

+ SRV-ID : RFC 4985 |Z/E 7% S 41 CV 5 SRVName XX D4 fii% £ D, otherName % 1 7 D
subjectAltName = > |~ U, SRV-ID #5712, }‘)‘/1’/%&77)/7**“/3/‘&**[:2
A TOWSGTEEDH I ENTEET, /=& 21X, T imaps.example.net] @ SRV-ID (%,
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DNS R A A > £E45 D lexamplenet] &, 77V —3 3 v h—E R XA TS
limaps| (20T HAIVET,

 URI-ID : uniformResourceldentifier & - °® subjectAltName = ~ U, Z OfHl
lscheme| =t 7AR—F> k&, RFC3986(ZEF SN TS [reg-name] /1/**/1/ *ﬁ(‘@‘é
Thost] = AR—F b (FLF YT L3 B—F ) OmMGREERLET,
URL-ID #&BF121E, IP 7 RUATIERLS, BEOEARAR MEZT TR <, DNS FAA >~
LEEOHMENRSY 9, 7L 21X, Tsipvoice.example.edu] &9 URI-ID (%, DNS
RAA 20 Tvoice.example.edu] &7 U r— g —E R XA 7D [sip] ([ZHEIT
TET,

S ID 1L, REHOARIZRET D EERSINLET, 2R ID BMERINLD E, 45D ID ¥
A 7 EREAMIT BRI EESBIDISEN, £IIBRIDLHEBRT I ZENnTEET, 2R
DIZIX, DNS RAA VA ERETDHERPEEN TV DILERH Y 5, o, 77U r—
var h—ERERETLHHERLEDDLIENTEET,

1R BHEIIZ

« ZIRID IX, syslog F—_"—BLORAw—F T4 BV RX b= —~DFRHRHIDHME ] S
NET, ZOMod ASASSL 7 T4 7> k F— RO I, BETIZ, 2R ID O
ERLHIIY R —FENTWER A,

$tEER s 4 7 v FOREEIFHERB IO T +— 8y 7 BFRE . ASA IZ RFC 6125 Tl
ENTWVWAID & —HESHALT-HDTRTONL— LA FEEL F4,

SEAEAZEET AT EEI N EYA, L7228 -> T, [No Match Found, Pinned
Certificate] AvE—UNRRETHI LTV FHA, /o, VA THETHZ T
AT Y MIXFERT T4 T2 b TIERWEZD, —HER RO G WA — —23FEH
ELEETHI LB TEEEA,

FIE

AT 71 [Configuration] > [Remote Access VPN] > [Advanced] > [Reference Identity] {ZFE®E) L £,

A==

REFHDOSBID NY A FENET, HrFLOWSRID 2 BN+ 512X [Add] 227V v 7 LE
T, BEFOSIID 2L T 212X, GO ID ZiER L T 6 [Edit) 227 Y v 7 LET,
BEFOZIRID ZHIBRT 5121%, AROBID 23R L THh 5 [Delete] 227 U v 7 LEd, #
HHADOSHID ZHIRT 2 Z LIXTEEHA,

ATw T2 BRID ZERELIFET T 521X, TREN[Add]. [Edit) 227V v 7 LET,

[Add Reference Identity] & 7= 1% [Edit Reference Identity] % A 7 1 77K v 7 A& LT, &M ID
PERBIOEELET,

« BB ID 121X, EEDOXA TOBEHOSRID #BINTX£9,

B 7osLianz
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c ZMRID ZRE LIZRRIZ, TOLAFIEERTHI LIZTEEHA, LRTEEET DHITIL.
ZIID ZHIBR L T OIERR LIETHERH D £,

RDEARY
BE L= ID 1L, syslog 35 & U Smart Call Home H—/N—85 2 5% € DB H L £,

O— FERZEIIHAE

O— FERFAAZED A 2R—h
a— REAFITEE A~ F— h T 510, ROFIEEEATLET,

FIE

AT 71 [Code Signer] XA > C, [Import] #7 U v L. [Import Certificate] A 7 1 7' 7R v 7 A% KR
LET,

AT9 T2 PKCSI2 X7 7 A VOESACICHE AT H A7 L—X% AN LET,

ATV T3 AR — b TD57 7 A NDL4RHTE AT 50>, [Browse] 2 Y w2 LC [Import ID Certificate
File] ¥ A 70 Ry 7 AR L, 77 A NVERBLET,

ATV T8 AR —=FTD7 7 ANVEERL, [Import ID Certificate File] 27 U v 7 L %7,
[Import Certificate] % 1 7 17 7R v 7 A2, BRLIZFEHE T 7 A VR FRRSNET,
AT w75 [Import Certificate] %7 UV v 7 LET,
[Code Signer] XA NZA VAR — N SNTZFEAENREREINET,

ATYT6 [Applyl 227 U w7 L, LA VvKR—FLIma— R NELAFIFHE L 7 X2l —va ik
RIELET,

O— FEZKEIIHAZEDIT Y AKR—+
a— REAETHEL T AHK— F T BICE. KOFIES ETLET,

FIE

AT 71 [Code Signer] ~*A > C, [Export] %7 U v L. [Export Certificate] A 7 1 7' 7R v 7 A% KR
L\‘i‘g—(}
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AT T2 fAEa 7 4 Xal—v a2 AR— 5L EIMEHTHPKCSIZIER T 7 A4 VD4
Az A LET,

ATY T3 ARF—HAENRE (base64 T 2 — REIT 16 EREX2FEHA T ET) 2FHT 51203,
[Certificate Format] fE#% C [PKCS12 format] 7> a > RH %227V v 7 L4, HH LAV
A%, [PEM format) &7 a v RE &7 ) v 7 LET,

AT v T4 [Browse] %7 U v 2 LT [Export ID Certificate File] # A 7 0 /7R v 7 A% FKx L, iEHE=D
T4 X2l —va BT AR— TE77ANVERELET,

ATY TS 77 ALE®ER L, [ExportID Certificate File] 227 U v 7 L ¥,
[Export Certificate] & A 7 7 7R v 7 A2, SR LIZGEAET 7 A A RERREINET,

AT9T6 =7 AKR—FHDPKCSI2 X7 7 A VOESAGIZHER T 2327 L—X% AN LET,
AT TT1 HEALRAT L — A5 MEBOT-DICHEATILET,
AT 78 [Export Certificate] %7 V v 7 LT, itEa L 7 4 Fal—va &/ AR—hLET,

AEBAZEDEHART 5— FDERE (ID GEEAZ F7-IL CA
sEBAE F)

ASA T, FT A BRKRA L PO CAFFHER L OVID GFHEIC DWW TCAHSIHIBR 224K 2 & 12 1
BF =7 LET, GEHEOAIPARNE L RKTT58HE, syslogBNT 77— b & LTHRAT
SNFET,

FHU AL XITNEZ, 227 4 X a b—3a PCHIBRAEIN - ER RO TI8E . £
DOFEAEEZ T T H0, FREFHIRTAZILET, a7 4Xa21—va VEELETAHEDIC
syslog 23 H 1 BIAERK S VE T,

&z, ARHRT 7 — 2360 BIZBHAASIL, TDKk 6 H Z LI KT L O ITHREIN
TWbHELET, ASAN 40 HIZHEEI NS L, 77— MIFOBRIZERE SN, ROT T7—
MMX36 HEIZEESINET,

)

GE)  ARWIBRF =y Zid, FTA N F—LOIFERETCIIFITENEYA, 2—H/ILCA T A MR
LY ME, BOHIEF = 7 OBEDO NT A RRA v M LTHEHbhET,

FI&

AT w71 [Configuration] > [Device Management] > [Certificate M anagement] > [l dentity Certificate/CA
Certificate] #Z M L £9°,

AT w 72 [Enable Certificate Expiration Alert] = v 7 R v 7 A% 4 N2 LE T,
ATy 73 BHHOREEALET,
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* [Repeat the alert for] : ] T 7 — FDFIT SN D AR ETORE (1 ~90) %&E
]\/\iﬁ—o

* [Repeat the alert for] : FEHENEH SN R2WGEEDOT 7 — MAKE (1~14H) Z&ELE
To T7 ANV NTIE, BHIOT T — MIADHIRD 60 HATNTIEE S 4L, £ ORITFENE
DEFHEITHIRESN D ETHBEIBRAMESNET, £, 77— MIADWIR A IZEG
S, ZTOBIFEEH1IEREE S, 77— bOREICEBRRL . AR OERTOEIZT
T— MR EEINET,

TURIGEREDE=2) VYT
TOUXNGAERAT —HADFE=H ) U TIZONTIE, ROa~vr REZBLTIEEN,
* [Monitoring] > [Properties] > [CRL]
ZDORA X, CRL OFFEMIN R R INET,
* [Tools] > [Command Line Interface]

ZORL T, SFESERIEAE T I T 4T a<wr FEBITL, REERTEHZL
NTEET,
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HaE

iy

F3v b
T+—LY
I)—2X

Bl

AEREAE B

7.0(1)

T VX IVIEE (CAGEZE, IDFEVE, B ta—Fk
BLEEAER ) X, BEEHOT U ZvID ik L
FT, TUXNGEREICIE, 4Rl YU TAES, &
fho BBFH. FEIPT RLAZRE, a—W—F 737N
A AT BT DIERNE ENET, CAX, iEHEIC E
£ LCEORLZMRTHIET, T34 A
2—=YDTATUT 4T 4 BT D, (B TE D%
T, CAIE. AR —F 7213 X — D 21k &l 1]
LCExa VT 4 2RiETHPKIA L THFARNT, TV
HOVEEEERIT L ET,

WOBEINEANSNE LT,

[Configuration] > [Remote Access VPN] > [Certificate
Management Configuration] > [Site-to-Site VPN] > [Certificate

Management],
WOBMAmMAZEAEIITERESNE L,

[Configuration] > [Firewall] > [Advanced] > [Certificate
Management] > [CA Certificates Configuration] > [Device

Management] > [Certificate Management] > [CA Certificates],

AIE R B

7.2(1)

AEF]EAE B

8.02)

SCEP 7'm % &

8.4(1)

= R—=F 4 CAND DT A AGEE & 22 HERR
TXOBREZEALE LT,

£ 1D

9.6(2)

TLS 7 74 7 > FLEIX, RFC6125 D7 v 3 61C
EEINDY——ID ORIV — NV EZYR— 5 K
T2 £ L7z, ID fERIL syslog h—/3— & A< — |
T A A P—s—~D TLS ke D PKI HEZRTIATH
NET, RSN IDBFREINTZY 77 L AID &
—HLRWEG, AL TEEE A,

WOMH %25 LE L7, [Configuration]>[Remote Access
VPN] > [Advanced Configuration] > [Device Management] >
[Logging] > [Syslog Servers] > [Add/Edit Configuration] >

[Device Management] > [Smart Call Home],
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Bl

o —% /)L CA P—/3—

9.12(1)

ASA DR 7 FQDN Z 3 2 o 0 IZERE "R R
B#kH URL @ FQDN ZAER T 5728, Hr L CLI A~
VarmEAINE L, ZOHLWAT T a L,
crypto ca server @ smpt T— RIZBMS N E T,

We deprecated Local CA Server and will be removing in a later
release—When ASA is configured as local CA server, it is
enabled to issue digital certificates, publish Certificate
Revocation Lists (CRLs), and securely revoke issued
certificates. = DFEREITH < 72 572728, crypto ca server
a<y RIFBEEINTHET,

o —% /)L CA P—/3—

9.13(1)

2 —7)V CAH—_"—OHFR— FRHIBRESEL, L
72285 7C, cryptocaserver 2~ R FDH7a<w R
ITHIBR S LTV ET,

cryptocaserver A~y REZDOTRTOY 7T a~<wr KR
HIPR S 4vE LTz,

CRL AR A v s a~<r ROLEHE

9.13(1)

AHT 427 CDPURLaZ 74X alb—vgy avwy
R23HIBR X 41, match certificate 2~ > NIZBITLE L
7=

P/ S 7= : [Configuration] > [Device
Management] > [Certificate Management] > [CA
Certificates]

CRL & v v ¥ =¥ A XOJLIR

9.13(1)

KB/ CRL #v vm— RORKELS T2, Fv v
Vath A XEPEL, £72. @B CRLNO= > R
HOHIBEZE Y BrE £ Lz,

cINF ALTFHARNET—RNOYAE, AT F AR
S L DOAFCRL * % v ¥ 2 R4 16 MBS HN
LE L%,

sVYIN AT ERAL B RFORA, GF CRL
¥y v rath A XN 128 MBIZHM L E LT,
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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