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CDOETIE, ASAD T TN a—T 4 T HiELEEREROT A2 N IFEICOWTHA L E
R
e A F—T ) NAT— K& Telnet X2 T — ROE[E (1 ~<—3)
» Packet Capture Wizard Z i L 725 ¥ 7' F ¥ O E & F(T (7 X—)
«CPUEHHRL LAR—F (152—2)
BREDT AR (20 X—Y)
e NTF—RUAEVAT AV —=ADFT=HY T (29 —)
B DE=H Y T (32%—)
T ANBIONN T TNV a—T 4 T ORERE (32 3—)

A 2—TILINRART— K & Telnet /S X J— KD [E]E

ASAV B L OVISA 3000 ET /L ClE, £ X — 7 NWRRA T — RE 71X Telnet XA U — REENT-5
AlEETEET, FET, TARA LA TITE-oTEZYVET, CLIZEALTHE AV %
FITTHDMENDY £9°,

N

GE) Z2otho77 v v 74 —LTIE, "ATV— REENELAICRETS 2 EETEEdA, T8
HEREDT 7 4V REREIZRET Z LILAIRE T, NATV—RET 74V MYty FTEET,
Firepower 4100/9300 D354 1%, [FXOS configuration guidel] # & L T 72 &\, flioET v
IZOWTIE, [FXOS b T 7Ny a—T 407 A R] 22B LTSN,

ASA 5500-X TO/NAJ— FDE1E

ZDOFNEIT., ASA 5525-X. 5545-X. 5555-X TEITTEET,
ASA D/RAY— R&EET HI121E, ROFIEEZEITLET,
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https://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configuration-guides-list.html
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B ssassoxcoizo—romsE

FIE

ATy T
ATv T2
ATvT3

ATvT4

ATy Th

ATvT6
ATy T17

ATvT8

ATFvT9
ATy 710

ATvIN

ASA DY —)L R— MTEHE L £9,

ASA DERZE > Thb, BOEREZA IZLET,

AL — KT v 7%, ROMMONE— RIZADL X )27 v 7 "R RINTCH, Escapex—%
fLET,

AT 4 X2 —ay VURAEET v 7T — 8T 5%, Roavw L REANLET,

rommon #1> confreg O0x41
Update Config Register (0x41) in NVRAM...

AB—KT T ar7 s XFalb—rary2EUET5HLIICASA ZHRETHITIE, ROav
KEZATTLET,

rommon #1> confreg

ASAIZ L S CTHED LY 7 4 X2l —2a DL PRAXEANFRIN, FNELEFTLHINE D
MR HIVET,

Current Configuration Register: 0x00000041
Configuration Summary:

boot default image from Flash

ignore system configuration

Do you wish to change this configuration? y/n [n]l: y

HBCEETELLIIC, BfEDa Ly 7 4 X2l —a DL A EETSELET,
BEEEFETARSIT. o7 Mot LTY 2AHLET,

ASAIZE > T, HILWVMED AN 2RO DT a7 vRFERENET,

[disable system configuration?|] DfEZFRE, T XTOHREIIDOWTT 7 4/ MEZEZIT AN E
ﬁ‘o

a7 MR LT, Y ZALET,
WDa~wr REAHLT, ASAZVa—RLET,
rommon #2> boot

Launching BootLoader...
Boot configuration file contains 1 entry.

Loading disk0:/asa800-226-k8.bin... Booting...Loading...

ASAlX, A =T v a7 4FXal—arofbicTF 73/ hary7 X2l — g
vERr—RLET,

WDa<r RuE AN LT, ¥l EXECE— RICT7T 7B AL ET,
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| FRFERSTLVaA—Fay

AT T12

ATy 713

ATv 714

ATy T 15

ATy 716

ATV T

ASA5506-X, ASA5508-X. ASA5516-X. 35 UFISA3000 TM/YRXT— FDEE .

ciscoasa# enable
NRAT—=ROANZRO L=, Enter F—%2 L £,
INAT— RIZZEATY,

WDa<w FEANLT, AA— Ty Far7 s Fal—arczue—RFLET,

ciscoasa# copy startup-config running-config

WKDOa<w  REANLT, Fa—)L a7 4Xal— gy B—RNIT77E8ALET,

ciscoasa# configure terminal

WKDa<wy REAALT, 74NV a7 4FXFal—3 g r TREIIEUTRAT — RE2E
HLET,

ciscoasa (config) # password password
ciscoasa (config) # enable password password
ciscoasa(config) # username name password password

WKoa<wy REANLT, 740k ar74F¥al—var%un—RFLET,

ciscoasa(config) # no config-register

FTI7FN N AT 4 X2l =g DLV RAAEITOxI T, 2T 4 Fal—ar LY
ZHDEHMZONTIE, a2 RV 77 L Z2E2BRLTLIEEN,

WDa< FEASILT, HTLWRRAY—REAZ— T v 7 ary74Xalb—a URF
L/i‘g—o

ciscoasa(config) # copy running-config startup-config

ASA 5506-X. ASA5508-X. ASA5516-X. £ KU ISA3000 TOH/ART—

D [El1E

ASA 5506-X, ASA 5508-X, ASA 5516-X, 35X TFISA 3000 D/82 T — ROEIEICIE, ROF
N2 AT L £,

FRARERS TNV a—F Y .-


http://www.cisco.com/en/US/products/ps6120/prod_command_reference_list.html
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. ASA 5506-X. ASA5508-X. ASA5516-X. 35 & UFISA3000 TM/IRT— FDEIE

FIE

ATy T
ATv T2
ATvT3

ATvT4

ATvTh

ATvT6

ATy T17

ATvT8

ASA DY —)L R— MTEHE L £9,

ASA DERZY)-> Trb, BOEREZA IZLET,

AL — KT v 7%, ROMMONE— RIZADL X )27 v 7 "R RINTCH, Escapex—%
fLET,

AT 4 X2l —vay VURREET v T T — N T AHIE, kOa~v s REASILET,

rommon #1> confreg O0x41

You must reset or power cycle for new config to take effect

ASATCTHED Y 7 4 X2l —ay LURKEEERA T Va0 XA SNBERINET,
BTOEETXALEIC, BIEDa L 7 4 X2l —2a DL AR ELZTELET,

Configuration Register: 0x00000041

Configuration Summary

] password recovery

display break prompt

ignore system configuration

auto-boot image in disks

console baud: 9600

oot: ...... auto-boot index 1 image in disks

onf
[0
[ 1]
[ 2]
[ 3]
[ ]
b

WDa<w REASLT, ASAZ ) u—RL%ET,

rommon #2> boot
Launching BootLoader...
Boot configuration file contains 1 entry.

Loading disk0O:/asa932-226-k8.bin... Booting...Loading...

ASAIE, AX— T o7 ar 7 4Xal—arOfRbVIZF 74NV R a7 4X¥al—3 g
vEr—RLET,

WDa<r ReE AN LT, FiE EXEC E— RIZ77&8ALET,

ciscoasa# enable

NRAT—=ROAEROLNT-6, Enter F—%HLFE T,
IRAT— Ri3ZEATY,
wDa<w REANLT, A4— Ty Far7 s Fal—arza—RFLET,

ciscoasa# copy startup-config running-config
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ATvT9

ATv 710

ATvIN

AT T12

AsAv /32 7— REflaA A —soEE [

WKDOa<w  REANLT, Fa—)L a7 4Xal—y gy B—RNIT7E8ALET,

ciscoasa# configure terminal

KDa<wy REAALT, 74NV a7 4FXal—3 g r TREIZEUTRAT— RE2E
HLET,

ciscoasa (config) # password password
ciscoasa (config) # enable password password
ciscoasa(config) # username name password password

Koa<wr REANLT, 740k a7 4 Xal—arvika—RLET,

ciscoasa(config) # no config-register

FTIFNE AT 4 K2l —a DU AZHEIZOXI T, a7 4 Fal— g LY
AL DFMZHONWTE, I~ RV 77 LR LTLEEN,

WDa<y REASILT, HTLWRRAY—REAZ— T v 7 ary7 4Xalb—a VRF
]\/iﬁ—o

ciscoasa(config) # copy running-config startup-config

ASAv D/NRX T — FFE=IZA4 A —DREIE

FIE

ATy T

ASAV D/NAY — RETFIA A=V & EET5I21E, ROFIRZFETLET,

FATar T4 X2 b= a B ASAVONRY VT T Ty A L abt—LET,
copy running-config filename

B -

ciscoasa# copy running-config backup.cfg

ATw T2 ASAv #FHEE) L £,

reload

ATV 73 [GNUGRUB] A ==2—n0b, FRAZML, AT Falb—r3avEA—FRLEWAET Vs

T <filename> R L, Enter ¥—&H L £, 77 A V4L, ASAVDOT 7 /L hDT—

FRARERS TNV a—F Y .“
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B Asa =75 15A3000 A — K 2 7 052 T— FEEOEMIE

FARA—=DT 7 ANLTT, TIANV DT — kA A=, falback =2~ Rick>TH
T — FENDZ EIEHY FHA, FOHk, BIRLIZT—h A A=V —FLET,

GNU GRUB version 2.0(12)4
bootflash:/asal00123-20-smp-k8.bin
bootflash: /asal00123-20-smp-k8.bin with no configuration load

&1

GNU GRUB version 2.0(12)4
bootflash: /asal00123-20-smp-k8.bin with no configuration load

ATFYTE FfTar 74 Xal—va iy s 7y arg s Xal—ary 774 VEar—LE
D
copy filename running-config

1 -

ciscoasa (config)# copy backup.cfg running-config

RT9TE NRT—RDY & h,
enable passwor d password

1 -

ciscoasa(config)# enable password ciscol23

ATYT6 HLORELZRTFLET,
write memory

B -

ciscoasa(config)# write memory

ASA £7-(ZISA3000 /\— K9 T 7 D/NAJ— KEIEDEZHL
Y

(¥)  ASAv, Firepower E7 /L TC/HRAT—REEEZT 4 B—T7/WIZTHZ LiIFTEEHA,

MEFRD N — W —N 27— RAE A H = AL ZHH LT ASA ZfERICE 52 &R0
Lo, AU —FREEEZT 4 B—7 T BT, WOFEEFEITLET,
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FIE

Packet Capture Wizard Z{EfA L =¥ ¥ 7F v DR TE &L F1T .

1R BHHIIZ

ASA C. noservicepassword-recovery =~ > K& 9% & ROMMON E— RIZ A>T, 23
T4 X2l —va YOERES I ENTEET, ROMMONE— RIZAD L, ASATiE, T
RTDT7 Ty va TrAN VAT LAOHEEERDLT 0 T PRERSNET, BHICTHE
ZFATLARNE ROMMON £— RZFIETE A, 7T v¥a 77 AV VAT LEHE
LRWEES, ASAIZY v— REnEd, 2$2 7 — FE{EIZ ROMMON £— RO & BEAFED
AT A4 Falb—Ta VORFFIEFEL TS DT, ZOEEIZEL ST, NAY— RDEIEN
TE< 0 ET, 277, MR- KREZEETERLLTHI LT, RER2—F—nar
T4 X2l —varEFRRLEY, JIONRRAT— REFALIZDTDHZ EnRR0ET, =
DYt VAT AEBERREIRIEICEIET I, LA A—VERy I Ty a7y
Fal—vary 7740 (AFRTEDHE) 2u—FKLET,

servicepassword-recovery 2~ R, 2> 7 4 Falb—Taly 7AW@ E LTOH
FoRENET, CLIZar 7 ML Tavy REANTH L, HEIEINVRAMIZRF S LE
T, REELEFETAHME—DHET, CLIZae P hTavry REANTHZ LT, Znaw
YROBRRLZARA-VarTHary 7 4 Xal—varEu—RFLTH, REFRLEIREYE
Mo (RAT— REHEOHERERET) AX— T v TRIZAZ— T v a7 4 ¥z b—
Va U EERT L L9 ASAVERESINTWVDLGEICSAY—NEEEZT 1 =7 MZT 5 L,
WHEEBV A= T v S ar7 4 Xal—arzn—RT55 90 ASA DERENEHE S
NET, 7o— A —R_—ZFHL, A¥—F T v 7 ar74X¥al—var ZBHT5L9
\ZAH VN HEERRE SN TV DAL, noservicepassword-recovery 2 > K TA X L3
AEBICER LT X2, a7 4Fal—ay LYRZICRUEERMZ SNET,

NRAT— REEEZT 4 =T M LET,
No service passwor d-recovery

51

ciscoasa (config)# no service password-recovery

Packet Capture Wizard ZEF L =¥ v T7F v DERTE L E

1T

Packet Capture Wizard ZfiHH L C, =7 —D 7 TN va—T 4 VT E2ITOBEDOXF ¥ 7 F ¥
EREBLOFATCEET, ¥ 7F vy TIHXACLEZHEHL T, ¥ 7T EIND T 71>
DA T H REILESEDT FLAER—F, BLUNIDLEDOA 7 —T = A ZTHIR
TEET, 2OV 4P —NI, AIA V2 =T =2 A ADENENTHF ¥ I F v 2 1EIFEITL
F9, Fx T TF¥ LTy NI PCILRFL Ty F TFHIAFTHITEET,

FRARERS TNV a—F Y .n
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. Packet Capture Wizard % {18 L 7= % v 7 F v D% E & E1T

\)

G ZDOY—=1iX, 7747 MV ASSLVPN ¥ ¥ 7F v 2 R— KL TWWEEA,

¥ T T Y EREBLIOETTDI2E, ROFINEEZFATLET,

FIE

ATv 71 [Wizards] > [Packet Capture Wizard] OJIEIZEIR L 9,

[Overview of Packet Capture] B (21X, 7 4 ' — RZETTLHETIITI ¥ A7 O—EHRER
EnET, INHOX AT, LTFREENRET,

c ASJA VB —T = A4 ADFEIR,
cHIIA B —T = A ADFEIR,
RNy T 7 KT A—HDBRE,
s X ¥ T v DFELT,

e (XFvav) XX TTFv¥ T—FDPC ~DRIE,

ATv T2 [Next] &7 Vw7 LET,
7 7 AL EREETIL, [Cluster Option] HHIAERINET, AT v 7 3ITHRET,
T T A ZEEELTIL, [Ingress Traffic Selector] BIAINRRINE T, AT v 7 4ITHERET,

ATw 73 [Cluster Option] [ T, ¥ v 7T ¥ DFEIT*4: & LT [This device only] ¥ 7213 [The whole cluster]
DOWTNNDOAT v a L Z@RIRLET, [Next] 227 Y v 7 LT [Ingress Selector] [ [fi & F7~ L

ij_o
ATYTE AUHE—Tx2A ATy baeXx 7 F v T 5I121E, [Select Interface] A7 > a3 > K& %7
Uy LET,

JTGARY U TBRETIE, VT AZ aryra—)L =2 Xy hOHEF Y TF ¥ 95
L. [CP-Cluster] = v 7Ry I A&EF NI LET,

ATV TS ASACXT—H 7L —r Ty hEFX¥7F v 5HITIE, [Usebackplane channel] 7' =2
YAREET Y T LET,

AT w76  [Packet Match Criteria] fHI C., &kDOWThaEITLET,
« Xy NOMEIZHEHRT 5 ACL Z#HET 2I121E, [77ERAVRX FDIEE (Specify
accesslist) | A7 v arhF &7 Y v 7 L, [ACLOER (Select ACL) | K v H
YU RARNPBACLZEIRLE T, ATRRELZACLZBED Fu vy 7F 7 U A MZiB
N9 5121%, [Manage] %27 U 2 LT [ACL Manager] XA > %K/~ LET, ACL % iEN
LTCIOK] &7V wvs7 LET,

. TFAMERST TN a—TFaT
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ATy T1
ATvT8
ATvT9

ATy 710

ATy 7N

AT T12

Packet Capture Wizard Z{EfA L =¥ ¥ 7F v DR TE &L F1T .

* [Specify Packet Parameters) 47> a > RA %7 Vw7 LT, X7y b T A—F &R
ELET,

a) [ICMP Capture] K7 > 77X U A N TCROWT NN EFEITLET,

GE)

[ICMP Capture] 7 4 —/V RiL, AiDOY 4> RUTYZ 5 AKX A7 a2 & LT [The whole cluster]

BRI LT-BEAICORBESINET,
c TTAT U —NT A RIASTER R T, BHEDO T 7 4 v 7 EEFLINTZ T T 1
7 Ol &= ETE LIz IPsec /X7 v & X v 7 F ¥ 351214, [include-decrypted] %
B L ET,

¢« JTAH 2=y N EOKE Ty NEX Y T v T HITIE, [persist] ZIBINL F7,

D FIEZOWTIE, AT 74 w7 2L E (125-) B3R LTI,
[Next] 2 U » 7 LC, [Egress Traffic Selector] [&fiZ 3/~ L £9°,
AU B =T o2 ATy MaeXx v 7F v 3 5HI2IE, [Select Interface] &7 a v R %7
Vw27 LET,
JIGARYUTBRETI AKX aryha—)L FL—r "y NahEXx v 7 F v+ 51203,
[CP-Cluster] F=v 7Ry 7 A%EF N LET,

(G¥)
[Egress Traffic Selector] D7 f —/L FOFAZHOWTITH A T 74 v 7 BL 27 H (12 2—
V) BBRBLTLLEEN,

[Egress Traffic Selector] 7 4 —/L ROFEMICHOWTIIH D R T 7 4 v 7 BL 7 & (12 73—
V) BERLTLITEE N,

[Next] Z 7 U v 27 LT [Buffers & Captures] Hiifi 2 &~ L £, fefTT220%, [Ny 77 %

ZIL TN,

B OX X 7 F ¥ & 102 &I HBRNZEIGT 5 K 912, [Capture Parameters] fiEJik T [Get

capture every 10 seconds] = v 7 Ry 7 A4 NI LET, T 74NV FTIE, ZOF vy 7T v

FEER ANy 77 ZEH L ET,

[Buffer Parameters] fEIk C, N> 7 7 A XLy b A X&BEELEST, Ny 77 A X

E. X T TF BTy NERIET DT OISR AT Y OFRKREETT, 7y M A

R, F¥ T F PR TELHEDT v FTT, TEL2RVZLDIEREFY T F v T2

e, mENSTYy B YA RXEMEHT L EEHERELETS,

a) N7y YA XEANNLET, ARV A ZEHIE 14 ~ 1522 31 T,

by N Ty A XEANTTUET, At A X 1534 ~ 33554432 /314 R T,

) ¥¥ T ¥ EINTT Y NERGFET HITIE, [Usecircular buffer] F= v 7Ry 7 A% F
IZLET,

G¥)
TOBEEBRNT AL, TR_RTONRY 77 AL —URMEHINTWAEES, v 7F %
b EHVNT y D FEXZIBDET,

FRARERS TNV a—F Y .“
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B rorseT77v0si0r54>

ATy 713

ATy 714

ATvT15

ATv 716

ATy I

ATy 718

ATv 719

ATy T2

ATv7T2An

ATvT2

[Next]Z 27 U w27 LT, ALY FAZNORIEBO Y 5 A8 F T ay (V5 AX MM
LTCWAEE) . b I 707 vL 2% Ny Ty RT A —H%FKRT 5 [Summary] [H [ %
KRLET, HATT2121Z. T~V —] 2L TIEIN,

[Next] 22 U » 7 LT [Run Captures] B[ Z# &~ L, RIZ[Start] 27 Y v 7 LT/NT > hDOF v
TFxwBLET, [Stopl 227 Vw7 LTHxR Y 7 Fr 2T LET, DEBOFIRICOWTIE,
v STy OET (13—V) ZBRLTLLEEIN, 7I7RAZ Y THEFEHL THWDLE5EIL,
FIE 16 (A TS,

PO DNy 7 7 A=A EMERT HITI1E, [Get Capture Buffer] 27 VU v 7 LE$, BEDO
Yy NONEZHIRL T, Ny 77O NRT Y NaXxy TF v T 5 A=A MRT 51
I%. [Clear Buffer on Device] 7 V v 7 L £,

7 7 AZBREETIL, [Run Captures] [ C, IOFINED 1 SLL EEZFATL E T,

* [Get Cluster Capture Summary] %7 U v 735 &, 7 7 AZNOREED N7 > h X x 7
FXEROY~ U =N T, BEEONT Yy b ¥ T TF Y FRBRRINET,

* [Get Capture Buffer] %27 V v 7§25 &, 7T AZOFEEICEDRE Ny 7 7 A= N
o TV DDMNERINET, [Capture Buffer from Device] Z 4 7 1 7 R v 7 ARFRE
ET,

* [Clear Capture Buffer] #7 UV v 75 &, 7 7 AZNOFEDEBEEITT X TOEED
BIEO a7 UV HHIRL, STy NaX vy 7T ¥ T 571200y 7 7 K i ik
LET,

[Save captures] 2 U v 7 LC, [Save Capture] ¥4 7R TRy 7 A%EFKRLET, ASTF¥r 7
Fx. Hh¥ YT F v, FLFEOMFERGET LA TV a VE2BIRTEET, H1TT 51T

. [Fx 7 FrOfRfF) 2ZRLTIEEN,

[Save Ingress Capture] = 27 U 27 LT, [Savecapturefile] ¥ 72 /Ry 7 A%FKrLET, PC
FORAFGFTEEE LT, [Save] #7 U v 7 LET,

[Launch Network Sniffer Application] 22~ V 2~ LT, [Tools] > [Preferences] TI/E L7=/37
Nyt 7 7V r—vavEREBL, ANWXFx 7 F v &2 LET,

[Save Egress Capture] 2 7 U 27 LC, [Savecapturefile] ¥ 72 /Ry 7 A%&FKrLET, PC
FOREGFEZRREL T, [Save]l 27 U v 7 LET,

[Launch Network Sniffer Application] 22~ Y 2~ LT, [Tools] > [Preferences] TI5E L7z 37
Nyt 7T 7V r—vavEREBL, BhxYy 7T B LET,

[Close] 27 U v 7 L, IZ [Finish] 227V v 7 LTU 4 F— F&&T LET,

NTY XY TFNYOHARSA Y

AVFXERAME—F
s AT XAINNDOT ZAFENIEHY 7 TRy T TF X EHRETEET, ZOHE, DIV T
AHHEY 7 TEEINDIZ T HF A MIEEMT LN TWDEI Ny NETR S 7
FyInEJ,
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e VLAN ZLIZHRETEL2F ¥ 7 F v i 1 71T TF, 5 VLAN OEH O a5 F 2 b
THEY 7F Y ERELTEREATE, RBICHRELESy 7 F v 2 NMEHENET,

cKBICRE LT (7277 47) v 7F v 2HIBRLESAIE. Bloar 7 %A N THANZ
BELEX Y TF ¥ RHboTh, 77574 7R HX XY TF¥IIbEHA, ¥ 7 F ¥
BT VT ATICTHINE, Sy T F Y EHIRLCGENMLUETLERHY £,

XY T TFXYERELTLA L E =T oA AEBTHTRXTON T T4 v I RF Y I TF ¥ &
NET, i, 5 VLAN Lo a L TF A M~D T 7 4 v 7 b EENE T,

L7EZRoT, BAHVLAND IV THFARA TOXY T F v E2 A X —T MLz & &IT,

ZOVLAN 32 7TF A B CHOHEINGAEIE, 207 FAMA L THFALB
DWIFTDOANNT 7 4 v I R¥y T FyIhvEzT,

MO T 747 D8RF. 772747 X7 Fvy0HHarTXANDNT T 4 w7712
TRy T F v INFET, HE—DBISMI, ICMPHREZ A 2—T M LRV (L7ZR- T,
ICMP T 7 4 v 7 Dk v a Uy RNEl SR TN BATT, ZOBEAIE, 54 VLAN
DTRTCHDALTHXFARNTANEHIIOICMP v T 7 4 v I RF v 7TF ¥ INET,

FOMOHA KSA4
« ASA WARIEZRERD TCP ~v X —% >/ v b %&%/5 L. ASP 7’ invalid-tcp-hdr-length
ThoEW) FuyTHATEDO Ny ba2 Fuy 74556, TO 7y baZELE
A B —7 x4 X LD show capture 2~ R JE, Z0 7y FERRLERA,
*IP N7 74w 7Ry 7 F XY TEET, ARPREDIIP Ny MNIF ¥ F v TX
FHA,
s A TAVSGT X TfFE Ry FOGE, ¥ 7 F ¥ Iy MZEENTWSIA
M CMD ~v & —% _ PCAP B2 —7 220 LA WVWZ EnH Y £1,
Ty NXXY T T XN, VAT LAEEETDH, ERIFA AT T a ORI
FASINS /87 v b, NAT, TCPOIEHUL, X7~ NONFEEFIES D2 OMOBEREN &
FNET,

» T B RATFA S NIRRT v b OFMO b L—RUT, T—F SR TORIAS > |
ORI AZ TFREICKBEL TWERT A, ZOEWT, Y7 b7 X—Var k. BXIW
FHASINTAIE T FOX A TFIZL - TR 9, BODE LSRR E 72 5 AIREMER
HDEROBREE I LET,
¢ [FAUARA MIKLT2 DL EDNAT 27—k AV FFEET 5,

cBEFDNE M E W MO T a—7a ka5 (ESmo 7 a—73 UDP 7=
IZ TCP T, #HHFMO 72— ICMP ThALEERE) |

cICMP =T —A LU AT I g UINENZ > T\ 5,

FRARERS TNV a—F Y .-
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B nrsoi0swL04

AALST T4 LA

Nry b XX TFXYDANA L F =T = A A, FELLIEDRA NEFIRY FUV—7 0 B
X7 b avERET LT, KOFIEEZFATLET,

FIE

ATYT1 Fry T X VAN ANA v Z—T = A AL EERLET,
RATYT2 ANFELRAPBLOR Y b= 2 AN LET, ASACXT =47 L—r BTy b
X 7F ¥ BHIZ1%. [Use backplane channel] 7> a v "&Z w27V v 7 LET,
ATV T3 ATBHRAA MBIy NT—7 2 AT LET,
ATYT8 XX T FxTH57a hal A TEEELET, HETEH7 1 b/l ah, eigrp. esp.
gre. icmp. icmp6. igmp. igrp. ip. ipinip. nos. ospf, pcp. pim. snp. tcp. F7ziFudp TI,
a) ICMPIZOHICMP # A 7&2 NI LET, fEETE DX A 7L, all, alternate address,
conversion-error, echo, echo-reply. information-reply. information-request, mask-reply.
mask-request, mobile-redirect, parameter-problem, redirect, router-advertisement,
router-solicitation, source-quench, time-exceeded, timestamp-reply, timestamp-request,
traceroute, ¥ 72 (3 unreachable T,
b) TCPBLWUDP 7'm ha i OREILB L USEER— For—v22EELET, i
ECXLAT v a TR LB T,
¢ TRTOY—ERAZEDHITIE, [All Services] Z 3R L £,
P —ER T N—TEEDDHITIL, [Service Groups] ZiEIN L £ 7,

FEEDY—ERAZE D HITIL, aol, bgp. chargen, cifx, citrix-ica, ctigbe, daytime,
discard, domain, echo, exec. finger, ftp, ftp-data, gopher, h323., hostname, http,
https, ident, imap4. irc, kerberos. klogin, kshell, ldap. ldaps. login, lotusnotes, Ipd.
netbios-ssn, nntp, pcanywhere-data, pim-auto-rp, pop2. pop3. pptp. rsh, rtsp. sip.
smtp, sqlnet, ssh, sunrpc. tacacs, talk. telnet, uucp. 7213 whois DWT I EEE
L%,

AT w5 Cisco TrustSec v —EADNNry hF v 7F X 2 GINT D03, [ExF2 VT4 7 N—T%27
(Security Group Tagging) |fHIK® [SGTE 5 (SGTnumber) |F = v 7R v 7 A% A2 LT,
X2 VT U IN—=TE TR GEANNLET, ARt Xa2 VT 4 T N—T X 7EK ST 2~
65519 T4

HOES 74090 LI A

NRry b&F ¥ 7F vy TOHNA v F—T 2 A, BETEWIRDEARERY FU—7 . BX
OEETL LR — OV —ERAZRET DI, ROFNEEZEITLET,
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Buffers .

g
RTYTN A H—T A ATy haX v 7F v T 5I21E, [Select Interface] &7 a v R¥ U&7
Vo7 LET, ASACX T —H 7 L—r ETRTy NaeX vy 7F v 5HITI1E, [Use backplane
channel]| 7> a> RE %7 v 7 LET,
ATYT2 Fry 7 X VARPBMA V=T oA AL %I ET,
AT9 73 HOHEELEAANBLORy hU—2 2 AN LET,
ATy T84 HAOmERA MBI Ry NU—2 2 AN LET,
ANBRERICER LT 2 hav XL TRTTIZY A NS TWET,
Buffers
Nry M XX T TFXONRTy AR RNy Ty A X BROEER ANy 7 7 BEHT 50
EIYMERET DX, WOFIEELFATLET,
Fg
z%v71%&f%«ﬁ%%f%é%ﬁﬁﬂ&/b%kﬁbiﬁ TELRETZLDEREF Y 7T ¥ T
5728 ?ET%@WE#%X%ﬁ%LT<KéW
Z?vjzﬂﬁyF%%ﬁTék XY Ty DNMEATED AT ORKERE A LET,
AT9 T3 RNy NORIFITIIER NNy 77 2HLET, BRANY 77Dy 77 A R L—U N3
ENR<END L, Fr 7 TFrITRbEWAST Y FD EFEEZZBOET,
G
[Summary] BE(ZIX, 7 T AZ AT ay (VTAZV U TEERLTHDER) . FT7 74>
7 BV I H HIOU 4 — REETERLIZ AT Y ¥y T FXDIeOD/Ny T 57 /NT A—
EINRRINET,
(o) = -
XYy TF v DEIT

Xy T By a VOBRBBLIMEILE, ¥ T T Ny T rOFRR, RFy NT—F TFZ
ATV r— a0, SFy b FYyTTFrOEE. BEIOARY 7707 U T52(T5
ik, ROFIEEFATLET,
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FIE

ATy
ATvT2
ATvT3
ATvT4
ATvT5

ATvT6
ATy 71

ATvT8
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[Start] 27 Vw7 LT, @RLIEA LV H—T oA A LTy b Fx 7T Fx Eyia &M
HBLET,

[Stop]Z 27 Vw7 LT, RLIA VX —T =A A LDy h Xy T F ¥y a &R
LET,

[GetCaptureBuffer]| %27 U v 7 LT, A v Z—T =2A A LETx¥ FF ¥ INTXT7y hOR T v
Tvay MG LET,

[Ingress] #7 UV v 7 LT, ANAVH =T =2 ADFYTF ¥ Nv77u2FrLET,
[Egress] 27 Vv 27 LT, HIA v Z—T A ADFx I F ¥ Ny 77 2R LET,

[Clear Buffer on Device] #7 U v 7 LC, T A LDy 77 2HEELET,

[Launch Network Sniffer Application] 22~ Y 2 L C, [Tools] > [Preferences] TIFE L7z, AJ)
XY T T X EIIENIF Y T T 2T 27200y "y 7 7V r—va v aRB L E
7

[Save Captures] #7 V v 7 LT, ANF ¥ 7T v BILOHTIF ¥ 7F v % ASCIl £ 721X PCAP
R THRIFLET,

F v TF ¥ DR

FIE

ATy T
ATy T2
ATy T3

ATy T4

Ny R E BT 572012, ANWBLOH 1N v b %% 7 F 4 % ASCIL £ 7213 PCAP
77 AN THRET DITIE. ROFIEEZFEITLET,

¥ 7 F ¥ Ny 77k ASCH R TRIFET HI21E, [ASCI 227 U v 27 LET,
X% 7 F v Ny 77 % PCAP B TRIFT 5ITI1E, [PCAPI %22 U v 7 LET,

ATy N XX T F X 2RI T 57 7 A NVERET HITIEL. [Save ingress capture] %7 U v
7 LET,

HIRry v 7F ¥ Z0RGFT D7 7 A VEFRET HITIX, [Save egress capture] 7 U v 7
LET,
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crummEs LR—+

CPUERZER L LKR—F

CPUEAR L AR — M, /€ SRR A &= CPUDEIE D ERNFRENET,
BWE., I T7IEE— 7 BLIMCITEEH CPU BB DR 30 ~ 40% TEIMEL., v— 27 BRI 60 ~
70% DEETEEL £,

@ vCPU {5 FHZASAv

CPU i HEOME 2 £~ 5121E,. ASAv T show cpuusage 2~ > RafiH L E3, ASAv D
VCPU EFEETIZ, 7—& A HlfiARA > b, BROIMNE T o A THEH STV 2 vCPU
DEEFRLET,

(VMware, Azure, OCI 72 ¥ D) 77U KR HP—ER T4 F—|Z L > TH#RE S5 vCPU
AR, RENTWD ASAV ERRICIZ T, LR EEnET,

« ASAv DT A RVHFE]
* ASA VM IZfE ] & 372 %SYS A —/ 38—~ K

« vSwitch, VWNICE L UpNIC DI ZBENIT 5 /N7 v DA — "=~y N, ZOF—/3—~y
RIZIEFICRELS RDGEDH Y £7,

CPU EERZE DA
W Sz vCPU O RS KIEIZ R 0% ISR L E T,
« ASAv D L7R— |k : 40%
*DP : 35%
HETEE R 5%
« vSphere D L' 7"— K : 95%
« ASA (ASAv L'AR—hK&ELT) :40%
«ASA T A R H—Y 7 1 10%
o A==y R 45%
Fr—3=y Rlid, A 8= PEERED FEAT, 36 LU vSwitch Zffi ] L 72 NIC & vNIC D
DRy MEREIHEH SV THET,

ASAV DO D A — 3=~y KL LT, ESXi M=\ BRENMDa sy a—T 407 )V —2%
ERTHEENHHT-0, HHRIT100% 2B25Z ERnHY £9,
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B vwware o cru ERED LK— ~

VMware @) CPU {EHZED L 71R— k

vSphere C [VM Performance] # 7% 7 U v 7 L. [Advanced] %2 YV 2 ¥ % & [Chart Options]
Fay7Z o)A MRERENET, 22T VMOEAT— | (%USER, %IDLE, %SYS
72E) OVCPUMEHENR RINET, ZOFHRIT. VMware DR CPU Y Y —AMEH
SN TV A EBRET 5 DIELHET,

ESXi #r—"—D ¥z )b (RA M~OFEHEIZ SSH ZHEH L T = /W27 7 8BALET) Tid,
esxtop & TX £ 9, Esxtop |Z Linux @ top =~ > NI EEM EAME 2R D, RONE
Z & ie vSphere DT +—~ U AT D VM D AT — MERZ R L £3,

+vCPU, AEV, v hT—JFHEOFM
« £ VM D AT — kT & D vCPU fifi i K

e XAEY (FEfTHIC M) EAN) Exy bU—27 (FEfTHC IN) EAF) 1Tz T, #%
HIFHRE RX Fu v 7H#

ASAv & vCenter D5 S5 7

ASAv & vCenter @ CPU i JHEROEUEIZITEWAH Y £7,
e vCenter D7 T 7 DIMEITHIZ ASAv DFMEL W & K& <20 £,
e vCenter Tl Z DfEIX %CPU usage & MEIL4L, ASAv TlX Z OffEIE %CPU utilization & FEX
nEJ,
FA7E [%CPU utilization] & [%CPU usage) 1RO EHDZEHR L TV ET,
« CPU utilization |%, ¥ CPU O#EFHEHR A4 L £5,

« CPU usage |% CPU DA N—RA L T 4 » TIZED W imEE CPU OFEHE R A 1k L £
T LU, 1 DO VCPU OHMEHINDT2D, "AN—RA LT 4 U7 ITEMELEH
Ao

vCenter (% CPU % usage Z R D X 5 IZFHHE L £ 7,

T T 4 TIEREN AR CPU O &, ifR[EEZ: CPU O&FHIX T 2%EIG5 L LTHRESN
\iﬁqo

ZOHEZ, RARPBLRZCPUEHRTHY, YA MARL—TFT 4 7 VAT AL R
CPUEHETIIH Y A, 7. TR~ THEMHAEEZR T T ORI CPU D)
CPU fEH =Rz D F97,

7o & 21, 1 EORE CPU Z#45# L7z 1 DOFAE~ 8, 4 HOMEE CPU 28 L7121 &

DARA R TIITENTEY ., 0O CPUMEERN 100% OBE, M~ 0%, 1 {HO%E CPU
Y RTHEALCOET, (AR CPU OfFHRIL,  MHz AL O R /A8 CPU O x 227
AR L LCRIESRET,

ff 2% MHz Tl 35 &, vCenter & ASAv il 5 OEAEILZ—E L £, vCenter 77 75,
MHz % CPU f# I 213 60/(2499 x 1 vCPU) = 2.4 & k3 HiLE T,
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Amazon CloudWatch CPU £ L 7/R— k .

Amazon CloudWatch CPU {#EZE L /R—

AN I A0 —F35F R LT, #2770 XT 4 TCY YV —RE2FE=oHF—TCExFET, &
EDA AL AD CPUMEHEROHH 2T AT DHICIE, ROFIEEFEITLET,

FIE

AT v 71 [CloudWatch] = > Y — /L ZB &, 47— a4 U T[A MY Z A (Metrics) |28 L %
j—o

RAT9 T2 EC2A MY 7 ADARIZEMZRINL, [f VAX L AT EDA Y 7 A (Per-instance Metrics) ]
FAAarEBEIRLET,

ATv T3 FE T 1 —/L RIZ CPUULilization & AJ) LT Enter Z#ff L 7", MERA AKX U ADIT %%
WL, FDOA 2 AZ L AD CPUUlization A WY v 7 DT T 752K ALET,

FENZ DUV TIE, Amazon CloudWatch @ R =2 X > F AL T 72 &0,

ASAv & Amazon CloudWatch W45 2

Amazon CloudWatch ® 27" 7 O¥fElX, CPU i =R O FHHE J575H ASAv & CloudWatch CT# 7
L2, FEXI Y b RELS o TVET,

ASAVRAR—U 7 E— RTEITINTWDHEE, £CPUIL, AEE— FOZOMOT A R
JVRBBIC A AR DV IZ, BEBa~y FOAL—72FTLET, ZRICEY . A T LOERR
BIZE-sTAH A 72UV BRI 70y 7 ERELZDV T 0TI, £aT7WEICT 7
T4 TR TR T =< ANAELET,

ASAVNTIE, ZDOT 7T 4 ET 41374 R ITEMETH D &S, CPUBEHASKRNIEL
CEEENE9, 7272 L. Amazon CloudWatch TiX. 9XT® CPU VA 7 WIZFEITT DD
NHDHT-D, TA RVRECENEIT@EFEDO CPUT 7T 4T 4 DX HICRZET, Zhick
V. CloudWatch TiE@\V CPU EHFHE (85 ~ 90%) NERINET,

Azure O CPU fERAZE L /R— b
Azure Monitor 7> 5 VM Insights 24 ] L T, EEHXERO VM 7 TO CPU AL LR RT S
WZiE. ROFNEZFEITLET,

FIE

ATY 1 Azure R—# VBB L, [ (Monitor) | ZER L T/H5H [V U =—3 3> (Solutions) |+t
7 v a T [AB~ 22 (Virtual Machines) ] 238K L £ 97,
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RATY T2 X7 4 —~ A (Performance) ] ¥ 7 %R L C [CPUMLEH=E (CPU Utilization %) |7 7 7 %
KRLET, 2077 7F, FH T ety HMEHERR LRV B 2D~ T URFREN
\35?—0

FFED Azure VM B EFE CPU IR 7 7 7 2 FR T 21213, IROFIHAZFETLET,
FI&

ATYT1 Azure R—HX )VIZBE L, A8~ > (Virtual Machines) ] #34R L £,
ATYT2 VMOV A RS VM ZIBIRL E5,
AT9F3 [£=4VU 7 (Monitoring) |7 L 3T, [Insights] Zi&R L 7,
ATy T4 [INT+r—< VR (Performance) | ¥ 7 28R L 9,
SR DWW CIE,  [How to chart performance with VM insights | [#55E] 22 L T 72 &0,

ASAv & Azure D5 S5 D

ASAv & Azure @ CPU fEHSROEAHIITIENDRH Y £9°, Azure IL, EH A[EZ: CPU DA E
WX T2EEL LTHREESND., 77T 4 ZIHERHENTW AR CUP & & LT CPU A
REFET D720, Azure DV T 7 OFAEILH 2 ASAY OFMEL 0 @< 720 £,

ZOFHEIF, RA MO RAZCPUMARTHY, YA IXL—T 4T VAT ANB R
CPUEHETIIH Y A, T2, ZIUIEE~ T THEMHATEEZR T T ORI CPU D)
CPU fEH=RIZ/2 0 F 9,

7o & 2, 1EORA CPU 25k L7 1 DOIE~ 8, 4 HOMEE CPU 28 L7121 &

DHEANTIEITENTEY, ZO CPUMEMAEN 100% DA, B~ 0%, 1EO%E CPU
I RCHERALCOET, KAE CPU O ARIX,  [MHz HALOMEHR/AE CPU O X 227
ARt L LCRAESRET,

Azure 1, A M OSIC L > THERENS CPUDEIZH L— MillBRAZEHA LEJ, ASAv 2
40% O CPU EFRZME L, A X—= A T2 90% O CPUMHEEZHEL TWDH T U A
IZOWNWTEZTHEL LD, T2 TASAY BNE SR DMBEEN &R T84, CPU RN
80% H MR, /NA /X=X, PN 95% H 2D CPU M AR EZRET LA REMNH Y £4, Zh
2L, ASAV RAR—V 7 E— R CTREIS Y RONL—T%2FTLTWALEITTTA R v
TEMEEZ TR L TWEE L TH, NA /8= PIXASAVCPUE Ay U 7452 L2720
7,

Hyper-V CPU EAZ L 7R— k

fEATRER 7 7 U R —_"—dD CPU, RAM, BXOTF 4 27 BEOHERIBEIMOERITINZ T,
FA4AZ, 10, BIOFR Y hU—IHFRLFRTEET, ZOFREFEHL T, =— X125
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ASA Virtual & HyperV 557 ]

LT RYy—R—Z2RELTCLEEN, a~<w> I novaZ 747> F%7-1% Cloud
Control Panel f v % —7 = A A%fEH LT, fEHRERYy—R_R—%2FRTEET,

avY RITA4 T, Oa~y REFETLET,

nova flavor-list

AR TR TOY— "= AERSNET, VA ML, ROERPEENLTOET,
«ID : J— =15k ID
« ZHT: RAM A RENRT f—~ U AL A T TT LT SN T4
* Memory_MB : /% RAM D&

T AR GBHALDOT A 27 HA X (WHZ T Ry —~"—DEE, VAT LT 4 R
DY A X)

CITT AT T HT 4 AT DY A X
c AT T L ATy TREBOY A X
« VCPU : #RIZBEEAT T 572148 CPU D#%

« RXTX Factor : $—/3—|Z#%ft X 417- PublicNet R — b, ServiceNet " — b, 35 K OVrHf =
hiexy hU—27 (279 Ry hU—7) ([ZED Y ToRDHEdROE (Mbps HiZ)

« Is_Public : AfEH

ASA Virtual & Hyper-V D5 5 2

ASA Virtual & Hyper-V @ CPU f R OEYEIZITEWVDRH Y £77,
« Hyper-V O 7' Z 7 O¥fi i ASA Virtual DEIE L D HHEICKE <20 £,
* Hyper-V TliX Z Ol %CPU usage & FEEAL. ASA Virtual Ti& Z OfEIL %CPU utilization
EREENET,
H5E [%CPU utilization] & [%CPU usage] (Z5]D & D EFER L TUWET,
« CPU utilization |, #¥ CPU O#EFHERZFZHE L £ 7,

* CPU usage |% CPU DA N—RA L w7 4V ZIZES W GmEE CPU OftEHE M 2 ek L £
T, LL, 1 2O VCPU DABMMER END T2, NAN—A L vT 4 7 FEEL £+
}\/0

Hyper-V TlE %CPU usage |ZIR D L 9 IZFHHRE I E T,

77T 4 TIEHEINZAEE CPU O &, FHAEEZ CPU OGFHCXT2%EIAG L LTHEESN
F7,

ZOFEIF, RAMPLRAZCPUMARTHY, AN IRXL—T 4 VT VAT ANL R
CPUEHAERTIIH Y A, Fo. ZIUIRME~ > THEAAREZ T X T DO{RAE CPU D)
CPU EHRIZ2 Y £,
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SJLeo o
SEDTA K
TITE, VUINANE—RASA TS EXR 2T 4 T XA NOEEREDT A N L,

ASAA VB —T A A% ping THHE BIOHLA L F—T x4 X EORA MpboA
VHE—=T 2 A A LDOKRZX MIping TED LT HHIEZOWTHHLET,

FRRERT TN a—TF125 |

72 & 2I1E, 1 HORAE CPU 28 L2 1 DORMB~ T U2, 4 HOWPECPU 2 L7- 15
DFEANTIITEINTEY ., 2O CPUMHEN 100% D4, AR~ L, 1EO%E CPU
BT NTHEALTOWET, AR CPU OfFEA=RIE, MHz BALOEAE /IR CPU O x =27
Bt L L CHRESNET,

Efe7e CPU fEHER A5 5121%., ASA Virtual L R— FNEFARLZ L2 BEIO LET,

EXREHGEOTA L : 7 FLRARITOD ping DELT

pingl%, FFEDT RUANHEHAIEE T, IWETEINE I DR T 2200 Ma~< KT
s WD BPE Y7 T, TDa<y ROFEMEZNEME > TEITARERT A MTHOW T L
F9,

ping TERATRAIREG T R b

TNA R ping TDHE, ZOT A RINT Yy ERFEEII, T ARNEEZKLET,
ZO7TuatvRAEMEHALT, Fry NT—27 T80 2%, MHAICKRH., @3, BLXOTA M52
ENTEET,

ping #HEHL T, WOT A MNEFEITTETET,
2ODAUH =T 2 ADN—T N7 T AL [GACASA T—HDA L H—T = A A

bbb —hHDA =T A A ping ZIHN—T RNy 7 TARELTEETLHE, N
FDA B =T oA ZAQEERWR 7 v 7] AT —ZABLIOEELHFFTX £7°,

* ASA D ping : BIODASA DA > H—T A A% ping L, TDOA L X —T A ANT v 7L

TWTURET D Z &g TE £,

« ASA FEH D ping : ASA DHAIDT /34 A% ping 5 Z L1k > T, HH ASA FH T

ping T5ZEMNTEES, Ay bME, ZRENOHFMECBETS & X2, 2 5D TH
ASADA VB —T A A& WBLET, 2077 a i, Flla=y hOA L EZ—T =
A A, BE. BRXOISEEROEART X M2 £97,

e Xy NT—7 TNHRAZADEED LWENEEZT A T 572D ping : ASA AV H—7 = A A

MH, EFICHEREL TWARNWEEDND XYy hT—2 T3 Xl ping THZ LN TEE
T AV E =Tz ARELLEREINTWHDIZHE2 DD LT a—0NZEINRNEE
X, TAA RACHERS D EEZLNET,
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ICMP ping & TCP ping 5&4R .

c FEEEEZT A R T 57200 ping : ASA A X —T = A AND, IEFICHEIET D Z &N
DNPoTNDLRy NT—7 TNL AZpingTHZ ENTEET, =a—%2%F LI2HA.
BN DT /A AT _RCTEFICEEL, WHEIICIELERINTND Z LR S
nizz L 9,

ICMP ping & TCP ping M3 4R

ICMP &1k

FIE

ATy I

ASAIZIE, ICMP =2 —ZR/NT » N E2EEFE LT, =a—8& Ty bEZET 506K D ping
DB LTWET, Ziuk, Y —L T, $XTOMIRy U —27 T34 ZATICMP ~ 7
T Ay I BRI ENDGAEIC) E<HEL T, ICMPping 2 H LT, IPv4/IPv6 7 KL X %
TAXARA M % ping THZ ENTEET,

722U, ICMP 225 1E LTV D Ry bU—2 6BV 7, ZHHOR Yy MU —27 23 ZHUTEEY
T L5561, bV IZ, TCPping ZfEH L CTxy NY—7#fia 7 A N T& X9, TCPping T
I%. ping 7*5 TCP SYN /37 F23IE[E S, IR T SYN-ACK 233215 ST B T % O ping
DR LIz L e &ivEd, £7. TCPping TIE, IPv4 7 KL AL 2IEAR A ML ping TX
F92%, IPv6 7 R L AT ping TX FH A,

IEH 72 ICMP £ 7213 TCP ping & 13, fEHESNTWDET RLARNENTRED XA 7D 7
T4 TIUEETHEEBRLCNDICTEERA, JIUTEARBERSHEL TS 2 L%
BWLET, A ALTEWETAHMORY > —T, BEDXATDRNT T 4 v TINT /8L A
FBERTERNEIICT LI ENTEET,

FI7HNLMETHE, EX2VT 4 0ENA L E—T A ANbEXF2 T 4 DRNA L F—T =
AA~D ping ZFATTEET, VF—2 NI 74 v 7 Z@BRIEDLLIITICMP A A
arvEARX—TNMIT LI ERETNMETT, X2 T DR U F—T oA ANbE
WA F—=T 2 A AT ping THICIE, T 74 v 7 ZFFAT5ACLZEHTHLERHY £
R

ASA A VB —T oA A% ping THEEIL, TDA ¥ —7 = A AZHH S L7z ICMP /L—)L
IZE- T, =ma—8RNTy M a—S& Ty RBRFASNDMLERH Y £3, ICMP/L—
B ATEETT, TONA— NV ERELRDSTHEIRX, A v F—T7 oA A~OFTXTDICMP
774 VBRI SNET,

ZOFINETIE, ASAA ¥ —T7 = A ADICMP ping & A X—7 /MZT 570, £721E, ASA
o ping HICHER T AMEDHHICMP 2 7 4 X2 L—2 a3 L OTRTUTHOWTHHA L E
o

ICMP V—/L Cxa—3R/m a—GBENHFR IS 2R LET,

ICMP /L—)LT, BWEATRE T, A v X — T = A ATEHBEEEIN S ICMP 37 > MIEH S
F9, ICMP L— V&2 EH L - 72681, X TDOICMP 77 B AR ENET, ZD
BRI, TV a URETT,
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ATy T2

ATvT3

RX @ ping
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72720, ICMP V=& FETZLA1E, =a—HBRA v —Viza—t&A vyt —T07T
RUARAZFHFATHN—NANEA X —T 2 ATHFENTND Z & ZfER L E T, [Configuration]
> [Device Management] > [Management Access] > [ICMP] XA > CICMP L — V&2 E L E T,

T BAJL—/LTICMP N SND Z & aMRLET,

ASA B THR A N & ping THHAIE. 727 EZXIL—/LTICMP kT 7 1 v 7 OEZ(E N
SNDLMERHY ET, T/ E8ANL—E, DR Eb, Ta—8R/ma—REICMP /YT >
FNEFFRTORERS D £T, ZNHOL—UEITE— L b— L e LTEINT 52 N TE
e

T I RAN—NVEMHLRWGEE, BRERMOZ A TDRNT T 4 7 bR THMERS
F, THE A X —T 2 AT 78 A V=V EEAT D L, BFERO deny 2BINEN D
e, DT XTO T T4 v 7 PEFEISND 2O T,

[Configuration] > [Firewall] > [Access Rules] XA > CT7 7 EZA V— L EFRE L LT, HIZT A b
HEITA—LZBNT 2581F, 7 A MOKTRICZDOL—LVEHIBRTE ET,

ICMP A V AXRT g A RX—7 W LET,

A H—=T A AD ping &IIRIRAYIZ, ASA #H T ping 256 1%,. ICMP A > A7 2 3
YIRRETE, A AR a v EFERTHE VA= 8T T v s (DFED, ma— ik
Ny b)) Eping ZRMBLIEARA MIKTZENTED 92, Ny bdHT0 1 DDIEED
FFAEPRIESND T2, FFEDH A T OREEZY LT L2 LN TEET,

ICMPA > 2 v a i, 74N EDTa—r A VAT 2 aRY —TA F—7 )b
IZTEET,

a) [Configuration] > [Firewall] > [Service Policy Rules] DJIEIZFERIN L £ 5,

b) inspection_default 7' v —/ L b— LA fRE L 7,

c) [Rule Actions] > [Protocol Inspection] % 7 C, ICMP % &N L £,

d) [OK]Z7VUvZ L, &5IZ[Applyl 227 U w27 LET,

T8 A% ping T 5HIZ1E. [Tools] > [Ping] Z iR L T, ping T 255D IP 7 N L A E 72 IER
A NHEANSIL, [Ping] #27 V v 7 F 572179, TCPping DAL, [TCP] 2R L T, 48
BAR—PbEOET, BFIT, ETTLHULEOHLT A ORI LET,

i%h L 7= ping O H 714 -

Sending 5, 100-byte ICMP Echos to out-pc, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

ping NI L723580%, RERUZ380T728 2 TR &4, BREIERDS 100% ARz 0 £3 (F3C
KLU T285815 0% (2720 £9)

Sending 5, 100-byte ICMP Echos to 10.132.80.101, timeout is 2 seconds:
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Success rate is 0 percent (0/5)

7272 L. ping D—#OMAE ZHHT DT A =X EEBMT25Z b TEET, LLFICHEARLT
varERrLET,

« ICMP ping : 56%EAR A MIHEGT DA v X —T = A AR TEET, /U F—T A R
EERINU oG8, V=T 47 7T NVEFRLT, @A ¥ —7 A AR
WESIET, IPVA/IPV6 7 KL AE IR A MM % ping T5 2 EMTEET,

« TCP ping : ping T 5%85:D TCP AR — & RINTHMEL H Y £9, /=& 2L, HTTP A —
% ping 9% 1Z1% www.examplecom 80 & L £, IPv4d 7 R L XA E72(IAR A M4 % ping
THZLIITEETN, IPV6 7 RL A% ping T5Z LITTEERT A,

ping X EETDREILA L F—T A AZBET HA T arbdbE4, ZOHEE.
fEE T, HELPD ping PEEFEINDIA U F—T oA ABERLET ¥ —T=A
ALBIRU o Te /X, V=T 7 T—7ABMMERINET) .

BBIZ, ping 240 KT EE (F 740 MEsE) £RIFERITOFA LTI (F7 4
NVRNE2H) AEETEET,

ASA EBRDARRMLET A+

FIE

ATy T

ASA i D & BITHSRIYR T A B &2FATT D561, RO—MLFIEZEHN TS £,

1R BHHIIZ

FNETH Lizsyslog A v B —V 2R T 25G1E, n¥ 7 a4 x—7 ML %7 (logging
enable =~ > R£ 7213 ASDM O [Configuration] > [Device Management] > [Logging] > [Logging
Setup]) .

A BE—=T x4 R%, EX2 VT4 LU, BEIOIPT FLRAEZRT 7L F— KD ASA
T3 T TR A MO EER LET, KX, EEERINEZT X ToL—
X BEOASA % ping THLV—F DRI HHHEA NBEDLHNLENRH Y £,
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B ssazsoszussz v

1A V8—TJx(4 R, V=8, BLVKRR +EETCHRY FT—IE

Host Host Host Host
-!10.1.1.55 :li 209.265.200.230 |:I 10.1.36 Iﬁ 209.165.201.24
__"\T .n_—l_( a?vf .T
e Router e Router % Router e Router
! /
dmz1 outside disEa |
1921 209.165.201.1 qg2 1 outside
68.1. security0 &8 3 securityl
N Ti ASA
ransp.
Routed ASA 10.1.0.3
s " “ e
dmz2 inside dmz4 inside
192.15{3.2.1 192 168.0.1 192.1?58.4.1 security100
se;u rity40 securitylon  SEcU rity a0
|

Router

% Router % Rowuter

N
% Router
i 10.1.2.90 10.1.0.34 ! 10.1.4.67
— —

Host Host Host

10115 &
5 B
m

T

ost

RATw T2 HEHH SN — 2D DEASAAL VX —T 2 A A& ping LET, T AT LU b E—
RTiX, BVIIP7 KL A% ping LET, ZOTANTIE, ASAA X —T = A ANRT 7T 4
TThHHIE, BIUOAVF—T oA A7 4 Fal—ralPELWI EEERLET,

ASAA U H—T 2 ARANT 7T 4 T THRWGE, AV X —Tx2f AT 4 Fal—s
UIMIELL RWEA. ETITASA EV—Z DB TAAL v FNZ T LTWBEE, ping 135k
T DR S £ ROMEZI) . ZO%AE. N7y FBASAIZEFELRVWODT,
TNy T A y—URsyslog A v E—VIFERREINETA,

H2:ASAA VB3 —7 4 ATD ping DK

Ej!%g & ﬁégi .

Host Router
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ATvT3

ATvT4

ATy TH

Y e |

3:IP7 FLy U OREREIZ& S ping DKREX

Ping = —
S > <
19216812 192.168.1.1 s

Router Security
Appliance

192.168.1.2

m)

1

Haost

ping JIRERN—Z IR SN WIEEIT, A v F V—TFELETTNEIP T RVADFET H 7]
REME2ZH Y £9 ROKEZZEM])

VE—=F KA IDPDHEASAA V¥ —T = A ZZ ping LET, hTUART LUk E—-RT
X, BVIIP 7 RL A% ping LET, ZDOT A N Tl BE#EERINIZL—FBNEA NE ASA
DETNRT Yy NeV—T 4 7 TELNE I, BEOASA BTy NEIEREIV—T 4~
TJLTARAMIEEEZNE I DEMHRELET,

HRL—H Zif> THRA MIRED/L— R ASA IZ72 WA, ping 1T B AlREMEN H 0 F
T (RORESMH) . ZOLAIE. Ty 7 Ayte—Uidping SR LTz Z L &R LET D,
N—T 4 T DI E T syslog A v E— 110001 BERINET,

4:ASADRY IL— FREERFEIZ K B ping DK

Ping

S Iy

2
Router ASA E

ASA A H—T A AMBEERDF v U —27 F 814 ZA~D ping 1T1E L HEREL TV £,

cping M5 L2 WEGEIL, XEN—RV 2T B3 A v 4 —T=2f ADA LT 4 X2 b —
Va VNIRERH A RN H Y F T,

CASADA L H =T 2 A ANELLRESNTVAICHE2 b 6T, TBEROERE ] T
AANDTaA—EEEZE LRWERIE, A VX —T =2 A — T =7 OZ(EHEEEICH
BRbHEeEZLNET, [BEMOERZ] ZEWREEFOMNOA 2 —7 A AT, [F
U TEERODER 2] T34 ZZx LT ping Z5E L Cma—%2%Z[5 T 258, &KIID
AVHE—=T 2 A AD/NN— R =7 OZGHEEEICHENRD 5 LRI LT 7,

BRARNETIN—EDDRETA LV H—T 2 A AZN L THOA v H—T = A A EORIDKRA
REIFINV—F T ping LET, MREBLERTRTOS L H—T oA AXTIZHLT, 2D
AT TEAEDIRLET, NAT 2T 25 81E, 207 A M&179 & NAT NIEL<EEL
TWAZ ERDbIY £7,

ping BN THE, L—TFT v K E—ROT KL AZEH (305009 F721% 305011) & ICMP i
DHEN. ST Z & (302020) % kBT 5 syslog A v —URF/RSuE 7, show xlate 2~ >
RZE7ziZshoweconns =~ RE AN L CZDOFEREFRTHZ L L TEET,

NAT BIEL S RE SN TWRNI ENRERKF T, ping KT 52 bdVET, ZOHE,
NAT 23 RIE U722 & Z7- 7 syslog A v B—UNFE RS ET (305005 F 7213 305006) , ping
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WOMEAR A FMOREIR AR F~EE S, AXT 4 v 7 EBPIELRWNGEIE, AvE—Y
106010 23K /R S E T,

5:ASAD7 KL ATHDRIREIZ & B ping D KEX

__P‘J 5 % ==: -
Hast Router Security Beiliter Host

Appliance

RARETHDIL— FDEHS

IP7 RLVA~ND T 7 4 w7 DFETRIENEEL TCWBEEIE, AA METO/L— b ZIBH
TEHZLIZE TRy hT—27 NRAZHBERRWINE I AR TX 7,

FIE

ATFYF1 FL—R L—h EDASA ODFER 26 2—) AL CTEGICTHZ ENTEET,
ATFvT2 Ny b L—FORE Q75—) ZEALTESICTZENTEET,

fL—X JL— kLD ASA DFRR

TNV ET, ASAIZ L —RA V— bk EIZEy 7 E LTERENEFEA, ZNEERTHIZ
1L, ASA ZiEIRT %/ v Ok ATRERFR] 2085 LT, ICMPEZEAREA v E—Y DL — |
PR 2 o LN H D £97,

FIE

ATV T = ARV —Z2EHLTTIL 2HbH LET,

a) [Configuration] > [Firewall] > [Service Policy Rules] DJIEIZEIR L £ 7,

b) N—AEBEMELEFRELE T, 22X TILEZRKO T 7DD A T v a v 2 BIIFHER
VBT TIAFET D25 A1E. BT LW — VA BT 2 0 8IEH Y £H A,

) N—NETa—rVERIEFA A —T A ATEA L, FT 7 4 v 7 BEEFEET S [Rule
Actions] X— T ETY 4 F— REHEDET, 7=& 2L, 77— b matchany L —/L & 1ERK
TEET,

d) [Rule Actions] ~X—"C, [Connection Settings] %# 7 % 7 U v 7 L, [Decrement time to live
for a connection] Z 3R L £7°,

e) [OK] £72i% [Finish] 227 V v 7 LT 5, [Applyl 227 U v 7 LT,

ATy 72 ICMP BEARRE L — MHIRZ S LT,
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a) [Configuration] > [Device Management] > [Management Access] > [ICMP] Z &R L £7°,

b) =T D FEIZH 5 [IPv4 ICMP Unreachable Message Limits] > [Rate Limit] D 2 1> L &
T, 7o ziE, S0ITHER L ET,

c) [Applyl %7 U v 7 LET,

INTY R IL— FDRE

traceroute & {3 1X, X7y MRFEEICEIETHETO/N— FEFFETE £7, traceroute
%, R — b EDSEEIZ UDP 237 v M E72IXICMPY6 =2 — %5535 2 &L THREL £
T A= EBERTRWIZD, 585 ~DIEHTIT S H/V— 2 [ LICMP F 72 1L ICMPv6 Time Exceeded
Message TIHE L, £DOTT—% ASA ([T LET,

traceroute (X 5[5 SN7=K 7T —T OFRER R LET, HIIOKITN 1 OO TTLEICKHE L
£ (FE) . kORI, HAOGRRFOMBHEZRLUET,

HAHEES = BA

* A LT NOHIFRNIZT =T ~OIEEZFELEFATLE,

U BEHA~DN— N DFELEE A,

nn msec K )—RTHBELEHOTa—TD5 7 R v A2 bf (Y
) o

IN. ICMP % v b U — 27 ZH#ETE EH A, ICMPV6 TlE, 7 KL AT GIL T,

'H ICMP R A MZEETE EHA,

'P ICMP IZE|Z#E TE £H A, ICMPV6 Tix, A— FREIEARETT,

A ICMP WEHHFIC Lo TSN THET,

? JRAEARHD ICMP — 7 —723584E L £ L7z,

FIE

2T w71 Tools > Traceroute DJIEIZZEIR L F 7,
AT T2 V— 2B T55HEARA NEIZIP T RLAZASNLET, FAMEFEHTLIIHIC
DNS $#r—"—Z&ELET,
ATFw T3 (FFvar) hL—20EMAERELET, T 74V ENIEEAEDr—RCHAELET,
* [Timeout] : Z A A7 U b9 % & CISEZFHET DIFH., 77 4/ MI 3B TT,
e [Port] : 9% UDP R— bk, 7 7 4 /L L 33434 TF,

s [Probe] : % TTL L~V CEET L7 —T7 0%k, 774/ MI3 TT,

TFAMERST TN a—TFaT .
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B ook r—vEmERLERY S —BEOFR -

 [TTL] : 7' —7 O/ L ORI fTaEREH, 7 7 4V FOKR/MEIZ 1 TTH, 20
EZECL T, BEROR Yy T7ORREMHT 52 ENTEET, 7 744 hOFRKHEIL30
T9, FL—R— NI, Ty MPSEEICEIET 50, ERITRKNEICET DL E-ETL
i‘g—o

* [Specify source interface or IP address] : L —ADEFILE LTHEAT LA X —T = A
Ry A VB =T 2 A AL, AATETIXIP 7 RUATHIRETE E7, IPv6 T, H#EF0A
VH—T oA ABRETEEHA, BEILIPT FLALITE2BETEET, IPv6 7 N
Al ASA A U H =T = A ATIPV6 ZHNNZ L TWDEEICOLAZHTT, FT AN
TLybhE-RTIE, B FLRAZERTO2LERDH D £737,

[ReverseResolve] DNS £ BIifFRPREREIN TV Wi STk 74 T Z H
%r#éwkowom?%vx@%%%r#éﬁ7/a/%%mm%bi#o

*[Use ICMP] : UDP 'm—7 /X7 > FORDOVIZICMP F'r—7 X7y Nk T 560 E
5 75)0

AT T4 [TraceRoute] 7 V v 7 LT hL—Zb— F&BKBLET,

[Traceroute Output] fEIKIZ, I L —RZ/b— FDFERIZONTOFEMAR A v — VU NRERINE
R

Ny b fL—HZFRLER) O —REDTRX b+

FIE

&
ATvT2
ATvT3

ATvT4

BETLEMIREDOT RLARBIO T v b a VORFHEIZESWT A ry h 22T U1 bT5 2 &1
FoTHRYVV—FEETARITEET, PL—RF, RV —BREFTLTT 7 A L—L
RNAT 72 8% T A ML, NTy NEFATH0, EET 50 %MRELET,
:@iﬁmﬂﬁy%%?X%Téi&KioT\ﬁU?—@%%%%%L\%E’EDT #F
WERFERTOIN T 740 v I DOX A TR EINDINE I NET AN TEET, HEDHER
szf\FV~#%ﬁ%LT%ﬂ?&%NﬁVkﬁ%ﬁéﬂéﬁgm%%ﬁ@@¢%7ﬂ/
JTEET,

[Tools] > [Packet Tracer] DJEIZEIR L FE 5,

Nry N F—ADFEELA A —T A RERIRLET,

Ry b Fb—20Iry b3 A4 TEIBELET, BETEL7 1 haL XA 7%, ICMP,
IP, TCP, UDP, X USCTP T,

(FFvar), X2 0T 4 IN—T ZTOMENRLA Y 2CMD ~v ¥ —IZH®DIAE =%
oy M EIBBIT D (Trustsee) HpaiE. [SGTnumber] #2412 LT, ¥xX=2 VT 4 JN—F X
7 DOF45 (0~ 65533) ZAILET,
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ATvTh

ATvT6
ATvT1

ATvT8

ATv79

ATv 710

IND A—7X

NIF—RIREVRATFLYY—RADE=ZY YT .

(FFGv AT VL E—FR) Xy bk b= (BTHITA X —T A AV EA L
7 REND) BA L E—T = A RIAD LT BHITIEL, [VLANID] ZA 12 LT, 1 ~ 4096
OFFHOID # AN LET, VLANID iZ, ANA v F—T =2 A AR T A L H—T = AT
WA ICOREHTE ET,

(P AXT LY hE—F) BEMACT7 RLRZRELET,

Ny NOBETESEERTELE T,

Cisco TrustSec i 4 23-A1E. IPv4 7213 1Pv6 7 KL A, 522Efi KA A 4 (FQDN) .
FREEX 2T 4 TN —TDLRIHDVEIZ T EEETEET, BELT FLAIZX LT,
Domain\username JE . C2—F—Z 24 ETHZ L TEE T,

7u kA OREEZRRE L E T,
* [ICMP] : ICMP # A 7, ICMP =— K (0~255) . BXOA 7> 3 > TICMP s+ % A
JILET,
« [TCP/UDP/SCTP] : {5 LB L O DAR— hEZE AT LET,

«[Raw IP] : 7' h = L& 5(0 ~255) AN LET,

JIGAE 2=y NRAKT/NT >y NaT Ny 735120, Xy b Fb—HE2HLET,

[Cluster Capture] R 2w 7 H 7 U A v, ROEHZ&R LT,

a) decrypted : VPN b RV THEHB(L SN X7y FEFEAL, 512, VPN b b a#%
MLTEET DIy hEYIab—hFLET,

b) persist: 77 AZ 2=y FREKETEWT L7y FEEALET,

¢) bypass-checks—Skips security checks like ACL, VPN filters, IPsec spoof, and uRPF.

d) transmit: I 2L —hFEINTNT Y FBASANLGHOND X IIZLET,

[Start] 7 V> 27 LT, "oy & b —ALET,

[Information Display Area] (2, /37 v & F L —ZADFERIZET HFEHIE AR RINET,

SAREVATLN)YY—RADE=ZRY G

SFESERVAT LYY —RAEZF=HF—TFTHZLI2LE>T, XT3 —~ A LOREE-I13%
DOMOBHERNREEZFET L LN TEET,

INTAF—IVADE=_ARY Y

ASA DT F—< U AR E 7T TR ETIIRIBA TR R TEET,

FRARERS TNV a—F Y .“
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FIE

AT w71 [Monitoring] > [Properties] > [Connection Graphs] > [Perfmon] OJIEIZER L £,

AT w72 [Graph Window Title] (27T 7 V4 > RUDX A "N EANTHZ b, BEFOX A L aE
NIz bTEEd,

AT 73 [Available Graphs] U A b BHig K4 DO F Y 2R L THD, [Add] 227V v 7 LTEFh
HDx ~Y % [Selected Graphs] U A MIBEI L £3, EHFRERA 7> a TkO LD T
D

* [AAA Perfmon] : #%GE, §FA. BEOT I U T ¢ v FHERIZBET 2 B HAL O FREL,

s [Inspection Perfmon] : HTTP, FTP, 3 X NTCP A > AXY 3 NZBAT A HHEA DT v
N

* [Web Perfmon] : URL 7 7 & A %R & URL ¥—/N—ZR(IZBI§ 2 F0 HAAL D HREKL,

« [Connections Perfmon] : 9"XCO#EfE, UDP ##¢, TCP #fc. X NTCP AT ICEET
% RN OB,

* [Xlate Perfmon] : FPH{Z.0 NAT xlate,

AT w74 [Show Graphs] %7 U v 7 LET,

777 Ba—btT7—7N Ea—DMTENLENORTREYVIFERZLZ LN TEET, £,
TR OEHBEEEERE LY, T—F &2 AR— FELIFARMLZY 72526 TEE
—/9]‘0

AENY JAVIDE=ZRYY

2EEAERY Ty lEATOAEY Tuy s 27T 7ERELEIRBANTERTEET,

FIRr

AT w71 [Monitoring] > [Properties] > [System Resources Graphs] > [Blocks] DJIEIZER L £,

AT w72 [Graph Window Title] (27T 7 7 4 > RUDXA MEANTTDHZ EH, BEFOX A bV %
NIz b TcEEd,

AT w73 [Available Graphs] U A hnH > MU ZRIRLTHD, [Add] 227 U vy 7 LTENLDOT L b
Y % [Selected Graphs] U A MZBE L £7, EHAIRERA 7> a SIkD LB TT,

* [Blocks Used] : ASA THEHHDOAEY 7wy s 2R RLET,

* [Blocks Free] : ASA DZEX XEY T mvy /&R LET,
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ATvT4

cunt=5y>7 |

[Show Graphs] #7 U v 7 L &7,

777 Ba—bT—T7N Ea—DOMTENENDOERREUVEZL I ERTEET, o,
T OEFHELZER LY, T2 22 AR— P EREFAHML7ZY 5526 TEE
j—O

CPUDE=RY Y

FIE

ATy I
ATvT2

ATv73
ATv74

CPU fEH=*A#FRTEET,

[Monitoring] > [Properties] > [System Resources Graphs] > [CPU] DJIEIZEIN L F 57,

[Graph Window Title] {22777 U 4 RUDZ A NAEANTHZ &, BEfFOX A ML
WTHZEbTEET,

[Selected Graphs] Y A K {Z [CPU Utilization] Z B/ L £ 77,

[Show Graphs] 27 U v 7 L ¥ 7,

T77 Ba—eT7 =N Ea—DMTERRZUVEZLIENTEET, £/, 7—FDHE
PHEEZEL LD, T—F 2T AR—FERIFARLZY T2 b T ET,

AEYDE=ZAYY

FIE

ATy T
ATy T2

ATvT3

ATv74

AEVMHEHEEREZ 77 7B E IR TERRTEET,

[Monitoring] > [Properties] > [System Resources Graphs] > [Memory] DJEIZEIR L F 9,

[Graph Window Title] {22 F 7 U 4 RUDX A MEANTDHZ b, BEFOX A L iR
RTHZ2 b TEET,

[Available Graphs] UV A k226 R U Z@INL T D, [Add] 227 Vv 7 LTENLO=Y |
U % [Selected Graphs] U A MIBEIL 9, HEHARERA T > a FRO LB TT,

¢ [Free Memory] : ASA DZEXAEY ZRRLET,

* [Used Memory] : ASA DfERHFORAEY 2R R LET,

[Show Graphs] 7 U v 7 L ¥ 7,
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777 Ba—bT =70 Ea—0DMTENTNORREUVFEZ LI ENTEET, £2,
T OEFHELZER LY T2 227 AR— P EREFAML7ZY T2 TEE
@—o

JOvREAGDCPUFEREOE=F2)2Y

CPU THEATENTWAH TR EAZE=F—T&ET, FEOT v XA THEMIND CPU O
MRICHET 2B RERSGTEET, CPUMHROMEERIIFEIE T~ b, EHRORS &
WY AN RENET, £72. TRV ATLEDOCPUICKT 2 AMICHET A HEHR G
FRFEI OO 5 DA, 14070, BE OS5 HIOE®R) bEENTVWET, ZOFRITS BB EICH
HEJICHET S, U TS A DOFEHERDF R SALET, ASDM Tid, 30 & ICHH &

ET,

7'ut AHNLO CPU % Fr9 % (21X, [Monitoring] > [Properties] > [Per-Process CPU
Usage] DIIEIZER L £,

HENE S 281 LC, F@a2TETEHL, 77 A VIRIFET D Z &N TE £, [Configure
CPU Usage Colors] 7 U v 7 LT, EHBIZESNTHERALARALEIRT 52 L1k -
T, HFHEOGWT B EADAX ¥ U2 FTLOTLTHZLHTEET,

BEHmox=42)2Y

BIEDOH 2 BN TERRT HIZIE. ASDM A A > U > R T, [Monitoring] > [Properties]
> [Connections] DNEIZER L £ 97, FHHICEH T HEWICIT, 7m b=, FEE7 FLzrd
AT RUADRE, BAED/T vy RREEELITIZESNTHLOT A FVKHH, BRI U
DT 74y 7 BRPEENLET,

TAMBLV LI TN 2a—T4 VO DERE

Y- T3y bk SR BA
J4+—L4L1Y
1)—X
traceroute® IPv6 V7" — h 9.7(1) traceroute =~ RABREE Zi, IPv6 7 K1

nensd Iz ELz,
WROBEMEMNEE ZNE LT, [Tools] >[Trac
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73wk Bz
TA—L1)
1)—2X

3
b
R

TY oD I N—TF Ani"— f 2 —T =4 |9.7(1) TV TN—T A N— [ H—T
AHDONTy B b= DOHR— b M FL—HZ2HEHATEALLIITRY EL
S0y b b L—H O [VLANID] $5

MAC Address] 7 4 —/L R2MBISVE L
[Packet Tracer]

TN KDy h X 7T v OBtE &1 |9.7(1) X Ty & FEICELB L OB T
L7,

IBAN/ZE S A7 [Wizards] > [Pack
Wizard] > [Run Captures]

BI/ER SNT-A 7> 3 v [Start] R
N
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B s xrss0r50001—51vv0BE

HEES T35y bk SR BA

T+—L1)

1)—X
mibENT= 7y b FL—YB L0 +9.9(1) N7y b R L—HIROBSRE TR S IV E
X v 7 F v HERE

e Ny NN T RAE = N & B
oy MBI LET,

eI al— hENTZ/NT DY ASA D
rolcLES,

e vIal—hEINEANTFY FDOEFR 2]
T oA INALET,

eI al— FENTZNT >y b & [Psec/S:
N7y b ELTHRWET,

Ry b F¥ TTF v TR OERE THL S 1

Xy FPEEFLIERZICS Y T ¥ |

« L —RZ&F ¥ 7 F ¥ L, KtV A
7,

B E T ITAE S -
[Tools] > [Packet Tracer]
WDA T a &Y — T 5 [Cluster Cap

JV RZBI L E L7z : [decrypted]. [persist],
[bypass-checks]. [transmit]

[All Sessions] K> 7HZ 7 U A RDTFOD |
Ea—lZ2200F LWAT v a raiBiiL:
[Origin] 3 & U [Origin-ID]

[Monitoring] > [VPN] > [VPN Statistics] > [P:
and Capture]

[Packet Capture Wizard] [#i [ {2 [ICMP Capture
ZiEI L E L7z : [Wizards] > [Packet Captu

ICMP ¥ % 7 F ¥ ¥R —h+25 225047
include-decrypted 35 X U persist #3180 L &
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HeRES TIwv b FREA
TA—LY)
IJ — X
ACL ZfEHETIPv6 b7 7 4 v 7 & —Fx |9.10(1) capture ==~ > Ko match & — 7 — R %/
LTy N XY T F YO AR— | any ¥—U—RiXIPv4 b T 7 4 v T DF
IPv4 £7203IPV6 8T 7 4 v 7 X v 7 F
anyd L any6 ¥ —U— R&ZfEE T 5 L)
any ¥—U— RTI&, 5l &HEIPv4 7
HENET,
PHUEF S -2~ R @ capture matc
ASDM YAR— hMMIdH Y EH A,
Forepower 9300/4100 @7 L\ > debugtelemetry |9.14(1) debugtelemetry =~ R&2f AT 5 &

a2 K

BT LT RNy T AU NERINE
7%, T LA MY LAR— N4
ET DD F T,

AR SNHEEIZSH Y £H A,
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