YOIz T7ELVaV T4 X2 L— T

>

-~/

ZOETIE, ASAYZ7 My =T BIRar 74X 2 b—2a VOFEFIEIOWTHHLE

7

VT MU T DT T T L—K (1X—=Y)

* ROMMON Z{#ifl L7z4 A —2®r— K (ASA 5500-X, ISA 3000) (1 3—)

«ROMMON A A=Y D7 v 77 L—F (ASA5506-X. 5508-X. L TN5516-X. ISA 3000)

(3~—)

¢ ASAS506W-X VA YL AT IV EARL LV FOAA=YOREBLOn—F (5—)

VT NI 2T DRI L —FR (62—2)

«c 77 ANDOEH (11 ~—)

*ASA A A— ASDM, BXOAX— KT v 7 a7 4 FXalb—raOFE (19 3—
D)

c AT A X ab—=Ya Y REFEOMDT 7 ANDNy I Ty T e (22 =)

« VAT LABFEBORAT Y 2—L (30 X—)

* Auto Update DFE (31 ~—3)

eV T7 YT Eary 7 4 Fal—arDEE (372—)

YOIz T7OT7vITTIL—FK

SERIRT v 7 L— ROFNEIZOWTIL,  [Cisco ASA Upgrade Guide] ZZ&M L T 72& 0,

ROMMON Z{ER L1 A —>mOA— K (ASA5500-X. ISA
3000)

TFTP Z i L T ROMMON E— F225 ASA ~V 7 hy =27 A A—Vkhm— R4 51203, K’
DTFNEEFIT L E T,

YIrwz7ssUavIqFaL—var |
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B rommoN iR L4 A —Ud0— K (ASAS500-X. 1SA 3000)

FIE

ATy T

ATvT2
ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

ASA /N— R = 7 F721XISA3000 2> YV — L ~DT 7B RAHEST, ASAD L Y — )L R—
MzEER L ET,
ASA DERZY) > Thrb, BOEBREZA AZLET,

AL — 7 v 7OMIZ, ROMMONE— RIZAD K927 m 7 MRS, Escape¥ —
ERHLET,

ROMMON €— RC, IP7 LA, TFTP —7 FL A F—b+v=xAf 7T LA, Y7}
VT A A=Y T7A BIOR= G, ASAICHT oA v F =7 = A AREEZIKRD
FOWCERLES,

rommon #1> interface gigabitethernet0/0
rommon #2> address 10.86.118.4

rommon #3> server 10.86.118.21

rommon #4> gateway 10.86.118.21

rommon #5> file asa96l-smp-k8.bin

GE)
F BT =7 ~OEHLINT TISAHET D 2 L 2R L TSN,

A3 —T 4R a~ 2 KL ASA 5506-X, ASA 5508-X, ASA 5516-X, I L TNISA 3000 7
Ty N7 —ATHEMAINDTZD, 26D T v M7 4 —2TManagement1/1 4 > % —7 =
A AE TFTP U AN ZFEAT T 208N H D £,

RIEEMRAEL £

rommon #6> set

ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961l-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

TFTP H—/3—|Z ping Z %15 L £,

rommon #7> ping server
Sending 20, 100-byte ICMP Echoes to server 10.86.118.21, timeout is 4 seconds:

Success rate is 100 percent (20/20)

Xy U= REEZ, BTHEHATELLIITHRE L TBEET,

rommon #8> sync
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ROMMON f A — U7 v F45 L— K (ASA5506-X, 5508-X. & & U 5516-X, ISA3000) [}

Updating NVRAM Parameters...

ARTFYT8 VAFA VT NI 2T A A—Fu— RRLET,

rommon #9> tftpdnld
ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961l-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

tftp asa%96l-smp-k8.bin@10.86.118.21 via 10.86.118.21
Received 14450688 bytes

Launching TFTP Image...
Cisco ASA Security Appliance admin loader (3.0) #0: Mon Mar 5 16:00:07 MST 2016

Loading...

VTR 2T A A—TUNREFIZE—RFEND &, ASAITHEIAIZ ROMMON £ — REZ#& T L
i—a‘o

AT 979 ROMMON E— Kb ASA ZRENT 2568, VAT A A A =3V v— R CHRESZD
72O, REIFVAA—TET Ty va AEVIIZ T e— RTARERSLYET, BT v
7 L— ROTFNEIZSWTIE,  [Cisco ASA Upgrade Guidel] Z& M L T 72& 0y,

ROMMON A A —2®D7w 745 L—F (ASA5506-X.
5508-X. & & 1) 5516-X. ISA 3000)

ASA 5506-X U — X, ASA 5508-X. ASA 5516-X, 3L TVISA 3000 ® ROMMON A A —%
Ty L — RT A5, ROFIEICHENET, ASA EFLOEE. AT 5O ROMMON
N=VaF LIS ULETHIVNENRH Y T, HFNN—Tar~DT v 77 L— RefiEL
F9,

HNR—=Tar~DT v 7T L —RORAFETT, ¥Ur 7L —RITEEHA,

YIrwz7ssUavIqFaL—var |
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B rommON ¢ X —SD7 v FHL— 1 (ASABE06-X. 5508-X. # & UF 5516-X. ISA 3000)

FE ASA 5506-X, 5508-X. 5516-X @ ROMMON 1.1.15 ~D 7 » 77 L— K 3 L OV ISA 3000 O

FIE

ATvT1

ATy T2

ATvT3

ROMMON 1.0.5~D7 » 727 L — RIZiE, LLATO ROMMON /3= 2 & D 2 fEDRFIA 037> 1
FT (W155) o Ty 77— RPET A ZAOBRZBERALBZVWTLESWL, 7y 77
L= R 30 3 LINICSE T L7, RTBERIR L7581, v A3 77 =)0 R— Mo
LTS, TS ZAOBPEHHEALIZY, Uiy FLEY LBVWTLESLY,

1R BHHIIZ

Cisco.com 7* 5 LVWWROMMON A A —VZHfG LT, —"— EIZEWVWTASAIZaE—LZE
9, ASA X, FTP #—/3—_ TFTP #—/3—_ SCP #— 3—_ HTTP (S) #—— BIW
SMB #—R"—%H KR —=FLTWVWET, RO URL NHA A=V EF T a—RRLET,

* ASA 5506-X, 5508-X. 5516-X : https://software.cisco.com/download/home/286283326/type

* ISA 3000 : https://software.cisco.com/download/home/286288493/type

ROMMON A A—Y % ASA 7T v a AEVIZar—LFET, ZOFETIX, FIP a2t —%
FRLET, OV — =2 A TDL By 7 ADYA T copy ? EATTLET,

copy ftp://[username: password@]server_ip/asa5500-fir mwar e-xxx.SPA
disk0: asa5500-fir mwar e-xxxx.SPA

BEDONR— g U EMERT A1, showmodulez<~ > K& AT LT, MACT KLU A&7 —
TNDOMod 1 DHFITFw NN—V 3 U EFHIRFET,

ciscoasa# show module

[...]

Mod MAC Address Range Hw Version Fw Version Sw Version
1 7426.aceb.ccea to 7426.aceb.ccf2 0.3 1.1.5 9.4 (1)
sfr 7426.aceb.cce9 to 7426.aceb.cce9 N/A N/A

ROMMON A 2 =% 7 v 77 L—RLET,
upgrade rommon disk0:asab5500-fir mwar e-xxx.SPA

1 :

ciscoasa# upgrade rommon diskO:asa5500-firmware-1108.SPA
Verifying file integrity of disk0:/asa5500-firmware-1108.SPA

Computed Hash SHAZ2: d824bdeeceel308fc64427367fa559%e9
cefe8f182491652ee4c05e6e751f7a4f
5cdea28540cf60acde3ab9b65f£55a9f
4e0cfb84b9e2317a856580576612f4af

Embedded Hash SHA2: d824bdeeceel308fc64427367fa559%e9
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ASASS06W-X 7 A ¥ LR 74 €2 K4 > b4 a—soagssvn—F [

eefe8f182491652ee4c05e6e751f7a4f
5cdea28540cf60acde3ab9b65f£55a9f
4e0cfb84b9e2317a856580576612f4af

Digital signature successfully validated

File Name : disk0:/asa5500-firmware-1108.SPA
Image type : Release
Signer Information
Common Name : abraxas
Organization Unit : NCS_Kenton_ ASA
Organization Name : CiscoSystems
Certificate Serial Number : 553156F4
Hash Algorithm : SHA2 512
Signature Algorithm : 2048-bit RSA
Key Version : A

Verification successful.
Proceed with reload? [confirm]

AT T4 a7 RERENTES, BELTASAZ Y a—RFLET,

ASAROMMON A A=V %27 w77 L—KRKLT, FOB%IRXL—T 4 VIV AT %) a—
FLZET,

ASAS506W-X JA VLA TZ7IEZARLA DA A =D
EESELTA—F

TFTP AL TY 7 b =7 A4 A—T%[BIE LT ASA 5506W-X (22— K3 A(2iF, RDOF
%5217 L FE T,

FIE

ATV T1 77EARAL L (AP) ~DE v a3 % L, AP ROMMON (ASA ROMMON TlI7a
<) ZBtEL £,

ciscoasa# hw-module module wlan recover image

AT w T2 CiscoAironet 7 7 £ A RA 2 kCiscolOS Y 7 b7 =T a7 4 FX¥alb—a HA F[HEE]
DFNMEZHENET,

YIrwz7ssUavIqFaL—var |
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B oroz7089050—¢

VIR TDEIVTL—F

B9l L—

o7 L—

L DA, ASAY 7 NI =T HFZ T T L — R, URIDOY 7 h 72T =30 hb Ny
TT o TRECETTDIENTEET, FUL T L—RDOEHEI, ASAT T v b7+ —AIC
Lo TELRY £7,

NIZBET 04 F5 4 VB L UVHIREE

X7 L— R DRI, ROTA R4 2SR TSN,

cDSRA) UV TRAGAKDER FIVEA L FIUTL— FOYR—FEHY FEA -
TG AICEsTE, Ern ¥ 24 L X 70— R EREL £§, MIENIAEL
HalE. 772222y b EVR—FTOR0ERHY £T, ZHICEY, U F A4
DIEALET,

cTD RN RT I LEBERA—bEHYR—bLBEVWY I rDzT7NN—=D3 Y
ERAVNAEEBENEITLTUVSEETEH, VPN FURILDREZ NS EBIZER S
T ZOVF AL, XU T L— RRRCRAELET, ZOHA, VPN I L C
HE LT E N,

Nz N 74 N ~ =JL ==
FEZICEIBRIN 2 BEBMED L LERTE

LRIDONR—=T g NI A T T L—RT5E, FRUBOAN—Y g 0 THEAINZa~w Y RITER
ENGHIBRENET, ¥ T L—RTHFINT, X—F v 3=V 3 2k L CRER HEI
WCF v 7T AHFETHEREA, FTTLWO I~ RS ASA O LWEEREIZ W BN S vz
VY —RZTLIZFERTEET,

show startup-configerrors 2~ > REFEH L TH V7 L— RL-tk, fEGShi-a~r K%
FRTEET, FRT RS ATHE T L— REFATTEDHHAIL. EBHT A ATH T
T U— REFITTHRIICZOa~y REMH L TR EFRNICHR TEET,

BEICEoTUE, ASAIZT v 77 L— RIRICa~y REH LW T +— A HEIWICITT 57
O, R=Va Lo TIH LW avy REFETHRE LR STHETH, REDBTIC
FoTHE YU TV —RFREELRZTHZ N ET, ¥ 7 L— REFCHEATE 2 H 0k
EDONRy 7T o TERFFTHZ 2R LET, 83 ~DT7 v 77 L— RIFIZIX, Ny 7T v
TREIINCIER SN E T (<old version> startup cfg.sav) , LOBITTII Ny 7 T v 7 0ME
ESnEdA, ¥V 7 Lb— RCEETHAREMERH D AE o~ RBITOREMIZ OV T,
TASAT v 77 L—KHA R] @ [INX=2a VBEHEOHTA RTA4 BT 2L TLES
AR

o7 L—RIZETAHEIA RTA4 U BRXOHIRFEE (6 3—) OBEMOX Y7 1L—F
DOELBRL T IEEN,

72 ziE, N—=T3a298Q2) FFEITL TS ASA IZIE, RDoa<wr RRNEGERTWET,

access-list acll extended permit sctp 192.0.2.0 255.255.255.0 198.51.100.0 255.255.255.0
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AsA7 754720 L—E |

username testl password $shab5l12$1234Sabcdefghijklmnopgrstuvwxyz privilege 15
snmp-server user snmpuserl snmpgroupl v3 engineID abcdefghijklmnopgrstuvwxyz encrypted
auth md5 12:ab:34 priv aes 128 12:ab:34

9.0 ) IZX T T L—RT 5L, BERFICROZ 7 —NRRINET,

access-list acll extended permit sctp 192.0.2.0 255.255.255.0 198.51.100.0 255.255.255.0

~

ERROR: % Invalid input detected at '"' marker.
username testl password $shab5l12$1234$abcdefghijklmnopgrstuvwxyz pbkdf2 privilege 15
ERROR: % Invalid input detected at '"' marker.

snmp-server user snmpuserl snmpgroupl v3 engineID abcdefghijklmnopgrstuvwxyz encrypted
auth md5 12:ab:34 priv aes 128 12:ab:34

~

ERROR: % Invalid input detected at '"' marker.
Z OFITIE, accessligtextended =~ > R TO sctp DH AR — R H3/3—37 5 2 9.52) T, username
I~ RTOpbkdf2 DH R — 33— 2 229.6(1) T, snmp-server user =~ TP enginel D
DY HR— "N —T 3 2953) TEMSNE L,

ASA 7 TSATUADE YIS L—F

FIE

ATy

ASA DNR—Ta v WA= g VIZREL, Ny I T v TREEAXY— NT vy ar7 g
Fal—ra B LTI e —RT52 LIk oT, ASAY 7 =T DORX— g %
o 7L —RTAZenTEET, ZOFET, KOEFMICHEHINET :

* Firepower 1000
* Cisco Secure Firewall 1200
* Firepower 2100
* Cisco Secure Firewall 3100

* Cisco Secure Firewall 4200

1R BHIIZ

COFETIEZT v 77— RTAHNCASA DNy 77 v TRIEFITHOVERHL L=, Hn
WEABEILTHZENTEET, HWVREZE L L2WGAIL, FillE 32T S - he
FTHEBMEO W< RONFEETHAREMENH Y £4, FrLna~<~r Rk, Y7 hoy=Td
HTWAR—=T g ko — N5 EESSINET,

AL RTRY Tz A —"— FIT TAEZ Y T RERADOTZDIZ,  [ASA Upgrade
Guide] 7 v 77 L —RFFEEFEHL T, ASAY 7 hv =27 OENWAA—Y g E2rn—RKLE

YIrwz7ssUavIqFaL—var |
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B 750 71 —s%—rcoFirepower2i0 D8 H T L— K

ATy T2

ATvT3

T, ZOEAIE. ASADFH LWWA— g o Tliii, fuAR—Ya v A2RELET, B £
7ZASAZ ) B— R L7ZAWNWTL &V,

ASACLIT, Ny T v 7 DASAREGAZ— T vl ary74Xal—yailat—L
T, TN F—R—DFA/IF. TI/T 47 2=y bCZOFEEZETLEST, ZOFIET
1L, O~ RERZ A SEEICHEILL 9,

copy old_config_url startup-config

writememory #fEH L CEITa s 7 4 Fal—va B AX— Ty ar7 4 ¥al—3
VRIFLRWIEREETY, Z0avwy Rk, Ny s 7 v 7REX EEESLET,

1 -

ciscoasa# copy disk0:/9.13.1 cfg.sav startup-config

ASAZYm—RLET,
ASA CLI

reload

ASDM

[Tools] > [System Reload] % i#4R L £,

T5v kT +—LE—FTODFirepower2100 D55 45 L—FK

FIE

ATy T

NI T TRELAA— T v a7 4 X2l —a3 0L, ASADAA—2 g %
WA= g VICREL DY B —RT328ICkoT, ASAY 7 b =27 DONR—V g 0%
AT —RTH5ENRTEET,

188 BRI

COFIETIET v 77 L — RFTBHHNCASA DAY 7T v TREEITIMLERDHT-0, Hn
WEXBEILTHIENTEET, HWVRELE I LARWIGAIEL, il E 238 E I
KT HBMEO R a~ >y RBRFET DAREMERH Y £, HiLna~r RiE, Y7 b7 0O
HnAN—=Ta v En— R EERINET,

ASACLIT, X"y T v 7 DASAREEAX— T v 7 ary74Xal—yailat’—L
9, Tx— A —NRN—DEEHIX, T/ 747 2=y hCZOFIELZETLET, ZOFIET
X, I~ RERX R EFEICERL $7,

copy old_config_url startup-config
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Firepower 4100/9300 D 5 > 45 L— K .

writememory ZfiH L CEf T2 7 4 Xal—v a2 AX— T v 7 ar7 4 ¥al— 3
VICRAF LW ENEETY, Z0avy NE, Ny 77 v 7TRiEE EEE LET,

1 -

ciscoasa# copy disk0:/9.12.4 cfg.sav startup-config

AFv T2 FXOS Tlx, AF U F7ay, Zx—)F—N_— HLHEWNITTFTAEZY TREDT-HIZ,
Firewall Chassis Manager % 721X FXOS CLI Z#ffiHl L. [ASA Upgrade Guidel ®7 > 727 L — R
FIHEICHESTASAY 7 b =T DW= g VAN ES, ZO8A1E. ASADH LV S—
T TIEAL . A= g v aEEELE T,

Firepower 4100/9300 D 5 > 45 L— K

NPT IO TERECAZ—NT v 7 a7 4F¥al—2 g 02T L, ASADNR—V g 0%
WA= g IR EL T a—RTA32 81285 T, ASAY 7 =T DONR—T g 0%
LT —RTHZENTEET,

48 HHEIIZ

c ZOFETIXT v 77 L— KT DHICASA DRy I T v TREZRIT O VBN DT80,
HOVWREAE LT LI ENTEET, HOVREZE L LARWGAIX, i EIIEEIn
SRR R R T HBMED e a~ o RBFET HAREERH Y £9, HrLva~wr R, Y
T hT 2T OHNWAR=V g rEa— RT5EESEINET,

e ASADH WA= 5 Un, FXOSOBIEDASA— g v E BN H D 2 L 2R L1,
HEPEDR IR WIGEIT, iV ASAREAE LT DHNCEAIIOFIEE LTFXOS 24 0 7
L—KRLET, FU 7L —FRENEZEX0S b, (X7 L— R4 5HIC) ASA OHL
FEON—=a r EEBERSH D Z L AR LT EEN, A E2 R cE Wi aiE.
BT —REFEITLRNI EE2BEIDLET,

FIE

ATFY 1 ASACLIT, R VT v T DASARELAZ— T v 7 a7 4 X2l —gqla’—L
T, 72— N F—N—F 37 22V TOBREEE. TV T4 Tl =y N TZDF
EZFITLEST, ZOFETIE, a~vr RERAZ UL /F—Ha=y MNIERLET,

copy old_config_url startup-config

writememory ZfffH L CFfTar 7 4 Falb—v a2 AX— T vl ar74Xal—vg
VNREIF LW ENEE T, T oawy R, Ru T v FERER FEX LT,

&1
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ciscoasa# copy disk0:/9.8.4 cfg.sav startup-config

ATYy T2 FXOS TlX, A¥ U KT Yy, Tx2—A == HDHWNEI TAX YV TEAD®IC
Firewall Chassis Manager % 721X FXOS CLI Z#f/ L. [ASA Upgrade Guide] O7 v 77 L— R
FIEICHESTASAY 7 b = T OE VWA=V g U aENET, ZOHEIE. ASADH LV /—
Var TR, HWA=Ya Y EEELET,

RATYT3 Fio, FXOS 2 X U 7 L—RTL581F, AF U RTry, Zo— A —n"— HDHWNL7
T ALY TR ODT-DIZ, Firewall Chassis Manager ¥ 72 |X FXOSCLI ZfH L, [ASA Upgrade
Guidej DT v 77— FFIEICHES>TFXOS Y 7 b7 =7 O WA—T a Y a2 ifiDo"—2 =

IRELET,

ISA 3000 £ 7-[X ASA5500-X DA™ S5 L—FK

27 L— R, ASA5500-X 35 L TNSA 3000 EF /L CLL T OMREZ 2T+ 57-0H D 3 —
Ny MIRTFELET,

e T —h A A=V 3T 4 Fa2lb—aDr VT (cear configureboot) ,
s WA A=V ADT— bk 4 A= DFKE (boot system)
e (FFvay) BT 7T 4_X— a3 F—0DAS) (activation-key) .

CFEITAL T4 X2 =T a DAL — T v S ~DRIE (writememory) , ZHIZED
BOOTBREEAH A WA A—VICRELET, 2070, Ja—RT5&H0nAg A—=I0
n— RFENET,

VW T AKX 2L =g DRI T TR — "N T a7 4 X2 L— g 0
a2 — 1L %79 (copy old config_ur startup-config) .

« Ur— K (reload) ,

1R BRI

COFETIET v 77— RTBENTASA DRy 7T THREXITIONENDLHT-D
HWREEETLTH I ENTEET,

¢ ASA FirePOWER B 2 —)LDNRX—T g A VA =L ENTWAIHEETL. ASA DO
NR=T g v BN D D Z & MR L E T, FirePOWER £ 22—/ /L& LIRID A Y ¥ —
N g NIA T T L —RT 52 LITTEERA,

FIE

AT 71 [Tools] > [Downgrade Software] % 3K L £,
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[Downgrade Software] # A 7 1 7R v 7 ANFRINET,

AT9 T2 ASA A A—T D4 [Select Image File] #27 U v 7 L,
[Browse File Locations] # A 7 12 77K v 7 ANFRENET,
RATYT3 WOWTNNOFT v ar K2 &7 v LET,
s [Remote Server] : K v 7 Z > U X KT [ftp]. [smb]. [http] DWFTILZEIR L, LLAT
DA A=Y T 7 ANDNAEANTILET,

* [Flash File System] : [Browse Flash]| Z#27 UV v 7 LT, v =)V 7T v ¥ a 77 AV AT
DZHDHLRTIDA A=Y 77 A VEBEIR L E T,

AT w74 [Configuration] T [Browse Flash] %7 U v 7 L, BATHIOBRE Y 7 A NV EZIR L E T,

ATy TE ((EE) RN—=Var83LVbLEIOT 7T 4= a3y F—ICRTHAIL, [Activation Key]
74—V RTURIOT 77 4 X—=La v F—u2 A LET,

AT 76 [Downgradel 27 VU v 7 LE7,

271 ILDOEE

ASDM (1%, AR 27 7 A NEBRK R 7 B FATT D DR 7 7 A VEFY — L &> b
DHEINTWET, 77 ANMEY— XD, 7T v va AEVIRGFEINTND 7 74
NDOFER, BE), at—, BLXOHIR, 77 A 10i5k, BEXO®VE—F AL —U T3
A (T NBEAUDR) OT7ANVOEREIT) ZENTEET,

)

GF) VN FarTHXANET—ROFE., ZOYV—IEIT AT L2022 T 4 2T FHANTHE
TEHTEET,

TJ74ILTIOEADETE

ASA Tl FTIPZ 94TV b, ¥ XaT7 abt™— 277347 b, £7IZTFIP 2 94T b &
ERTEET, F/2, ASA2tX=aT abt— P —N—L L TCHRTETHILEHLTEHZD, =
VEa—ZTEXxaT at— AT N EFHATEES,

FIPYSA4 7>k E—FDETE
ASA TliX, FTP U —R—L DT, /{1 A= T7ANRLa T 4 FXal— a3 774D
TyZu—FRBIOF e — REFITTEET, Sy T FIPTIE, 7 74 7 > MdibfilfEes
BRI OT—2BmOm T ERELET, Xy 7 T— RTIET—Z#EHOZ T AL 7225
P— =%, AEOREDEFICBNTY v AL TAHR—FEEEZINEL L TGRLET,

YIrwz7ssUavIqFaL—var |
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B ssaexa7ae—ss5070 romE

FIE

AT 71 [Configuration] > [Device Management] > [Management Access] > [File Access] > [FTP Client] ~<A >~
C. [Specify FTP mode as passive] = v 7 R v 7 A& A NI LET,

AT T2 [Applyl 227 U v LET,
FIPZ 7AT7 v hDary7 4 Xalb—va PERIN, TOEENENETaL 7 4 X2
L—y g VITRESNE T,

ASALHa7IE—U AT FDEE

ASAMNSCP 7 747 v b & LTCEMET DAL, copy 2~ RZ2MH L CTSCP 2% ETE £
‘é‘o

SCP D/R7 —~< AL, HHT AT LT AACHLIBREKRFLES, 77401
T, ASA | 3des-cbc aes128-cbc aes192-cbe aes256-cbe aes128-ctr aes192-ctr aes256-ctr DJEIZ T /L
FY X LRI — b LET, RINTEEOOT VI Y XL (3des-cbe) MBI I N85
A, aesl28-cbe 72 EDO— BRI T NI Y X APNBIRINTZHE L0 KBS ST 4 —~
APMMETFLET, RSN SR ELE T 5121, [BRE (Configuration) 1>[T/34 R E
¥ (Device Management) | > [3¥# (Advanced) ] >[SSHEEE (SSH Ciphers) | A > % {#
LET, 2exiE, [AARZL (Custom) | 3R L T aes128-cbe 125X E L £,

4r & HREIIC

«SSH N— 3 2 i AR — 951213, ASA DT A & AIZH 172K 51k
(3DES/AES) T A & ANNETT,

CHFICHEESIN TN RWNED | v LT arTFXF AN E— RTIE, VAT AFETAN—2
TROFNEEFITLET, EEVAT L a7 X2l — gy F— RCA->THARND
%A . [Configuration] > [Device List] XA > C, 77T 4 TIRTNA ADIPT RLADFIZ
H 7% [System| X T NI ) v T LET,

« SCP Y — _"—DFAIE, SSH 7 7 B ADRE IZHE-> T ASA TSSH ZHNZ L ET,
FE

ATYT1 aVTHFAF = FRZLoTROLIICELY 7,

o 7V E— ROYAE . [Configuration] > [Device Management] > [Management Access] > [File
Access] > [Secure Copy (SCP)] DNEIZEHR L F 77,

s v /LF E— RDY{, [Configuration] > [Device Management] > [Device Administration] >
[Secure Copy] PJNAIZEER L £ 7,
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ATy T2

ATvT3

ATvT4

ASATFIP 55472 k032 8E

(A7 ar) ASAITES D4 SCP— S—D SSH AR A ¥ —2EFELET, HEITET
T, ASA T —HR=ANLFFHITYH =L ZOXF—Z2BMFEITHIBETE FT,

F—2BIYT512iF, ROFIEEZFATLETS,

a) HLWH—"—0D[Add| %27 Vv 7 $ 5 FRIMEETEDLSSHAR FOT =T b
P N—Z @R L, [Edit] 227V v 7 LET,

b) H L\ — 3= [Host] 7 4 —/L KIZ, $—"—=DIPT KL AZ AN LET,

c) [Add public key for the trusted SSH host] = v 7 7R v 7 A% A N LET,

d KOWTNHIrOXF—EEELET,

T4 H—=TV N T TNy 2INTWDEXF—F AN LFET, 72& 21X, show
a<w ROETIhbar—L=dF—Td,

e % — :SSHAEA MDARRF—FIINy =2z AN LET, F— AU 713V
£— b BT D Base64 TH 5L ENTZRSARAHF—Td, A—FSSHZ T A 7> b
NS (SWHZ 5 & sshfid rsapub 7 7 A VD) AR —fl%Z EfS TE £9°, Baset4
TR AL SN2 A — 2255 L7121k, SHA256 1L > CEDF—N vy v IE
R

F—ZHIRT DT, EETESSSHEA OT—T b —s3—%R L, [Delete] &7
Vw7 LET,

(A7 vay) HLOEA M= S & XM E=Z D 21E, [Inform me when a
new host key is detected] = v 7 R 7 A=A 2 L £,

TI7ANKNT, ZOF T a i3I TWET, ZOF T arBA RX—T M- T
WHEE . ASAICEREBIISN TVARWERA M —2F £ I3EET 5 Lo ckw o
T, TOF T arinNT 4 B—T Mo TV BIEA, ASAITIBEIHRFES N Z &R0k
A N —Z HBICTFATLET,

LEA (Apply) 122V v 27 LET,

ASATFTIP U SA 7> FDINRERTE

TFTP %, Hiflile s 747 MY — =T 7 A V#zET 1 h 2/LC, RFC783 3 L UNRFC 1350
Rev.2 THEEINTWET, TFTP V—R_"—L D TT7 7 A L& —TX 5L 912, ASA %
TFTP 7 A4 7 FELTRETEET, ZhIZkY, 27 4Falb—vary 774 V%
Ny 7T v 7L, ZNHEHEEO ASAIZ T o/ — FTEET,

Z 2T, TFTP ==~ DAL HHIER TE H720, copy 3 L U configurenet 72 K> =
~ Y R CANT HHMER LR £,
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ATy T2

ATvT3

ATy T4

ATy TH

[Configuration] > [Device Management] > [M anagement Access] > [File Access] > [TFTP Client]
DNEIZEIR L, [Enable] T = v 7 Ry 7 A% AN LET,

[Interface Name] K2 v 7*# > UA R, TFTP 7 A4 7 b E L THERATHIA 4 —T7 =
A AZ BRI £7,

a7 4 Xal—rvary 7y A NVORGFHEE T DH TFTP —/3—D IP 7 R L X % [IP Address]
74—/ RIZASLET,

AT A4 Falb—va s T ANVDOREI LT D TFTP — "=~/ A% [Path] 7 4 —/L I
WA LET,

{4l : /tftpboot/asa/config3

Apply 27V v 7 LET,

IO kRS FDIEM

CIFS~¥7 o h BAYVFEFIZFIP~ T h RA v FEBMTEF4,

CIFS<T™ > b /RA4 v FDiEM

FIE

&

ATvT2

2AFvT3
ATvT4

ATvT5
ATvT6
ATy T1

H@A v X —Fy b T7A N AT (CIFS) ~ T b iRA v FEEHET DL, ROFIE
EEITLET,

[Configuration] > [Device M anagement] > [M anagement Access] > [File Access] > [M ount-Points]
DIEIZEIR L, [Add] > [CIFSMount Point] DJIEIZZ U v 7 L ¥,

[Add CIFS Mount Point] # A 7 1 7' 7/R v 7 ANFRINET,

[Enable mount point] = v 7 R 7 A& A2 LET,
ZIUZXY, ASA FEDCIFS 77 AV VAT AN UNIX D7 7 A )L VU —IZ8ERE SVFE T,

[Mount Point Name] 7 4 —/V RiZ, BEfED CIFS NMFEIET HALE D4 AT AT LET,

[Server Name] 7 4 —/L R E£ 721X [IP Address] 7 4 —/V RIZ, ¥~U > b RA Vv M eET L0 —
N—DHETEITZIP T RLAE AN LET,

[Share Name] 7 4 —/L RiZ, CIFS — N— LD 7 4+ VX D4R AT LET,
[NT Domain Name] 7 « —/b RiZ, +—_"—WHEET 5 NT KAA L OL4RIEZAT LET,

Y= R T DT 7 AN VAT LD T b ERAINTWE2—VP—DLR[%, [User
Name] 7 « —/V FIZ A LET,
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ATvT8

2AFvT9
ATv 710

ATvIN

Pz b giq v roim [

%%N%’ﬂ#é774wyx%A@vvyh%mTéﬂfwén%# DINAY— Rz
[Password] 7 4 —/V RIZ AT L £,

[Confirm Password] 7 4 —/L R{Z/XAT— REZF A LET,
[OK] %27V v 7 LET,
[Add CIFS Mount Point] # A 7 1 7R v 7 ANE L £,

[Applyl &7 U v 7 LET,

FTIP<o > b 7R4 > DB

FIE

&M

ATy T2

ATvT3

ATv74

ATy TH

ATvT6
ATy T17

ATvT8

ATvT9
ATy 710

FTP~ 7> k BRA v FOA . FTP — S—|ZIZUNIX DF 4 L 27 FU U X~ 2Z A LD
2G4, Microsoft FTP — X—{2{%, T 74/ FTMS-DOST 4 L7 FU UR K ZAH A LN
HFET,

[Configuration] > [Device Management] > [M anagement Access|] > [File Access] > [Mount-Points]
DIEIZEN L, [Add] > [FTP Mount Point] DJIEIZZ V v 27 LE7,

[Add FTP Mount Point] %A 7 & 77K v 7 ANRF/RINET,

[Enable] F = v 7Ry 7 AZER L E7,
ZHICED., ASA FOFTP 77 AV AT AN UNIX DT 7 AL V) —Z#H S E T,

[Mount Point Name] 7 -t —/V FIZ. BETED FTP N FAET HALE D4R A2 AT LET,

[Server Name] 7 4 —/L R £ 721X [IP Address] 7 4 —/V RIZ, =D h RA v b EEET D —
N=DHHTETITIP T RLAZ AT LET,

[Mode] 7 4 —/V KT, A7 a s R¥ 2 ([Active] £721X [Passive]) #2 V v L TFTPE—
NZRIRL ET, [Passive] E— RZBIRLIZGAE, 7747 T, FTP 2> b m— /Lt
EF—ABENE BICEBLE T, ik Zo8iE ) v AU TR FOES TIRE
LET,

FTP 7 7 A )V S —_"~DFT 4 L7 U /NA% % [Path to Mount] 7 4 —/L RIZ A LET,

YRR FT DT 7 AN VAT LD T NERA STV D 2 —F—D4RI%, [User
Name] 7 4 —/V RIZ A LET,

Y= R=ZHKT DT 7 AN VAT AO T R ERAIN TN —HF—D/RAT — K%
[Password] 7 4 —/V RIZAJILE T,

[Confirm Password] 7 4 —/L R{Z/XAT— REZF A LET,
[OK1 %27 U v 7 LET,
[Add FTP Mount Point] A 7 1 77K v 7 ARA LT £ 7,
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B - regmv—n~o7stz

ATYIN [Applyl 227 V7 LET,

274 ILEEBY—ILADT7 71X

T ANVERY — VT 5123 ROFIRZETLET,
FIE

ATYFT1 AL ASDM T 7V /r— a3 v KU T, [Tools > [File Management] DJIEIZE4R L &
j—O

[File Management] %4 7 12 77K v 7 ANERINET,
s [Folders] XA 12X, T4 A7 EICHD 7 A NI NRFREINET,
* [Flash Space] I&, 77 v = AEV OEFHEREL, EHWTRRAETIAEELRLET,
o [Files] fEIICIE, BIR L= 7 L E DT 7 A MTONWTRDIERNFRINET,
« 82
« T AN
c AR (S RHIfL)
« (EIEREA

e ASDMA A= 77 A0, SVCA A= T 74, CSDA A=Y T 7 AV, F
J2IZAPCF A A —Y 77 A)V) Zapd, AT —H R

ATFvT2 BRLETZ77ANVET T UWICERT DT, [View] 227 U v 7 LET,
ATwT3 BRLET 7 A NVEGVERSTHOT ¢ L7 VIR HT 5120, [Cut] 22 U v 7 LET,

ATy T4 BRLETZ77ANVEZa—LTHOT L7 hVICREY 11T 5121X, [Copyl 227 Y v 7 LE
bé‘o

ATYTS  abt—L7e7 7 A NVERRUGATICHEY (11T 5120%, [Paste] #27 U v 7 LET,
ATFwTe BRLET7ANETT v a A NLEIRT 5121, [Delete] 227 VU v 27 LET,
ATV T TrANOARTEELT HIZIE, [Rename] %7 V v 7 LET,

ATYT8 TrANERGTDLT 4 V7 M) EHHERT HIZ1E, [New Directory] 2727 U v 7 LE T,

AT 79 [FileTransfer] ¥ 4 7 1 77K v 7 A% B <IZIX, [FileTransfer] #7 V » 7 LE¥, #EICONT
E. T7 7400k (173—=2) | Z2BRLTLIES N,

AT w710 [ManagePoints] ¥ A 7 17 7R v 7 2% B <1Z1E, [MountPoints] %27 U v 7 LEF, aEMiZoN
T, v~ b AL bOBEM (14 X—Y) Z2ZBLTLESN,
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T 74 ILDERE .

774 IILDERE

File Transfer Y —/Li2 LV, a2 — il Hb 7 7 AN EVE— MNIHD T 7 A NVEERETEF
T, PCEFIETTvia 774N VAT LAOO—H)L 77 A% ASA & DR CHE%ETX F
4, HTTP, HTTPS. TFTP, FTP, £7/-1ZSMB ZfiH LT, ASA L D TT 7 A L ZHEET
EF7,

)

GE) IPSSSPY 7 hU =7 TV a— /DA, IPSY 7 vy =T % disk0IZF v a— KT BHIZ,
Ty a AEVIZDRSEH50%DEENHD I EEMHERLTLSTEEN, IPSEA A b—
NTBHEXZ,IPSDT 7 AN VAT LRI T T v o AEVDS0% N TFRINET,

A—AIIPCETTYIaABTD T 74 ILERE

O—ANVPCLE T Ty aTZ 7 AN T AT ALEDBTT 7 A NVEERET DX, ROTFIEEHE
1ITLET,

FIE

ATFYT1 AL ASDM 7 F VY r—3 a3 742 K7, [Tools > [File Management] DJIEIZEIN L %
@—O

[File Management] % A 7 2 7R v 7 ANFRINET,

AT 72 [File Transfer] DR{IZSH D FRFIZ 2 U > 7 L, #i\ T [Between Local PC and Flash] 27 U v 7
LET,

[File Transfer] A 7 B 7R v 7 ANRRRINET,

ATFY T3 B—HAAPCEFITTTvia 774N VAT ADELELNT, Ty — REFIIX T
H—RLZWT 7 ANLVEEIRL, HOOSGHIZ N7 v 7 LET, E2id, v—AU/ PC 720X
TI593a T7ANV VAT ADELLNT, Ty u—RERiZFvra— KLtz 7 A
NEBEIRL, ARIVERIZERMEZZ Vv 27 L, HEOEHIZZ 7 A L EERE L ET,

ATy T4 T L5 [Closel 27V w7 LET,

DE—FH—N—E¢ET5392aMTDT 74 )LERE

VE—hM P —N=LTTF a0 774NV VAT LAEDMTT 7 A4 VEIEET DHITIE, ROF
N2 24T L £
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B =975y vamcorr s

FIE

ATy T

ATy T2

ATvT3

ATv74

ATy Th

ATvT6

ATy T17

ATvT8

AL ASDM T 7Y r—3a v v 4 R T, [Tools] > [File Management] DJIEIZ IR L &
R

[File Management] &% 1 7 12 77K » 7 ANRF R SNET,

[File Transfer] kv > 7F# U A NTFRAI%ZZ U w7 L, [Between Remote Server and Flash]
27 )y 7 LET,

[File Transfer] ¥4 7 2 V7R v 7 ANERINET,

UVE— K== 067 7 A VEERET HIZIE, [Remoteserver] 27> a %7 U v/ LE

7T

RS RIZIRD Y — A T 7 ANV EERLET,

a) (F7Fvar) ASANRY—A_"—LOBEIHENTLIA 0 F—T =AM AERELET, 1~
=T oA AERELRWEA, ASA XEHEHOLV—T 47 T—TNEF v L
T, S CTHRRODLLRWGERIET X ON—T 4T T—T N EF oy LE
R

b) V——DIPT RLAREZEGDTZT 7 A NVDEFI~D/RAEER L FE T,

G¥)
T 7 A NEEEIT IPVE BLRIPVv6 DT RLAEZHR—FLTWET,

¢) FTP OEGEITY T— F = "—DH A 7% HTTP £721X HTTPS OEFAEITY £— F ¥—
N=DR—= EFE T AT LET, ARRFIP 2 A 7IIXROEBY T,

sap: /X7 E— RO ASCIl 7 7 A )V
can: Xy T E— RO ASCI 7 7 A )V
cip: Ny T EFT— RO F U A A=V Ty AV

sin: FEXNV T ET—RONRAFTY A A= T7 AL

7T 9va Ty AINNTYAT NG T 7 A )VEERET HIZIX, [Flash file system] 47" = % i

RLET,

77 A INVDBFFT~D /R A& ANS1T B>, [BrowseFlash| %27 V v 7 LTC7 7 A VOB EIEE

LET,

F/o, CLICEY, A — R T v arrsFal—vary, F7ar74Falb—var,

FIIISMB 7 7 ANV VAT AN T 7 AN at—F 52 TEET, Copy 2~v > KD

FEHFECONTIE, CLIay 7 4 Fal—vary U4 RESRL TSN,

BT D7 7 A VDML EERLET,

a) 77 vva 77 AN VAT AT 7 A NEEET DX, [Flashfile system] 47> 3 &
HEIRLET,
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ATvT9

ATy 710

2Ty TN
ATvT12

ATy 713

ASA A A—. ASDM, B&EURE— TPy TavTq¥aL—varonz [

b) T 7 AINDEEHI DA E ANSIT D, [BrowseFlash| 227 Y v 7 LT7 7 A VOB & 48
ELET,

VE— K = "—27 7 AV ZHEET 5121, [Remote server] 472 3  Zi& IR L £ 7,

a) (FFvar) ASARY—AR"—LOlEIHERTLA =T =M AZEELET, 1V
B —T 2 A AEEELRWEA, ASA XEHEHOV—FT 4 7 T—TNEF v L
T, T TCHERARONLRWGEIEIT X DON—T 4T TNV ETF oy LE
R

b) 77 ANDEFT~ONRREANTTLET,

c) FTPHEEDLAIIX A TEANNLET, A& A T IXROLELY T,

cap: /Xy 7 EF— RO ASCI 7 7 A )V
ean : XY T EFT— RO ASCI 7 7 A )V
sip: RNy T T—RORALFY L A=Y T7 A )L

cin: FERXIVT EFT—RONRALFY £ A= T 7 A )L

[Transfer] 27 V v 7 LTC7 7 A MinikZBtG L F 9,

[Enter Username and Password] % A 7 12 778 v 7 ANEK RSN ET,

VE—h P—N—Da—F—% NRAT—F A2 (LEREE) BERINET,
[OK] &2 Vv r7 L, 77 A NEEEHITLET,

7 7 ANHRIE T 0 RIS L GERH D T, TR T T ETEBRELIZEI N,
T 7 A NMGIENTET LT26 [Close] #7 U v 7 LET,

ASA A A—  ASDM, BE&EUVRE—+T7v T 2T«
Fal—2a mEE

BED ASA £T-1XASDM A A=V BB 5551, 77— M T A4 A=V ERETHLERH Y
F9, A A—VERELRVERIIT 74V DT — b A A=V PMEA SN, FDOA A=V
BEXENTZ DO TIIRWAREERH Y £4, AF¥— T v a7 4 X2 b— a3 TiE &
FIHUT, BRLT 4 V27 MU THEBRLSFREND T 7 ANV AT AND T 7 A )V EFRETE
3

ROETNDITA RTA 2B LTLIEIN,
« Firepower 4100/9300 ¥ —< : ASA O7 v 77 L— RIZFXOS IC X > TEH N ET,
ASAFRXVL—F 4 VT VAT ANTASA T v 7 7L —RT B LIETERNED,
ASA A A—UVIZK L TZOFIEEAMEH LW T 2SN, ASA & FXOS RN T » 7

JL—RT&, FXOST 4 L7 U U R MIBIZIZERRENE T, ASA/ Xy 7 —IZi3h
T ASDM NEFENTWET,
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YIrYITELVIYTaFaL—2ar |
B ossacx—o asOM, B&URE—FFyT LT FaL—L 3 OBRE

« 77w N7 4 —2I F— RO Firepower 2100 : ASA, ASDM, B L UFX0S DA A —I1F 1

DDy T — VNN RLENTWET, Ry —VORHIIFX0SIZ L - TEH
ENFET, ASAANRL—T 4 VT VAT ANTASAR T v 77 L—RT5ZLILT&E7%
W2, ASA A A—VIZX L CZOFIEALMH L 720 T7Z2E 0, ASA & FXOS (& {E 5
T w77 L—RT&EHA, HITHINN LI THET,

Firepower 1000, 2100 (777 A 7> A%F—F) : ASA. ASDM., B L RFX0S DA A —
NI OOy r—DI—FFICN RALENTWET, Ny —VOREHEL, ROFIEE
HHLTASAIC L > TEEHEINET, TNOHDT Ty M7+ —ATiE, 7—hT5A A—
DEBINT DT DICASABMERH SN E T, LR DIAD=ALTV T — ASA LT
2D 9, FEHICOWTIE, UTOa~sy ROBMBAEZZRL T ZE0,

ET /LD ASDM : ASDM (X ASA A XL —F 4 VTV AT AANGLT v 77 L— RTE 5
e, N RS2 ASDM A A —Y OB ZAF AT 208 H D £ A, Firepower 2100
(77 v b7+ —2L%F—FK) L Firepower 4100/9300 Tix, FETTY v 7 u— K75
ASDM A A —UIEFXOS A A —V U A MIFRENEFA, ASADDH ASDM A A —T %
TR LMENDH £7,

GE)  ASANRURLET v 77 L—KT5E, WU4RET (asdm.bin) T
HDHI, N RILND ASDM A A —378 ASA _EDFO ASDM
NN RV A A—=VICEEBbY T, 27-L, Ty 7ue—FLiz
BIDOASDM A A — (=& zi¥asdm-782.bin) % FEYTEINT 5
LAV RV T T T L= RELEERER LA A=V RMEHAS
NET, AHFMEDHHASDMA—T 5 U2 FITLTWD 2 & 2Tk
B DIE, N RV ET v 77 L— KT HHICASDM 27 v 7
T —RT50, £TRIXASANRY FLET v 77 L— R+ 5H
AIZ, N2 RAEN7-ASDM A A— (asdm.bin) 7T 5 X
DN ASA ZHRET HHLENH Y £,

ASAv : FIHIEARED ASAV /X > 77— TliX, ASA A A — T WaeAEY B boot:/ 73— 4
VavIlHBESNET, ASAVET v 7L —RTAIE. 7T v a AEYNOBDOA
A—VEEELET, B Tar74FXalb—ar 2707358, ASAVIZTTDERD
AA—Tha—RTH5L910725 2 LICEBE LT EEW, FIHEARFD ASAy /X /r—
DICE, 7T v a AR ICEHEISNDASDMA A=Y EENTHET, ASDM A A —
CEESNCT v S — R T&E £,

o diskO: IZHNEEAE Y T, TOMD KT A 7&K EIL, USB K74 7, SSD., SD I — K7
EONEANL—UERFELET,

WKDT 7 4V MiREESRLTLIEEN,
s ASA A A—T

« Firepower 1000, 2100 (7 754 7 ZF—FK) : UEIET LTV T — A A=
7 —hLET,

. VI zT7H&UVaAYToFaL—ay
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FIE

ASA A A—. ASDM, B&EURE— TPy TavTq¥aL—varonz [

cASAN—RT =T EBIWISA3000: N7 T v a AT YNTRODSTZHRADOT
TV r— g A A=V T — M LET,

o ASAv : IONCEEI L7- & B S iz, @ AED B O boot:/ /3—TF ¢ 3 1T
HDAA—THET—FLET,

* Firepower 4100/9300 v —3 : ED ASA A4 A —V % 7 — M F 50T FX0S v AT A
WCEoTREESNET, ZOFEEZFEH L TASAANA—VERETHILILTEE
A,

« 77 v N7 4 —25F— RO Firepower2100 : ¥ D ASA/FX0S N r—V% 7 — ~ 45
MEFXOS Y AT KMZK - TRESNET, ZOFIHZMM L TASA A A=V 2K
ETHI LT TEERA,

e T RTDASA FOASDMA A —2 - NE 7 T w2 AEFYNTROD -2 (ZOEATIC
A A= NRWERIINT 7T v a2 AT VNTROMN-7) PO ASDM A A —T %
T—hrLET,

AR — R T TS ar7 4 Xal—rary T 74T, ASAIZ. BL77A4LThHD
AR — KT T ar7 4 ¥al—Tarnmnb 7T —kLET,

ATy 1 [&RE (Configuration) ]>[7T/34/4 REHE (DeviceManagement) |> [V AT L A A —DERTE

(System Image/Configuration) ]>[7— bk 4 A —/58%E (Boot Image/Configuration) ] % i3
RLET,

Firepower1000, 2100 (7 734 72 RE—FK) 1 DODOA A=V DORBIMTEET, HLA
A—=VILT v 77 b= RT5561F, UENCRE LA A—VZHIRTO20ERH Y £, =
DERZEHATHE, VAT AL TT 7y arNETENET, VAT LA A=V
AEL TR L, 77— RGAT (FXOS 12Xk » THEBL S LD disk0 DN e r— 3 ) lcae—1L
F9, ASAZ U —RTHE, HiLnA A= —RFEnET, Ve— RRT3RHdEELT
LTSV, T= b A—=POBMREZHIBRLCHEHT L, 77—k r—Tarhbfiling
A=V EHIRTE LT, ZORD, BEDA A—VIF8|&HE ETESNET, ZOLEF 2
L72tk, ASADT T vV a AFYMNLIEDA A=V 7 7 A NVEHIRT LI EHTEET, &
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b ET,
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. 7 £ —)LA—/3—5&E TO Auto Update H—/\— HR—

7 = —)LA—/3—E%TE T D Auto Update H—/\— H7K— k

Auto Update —"ZFEHA LT, Y7 "Ny T A A—V¢tary I 4F¥al—rary 77
B, TITATIAZ N, To— LA —"— 2T Falb—aDASAICHETEE
T TIT A TIAR N, T 2= VA== 7 4 X2 L—13 73 TCAutoUpdate & A 1 —
TMZT BHITIE, 72— A== X7 DT T A~ U LEEIZ Auto Update r—/3—D a7 ¢
Fal—varxzANLET,

T = VA== 2T F 2 L— 3 O Auto Update H—/3— PR — MMIiE, ROMFIPR &
TEREH SV ET,

T IT A TIARZ NN, AT 4 Fal—a D R—FEN5D1E, V7L F—FR
VS

LT Ty T =L YT U xT A A=V = NTHHE, 7= A== T
IhT7 4y OEEEEELET,

sLAN X—AD T = — )V —N—%fHTH5EE. HiLnar7 4 FXal—gi4do
TCT 2= NF == rDar7 4 FXal—ra URNERSRTIIWTEEA, 72—
N —R_R— Yo rPar7 4 Xal—Ta ryNEREINSD L, BEEMOBEITLKLE
‘é‘o

« Auto Update #—/3~ Call Home Z# F4TT 5 DIX7 7 A ~ V #£@&E 7217 T3, Call Home %
FATTHIE, TTASVEERT 77T 4 TRETHLVLERH Y £3, 9 Th\n
A ASAITHBEIMNIC S T4 <~ VIEBIC 7 = — LA —R_—LET,

VT NI 2T AA—VFEITar 7 4 X2l —ary Iy ANEXT L a— T 5D,
T4 = VIEPITTT, 0%, Y7 M xT A A-VEREFa T 4 K2l —a
TrAMiTeh o XV EEICar—SNET,

e A EF—T 2 A AMACT RLAEN—RU 2T DOV TNESZIL. 774~ VEEDD
DTI,

* Auto Update —/3—F 72X HTTP — "=l ffEhicar 7 4 Fab—vary 774
Wi, T~ VEBERHTT,

Auto Update 7O+ X DIEE

WIZ, 7x—)bA—"— a7 4 X2l — 3 TO Auto Update 7' 17 & A D E %/~ L E

T, ZOTBERRL, 72— A —N=BAX—=TNLTHY, BIELTNDZ & ZRiHEE LT
WET, EBEN T 4 Falb—varERPEL TV AEE. SSM I — ROREALISF OB
HTCAZ AN IEBIEENBAEL TWDLIGE, £2d, 7= A==V IRFxT L
TWAH A, Auto Update 7' 122 AL EITTE £H A,

1. WMAFOEEIZ, 799 74+ —LBILORASDM V7 " =T Fzv 7P hbA—Dg 0
B ERZH L ET,

2. 774~ VEEIT Auto Update br—_—ZT7 7V EALET, YT~ VEERT 7T 47
REETARWEA . ASAIZT T A ~ VIEEIZ 7 = — /LA — 3— L7-#%. AutoUpdate H—/3—
W7 78 ALET,
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Auto Update 7o £ 200iEE ]

3. Auto Update h—"—|X, Y7 by =7 Fxv 7 AL URLIEHRZIELET,

4, TIAS VBN, TIT A4 TEHIZRFZ A EBEDOT T b T3 — b A A= T 7
ANET v 7T — T HLENRHD LHW LIZGEE, IROMENREITINET,

1. 77 A< V%EEIL, AutoUpdate —/3—@ URL Z i LT, HTTP ¥— \—» 53 Y)
@774W%W%Li¢o

2. TIOAVEBIL, FOARA—VEAZUNRLEBIZa—LTHL, BHDOA X —
CHET 7T —hrLET,

3. WIHTOIEBIH LWA A—=URH5581T. B F Y (AZ L) EENEIIC
Je—RaEnhETd,

e WU HFVEBOT — MEIZE y RV AT v 77 L— RBNA[REREAIL. B

HVEEENRT 77 0 TEEEIZRY, IO~ VEER - RFEnET, Va—

RRETT DL, TTA~VEENT 77 40 7HEBEIZRY 7,

ox&/ﬂ4“ @7%hﬁ bty FLAT 77 L— KR TERWVESIE, W5
EEARRFC) e — REnFET,

4, BHHY (RZ L) HEEIPZFICH LA A=V RNBLEAE. B2 ) EE
Pinva—REnEd, 774~ VEEX, XA VEEO) o— RBRKTT 5
FCHELET,

5. 794~V (T7T747) BEEIEFICH LA A—=URH G681, B VR
MNT 7T 4 THEICRY, TI9A4~< V1 %#Jnﬁkéhi#o

6. LHI—ET v ST —F T ARTFEI HOBELEINET,
5. ASAN, 7I9A~VFEHRITED U FUVEEED ASDM 7 7 A V% T v 75— M 20N
HD LA LI=HE 1, ROWMBENREITINET,

1. 774 ~<V¥EEIL, AutoUpdate — "— ML I N7 URL 26 LT, HTTP ¥—
IN—=nH ASDM A A — 77 ANV EBUGELET,

2. T4~ VEEIT, LEISLTEDAL A=V EAX NS EEIZaY—LFET,
3. oA~ VERIT. BHDASDM A A—%2 7 v 75— M LET,
4., LH—FETvITF— N FrEARTIE 1 GBI NET,
6. TIARVIEHEN, A T4 Xal—var Ty ANET v T T OUERDD LH
Wr L7- 5. RN EIT SN E T,

1L 794~ VEEIL BESNZURLEZHFEHALT, »bar74Xalb—var 77y
ANERELET,

2. WMAEOEETHEEC, tnar7 4o Xal—rarNHlnar 7 4 F¥al— gy
ICEBR S ET,

3. L9 FETTFTF—FTabARFHEL LOBBEEINET,
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. Auto Update DH A K541 >

7. F2o VIR TRTDOA A= BLRa 7 4FXalb—var 770 —FHLTWA
A, Ty ST — MIMNEHY FHA, 2O ot R T, IROFR—U o VR E CHlTE
nE7,

Auto Update DA K54 >

AVTHFRAME—F
Auto Update |%, 7))L a2 7TF X h F— R TOHPR—FINET,

V5R4B
7 TR TFY A= S NEREA,

ETIL

WOET LTI FR—FSNEE A,
* ASA 5506-X, 5508-X. 5516-X
* Firepower 1000, 2100, 4100, ¥ X T*9300
* ASAv

Z0MOAA K54

* Auto Update h—/3—22 5 ASA D> 7 4 F 2 L—a URIEHINTEH, ASDM (1L
HMENFEHA, [Refresh] F 7213 [File] > [RefreshASDM with the Running Configuration on the
Device] ZIBIR LT, IFDO AL 7 4 Fab—a L 2RGTI0ERHY T, F7-.
ASDM Ta > 7 4 X a b—v g VA AR IILbRET,

« Auto Update — "— LiE{ET 572007 1 b =2/Lk LT HTTPS N R SN TV HEA
I, ASAILSSL ZfEH LEd, Zix, ASAIZL D DES £721X3DES 74 £ ADMHRA
ISIATY,

Auto Update —/\— L DBIEDHTE
F&E

AT w71 [Configuration] > [Device Management] > [System I mage/Configuration] > [Auto Update] % 3%

RLUET,
[Auto Update] ~2A1 > {Zi%. [Auto Update Servers] 7 — 7 /L DLIZ [Timeout] i3k & [Polling] fElEk
NV ET,
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ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

Auto Update +—/i— DiEEDEE [

[Auto Update Servers] 7—7 /L C, Auto Update h—/N—|ZFT TIZRE SN TNH/NT XA —F %
MERTEET, ASAIE, T—TNDO—FLICHDL I —"—Z IR —U 7 LET,

T =T NHNOY——DIEF 2 ZEE 3 5121, [Move Up] £721% [Move Down] #2 U v 7 L %
R
[Auto Update Servers] 7 — 7 /WZIZIKR DT 7 2R3 H VY £97,

* [Server] : Auto Update V—/X—DARTEZILIP 7 KL A,

« [User Name] : Auto Update —/X—D 7T 7 & ABHMEH SN D 2 —HF—4,

* [Interface] : Auto Update V" —/N—~OEREGFRFIFEH SN A V¥ —T =1 A,

* [Verify Certificate] : Auto Update $— /373K L 72FER#E 4, ASA T CA O/L— hEEE & M
AL TCHERT 20089 0% 1BELET, Auto Update H— 33 LTV ASA 1E[F U CA %M
TLOMEND Y £7,

[Auto Update Server] 7— 7 /L DITOWTInzE X 7/v7 U w73 25 & [Edit Auto Update Server]
AT TRy 7 ANRE, Auto Update —/3—D/RXT7 A —H ZBEHTExET, ZIT(To
SRR BICT =T MM E N E T, a7 4 T2 b— 3 VITRIET DI [Apply]
7V 7T HMERDY T,

[Timeout] = Y 77 ClX, ASA 7% Auto Update —/3—D X 4 A7 7 N FF ORI AR ETE F
9, [Timeout] FEIRIZIFIRD 7 4 — /L KR H D £,

+ [Enable Timeout Period] : ASA 7% Auto Update ¥ —/S—05I8E 2% E Lo 2GEITH
ALT U RTBHICIE, AIiCLET,

[Timeout Period (Minutes)] : Auto Update %—/S—/nBIRE N2> 123856 D ASA DX A A
MR (0 HAL) ZFEE LT
[Polling] =V 7 C, ASA 75 Auto Update — S—DERE RN —V 7T DBHELZHECTE E
9, [Polling] fEIKIZITRD 7 4 — /L RBH Y F77,

« [Polling Period (minutes)] : ASA %>5 Auto Update ¥-— 3—|ZH LWMERZR—V 7%
L XOFELRR (rHEAD

* [Poll on Specified Days] : IR—U ' 7T DAV 2 — )L ERELET,

* [Set Polling Schedule] : [Set Polling Schedule] %1 7 7 77K v 7 A3#EK /R Z 1, Auto Update
Y= R—=%R—V 7T 5 A ERAEZRETCEET,

* [Retry Period (minutes)] : % —/N—DHR—1U 7R L7254, ASA 7> 5 Auto Update H-—
N=lZH LWERER—U 795 E TOFRFLEEM (AL

* [Retry Count] : ASA 75 Auto Update — S—|ZH LWME#HREZFR—V > 735 L EDOHER
TR,

A=V T AT a—)VDOKRIE
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. Auto Update DE=% ') >4

[Set Polling Schedule] %4 7 & 778 > 7 A Tl&L, ASA 75 Auto Update h—/N—%KR—1V > 7
DERFED BT LR ZHETEET,

[Set Polling Schedule] # A 7 1 7R v 7 AZIXIRD 7 4 —/V KR H Y £,

[Days of the Week] : ASA 7>5 Auto Update y—/3—% R —V V7T HBHDOTF =v 7Ry 7 A
IR ET,

[Daily Update] <A1 > 7 /L —7"TlL, ASA 7% Auto Update tF—/"—% R —V 7§ LK % 5%
ETEET, ROTZ A=V FRHY ET,

* [Start Time] : Auto Update D7 —V > JB#RREZ 2 AT L £,

+ [Enable randomization] : ASA 7>% Auto Update r—/3N—% T o & MR U 72 REAIZ R —
Uo7 4 510%, AU LET,

Auto Update D E=4% 1) >4

Auto Update 7O RXDE=42) Y5

debug auto-update client & 7= 1% debug fover cmd-exe =~ > FZf#H L T, Auto Update 7' &2t
ATEITENDNF 2 FRTE £, WKIZ, debugauto-updateclient =~ > ROH %R L
£9, débugZ—IF Ly arnbavr REFETLET,

Auto-update client: Sent DeviceDetails to /cgi-bin/dda.pl of server 192.168.0.21
Auto-update client: Processing UpdateInfo from server 192.168.0.21
Component: asdm, URL: http://192.168.0.21/asdm.bint, checksum:
0x94bced0261cc992ae710faf8d244c£32
Component: config, URL: http://192.168.0.21/config-rms.xml, checksum:
0x67358553572688a805a155a£312£6898
Component: image, URL: http://192.168.0.21/cdisk73.bin, checksum:
0x6d091b43ce96243e29a62£2330139419
Auto-update client: need to update img, act: yes, stby yes
name
ciscoasa(config)# Auto-update client: update img on stby unit...

auto-update: Fover copyfile, seq = 4 type = 1, pseq = 1, len = 1024

auto-update: Fover copyfile, seq = 4 type = 1, pseq = 501, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 1001, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 1501, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 2001, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 2501, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 3001, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 3501, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 4001, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 4501, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 5001, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 5501, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 6001, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 6501, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 7001, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 7501, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 8001, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 8501, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 9001, len = 1024

. VI zT7H&UVaAYToFaL—ay



| voroz7s&tarrqFarL—vay

vabyzrearisfar—varoBE |

auto-update: Fover file copy waiting at clock tick 6129280

fover parse: Rcvd file copy ack, ret = 0, seq = 4

auto-update: Fover filecopy returns value: 0 at clock tick 6150260, upd time 145980 msecs
Auto-update client: update img on active unit...

fover parse: Rcvd image info from mate

auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
Beginning configuration replication: Sending to mate.

auto-update: HA safe reload: reload active waiting with mate state: 50
auto-update: HA safe reload: reload active waiting with mate state: 50

auto-update: HA safe reload: reload active waiting with mate state: 80

Sauto-update: HA safe reload: reload active unit at clock tick: 6266860
Auto-update client: Succeeded: Image, version: 0x6d091b43ce96243e29a62£2330139419

Auto Update 7' 2B ANRKMT D &, RO syslog A v E—UPAERIILET,

$ASA4-612002: Auto Update failed: file version: version reason: reason

filelZ, KRL7=7 v 77— M LT “image”, “asdm”, % 721X “configuration” |Z72 0 £,
verson |, 7 v 7T —hDON—T g UFETT, reason L, 7 v 7T — MK LTZFIRT
D

YIOboz7EAVTAaFXFAL—a DER

HaE

TS5y bk
TA—L4L1Y
)—=R HEEETEER

X aTar—r 47 hBLIOY— |9.1(5)/9.2(1) SCP — LD TT 7 A NERET D=0, ASA X

Secure Copy (SCP) 77 74 7 B IO — & HHR—
caEoIcELE,

ROWIHEPEE SHE LT,

[Tools] > [File Management] > [File Transfer] > [Between
Remote Server and Flash] [Configuration] > [Device
Management] > [Management Access] > [File Access] >
[Secure Copy (SCP) Server]

YIrwz7ssUavIqFaL—var |



B oroz7eav xaL—vavore

YIrYITELVIYTaFaL—2ar |

HaE

iy

TS5y bk
T4 —L
y—2

HRETRER

B E PIRE7R SSH RF S HEeE L EAMET v Y
2N

91(7PA3933)94(1)

22— W —|X SSH 5k 2 E T 5 & I 5bE— R
BEIRL, SESERFT—ZHWT LTI XL LT
HMAC ¢t afbaRETCE LT, 77U r—a iz
JGU T, BsDMEARS L2 58< T HMERH L5
AENBHYVET, BEXaT Ra =07 p—~ 2 AT
ALT N T Y ZBZ MR LES, T 74V BT
ASA [ 3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr
aes192-ctraes256-ctr DIEIZ T LT Y X bz T m— |
LET, rnESni=mfo7 /L3 Y XA (3des-cbe) 23
BRI NG, aesl28-cbe 72 & D — N /27 L2
UXLDBEIRESNTGE LY BRIBIZANT +—< AN
KFLET, & ranici s RCEE TS
(21X, ssh cipher encryption custom aes128-cbc % {#H L
ESC AN

WO 2NV EA XL L7, [Configuration] > [Device
Management] > [Advanced] > [SSH Ciphers]

T 7 # )V TA X —T M7 > TV D Auto
Update H— /S —GiE]E D RRGIE

9.2(1)

Auto Update ¥— SFEBEDKGEN T 7 4L TA *—
TRV E LT, FiLnary 7 ¥ 2 b—3i g Tk
A EOMIEZ HRIICT 4 B =7 VST AHERH D
F9, FEHBOHEEREZ A X —T LTV TE5E
W2 RIOV V=20 bT7 v 7 7L —RL LD ET5
L. FEAEOMRIIA 2 —T N TiEa L, IROEENFK
RENET,

WARNING: The certificate provided by the
auto-update servers will not be verified.
In order to verify this certificate please
use the verify-certificate option.

REEBATT DAL, RO K 9 ITHERR 7 LA WIRIIC
RELET,

WO AZEE Z4vE L7, [Configuration] > [Device
Management] > [System/Image Configuration] > [Auto Update]
>[Add Auto Update Server],

CLIZHERA LIV AT ADONNy I T7 v L8
JC

9.3(2)

CLIZHEH L TA A=A E LR ST R AT A
AT 4 X2l =g BT T RBIOME T TE
HEHIZ0E LT,

R X7~ ASDM HHiEH D FH A,
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TS5y bk
T4 =L
HEeS )—2 HEEETEER
B LU ASA 5506W-X A A — T D[alfE ks oY | 9:4(1) 1N ASA 5506W-X A A — DU HAY B L e — R
o— R M R— RSN TNET,
B S7- ASDM HEiHIXH Y FH A,
ISA 3000 DHEN N 7 T v 7 L1E T 9.7(1) Ny Ty avwrs RefEgxavr Ko7 )y kX

TA=ZEER LT, BEIVNy 77 v 7FHEEC HENE T
FEREA BN TEET, INDOKRRIZ, AN AT 4 7
DD OIIIRRE, 7 /3 AZZH, (FB)rIERRiE~D 1 —
NNy 7 ETCHEREINET,

WO 2N EA X LE L7, [Configuration] > [Device
Management] > [Auto Backup & Restore Configuration]
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TIFKRET A FDORFIAVNESBIZS,
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