AAA @) Kerberos H—/\—

Z 2 TlE. AAA TEE§ 5 Kerberos h—/S— DR EHFIEIZOW T L ET, FEEH. X v
N =2 T A, BEOVPN 2—H—7 7 & ZDOFEFEIC Kerberos — S— & HTE £,
* AAA @ Kerberos —/"—DH A KT 4 (
* AAA @ Kerberos ¥ —/3—DF%KE (1 ~<—)
« AAA @ Kerberos —_"—DF=H U L J (5§ =)
* AAA @ Kerberos #—/X—DJEIRE (6 ~—)

AAA O0) Kerberos H—/\—DHA KS4 >

o« VU NE— R THRR200DY — =T )—7F FE~vLVFE—RKRTarys%A D
LIZ8ODDY—NR— T N —FH T LR TXET,

)

e BT N—TNE, VT NE— R THRK1I6HB., IV FE—RTHREKSED—N"—%25
ODHZENTEES, =2—V—nnrAo956L, a7 F¥ab—ra VN THESN
TNWDERAIDY—R—=InBIEIL, V= _—=REETHETCINLDY— =R 1 DT DT
TEARAEINET,

AAA ) Kerberos H—/\— DR FE

zz "C@i\ Kerberos 4j-~—/\‘~7\/1/—70@§,%ﬁj5“/£i10b\Tﬁﬁﬁ'ﬂfl Li‘d—o Mii‘? 7 VIZX’?D VPN
ERETHEXIT, TNHDTN—T %A TEET,

Kerberos AAA H—/\—4 )L— T DEEE

ZHEFIZ Kerberos — " — 2 1+ 2381, &I 72 < &b 120 Kerberos H—/3— 7 L —
TERERL, KT N—TI12 1 DL EOY— =BT IV ERNHY 9,

AAA O Kerberos —/\— .—



AAA O Kerberos #—/x— |

B Kerberos AAR 4 —/i— S L—TDREE

FIE

ATy T
ATy T2

ATvT3
ATvTa
ATy TH

ATvT6

ATy 717

ATvT8

ATvT9

[Configuration] > [Device Management] > [Users/AAA] > [AAA Server Groups] Z &R L £ 7,
[AAA Server Group] 83 C, [Add] =27 U v 7 LET,

[Add AAA Server Group] A 7 0 7R v 7 ANFREINET,

[Server Group] 7 A —/V RIZ T N—T" D4 1w ATJLET,
[Protocol] K > X w7 A hivi, [Kerberos] Hh—/3N—4 A4 F&EIRNL £7,
[Reactivation Mode] 77 4 —/L K C, [Depletion] F£ 7213 [Timed] %7 V v 7 LE T,

[Depletion] & — RDOHE, FENBAE LI — =L, 7V —TNOYP—=R1FXCTIT 7
T A TN IR L XIWZRBY, BT 7T 0 7L I E T, depletion E— R T, H DV — =N
FET T 4 TG E. OV ==L, T NA—TOMDOT X TOY— =0T 7T 4
TWRDETHT VT4 T7OEFEELERVET, ITXRTOV—RN=0FT 7T 47D E, 7
N—THNOTXTOY—N"N=PH{T 77 4 TENET, ZO7 Fr—F Tk, EENREEL
7o — X —TRER 3 D EEC IR IE DI A % f/ MRIZI 2 HAvE T,

Timed &— FTIL, EBENREE L — =330 DOEILEM OB THT 77 4 7{bENnE
hd‘o

[Depletion] {57 7 7 4 74t E— R &R L 741X, [Dead Time] 7 « —/L NIZHEREIEMREZ AT
L\i—a—o

7 v FREEIZIE. 2 =T ADREDY — =N T 4 B =T NI R>Tinb, T XTOH—
N=NHFOA X =T W5 £ TORMBREZ DB TIRELET, 7y XA AL v—h
NT =B R=AND T =Ny 7 e BE LIS EICOBEA SNET, @FEE, 7> F2 A
AP THE TR AL TRITSRET,

DY —R—% BN T =T ND AAA B —X—TD AAA h T V7 2 a v ORBDE
KEERELET,

IDF T arTRETDDIL, JSEDRNWY—R—%FET 7T 4 T LESTHHID AAA b
SUW L a roRBEE T,

(fLE) Kerberos ¥ —%17/5 (KDC) DOREFEZ AT HIZIE, [Validate KDC] ZEIR L F 77,

AR A EITT H1C1E, Kerberos ¥—%17/F (KDC) MO AR—FLIEFXF—F T 774 L%
A VR—= T LOMERHY ET, KDCERIET DI LICEYD . WEHENKDCE AT —7 1
LT, =P =7 LF o ¥y LREEBEE D Kerberos T —/N— 2% L CRFIEEND L D129 5
WRERS ZENTEET,

=R T T ANDT v T a— RFEIZOWTIL, Kerberos ¥ —FIT/RDOMIEOHRE (42—
V) AL TLLEEN,

[OK] %7 Vw7 LET,

. AAA ) Kerberos H—/3\—



| AAA O Kerberos H—/\—
Kerberos H—/\—% JL— T~ Kerberos ¥ —/\— DB .

Kerberos —/\—% JL— 7~ @ Kerberos 5 —/\— 1B/

Kerberos %—/N— 27 L —7 %M HT 5112, D72 < & H 12D Kerberos Y —/3—% 7 )L—7 |
BINT 20BN HY 97,

FIE

AT w71 [Configuration] > [Device Management] > [Users/AAA] > [AAA Server Groups] % &R L F 9,
ATvT2 B RN—EBMT == N—TEBR L ET,
AT w73 [Servers in the Selected Group] fEIK T, [Add] Z#727 V v 7 LE 7,

PN T—T KT D [Add AAA Server Group] X A 7 2 7R v 7 ANFREINET,

AT 74 [Interface Name] C. fBiEV— =0 FET DA LV F—T = AL =TI L ET,

ATvTS  TNA—TIBMNT 2= N—DARTEILIP 7T RLAEZ AN LET,

ATVT6 P N—DOPERITOX A LT T MEEEELET,
Specify the timeout interval (1-300 seconds) for the server; the default is 10 seconds. For each AAA
transaction the ASA retries connection attempts (based on the retry interval) until the timeout is reached.
B L CRIMLTZ R T o7 v a O AAA — =7 L—TNOIEE STz
maximum-failed-attempts HlfRIZIZET 5 &, AAA ——3IET 7 7 4 7{L &d, ASA I THID
AAA == (BESNTWVDLEHE) ~DOEROXEZBLET,

AT 71 FHRITHBEZERLET, VAT AXZORMAEL T bR ERZHRITLET, 110
BOFATERTEET, 774/ MI 10T,

ATYT8 HP—=N"—R—bEHEELET, V= —H— DML, K= EZ 8, FZILASAICE-T
Kerberos #—/3N— & O@EEICHEH 5 TCP R— FDF ST,

ATw7F9  Kerberos LV AERELET,
Kerberos L /b A4 TIHETF & RICFET M L, 64 XFLINICT 242235 W £, Microsoft
Windows @ set USERDNSDOMAIN =~ > N % Kerberos L /LA ® Active Directory #—/3— |-
THATT D5 B1E, name DfEZ ZD=a~> FOMN & —BEELB0ENH Y £3, ROHIT
1Z. EXAMPLE.COM 73 Kerberos L /L A% T9,

C:\>set USERDNSDOMAIN
USERDNSDOMAIN=EXAMPLE .COM

ASA TiX, name ([Z/NLFOTINVT 7y MEIHTEETR, DLFIIRLFICERINE
T, REXFETEHEHLTIEEN,

AFYF0 [0K] &7V v LET,

AAA ) Kerberos H—/3— .
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. Kerberos +—R1TRDEIL DR E

il

hostname (config) # aaa-server watchdogs protocol kerberos

hostname (config-aaa-server-group) # aaa-server watchdogs host 192.168.3.4
ciscoasa(config-aaa-server-host)# timeout 9
ciscoasa(config-aaa-server-host)# retry 7
ciscoasa(config-aaa-server-host)# kerberos-realm EXAMPLE.COM
ciscoasa(config-aaa-server-host)# exit

ciscoasa (config) #

Kerberos X—H TR DIRFLDELTE

FIRr

ATy I

ATy T2

ATvT3

TN—THNOY—"—%FFET D L 512 Kerberos AAA V—_"—F L —TF R ETEET, @&
L& FE{T9 BHI121%. Kerberos ¥ —3417/H (KDC) b)EI77\T FNLTlEX—2T 77405 A
VIR— NTOMENRSHY £, KDCERFAET D Z L2k, WBRENRKDCE AT —T 47
LT, 2—H—2 I/*’T““/‘\/«\v/lzﬁnﬁ(%%@Kerberos‘ﬁ‘—/“— XL TCRGEEND L HICT A
A ENTEET,

KDC ORMFEEANCT DL, 7 v Fada[F 7 v b (TGT) #HfG L Ca2—V—%2MiEL7z
#%. ¥ A7 AT A X F/ASA hostname DL —HF— 2> TH—E2F 47 v FHERLET,
WRIZV AT AL, BENTZY—EAF 7 v % KDC OMERICK L CTRIELET, X
KDC M BAR S, ASAILT v 7 u— RENTZX—H T 7 7 A VIRIESINE T, mmmu
IR D L, b= R—JEHETE RV E RSN, 22—V — TR N E A,

ROFNETIE, KDC iBREZ FATT 2 HEC OV THH L ET,

1R DRI

Kerberos #il#)fF & Z{E (KCD) & & HICKDC fRitEFHT L2 EIETEETA, —1—7
JL—F N KCD I SN TWAH A, KDC WaFAd 7 g 3B S E 7,

(KDC k., ) Microsoft Active Directory T ASA D2—HF—7 h 7 ME{ER L £7 ([Start] >
[Programs] > [Administrative Tools] > [Active Directory Usersand Computers] IZB 8 L £797) .
72 & 2%, ASA DSELERi KA A 4 (FQDN) 73 asahost.example.com D354, asahost & U
IARIDL—HF—ZERR L E T,

(KDC F, ) FQDN & a2—H—=T7H 7 FH LT, ASADKRA M —EXTFY L vp
4 (SPN) ZAERL L £,

C:> setspn -A HOST/asahost.example.com asahost

(KDC E, ) ASADXF—F T 77 A )VEAER LET (b3 < T57-0I8dT280)

C:\Users\Administrator> ktpass /out new.keytab +rndPass
/princ host/asahost@EXAMPLE .COM

. AAA ) Kerberos H—/3\—



| AAA O Kerberos H—/\—
AAA O Kerberos H—/A\—DE=4 1) 24 .

/mapuser asahost@Rexample.com
/ptype KRB5 NT SRV_HST
/mapop set

ATy 74 (ASA L. ) [Tools] > [FileManagement] DIEIZEIR L, 77 A ANT—F AT —3 3 T H
B E— M ——ZH BTG U T, [FileTransfer] A =2 —DfZYS T 547 a v &R
LCHR =T T77 ANV ET7 Ty 2ll7 vy 7a—RNLET,

AT 75 (ASA L., ) [Configuration] > [Device Management] > [User SAAA] > [AAA Kerberos] DJIEIZ
B L, [BrowseFlash| #27 U v 7 LT, 7y 7R —RLIEXF—FT7 77 A NVEERLET,

ATv7T6 (ASA L, ) Kerberos AAA H— 37 )L — 7R EIZ [Validate KDC] 47> a » ZBIML 97,
X—FTT7ANME, ZOFT v a VPRRESNIZY =T N—TTOMER S ET,
a) [Configuration] > [Device M anagement] > [User SAAA] > [AAA Server Groups] DJIHIZEIR L

ij‘o
b) Kerberos — "7V —7EFEINLUC[Edit] 2 Vv 27 LET, F72iE. ZORETH L
TN—TEAERTEET,

¢) [Validate KDC] A 7'v = » &#EIR L £,
d [OK]ZZ7 V7 LET,

AAA @ Kerberos H—/N\—DE=42 1 L4

WDOa~ 2 R LT, Kerberos BIEF#RAE=F—FB L7 V7 T&ET, a~vr &
[Tools] > [Command LineInterface]l 7+ > K7 CASHLET,

* [Monitoring] > [Properties] > [AAA Servers]
ZDT 4 Y RUIC AAA = R_—DfRHER N E RSN ET,
« show aaa-server

AAA P —N—OfEHEHREZ R R L E T, —"—OfEHEHRZ 7 U 73 HITIL, clear
aaa-server statistics =~ &AL E 4,

+ show running-config aaa-server

VAT ALICHRESNTODAAAYT — "= R R LET, AAAY—"—a 7 1 FalL—
va v EHIBRT HIZiE. clear configureaaa-server =~ K& L EJ,

* show aaa kerberos [username user]

FXTD Kerberos 7 > b EITFFED 22—V —HDFr v haRRLET,
« clear aaa kerberostickets [username user]

J T Kerberos 77 v M EIIIFFED 22— —HDF ry b2 27 VT LET,
« show aaa kerberos keytab

Kerberos & —4% 77 7 A WVICEAT DR AEF R LT,

» clear aaa kerberoskeytab

AAA ) Kerberos H—/3— .



AAA O Kerberos #—/x— |
. AAA 0) Kerberos H—/\—DEE

Kerberos ¥ —X# 777 A V&7 VT LET,

AAA 0) Kerberos Y —/\—MDEFE

tHaE

T5vk
T+—L1)
)—Xx

iy

.

Kerberos H—/X— 7.0(1) AAA @ Kerberos —/3— DR — K,

WO E 2V EA S uE L7z, [Configuration] > [Device
Management] > [UserAAA] > [AAA Server Groups)|

AAA D IPv6 7 KL A 9.7(1) AAA P — R—ZIPv4 £721XIPv6 7 RL A ZfEH T 5
LolThFE L,

TN—T LD AAA —R— 7 —7 L |9.13(1) LV DAAA Y —R— I —TEFETEET, ¥
P —R—DFIEN 2 F LT, YA TR A RE— R, 200fH D AAA H— 3 —
TN—T%ETEET (LETOHIRIZ 100) ., v /LvF
T XA ME— RTHL, SHEEETEET (LIRTOH
[Rix4) .

IBiZ, wATFaAryTXFANE—RTIE, FA—7T¢
W8 BEDY—R—%HZETEET (LLHTOHIRIT 7 —
TTEITAEDY— =) [ TN ars TR AR E—
ROTN—T"TLOHIRD 16 1ITEE SN TWERA,

ZNHOH LWHIREZZ T AND T2DIT, AAA T A
HENE LT,

Kerberos ¥ —%17/F (KDC) ¥k, 9.8(4) B LN |Kerberos ¥ —flfifF) (KDC) NoHX—F 777 A% A
T | A= R TEET, VAT AT, Kerberos B— 3 — %A
9.14) EFTHO | H L Ca— Y —%FRAET D RN — =R T —T ¢
HEV V=R | 7SN TWRWT EEFEIETX £7, KDCRBREZEFATT
51Z1%, Kerberos KDC TR X F/ASA hosthame H— tE &
7Y g (SPN) ZRELTHoD, £ D SPN D
X —H T T AR— T LLERHY T, £DOH%
2. F—# 7% ASAIZT v 7 m— KL, KDC ZHiET
% & 912 Kerberos AAA H—/"— 7 )V —T % ET DA
ERH ET,

WROEHEAENMNET2IZTEEL I E L7, [Configuration] >
[Device Management] > [User AAA] > [AAA Kerberos],
[Configuration] > [Device Management] > [User SAAA] >
[AAA Server Groups] @ Kerberos —/3— 27 /L—7"D
[Add/Edit]) A4 T 7R v 7 A,

. AAA ) Kerberos H—/3\—
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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