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Proxmox VE £ ASAv

Proxmox Virtual Environment (VE) X, KVM (i~ U #EHTCE A4 —T Y — 2D —
N—{FBV 7 Z > N7 #—A5 T3, Proxmox VE iZ, Web X—ZADEFH A L X —T =1 A H$E
L E9,

Proxmox VE [Z ASAV Z3E AT 2541, =2 — &Y U T AR—=FE2FFSK 91 VM
ERETOHVENDY 9, VITAR=FRBRNE, T— 7 v 77t AH|Z ASAv 3
N—TIRREIC 72D 9, TRTOEES A7 X, Proxmox VE Web _X—RAEH A L X —T = A
AL TERITTEET,
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(GE)  Unix ¥ = /L% 721 Windows Powershell {Z1H41 TV % _Efk=—HF —[[ 72, Proxmox VE [L{iAH
BEOTRTOayR—x "Bt 5av L R34 A X —T oA AEEMELET,
ZDARU RIA A B =T oA AZE, ATV V= M THi5ERRE & UNIX @ man
N=UERDERR FX 2 A bR®H Y 77,

ASAv Z# ELEENTHIZIE, VMIZV U TATNA AEFEET HHLERH Y 7,

1. AA > Management Center O/EHlDF /7 — 3 Y ) —TASAV v U 2 RINLE 7,
2. R~ OBREAZIZLET,

3. Hardware> Add> Network Device &R L T, > U 7 /LR — M ZBIL £7,

4. [~ OEREA I LET,

5. Xterm.js ZfEH L TASAV v N7 7 A LET,

FANP—=N"—TiKEEYy NT v LTT 7T 4 76T 5 HEIOWTIL, Proxmox v U 7
VIR DRN—T BB L TLTEE0,
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Linux Guest Linux Guest Linux Guest
Inside Mgmt Qutside
1;1.'..1.'.-:"'-._ 192.188.1.3I"-.| ,-""193.51.133.3

elhd elho * elhi
Inside ¥ Mgmt Outside .
Metwork Metwork Metwork
\.\\ I: \.“ : i lllf
11. : 1L : : i KNI
) i tl : : rl
B N ria Linux
virbr2 virbri virbr3
10.1.1.10 192168110 198.51.100.10
etho
Linux Host 10.15.2.30

ASAv & KVM DRI

* Cisco.com 7>5 ASAv qcow2 7 7 A /L& X 7 m— R L, Linux 8 A MIKEHH L E7,

http://www.cisco.com/go/asa-software

Y

GE)  Ciscocom D 7 A v BLIOY R —E XN NE T,

c IV = 2T I)LOEAFTIL, = —H —2 Ubuntu 18.04 LTS ZfEH L TW5 Z & ZRilE &
L CvWE9, Ubuntu 18.04 LTS 'R A b D fg FERICIRD X r— % A4 VA =)L LET,

* gemu-kvm
* libvirt bin
* bridge-utils
* Virt-Manager
* virtinst
« virsh tools
* genisoimage
CNTF =T P RTRA N EXOREOHBEEZTET, SR MEZGES L LT, KVM

TD ASAY DANV—Ty b ERKRETE 9, —BA9REF A FFHEOBEIZ OV TR,
[NFV Delivers Packet Processing Performance with Intel] 2 £/ LT 7230,
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« Ubuntu 18.04 O{FEF 22 biZid, RO OREENFE T,

s macvtap : EPERED Linux 7'V v ¥, Linux 7' U v OR3P D 12 macvtap 2 CT& £
9, 7272 L. Linux 7'V v PO 0 (2 macvtap Z AT 2561, FEEORTEET
IMENRDHY T,

* Transparent Huge Pages : A& U ~X— U414 X &8I S £ 9, Ubuntu 18.04 TiX, 7
T AV R TE TR TVET,

Hyperthread disabled : 2 20 vCPU% 1 DD > 7L a7 IZHI L £77,

s txqueuelength : 7 7 4 /L k @ txqueuelength % 4000 /3%~ MIHEIS®, Fry 7 L—
N AR L £ T

« pinning : gemu 35 X O vhost 7' m B A ZKFEDCPU 27 [TV 45kt LET, FrEDSR
EFTIE, BEVERICE > TR T3 —< 2 ARKIEIZH ELET,

*RHEL X—ZDT 4 A M B 2—3 3 Oz OV TiE,  [Red Hat Enterprise Linux 7
Virtualization Tuning and Optimization Guidell Z &M L T 72 &0,

s ASA V7 b U =T B I WASAV /A =3 O HEHMIZ OV TIL, Cisco ASA O H
[JEEE] Z# B L T 72 &0,

FE0OHDaOVIA4FaL—3y J74ILDEE

ASAv ZEEITARIIC, HLOHHADary 74 Fal—vary 7JrAVEERTEET, 20
77 A M, ASAv OREIFFZEA SN D ASAV DR EEELTFA N7 7 A LT, ZDOW)
R EIX. ldayO-config] EWIHTFAK 77 A E LTHREDEET 4 L7 b UITKEMHS
L. S BHIT day0iso 7 7 A A~ LB ENE T, 2D day.iso 7 7 A VDA DEEIFFIZ~ T
YEENTHEAWMONET, HORMar 7o Falb—var 770, 2Ly, &
BA L H =T 2 A RET I T 47T 5a~<r N, AR —RGEMA SSH — " — 25 ET
53wy REGDLIVENRSHD ETH, TXTOASAREELZEZDDHLEHLTEXET,

day0.iso 7 7 A /v (B A X I dayO.iso 72137 7 4 /v b day0.iso) 1%, FYIORLENFIZfEH T
HILENRHD £,

o« YIHE AR Z BB ASAV 12T A & A& fH 5951213, Cisco Smart Software Manager
M6 X — R L7- Smart Licensing Identity (ID) k—2 > % [lidtoken] & 97 F A
T AMIEEAM L, O BT 7 AV ERITT 4 L7 FUITRIFLET,

ﬂi*ﬁ VGA 22— )L TR, NARN= A FD ) FPILIR— k35D ASAVIZT 7 & X
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/pdf/virtualization_tuning_and_optimization_guide/Red_Hat_Enterprise_Linux-7-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
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B zoe00 7 %a—var o7 ok

ATy T

ATvT2

\)

GE) Z OB T Linux 2MF I S TWET 2, Windows DS ICHLEO2—T 4 VT 42350 £
ﬁqo

[dayO-config] &9 TFART 7 A WIZASAV O CLIREZFLALET, 3204 V¥ —T7 = A 2D
E L X OMOMELRRREAZIBMLET,

BHIDITIZ ASA DX—2 a U TIRD D XN H Y £9°, dayO-config 1%, AXN72 ASA#EK THHILENRH
» ¥£9, dayO-config Z kT D i 72 7ikIE. BEfFD ASA £721XASAV L3 fTa s 7 4 Falb—rva v
OBy % 2 ¥ —9 5 )75 T1, day0-config NOFTDNERFIZEE T, BELFD show running-config =~ >~
N DIERF & —B L TV 0ERH Y £,

1 -

ASA Version 9.4.1

|

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.2 255.255.255.0
no shutdown

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level 0

ip address 198.51.100.2 255.255.255.0
no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSw0Ord
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

() ASAv OYIHPEARFZ HBIRIZ 7 A B A ZFFET 25513, dayO-config 7 7 A /MR OIF#D
BENRTVWAZEEZHERLTIEEN,

cEHA LA =T A ADIP T FL A

+ ({£E) SSmart Licensing THH 35 HTTP 7' & ¥

«HTTP 7'm % (J5E L72¥8A) F7213 tools.cisco.com ~DHEkE 2 72T 5 route 2~ > K
* tools.cisco.com % IP 7 K L R |Zfi#ik9" % DNS P — 3—

« BRT % ASAv 7 A & A ZEET S 72 D Smart Licensing DX E

« ({EE) CSSM TD ASAv DRBEERHIZT HT2bD—FEDHEA M
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wEIyvoxm 77 Lok ]

ATwvF3 ({LE) Cisco Smart Software Manager |Z & - CFH1T S 4172 Smart License ID h—27 > 7 7 f L& L B a—
A yra— KL, Fura—R77A 006D h—2v%&ae—L, ID h—7 > D&H%EETe lidtoken)
EWVWITHXART 7 A NVEERRLET,

RTYT8 THXARN 77 A& ISO 7 7 A WA L TRAECD-ROM &4 L E 5,

&1

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

ZDID b—72 12X > T, Smart Licensing ¥ —/3—|Z ASAv 28 HEBIHIZ &GRS £ T,

ATFYTE AT IS5 52MVIRL, BATSASAY Z L2, WHIRIPT FLAZEHT 7+ /L NOWER T 7 A
NEVERLET,

RIET1) XML 7 7 1 ILDEER

ASAV 7 A F & KVM R A MR L, 7 A NEMASEGRT HEER Yy NU—7 2R ET H 4
ERBHY £9,

\}

GE) ZOFIETIE. KVM AR A M SAE~OREGRIIME. SN EE A,

KVMAA b EIAET ) v XML 7 A VEEGLES, HF0HDOa 7 4 Falb— g
T ANDOHE (5 =) [ INTWARERy hT—2 FARaYOHRITIE, 3250
T Y v 77 A (vitbrl.xml, virbr2.xml, virbr3.xml) NMNE TS (ZNHD3H>DT 7
ANHEEATOILERH Y £3, 72L& 2IE, vitbr0 [ TT TITFEL TV LD H T 4
A) o K7 T7ANMTIE, BIET Y v VOBRTEBICKLERIFERNEENTOET, HETY vV
KL TAHTE —EBEDOMACT FLAZIEET H2LENRHY £7, IPT FLADEEIIEET
R

AT 1 300 Ry NU—27 TV v XML 7 7 A /VEERLET, ROFITIX, vitbrl.xml, virbr2.xml, X
N virbr3.xml T,

&1

<network>

<name>virbrl</name>

<bridge name='virbrl' stp='on' delay='0' />
<mac address='52:54:00:05:6e:00"' />
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B 527y o7 noms

ATy T2

ATvT3

ATvT4

ATy TH

<ip address='192.168.1.10"' netmask='255.255.255.0" />
</network>

1 :

<network>

<name>virbr2</name>

<bridge name='virbr2' stp='on' delay='0' />

<mac address='52:54:00:05:6e:01"' />

<ip address='10.1.1.10"' netmask='255.255.255.0"' />
</network>

51

<network>

<name>virbr3</name>

<bridge name='virbr3' stp='on' delay='0' />

<mac address='52:54:00:05:6e:02"' />

<ip address='198.51.100.10"' netmask='255.255.255.0"' />
</network>

UTEELAZ VT NEERRLET (ZOFITIEL, A2 Y 7 MZvirt_network_setup.sh & V9 &R & T F
)

virsh net-create virbrl.xml
virsh net-create virbr2.xml
virsh net-create virbr3.xml

DA YT NEFETLT, XYy NYV—Z2%2FBELET, ZOAZ V7 NI, RKfBEXY NU—7 %1%
BREEIZ LET, Ry FU—21F, KVM AR FRBEIELTWAIRYEEI L E7,

stack@user-ubuntu:-/KvmAsa$ virt network_ setup.sh

G¥) Linux R A b & Y v — N3 584 1%, virt_network setup.sh 227 U 7 N HIEITTLHHMENRNH Y
F9, AZ VT MIV T — MRS IVERE A,

RAEFR > U — 7 PER SN Z L 2R L ET,

stack@user-ubuntu:-/KvmAsa$ brctl show
bridge name bridge id STP enabled Interfaces
virbr0O 8000.0000000000000 yes

virbrl 8000.5254000056eed yes virbl-nic
virbr2 8000.5254000056eee yes virb2-nic
virbr3 8000.5254000056eec yes virb3-nic
stack@user-ubuntu:-/KvmAsa$

vitbrl 7V v IZEY B THNTWDHIPT RLAZFR R LET, Ziud, XML 7 7 A /L CTEID 4T/ IP
7 R AT1,

stack@user-ubuntu:-/KvmAsa$ ip address show virbrl

S: virbrl: <NO-CARRIER, BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
link/ether 52:54:00:05:6e:00 brd ff:ff:ff:ff:ff:ff

inet 192.168.1.10/24 brd 192.168.1.255 scope global virbrl

valid 1ft forever preferred 1ft forever
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asavoies [l

ASAv DI E)

ATvT1

ATy T2

virt-install X—ZADE AR 7V 7 R A LT ASAY ZEFTE £,

lvirt install asav.sh] & V)9 virt-install A7 U 7" S &ER L £7,
ASAV = U DA4FNE. ZTOKVM A A b EOMDOLE VM T—ETHHIVLEND Y 3,

ASAV TR K10 DRy N =7 P3P R—hShEd, ZOFTIE3I DOy U= REH I THE
To Xy hU—27 TV vy VOMOIEFIZEETT, VA NORYIOMILEIC ASAY OEBA V7 —T = A
A (Management 0/0) . 2 % H DfJiX ASAv @ GigabitEthernet 0/0, 3 #& H D)X ASAv @ GigabitEthernet 0/1
IZ7%4 L. GigabitEthernet 0/8 F£ CRIERIZHEE £, AR NIC IX Virtio T/ iFuLE7e v £H A,

1

virt-install \

--connect=gemu:///system \

--network network=default,model=virtio \

--network network=default,model=virtio \

--network network=default,model=virtio \

--name=asav \

--cpu host \

-—arch=x86_64 \

--machine=pc-1.0 \

--vcpus=1 \

-—-ram=2048 \

--os-type=linux \

--virt-type=kvm \

-—import \

--disk path=/home/kvmperf/Images/desmo.qgcow2, format=qcow?2,device=disk,bus=virtio,cache=none \
--disk path=/home/kvmperf/asav day0.iso, format=iso,device=cdrom \
--console pty,target type=virtio \

--serial tcp,host=127.0.0.1:4554,mode=bind,protocol=telnet

virt install 27 UV 7 R ZFEITLET,
11

stack@user-ubuntu:-/KvmAsa$ . /virt_install_asav. sh

Starting install...
Creating domain...

T4 RUBE, VMO Y — L BRRRENET, VMBEEIFTCTHEZ L2 TEET, VMOBE
5 FTIZET»0ET, VMBEELZS, =Y —/LEENS CLI 2~ REZE{TTEET,

Ry R TSHAA—T (R TJOaE g sy

ASAv ZEIE L THEEITAHZ L0, AV F—T oA AZETBEMB L OHIBRTE 17,
ASAV = L UNZHT LN, X —T = A A%BIMNT D56, ASAVIZF DA VX —T = A% i@
WOA L E—T A AL L THRH LT e a = VI TELMERDY 3, RIS, Ay

KVM % F L 1= ASAv DE A .



KVM %R L 7= ASAv DA |
B sssacsnss

NFZ 7 Taeya = Tk THEEDA VX —T7 = A A&HIBRT 2546, ASAVIZZEDA
VHE—T 2 A AZHIBRL T, BT ONTZTRTOY Y —AE T HLERDHY FT,

FERFREEHNWER

AVB—DIARADITYEVYT EBEMIT

Ry NTT T A B =T 2 A AEBINTLH56, DA X —T oA AFFIL, BIEORK
BDA B —T 2 AF I M2 £,

Ry NI TAE =T A ALHIRT DL ENRRBEOELZDA X —T = XA ThH
LDHBERE, A =T 2 A AR FITX Yy v TPRELCET,

A UH =T 2 A ABRFIX Yy T NOHDHE, WITFEYy NTIT 7T va=rr7ansdA
VH—=T 2 A AFFDOX v T EMO LT EEHEH L E T,

Jz—ILA—/N—

PRy BT TI AT 2 A AT =AY vy L LTHRIT B8, Vv
1. ASAV D7 = — LA —N_R—_T L L THEESNTWAR D=y FTFrbE Y g =
YIS HMERDY T,

e FETNANR=NRAYFDTIT 4 TASAVIZR Y N T T T A H—T 2 ZA%BIMLT
MO, NAR=NAYPDAX N ASAVIZR Y NI T T A F—T A AZEBEIML
F9,

c T U T 4T ASAV ICHIT B LT 7 = d N v B — T = f AEEE L E
T, BEFAX AL BRI NET,

e A=Y A=y NDT = — L F—R—EHEMLET,

« Tz — VA==V T EHIRT DA BRYNCT 7T 4 772 ASAV T7 = — LA —/3—

REEHIFRLET,
e NANR—NAYDT 7T 4 TIRASAVINS T = — )L F— " — (2 —T = A Z &Y
[_/gzﬁ‘o
e IRIZ, NAIR=NRAFDAZ LN ASAYV N EIET DA v B —T oA A %3 IZHI
Ig/%bi‘j‘o

HIREIE & HIFEIE
Ry NG T A B —T oA A Fu bV g =73 Vittio [RABNIC ICIRE SN E T,

e VPIR—FENDBA L HF—T =2 A ADOFKEIL 10 T, 10 ZBIEIEDA L Z—T A A
ZBIMLEY>ETDE, 29— R ot —URERINET,

e A H—TxA A J—F (media ethernet/port/id/10) ZBH< Z LIXTE XA,
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| KvM %GR L1 ASAv DB A
2y kT—5 4v8—22120%y +755 |

Ry NT T T A =T A AT Y g =7 Tld ACPI NWLEE T, virt-install A 7
U7 MZIX ——noacpi 7 7 7V HEGOIRNWTL 20,

2RI AR —DT A ADTKRY F TS5

KVM A R= A DA v H—T = A A ZBINEBLOHIBRT A121%, visha~> R4 0%
EALET,

AT T vissha~vr R I 0Dy var#l&EET,
B -

[root@asav-kvmterm ~]# virsh
Welcome to virsh, the virtualization interactive terminal.
Type: ‘help’ for help with commands
‘quit’ to quit
ARTY T2 A —T x4 Z%BMT5I21L, attach-interface 2~ > R&EHHL £,
attach-interface{ --domain domain --type type --sour ce source --model model --mac mac --live}

—-domain (Z1%, REH 4RI, FIFEAUUID 2 EETEET, —~type 37 A —X X, WEA2X > b
U—2 FAL A% network, £7IETF AL ZAADT Y v PE5T bridge O 8 b bk HEETE £,
—source /X7 A —X X, BHOX A TERLET, —-model /3T A —H L, RAENIC DX A T HRLET,
—mac/XT A =X, Fv NT—7 A H =T =24 ADMACT RLVAZRELET, ~live/$T A —H (%,
A RRFITLTVD AL VI BE 525 L 2R LET,

Gx) FERFRERA TS g OFEHIICOWTIL, vish DA FF 2 A M2 LT,
1 -

virsh # attach-interface --domain asav-network --type bridge --source br hpi --model virtio --mac
52:55:04:4b:59:2f --live

G¥) ASAV CTA U A —T 2 A A AT 4 Xal—aryT—R2EALT, N 77497 DEZE
A B =T =2 ZEeRE L TAMMLLET, FEMIZOVWTIE, [Cisco ASA Y — A CLI =2~/
T4 FXalb—rvar AR (7 ElE) I @ [Basiclinterface Configuration] D& A S L
TLEEN,

ATV T3 A4 —7 x4 ZA&HIFRT DX, detach-interface =~ > F&HEH L £,
detach-interface{ --domain domain --type type --mac mac --live}

G¥) EHTIRER A 7 a v DFEIZOWTIE, virsh DA FF a2 A FEBRBL TSIV,

1 -

virsh # detach-interface --domain asav-network --type bridge --mac 52:55:04:4b:59:2f --live

KVM % F L 1= ASAv DE A .
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KVM %/ L1 ASAv OEA |
B «wvcoasavo/ o+ —< oz

KVM T® ASAV D/\NT #+—< 2 R

KWMERTONT+—< 2 ADMAEL

KVM A A hDOBREEZEELT HZ LIZL > T, KVMEBREND ASAV D37 4 —~v v A %[ £ &
L ENTEET, TNHOREZ, FAA NP —— LOMFFORRE & ITERER T, =
DA 7> = X, Red Hat Enterprise Linux 7.0 KVM Tl T& £,

CPUYE =T HAMITHE, KIMIERTONRT 3 —~ L A%&m ETEET,

CPUE> =T DOE®IE

ASAv TiE, KVMBEETD ASAV D37 3 —~< L A% B ESEH7-HDICKVMCPU 77 f =

TAFTvarEFERTLIMNERLY T, Yuky T 7 =74 (CPUE=V7) IT&

D, e AEEA Ly REFRRAEEE (CPU) CIELV CPU MDA > K ENA v KR
BRISAIREIZZ2 0 | LB D CPU TidZe< ., fEESN/TZ CPU TOAT B EAEZITA L v R FE
ITENH LI ET,

PV SN TORNA VAL U ATE U ER SN TND A VALY LV AD Y Y — REE L
SINZ2NWEICT B0, CPUE =V T EFERLRNA L AZ R LITRIOAR A MZ CPU
= T EEHT A U AZ U AFRHT D X OICAA MERERELET,

)

FB O NUMA "R P EFEERWA LV AZ U ALFEIUERA MINUMA MR P EFFOA VAKX R
PREEALZWVWTS IR,

TOF T arEFEHATASEASIE. KYMAARNTCPU B =0 5k LES,

ATy T1 KVM AR MRET, Vo= AT 5 vCPU OBA D ZDIC, mA D MRu PR LE
7,

&1

virsh nodeinfo

AT v T2 {HAAFEE vCPU O 2 MR L £,
B -

virsh capabilities
ATYFT3 VCPUAE T RrEYY a7y MIEY= 7 LET,
i -

virsh vcpupin <vm-name> <vcpu-number> <host-core-number>
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| KvM %GR L1 ASAv DB A

nuMA DA K51 [

virsh vepupin =~ > RiX, ASAv E® vCPU Z & IZFEITTHMERH YV £9, WOHIL, vCPU 23 4 fE D
ASAVHERRZFERA L. RA MZ8HEO a7 RN HE#H SN TV DA EAICHNEIZ/R D KVM 2~ RE/R LTV E

B

virsh vcpupin asav
virsh vcpupin asav
virsh vcpupin asav
virsh vcpupin asav

w N = O
g w N

KA DATEZL, 0~TOLOBFEFTHENENEE A, FEHIZOVTIZ, KWMOD FF 2 AT — 3
YEZRLTIIZEN,

G¥)

NUMA @ 75 A

CPU VL = T HaERT DAL, AA R P—"—D CPU bR VEEEIIHH L TLEE
W, BEOaT7 TR SN —R_R—ZHH L TWAEAIE, 5o Yy McE7=18% CPU
U= T ERE LRV TS ZEN,

KVM R CO/RT p—< 2 ZADMm EIZiE, EHO VAT A U Y —ZARKUBEIT/2 2D LD BT
bHdH D FET,

N2

Non-uniform Memory Access (NUMA) %, LV F7uatyH T AT L0070t v I icxtd s A
AVAEYEY 2= /VORBICOWTRBTEIHEAETI T —F7T 7 F ¥ TF, 7k yhni
HED/)—F (VE—FAEY) WITEELRWAEVIZT 78R T55A1E, 2 —HLAE

VICT 7824556 X0 bIRHOME T, NUMA #5i2/ LT7 — % kT 2 LERH
DET,

X86 Y — =T —%TF I F I, OV FBLIOY 7y NNOEEDO a7 TR SN T
WEJT, £CPU Y7y hEZFDAEIBLUTO A, NUMA / — REFFENES, AEU N
537 v M EIERCHEARDIZIE, FANT 7 r—ya B IOEEMT STV D ED
s (NIC 72 E) DREIC/ — FRIZTFET A LENRDH Y 97,

7 ASAy /X7 f—< U A EFEHTHITIT
s ASAv ¥ 0, IDDONUMA /— R ETETTAHLERH Y £, 12D ASAV 32 D

DIy FTEITENALIICEAINTWARES., X7 +—~ L A IKREIETLE
j_o

«8 7 ASAv (12:8 =27 ASAVNUMA 7 —F 7 27 Fx O] (14 <—3) ) Tid, H A
KCPUDE Y& "W, FNENSFLLED 27 2#HATHWAMLERH Y £, H— —
FECTEITEINTWAMMO VM IZOWTHEETAHAVLENRDH D 1,

«16 27 ASAv ([¥3:16 =7 ASAVNUMA 7—F7 7 F ¥ Ofi] (14 =—) ) TiL, &
AN CPU EOK Y7y B, ZNEFN16HLULEO T ZHATHBERLERH Y 7,
P R— ETHEITENTVAMMD VM IZOW T EBTHLERH Y £,

eNIC X, ASAV ¥ U LRI U NUMA / — R EICHDILERH Y £,

KVM % F L 1= ASAv DE A .



KVM Z {5/ L7 ASAv DA |

B vwvaossrsqy

WOBIL, 225D CPU Y7y F33H YD, % CPUIC 18D a7 NEHi SN TWDE I —_—% IR
LTCWET, 827 ASAv TlX, RA K CPU DK Y7 v MK HD a7 BNNETT,

H2:837 ASAYNUMA 7 — %79 F ¥ Ol

— Numa 0

8 core ASAv

CPU Socket0 CPU Socket 1
§ EREEEE
. EEEEEE
$ EEEEEE
WO Controlor VO Controlon
NIC

numa 1 =

KOKL, 22O CPU Y7 b23H D, £ CPUICISHO a7 REH I TWE I ——%R
LTWET, 16 =27 ASAv TiZ. A K CPU DV 7 v MIEE 16 [HO 2 7 23 MLE T,

3:16 27 ASAVNUMA 7 —%T 9 F v DHl

— numa 0
16 core ASAv
CPU Socket 0 CPU Socket 1
oores
|
1 ENENEN
—1 ENEEEN
£ EEEEER
IO Controlor WO Controlion
] [rd] N
NIC

numa 1 -
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Receive Side Scaling (RSS) AOEHDRX 21— [

NUMA O &3E1k

FIARAIIZIZ, ASAV = U 0d, NIC AEMEL CTW\W5 /— R L&A U NUMA J — K ETHEITTS
MERH Y FF, FIEHIZKRDO EBY TT,

1. [listopo) ZFEH L TNICHAAIZ/>TND /— REZHBIL, /— RROREFRRLET,
NIC ZZ2F T, EO/ — KPS THDLI0E AT LET,

2. KVMEA FT, virsh list ZfEH LT ASAV R L ¥,

3. virsh edit <vM Number> ZfEH LT VM ZfmE L E 7,

4. FIRL/-/ — FIZASAV ZRE L E7, ROFITIE, 1827/ — FEMEL TWET,
J—F 0 ~DRE :
<vcpu placement='static' cpuset='0-17"'>16</vcpu>
<numatune>

<memory mode='strict' nodeset='0"'/>
</numatune>

J— R 1 ~DOfE :

<vcpu placement='static' cpuset='18-35'>16</vcpu>
<numatune>

<memory mode='strict' nodeset='1'/>
</numatune>

5 xml DLEFEXPREIFL. ASAv~ L v OEBRZBEHRALET,

6. VMMPHIID /) — RTHEITEINTNDZ L 2R T HITIL, ps aux | grep <name of your
asav vM> ZFEITLC, et A IDEEELET,

7. sudo numastat -c <ASAv VM Process ID> & 32T LT, ASAv < U A#EUNIEE STV
DIHEFR L ET,

KVM T® NUMA F#E D BT A 3EMIZ D>V Tik, RedHat @ R = A >+ [9.3. libvirt
NUMA Tuning]] ZZM L T 7E &0,

Receive Side Scaling (RSS) FHMD#E D RX 21—

ASAVIX, BE Oty aTIZlRky NI ZE N T T4 v 7 BT HEOICFy hT—
ITETHCE>THHAESNST 7 /) 1Y —TéH 5 Receive Side Scaling (RSS) ZHHR— kL
TWET, RRKALV—Ty NEEBLTLIZIE, % vCPU (=7) IZHH O NICRX F = —723&
EENTWALERH Y £9, A7 RA VPN JEBI TlE, 1DOONE/ANEST DA v 2 —
Tz A AEMERTIHEENRD D Z EICER LTSN,

| &

BEE #HEORX Fa—%2MHT5I121%. ASAv /S— 3 2 9.13(1) ISR KB TT, KVM DA,
libvirt O /3— 2 3 1.06 LI TH A LERNH Y £,
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KVM Z {5/ L7 ASAv DA |

B receive Side Scaling (RSS) FRD#EH®D RX ¥ 21—

NIRRT DA v B —T 2 A ZAZEFE28 a7 VMDA, X4:8 27 ASAVRSSRX & = —
(16 2—) ITFRT I, BA LA —T 2 A ATIT4ODRX Fa—nNbH Y 4,

B 4:807 ASAvRSS RX 21—

ASAv
8vCPUs = 8 phyical cores on host

AEBEEEERE
A A O

z 8
o £
B o
2 >
=
Inside RX Outside RX

WNE AT DA v H—T 2 A A% ED16 27 VM OEA., X5:16 =7 ASAv RSS RX
Fa— (16 =) ITRTIIT, AV H =T A ANIE OO RX F2a—0HVY £9,
X 5:16 37 ASAVRSSRX 1 —

aSAY 16vCPUs = 16 physical cores on host

(LI LI LI LI LL L)

apIsu] JINA
vNIC Qutside

Inside RX Outside RX

WDFRIZ, KVM D ASAV D INICB L OV R —FENTWDEIRX Fa—0HAE R LET,

A—F I TS yNIC OFIIZ DN T, HERESNLD WNIC 23—Y) 2L TLEE
A
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Receive Side Scaling (RSS) AOEHDRX 21— [

= 1:KVM THE Eh 5 NIC/VNIC

NICH—F |wNIC RS54 | FSA4 379 /0 [RXFa1—0D|/N\T+—I R
/N o— #

x710 i40e PCI /R A A )L — 8 (®mX) x710 @ PCI /8 A Z)L—F L
SR-IOV & — K&, Hii e
T —< AR LET, B
WL CEE T, 5o VM
BTTNIC Z#AFTE 5720,
SR-IOV ™MESE =N E T,

i40evf SR-IOV 8

X520 ixgbe PCI /XA AL — 6 X520 NIC (. x710 £V % 10 ~
30% /X7 F—< U ANMEL 72
F9, X520 D PCI/R A A)L—1
L VSR-IOV E— RiL, [FfED
NI p— o A B L FT,
. AR T, o VM
MITNIC ZATE5H720,
SR-IOV MR SN E T,

ixgbe-vf SR-IOV 2

ALY virtio HE(RRY L, 8 (FxX) ASAVIO00 [ZITHERE S E A,

ZFOMDERIZHOWTIZ, KVM
T ® Virtio D~ )LF F 2 —H 7R —
FOFEMME 17 _—) 2%
LT &N,

KVM T Virtio DY )L F ¥ 1 —HKR— bDFEHE

wOFIL, libvirt xml ZHRET S 7-9DI2, Virtio NICRX F o2 — DA 4 1T ETHHEEZTRL
TWET,

<interface type='bridge'>

<mac address='52:54:00:43:6e:3f"'/>

<source bridge='clients'/>

<model type='virtio'/>

<driver name='vhost' queues='4'/>

<address type='pci' domain='0x0000' bus='0x00' slot='0x04' function='0x0"'/>
</interface>

| &

BE HHHORX Fa—%2FR—FTA20%, livit O3—2 5 U3 1.06 UG THALERH Y F
7,
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KVM %R L 7= ASAv DA |
B vnosaEt

VPN O & iE1E

ASAv T VPN 7 3 —< VA&t T 2720 0BIMOZEEEEIT. ROLEBY TT,
« [PSec D A/L—"7F> MEIDILS L9 bEL 2D F9°,

* GCM 51213, CBC DRI 2{EDAN—T"> b D3H Y 4,

SRIOVA > 23—TJ A4 ADTREY 3=V

SR-IOV Z 31X, DO VM THRA MNED 1 O PCle v NI —27 T X 7% mddg
THZENTEET, SRIOV IIRDOREZ EZ L TWET,

o WPRKERE (PF) : PF . SR-IOV H¥REZ & dr 7 /L PCle SRETT, ZH Hid, A K ¥ —
N—FDBEDALT 47 NIC &£ LTEREINFET,

o AEBERE (VF) @ VFId, 7 — X Rk % ET 2B PCle E T3, VFIZ, PF D
Eh. PEZANLTCERENET,

VE 1%, k&AL —F 4 v T VAT AL 7L —LT—2HND ASAV ¥ 2 K 10
Gbps D AR TEX £, ZDE® 72 3Tk, KVM BEE T VF 2R ET 2 HiEIZHOWT
AL E9, ASAv LD SR-IOV AR — I DOW T, ASAv & SRIIOVA v Z—T =2 A ADT
nEYa = T EZRLTIEIN,

SR-IOVA VB3 —T 1A RADTOECa =Y IZBT 2EH

SR-IOV Z #7R— M58 NIC 3% 53555, SR-IOV xt)is VF £ 7213AE NIC (VNIC) #
ASAV A VAL VAT v FTEET, SRIIOV X, BIOS 7217 T4 <, "— KU =7 LTHE
ITLTCWDFR_RL—FT 4 T VAT A A VAR AETFIAAR=NRA P TOYR— A
T4, KVMBREETEITHD ASAV HDO SRIOV A V' F—T =4 ATty a=7ICH
T2 A RTA DY A NELLTFIIRLET,
o IRA b W — 3— (21 SR-IOV S EE NIC 234FETJ, SR-IOV A X —7 = A AT
HHA RTA L EHIRFHEZSRL T EIN,

o« IR A b Y= —D BIOS TIRIBMEN AN 72> TWAMLENH Y £9, FEHIC OV T,
R —Dv =2 T VEBRLTLIEI N,

¢ R A N H—,3—@ BIOS TIOMMU 7 12—/ 3L 7R — K23 SRIOV 2% L CHERNC /8- T
WAMERHD T, OV TE, A= Ry =T R —Dv=a T V2SR L TL
72 &0,

KVM7RX ~ BIOS &7RR + 0S DEE

ZOkr7varTiE, KM Y AT ALEDSRIOV AV F—T 2 ADT 0 Y g =2 7
THSESEREY MY v FIREREFIHZRLET, Z0®7 v a YNOERIL, Intel
Ethernet Server Adapter X520 - DA2 % {#i ] L 7= Cisco UCS C ¥/ J — X #—,3— [ Ubuntu 14.04
EREHL T, FED T RERENOT NA APBIERENTZH DT,

. KVM % F L 1= ASAv DE A
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| KvM %GR L1 ASAv DB A

ATy T
ATy T2

ATvT3

ATy T4

ATy T5

KM 2 + BIOS &4 - 0s ZE [}

1R BHIIZ
¢SR-IOV BEffixy NU—27 A B —Tx A4 A H—F (NIC) BDERVfTHTFbNnTWALEZ L%
MR LET,
s Intel FAE(LT 7 v — (VI-x) HEREL VT-d BEREDNAZIC > TWAH T L 2R L &
_aAO

\)

GE) VAT A=I—IZLoTUE, ZNDOOIEEBEENT 7 4L F T
BN 72> TCWDGEAENH Y £9, VAT LT LIZBIOS #&EIC
TIRALTERTDHHENRRDTD, XX —D~v=aT )V
TTutREHRTH L E2BEIOLET,

N —TFT 4T VAT LEADA A N—LFZ, Linux KVWME 2—/b, 54 T75 7
=YY= BIO2—T 4 VT 4 DTRTNRA VA= NLINTNDI EEMHRLE
9, ASAv & KVM DORi#EEN; (43—) 22 L T LI,

WA L H—T 2 A APBEEREETH D Z L AR L E T, ifconfig<ethname> Z i L C
R LET,

"root" L—WF— T H T R ERAT—-REEHL TV AT AL LET,
Intel VI-d BT > TWAZ L 2R LE T,

il -

kvmuser@kvm-host:/$ dmesg | grep -e DMAR -e IOMMU

[ 0.000000] ACPI: DMAR 0x000000006F9A4C68 000140 (vO0l Cisco0 CiscoUCS 00000001 INTL 20091013)

[ 0.000000] DMAR: IOMMU enabled

WEDOITIE, VI-d DA > TN D 2L 2R L THET,

letc/default/grub 5% iE 7 7 A /LN GRUB_CMDLINE_LINUX = k U {Z intel_iommu=on /X Z A — % Z 41
THIELILE ST, I—FNVAD Intel VI-d &7 77 4 71T LET,

% -

# vi /etc/default/grub

GRUB_CMDLINE LINUX="nofb splash=quiet console=tty0 ... intel_ iommu=on"

G¥) AMD 7'ut v ¥ ZEH L TWAHEIE, D VIZ, and iommu=on % 7 — k /XT A —Z(ZfY
mLEd,

iommu DEFEEZFHNNZTH7-DICY— =% 7 — s LET,
1 -

> shutdown -r now

WO EMH LT sysfs f > Z—7 = A AR T sriov_nunvfs /3T A — 2 |2 e iz EE AT Z &I
£ oT, VFZE L £,
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B asav~oro 551208y BT

ATvT6

ATy 71

#echo n > /sys/class/net/device name/device/sriov_numvfs

P —N—DEFRZ ATVE T 72N L2 E D VE BERR S VD L 2129 2121, letcrcd/ 7« V27 kU ICES
BEXhTWwabrclocal 7 7 A M it~ v FEMMLUE4, Linux0Si%, 77—k 7ok 2ADFK% Crelocal
A7 VT N EFITLET,

-E2E A—FH7=0V 1250 VF 2ERT 27— AL PR LET, BEVWOEY M7 v 7 TlEA v~
H—T o ANRIRDAREMERH Y 7,

51

echo 'l' > /sys/class/net/eth4/device/sriov_numvfs
echo 'l' > /sys/class/net/eth5/device/sriov_numvfs
echo 'l' > /sys/class/net/eth6/device/sriov_numvfs
echo 'l' > /sys/class/net/eth7/device/sriov_numvfs

P—N—% I T— K LFET,
1 -

> shutdown -r now

Ispci ZfEM LT, VF 2MERR SN2 L 2B LET,

> 1lspci | grep -i "Virtual Function"
kvmuser@kvm-racetrack:~$ lspci | grep -i "Virtual Function"

0a:10.0 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function ( )
0a:10.1 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.2 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function ( )
0a:10.3 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function ( )

G¥) ifconfig 2~ REMHLT, il X —T =2 A AERRLET,

ASAv ~D PCl T/81 ADEIY HT

ATy T

VF 1B L7256, PCI T /34 A%&BMT 25D LFEEEIZ, VF & ASAV IZIBIITE £7, ROH
TlX, 777 4 /v virt-manager Y — /v Z2EH LT, A —% x> N VF 2 ha—7% ASAv
BN 2 FIEICOWTEB L ET,

ASAv % BT, [Add Hardwarel] R ¥ > %27 U w7 L, HLWT AL AR~ BN 7,
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6:/\— Kk F7OiEM

asav ~a Pel 734 208 Y 2T [

whuntulé Virtusl Machine

Ble virusl Machine  Wiew Send Sey

Lo

=l e -

Parformance
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B vevooisk 1
() 1OE CORCM 1
By rac 6701004
Mouse
nput
Dinplay W
Sound: ichs
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B Poicochesi10.2
. TR
Video Cirrus
B corarcle us
B Cortrcler pei
B controler e

e Add Hardware

Basic Detalls
HHarma: !ubudulﬁ
URAD: | - - o il a—
Status: = Shutoff
Dascrplson;

Hypaendsor Detalls
Hyparasor: kbvm
Architecture: =86_64
Emulator: jusritsnfosm-spece
Furrrerace: Defauk
Operating System
HEStRBME: Unknown
Praduct name: unknown

» Applications
* Machine Settings
¥ Security

xﬁ-r':t'l qfﬁl::l!:.' I

AT w72 JE~A 2 ® [Hardware] U A kT [PCI Host Device] %7 V v 7 LE 7,
VF Z &2 PCL 7 /3 AD Y A FPHFRAL AZFRSILET
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B ssav~o o 754 2oy BT

77RO ) R +

Add New Virtual Hardwar &

8 storage PCI Device
Bs  network

input Pease indicate what physical device

te connect to the virtual machine,

Graphic s

Ecimd Host Dewvice: o
=i Sarid 06:00:0 mterface athd (VIC Ethernet MIC)
=4 Paralal O7:00:0 interface athl (VIC Ethermet NIC) [
=l Charaw 08:00:0 VIC FCoE HEWA J

LIS8 Host Durice 09:00:0 VIC FCOE HBA

0A:00:0 Interface sthd (BZ599ES 10-Gigaba SFIYSFP+ Network Connectson)

Video 0A:00:1 interface sthS (B2S09ES 10-Gigabd SEVSFP+ Netwark Conmection)

! Watchdog 0A:10:0 Interface ethe (82599 Ethernet Controber Virtual Functicn)
Rilesystermn 0A:10:1 interface eth1d (82599 Ethemet Controller Wirtual Function)
Smartcard

) 0102 Interface eth1l (22599 Ethemet Controller Wirtual Function)
'@r LISE Redirection QA:10:3 Interdface eth15 (82599 Ethemet Controller \Wirtual Function)
Qa:10:4 Interface eth12 (82599 Ethemet Controller Wirtual Function)
Q108 interface eth16 (82599 Ethemaet Controller Wirtual Function)

Q81068 Interface eth13 (B2499% Ethemat Controller Witual Function)

Q8107 Interface sth17 (82999 Ethemat Controfler Wirtual Function)

OC:00:0 MegaRalD SAS.3 3108 [Immader)

1020020 MGA G200 [Filot] SerserEngines [SEF1)

|

x;-nl:rll ] Eirssh |

AT T3 AR BEAEBEEO VTN ERIR L C, [Finish) %7 U v 27 LET,

PCIT A ARN—R 7 =7 JRNMIEBRENET, T35 ZADELiE DS Ethernet Controller Virtual Function
IR TWAZ LIZHEELTLIEEN,
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|ES Moy
(T Boot Options
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) IDE COROM 1
|Bhy rac 87:41:9d
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Duslay WVHE
Sound: ighi
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2
M roocoossn:
B Fooooose102

Vides Corug
B controller UsE
! Ceontroller poi
! Controller IDE =

s Add Mardware —Elnml & cance |

RDBERY

cASAv <= R I A4 um b, showinterfaceai~ > RFEEA LT, SILSERELI-A & —
T oA AR LET,

CASAVTCA VA —T A A AL T4 Fal—arET—F2lHALT, FF 74 v 7Dk
ZEAVE—T 2 AERELTHMELE T, FEIZONTIL, [Cisco ASA > U —X
CLIZ> 7 4 Falb—rar AR (—#N7eElE) ] o [Basclnterface Configuration)
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