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https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3d2VY4R804-d5gaK3qdwEwGvGHtudVBe4yovizm-D_Pa0fafLwweakNSpPPgX8lArLs_rsVNmX4YnMZ-NBGAkjry-088n-RVK63S5DomhsQwsZgo1KF8vsFjROAI9MzDj2TktcV2kp6X0HLZ1SR8pHHT2oBD1EjaZ9qteZDdg3JJ0epOqhZo47BkUEUACwrqZ0PjUE2g&nonce=636246850636096080.OWNhNTU2MWEtMmQ0Zi00MDc0LTlkYjItODlhNmE4OWFhNjMyZWJmYWIxMjQtNjM0NC00ZWE5LTgwNDktNjc4NDE5ODRkMzEx&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f%3fsignIn%3d1&site_id=501430
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. Azure Resource Manager /7 5 0 ASAv DE A

ATY T2 CiscoASAV D~—47 v N LA AZRBEL, AT DHASAVE27 U v 7 LET,
ATY T3 BAMRHREEZITNET,

a)

b)

d)
e)

2)

R~ v DOL4RTIZATILET, ZO4FNTAzure 7 A7) P2 a3 VNT—ETHOIVLENDY £
—g—o

BE AR —E TR, BFEOAMEEHEMN 5 &, BAIZKRKLET,

a—P—HEx ANJLET,
RORES A 7L LT, [Password] % 7213 [SSH public key] &R L £ 7,

[Password] Z IR L7-881%, NATV—REZANLTHEELET,

TRV T ay AL TERIRLET,
[Resource group] Z 3R L 97,

YR I Ry NI D) V=2 S —F LA Th B BEND D ET,
Yz IR £ 7,

GnE, *y NU—2BIXOY V=R ZV—TFLEULTHLIRLERH Y £7,

[OK1 %27 U v Z LET,

ATFv T4 ASAV ORTFHBZHRELE T,

a)
b)

d)

e)

2)

R~ DY A RERIR L F1,
ARNL—Y ThHU Y FEBERLET,

BEOA N =T 0 FERERT LN, FILWARNL— T oy el c& 4, A FL—
T NDOGFTER Y T BEXOMEE~ U ERILTHAIVENRHY £9,

[Name] 7 4 —/V RIZIP 7 RLADZ~LE AL, [OK] %227 Uy 27 LT, X7y 7 IPT RLA%
FORLUET,

Azure |, VM &5 1k L CHEENT2 AT INL MO H D, AT I v TV v I IPET 7 %
VR TIHER LET, BEIP 7 RLREBERETIHEIT, F—F VDTV w7 IP #fl&E, A7
ST T RUANBAZT 47 7T RLVAIZERLET,

MEZE T T, DNS DT~ L& B L E3,

SERMERT K A A 41X, DNS 73L& Azure URL OFLAAHE T,
<dnslabel> .<location> .cloupapp.azure.com DEAUZ 72 W £4,

WA OBAEAR v BT —27 23R D0 HLWER Yy U —27 2B L £,
ASAV ZHAT 5 450F 7 xy MaREL, [OK]Z227 U v 7 LET,

BE KA F—T 2 AR —BOV TRy NIT Xy FTHLERHY £,
[OK1 %27 U v o LET,

ATY TS MY~ AL, [OK]Z2 Vv 27 LET,
ATv 76 FASRMZMEZEL, [Create] 27V v 27 LET,
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Azure Security Center /5 M ASAv DE A .

RDBERY

*SSHZITLTCANTEDLCLI 2~y REMHT L0, £72I1X ASDM 2 H L T, RE%
WATLET, ASDM T 7 B X T 5 FIEIZOWTIL. [ASDM OFRth] 2L TL 72
él/\o

Azure Security Center 5 5 D ASAv DE A

ATy T

ATy T2

ATvT3
ATvT4
ATy T5

ATvT6

ATy 17

Microsoft Azure Security Center (%, BEEN Y 70 NEAICKT 58X 2V T ¢ U R T 2051,
B, BLOBBTEDL LT 2 Azure MITDOEF =2V 7 4 VY 2—3 3 TY, Security
Center DX ¥ 2R — Kb, X2 T4 RV —%2RELTEY, EXa2 VT HELE=
A—L710, X2 VT4 77— aRRLIEDTEET,

Security Center (£, Azure V) YV —ADt X = U T (REZGHT LT, BENREX2) T 12 O
PEERFELE T, #EIRFEEO U R MW, MERaY he— L ERET LT u AR ET
L9, ®%I1Ti1E. Azure DBEREICHTH 77 AT 74—/ V) 2—3 5L LTOH ASAv
DBEANEEDDH ENTEET,

Security Center DG Y U 2—a DX HIZ, #27V v 7 TASAY 23T EAL, H—
mﬁyyiﬁ—F#Et%n)744~/kkE%ﬁ4«/F%%%5 T&ET, ROFIH
I%. Security Center 7> > ASAv 38 A4 2 FIEOHE TI, FEMITOWTIL,  [Azure Security
Center]] ZZMR L T EEW,

Azure R—HF a7 A4 LET,

Azure R—X VL, T—H v ¥ —OEFNIIERRL ., BIEOT v NeH T A7 Y 7 g I BEEA)
o RBEREFR R LET,

Microsoft Azure A == —7>5 . [Security Center] iR L £,

#18 C Security Center (27 7 & AF BE1E, [Welcome] 7 L — F‘ﬁifa'ﬁ% %9, [Yes! | want toLaunch
Azure Security Center] Z 8841 L T, [Security Center] 7' L — K& Bl &, T —X[WEEZHH L T,
[Security Center] 'L — KC, [Policy] # A /W& ZR L E T,

[Security policy] 77" L — K, [Prevention policy] % &R L 7,

[Prevention policy] 7 L— KT, X% =2V 7 4 AU v —D—E& L TRRTHHEFHE A L ET,

a) [Next generation firewall] % [On] IZ3%E L £7, Z4L T, ASAv 2 Security Center WOHELE Y U = —
varenhEd,
b) SEILLC T, MOHREFEREEAZELET,

[Security Center] 77 L — RIZJ& - T, [Recommendations] % - /L& 3R L F 97,

Security Center [X, Azure V YV —AD&F =2 U7 ¢ IREZEMAIZ /oM LE T, Security Center 23 ETER 72
tX a2 UT 4 OWEFHEERFET D &, [Recommendations] 7 L — RIZHELEFIHNF R I E T,

[Recommendations] 7' L — K C [Add a Next Generation Firewall] #5335 IH 2 8241 L C, FEMIZ R R L7120
MEE RS D200 T 7 v a v wF L0 LET,
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https://azure.microsoft.com/en-us/services/security-center/
https://azure.microsoft.com/en-us/services/security-center/
https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3dLf-okBvP8JbNbHiewraHfcemcnovdhcjFJXbvGcviLtENW6Y7cxi9THjBse_F7yX2nH5nV4g_LdegMMfjOf4Oj0odG7yAhQPW0aqxwZDYcOEPbPZy7Q0iCYX-sdNEjF5woh394K85NUTbVN4NZJ-L7I6lHJUEh_stwT8IHsoNrysLeOUbqWcfJNkFPac_jbe2vpxXjIDSHSorHs3kF1hDAmBcsY&nonce=636574191076743854.ZjVjODYwMGQtMmYyNy00OTMwLTgzNWUtOGU2MTNhYzViOWQ3NjAyMjFjOTktMGEzZC00ZjBjLTk1Y2UtMGYwZDk0OGU0MGQ5&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f&site_id=501430&client-request-id=dd51078a-3a01-4d44-99b6-230a03bd77c8&x-client-SKU=ID_NET&x-client-ver=1.0.40306.1554

Microsoft Azure 7 57 K~ ASAV DEA |

. Azure Security Center /5> @ ASAv DE A

ATw 78 [HHER (Create New) | £721X [BEFED Y VU 2—3 3 > %4 (Use existing solution) ] Z %K L TH»
5, BATHASAVEZ U v LET,

AT9T9  EARMRREEITNET,

a)

b)

d)
e)

g

R~ v DA4FTIEATILET, ZOLRNTIAzure 7 A7 ) 72 a VNT—ETHHILENDD £
‘a‘o

BEE AHIB—E TR BFEOARMEZHHEMAT 5 & BAICKKLET,

== E AT LET,
EEDH A T L LT, NRATV—KREZIZSSH F—DOWFnad@iR L £,

NAT — REBBRLIEGAIE, NAT—REASNLTHEELET,

Y727 Far A TEBRBIRLET,
VY —2 TN —TZEIRLET,

U= ZTN—T1F, EF Y hT—=27 D) ) —A TA—TLRELTHLILERD Y £7,
ST A IR L £,

BT, 2y =2 BIQNY V=R TV —TFLELTHLIVLERH D £,

[OK]| %27 Uy 27 LET,

ATvT10 ASAV ORTEHEHAZRELET,

a)

b)

d)

g

AR~ DA RERIRL F T,
ASAv TlZ, Standard D3 ¥ & O Standard D3 _v2 3% AR— I FE T,
ARNL—=U ThU Yy MR LET,

MEOA ML= T bEfERT 20 ILWA ML= T FEERTEET, A b
L=y 7o FORENEIR Yy U= BI MU~ ERICTHLMERH Y £,

[Name] 7 4 —/V RIZIP 7 RLVAD T L& AJIL, [OK] 227 Vw7 LT, XTZUV 7 IPT KL A
ZERLET,

Azure 1%, VM #{E1L L CHEET AL ERINSAREEREOH L, XA FTIv 7 XTI IPET
TAN NTIEERLET, BEEIPT RLVAZEBLETIHEIL., F—F1OT ) v 7 IPEHE, ¥
AFIv T TRUVANBAZT 47 T RLVAIZERELET,

VELZISE T T, DNS DT~ LB L £,

SEARERG N A A 41X, DNS 7-UL & Azure URL DFAA G HE T,
<dnslabel> .<location> .cloupapp.azure.com DR UZ 72 D 47,

BEFORER Yy NU—2 23RS 200, FrLWRERy N —7 ZEk L £7,
ASAV Z AT H 45O T Xy MaeEL, [OK]Z7 Vv 7 LET,

BE BEAE—T oA A —EBOY T3y MNZT X v T THMLERHD 7,
[OK] %7 U2 LET,

ATV TN RV~ E2MEEL, [OK] 227V v 7 LET,
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ATvF12 FIASEEZ#E L, [Create]l 27 Y v 7 LET,

RDEZRY

*SSHZNTLTCANTEDCLIa~y REHAT I, F/IXASDM 2 LT, ZEL
WITLET, ASDMIZT 7 B 2T 5 FIEIZOWTIL, [TASDM Ol 2L TL 7
él/\o

« Security Center W OHELTHIAN XD K 912 Azure V) Y — A DB SO DO FERIZ DU
T, Security Center 7*H AFARER~Y =2 7 LA S L TS Z 30,

Azure Resource Manager 5 5 @ ASAv for High Availability W& A

WO TFNAIL., Microsoft Azure T ol HPE (HA) ASAv X7 ZiRET 2 FNEOHEME 27~ LTV E
T, Azure DFRTEDZFEMARFNEIZHOWTIE, TAzure 2~ TH D] 2L T X0,

Azure D ASAv HA TiX, 2 2D ASAv Z#afHMEE v MZEAL, VY—R& RXTUv 7 IPT
RLA, = T —T N POXERTEZEINAERLET, BAKIZ, CNHLORTE S
HIZEHTE £,

ATFY 1 Azure R—Z)ica 74 LET,

Azure N—H ViE, T—H B HX —OGEANCERRL, BIEOT Ao MY T AT VT g IZBEM
o RBEREZRRLET,

RFw T2 v—4 v hF LA AT [Cisco ASAV] #4032 L. [ASAVANICHA] %7 V v 7 LT, 7= —/L4—,3— ASAv
R EEANLET,

AT 73 [Basics] REEMEM L £,
a) ASAVV U UHEDT VT 4y 7 AEATILET, ASAVOLFNT V7 4w 7R AL 7L 7 4
J A B2 £,

BEE MFEOT VT 4o 7 AFH L TCWRNWZ 2R LET, T2 E, BAITRKLE
—a—o

by =—V—HEANLET,
T O~ v DE B — Y — 4 T,
BE Azure TlE, admin &) 2 —HF—FIHHTE LA,

¢) Wi DA~ NIFEREY A 7 & LC, [Password] % 721% [SSH public key] DWW 9 7&K L £,
[Password] Z1#R L72HEI1E, R"AT—REZANLTHEELXT,

d) VYT R7VTvar XA TEERLET,
e) [Resource group] % &N L £,
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https://docs.microsoft.com/en-us/azure/security-center/security-center-recommendations
https://azure.microsoft.com/en-us/get-started/
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[Createnew] ZBIN L TH LY YV —R T N—TZERT 57>, [Useexisting] TBEfFD Y Y —R 71—
TEBERLES, BFEOY V=R IV =T 2T 55613, ETHLILENDY ¥, £ 5 Thw
BEIE, LV Y —R T —F BT 5 0NERH Y £7,

f) [Location] Z R L 7,
BT, Fy U= BIXR) Y= FA—T LR THILLENDY £1,
g) [OK]Z27 V7 LET,
AT 74 [Cisco ASAv settings] Z 7% & L £,

a) A~ OV A XEFTRLET,
b) [Managed] ¥ 7213 [Unmanaged OS disk] A F L — U Z @I L 97,

BE ASA HA &— K CIL% 12 [Managed] i H L £,

ATvT5 [ASAv-A] REZHERKR L 7,
a) (A7 3r) [Createnew] ZEIR LT, [Name] 7 4 —/L KIZIP 7 KL AD T~ L& AJj L., [OK] &
7V 7 LTAT Yy 7 IPT RURAZERLET, N7 U7 IPT RLUABRKLERNGAIL, [None]
IR E 7,

G¥) Azure (X, VM Z{8 1L L CHEE T EEEINIAEEOH D, XA T I v 7 TV v
IPaF 74V FTIIER LET, BEEIPT FLAZELTIEAIT. R—ZLDONT ) v
JIPEHE, AT I TRLAMWBAEZT w7 T RLAICERLET,
b) MEIZEL T, DNSDOT~ULEBMLET,

SEAIER N A A 41, DNS 7L L Azure URL OfAGHH T,
<dnslabel> .<location> .cloupapp.azure.com DZRIZ 72 D F 97,

c) ASAv-A BEEEZHOA ML — T H 7L MOKLERRECHER L ET,
ATvT6 [ASAV-B] REICONTH, ZOFIEEZHE KL £,
RATY T BEFEORER Y N —2 Z@IRT 500, HLWRER Y hT—7 Z{ER L E7,
a) ASAVEEATLH4 00T Ry FEFREL, [OK]Z27 Vv 7 LET,

-3 KA HE—T A R —BOV TRy NMIT X v TFTHLERDY £,
b) [OK]%ZZ7 VU7 LET,

AT w78 RO [Summary] ZHER L, [OK] %227 U 7 LET,
ATv T FIASLMZMEZR L, [Createl 227V v 7 LE 1,

RDBRY

*SSHZITLTCANTELCLL 2~y REMHT L0, £72I1X ASDM 2 H L T, RE%
AT LET, ASDMIZT 7 AT A FEIZCOWTIE. [TASDM OFfls] #2172
éb\o
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VHD 5& U Y—RF > FL— b &AL Azre 150 AsAv OEA |

» Azure D ASAv HA #OFEAMIZ DU Tik,  TASA Series General Operations Configuration
Guidell @ [Failover for High Availability in the Public Cloud] DEZZH L T 72X,

VID ELUYY—RTUTL— bE{FERLT= Azure " 5D ASAv DE

A

ATy

ATy T2

LA APNRBET B EHE VHD A A= 2R LT, MEDOH AZ L ASAV A A — P E/ER T
F9, VHD A A=V ZMHLTEBET AT, Azure A L —2 7D MIVHD A A—
T o7 u—RTAULERNHYET, RIS, Ty7a—KLET A A7 4 A =T8I Azure
Resource Manager 7> 7 L — R 2 L T, HHHGRA A —V 2B TE £d, Azure 727
L— M, VY —ADFHPAL T A—=FDERNEGEEN TS JSON 7 7 A LT,

1R BRI

c ASAVT 7 L— FDJEBIZIL, JISONT 7L — FBLO%INT HISON/NT A —H T >
AINPWUHBETYT, T — 77 A%, RO GitHub VAR UMb F 7 a—RT
%ij—O

https://github.com/CiscoDevNet/cisco-asav/tree/master/deployment-templates/azure

e T UL — NENRTRA—=E T 7 A NVEREEST D FIRIZONTE, 8k : Azure UV VY — R 7
YT L— RO (20 2—) L TLIEE N,

« ZOFNETIX, Azure |Z Linux VM MFEL TWAMERH Y £, —KiA)72 Linux VM
(Ubuntu 16.04 72 &) AfEH L T, Azure IZEME VHD A A —T %27 v 7rn— RK$5Z L%
BEIOLET, 2O A—VEMHRT HIT1E, FHIS0GBDOA L —URNETY, Fio,
Azure @ Linux VM 2°5 Azure A b L —~D7T v 71— RIFBNEL 720 9,

VM ZAERT 2 BN B D553, IROWT O HFEEZHBH L £,
e Azure CLI |Z X A Linux (A~ > v OFERY
o Azure 7R —# )L CTO Linux AR~ > > OVERL

cAzure V7 A7 U L g L, ASAV Z BT AT CHEARER A ML —U T v v
rRMETT,

https:/software.cisco.com/download/home ~~— 7225 ASAv JE#ff VHD A A —Y %X rm—RLET,

a) [Products] > [Security] > [Firewalls] > [Adaptive Security Appliances (ASA)] > [Adaptive Security Appliance
(ASA) Software] |8 L £,

b) [Adaptive Security Virtual Appliance (ASAV)| %7 U v 7 LE7,

FHNEH > TA A=V F 7 m— LTI EENY,
7o & 1L, asav9-14-1.vhd.bz2

Azure @ Linux VM I[ZJF#E VHD 4 A —Y 2 a2 — 1L %7,
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https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://github.com/CiscoDevNet/cisco-asav/tree/master/deployment-templates/azure
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home

Microsoft Azure 7 57 K~ ASAV DEA |
B v 5500 v—2F 2T L— F £ LT Are 1050 ASAY DEA

Azure LD TT7 7 AN BRI THT-OIHEHTE 2472 a v EEL<HY E5, ZOBITIE,
SCP (t¥=7 atr’—) #5L%ET,

# scp /username@remotehost.com/dir/asav9-14-1.vhd.bz2 <linux-ip>

AT T3 Azure D Linux VM IZu 7 A4 L, [FHEVHD A A—Y % ab— LT 4 L7 R ICBEIL£9,
ATw T4 ASAVVHD A A —J %R L E T,

77 A NERRRE TIEMRR T 272D TE LA T v a U EL< bV £9, T OFITIE Bzip2
22— 4 VT 4 R LETH, Windows X—AD2—F 4 VT 4 HIEFICHERE L 9,
# bunzip2 asav9-14-1.vhd.bz2

ATV TS Azmure A NL—Y T AT MOaryTHICVHD 27 v 7 a—RLET, BEORA ML —Y T H D b

PREAT21E0, FIERT22L0TEET, A ML=V THUY MIZHEH, INIFEEFTOLE
fECcE £,

APL—=Y THULMIVHD 27 v 70— RT5DICHATE 247 v a v i< b v £,
AzCopy. Azure Storage Copy Blob API, Azure Storage Explorer, Azure CLI, Azure 78— % /L7¢ & T9,
ASAV LRIHEDRESDT 7 A MIIE, Azure R—F NV EER LW L AHEEL £7,

WOBE, Azure CLI ZfEH L7 AR L TWET,

azure storage blob upload \
--file <unzipped vhd> \
--account-name <azure storage account> \
--—account-key yX7txxxxxxxxldnQ== \
--container <container> \
--blob <desired vhd name in azure> \
--blobtype page

ATv7T6  VHD MOERMRA A=V EAER L ET,
a) Azure I"R—H )L T, [f A— (Images) | IR L 7,
b) [EM (Add) 127V >y 27 LT, HLA A—VEERLET,
o) KOEHREATILET,

e Name : BHAHA A=V D2 —VP—ERZDOAHIEZATI LET,
s Subscription : K2 v 7FX 2 URARNNLYT A7) 7y a2 BRLET,

* Resource group : BEfFD Y YV —R NV —T%@8IRT 50, HLWY VY —R T L—T%ER L %
D

+ OSdisk : OS # A4 7'& LT Linux Z3&R L E 7,

e Storageblob : A FL—Y T AU FEZML T, 7y 7 e — L7 VHD Z@&RL £,
» Accounttype : K12 v 7 #7 U A Khb [Standard (HDD)] 23R L £ 9,

« Host caching : Rz w7 # 7 U A h)6 [Read/write] 34K L £7,

*Datadisks : 7 7 A4/ FOEFICLTBEET, 7—F T4 A7 ZBIMLRNTIZSN,

d) [fEE& (Create) 127 U > 7 LET,

. Microsoft Azure 77 577 E~D ASAv DE A




| Microsoft Azure & 57 E~? ASAv DA

ATy T17

ATvT8

ATvT9

ATv 710

VHD 5& U Y—RF > FL— b &AL Azre 150 AsAv OEA |

[ A=V NIEFICIER SV E L7z (Successfully created image) | &9 A v &— 708 [[#%
(Notifications) ] % 7 D FIZEKREINDETHLET,

GH) BHEMNBRA A=V IMER SN, Ty 7ua—RLZVHD &7 vy 7 r—RK AL —U T h

v M EHIBRTE £,

BHUAER LTS RA A =D V=2 D W5 L ET,

Azure DINEBTIE, HHDBH Y V=20 V=X ID IZEEMT N TWET, VY —XIDIX, 0%
B RA A =B HT LWASAY 7 7 A T U4 —/VERET A & SITHEIZRY 7,

a)
b)
¢)
d)

Azure IR—H )L T, [f A— (Images) | IR L £,

AID AT 7 CHERL L2 BB R A A — U ZBIRL 7,

MEZE (Overview) 1227 Vv 7 LT, A A—=VD7T 0T 2R RLET,
7Yy TR—=RIZ)Y—XIDEar—LET,

1)) —ZRID X, ROBXELEY £,

/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup>
/provider Microsoft.Compute/<container>/ <vhdname>

BHMRA A—TVBILON) V=R T L — b EHEHLT, ASAV 7 7 A T U4 —VEBELET,

a)

b)
¢)

d)

e)
f)

2
h)

[FiIH (New) [ZBINL, A7 a v NOBNTEXHLHIRDBET[T 7 L— NER (Template
Deployment) ] Z 4% L £7,

[ERk (Create) |1 Z3IRL £7°,

[T 4 X CTHMBOT 7 L— N %&#5E9 % (Build your own template in the editor) ] Z3®R L £ 7,
HABA RATEDLHZEAOT 7T L— "BMERSNET, T 7 b— NEERT 5 HEORIZ N
T, VY =2 T 7 L= DR Q1 ~—=) 2ZRLTIEE0,

NAL <A XLIZISON T > T b—h a—Fz7 1> RO T, [BRfF (Save) 1227 U v 7
LET,

Fay7Zor UA RN [T A7 Y 7T 3 (Subscription) | Z8 R L ET,

REDOY V=R TN—T @RS 50 HL) Y= ZV—T 2B L ET,

Ray Xy JRARME R —3 3y (Location) | Z3#INL 9,

AIAT v T IND OEBRRA A—T D[V Y —AID (ResourceID) ]% [VME BRI SR A A —ID (Vm
Managed Image Id) ] 7 ¢ —/V RIZRED fH1F £ 77,

[ A% LJEBA (Custom deployment) | X— D EFIZH D 23T A —F O (Edit parameters) ] & 27
Vo7 LET, DAZIAXTELNRTA=Z T o7 b— MPERSIET,

a)

b)

[Z77ANVDa—FK (Loadfile) |27 Vw7 L, BAX~A AL ASAY /XT A —H T 7 A L& 5
LET, TG 2A—% Fo 7 L— FERT HHINCHONTIE, /XT A —% 77 A LVOIER (30 =—
V) BBRLTLIEEN,

HALZ<A X LTIZIJSON /RXT A—X a— RK&v 4> RUIZHED HiF, [PR1F (Save) 1227 U v 2 L
7,

B AKX KEBROFEMEMER LT, [FEA (Basics) | & [%E (Settings) |OfE#H ([U >~ —AID (Resource
ID) 172&) 28, ELLEMREIC —HTHZ L 2R LET,
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ATy 7N FIABKZ#EZR L, [Iagree to the terms and conditions stated above] = v 7 R v 7 A& A N2 L E T,

ATv 12 [EA (Purchase) 127 U w7 L, HBEARA A—VBLOIAX LT T L— 2L TASAY 7 7
47&%‘—/1/%%:% ],_/i‘é—o

T =R T 7 ANENRTA—F T 7 A JVTHEED 2T UL, B EFICE T LTWAITT T,
PR A—IE, RUY TR 27U 7 g v B L O OB O BB X £,

RDEZRY

*SSHZNMLTANTEDCLIa~y REHAT I, F/2IXASDM 2HH LT, &%
BITLET, ASDMIZT 7 B2 F 5 FIEIZOWTIZ, [TASDM Ol 2L TL 72
W,

T8k : Azure )V —RX T T L— Dl

ZOHTIL, ASAv X BT 572 DI H TE % Azure Resource Manager 7 > 7' L — h DO
WIZOWTHBLET, Azure V V—2Z2 5T 7L — KNI ISON 7 7 A L TF, MEDOEY J—2R
DEMZEFITHI-0, ZOHFITIZ2 DD ISON 7 7 A ANEENTWET,

cTFUTL—kTFAI: 2RI, V=R T NA—THRHOTXTOa L R—F TR
TAERAAL L VI —R T2 A)LTT,

CINTA=B ITFAIL . ZDT 7 A NMITIE, ASAV & EFIZEBET A7 DI E R NT A —
AWEFEENTWET, ZO7 7 A ML, V7 Fxy MEHR, KB~ > O &A1 X
ASAV Da—HW—4 L XZAT— R 2R —Var T o4 Y, SEMRERNSE EN
TWET, ZD7 7 A% Azure Stack Hub EBRIERERICH A X~ A4 XA T&EE T,

ITL—bk 774ILDORK

Z DIATIL, Azure Resource Manager 7 > 7 L — h OFEICHOW T L £9, &kOBNIE, 7
YT — N T ANERINERLIEBDOT, Ty L— OIS EISERT O ERLTOET,

al
\

Azure Resource Manager JSSON 7> JL—k 77 AL

{

"Sschema":
"http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",

"contentVersion": "",

"parameters": { },

"variables": { },

"resources": [ ],

"outputs": { }
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yv—2 7o 71—tk |

F o L— NI, ASAv BB OEEZVER T 5 7= I H TX 5 JSON 8 L O TR ST
FT, FOELEMAEETIE., Tl — MIROEERESENTOET,

= 3: EHFZHD Azure Resource Manager JSSON 7> T L— bk 774 LEH

0 i

&

AN Y

A B

$schema

3
S

FUFL— NEEONA—V 3 BT 5 JSON 2 F—
~ 77 AI)VDEHET, iDLz URL ZfFH L%
7,

contentVersion H FUTL—RDA—=T gy (1.000728) . ZOFEH
WIMEEDEEZRRETCEES, 7oL — &AL
TYY—RZERTHEEIT, ZOEEFEHLT, @
7 o 7= FPMERHESN TVWA Z L 2R T E
R

INT A —H 2L EHAEEITLCY Y —RAREHEIAZ A AT HEX
WHRET A, T A—22ky ., BEFHIMEE AD
TEET, HHIMLEL WS DT TIEH Y THEANR,

EiE LRV E . JSONT v 7 L— MMImE[FE L35 A—
AT Y —AFERLET,

B L T L— FERREMFET O EOIT T L— |k
TISON 7T 7 A b LTHEREN DHE,

Uy—= HY VY =2 TN—TFTRERRELIIEHFEND Y V—R X
A7,

outputs el JEBH % IR S4B,

JISONT 7L — ML, BEETAV Y —RA XA TEESTDHDET TR, FOEET 5%
ENTA—HEEETDH-OCHFIATEET, ROFIIE, B LV ASAY BT 2T 7
L — FERLTWET,

J Yy —X FoTL— FDIER

UTOBZERLT, 7F AT 4 22 LB OEAT 7L — FEERTE £,

ATV T WOFPINRLETHFA E2ae—LET,
B -

{
"$Sschema": "http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName" : {
"type": "string",
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"defaultValue": "ngfw",
"metadata": {
"description": "Name of the NGFW VM"
}
}I
"vmManagedImageId": ({
"type": "string",
"defaultValue":

"/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage",

"metadata": {
"description": "The ID of the managed image used for deployment.
/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage"

}I
"adminUsername": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "Username for the Virtual Machine. admin, Administrator among other
values are disallowed - see Azure docs"
}
}I

"adminPassword": {
"type": "securestring",
"defaultvalue" : "",
"metadata": {
"description": "Password for the Virtual Machine. Passwords must be 12 to 72 chars

and have at least 3 of the following: Lowercase, uppercase, numbers, special chars"
}
}I
"vmStorageAccount": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "A storage account name (boot diags require a storage account).
Between 3 and 24 characters. Lowercase letters and numbers only"

}
}I
"virtualNetworkResourceGroup": {
"type": "string",
"defaultvValue": "",
"metadata": {

"description": "Name of the virtual network's Resource Group"

}I
"virtualNetworkName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "Name of the virtual network"

}I

"mgmtSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {

"description": "The FTDv management interface will attach to this subnet"

}I

"mgmtSubnetIP": {
"type": "string",
"defaultvalue": "",
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"metadata": {
"description": "NGFW IP on the mgmt interface (example: 192.168.0.10)"

}I
"diagSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv diagnostic0/0 interface will attach to this subnet"

}I
"diagSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "NGFW IP on the diag interface (example: 192.168.1.10)"

}I
"gig0O0SubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv Gigabit 0/0 interface will attach to this subnet"

}I
"gig00SubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The IP on the Gigabit 0/0 interface (example: 192.168.2.10)"

}I
"gig0lSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv Gigabit 0/1 interface will attach to this subnet"

}I
"gig0lSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The IP on the Gigabit 0/1 interface (example: 192.168.3.5)"

}I
"VmSize": |
"type": "string",
"defaultValue": "Standard D3 v2",
"allowedValues": [ "Standard D3 v2" , "Standard D3" ],
"metadata": {
"description": "NGFW VM Size (Standard D3 _v2 or Standard D3)"

}I

"variables": {

"virtualNetworkID":
"[resourceld (parameters ('virtualNetworkResourceGroup'), 'Microsoft.Network/virtualNetworks',
parameters ('virtualNetworkName'))]"

"vmNicOName":" [concat (parameters ('vmName'), '-nic0') 1",
"vmNiclName":" [concat (parameters ('vmName'), '-nicl') 1",
"vmNic2Name":" [concat (parameters ('vmName'), '-nic2')1",
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"vmNic3Name":" [concat (parameters ('vmName'), '-nic3') 1",
"vmNicONsgName":" [concat (variables ('vmNicOName'), '-NSG') 1",
"vmMgmtPublicIPAddressName": " [concat (parameters ('vmName'), 'nicO-ip')1",
"vmMgmtPublicIPAddressType": "Static",
"vmMgmtPublicIPAddressDnsName": "[variables ('vmMgmtPublicIPAddressName')]"
}I
"resources": [
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/publicIPAddresses",
"name": "[variables ('vmMgmtPublicIPAddressName')]",
"location": "[resourceGroup () .location]",
"properties": {
"publicIPAllocationMethod": "[variables ('vmMgmtPublicIpAddressType')]l",
"dnsSettings": {
"domainNameLabel": "[variables ('vmMgmtPublicIPAddressDnsName') "
}
}
}I
{
"apiVersion": "2015-06-15",
"type": "Microsoft.Network/networkSecurityGroups",
"name": "[variables ('vmNicONsgName')]",
"location": "[resourceGroup () .location]",
"properties": {
"securityRules": [
{
"name": "SSH-Rule",
"properties": {
"description": "Allow SSH",
"protocol": "Tcp",
"sourcePortRange": "*",
"destinationPortRange": "22",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 100,
"direction": "Inbound"
}
}I
{
"name": "SFtunnel-Rule",
"properties": {
"description": "Allow tcp 8305",
"protocol": "Tcp",
"sourcePortRange": "*",
"destinationPortRange": "8305",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 101,
"direction": "Inbound"
}
}
1
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNicOName')]",
"location": "[resourceGroup () .location]",
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"dependsOn": [
"[concat ("Microsoft.Network/networkSecurityGroups/',variables ('vmNicONsgName')) 1",
"[concat ('Microsoft.Network/publicIPAddresses/"',
variables ('vmMgmtPublicIPAddressName'))]"
] 4

"properties": {
"ipConfigurations": [
{

"name": "ipconfigl",

"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('mgmtSubnetIP')]",
"subnet": {

"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

"

parameters ('mgmtSubnetName')) ]
}I
"publicIPAddress": {
"id": "[resourceld('Microsoft.Network/publicIPAddresses/"',
variables ('vmMgmtPublicIPAddressName'))]"
}

] 4
"networkSecurityGroup": {
"id": "[resourceld('Microsoft.Network/networkSecurityGroups',
variables ('vmNicONsgName'))]"

}I

"enableIPForwarding": true
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNiclName')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
]I
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('diagSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('diagSubnetName')) "

} }

] r

"enableIPForwarding": true

"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic2Name')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
] 4
"properties": {

"ipConfigurations": [

{

"name": "ipconfigl",
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"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('gig00SubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig00SubnetName')) ]
} }

] r

"enableIPForwarding": true
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic3Name')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
]I
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('gigOlSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig0lSubnetName'))]"

] r

"enableIPForwarding": true

"type": "Microsoft.Storage/storageAccounts",
"name": " [concat (parameters ('vmStorageAccount'))]",
"apiVersion": "2015-06-15",
"location": "[resourceGroup () .location]",
"properties": {

"accountType": "Standard LRS"

"apiVersion": "2017-12-01",

"type": "Microsoft.Compute/virtualMachines",

"name": " [parameters ('vmName')]",

"location": "[resourceGroup () .location]",

"dependsOn": [

"[concat ("Microsoft.Storage/storageAccounts/', parameters (

concat ('"Microsoft.Network/networkInterfaces/',variables ('vmNicOName')) ]

concat ('Microsoft.Network/networkInterfaces/',variables ('vmNiclName'
( (
( (

" "

" "

’
"
’

[
[
"
[

)) 1]
concat ('Microsoft.Network/networkInterfaces/',variables ('vmNic2Name')) ]
"[concat ('Microsoft.Network/networkInterfaces/',variables ('vmNic3Name'))]"
]I
"properties": {
"hardwareProfile": {
"vmSize": "[parameters ('vmSize')]"
}I
"osProfile": {
"computername": "[parameters ('vmName')]",
"adminUsername": " [parameters ('AdminUsername')]",
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"adminPassword": " [parameters ('AdminPassword')]"
}I
"storageProfile": ({
"imageReference": {
"id": "[parameters ('vmManagedImageId')]"
}I
"osDisk": {
"osType": "Linux",
"caching": "ReadWrite",
"createOption": "FromImage"

}I
"networkProfile": {
"networkInterfaces": [

{

"properties": {
"primary": true
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNicOName')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNiclName')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNic2Name')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',

"

variables ('vmNic3Name')) ]

}

}I
"diagnosticsProfile": ({
"bootDiagnostics": {
"enabled": true,
"storageUri":
"[concat ('http://',parameters ('vmStorageAccount'),'.blob.core.windows.net"')]"

}

]I
"outputs": { }

ATFTY T2 ZOT7 7 A NE, =L 2T azureDeployjson & 9 L 912, JISON 7 7 ALt LCua—h VIZRFEL £,
ATVT3 TrANVEREL, BARTA=RIZEIT T L— FEfERLET,

Microsoft Azure 7 59 F~®M ASAv DE A .



B 515771000

Microsoft Azure 7 57 K~ ASAV DEA |

ATV T4 VAD BLONY V—2F 7L — h&H L7 Azure 705 D ASAv DA
AN, ZOTT—FEEHALTASAY ZEHLE T,

INTG A= TF7A4ILDRK

(17 =) THHALTWD &

FLWEBRZEET AL XITE., VAT 7L — MR TRA—EARERZRINTWET, B
BHEZBRET 2I1E. TNHEZANLTBLMERLVET, VY—AT T L — M MIEHZLE
IRTA—=RETFETANTHIEL, NTA—FET T L—K~/XT A—% JSON 7 7 A JL|Z

BE L TR Z b TEET,
INTA=Z T 7 ANVOER B0 ~—2) DT A—=ZDFINIFER

INT A—H T 7 A I,

ENBENRTA—HFDENREGENTWVET, ZNOOMEIL. BREFICT 7 L — MIEEINIC
BIhEd, SEIELRERYC T AIZEDLETEHDONRT A= 77 A VEVERTE LT,

ZOHDASAVT v L— N DOBE

HYET,

R4 ASAVINS A - DESE

IRIA=LZ T 7 AR DINT A —Z & iET H~EIN

J4—ILF

FiEA

1

vmName

Azure [ZF1T D ASAv~ 3 D
£ il

cisco-asav

vmManagedImageld

JRBAICHEH & 2 B Ex R A
A =D 1D, Azure DNELT
X, HHpHY Y —2ANRY
Y — ZIDIZRHE#AH T BT
F9,

/subscriptions/73d253 7e-cad4-46aa-b
eb2-74ff1dd61b41/
resourceGroups/ew
ManagedImages-rg/providers’/Microsoft
.Compute/
images/ASAv910-Managed-1
mage

adminUsername

ASAVICR T A T B0
a—H—4, TRED

fadmin| (275 Z &I TEXE
SR

jdoe

adminPassword

EBHET T ROIRAT —
F, ZHuE, 2~N2XFOE
ST, 120/ 3LF, 120K
XL 1ODOHTF, 1 DORk
NFDHIH 3 OEEDDHNE
NH0FET,

Pw0987654321
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J4—ILF

B

1

vmStorageAccount

Azure A kL —T vk,
BFEOA ML =T T b
AT 2130 FrHIC/ERR
THZELTEES, A B
L—UT oy ML 3~
24 LFT, INLFEETF O I
EHHENTEET,

ciscoasavstorage

virtualNetworkResourceGroup

ARy FT—=27 DY Y —R
T N—T D4R, ASAVILH I
FLWY YV — 27— 12
BEINET,

ew-west8-rg

virtualNetworkName

RABF >y MU — 27 D4R,

ew-west8-vnet

mgmtSubnetName

BEA B —T oA AL, =
DOV T3y MRS E
4, AL, Nico (HHIDY
TXxv b)) iy T ERE
T, BFOR Y NU—7125
m+ 2846, ZHUIEBEFEOY
TRy ML —BT B LEN
HYET,

mgmt

mgmtSubnetIP

EFEHA LA —T A AIPT K
LA,

10.8.0.55

gig00SubnetName

GigabitEthernet 0/0 1 > % —
TxA AL, TOYT Ry b
(S ALE T, ZAuE, Nicl
QEFEROY TRy ) IZvy
TEInET, EFEOxX Y b
V=72t 556, I
EEEFEOY 71y MAIC—8
THLERDY E£3,

inside

gig00SubnetIP

GigabitEthernet 0/0 1 > % —

TxAAXIPT RLVA, Zh

%, ASAVDEAIDT —% A
H—T A AHTT,

10.8.2.55
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Ta—IL K BL)] 1

gig01SubnetName GigabitEthernet 0/1 o > % — |outside
TxA AL, TOY TRy b
ICEERESLE T, TAUE. Nie2
BFEHOY T Xy ) IZvy
rEhEdT, BFEOxR Y b
T— 7 BN T 555, 2
ITBEfF D7 3%y RAIC—E
THVERDY 7,

gig01SubnetIP GigabitEthernet 0/1 - > % — | 10.8.3.55
TxzAAIPT RVA, T
X, ASAVD2EH DT —X A
VH—T A AT,

gig02SubnetName GigabitEthernet 0/2 A > % — |dmz
Tx A AE, ZOFTF k
WZHEEt S VET, ZAUL, Nic3
GEBEBOY T X R) IZvy
TENET, BEFOxX v b
T—7 BN T 555, 2
IIBEfFDOYF 7 3%y RAIC—E
TAHVLENDY 7,

gig02SubnetIP GigabitEthernet 0/2 f > % — | 10.8.4.55
TzAADIPT FL A, Z
L. ASAVD3IFZEHDOT —2 A
VHE—T A AT,

vmSize ASAV VM 2§ 195 VM O | Standard D3 V2 F721%
A A, Standard D3 V2 & Standard_D3
Standard D3 23— kST
W& 9, Standard D3 V2 23T
8 0 N G

INDGA—HB T7 A IJLDIERK

UToflzERLT, 7% AN 27 4 Z2EM LB OART A= 77 A VAERTE %
‘j—o

N

GE) oL, IPV4 BT,
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"$schema":
"contentVersion": "1.0.0.0",
"parameters": {
"vmName": {
"value": "cisco-asavl"

}!
"vmManagedImageId": ({
"value":

15 x—5 774 10tk |

"https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.json#",

"'/suoscripticns/33d0251 Te-caB3-46aa-tod-7TAF 1 dde A1/ resouraeGraes/envenagedlineces—rg/providers/Microsoft . Canpute/imeges/AAv-9. 10. 1-81-Managed-Trrece"!

}7

"adminUsername": {
"value": "jdoe"

}!

"adminPassword": {
"value": "Pw0987654321"

}!

"vmStorageAccount": {
"value": "ciscoasavstorage"

}7

"virtualNetworkResourceGroup":

"value": "ew-west8-rg"
}!
"virtualNetworkName": {
"value": "ew-west8-vn"

}!

"mgmtSubnetName": {
"value": "mgmt"

}!

"mgmtSubnetIP": {
"value": "10.8.3.77"

}!

"gig0O0SubnetName": {
"value": "inside"

}!

"gig00SubnetIP": {
"value": "10.8.2.77"

}!

"gigOlSubnetName": {
"value": "outside"

}!

"gig0lSubnetIP": {
"value": "10.8.1.77"

}!

"gig02SubnetName": {
"value": "dmz"

}!

"gig02SubnetIP": {

"value": "10.8.0.77"
}!
"VmSize": {
"value": "Standard D3 v2"
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ATV T2 ZDOT77AN%E, =& ziFazureParametersjson 9 X 912, ISON 7 7 A /L& LT — AV fEL £
R

ATFYT3 TrANEREL, BANRTA—HIIEI T T L—FEERLET,
ATY T4 VHD BLIONY V—2F 7 L— F&H L7= Azure 725D ASAv DE A (17 =2—3) THHALTWAD X
INZ, TONRT A= T T — b2 LT ASAY ZEH L £,
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