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ASAv X, TROIFINI, N2, BXQRa v v a—TF 4 7 HiE{L C2GCP v v # A TP R—

FLTWET,

1Y R—rENZa0E1—TF4 U9 RELEISVA24T

aVvEFa—FT« UORHEILEY B
vuRAT

vCPU

AE!Y (GB)

c2-standard-4 4

16

Google Cloud Platform ~ @) ASAv O E .



Google Cloud Platform ~@ ASAv 0 E 5 |
B scr~oaswommonT

AVvEa—Ta U RELY |BHE
B4 T
vCPU »%E' (GB)

c2-standard-8 8 32
c2-standard-16 16 64
K2: Y R—FShBRATIVEA4T

K% E ) B

vCPU »%1) (GB)

nl-standard-4 4 15
nl-standard-8 8 30
nl-standard-16 16 60
n2-standard-4 4 16
n2-standard-8 8 32
n2-standard-16 16 64
nl-highcpu-8 8 7.2
nl-highcpu-16 16 14.4
n2-highcpu-8 8 8
n2-highcpu-16 16 16
n2-highmem-4 4 32
n2-highmem-8 8 64
n2-highmem-16 16 128

s ASAV IZIE, D7 Eb 3 oD, X —T oA ANRKETT,
o AR — F EN D vCPU D KT 16 TT,
e AE Y b~ v A A TIEVR—FENTWER A,

a2 —H—|%, GCP TT7 h v h&AER L. GCP Marketplace ® ASA IR~ 7 A 7 o 4 —/b
(ASAv) BN ZFEFI L CASAY A U A X U A %EEI L, GCP~ Y U ¥ A THFEIR L £,
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asav & 6ep opiest

s ALV a—T 4 T REEY AT TR, V=Y a VKRT 4 A 2T E R
o FEREIZDOUWTIX, Google @ K3 = A 2 b [Adding or resizing regional persistent disks
ZZRLTIZEN,

WA~ U EATRBIOAT VKb~ v H A T LR R DT 4 A7 HIRSHEA S E
T, FEABIZ OV TIX, Google @ R = A | [Block storage performance] 2 L T 72
é l/ \O

e~ =) =g U TORMEATEET, FHFMIZOVTIE, Google® R¥F = X |k

[Available regions and zones] % ZMR L T 72 &\,

« =D CPU T v b7+ —LTORMEPTEET, FEMICOVTIL, Google D F¥F = X
> b [CPU platforms] Z#ZML T 7ZE0,

ASAV DN D +—T VA=

ASAVIE, HAEMITIESNWTRAR D ANV—T v b L~yb & VPNERfIR & $2t 5537 4 —
VU ABER T A B AR AR— L TWET,

INTH—IVRABERE |1 VRAVR24T | L— MR RAVPN v < 3 Ul
(27 /RAM) R
ASAv5 c2-standard-4 100 Mbps 50
4 27/16 GB
ASAv10 c2-standard-4 1 Gbps 250
4 =27/16 GB
ASAv30 c2-standard-4 [2 Gbps] 750
4 27/16 GB
ASAv50 c2-standard-8 7.6 Gbps 10,000
8 277/32 GB
ASAv100 c2-standard-16 16 Gbps 20,000
16 = 77/64 GB

ASAv & GCP MRS

« https://cloud.google.com T GCP 7 # v > h &/EK L £9°,

*GCP 7u v = FEE LE T, Google KF¥ = A h® [Creating Your Project] % Z:H#
LTLIEENY,
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https://cloud.google.com/compute/docs/disks/regional-persistent-disk
https://cloud.google.com/compute/docs/disks/performance#c2-disk-limits
https://cloud.google.com/compute/docs/regions-zones#available
https://cloud.google.com/compute/docs/cpu-platforms
https://cloud.google.com
https://cloud.google.com/appengine/docs/standard/nodejs/building-app/creating-project
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« ASAV ~D T A & U AfH ., ASAVIZT A B U R EAHET 5 E TIX, 100 [EOEHE L 100
Kbps D A)L—"7" s DBHNHF A SN HMERET— R THEITENET,  [Licenses: Smart
Software Licensing] Z#ZM L T30,

AU B —T A ADE:

EHA L H—T = A A ASDMIZ ASAY 5T A =D SN, T T4 v D
WIEICIEEATE 8 A,

CNIBA L H—T A A NEBAR A MT ASAV 25T A7l SN 4,
A L H—T A A T ASAYV HRNT ) v Xy MU= CEER T D OIER S
*7,

o WG /NA

CASAVIZT VB AT B0 T7 ) v 7 IP,

« ASAV ¥ AT AEEEIZOUWTIE, Cisco ASA O HHalE [#3E] 2B L T E &V,

ASAVv EXUGCPDAHA K5 A4 U EFIRREIR

HR— b Ih DR

GCP L ASAv 13, ROMREZ TR —F L THET,
*GCP AT T A X— K27 F 7 K (VPC) ~DJEpHH
o f URAZ U ABTY FK 16 fHD vCPU
=Ty RE—F (F7H+/1 1)

« 74k A BYOL D&% HR— b

HR— b ST LR
GCP LD ASAv (X, ROBEREZ YR —F L THEEA,
* [Pv6
e AVABZ LA LAULD IPYV6 BREIL GCP TIEHAR— S EtA

o 10— RNTZ BTN IPY6 HEft & S 1T AL T IPVA R TGCP A VA H AT ¥
VCEET
e Uy VIR T L— A
* ASAv XA 7 4 7 HA
« HENZ Fr—/1
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
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GeP L AsAv Dy k7 —4 bk vosl [

e NTFUARRT LU NAVITA VIR YT F— R

GCP LD ASAVD xRy kT—0 M RA DD

WOKIL, ASAvVH D3 >DO% 7%y b (FE, WE. #M5) 28 GCP NIZERE STV B /L—
TYRTFAT U4 —/LET—RDASAY DHEIRER v FU—27 FARB 2R L TWET,
1:GCPERIT®D ASAv Dl

") o
Management VP FW Rulos
VIPC Network [ Ao - -
192.168.0.0/24 102.168.2.0/24 J‘Q GCP Route Table
ath inati 192.168.3.0/24
e ethl thi1  Gigor0 (inside) © Destination 92.168.3.0/2
' [ . —e Next Hop | IP of ASAv Gig0/0
fa-'l.'\.-:ll-:.l - FW Rulas
GCP Route Table
192.168.3.0/24 J-e
eth: Destination | 192.168.2.0/24
Management: 2 | LGigor (outside)
ASAv can be managed via ASDM. Port 443 1 —9 Mext Hop IP of ASAv Gig0/i

needs to be opened for https connection.
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B veeroro—vonm

VPC v k7 —2 DIER

ATy I

ATvT2
ATvT3
ATvT4
ATvT5

ATvT6

ATy T17
ATv78

18 BRI
ASAV DN TIE, ASAVEZH AT HRNZ3DODOR Y MU —7 ZAERT HMERH Y T, £
=23k EBY TT,

cEHY TRy OB VPC,

« WEBY 7 % » s O VPC,

AT T Ry S OSMER VPC,

IHIZ, ASAVEBIRT D N7 74 v 7 7a—%FRT 5LV — T —7NVEGCP 7 7 A
TOd =N —LEBRELET, V— T —TINET 7 AT U x—/Lb—LiL, ASAv HIKIZ
HESNTNDHOETRNZ > TWET, BT 5%y hU—27 EHREIZIE U T, GCP/L—
NF—TNe T 7 AT U — NI — VAT EMTET, [GCP EOASAVO Ry RU—7 |
Ravof] (5—) | #22RLTIEIN,

GCP =V —/LC, [Networking] > [VPC network] > [VPC networks] %2 L, [Create VPC Network] % 7
Uy 7 LET,

[Name] 7 « —/L RIZ, VPC X U —27 D0 0T WARTZ AT LET (f : vpe-asiasouth-mgmt)
YT Ry METE— KT, [#AHX 2L (Custom) |27V vr LET,

[New subnet] @ [Name] 7 1 —/V N2, #b)7e4 /14 AJJLET (# : vpc-asiasouth-mgnt)

(i (Region) | ke v & U A MG, BEIICHEL/ZHKAZRIRLET, 3 0%y hT—27 13T
RCECLY =V a v NIZHLIMERDH Y £7,

[IP address range] 7 4 —/L KT, &HDFy U —27 DY 7 % % CIDR B (10.10.0.024 72 £) TA
HLET,

ZOMTXTORETT 74NV OFEET, MERK (Create) |27V v 7 LET,

AT T 1 =T EEVIKLT, VPCDFEY 2 50Oxy bV —7 Z/ERL £,

274 T7 94— I)LIL—ILDIERK

ASAVA VAR ADRETIZ (SSHEB X OHTTPS it & 7F Al 4 5 7-012) HHA v X —7 =
AADT 7 AT T4 —N—VE&EHLET, GCP LD ASAv A > A X 2 ADER (7 =—
V) EZRLTLLIEIN, BTN L T, NEHBEIWNEA v —T oA ADT7 7 AT U+ —
NWIV—VEAERT D L b T ET,

ATYT1 GCP a2 Y —1LT, [#vy hT—F 2% (Networking) ]>[VPC #*v kT7—% (VPC network) [>[Z7 74

T oA—IL (Firewall) Z&®IRL, [Z7A4T24+—ILIL—ILDERL (CreateFirewallRule) 1 %7 U v 7
LET,
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ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy T17
ATvT8

GeP £ ASAv 1 v 252 220tk [

[ZBT (Name) | 74—V RIZ, 77 AT U4 — =L Dbn) 0T WARTZ A LEST (f
vpc-asiasouth-inside-fwrule)

[Network] K2 X7 U ARG, 77 AT U —b—VZ{ERKT 5 VPC Xy MU —27 D4R &
WL FEJ (#: asav-south-inside) .

[#—F v b (Targets) | ey X T VR NNML, 7747 U4 —Wb— VZH#ERAAGER ATV a vk

BIRLEST B[Ry FT—VHRDTRTOA > AZ X (All ingtancesin the network) 1)
ﬁﬁiEWﬁE(&wmmRmm9]74—wb_\é@ﬁm7%VX@al%cmR%ﬁTAﬁbi¢
(%1 : 0.0.0.0/0) .

N7 471, ZRHDIPT FLRAFHNOKETLNODAFFISNET,

[FB bajL&R—k (Protocolsandports) ] F T, [fEESNf=FA FaJLE&R— b+ (Specified protocols

and ports) ] Z =R L £,

X2 VT A=V EBILET,

[fERk (Create) 1227V v LFET,

GCP LMD ASAV 4 > R A 2 ZADYERK

RATvT1
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATy T1

ATvT8

ATvT9

ATv 710

PLUFOFNAZFET L T, GCP Marketplace 7> LM S 415 Cisco ASA R 7 7 4 70 4 — /b
(ASAv) ZfEHI LT ASAY A VA X U AZBALET,

GCP =Y —nicu 74 LET,
FEHF =3 AZa—D >[X—47vy T4 R (Marketplace) |27V v 7 LET,
~—% v N7 LA AT [Cisco ASA virtual firewall (ASAvV)| Z %R L C, WEHZERL £,
[Epk (Launch) 1% 727V v 7 L&,
[Deployment name] TA ' A X L AD—E D4R ZFRE L E T,
[V — (Zone) | CASAv ZEANT LY — U ZRINL £7,
[Machine type] T~ 2 A THBRLET, YR—FShd~vy 24 TO—EIZHONTIEL,
GCP ~® ASAv DJEFHIZHONT (1 ~—2) ZZRLTIEIVY,
(A7 a>) [SSH key (optional)] ¢ SSH F—XT7 LA —Z 050 £ F 9,
F—_TUE, GCP BRIFT HAMF— & 2—F—MMEEFETIREX—7 7 AV THRRSNET, Zh
b —fEIEMT 2L, A UV AZ AR BITHERTEE T, =TI, VA F U ADEEREI T
LB BTBEMOGHTIIRZEL T E S0,

ZDAVAZLALT VAT HIcdDTaT e NEKD SSHX —%FF [T 507 0y 7§ 5k iE
RLUEJ, Google KF = x> I [Allowing or blocking project-wide public SSH keys from a Linux instance ]
ERBLTIEIN,

ER) [EE#hAZ U7 I (Startup script) ] T ASAv O 0 H AR ZHEE L £7, day0 ki, ASAv
OYIEI LB S E T,
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https://console.cloud.google.com/
https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys

B scr toasav (x5 x0ER

ATy 71

ATvT12
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Wi, [BEIRY )T+ (Startup script) 1 7 4 —/V RiZa B — L CREY fF17 % 2 £ 3 CTE 5 day0 ko

Bl &= LUET,

ASA 2= ROFEMIZOWTIE, TASARR T A K] BIOR TASAz~ 2 R 77 LR ] #5R LT
TEEWY,

BE ZOFMNET XA Rt =T 5581, = FRX—=FT 4 DT FA T 4 X ERIIMGEET

YO TAZ YT P EBEEL T, BT —2Bhik L, %7 Unicode L 2 HIFR T 2 4B

NV ET,

!ASA Version 9.15.1
interface management0/0

management-only

nameif management

security-level 100

ip address dhcp setroute

no shut

!

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
|

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh timeout 60

ssh version 2

username admin password ciscol23 privilege 15
username admin attributes

service-type admin

! required config end

dns domain-lookup management

dns server-group DefaultDNS

name-server 8.8.8.8

TV am T ENDET A AT FRIZOWVWTT 7 44 b ® [Boot disk type] & [Boot disk size in GB] % #f

FFLET,
[Network interfaces] TA ¥ —7 = A AZRELFE T,

L] ,/fé:ﬁ
* inside

* outside

GE) AV AR ABER LB TIE, AV AX LA v A —T oA ABBEMNTEEHA, i
Bl A B —7 = f AR TA VAL ABERR LTS AL, AV AZ  AZHIBRL, #@Y)

A F =T 2 A AR THEAER T 2 B E N H Y £,

a) [y rT—2 (Network) | Ky 7 ZwUZX ivn, [VPCnetwork (VPC Ry U —7) ]

(vpc-asiasouth-mgmt 72 &) Z 38R L £,

b) [4MERIP (External IP) | ey 7 XU R MnD, @47y a r23RLET,
BHA B —T A AT, [PMBIP 267 = A F/L~~ (External IP to Ephemeral) ] %% L £,

B LU A v —T = AT, I 7 3 T1,
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https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-command-reference-list.html
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GeP Lo AsAv 1 > 252 v 2A0T7 22 [

¢) [7€7T (Done) 127 Vv 7 LET,
ATwF13 [Firewalll T7 7 A 7T U4 —/LL—/L &AL £,

AV A—FY EDEDTCPR—F 2D 574 9O %HATSH (SSH 7Y 2X) (Allow TCP
port 22trafficfromthelnternet (SSH access)) | F = v /7R v 7 A% AN LT, SSHEFHFAILE T,

s [Allow HTTPS traffic from the Internet (ASDM access)] &= v 7 7R v 7 A% A2 L C, HTTPS e
FFAlLET,

ATy 14 [ (More) |27V v 7 LCba—%ERML, [IPEXE (IPForwarding) 12374 > (On) JIZRE I
TV Z LB LET,

ATwF15 [BBE (Deploy) 127V w7 LET,

GCP 2> Y — /LD [VM A > A X A (VMinstance) | N— Vb A LV AX L ADFEMER I LET, A
VAR AEAREIEB I OB T SO ONEIP 7 KL A, AP T KL A, BLOay be—Lnk
TRENET, WETIEAIX., AV AF U AEEILTHILERDY 1,

GCP LD ASAV A Y RBZADVAANDT VR

EBAFIZ SSH (ARN— bt 22 #8H D TCP 84ft) 2Rl TD57 7 A4 T U 4 —Lb— /LB TIZHL)
LENTWD Z EE2FER L ET, AT OWTIL, GCP LD ASAv A V' A& o ZADERL (7
N—=) EBZRLTLLEEN,

DT AT I F—INN— LD ASAV A L AH L ASNDT 7B ANAREIZ/R Y . IRDFF
EERFHLTA AR A X ET,

« S5 1P (External IP)
« ZDMDSSH 7 T A T v b EZITY— Ko—F Y — )1
YT — )b

*Gcloud 2~ K7 A

FEHEIZ DUV T, Google R = A h® [Connecting to instances] #ZM L T 720,

\ )

GE) FBoHMAEKTRELZn A IEREMEHT 20, A4 AKX AOREIRFIZVER L 72 SSH
F—RT7EFEHLT, ASAV A v AF A lzal A TxET,

SERIP Z{ERA L1= ASAV 1 2 AR 2 AAND S

ASAvVA AHZ AR, NERIP EAMERIP NEID B ConEd, FERIP 21 H L CASAvA
AR AT VB ATEET,
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https://cloud.google.com/compute/docs/instances/connecting-to-instance#console
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B sstzmmLrAsA 1 o8 U 2~D S

ATv T

ATy T2

ATvT3
ATvT4

GCP=2» Y/ —)VC, [AYEa—T42J TP (ComputeEngine) 1>[VM A VX4 X (VMingances) ]
IR E7,

ASAVDA Y ABZ 2% 7 U w7358, [VM A VREVADFM (VM instancedetails) | ~— 735
TET,

[5¥# (Details) 1| # 7 C, [SSH] 74—V RO Ku v FE I A=a—% 27U v LET,

[SSH] Rry 7 XU A=a—hb, BHOA TV a v 2siRLET,

WD EZFEH L TASAVA VAKX VAT CE £,

« ZDMDSSHZ 747 v MEIFY— RAN—F ¢ Y — b I DWW T, Google R¥F = A h D
[Connecting using third-party tools] #ZM L T 7Z& 0,

GE) FORHHBRTHRE L 7 A UEREMERAT I, A AX o AOEEIRFZ/ER L7 SSH
X—RTEHH LT, ASAVA LV AZ R lZul A TxFET,

SSH Z{#EFH L1=ASAv 1 > XA U A~DEHE

AT

ATy T2

UNIX A Z A VDY AT LD ASAv A A X v AT 51Ci%, SSHEFEHA L TA A H
vARRZu A LET,

RDOa~y REfERLT, 77 A NVOMREZREL, BRRETNR7 7 AV EHAARNLD KO LET,

$ chmod 400 <private_ key>

ZZ T,

<private key>lX, 77 BRTHA L AZ AT ONTMEX—2EZLT7 7 A VDT NIRR L
AHTTY,

AVABURZT 7B ATHITIE, RO SSH 2w > REMFHALET,

$ ssh -i <private_key> <username>@<public-ip-address>

T,

<private key> X, 77 BATHA L AZ L AIZEHEMIT ONIMEXF—Z2EFLT7 7 A VDTN L
AEITT,

<username> X, ASAv Af VAKX LV ADZ—W—4 T,

<public-ip-address> (&, 2V —ADLEG LAV AXZ L ADIP T KLVATT,
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https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
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SUFLILY—LEERALEASA A Y28 o Z~0ESE

DYTFILaAVY—ILEERAL-ASAY A4 VR A O AANDER

ATYF1 GCPary Y —1 T, [AVvEa—T4 25 IT2PY (ComputeEngine) 1>[VM 4 > A3 VR (VM ingances) ]
IR LT,

RFYT2 ASAVDA VAL AL %I ) v T 58, [VM A VX2V AMEHM (VM instance details) ] ~2— V723
TET,

ATv 73 [ (Details) | ¥ 7 C, [PUTILary—IL~D#E#H (Connecttoserialconsole) | %7 UV v 7 LET,
FEAMZOWTIE, Google RF¥ =oAL hd [T aryy— LR EY | 22 LTIIEIN,

Geloud Z{EA L7T- ASAV 1 > X 3 2 AADIEK:

ATYF1 GCPary Y —1LTC, [AVvEa—T4 25 IT2PY (ComputeEngine) 1>[VM 4 A A2 VX (VM ingances) ]
IR LT,

RFYT2 ASAVDA VAL A4 %I ) v 7§58, [VM 4 VX2V AMEHM (VM instance details) ] ~2— V7235
TET,

ATv 73 [ (Details) | ¥ 7T, [SSH] 74—V KD K Kay T X A=a—%7 ) v LET,

ATv 74 [gloud A< FERT (View gcloud command) ]>[Cloud Shell ©54T (RuninCloud Shell) 1272V v 7
LET,

[Cloud Shell] # —XF /D ¢ RUBRHEET, FEMIZOWNTIE, Google RF¥ = A2 hdD lgeloud 2+
RZA4 20— OE] | BEO lgcloud compute ssh] #ZH LT Z X0,

CPUERZER L LKR—F

CPUEAIR L AR — M, /€ SRR &= CPUDEIE D ER N FRENET,
BE., I T7IEE— 7 BLAMCITEEH CPU BEDOR 30 ~ 40% TEIMEL., v— 27 BRI 60 ~
70% DEETEEL 7,

ASA Virtual ) vCPU {E A=

ASA Virtual ® vCPU EHIZRIZIX, 7 — X /NA HlHFAA b, BLOSNE T oA CTEHS
NTW5D vCPU ODEDRFERENE T,

GCP T#i% &5 vCPU 121, ASA Virtual (FHRICMEZ T, RObONREENE T,
* ASA Virtual 7 A R/LHEHE

» ASA Virtual = ¥ 2 Sz %SYS A —/N—~ v K
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https://cloud.google.com/compute/docs/instances/interacting-with-serial-console
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud/reference/compute/ssh
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B crusm=z0s

« vSwitch, VNICE X UpNIC DI Z B8 T 537 v ROF— =~y R, ZOF—/3—~y
NIFFEFRICRELSRDGENRH Y £7,

CPU e RAZE D!

CPU fE HHEROMEFHEF R AL Z R 5121, showcpuusage 2~ > R L £,
i

Ciscoasa#tshow cpu usage
CPU 00005000 1%01 000 2%05 000 1%
et STz vCPU OFE RN RIEIC SR 72 5B 2 ISR L £
+ ASA Virtual LR — b : 40%
*DP : 35%
ST A 5%
* ASA (ASA Virtual L'A"—K) : 40%
cASAT A RV AR—V 2T 10%
o ==y R 45%

==~y KX, A =3 PHERED ST, 38 KXY vSwitch Z [ L 7= NIC & vNIC Df#]
DRy MEREIHEH S TOET,

GCP CPU A& L KR— k

GCParyV—NVTAVARZ L A% V7 L, [E=%U 7 (Monitoring) | ¥ 7% 7 U v
7 LET, CPUMHERFRRINET,

Compute Engine Ti&, Kt —= 7 AR — MEREZ T L T, Compute Engine O FIHRBLOFE
#H L AR — b % Google Cloud Storage /37 > MIT 7 AR — hT&E9, FEARILL A — M,
U V—A @ﬁ?ﬁ%ﬁf’aﬁ&jﬁé?é%i&#%ﬁéﬂi@”o 7LC <1: ili\ 7013 C/vI 7 }‘ WTHZ—standard—ll
RUUEATEEITLTVDVMA Y RAZ L ZADHE, KA v AE 2 ADFEITHE 2 R TE
ET. KBET 4 A7 DA B L— Y AN—2R, Compute Engine D OHEREIZ BT 2 fif# i
TEET,

ASA Virtual & GCP D455 7

ASA Virtual & GCP D EZIE CPU % OEEIZE VDR H Y F9°,
« GCP 7' 7 7 O¥fllZ ASA Virtual DFfE LV I k& <20 £,
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https://cloud.google.com/storage
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AsA Virtual & 6P 0557 [
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