95A4ATF72RLASSLVPND KST)L
a—Ta4 Y

« Application Access fii FHIFO hosts 7 7 A /L =T —nHOEIE (1 X—)
« WebVPN St & 73y 7 (5 <—2)

T —HDXX¥TTF v (65—)

« JTAT Y RVASSLVPN By va v 7 v F—Dfi# (73—)

Application Access {FFFD hosts 77 1L TS5 —H 6D

[E]1&

Application Access DFEITDRHTIT/2 % hosts 7 7 A /v =7 —z [Nk % 72012, Application
Access il L#& %725, ApplicationAccessV 4 > RV ZMLTALH L O LET, v
UEFALZITIE, [Close] 74 a2 a7 Y v LET,

Application Access 23 1E L < #& T LR > 7253813, hosts 77 A /ML, 7747 F LA SSL
VPN I A X~ A RESNTZREED F FI1T72> TV ET, =—F—23KIZ Application Access
ZREIT S L X2, 7747 b LA SSL VPN I hosts.webvpn 7 7 A L ZHREET5H Z & T,
Application Access DIRHER F = v 7 L'E T, hosts.webvpn 7 7 A L3R S5 &L [Backup
HOSTS File Found] &9 LT — A w¥—UNEKRE4L, Application Access 28 —HFIIC A 712
U EDLY £,

Application Access WEFHE T LI2GAIX, VE—NT 278X 7747 MYp—n_"—=T7Y
=3 a URAREEIRRIBIZ R £9, 7T A7 P ASSLVPN ZfEHETIcZns 07
TV r—varz#lLiredoE, ELLEELRWGARH Y £F, @H ORI DR
ANBFEHTERLS RDGEROV T, —RIZZOX S RREIET, BEPBLYVE—RTT Y
V/r—3ia %9 7L, ApplicationAccess V 4 & RUZ THFIZa s Ba—F e vy &
T L, TORBGTEOT I r—rvarEFEIT LI L LIEGAITRELET,

ApplicationAccess 7  » RV ZIELLS P LRWE | RO T =03 FAET L alaEMERH Y £77,

* IRIZ Application Access BN L L 5 & L7z & 12, Application Access 234 712810 B -
TWABAREMNH U . Backup HOSTS File Found] &7 — A v —UNFERIND,
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. Hosts 7 7 1 JLDHLE

T U= arEu—ANTEITLTWDAEAETYHL, 77U r—ya VHERR A 7128
DS TWDD, ETFEEL R,

ZD X H 7T —(X, Application Access 7 A > KU &R /2 JFiE TR T L= Z EBNRINT
T WICHIEZRLET,
« Application Access D HHFIZ, 7T UHFNRT T v a Lz,
* Application Access D HHHIZ, EEBEELIZT AT A vy N T UBRAELTZ,
« YEZEHIZ Application Access 7« &~ RV Zg/IME L, ZDY 4 RUNRT 77 1 770ikEE
(I LB/MESHTnD) Tavba—Fai vy hEU LT,

Hosts 7 7 1 LB E

a—J ) AT A EDhosts 77 AL, IPT RLAERA MRy BV 7 INTNE

9, Application Access ZHLENTH &, 7T A4 7> h L ASSLVPN (T hosts 7 7 A /L EEIE L,
7747 MU ASSLVPN EHADOT N U ZBM L E9, Application Access 7 1 > R % IE
L < PA L T Application Access Z#& 179 % & hosts 7 7 A /VIFITEDOIREEIZERE Y £,

Application Access O FLE i

hosts 7 7 A T ITTOIRRET T,
Application Access O LB

e 7747 N1 ASSLVPN |3 hosts 7 7 A
JL % hosts.webvpn |22 B — LT, N7
T T EERRLET,

e WKIZ. 7 5 A 7> kLA SSL VPN I hosts
TrANEREL, 7 TA4T 2 FL ASSL
VPN [EA O HREHALET,

Application Access D& T If « 7 74T NUASSLVPN IR 7T v
7 77 A% hosts 77 A NMIZAE—L
T, hosts 7 7 A /L& JTLORIBIZR L £,

« 7747 sL A SSL VPN /%,
hosts.webvpn Z HIFR L £,

Application Access D& T 1%

\}

GE)

hosts 7 7 A VI ITTDIREE T,

Microsoft fEDOT7 > F AL T =T V7 N =T E. A— Mgk Java 7 7L M2 XL 5 hosts
Tr7ANDODEFR 2Ty LET, TUoVF AL T=T V7 vT =7 O FHIFIZ hosts 7 7 A
JVDE T AT A FIEOZFEMIC OV T, www.microsoft.com Z & L TL 72 &0y,
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55472 FLRSSLVPN 2 & % hosts 77 1 Lo eBBERE |

9S5A4AF7>2RLRXSSLVPNIZX B hosts 771 LD BEENEERTE

VE— K77 BRA P —"—|ZHH TE 25513, hosts 7 7 A /L& X E L. Application Access
RT TV = a v EREAR—TMIT DI, ROFIEEZFEITLET,

FIE

AFYT1 79547 FLASSLVPN Z#EE LT /(1 v LET,
[Applications Access] V > 7 %27V v 7 LET,

Access - Mictosoft Internet £ =10l x|

Close this window to stop Application Access.

Backup HOSTS file found!

This program must not be run more than once simultaneoushy
on the same machine. If you know you are not already running
this program, click Restore from backup or Delete hackup
and restart this program.

| Restore from backup {recommended) | ‘ Do nothing | | Delete hackup

126955

ATV T2 KONWTNILOF T a BRIV ET,

* [Restore from backup] : 77 7 A 7> h LA SSL VPN [F5&EHIMICIELL v v hE T &S
¥9, 7747 FL A SSL VPN i hosts.webvpn backup 7 7 { /L% hosts 7 7 A /LT 2
E— L. hosts 7 7 A /L& TTOIRKEIZE L TAH> 5, hosts.webvpn ZHIFEL £9, FDi%,
Application Access Z FFELENT 2 MLENH VD 77,

« [Donothing] : Application Access [ZEB) L FH A, VE—FT 7 EADR—LX—=INHW
FRINET,

* [Delete backup] : 7 7 A 7 K LA SSL VPN (% hosts.webvpn 7 7 A /LA IR L, hosts 7 7
ANETTAT ML ASSLVPN HICH A X~ A XENFZREICLTHBEET, £D
hosts 7 7 A VX EIT K DOIVE T, Application Access (£, 7 71 7 > kLA SSL VPN HIZ
HABZ A RSN hosts 7 7 A NVEFH LWA T UL LTHERLTESLEST, 20
F 7 a L, hosts 7 7 A NVERENKDIVT S BN 2 WIS EITIETBRIRL TS 7220,
Application Access WAL > v v NF T Sz ZIC, 22— —F T —F =2 FEH
TH7u 7T LT Ko Thosts 7 7 A VSHREE SN AREMED B 255613, D 2 DDA
TarOELLNERIRT 50, £7oidhosts 7 7 A VA FEITRE L T

D9FAFT 2 RLRASSLVPND STV a—TF1 05 .



54T RLASSLVWPND kS5 TLoa—F4 25 |
. FEIZ& D hosts 77 1 JLOFH

FHIZKkDhosts 77 IILDEBEHRTE

BEDOGHTN L ) T— 8T 7B A P == ICEH T T RWEHC, WAL~ A A LT hosts
7 7 A NVORENEZ RN RNEEE IROTFIEICHE > T, hosts 7 7 A /L& FHRIE L,
Application Access &7 U r—a VEBREA X —T M LET,

FIE

ATY TN hosts 7 7 A NE RO THRELFT, &b MRNRIEFTIL. c\windows\sysem32\drivers\etc\hosts
T,

AT w2 # added by WebVpnPortForward & W) LFHINEENTWBRITNHINE I ET =v 7 LE
T ZOXFINEETATHND D5, hosts 7 7 A WL T 47T b LA SSL VPN JHIZ A A ¥
VA RXINTWET, hosts 77 A VDT FA4 T ML ASSLVPN FIICHAZ <A ST
HHE. WOBIO X ST TWET,

serverl # added by WebVpnPortForward
serverl.example.com invalid.cisco.com # added by WebVpnPortForward
server2 # added by WebVpnPortForward
server2.example.com invalid.cisco.com # added by WebVpnPortForward
server3 # added by WebVpnPortForward
server3.example.com invalid.cisco.com # added by WebVpnPortForward

# Copyright (c) 1993-1999 Microsoft Corp.

#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

# This file contains the mappings of IP addresses to hostnames. Each

# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding hostname.
# The IP address and the hostname should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.

#
#
#
#
#

For example:

102.54.94.97 cisco.example.com # source server
38.25.63.10 x.example.com # x client host

123.0.0.1 localhost

AT Y T3 # added by WebVpnPortForward & W9 FEHNNEENTWDITEHIKR L E9
RT9T4 77 ANVERFLT, ALET,

RATYTF5 7747 MLUASSLVPN #ZEIL T A v LET,

AT 76 [Application Access] V> 7 %27 U v 7 LT,

. D9FAFT 2 RLRASSLVPND 5TV a—TF1 0y



| 5472 FLRSSLWPND k5T Lsa—F 404
WebVPN £t =73y 5

WebVPN &£t T/ v 5

YE—hKT77EAVPN ECHEEOE Y a v 237358, 7OV A XeEEBTHENT
TNy a—T 4 I NNEIC2 D Z ERH Y £9, debugwebvpn condition =~ > K& L
T, 7y 7 Tut A% LV IEMICK D IADLTZDD T 4 VF ZRETEET,

debug webvpn condition { group name| p-ipaddressip_address[{ subnet subnet_ mask| prefix length} ]
| reset | user name}

TNENOHPFITRD LBV TT,

s groupnamelx, ZN—7 R — (Fr RV TV —TFE38 w70 7 7 A L TIER)
TT7 4 NV EITWET,

* p-ipaddressip_address[{subnet subnet_mask | prefix length} 1%, 7 7 A4 7> hDO/NRT Y w7
IP7 RLATTZ 4 VA EZITTWNEST, T %y b <A77 (Pvd) FHE7 V7407
A (IPv6) 147 3 TY,

ereset (X7 _TOT7 4 V%% Y+ b LET, nodebugwebvpn condition =2~ > K% fif
LT, EDT7 A NEELTIZTEET,

e user name |, —HW—Z{TT 4 VX UBREITVET,

BEOFMERTET D L. FUENFES (AND Tl Sh., T XTORENHSNE5E
WCDBRT Ny TNFoRENET,

LT AN FERE LS, EARD dédbugwebvpn 2~ REHEHALTT Ny 72412 LE
Ty FMEERETHET TIIT ANy ZI3AINCR 0 T/ A, Ty TOBIEORELZFTT S
I1Z1%. show debug 5 X OF show webvpn debug-condition ==~ > & H L £,

ASA VPN THEDE v v a U RETIN TV DA, H—Da—F—tyara 770
Va—T 4T THIENED LRV ET, FHHET AN I EHERHTL L T4V F EE
Dty MIESWTHEDEy v aron 72 BGEECEET, FIFET NNy 72 R— 7
5HE Y a—/LE, SAML, WebVPN KI5 L UL, Anyconnect T,

)

GE)  IPVABLWIPv6 7% h® lany, any] O AR— Rk EiE 7,

KIZ, 22— — jdoe THRUATE TNy Z 2 HIMT 20 2R LET,

asa3 (config) # debug webvpn condition user jdoe
asa3(config) # show webvpn debug-condition
INFO: Webvpn conditional debug is turned ON
INFO: User name filters:

INFO: jdoe

asa3(config)# debug webvpn
INFO: debug webvpn enabled at level 1.

asa3 (config) # show debug
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debug webvpn enabled at level 1

INFO: Webvpn conditional debug is turned ON
INFO: User name filters:

INFO: jdoe

v IF v

CLIcapture 2~ > K&+ 25E, 7747 FLVASSLVPNE v a2 VU CTIHIELL FRE
720 Web A MBI DEREZRBRTEEY, 207 =X, VY A3 BAF~— PR —-|
TUVETIZLDEED N T TN a—T 4 U TIENL L E T,

AR S

JIAT 2 MVASSLVPN % 7 F v 2 A X—TNITDE, ¥Fa2 VT4 TFI79A4T A
DRI F—<w L ACEELET, NI TINAYa—T 4 TN E XY I F ¥ 77 A NVEAERK
L7, ¥ ¥ 7Y a0 7182 £9,

74 ILDYERK

74T MUV ASSLVPNHADOF ¥ 7F v 2—FT 4 VT 4 ZBAE LT, use2 D 877 4 v 7
T 7 ANMIF Yy T F v+ B hr EVWOILFTOXF ¥ 7 F v 2ERRLET,

capture capture_nametype webvpn user webvpn_username

capture namelL, ¥ ¥ 7 F ¥ IZHEID Y THAHITT, ZAULF Y 7T ¥ 77 A L DOARTDHEH
bfmahnEd,

webvpn_user |, F ¥ 7S F ¥ OxtG LoD —H—4TT,
i

hostname# capture hr type webvpn user user2
WebVPN capture started.

capture name hr

user name user?2
hostname# no capture hr

(EE) 22—V —PRal A LTIZIFA4 T FLASSLVPN v a VBB LES, v
TFx 2—T 4 VT I ELDTy NOBREEEIELLET, ¥ 7Ty 2—T 4 VT 40
capture namezip 7 7 A VEERL L £3, TD T 7 A WMF/IA T — Fkoleso Ty ok S E T,

no capture capture_name

zip 7 7 A )V E TV AIIZEET DA, CiscoTACH—E A U7 A MR LET,
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ATvT4

I594Izsbx v TF Y T—20%% [

NRAT—Kkoleso LTI 7 A VONKEZRE L £,

TS59HIZEBXYyTFN¥ T—2DXRT

Z

=

FIE

ATy T

ATy T2

ATvT3

AT FPUVASSLVPN OF ¥ 7F v 2—FT 4 UT 4 B L E 9,
capture capture_nametype webvpn user webvpn_username

e capture_namelt, ¥ ¥ 7 F v IZEIV Y THLARITT, ZHUIF ¥ 7T v 77 A LOLRETD
SHEICbAMEhE T,

e webvpn_user (X, F v FF ¥ OB L b —H—4 TT,
EE) 2= —Bal A LTI ITA4T Y NV ASSLVPN By v a U EBBLIEDL, $v
TFx =T 4 VT 4Ly FORGEEIELET,
no capture capture_name
TIUBEHNT, hr LWIHIAFIOF ¥ T Fr 2 A=7 7B TR R LET,
https://asdm_enabled_interface of_the security_appliance:port/admin/captur e/capture_name/pcap
11 -

https://192.0.2.1:60000/admin/capture/hr/pcap

AT72RLASSLVPN Ly 3y U vx—nDRE

Flash 7 7V r—3 g RJava7 Ly F R EOMBIABFT TV =7 b, BLOINERT 7V r—
avid, BEEEFOE Yy a0y v X —IUKFEL T A=t @ L TWET, D
DIAIA TV =7 Mid, FIHERRI WL 20D Javascript L CT 7 M5 7 v ¥ —
ERASLET, 74T MLV ASSLVPN > v 3> 7 v —I(T httponly 7 7 7 %8195
LBy v ar s R —RT TV ORTHEBSN, 7 T7A4T 2 MIDOAZ V7 N TrEaiks
N0, By a rOEFIIRAEICRY T,

1R BHHIIZ

VPNt a Dl ox—REX. 777477747V ASSLVPN v g
BRWGARICTE T ER LT EE0,
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B /s 7 riassiveneyvas v ur—ogE

FIE

« VT4 T7 2 MVASSLVPN v v g DAT—H A%MERT 521, show vpn-sessiondb
webvpn 2~ R&MEH L EJ,

» vpn-sessiondb logoffwebvpn 2~ > R&EH LT, +XCTHI 747> L ASSLVPN & v
varinbuZ 7Ty MLET,

DV T AT kLA SSL VPN #§REIL, http-only-cookie =~ > R34 R —T7 /L DEEIT
IELEH A,

sJava 77 7 A

eJava U 74 4

e R— K T HT—T 4T

s T ANT T W

T ALY Ny TV r—ay (MicrosoftOffice 7 7'V r—a Vg E) B LT
% Sharepoint £&HE

+ AnyConnect Web L #

« Citrix Receiver, XenDesktop, I & TF Xenon

e FDOMDIET T IO R—RA T F IV r—2a BT IO TFFT 7,4 _R—2ADT
I r—a v

7747 hLASSL VPN & v a3 Cookie 73 JavaScript 2 ED 27 A4 7 > MAlOAZ Y 7
FENLTH—=RR=T 4T 7 EAINRNWE ST DI, ROFIEEZETLET,

7747 MVASSLVPN®y v a3 ®D2 vx—"Thttponly 7 7 7 =G LET,
http-only-cookie
i -

hostname (config) # webvpn
hostname (config-webvpn) # http-only-cookie

G¥)

ZOa< KX, Cisco TAC WO EHAEZHERINFHEEOAMEHA L T &, Zha<w K
A =TT DL, THARTA ) IRBEEINTWD T T 47 LA SSL VPN #fiE
DEEE 2 L CEELARLS 2570, BX 2T 4 FOU RN AELET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



