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IKEvl T A7 4 —AhL &y EBINLET,

cryptoipsec ikevl transform-set {transform-set-name | encryption | authentication}

i

ciscoasa (config) #crypto ipsec ikevl transform-set SET1 esp-aes esp-sha-hmac

encryption TiX, IPsec 7—% 70— % Ri#&T D720 DK LT EIEE L F7,
sesp-aes : AES & 128 By b F—Z AL £,

e esp-aes-192 : AES & 192 By F F—ZEHL %,
« esp-aes-256 : AES & 256 £y b F—ZEH L £,
e esp-null : BF 572 L,

authentication TlE, IPsec 7—% 70— % {Ri#ET H7- 0O 5L N EfE L 7
e esp-md5-hmac : /Ny ¥ =2 7= U XA E LT MDS/HMAC-128 ZfEf L £,
e esp-sha-hmac : /Ny ¥ = 7L U Xh L LT SHA/HMAC-160 Z i L £7,

» esp-none : HMAC FFFE7 L,
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security/al/sec-al-cr-book/sec-cr-c2.html#wp3456426280] S L T 720,

« IPsec 7R A= LDOAFIZIEE L £,
crypto ipsec ikev2 ipsec-proposal 1Psec proposal name
i -
ciscoasa(config) #crypto ipsec ikev2 ipsec-proposal SET1

s crypto IPsecikev2 ipsec-proposal 2> 7 4 ¥ =2 L —1a V E— KT, BFX 2 U T 4 /T A —
ZEfRELET,

protocol esp {encryption {aes| aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gcm-256 | null} |
integrity {sha-1 | sha-256 | sha-384 | sha-512 | null}
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ciscoasa (config-ipsec-proposal) #protocol esp encryption aes aes-192

IPsec 7O 7 74 JLMDIEN

IPsec 17 7 A JVITIE, TDOBRRIED IPsec 72 R—YPILEII N T AT+ —b By A
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crypto ipsec profile name
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ciscoasa(config) #crypto ipsec profile PROFILEL

ATw T2 IKEvl $7213IKEV2 7R —F L aRELEd, IKEvl h T A7 4 —Ah &y hFE7ZIZIKEV2
IPsec iR —H LDONT N BN TE £9,

a) IKEvl 7 A7 3 —A Yy hEHELET,

« IKEvl 7' B AR —Y L EET HITIE, cryptoipsec profile 2~ K7 E— K TRD =
Y REANLET,

set ikevl transform set set_name
ZOBIO SETL 1%, LLRNCIERR & 417z IKEvl 7R —%L &y hTF,

ciscoasa(config-ipsec-profile) #set ikevl transform-set SET1
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Y REANLET,
set ikev2 ipsec-proposal 1Psec_proposal_name
ZOBFITIE, SET1 I, BARNZIER S 7z IKEv2 IPsec 7' 0 AN —H /LT,

ciscoasa(config-ipsec-profile) #set ikev2 ipsec-proposal SET1

TE) X207 7Y vz—va yOMfEZEELET,
set security-association lifetime { seconds number | kilobytes {number | unlimited} }
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ciscoasa (config-ipsec-profile) #set security-association lifetime
seconds 120 kilobytes 10000
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WL, —BOEyYary ¥—%24MLET, ZO—BOEyYa Ly Ik, ZHIX
"Bl DE AL ORESINE T, PFSZRET HI2iE, PFSE vy v a v F— 75_’@5552@‘555? JE‘E
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LA ZAOEEPMEH S NE T, REDBREWVIZEEX 2 U7 ¢ b SET S, BRIREH
<720 £9, Diffie-Hellman 7 /L — 7%, WM TOET T—HIELLERH Y 7,

set pfs { groupl4 }
£

ciscoasa (config-ipsec-profile) # set pfs groupl4d
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set trustpoint name

&1

ciscoasa (config-ipsec-profile) #set trustpoint TPVTI
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W, IPSLA %% L E 9, http://www.cisco.com/go/asa-config @ [ASA General Operations
Configuration Guidel] @ [Configure Static Route Tracking] = Z L T 72 &0,
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LW Ao B —T =2 AEAFRRLE T,
interface tunnel tunnel_interface_number

1 -

ciscoasa (config) #interface tunnel 100

MRV ID % 0~ 100 DEFATHELET, K100 D VII A > ¥ —T = A ANRYHR—F X
hi‘j—O

GE)  MhoOT /A A5 ASA 5506 ISR EE AT H8561%, b xv ID &FIC 1~ 100
EFRELET, ZiUE. ASA 5506 T34 A THEAREEZ: b o R /VEPE 1 ~ 100 (2%
N ESEATDTT,

VTIA v Z—T7 A A DLHTEANLET,
interfacetunned =~ > K 7% — KT, kOa<v KE AT LET,
nameif interface name

1 -

ciscoasa(config-if) #nameif vti

VII A > B =T =2 A ADIPT RLAZ AN LET,
ip address | P addressmask
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ciscoasa(config-if) #ip address 192.168.1.10 255.255.255.254
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tunnel source inter face interface name

&1

ciscoasa(config-if) #tunnel source interface outside
ATV TS M FASEHROIPT RUAZEELET,

tunnel destination IP address

11 -

ciscoasa(config-if) #tunnel destination 10.1.1.1
RTFYT6 PRI R R E— RIPsec IPv4 23R E L E T,

tunnel mode ipsec ipv4

1 -

ciscoasa(config-if) #tunnel mode ipsec ipv4
ATFw T MR IPsec 707 7 A NEED Y TET,
tunnel protection ipsec |Psec profile

i

ciscoasa(config-if) #tunnel protection ipsec Profilel

ZDOH LW VTI i, IPsec ¥ M VPN OERRICHEATE £97,
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