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hostname (config) # interface ethernet0/0

hostname (config-if)# ip address 10.10.4.100 255.255.0.0
hostname (config-if) # nameif outside

hostname (config-if) # no shutdown

hostname (config) # crypto ikevl policy 1

hostname (config-ikevl-policy)# authentication pre-share
hostname (config-ikevl-policy)# encryption aes

hostname (config-ikevl-policy)# hash sha

hostname (config-ikevl-policy)# group 2

hostname (config-ikevl-policy)# lifetime 43200
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hostname (config) # crypto ikevl enable outside
hostname (config) # crypto ikev2 policy 1
hostname (config-ikev2-policy)# # encryption aes
hostname (config-ikev2-policy) # group 2
hostname (config-ikevl2-policy) # prf sha
hostname (config-ikev2-policy) # lifetime 43200
hostname (config) # crypto ikev2 enable outside
hostname (config) # crypto ipsec ikevl transform-set FirstSet esp-aes esp-sha-hmac
hostname (config) # crypto ipsec ikev2 ipsec-proposal secure
hostname (config-ipsec-proposal) # protocol esp encryption aes
hostname (config-ipsec-proposal) # protocol esp integrity sha-1
hostname (config) # access-list 121 list extended permit ip 192.168.0.0 255.255.0.0
150.150.0.0 255.255.0.0
hostname (config) # tunnel-group 10.10.4.108 type ipsec-121
hostname (config) # tunnel-group 10.10.4.108 ipsec-attributes
hostname (config-tunnel-ipsec)# ikevl pre-shared-key 44kkaol59636jnfx
hostname (config) # crypto map abcmap 1 match address 121 list
hostname (config) # crypto map abcmap 1 set peer 10.10.4.108
hostname (config) # crypto map abcmap 1 set ikevl transform-set FirstSet
hostname (config) # crypto map abcmap 1 set ikev2 ipsec-proposal secure
hostname (config) # crypto map abcmap interface outside
( ) #

hostname (config write memory

TXRAME—FTOYA FY—H A FVPND

~NVFET—RTHA Y —F A b VPN VR — b3 2120F, ROFIEEZFEITLET, b
DFNEZFETLT, VY—RED LB TREDL IR ENDL DN EFERTEET,

YNAVFE=FDOVPN ZREL, VY —A 7T AZREL, fFFAshiZ) Y —=2AD—#L LT
VPN 74 o A% LEF, [Configuringa Class for Resource Management] T, ZiL5H D%
EFMEAFA L ES, WICREFIZRLET,

class ctxl
limit-resource VPN Burst Other 100
limit-resource VPN Other 1000

AVTHXARNEREL, VPNITA BV AEFATHRE LY TADA L R—ZLET, KIC
REW R LET,

context contextl

member ctxl

allocate-interface GigabitEthernet3/0.2
allocate-interface GigabitEthernet3/1.2
allocate-interface Management0/0

config-url disk0:/sm_s2s_ikl ip4 no_webvpn.txt
join-failover-group 1
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YT XA MO VPN RE ERBEICHRELET,

A 23— x4 ADEKE

ASAIZIE, D b 20D A V=T oA ARHY, TNHEZ I TIIABBLONEE S
WET, RIS, A v —T A AINT Y w7 A X =%y MTEERRESNE T, — .
WERA =T 2 A AT T TA X=Xy NT—=ZIZBR SN, —ROT 7 ANLIR#ES N
3

BANZ, ASAD2ODA U H—T 2 AEFREL, £ F—7MILET, KIZ, 4RI, IPT
RLA, BEOY T2y h~<~A7 280U TES, A7 a 0T, BFaVT 40 LU,
B, BXOeX=2 VT4 T I7A4 T ATO _EREEZHELET,
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GE) ASADOHETA L EZ—T A AT RLA (IPv4 & IPv6 Dl F7) (X, T4 _X— MIlOT KL%

FIE

ATy T

ATvT2

ATv7T3

ATy T4

EREEHELTWHTIEIRY 8 AL

AV HE =T z2A A AT 4 Fal—a Ly T—RIABIZIE, Fa—L a7 4 Fal—
alrE—RT, RETHIA X =T =24 ADT 73 )V N EFREL Cinterface 2~ K%
ATTLES, ROBIT, 4% —7 A AL ethernet0 T,

hostname (config) # interface ethernet0/0
hostname (config-if) #

A B =T 2 A ZADIPT RLRAELH TRy b w27 ZHETHITIE, ipaddress~ > F& A
HLFET, ROFIT, IP 7 KL A1 10.10.4.100, 7 % v b A7 (L 255255.00 T,

hostname (config-if)# ip address 10.10.4.100 255.255.0.0
hostname (config-if) #

A B —T o RCALFTET BT, namef 2w FEADLET, k48 LFTT, =
DAFNE, FELIZE TOELIITEEFA, IROFIT, ethernetd) 1 > % — 7 = A ADAHIIL
outside T,

hostname (config-if) # nameif outside
hostname (config-if) ##

{2 =T = Rk F—T T 5T, shutdown =~ > RO no /8= a w2 AJ L&
F, FIAARTE, A ¥ —T oA AT 4 BT L TT,
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hostname (config-if) # no shutdown
hostname (config-if) #

I ARAFT D21, writememory 2~ RE AN LET,

hostname (config-if) # write memory
hostname (config-if) #

FLFIET, 2FBOA 2 —T A ZAEHELET,

ISAKMP 7R!) —DEEENEBA VRZ—T TARATDH
ISAKMP O 1 ~— 7' )L 1k

e

ISAKMP [, 2 5D7 A kT IPsec Security Association (SA; Z¥ = U7 4 7/ m—T 3 V)
DO FEh —HESE 500 — 3 Fa haLTd, Tk, SABHED 7 +—
<~y MZEEBETAOOHEO 7 L— 2T — 7 2 LET, Znidid, SAICETIET &
DRxrIvE—ar, BLOSAOEREITHIENE ENET, ISAKMP DRI — 3
VNE20o0T7 22— (72— 1 ¢+ 72—X2) IZHMPNLTWEST, 72— X 1%, LIk

ISAKMP XAy —3 90 Ayt —V%R#ETHRND b XNV EERLET, 7=2—X2

T, T X #ETD oA ER SN E T,

IKE IZ. IPsec Z {42720 SA OFREIZISAKMP ZfiH L ¥4, IKE L. ¥ 7 DOIRIEIC
ESNAE S % —%2 1k L £9,

ASA IX. Ui — Cisco VPN Client 2> H#56t 3 572 ®D IKEvl, 35 &L O AnyConnect VPN 27 7
A7 FOIKEV2 Z %R —F L TWET,

ISAKMP *x F v —2 a VO ERET HI21E, IKERY —%2{EkLET, ZOKRY —
WX, MOLOREENET,

¢ IKEvl BT IR T HF8REHY A 7, GEBEZHEHT D RSA B F 23 FaidtHA ¥ — (PSK)
<7,

TS ER#E L, TTANT =BT LSS

c EEHEZREL, HEFICA v E—UNEEIN TR D & Z{RFET 5 Hashed Message
Authentication Code (HMAC) J7=,

B —RET LAY RAOREZRET HT 74—~~~y T—T, ASAIZZOT
NAY RREMALT, BEF—Lnyva F—28HLET,

« IKEvV2 TlZ. %@@meRmmmmmmnWM? FUELERE) 27T XA L LT
R LC. IKEV2 b > RLORE AL B 2 0 — PSS b Ny o 2 BEA BUS L C E
L7,

« ASADKE S X — A EHT 2RI OHIR, Z ORISR T 2 X — & E Sz 7,
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IKEv1 #2600 15AKMP K 1 o —niE [}

IKEVI RV o —Z2 AL T, RNTA—=F L2 1 ODOfEAFE L £, IKEV2 TiX, H—0OR
U —IZx LT, HEEORSALZ A 7 LAY A 7, BLXOEEKOEEET VT X LEFHE
T&EFET, ASAIL, BREZEXF2T7ERKLEVLONLR LN DI~ X, FOJEF
EEALCET ORI m—2a VETWET, k- T, IKEvl E[RERIZ, FFRIEN
HEMAEDLEERETDHI L, FAIENEZTRXTD NI VAT 4 — L& EBETHRDIC
H—p7aR—YLikEcxEd,

T I T IKEVIBETIKEV2 R Y & —Z R LT, A ¥ —T = ATA X—T /T HF
NEWZS>WTELBH L E 97,

o IKEv] #5550 ISAKMP 7R U & — D% E (5 2—2)

« IKEV2 85D ISAKMP 7R U > — DR E (6 - X—)

IKEv1 ##5% D ISAKMP 7R 1) & —DERTE

FIE

ATy T

ATvT2

ATyFT3 0

ATy T4

ATy TH

IKEv1 #5¢D ISAKMP 7R VU v — %5 ET HI21L. cryptoikevl policy priority =~ R&fff L
ijhkf)%~2V74¥1L~ﬁ@u/%*ﬁ%%ﬁbiﬁo::TKUK&I@A7%%
HERETEET,

IPSec IKEvl R o — a2 7 4 X2 l—3 gy B— FEBGBLET, RICHERLET,

hostname (config) # crypto ikevl policy 1
hostname (config-ikevl-policy) #

WREF AR ERELET, ROFITIE, FAEEAF—2REL £,

hostname (config-ikevl-policy)# authentication pre-share
hostname (config-ikevl-policy) #

e FRERELET, RIC, ZRETHHERLET,

hostname (config-ikevl-policy)# encryption aes
hostname (config-ikevl-policy) #

HMAC SR ZHTLET, ROFITIL. SHA-1 ICHTLET,

hostname (config-ikevl-policy)# hash sha
hostname (config-ikevl-policy) #

Diffie-Hellman 7 /v — 7% ELE T, WIZ, I —7 14 2R ETHH %R~ LET,

hostname (config-ikevl-policy)# group 14
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hostname (config-ikevl-policy) #

BEX—DT7A4 77X, LERELET, ROFITIE, 43,200 (12 B5H) IZRELFET,

hostname (config-ikevl-policy)# lifetime 43200
hostname (config-ikevl-policy) #

TN ayTRARNE—RERIIVALF aTHRA RN E—RT, outside E\WVH A X —
7 xAALEDIKEVI A X —7 M LET,

hostname (config) # crypto ikevl enable outside
hostname (config) #

I ARAFT D21, writememory 2~ RE AN LET,

hostname (config) # write memory
hostname (confiqg) #

IKEv2 ##%#5% D ISAKMP 7R 1) & —DERTE

FIE

&M

ATy T2

ATvT3

ATvT4

IKEv2 ##¢D ISAKMP 7~ U 2 —Z 3% E T 5 121%, cryptoikev2 policy priority =~ > K& H L
TIKEV2 RV — a7 4 F¥al—ray B— 2B LET, 22 TIXIKE2 D/8T A—
ZEFETEET,

IPsecIKEV2 RY > — ar 7 4 Xalb— gy B— REBGELET, RICHZRLET,

hostname (config) # crypto ikev2 policy 1
hostname (config-ikev2-policy) #

EEFREFRELET, RIZ, AES #RETHH &~ LET,

hostname (config-ikev2-policy)# encryption aes
hostname (config-ikev2-policy) #

Diffie-Hellman Z /v — 7 %#FHE L E T, WIZ, FNV—T715 2R ETHHEZRLET,

hostname (config-ikev2-policy)# group 15
hostname (config-ikev2-policy) #

TATY XLE UTHEAT ARLEBE S (PRF) ##%E L. IKEV2 kY RV OREE{bic /B
7eX—BEEWR & Ny Va BEA UG LT, ROFITIE, SHA-1 (HMAC/NY 7> K) %&%
FELET,
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hostname (config-ikevl2-policy)# prf sha
hostname (config-ikev2-policy) #

R —DT7A4 77X, LERELET, ROFITIE, 43,200 (12 B IZRELFT,

hostname (config-ikev2-policy) # lifetime seconds 43200
hostname (config-ikev2-policy) #

outside L WVWH A L HZ—T A4 A LD IKEV2 A X —7WIZLET,

hostname (config) # crypto ikev2 enable outside
hostname (config) #

EHEARAET DI, writememory <> RE AL LET,

hostname (config) # write memory
hostname (confiqg) #

IKEv2 D82 — Xk

IKEv2 |Z, Diffie-Hellman (DH) Z VW —7ZfHL T, f == —& & L AR X ORI THA
WEEMSL LET, IKEV2 (T, a2 Ea—XWEMNDG [Psec 1815 ZIRET D720 DEMD
F—RHEYAR— ML TWET, FSRMITITRRLIDHIN—TZ2EH L ET, SAEY M7y
TRICHE SN LAEIL, KN OEET 5T X TOXF—0fMAGbd TF, IKESA
1%, IKE B 7 B TOEED X —AZWis T SV ET,

ASA 1T, BEX—HIZ T OOFH LW T AT 3 — XA T HFEHLET,

< BIND X —72# 1 (TANA fE 6)

« BN F—aH1 2 (IANA fE 7)

« BN X —35H2 3 (JANA fE 8)

« BINOD X —72#1 4 (IANA fE 9)

« BN X —7%5#2 5 (IANA fE 10)

« BIMOF—23H 6 (IANA fH 11)

« BN ¥ —72#1 7 (TANA fH 12)
BRTODEEFT—RWERETEET, RETIEBMOXF T LIZDH I N—T %26 E
THMERDY 7, ASA X, LIRIORM TR —2FH L TR —ERE b L E
T, A=V —ZET ELARVAETRDH S L—FICONWTEE LAEWES, xdo—
v IR L, NO_PROPOSAL_CHOSEN =7 —ilfI3 A = =—X ¥ FESnE T, b

FUAT F—L%[72L (none) JIZRETHZ L HTEET, [/2L (none) |2FIRT D &,
F—RHUIITONER A,
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B s —sporEsEcAREE

A =T —HZONT, F—HGFRPBEMOF—22HniZxt LC[AL (none) JIZFEE S
TWAEE

s LARUZIE, BINOF—ZHnDF—ZH AL LT[ L (None) | #iEIRTX 9,
cBMOX—ZHTAT > 3 TT,

TaR—PNORIT T =g U ERDEIEHITE, A= 2—Z2DO7aR—F/LDTTD
RN AT =M VLVARED NG U AT — L —THLERHY 7,

wiZ, 4 =3 =—2 Dl R LET,

crypto ikev2 policy 1
encryption aes

integrity sha256

group 14

prf sha256

lifetime seconds 120
additional-key-exchange 5
key-exchange-method none

VARV AZIE, 7aR— a2 —HEE 572 DIEMO S —25# 5 NN TT,
T BRBINOF AR — L TORWESIL., IROWTNNEELET,

A VT —HIZVAR DT aR—=P L —FT 25D IKEV2 7R —VLndh 55
4. IKEv2 SA ’\lEsr Sk,

« 7L IKE_SA_INIT & A v & — U NOBMDOFXF =D N T VAT — LB A ThHAR
HAR R AT —bEZATLLTHY, TaR—PLE2RFy FLEST, R —
va KM L. NO_PROPOSAL_CHOSEN = 77—l A = = — X IZEE SN E T,

Z DOMEBEDFEMINC DWW T, RFC 9242 B L TL 2 &0,
IKEV2 58+ — DT EEIE L FIREIE

KT ODEEF R WEFFOZ EMTEET,
L DX —H TR U DH NV — 752l 52 LI TEEH A,

=N

T ORERBIZOWT, ASA TR EZ Y AR— R LERA,
« IKEvl

cHERDF =L IR A NEFT NI Y XLARN—2ADF—3HOAE D,
«UE—F 77 A VPN ¥4 F#] VPN DA IKEV2 55 —H# a2 VR — b LET,
« J T AKX

IKEv2 #8 3+ — 3 3% ' D FERR
IKEv2 B — SO BE % Fo7 £ 1212 T 5 124, K0 show =t~ > RAHE L,

« show running-config crypto ikev2
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Ket k5> 2 74—Lty kot ]

crypto ikev2 policy 1
encryption aes

integrity sha256

group 14

prf sha256

lifetime seconds 120
additional-key-exchange 1
key-exchange-method 21 31
additional-key-exchange 2
key-exchange-method 20 21

show crypto ikev2 sa detail

IKEv2 SAs:

Session-id:4, Status:UP-ACTIVE, IKE count:1, CHILD count:1l
Tunnel-id Local Remote fvrf/ivrf Status Role

41567725 192.168.15.1/500 192.168.15.2/500 READY INITIATOR

Encr: AES-CBC, keysize: 128, Hash: SHA96, DH Grp:14, Auth sign: PSK, Auth verify:
PSK

Additional Key Exchange Group: AKEl: 31 AKE2: 21 AKE3: 20 AKE4: 19 AKE5: 16 AKE6:
15 AKE7: 14

Life/Active Time: 120/5 sec

Session-id: 4

Status Description: Negotiation done

Local spi: 6BB6B7BFAOBAADF4 Remote spi: 7030C7xxx xxxxxxE9DBDE77EB
Local id: 192.168.15.1

Remote id: 192.168.15.2

Local req mess id: 9 Remote req mess id: 0

Local next mess id: 9 Remote next mess id: 0

Local req queued: 9 Remote req queued: 0

Local window: 1 Remote window: 1

DPD configured for 10 seconds, retry 2

NAT-T is not detected

IKEv2 Fragmentation Configured MTU: 576 bytes, Overhead: 28 bytes, Effective MTU:
548 bytes

Parent SA Extended Status:

Delete in progress: FALSE

Marked for delete: FALSE

Child sa: local selector 20.0.0.0/0 - 20.0.0.255/65535

remote selector 30.0.0.0/0 - 30.0.0.255/65535

ESP spi in/out: 0x4a7d5da2/0x56a28fa8

AH spi in/out: 0x0/0x0

CPI in/out: 0x0/0x0

Encr: AES-CBC, keysize: 128, esp hmac: SHA96

ah_hmac: None, comp: IPCOMP_NONE, mode tunnel

IKEV1 FS R TD+—L 2y FOERL

IKEvl h 7> A7 3 —h By ME, B b EFRRES XA DETZ LD TT, FFED
F—k Tu—2R#ET LA, BT ISAKMP £ D IPsec X2 )T 4 7/ o —3i a0
FAvT—  IZ, HED N T AT7r—L Yy FEHTHZLICRIELET, TR
Tx—h Ty M, MFOET TCRIUTHAMLERHD 7,

NTZUv AT —Ltvy ML, BEfHionz27) 7~y 7 = Y THRESNLZ ACL
DOF—4% 7Ju—nMr#EINET, ASARECKR I VA7 —L vy bEEKRLT, 27U 7 b
~ v TELFAATIVvI VIV T~y T 2 Y ThRI VAT 3 —0 By FORKRE 1
ERRECTEET,
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B e r5 2000ty ok

FIE

ATy T

ATy T2

ROFIZ, Ah7amg oAb N LR N m L £,

K1 EDGESEAXEREAL

BMGESEAR B EREEAR

esp-sha-hmac (7 7 4 /L 1)

esp-aes (128 ¥'v MEFEAK) (7
7 Vb))

esp-aes-192

esp-aes-256

esp-null

NRT Vw7 A —Fy b EOEEEF Y NU—7 %2 L TER I 2 5D ASA [T
IPsec & BT HEHE DO TIEL, PRV E—FRTY, PRV E—RIET 74V 8THY,
BREITVLED D EH A,

NIRRT —b By FERETHITNE, VoIV arTHANE—RRERIE~ILF arT
AN ET—RTROYA MNEIX AT BZFITLET,

Ja—s\) ar7 4Falb—ar E— T, cyptoipsecikevltransform-set =~ K% A
HLET, WROBITIX, 470725 FirstSet T, W75k & FEAEIC esp-aes & esp-sha-hmac Z 7%
N7V AT 4 —Lty MERELTHWET, UKD L H1T720 7,

esp-sha-hmac (77 #+ /1 )

crypto ipsec ikevl transfor m-set transfor m-set-nameencryption-method authenti cation-method

hostname (config) #
crypto ipsec transform-set FirstSet esp-aes esp-sha-hmac
hostname (config) #

KHEERFLET

hostname (config) # write memory
hostname (config) #
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ez 7oR—F ot [l

IKEv2 7 AR—5 )L DIERK

FIE

&

ATy T2

ATvT3

IKEV2 Tix, H—DOR Y > —IZxt LT, BEDOR 5L A 7 L3GREX A 7, BLOEEDOES
W7 NI ALEFRETEET, ASAIL, REZEX2T7ERRLEVLONLRBENE O
WA~z FOEFEZFERAL T EoRrIvo—a U ET0WET, Zhic k> T, IKEv]
ERERIC, PR SN D BMAARDEERET DI LML, FAIEINDITRTDO RN T VAT 5—
A ETATEOICE—DO 7T o R—F L ek ETE 4,

WROFEIZ, A7 IKEV2 B 5 b T L RGES AR L £,

R2:EANG IKEZBESE AN EEEGHARK

BGESEAR BMLGEBAMEAR

sha (7% 1)

aes (F7#/LF) 128>k
X —%fEH L7- AES,

aes-192

aes-256

IKEV2 70 R—FNLERETHIE., Vo7 arTFxA kN T—RFEHiEvAT arTF% 4
k= RTCHRDOHX AT ZFEITLET,

Jua—s )b ar7 4 ¥ al— 3 F— KToryptoipsecikev2 ipsec-proposal =~ > K% fifi
ML T, e R—=FLOEEORE St LOREMY A T ZHEETE 5 IPSec 7R AR—H /L =
V74X alb—varyE—REMBLET, ZOFITIE, secure N7 B AR —VILOLFTTT,

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure
hostname (config-ipsec-proposal) #

wIZ, 7a havBIOwEs{bZ A 72 AN LET, YR—FENTWAEM—D 7 a ka/)Lix
ESP T9, WIZHIZRLET,

hostname (config-ipsec-proposal) # protocol esp encryption aes

hostname (config-ipsec-proposal) #

BEMIA T AN LET, RITHIZRLET,

hostname (config-ipsec-proposal) # protocol esp integrity sha-1
hostname (config-ipsec-proposal) #
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ATy 4 ERERFLET,

ACL DE7E

ASAIE, 77 kAar o=V VR EMEAL TRy NU—2 77 8A%ar hr—LLE
T T7ANITEH, @IS EX 2V T 4 T T IAT VAT RTCO NI 7 4 v 7 BESELE
T NTT7 4w EFATDHACLARTET HDLENH Y 7, FHMICONTIE, —RIERE
Har 74Xz —3 a3 FA RO [Information About Access Control Lists] #ZM LT 72
S0,

Z @ LAN-to-LAN VPN {555 CiRET 5 ACL 1%, HETLIP 7 FL R L BRI 7-5i5% IP
T RFLA, BIMEEREDOAR— MIESWTWET, #EROMENC, AWVWZIT—0 73
5ACLZEHELET,

VPN F7 7 4 v 7 O ACL 1Z, BT FLAZMEHALET,

\}

GE) VPN 7 4 V& & L7z ACL OFREFIEDZFHEMZONTIE, VE—F 727 EAD VLAN O

FIE

ATy T

ATy T2

BEFIZIN—T R —~DAET 7 A ary ba—L b—LOiEHE2ERLTLES
A

access-list extended =~ > K&Z AN LET,

access-list listname extended permit ip source-ipaddress source-netmask destination-ipaddress
destination-netmask

WOHITIE, 192.168.0.0 DRy kT —ZNIZHD IP T KL AN 150.150.0.0 DF v kT —7
T T4 w7 BEIET S, 120 List &\ I 4RO ACL 23 E LE T,

hostname (config) # access-list 121 list extended permit ip 192.168.0.0 255.255.0.0
150.150.0.0 255.255.0.0
hostname (config) #

ACL%ZIT— ) 79280 b 5 —HFOMO ASA L, ACL ZRE L7,

1207 VT v~y 7PDACL TEEREINTZY TRy b, FREFRILCZ V7 b~y AR I
722 DR E ACLTERSINZYT 7 Xy MIFEHETEEEA,

WOFITIE, ST D7 27 i hostname2 T,

hostname2 (config) # access-list 121 list extended permit ip 150.150.0.0 255.255.0.0
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rvan sn—70xE ]

192.168.0.0 255.255.0.0
hostname (config) #

koRILTIL—TDESE

FIE

ATy T

Mot Z—1F, bR VEERRY =ML a— Rty b T, AAAY—/3—
BT A RN TN—TEREL, BT A—XEREL, T 74NV DT NV—T R
VY —%2E#RLUET, ASA L. Fr R Z—THNEHICARTE L 97,

ASAIZIX, 2ODFT 74/ b FU RNV I N—T0HY £9, 12137 7 4L D IPsec U E—
kT 77A NN T NV—TF TS DefaultRAGroup T, & 9 1 DILT 7 4/ kD IPsec
LAN-to-LAN k> %)V 7 /L—"7"Td % DefaultL2Lgroup T4, T 5L T ARE T A, HIER
IXTEEHA,

IKE N—2 3 > 1 BLO2 OFERMEELT, FHTX GEHRIC %Diﬁomﬁnfﬁ\ﬁ
FFDOVPN T RT1ODHA TOREIEOANHFIIINET (0F 0, Fidkagxr—F721%
%%)oL#L\KEQTi\%®E~ﬁWkiU)%~Fmﬁcu%ﬁﬁLT#ﬂﬁmﬁﬁ
KEHETEET (DF D, FELICH LTI FaiEA S —iE2 % E L, JRERcx LT
FFFAERGEA R ECEET) , LEMR- T, IKEV E2HHATS &, ﬁﬁ@@#%m%hﬁﬁé
7 LT VX )V CRRGRET A IERIFRRRE A A CE £ (FRiE S —F7IEGERAE) |

Flo, BEICASTZH LW R L I —T % 1 DU EERTH 2t b T Ed, horxb
I —a TSN EED N R TA—TF RS, ASA X, 2h by
N—TEHEHALT, VE—F 77 EABILPLAN-to-LAN h > %V T A—TFDFT 7 4V k b
VRV ONTG A= EBRELET,

JFARA 72 LAN-to-LAN #5852 fESE T D I21E, (RO X D112 DDO@M%E b ZV—FI0ik
ETHVLENHD 7,

o W5t # A 7 % IPsec LAN-to-LAN IZ%E L £7,
cIP 7 FLZADFEIFHR (-oF V., IKEvl & IKEV2 HOERIEE X —) 2R ELET,

Pt & A 7% IPsec LAN-to-LAN |[ZRXET HICIL, tunnel-group 2~ > REZ A LET,

#E3C1Z. tunnel-group nametypetype C9, Z ZC. name X b RV F—T1ZEID B TEH 4
AICH Y., typeld b DX A 7T, CLITANTD L Z A FIXROLEEY TT,

» remote-access (IPsec, SSL, 8L O/ 7447 FLASSLYE— K 727k R)

s ipsec-12l (IPsec LAN-to-LAN)

WOFITIE, Frrprb Z—FDO4ETNL. LAN-to-LAN 7D IP 7 KL A TH 5 10.10.4.108
‘/C:‘—a_o
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B /i~y dotmer s—7z 4 2~0ER

ATy T2

ATvT3

hostname (config) # tunnel-group 10.10.4.108 type ipsec-121
hostname (confiqg) #

(6=3))
IP 7 R L ALADL TN TUYD LAN-to-LAN k> /b Zb— 1%, b pVERGE R
??5’/V§Eﬁ)§i“€3§)é if_ IXET D% Aggressive BE— REZEHT 2 L0 ICRESNTND (b
DUVNEEDOWGT D) HEICRVEHTE £,

%Hui'?ﬁf'\* %ﬁ)ﬂ'ﬁqé X 9 it nﬁﬁt% H/]?Té ES ipSCC El\i:&% RIZAD
ikevipre-shared-key =~ > R & A L CHpidf & — %@%Li# Z @ LAN-to-LAN 5t D
WD ASA T, RUFRIHEAF—Z2FEHTHILERHY £,

F—li3, 1 ~ 128 LFOREBTILTHITT,
WOHIT, IKEv] FaidhA & —3 44kkaol59636jnfx T,

hostname (config) # tunnel-group 10.10.4.108 ipsec-attributes
hostname (config-tunnel-ipsec)# ikevl-pre-shared-key 44kkaol59636jnfx

EHEERFLET,

hostname (config) # write memory
hostname (config) #

b RADNBEIR CH D Z L AT HI2IE,. showvpn-sessiondb summary, show vpn-sessondb
detail 12|, F7-1% show cryptoipsecsa =2~ > R&EHEH L £,

DYTEIVTDEREA D RA—T 24 A~NDEH

IV~ 72 M IPsecEXa VT4 7TV — g OROE D REEHEEZELF
Db D TY,

* IPsec TIRETDMEDH D T 7 4 v 2 (ACL TiEFR)

«IPsec THRAESNTZ T 7 4 v 7 DFEKR (7 THRE)

s T T4y 7 ICHEASND IPsec EX 2T 4 (FRTU AT 4 —4 %y b THRE)
«IPsec N7 7 47 DO—ANT KLVA (L X =T RV T v~y TE#EHLT
B E)

IPsec WKINT BT, MEFOETICEBEDOSH D2 7 4 Fab—areRfor VS
M~y 2 NIRFETILERNLVET, 225007 V7 b~ = b U BNAHM R
DI, WENDRL EBROIEEE - THLERH Y 77,

e U F Nl Ty MNUIT, AR ESKEREACL (22 21F. 35— A A—TYACL)
NEENTWD, IWETHIETNEAFT I 7V T N~y 7R2FEHALTWSEAT
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syFr ey Inkmesvi—7142~0EA

ASA DIEEACLOT Y MU N ET O S ACLIZE > T [3FA[] ENTWAULERDH D F
j‘o

KT VT N~y U NIBMLOE T BT S BETLHIETRNIAFTIv s 71T
b~y TEMEHALTWARWVES)

VTS Ry T MU, HEDO T AT —Ly RO EH 1 IFET D,

FREDA v Z—T 2 A K LTERD 7 VT b~y 7 = b ZERT H8A1F.
NI DY — o A S (seqg-num) ZfEA LT, =2 FMUIZT 7 ZfTT£9, seqnum 3/ &
WEE, TI9A4F VT4 nELR0VET, VT b~ T By NeRo(f X —T 244 AT
. ASAXET NI 7 4w 0 BT TAF VT ORWY T N EIRA LU TR L 5,

YNR—=2A—h APV ay RR) W7 VT h~y FIC#EHIINLTOWDIGE, O~y
TIEASA LA U H—T 2 A AT LIZ—ETHLHMNENHV ET, 2FD, WALZ7 VT vy
FIIEBDOA v —T = A ATHWHATERNWE W) Z LT, D7) 7 h~ v T2 EED
A B =T 24 AT HE, V=B ELL 7V =0T o 7SN ERBY 4, B
BOA L HE =T 2 A A1 2D7 VT b~y TRMERERT, —BILERE LYYy 7TE2%
N— N CHEATLILERDH Y £7,
ROGEHEONTNNCY TIXEL AL, TEDA X —T = A AxLTEED 2 V7
~v 7 T ) EERLET,

O T TR DT Tu—w 0T 555,

B DHATDNTT v T (F—F7JMEROET ~D) T8RS IPsec X2 U T o

AT A, 22, HEZV T2y by FEONT T 4 v ZIFERGEL, BV T

Fv bty NEO NTZ 7 4 v ZIFFRREB LUK L35 L 5 eGE T, ZogA. £

RBEATDRNTT 47 %200 ACL TERE L., 45 K5 ACL (Zx L CEBNIZ

U7 s~y 7 = b ZERLET,

BHEDA B —T A A~NDEET Y TOER
F 2T VISP DA, ASA DA v X —T 2 A AN I T v A B —T A AR
~y TEEHATEET, ZORELMHEHT LA, origin-only A7 a VIEHTE EH A,
CONEMRULEREST. KRB N AL E—T A4 A (VI ZHEHATALERHY F
—é‘o
DA B —T 2 AT~y 72 FEHT 546 -
=T g r7a haLElld— b T R T RUETT,
s VE—MIBNAL—T 477 B balZBHLTNWDZ 2R LTI,
c ASAIFBIEEDIKRWL— N2, L —T 2 A ATYE— A MDD OEEE I
Lz, RURES~ v A L TERDA v —T 2 A AZEEIGRIRT 20BN S Y £
—a‘o

JUVP s~y PR ER LTI e — a7 4 Fal—ary B—RTHEA X —T = A

AW HIE, o7 arT R AN E-RELEYAF a7 F A N EF— FTROF
N2 AT LET,
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B /i~y dotmer s—7z 4 2~0ER

FIE

ATy T

ATy T2

ATvT3

ATy T4

ACLZZ7 V7~ <=y 7 = hUIZED Y THITIE, cryptomap match address =~ > K& A
HILET,

f3C1Z, crypto map map-name seq-num match addressaclname ¢4, KDOFITIL, ~ v 741
abemap, ¥ —7 L AEKE(X 1, ACL 4% 121 1list T,

hostname (config) # crypto map abcmap 1 match address 121 list
hostname (confiqg) #

IPsec FEF DO YT Z8E T D121, ayptomapsetpeer 2~ R AN LET,

&SI, crypto map map-name seq-num Set peer {ip_address1 | hostnamel}[... ip_address10 |
hostname10] T3, IROHFITIL, B 7413 10.10.4.108 T,

hostname (config) # crypto map abcmap 1 set peer 10.10.4.108
hostname (config) #

VT v~y FUICIKEVI 8 F VAT 4 — A&y NERET HITIE, cryptomapikevl
set transform-set =<2 K& ASTLET,

3L, cryptomap map-name seq-num ikevl set transform-set transform-set-name T9°, KD
Tk, P T URAT F—2tE v A FirstSet T,

hostname (config) # crypto map abcmap 1 set transform-set FirstSet
hostname (config) #

U7 N~y = FUICIKEV2 7B R —Y L EFEET 5HIZIE, crypto map ikev2 set
ipsec-proposal =~ > RK&Z AL ET,

31X, crypto map map-name seq-num set ikev2 ipsec-proposal proposal-name T4, KD T
L. e R —H LA secure TT,

cryptomap 2~ KTk, 1 2O~y 7 AT v 7 RO Psec 7 R —H L ERETE
F9, ZOHE. BEOTaR—FANRRIT o — g0 DO—EE LTIKE BT ICHEE S
., TaR—FLOIEFIZZ ) S~~~y = N ONEFATRICEBRENRE LT,

GE)

HiEE— F (AES-GCM/GMAC) B XUl EE— R (Z0fdxT) @7 /L3 Y X A7) IPsec
TaR—PNIHDHBE, ETICE—OTaR—P LB R ETEEEA, ZOHE, 2507
RAR—FARKEL ) £ (EEE—FOT7LTY XALIZLD, @HEE—RFOT LAY XA
121o) .

hostname (config) # crypto map abcmap 1 set ikev2 ipsec-proposal secure
hostname (config) #
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DYTEIYTDAUEZ—T A4 A~DEA

FIE

&

ATy T2

VT N~y Ty NI IPsec T 7 4 v 7 BRBIWTHEA X —T = A AT 20
NHDFET, ASAIX, TXTHOA X —T A ATIPseczVHA—bLET, 7T bh~vT
Ty e A —T 2 RAZWEAHATDHE, ASAITTRXTDOA U H—T A A NTFT T4 v T %
V7 b~y 7y FERAGLTIHMEL, it xa) Ty 7Y vz —varoxdy
T— MR, BESNIZARY U—2FEHLE T,

Fo VIV TN~ T EA L E—T oA AN RT DL, EX2 VT4 T/ — g
VT HR—AREX 2 VT 4 R =T AR EDT U E A LT — 2 EE S I
ENFET, ZIVT b=y E2BkNnoEETLHE, ASAIFABNICZEOE T2 ETa 74X
L—ya izl LET, BFoERIE T X CRkey7En, il V7 b~y 7omH%
\CHESL SN E T,

BEFHDI VT N~ TENEA L F—T oA ZHEHT AT, ROFNEEFATLET,

cryptomapinterface =~ > K& A ST LE$, #30IE, cryptomap map-nameinterfaceinterface-name
<7,

hostname (config) # crypto map abcmap interface outside
hostname (config) #

EHEERIFLET,

hostname (config) # write memory
hostname (config) #
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