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HVET, GSSTIIDNS A — R /NT v ZIfEH & v, DNS R OLFHE ilRERER] (TTL)
DF 7 F)V MEIZ20 & 72> TWET, GSS TOTTL Dz K& +5 L, #mElMOmESR
ERIBIZSIE T ENTEET, HERELTDHE, =2—F =7 LTy E AL
TR RAERENIT DL XD T = — RS ETRD 2 ENTXET,

J LTy X VA O T D ORF R 2ok, TREERER 27 4 2—7 528
Bat LT 72 &,

IKE/IPSec tX )74 7V I— 3y

7T ALK Rty g ik, VPNO— AT U MR PORAZ AL IZRMENERE A,

VPNO— K /NS VYT DERTE
VE—h 7747 har7 4 FXal—a T, HEOASAZFR LRy T —7 128 L
TYE— by va v ZLELTWEHA, ZRODOT NS ATy v a VARMEST 5 L
ICHETEET, ZOMHREIX VPN B — RAT o 7 BRI, B AMOERNT /N1 2
Wy ar b T T7 4 v I RREENET, 20D, T_XTOT A A TARMADBEN
F9, VPNE—RRZ T2 En, VAT A Y —ARYPRPHER I N, X7 p—<
AL VAT AOR MR R ELET,

VPN 0 — RNNZ o v T rRERTHI20E, IA—TNOET N, AT TE2EITLET,

B M T7RASEYUTaATLay



| M7R45EYFaFTay

A— KRSV U TRDATY v oA v 8—T14RETSAA—F 4 v8—Tx1208% ||

« JHD VPN = — RN F o v VN —TREERETHZ LIZL > T, VPN Rr— KA
YT IN—TERHEELET, UL, RAEIP T R A, UDP AR— b (MEITIG U
T) . BEXOITNA—TD IPsec HMENEGENE T, 7V —TIZSMTHTXTOT N
A AIE, INV—THATOT A AOEBFRNAM ZBRE, [F— D7 V—THRERET D4
ERH Y FT,

e TNAATVPN B — RRT v T aFGIL, N7V I T RLRETTARX—=RT
RUARREDTNRARAEGOT O /NT 4 HEHRTHI LWL, BMTEHT A AEHE
LET, TNOLDMEIFT ANA AL - TR 7,

A— KNS VTRADINNT )DL VR—D A RETZFAR— MM IUE—T(4R

),

RE

FIE

&

ATy T2

ATvT3

VPN — RNRZG o v T T N—T DTN, AHONRT V) v W) S v X —T A AT T
AR=F (NH) Ao X —T A ABFRETDHITIE, ROTFNEEZFITLET,

VPN — RT3 v/ avy7 4 ¥alb— gy T— KT, lbpublic¥—V— RF&fELT
interface 2~ KEZ AL, ASAICNNT I v/ A L H—T A AEBRELET, ZDa~v
RiZ, ZOF AL AD VPN B — RKNRXT U2 T Db DRT N w7 A o H—T = A ADLH]
FIXIP T FLAEZELET,

51

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # interface lbpublic outside
hostname (config-load-balancing) #

VPN — RT3/ ar 7 4¥alb—3 g F— KT, lbprivate ¥ —7— F&fEELT
interface 2~ > FE AL, ASAIZTFA RXR—h AV H—T =2 A RAEHRELET, ZDa~
VRIE, ZOTFTNRAL AD VPN O — KRG TR T T A _X—h A H—T A AD
AETEIZIP 7 FLAZEEELET,

&1

hostname (config-load-balancing) # interface lbprivate inside
hostname (config-load-balancing) #

TN—TNTZDOT A AZEID Y THEEIAMZHE L ET, HOFMAIX 1~ 10 T, &
SENENLIE, T3 ADOREIRGEZIIBEFEDOT 4 L7 X TREENREALIZ LI, 20T /31 A
WITN—TF 4 Ly Z\ZhbaiehsRLET, BEIEMZEIRETDHE (& xiF10) |
ZOTNAARTN—=TT 4 L7 2T ReRE < e 0 9,

&1

INCAYFIVEEE AP |
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B vwno—rns oy —TREORE

RTvT4

>

VPN O— /NS>

FIE

ATy

ATy T2

72 2iE, ZOTNAL R ITN—TNTOBBTNELL6 2 E Y B THITIE, kOa<r RE AT
L/ji‘g—o

hostname (config-load-balancing) # priority 6
hostname (config-load-balancing) #

IOTNAL ARy NI =7 T RUABBEERT 25813, 7731 ZUZHED 4T H T NAT
T RLZZELTCnat 2~ FEANDLET, IPvABEWNIPv6 7 FLAEZEHET DI, T
NAADRA NG ERECTCEET,

£l

7L 2iE, ZDOF A RTNAT 7 R L2 192.168.30.3 33 L 18 2001:DBS8::1 ZE Y 24T 521,
Woa<r REASLET,

hostname (config-load-balancing)# nat 192.168.30.3 2001:DB8::1
hostname (config-load-balancing) #

UG —TRHEDERTE
TN—THNDETRAL ZAD VPN 2 — KRF oo v 7 —TF iR ET 5121, RO FIE
FEITLET,

Ja—/\ )y a7 4 ¥ alb—3 a3 E— FTvpnload-balancing =~ > R&Z A LT, VPN
B—R ARV T ERELET,

1 -

hostname (config) # vpn load-balancing
hostname (config-load-balancing) #

Z #UTC vpn-load-balancing 2> 7 4 ¥ =2 b — 3 B — NIZABLD, T2 THEYOr— KA
TV TR ERETE T,
ZOTNAAARBLTND I V=T DIPT FURAETFFEREM FA A AEBELET,
Zoawy RiE, VPN — RT3y v P PN —F ka2 RTH—~DIPT FL X £ 721X FQDN
ERELET, ZAV—THNOTRXTOASAREET L7 Y v 7T Ry hOT R AHH
WNT,IPT RLAZBIRLET, IPv4 ZEETOMLERHY £ WH) . 73T,
IPv6 7 RL AZFRETE £7,

5 -
AR IPv4 BENIPV6 7 R L AEFRET AL, kOoa<w> FE AN LET,

hostname (config-load-balancing) # cluster ip address 192.168.10.1 1000::2
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ATvT3

RATv74

VPN O— RNV T —TRMEDEE .

hostname (config-load-balancing) #show running-config vpn load-balancing
vpn load-balancing

redirect-fqgdn enable

cluster key *****

cluster ip address 192.168.10.1 1000::2

cluster encryption

VPN B — KRS 753 ZAFDIPv6 T RLAEZHRETAIZIE, IPvA T FL ZADOFEDN
HTT, (B IPV6 7 RV ADKRERETHE, =T —AvbE—URERINET,

hostname (config-load-balancing) #show running-config vpn load-balancing
vpn load-balancing

redirect-fgdn enable

cluster key *****

cluster encryption

participate

hostname (config-load-balancing) # cluster ip address 1000::2

ERROR: Virtual IPv4 address is not set

ITN—THR—=FeRELET, Z0a~vr NI, ZOT L ANRSMT 5 VPN 2— KT
VT ITN—TOUDP AR — FNEfEELET, 7 740 MEIX 9023 T, BlOT 7Y r—g
YTCIZOR—IMEAISNTHWBEEAIE, v — K AT ZIfi$ % UDP O%E5EHA— b
BHEEEANITLET,

B -
T2 ZE IN—T R — & M ICRET DI, ROa~ FEASILET,

hostname (config-load-balancing) # cluster port 4444
hostname (config-load-balancing) #

(UEE) VPN B — KRS U v I — 1235 5 IPsec B b2 A4 R —7 iz LET,

FI7 40 TR LIMERA I NERA, T2~ Rt IPsec BB EALZ A R—T NV F =1
TAE—TNMILET, ZOF =y 7 BHEERTET HHAIE. ETIAMELEE L CTHRIET
LHVENRHYET, VPN 2— RT3 77— HND ASA 1%, IPsec #fEH L T
LAN-to-LAN h > R/UEHTEELET, 7340 A TEFEEINDTRITOR— KT v
TERNPEFALEIND L2721, ZoEEA x—7 ML ET,

G¥)

VPN — RT3 v T 7 N—T DR 5L Z T 5123, £, WA v —7 = A 2 %45
& LT cryptoikevlenable 2~ R&FATT5HZ LT, WA ¥ —7 = A A TIKEvl & A
F—=T T ARERH Y 4, 9 LARWEE, VPNe— KRXZ 20 77 )—TF Ol B4k,
ERELEIETDHE, 27— RAvE—URERRINET,

7»w7@%%k%&ﬁbt&%’ﬂ@ﬂ%4? TIZLThH, IN—T~DFT R ADH
MZERET DENCT 4 B—7 WIZ LI2E X, participate 2~ > REANTHEZT— A >
—URFRIN, EOTNV—T _ﬁbfﬁ FARIEA R—T T2 D F R A,

&1

hostname (config) # crypto ikevl enable inside
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B et asmALEY LYY a0 D 2—T i

ATy TH

ATvT6

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # cluster encryption
hostname (config-load-balancing) #

T N—T DRt A F—T W T H5A 1L, custer key =2~ > K& AJ) LT IPsec 34 &
BIRETDHIMNENHY £9, ZDa<r Fid, PseclfS{bad A 2 —7 M LTHDHBE . [Psec
ETMICHAREEZIEE LET, Ry 7 RACANTHEIE, T 27 A% A7 LFE LT
KRINFET, T TSN —F AN THLERD L5 (2L 21X, BRI
b —L72%—) (%, cluster key8key =~ R&E AN LET,

B -
7= & 2, HAWBEEHRE 123456789 IZFRET DT, kDa<r FEANLET,

hostname (config-load-balancing) # cluster key 123456789
hostname (config-load-balancing) #

participate 2~ RE& ASI LT, FN—T~DZDT A ADBMNE A X —T /W LET,
11 -

hostname (config-load-balancing) # participate
hostname (config-load-balancing) #

RDRARY

BED ASA / — KPR — RT3 IOl 7 —7{b. 34, AnyConnect 7 7 A 7 > |k

Bifgel2 70— 7 URL O N LBL23E . 4 D ASA / — R TUL R 2479 MERNH Y £,
HVE—NT I BRI 7 7 A, Fa— KR U U RET LA (IPvdB L
W IPv6) DO /L—TF URL ZREL £,
e ZD/)—RKDOVPNE— R RS20 7 X7 v 7 7 RLAICH LT —7 URL &%
FLET,

tunnel-group. general-attributes, group-url =~ KZHEH LT, RO I L—7DURL ZRE
LET,

TRBH A VEEFERALEZ)EALY 300D/ 1—T )L

F 74 hTliE, ASAIZVPNE— KRS 7YX ALY NTIPT RLAFEITE2 7 54
TV MIEELET, DNSAICHESSAEHEMNMEH SN TWDEHE, AV N—FT A A2 H
A V7 FEND EEOFERAZTIXENC Y 97,

TDASAIXIVPNOE—RRTG 7 F 4oL 72 LT, VPNZ T4 T v MERRERID A
IN—=F A A (T N—THNORHD ASA) [V XA VT "5 EXIZ, DNSWiLy 7T v 7%
LT, ZFORANR=F 2D (P T FLATIEARL) 528EM N AA 4 (FQDN)
EEETEET,
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FIE

ATy I

ATy T2

ATvT3

ATy T4

veno—k nsvvusniEs ]

VPNRE— RNF o 78— RCEREM FAA UAZER L) XA LT Nae A X —T L E
72T 4 =TT BIE, Ta— b ar T o X2 b— g 2 F— KT redirect-fgdn
enable =~ RZHEHLET, ZOMEX, 774V M TET 4 E—=7 IR >THNET,

4a& SRS

TI—THNDO VPN 2 — KRG U U TR ZADTXRTONTBLONET Ry NT—27 A
H—T A A, WUIP Ry U —7 FICIAET HHERNH Y 9,

VPN 22— RNT v 7 CO FQDN D% A x—7 M LE T,
redirect-fqdn {enable| disable}
1 -

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # redirect-fqdn enable
hostname (config-load-balancing) #

DNS #—_—(T, K ASAINGA v Z—T = A ADT L M) ZBEMLEST (= MU BFEEL
RVER) o ENENRD ASASNEIP T RL A2, vy 77 vy 7THICEDT LU A ZEEAT T
HDILTEDNS =2 U DEEIILTCWAMENRH D £79, ZHLHODNS T kU IZxt LTI,
WLy 7T v T HhA RX—TNWCTHLERHY £,

dnsdomain-lookup inside =~ > RZfEH LT, ASATDNS/LV >/ 7 v 7 h A X—TICLE
7, inside DFBITITIE, DNS h—_"—~D/L— NEFFOALBE DA U X —T = A AZIEELE
R

ASA TDNS #—_—1P 7 FL A% EF LET, # : dns name-server 10.2.3.4 (DNS H—/3—
DIPT RLRA)

VPN O— K NS U2 VT DFEREH

HEARKOVPNO—FK NS5 CLUEE

WIZ, BEREMRAA LD XA VI Mo F—T ML, TNA—TDNRTY v
A B —T A A% test LIEEL, INV—TFTDFFA4X—F 4 FZ—T = A X% foo
EHRETOZA Vv E—T oA Aavy ReGies, VPNR—RKART v T avy Ro—
T ADEERLET,

hostname (config) # interface GigabitEthernet 0/1

hostname (config-if)# ip address 209.165.202.159 255.255.255.0
hostname (config) # nameif test

hostname (config) # interface GigabitEthernet 0/2

hostname (config-if)# ip address 209.165.201.30 255.255.255.0
hostname (config) # nameif foo
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hostname (config) # vpn load-balancing

(
hostname (config-load-balancing) #
hostname (config-load-balancing) #
hostname (config-load-balancing) #
hostname (config-load-balancing) #
hostname (config-load-balancing) #
hostname (config-load-balancing) #
hostname (config-load-balancing) #
hostname (config-load-balancing) #
hostname (config-load-balancing) #
hostname (config-load-balancing) #

nat 192.168.10.10

priority 9

interface lbpublic test

interface lbprivate foo

cluster ip address 209.165.202.224
cluster key 123456789

cluster encryption

cluster port 9023

redirect-fqdn enable

participate

VPN O— RN\ UL VT ERORT

VPN B — RRZ v T T N—T DT 4 V72X, 7277 4772 AnyConnect 7 7 A 7 > k
tyvar, V94T MV REYyVa Yy, FLTHESNERIBEZILT A & AEHIBRIC
HEASHEREFATv Yy a DD D7 N—THNOKASAND A v —2 2w ZE L E T,
TN—THNDHD ASA DEEN 100% W ENWTH D ERENLBGAE. INV—TFT 4 L7 4
IS L TCEBIZE R E VXA LY b THZEIITEEREA, ASARWVSIENTHD LR
ENTh, 2=V —ICLoTUIET 7 T 4 7L IIHRELIREELE R, T4 A2 MET
HEREMEDN S D 97, ERERE L LT, By a AR TIIR< ., By va AR BIET
T 4 RO v a VARSIV NS ASAIC K o TSN ETASA s~ R 77
L AP -sessiondbsummary 2~ > RZZBLTL7ZEW, 2F0, T 7747y a
ANITN—TFT 4 L7 ZITHRESNEY A, ASAN GET 7747y a itk -70)
W lEWNZ > TWAEFETYH, A —T7F 4 L7 MBS U THERiZ ASA 125 X i &

UAZA L7 FLET, ASA 238 LW 55

ZETDHE, BOLELIET /T4 71T Tn =

tyarpurZE7Eh, BILWERBZEDOT A A5 kS ET,

WOFE, 100D SSLEe Yy ay (F 7T 47 DOH)

L 2% DSSLEfREZRLTWET, =

NOOETFIIE, 77T 4Tty a It EnTnERA, DFV, TV T 4T
Tyl a I VPN B — RT3 U FOAMIZEZ ONER A,

hostname# show vpn load-balancing

Status : enabled

Role : Master

Failover : Active

Encryption : enabled

Cluster IP : 192.168.1.100

Peers : 1

Load %
Sessions

Public IP Role Pri Model IPsec SSL IPsec SSL
192.168.1.9 Master 7 ASA-5540 4 2 216 100
192.168.1.19 Backup 9 ASA-5520 O 0 0 0
> O — ~ ~ -~ NS ‘L‘b =
— ~
VPN O NS DU DEEERE

HEES )1y—= HRETRER
VPN B— RRZ o7 7.2(1) COMEENPEAINE LT,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



