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FIg

Jra—/N)L a7 4 X ab—3 3y E— RN Tvpnload-balancing =~ R&Z AJJ LT, VPN
B—RARNTUV T ERELET,

1 -

hostname (config) # vpn load-balancing
hostname (config-load-balancing) #

Z LT vpn-load-balancing 2> 7 4 ¥ =2 bL— 3 B — RIZABLD, T2 THEYOr— KA
TV T REERECEET,
ZOFNRAARBLTNE I A—TDIPT KLU AL REM R A A VA ERELET,
ZDa<wy RiE, VPN — RT3y v P PN —F ka2 KT H—~DIPT FL A £7-1XFQDN
ZHEELET, ZV—THNOTXTOASABEFET LTV v 77y DT R L AHiH
NT, IPT RLAZERLET, IPv4 7 RLAELIZIPV6 T L AZIRETE £,

1 -

72 z1E. REEIP 7 RL 2% IPv6 7 R LA 2001:DB8::1 ICRET AT, ko=~ REA
HLET,

hostname (config-load-balancing) # cluster ip address 2001:DBS8::1

B M T7RASEYUTaATLay



| MF7R45EYFAATay

ATvT3

RATv74

ATy TH

VPN O— RNV T —TRMEDEE .

hostname (config-load-balancing) #

ITN—TR—=FERELET, Z0a<wr K, ZOFTAAL ANENTH VPN o — KT
VT N—=TDOUDP A= FERELET, 7740 Ml 9023 T, BloT 7Y r— g
YTCIZDOR—IMEAINTHWEEARIT, e — K AT FIHT 5 UDP O%EEHA— b
HEEATTLET,

B -
T2 ZE IN—T R — & M4 I CRET DI, ROa~v s FEASILET,

hostname (config-load-balancing) # cluster port 4444
hostname (config-load-balancing) #

EE) VPN uE— RS oo P —F 12584 5 IPsec BiBAbE A 2—T I LFET,

F 74 N TS LIIERA SN ET A, O3~ R, IPsec B B{ba A x—7 )V F -1
TAE—=TNMILET, ZOF =y 7 BUEERET 2551, FTHRAMELZEE L THRIET
LHVERHYET, VPN 2 — RT3 77 —FHND ASA 1%, IPsec #fEH L T
LAN-to-LAN h > RUBEHTHEELET, 7340 A THEESNLTXTOR— RANT vy
THERBR AL END LTI, ZoBME A x—7 M LET,

G¥)  VPNE— RRZ 7 T N—TDl5 b2 ERT 512%, £7. WA ¥ —7 =
A A%Z4EEL T ayptoikevlenable 2~ R&FTTHZ LT, WA v ¥ —7 = A
ATIKEVl A F—T7NWIZTHMERH Y T, £ 95 LAaWVEE, VPN 2 — KT
VUV T IN—T O b ERELL I ETHE, 2T A vE—UREIRINF
R

TN—T DRt R E L2 & EICTIKEVI 24 2 —7 ML Th, Z—T~DF N
A ADBMEFZRET HHNIT 4 B—7 M LTI=8A1E, participate =~ > K& AT
HETT— Ry B—UNRNERIN, TDOITNA—FT5 L THEEARIZA 2—T 2720
¥ A,

1 -

hostname (config) # crypto ikevl enable inside
hostname (config) # vpn load-balancing

hostname (config-load-balancing) # cluster encryption
hostname (config-load-balancing) #

TN—T DR A Z A F—T M T D851, cluster key =~ & A7) LT IPsec A fE
HIETETAHAVLENH Y FT, Zoa~vr N, PsechiBibE A4 2—T7 M2 L ThH BHE. IPsec
ETICHEMEAEELE T, Ry 7 RCANTAHEIL, @i T D57 AX Y A7 LFLE LT
FTRINET, T TS LESNTEF—F AN TEIUERD LA (& 2L, BIORERND
a—L7e%—) I, cluster key8key =~ K& AN LET,

1 -

7o & 203, WHEME#RE 123456789 IZa%ET HI2IL, kD=2~ FE AT LET,

INCAYFIVEEE AP |
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B et asmALEY LYY a0 D 2—T i

ATvT6

hostname (config-load-balancing) # cluster key 123456789
hostname (config-load-balancing) #

participate 2> RZ AN LT, =T ~DZDTF A ZADBMEA F—T M LET,
i -

hostname (config-load-balancing) # participate
hostname (config-load-balancing) #

RDZIRY

D ASA ) — FBRa— RT3 T Dbz 7 —7{t &4, AnyConnect 7 74 7 > h

BEelC 7V — 7 URL O DS LB A 4% DASA J — R TLL R 2475 RERNH Y £,
K VE—NT IV BREES Ta T AN, Ka— KRS U RET R 2 (IPvAB &
WIPv6) DV NL—F URL R ELFET,
¢« ZD/)—FKDOVPNa— R RT3 07 X7 Y v 7 RUVAZR LT V—7 URL %%
Ebij—o

tunnel-group., general-attributes, group-url =< R&fH LT, kD7 /L—7 O URL Zi% &
L\i‘g—(}

TEBMH A VREFERALEVSALY 3004 F2—T L

F 7L Tl ASAIZVPNE— RT3 v 7DV E A L7 RTIPT FLAE T2 7 54
7 MIEEFELET, DNSAIWCESSGEAERFEH SN TV DIEAE, AV NN—T A RZV X
AV7 FEND EZOFEAEIRENICRD £,

TOASAIXIVPN R —RRT T T4 L2 LT, VPNZ 47 v MR ERID A
=T NNA R (T N—TNOHND ASA) [V XA VT "T5 L&, DNSWHLy 7T v 7%
LT, TOALNR=FT L ZAD GMBIPT KL AT ) 2Bl KA A 4 (FQDN)
EEETEET,

VPN — RT3 7 — R CREEM AL V& EFRLIZV AL LY haA 32—T IV E
TET 4 8—7MIT 52, Fa— L ar 7 X o b—v 3 E— KT redirect-fgdn
enable =~ REFHALET, ZOBfEX. T 740 FNTIET 4= 2> TWET,
1R BHEIIZ

TN—THNDO VPN 2 — RNRT L TTFNRAL ADTRTONBB LNy hT—2 A
H—TxA A, WUIP Ry U —27 FICET HHERNH Y 3,

FIE

ATYF1 VPN r— RKNRZ 27 TOFQDN D& A F—7 iz LE7,
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ATy T2

ATvT3

RATv74

VPN O— k /\3

VPN O— |/

veno—k nsvvusniEs ]

redirect-fqdn {enable| disable}
i

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # redirect-fqgdn enable
hostname (config-load-balancing) #

DNS #— N2, ZASANNA v —T =2 A ADx > M) EBMLET (= FUDBHFELR
WIER) » TNTEND ASAANERIP 7 RL AL, Ny 7 7T v 7THIZZEDT KU A ZEE T 5
NIZDNS =2 FUDBHESNTWAXLERH Y £, ZNHDDNS T h U Ik LTix,
N T T T HARZ—=TMITHELERDY £7,

dnsdomain-lookup inside =~ > K& LT, ASA TDNS/V >/ 7 v 7oA F—7 ML %
9, inside DERIFITIL, DNS b —_"~D)L— h B FFAEEDA VX —T = A AEEELET,
ASA TDNS % — NP7 RL A& EHR L E9, % : dns name-server 10.2.3.4 (DNS H— 3D IP
7T RLA)

VT DERES

EAOVWNO—RK NSO VS CLUERTE

RS

WIZ, EREHi KA LDV XA VT Nef x—T ML, FNV—TD/NTY v
AV H—=TxAf A% test LIREL, IN—TDTFTA_X—h f L H—T xA A% foo
ERETAHA L H—T oA Aavwy Regie, VPNR—RKART v avwy Ry—
FADEIERLET,

hostname (config) # interface GigabitEthernet 0/1
hostname (config-if) # ip address 209.165.202.159 255.255.255.0
hostname (config) # nameif test
hostname (config) # interface GigabitEthernet 0/2
hostname (config-if) # ip address 209.165.201.30 255.255.255.0
hostname (config) # nameif foo
hostname (config) # vpn load-balancing
hostname (config-load-balancing)# nat 192.168.10.10
hostname (config-load-balancing) # priority 9
hostname (config-load-balancing) # interface lbpublic test
hostname (config-load-balancing) # interface lbprivate foo
hostname (config-load-balancing) # cluster ip address 209.165.202.224
hostname (config-load-balancing) # cluster key 123456789
hostname (config-load-balancing) # cluster encryption
hostname (config-load-balancing) # cluster port 9023
hostname (config-load-balancing) # redirect-fqdn enable
(

hostname (config-load-balancing) # participate

NS UV VT RBDRTR

VPN 02— RRZ U T T N—TDF 4 V7 XL, 7277 4772 AnyConnect &> 3 >, 7
TAT LAy gy £LUTRESNHIRE LT A & 2 ZEHIFRIZ D < o KFFAT

INCAYFIVEEE AP |



NMTRASEYFa+Tvay |
B vno—rnsoossmgoER

o alrBHBHITN—THNOKASAND A v —VEEHNCZELET, Z—7HO
HD ASA DFEEN 100% W XNWTH D ERENDIEE, IA—TTFT 4 L7 ZiZZnicxiL
TELITEREZ VXA LI M THZLIETEEREA, ASADRVSIENTHDLERINTH,
=W XS TUIIHET 7 7 4 TEIIHAGLREL 20| 4B A EHET HAREMERH
DET, BRERE LT, Byva AT, vy a v AHENLIET 77 1 7IREE
Dy a v EEGIWTEEBE ASAIZL > TIRIESNETASA 2~ R 77 LU AD
-sessiondb summary =2~ > REZZM LT ZSW, 2FEV, 77747y a s
N—TTFT 4 L7 ZZHESNET A, ASAD GET 77 47ty aiiio7T) Dol
W TCWABHATH, JA—7F 4 L7 Z IS U TRt a2 ASA IZ & U ¥ A L
7 RLET, ASAPH LWEERAZZET DL, RObESIHET VT4 7oty ay
NaZF 7S, FILOWERNZDOT A B A% EkEET,

WOFNE, 100D SSLEy v ay (77747 0ORH) & 2% D SSLEAMmERLTWET, =
NoOEFIIE, IET 7T 47y a iTEENTWEYA, DFEV, FET VT 4T
vl a I VPN B— RART UL U T OATFICEZ HIvEY A,

hostname# show vpn load-balancing

Status : enabled

Role : Master

Failover : Active

Encryption : enabled

Cluster IP : 192.168.1.100

Peers : 1

Load %
Sessions

Public IP Role Pri Model IPsec SSL IPsec SSL
192.168.1.9 Master 7 ASA-5540 4 2 216 100
192.168.1.19 Backup 9 ASA-5520 0 0 0 0
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