EHEIJOD7AIL, JIL—T K1) o —,
BFV¥1—Y

ZORTIE, VPNHRET 17 7 A (WU TRy L Z0—T ) LBERTOE LE) |
IN—T K v, BEOL—FOBREFECOVCHRILET, ~0EE, KOECHRK S
NTWET,

CHET BT AN AT Y v BEUOE—FOME (14—)

BT T AL (3N—)

BT U T A NDHRE (8 —)

c TN—T RY v— (49 =)

* Zone Labs Integrity T —/3XOFEH (96 =X—)

s = PRIEOBE (104 <—)

« VPN 7 4 V% ACL OFRE L FHEICETHRNARNT T 7T 4 2 (113 3—Y)

EHuJOD7A4IL, JIL—TRYS—, BLU1I—HD

S

TN—7la—PFE, X"—=F ¥V T4 X—F Xy hT—2 (VPN) Otxa V7 FEE
ASA DREIZBIT 2 HENEETT, Jv—TLta—¥TRESNDIEMEICE > T, VPN
~OL—F T /AL VPN DR GFENRESNET, 7V —T1F, 2—FOEEEZ 120
TUTF 4T 4L LTI bOTY, 2a—F oML, ZFv—7 R o—nbBESnEd, #
wTR T 7 ANTIE, FEOERHO I NV—7 R —%BELET, =2—HIZX L TRED
IN—T" R —%E0 Y TRWNGEIE, BOT 740 8 JV—T7 R o—RNEf S E
D

BT DL, RN T e 7 s AV EREL T, BAOEERELE T, KRiZ, FA—7
RV —%HELET, 7V —T7RY —Tik, 2—FOESICETL2ENFRESNET, ©
D%, 2—VERELET, 2—VFIIIN—TOMEEMEKTE, & DITEB] O —F BN R
EOEERETDHIENTEET, ZOETIE, ZNOOZUT 4T 4 Zi%ET 571 L #H
WZOWTHH LE T,
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G¥)

e v 7 7 A4 VL, tunne-group 2~ REMH L CRELET, ZOETIHE, [#i7a
TrANn) b TRy ZA—"7 ) [THBEIZ LA LERUERTHEA S THET,

e 7 m 7y ANE T N—T R =T L L. VAT LAERERMERILINET, 3
TA4FXalb—var XA ENRILT D202, ASA IZIET 7 + /4 b D LAN-to-LAN #f5¢ 7
17 7 A /L (DefaultL2Lgroup) . IKEV2VPN IOT 7 4L bD Y E— T 7 AR 707 7
A )V (DefaultRAgroup) . 7 7 A 7 > b LA SSL F L U AnyConnect SSL ##5t FH DT 7 + /L b
DOz v 7 7 A /v (DefaultWEBVPNgroup) . BLOT 74V hDO T —TF K v—
mm&wmw)ﬁ%ﬁénfwiﬁ TI7AN MBS TR T AN T N—T R —T
X, <O —WFZHET L EEX oNORENREEINEST, =2—FEBEMT 5L X
N—T RY =R TA—=2% K] T2XCBETCEET, kv, #E<o
Z—If L CHRIEIC VPN 77 B AR ETE 7,

FXTO VPN 22— WZ[A— DR Z T 255813, FFEOER e 7 7 A LT V—T R
Vo—%RETHLEIIHD FHEAN, VPNRZDOLHIIHEHINDZ EIXIZEAEHD £8
oo T2 Z2IE, BRI N—T HAF~— P K=K Z—7F BIOMIS RREFHRS AT
L) TN—TN, TITA_X—=K Xy NT—=I DENENRRDEWICT 7B ATE L LT
DHMANEZLNET, £2, MISICHTBT 28 ED2—PITix, o MIS =—H2iZ 7 7
BEATERVWS AT AT 7JZ?<75:#T@“%.’>%/\73>&>D?£TO Wiom 7y ANETNV—T R
UI—IlCkV, ZORIBRFRERELLRIIFATT LI ENTEET,

GE)

ASAIZIE, A7 V=7 b A—TE0OMELHV ET, ZhiE, Ry hY—Z VA MDA—
W=ty NCT, A7 V=7 N TNA—T%2ERATHE, A— b Ry NU—Z1Z%9 % VPN
TIEABERETHIENTEES, A7V F ZTA—FF, T —TF R o —o8E 7
77 Ak ACL LEENRH Y £, A7 V=7 F ZA—TOMHTEOTERMIZ O
Tk, —ROBIERH a7 4 X2 — a3 U4 ROH 20 % [Objects] 2L T2

AR

Y X2 VT4 T T IAT VAT, S8Ry —2AnbEMNEZEHTE £4, kORI
WoT, BYEEEALET,

1. Dynamic Access Policy (DAP) L =2— R
2. —H%4

3. InN—T7 KU —

4, BT a 7y ANVHO T N—F KY L—
5. F74N RO IA—F K —

FD=, BIED DAPEIX, =2—W, JA—7 R o— Fd#sE T e 7 7 A VIR E
SINFEIVLETTA TV T A BEL 2o TWVET,
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gr7nzr4L |

DAP L a2— ROEMNEZA X —T NV ETET =T MZT 5 L, ASAIXZTOEAEA L CHE
fTLEJ, =& 21E, DAPwebvpn 2> 7 4 X2l —31 3> T— R THITP 7B X %27 ¢

=TT HE ASAITENLL HMEAZBRE L ETA, RV IZ, hitp-proxy 2~ > KD no fii
%ﬁ%#ék\E@in@ua~*;ifﬁbﬁmtw‘ﬁ%;)%47f§47yxmﬁ
HT2lE2 RO 572010, 2—FABIOUEIZISE LT a— UL R o—0 AAA B
BEHLTHMKELET, ASAZ I T FLVASSLVPN 27 4 X ab—a i, ThTh
1 D@ http-proxy 2~ > K& 1 90 https-proxy 2~ > ROHYFR— L TWET, ASDM %
R LTDAP ZRET D L 2RO LET,

EHmoOoJ274)0

Vi a7 7y A, hURAERAR ) = ERETHLa— ROty FTHERINET, 2
oD a— K&, b —FRFFEEL Y — N, BLOEEIEROEEILE DT T
T4 = (FHETDIHR) 2RELET, £, oo a— RN, #HoT
TN TN—T R =L ESH, &I e haLEGOERNT A—F b EENRT
WET, BT m T 7 AR, bRV BROERICEET 0o RBEN G ENET, B
a7 A NE, 22— VEEOREL ERT L7V —T R o—~DRA U EZ b EENE
R

ASA (2%, LAN-to-LAN #%f5¢/H © DefaultL2Lgroup, IPSEC VU &— k 7 7 & A ki FH D
DefaultRAgroup, 3 JXUNSSLVPN (77 7 ~_X— 2 F5 L Y AnyConnect Client X — ) #&5i H D
Default WEBVPNGroup &\, T 74V "7 0 7 v A AR HV £9, ZNHDOT 7 44 b
Bi 7o 7 7 A VIERTEETN, BRI TEETA, Fio, BRICEFOER a7 74
»%10ML¢%¢5 EHTEET, BT T A ME, ASAOR— IR ETH Y,
SN — N TIERRETE R A,

GE)

—HDOTe T AN (T2—X1DOIKEvl 72 ) X, = RRAS "RV E—F T ERFE
721X LAN-to-LAN 22 E D W Z2 B TE W2 EndH D 3, b ZA—7%HBCTx 7
WIEA. 74/ T

tunnel-group-map default-group <tunnel-group-name>

WCRESNET (T 7 4/ ML DefaultRAGroup T9)

BRIA T 74 IILO—RRET/ANT A —’5‘

—RNT A—=ZIE, FNTO VPN #56ICl T, — /37 A—=HZIZiE, RObDOBHY %
—é—O

BT T AN T e T A NVAE, BT R T A NV EBINE T ISRET D &
XIZHRELET, ROTFEHELH Y £,

o FRFRICERIHEE X — 2T A T4 T NOBE, BT 7 ANGITT TAT
VR ASAIZTET S —T 4 LR LT,
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AFICIEAEZ T 527 947 > MIZOLRIZIFHEO—E & LTHEL., ASAN
FEBAENS Z LRI L ET,

cHEE A A T B Z A 7121, IKEVL U E— F 7 7 & A, IPsec LAN-to-LAN, ¥ X}
AnyConnect (SSL/IKEv2) WEHENET, #fi 7w 7 7 AL TIL, 1| DOEHEHZ A 7720
RECTxET,

FBRE, RRE[, TAU LT 4T =R TNEDONT A—FTIE, ASA BNRO HRTHE
%#é%wﬂwﬁw%7iti)xh%%ﬁbiﬁo

o 22— DOWFE
c 2 FNRT 7R RAERA SN — ERICET S RO RS
T HIT 4T L a— ROMRAF

P—R T —F1%, 1 DU O — TR S E T,

cHHERHDT 7 AN TA—TF RY—  TA—TF RY —F, =—FEEOREEDOE v
KT, TT7HNLETNA—FRY S —IiI. ASAD MR 2 —F 2 E 1345
BT 740 AT AR SATE SV —F R —T7,

e IITAT U N T RLZOE Y Y THA  Z2oFRUCiE, ASANTZ T4 T2 MIEID YT
%512 E® DHCP —_E7137 LA F— LOENEENE T,

e NAT—REH . ZORTA—E 52T 5L, BIEONRATU— KPR ERK (F7 41
MI14H) THIRROIIIC/ARE Z L a—FIZ8E LT, XRU—RNEEFTIHIHSEo2—
PR TX £,

c TN—TREBIVLVLLRE : ZRHD/RT X — &FiD<MAﬁﬁﬁ¢5;w$g§
WEES 2 HENREE D £9, U HiE, user@realm DI X TZAET 2 22— 412721078
SnET,

FHIT @7V I ETC2—FRIMHMENDLEEH N A A TT (user@abe) , L /LA
PHRETAES. ASA T2 —VFABI I N—T (bABE) ZHIAICHERALET, 7
N—"%rETHE, ASAITRREIC2—FAB LRV LA (BbAGHE) ZHEHLET,

LV MES T2 BRET D12 strip-realm =2~ > K& A L, BREHIC2—HF 406 7 v—
TEf - = HIBR T 51213 strip-group 2~ > FE AN LET, Wﬁ@ﬂkﬁﬂi%%ﬁ'ﬂﬁéﬁ‘é .
FRFEIT username 72T 12D W T TV E T, FNLSNA DA, FRFEIX username@realm 3¢
FH K F 7213 username<delimiter> group SLFHNZ SN TIThvE T, —/3TF U
X BN CE RV E L, strip-realm ZFEETAMENH Y 9,

5|2, L2TP/IPsec 7 7 A 7 > ks DA strip-group 2~ > REZIRET 5 & ASA L VPN
IIGATV IRR L= NS T — T4 2 TS L Ca— oS 7 7 7 4
LV (bl Zv—7) @R LET,

cRAIDER : ZONTA=F 2T DL, 2= PEROMMIBAIZER LD, £/203
ZOEREm]Y T2 TEET,
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IPSec kLo L— T 52 —4 [

« WADNJEME : ZONT A =2 (F, A EZFTT L L SITHMT REEARIEELEE L
\i‘g—(}

IPSec k> RILT IIL—THERH/NS A —4
IPSec /3T A —H 2%, WOHLORH Y £97,
o 77 AT v MRAES A TR X — GEE. E T,
s FRTHA F ISV IKE #0546, #iAR Y o —ICBEMA T S e 8 F o
F—AMKTT Ok 128 XF) .

« V7 IDMERRDER : ZDONRT A= TiX, VT OFHELEH LT T ID OFER
ERTDHIMEIMNERELET,

PRE T RUCREAE 72 IM S 2 ET 258, =0 Fa—WI3EERED 12 DI AR 7RGE
WEZIRET2L4ENHY £7,

s WEBEANA 7V w REBEFSFE : XAUTH B LA 7V » K XAUTH,

isakmp ikevl-user-authentication ==~ > Ni%, ASA FBREICT VX VA EZ 4 2 M3
N 556, BEXOY E—F VPN = —HF85EIZ RADIUS, TACACS+, F721% SecurlD 72
EDOVH =R iRERBERT20LERH 55512, 1 7V v K XAUTH #8GE % 3248
THEDIHEHLET,

« ISAKMP (IKE) —77 74 7ORE : ZOMEEICE D, ASAITZY £— h BT Ok
R EEE=Z L, BOHFOFEEZETICRE CTEET, ET7RIRE LR Rb L.

ASA IR ZHIBR L E T, IKEX—T7 7 74 72 A 3—TNWICT 5 L, IKE VT 238k

Kole b I8N N7 LEE A,

IKEFX =77 74 73S ESERBAR DY £, ZOENEIEST 21213, ASA LY
F— P ETREDOEAEZ Y R—F L TWDLERDH Y £, ZOKREIT. ROETITH
LTEMELET,

* Cisco AnyConnet VPN Client
*CiscolOS Y7 b =7
* Cisco Secure PIX Firewall
VAAUSND VPN 7 FA4 T2 MIIKEXF—7T 74 7% R—FLEHA,

IKEXx—7T7 79472 R—1rFT2ET7 VR —FLARWETWNRET DI NV—T%
FETHHEEIL, I —T2EKIKH LU TCIKEXF—FT 54 T A X —T M LET,
TOMREEYR—PFLAWVWETICEEIIH Y WA,

IKEX—7 77947527 4 B—=TMIT DL, IRELRVWET LOERIZZA LT D
MZRBDETT I T AT DEFIRDTZD, TA KVFALA LT D I\%’x’ﬁ<ﬁ“6:k;’&
HERELET, 74 RV EA LT NEERET BTN, 70— KRV —DOFE (53
N—=V) EBRLTIIEEN,
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(GX)  ISDN [ T 57 A4 T > "IN A—T & END Y
BlE. B A P AU A7 DICIKE ¥ —7 7 94 7527 4
=7 ML TLES VY, . ISDN#tiL T A Rz s &
UIWr SN E T2, IKE X —7T T4 T D AT =R X THHe
BT A RVIRRBIZ 72 b=, UIr S22 7,

IKEX—77 947 %5 4 —TNMIT5E, 79472 M
IKE — & IPSec ¥— D EH L0 ORI T LoHA 210 8)
WrEaivEd, IKEX—77 7 TNA F—T 72> TN DG
CXERRY D BENRA L NT 7 4 71X Peer Timeout Profile
EEES F ANl S EE A,

IKE A A v F— R&MHT25LAN-to-LAN 27 f ¥ 2 L— 3
YOEEIE, 20O T DIKEXF—T T F7A T DA T 4 Fal—
varBEILTHD I EEHERL TS, WAFOET TIKE
X =TT ITATNARZ—T NI TWDED, FlFmFOET
TIKEX—T7 T I TNTF 4B —T NI TWALERH Y E
T

« TUSNGERE MM L GRREE R ET 250, iEAETF = — 2k XEF7T 5 (IDFE
HELFETT LTI TOMAFL ETIEET D) 2 REAELT 2RI 5 Ob— hME
HELTTO T CAGEHEZ G D) NEBETEET,

eWindows 7 9AT7 v F VY7 "h7 =27 OEWASR—2g v aBEAL WS a—HT, 794
Ty NeT v I T = T ORERHDL I EEREML, Ty T TSN TAT b
N=Varka—PREETH-0D0A D= RN BRI TEET, TR T2 7 7
ANVETNIFFEDHE 7 7 7 7 A Mk LT, client-update X ERB L OEH TX £7°,

« TUHNGEAELZMEH L GRREA R ET 25515, IKE BT IZEE T HFEAE LRI 5
cZARNRA L MOAREZIRETEET,

EHETOTD74ILOD SSLVPN v S 3 VIEE/NS A —4

W DFIX, SSL VPN (AnyConnect 7 74 7> B LT T4 7 2 MU R) HEGIZEA OB
TaT7 A NVOREOY A RNTT, THHDOBEMICNA T, 3XTO VPN il im0 —f%
B 7 v AVORMEERELET, #7077 A VOREICET S FIET L OFRIC
WTIE, 7947 RLUASSLVPN > a v O 07 7 A4 LDOHE 26 2—) %
ZHRL T I,

GB DoV V—ATIE, 7 a 7y A1) BN TRV A=) LI TWE LTz, #
W7 a 7 7 A ik, tunnel-group 22 REFEHLCEELET, ZOETIH, ZD2o0H
FENRIEIIC IS HEHEINTWET,
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R 1:SSLVPN BiER TR 7274 LDOEM

BHETO 774 LOSSLWPN £y o aviEmis2i—4 ||

HaE

authentication

REH . AAAFEITEAEEZRTELE T,

customization

HWHT 52T CICEREADNAZ~ A B— 3
CVOLRIERELET, WAXAE—T 3
NZEHo T, v A VERIC—TICERR I
D04 RUDIHENREY 9, hAX~
AB—vary RIA=FIL, 74T b
A SSLVPN DFRED L L THELET,

nbns-server

CIFS 4 B 28 F 9~ 5 NetBIOS o — A H—
A P —,% (nbns-server) DA FiZHE L £
ﬁ‘o

group-alias

=N T 0 7 7 A NVEBRTE D 1
DU LB ZIRE L ET, v A SRR,
A—PE Ry T Ama—hb T —
TR L ET,

group-url

1 2L kD7 NV—FURL g ELET, 20D
BPEE R ET DA, tEE LIZURLIZT 7 &
AT Ha—X, rTA VR V— T i
R 2083H 0 £HA,

AnyConnect 7 7 A 7 > b %#5il2 Z /—7"URL
PHHT 28— K RXT U TRBBETE, 7
FAHXNDEASA /) —RT, /J—FRou—FK
NG TONRT Y 7 T RUVAD T —
ZURL &[RRI, AR 9AX T RLAD Y
J—7"URL Zi%ET H2E R H Y 7,

dns-group

DNS— 3, RAA 4, F— b =3
U M7 A1, BLOERT 7 A LTS
NDDNS Y — DX A LT 7 MEEIRET S
DNS #— Z—7%IEELET,

hic-fail-group-policy

Cisco Secure Desktop Manager Zffifl L C, 7
N—T X=X R —J@% [Use Failure
Group-Policy] F721% [Use Success

2L

Group-Policy, if criteria match| (ZF%ET D %54
X, VPNHERER U v —Z2E L7,
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HaE

override-svc-download AnyConnectVPN 7 7 A4 7 b & U E— bk = —
FIZF T a— RT572012, FESINLTWH
LT N—T R —@EE i — V4R
DETa— RN EEXSNET,

radius-r g ect-message FRENEGR SN E X, vl A CHEEIZ
RADIUS HEfS A v —V 2 FR L ET,

EHIAODD 74 ILDOHETE

)

TITHE, YN ary TR AR E—RELIEIYALT 2T R AN E— ROWHT TOH 7
077 A NVORNEBIOREICOWTIRHLET,

G¥)

~)F arTF AR T— RFIKEvI BEOIKEV2 %1 bY—H% o MZoOAHiEH S, IKEv]
IPSec @ AnyConnect, 7 7 7 2 b LA SSL VPN, L 7+ — Cisco VPN 7 7 A 7 > | Apple
FAT 47 VPN T4 7k, Microsoft 147 47 VPN 27 Z A7 >k, F721% cTCP I3
HAEnEdA,

FIFNNOERT O T 7 A NVEEE L, 300 o J AT N—T Z AL TONTNNTH LI
Bliom 7 s ANVERETETET, B m 7 7 A VN THRIICEHEE L WEMEIZx LT
1. TOMNT 73V O T 07 7 A VINBESENET, T 74 ORI 0T 7 A
NWEATIZIVE—RNT 7 BATYT, ZOBRONRTA—=FF, BRLIZ MV FA4T7128-
THRRVET, 77NV NERT R 7 7 AL EEFD T, TXTOHER 27 7 A VOBIED =
VI UAX2 L= a T IR NDa T 4 X2 b — g L EERT HITIE. show
running-config all tunnel-group =~> R AT L E 7,

EHEJO7 74 ILORKRE

1 ODASANYR—FTELET 077 A (R T—") OKREIZ. 77 vk
74— LD VPN & v ¥ a  ORKRE+5 OBk T, HIREZ#x5 b xv S—T%
BIML X5 &3 25E, [ERROR: The limit of 30 configured tunnel groups has been reached] A
E—UNERRINET,

FTIHILEDIPsec JE—F PO EREZETO T 74 LDHRE

FIFN MDY E— K TR0 77 A LVONKIT. ROLEBY TT,

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool
no ipv6-address-pool
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FIAL D IPsec YE— bk 7o uREHETO 774 L0BE [

authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no override-account-disable

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS

tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2
no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipv6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS

tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2

no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl
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no authentication ms-chap-v2
no authentication eap-proxy

IPsec > RILTIL—TO—EEH
— BT, D RN T N—TF H A ST HEm T T, IPSec UE— K T /A hrpab
L7747 MLV ASSLVPN kv TlE, A U—BEDRE 52 A L Tu\hET, IPSec
LAN-to-LAN k> puid, 7y bE2FEHLET, T XTO a2 ROFEMIIOWTIL,
[Cisco ASA Series Command Referencel]l Z#ZHL T2 &, 22T, VE—F 77 & A2
77 7 A N LN LAN-to-LAN £t 7' 1 7 7 A V&G E T D HFIEIZOWTRIZE L %
R

JE—F 7O RREHRITOT 74 ILDERTE

WD) FE—hr 7 T4 T hEHRYA SO ASA ODRNCHERERTETI2H5E81F. VE—FT 72
YRR T T s ANVEFEHLET,

« AnyConnect Secure Mobility Client (SSL F 721X IPsec/IKEv2 & ##it)
« 7747 FLASSLVPN (SSL & DT T 7 H_— 2 DHz)

* Cisco ASA 5500 Easy VPN "— K7 =7 7 5 A 7> & (IPsec/IKEv1 & #fit

F 72, DfitGrpPolicy & WD ARIDOT 74/ K J)—T KU —p gt L7,

VE— 77 RAEHG T 0T 7 A VEFRET DITIE, PN b orpv T —7 %@ % 5%
EL, WIZVE—FT78ARMEEZFZRTELET, RKOEEZRELTIZ I,
VE—RNT I BRER IO T 7 A NVDLAHIE XA TORRE (10 X—) Zf4H L TER)
ICTDHZENTEET,
cVE—RN TR T e 7 A NVO—EEMEORE (11 X—) ZH L TEDICT
HT ENTEET,
o THFRREORRE (16 X—)
e UE— R TR T2 T 7 A 1D IPSec IKEV] JBHEOHE (18 2—) ZHHLT
TNTDHENTEET,
«IPSec VE— h 77/ AP 7 7 A4 LD PPP J@EDRE (20 X—)

JE—RFNTF7ORREHIOT7AILDEZRTIE R A TDIEE
FE
ZRiE XA T ERRELTCtunnd-group 2~ REANTHZ LT, 7o 77 A VEERL

i‘j‘o
VE—hFT7278RX MRV DYE, # A 713 remote-access TI,
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YE—F 7o eREGTOT 7 Lo—pERORE [

tunnel-group tunnel_group_name type remote-access

&1

72 & 2%, TunnelGroupl E WO AFIDO Y E— | 77 v AR T 0 7 7 A VEIERT DI,
oA~ R ANJLET,

hostname (config) # tunnel-group TunnelGroupl type remote-access
hostname (config) #

JE— K FPHRRIEETOT7AILO—IREEDETE

ATy T

ATvT2

ATvT3

7 7 7 AN O RIEMEEZREEIITELET DT, ROFIETART A—ZEHELE
—g—O

FIE

—RBMEERET DI, YN a TR AN E—RERIEYALT A TFANE-RT
tunnel-group general-attributes # A7 # AHJL£4, Zh T, brxAsn—7—fk@E=a
T4 X alb—arE— KRB ENET, e RRELLT, B RREEINZZ L
B £7,

hostname (config) # tunnel-group tunnel group name general-attributes
hostname (config-tunnel-general) #

PRE— N TN —TNb 556, HT 27 V=7 D4RIEIEELE T, BEL— T
N—TIEEREE L2 e — AN T = X=ZA GG 25813, ¥F—U—F
LOCAL #iEBML %7,

hostname (config-tunnel-general) # authentication-server-group [ (interface name)] groupname
[LOCAL]
hostname (config-tunnel-general) #

ALY — N T —T OLRINE, R 16 LFTT,

FFa T, IN—THO%AIIA L E—T oA AL ERETHZLICLY, A2 —T =
A ABEAORAEHFRETHZ LB TEET, NoRVOKRTEMEARET HA X —T AR
A, Ay a THOMLERH Y £79, kOa~ > R TIHE, BEEIC Y —/ servergroupl % i ]
TDHtest EWIZRIDOA L H—T 2 A ADA L H—T = A AEFOBIENHEINET,

hostname (config-tunnel-general) # authentication-server-group (test) servergroupl
hostname (config-tunnel-general) #

o>

AT LB — NI N—TOLFERELET (FETLIHE) . ZOHEE
=PI T DR T — AN R AHET DRENRH Y £,

ET o5

e

gEHIno7aL. =T Ry — s&U1—F ||
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B =+ 7rexg8707 7 LO—REEORE

ATvT4

ATvT5

ATvT6

hostname (config-tunnel-general) # authorization-server-group groupname
hostname (config-tunnel-general) #

R — N T N—T DARNT, HK16 LFTT, 72L& X, Roa~vy Nk, @Bad—n~ 7
Jb—"7 FinGroup Zfi 195 Z L Z#F5E L TWE T,

hostname (config-tunnel-general) # authorization-server-groupFinGroup
hostname (config-tunnel-general) #

THOT 4 T =N TN—TRNb5%GE, AT N—TDOL4FIEHEELET,

hostname (config-tunnel-general) # accounting-server-group groupname
hostname (config-tunnel-general) #

THATT 47 =R TI—TDLHNL, K16 LFTT, & ziE, kOa~r Rk,
THOT 4T =R T —7 comptroller AT 5 Z L EFEELTWET,

hostname (config-tunnel-general) # accounting-server-group comptroller
hostname (config-tunnel-general) #

FI s TN—F R o —DAHIEIEELET,

hostname (config-tunnel-general) # default-group-policy policyname
hostname (config-tunnel-general) #

TN—"T" R —OL4HNEL, K64 FTT, ROFITIX, 774K TA—T K —D
411 & LT DitGrpPolicy &% /E L CTWET,

hostname (config-tunnel-general) # default-group-policy DfltGrpPolicy
hostname (config-tunnel-general) #

DHCP ¥—/3 (g K10 % —%) OL4RITE7ZI1ZIPT KL A, BEXODHCP 7 KL A F—/b (&
K67 —/) OL4RIERELET, 7 74/ hTiL, DHCPH— L7 KL A 7 — L3 &
NFEHA, dhep-server 2~ RIZKV, VPN IFA T FDOIPT RLAZRELE D £T5
L X|Z, FBED DHCP — NIZIBMNA 7Y a v ZEETDH L IICASA ZRETEH L H1Tk
D ET, FEMIZOWTIEL,  [Cisco ASA Series Command Reference] #/4 K @ dhep-server =1~ >
RESZELTLEE0,

hostname (config-tunnel-general) # dhcp-server serverl [...serverlO]

hostname (config-tunnel-general) # address-pool [ (interface name)] address pooll
[...address _pool6]

hostname (config-tunnel-general) #

GE) AV —=T=A AL EHRETLHHEIE. AWy a3 THELLENDH Y £7,

T RLVA =L, Fe— a7 4 Fab—3 g E— KT iplocal pool =~
VREFEHLTERELET,
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ATy T17

ATvT8

ATvT9

YE—F 7o eREGTOT 7 Lo—pERORE [

Fv hU—=7 T RIvyvararyhbao—aZEFHLTHEHEEIE. *v I\U%ﬁ?’%“l v va
vay hr—b RAF ¥ BEETHEH SN LAY — "D T NV —T %R iET 5729012, NAC
REY— R TN —T DL EEELET, NACEZYR—FT5L512, 2l ?6 1/)0)777
A avbhe— L = R"ERELET, ACS VLV —TDA4FIEIEET 51T, asa-server =
~ U REFEHALET, KIZ, ORI CARTEZ T —N 70— 7 IR LT,
nac-authentication-server-group =~ > R&fliH L £,

WIZ, NAC R AT ¥ REEICHEH S DFREEY—/N 7 /b—7"L LT acs-groupl Z #5317 5 il %
RLET,

hostname (config-group-policy) # nac-authentication-server-group acs-groupl
hostname (config-group-policy)

RIZ, 74NV DYE—K T 7R TZA—FNEEIEY— T )—TF k& 50 %25 L
ij‘o

hostname (config-group-policy)# no nac-authentication-server-group
hostname (config-group-policy)

GE)  NAC ZEHAT 521X, UE—F KA b _EIT Cisco Trust Agent 23MFAET D LENRH Y
\i‘a—(}

T—YH E AAA —RIZIETRHIC, 2= AN 7N —T E 3l A RET 20 E 0%
BELEY, 74/ 8TlH, IV —74b LV A bRESNEEA,

hostname (config-tunnel-general) # strip-group
hostname (config-tunnel-general) # strip-realm
hostname (config-tunnel-general) #

LIVAEITEBR R AL ODZ LT, LLVLAERETDHG. ASAlTa—AB IO/ L—7
(H2HEE) WAz LET, 7V —7%2RETDH L. ASAITGRIEC—TFAB IO LIV A
(BHEA) ZEHLET, LLMMEMTZHIBRT 21213 strip-realm =2~ KZ AL, @&

RERIC 22— Y4 753%7/%—7{!5(%%%%”5?@—5 I strip-group 2~ > REMFHLET, WHFD

i ZHIBRT 5 &, §RFET username 721 IZHESW Tt E 3, DA DOEE, FRRET

username@realm LT 2K % 72 13 username<delimiter> group LT A EE SV CiTbv 1,

W= NTT Y I Z BT TERWEGAIL, dsriprealm Zf5ET 20 E R H Y 7,

#—/3 RADIUS, RADIUS with NT, F72(Z LDAP — D4, 472 a T, NAT—
NEBREZA R —T LT TEET,

gEHIno7aL. =T Ry — s&U1—F ||
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B =+ 7rexsTno 7 Lo—BEEORE

G¥)  FEECLDAP 7 4 L2 bU H—R2ffH L TWD5EE, /AT — FEFHIT Sun
Microsystems JAVA System Directory Server (IH4:F#7i% Sun ONE Directory Server) 35 &
Y Microsoft Active Directory Z i/ L THAR— h S E T,

Sun:Sun7 4 V7 FU = 2T 7B AT HT2DIT ASA ITERE STV 5 DN A3,
P —RDOF T )V R AT—RRY =T VB ATEAOLERHY E4, DN& L
T, T4 v7 NVEHE, 70374V 7 N EHEEHERZ RO —FE2HEHT 5 =
CHAHRLET, FE. T AN SR T— R R —ICACI 2R ETX FT,

Microsoft : Microsoft Active Directory T/X A U — REBLZ A 12— 7 /2T 5121, LDAP
over SSL ZiX ET D MENH D £,

COMREIXT 7 4V P TT =T IR o TE Y, BAEDOASZA T — FOARBIEN
T b a— W ZELELFRLET, T 740 M TR, BIRYNA O 14 A EHZES RN
BRG S N £,

hostname (config-tunnel-general) # password-management
hostname (config-tunnel-general) #

P— 3728 LDAP — "OE . ARV Z L ICET 2EENBBESN D ETORE (0
~180) ZHETXET,

hostname (config-tunnel-general) # password-management [password-expire in days n]
hostname (config-tunnel-general) #

GE) FNo VT N—T a7 4 Fal—v 3y E—RFNCTAALE
password-management =~ > NI k> T, b~ RV —7 ipsec JBYEE— N THAI
IC AT ENTIEHELED radius-with-expiry 2~ > RAAEEHZ SNV ET,

password-management =~ RZg&ET 5 &, VE— b a2—¥FRin /1958 X2, ASA
i, 2=V OHIEDNRAT — ROFGHHIRNBE SN TND Z & EEHERIR WD 2L
ZmmLET, TN ASAL, 2—PRARRU—REEFTTCEXH LI LET, BIiTroL
AT — RPRRH L TWRWGEESE, 2—FIEEORRAT = REMEHL TR A U LT HZ &R
T&E£7, RADIUS F7213 LDAP FBFENGHE S TWRWIEHA . ASA TIEZ D vy RAVE
HEnxd,

TR LS TR T — RRHIREINIC 2 2 TOHENEFE SN 5D TlEZa<, ASAA/ A
7 — RASHIRREIAIC 72 DA B Bl 2 — P~ DOEE LG T 2003 EESND &0 ) mICEEL
TLEED,

password-expire-in-days ¥ — 7 — RZfEETHHA1E. BROGHEETHILERH D 7,

TOa<vwy RTCHEKICOZEET AL, Z0a<vy RiEF 4 B—7 ) £9, ASA I3,
Z2—PIZH L TERIDE - TNDZ EE@mMm L EEAN, KR —TII AU — K2 EF

TEET,
SRR OWTIE, XA U — REHH D Microsoft Active Directory DR E (44 _X—3) &ML
TLTEEY,
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ATy 710
ATy I N

ATvT12

YE—F 7o eREGTOT 7 Lo—pERORE [

ASA Version 7.1 LA ClX, LDAP % 721X MS-CHAPv2 % #7R— k9% RADIUS #4f5¢ CRlaE & 1T
9 & X|Z. AnyConnect VPN Client #%f¢. Cisco IPSec VPN Client #f¢. SSL VPN 584 k> Z\ )
YT ITAT Y M ER, BEOZ TA T b L RERICHT S8R T — REEN—fRAIC
R—FENTWET, Kerberos/AD (Windows SA T — R) F721XNT 4.0 KA A 1 ﬂ?‘é z
NHOEGEZ A TONTNTE, RAT— REHIIVR—FENTWHETA,

MS-CHAP % 74—k LTV 2% D RADIUS ¥ —/3%, BIfE MS-CHAPV2 & ¥ 7R — bk LT\
FH A, password-management =~ K& 512 i MS-CHAPV2 IS LB 7o N
—IZHER L TL 2 &0,

(GE)  RADIUS H#—3 (Cisco ACS 72 &) 1%, BREERZHIOFIET — NI X 958
ENRHYFET, 72771, ASA BT RADIUS — L DLEELTWWA LI IR
iﬁ‘o

LDAP C/RA T — REZEHE T 521, THIRO LDAP $— 3T LI H O FIEAEH S
LTWET, BIFE. ASA Tld Microsoft Active Directory 33 X O Sun LDAP H— /T %}
LTOH, MADORAT—NEHr Yy 7 2FELTWET, 147 17 LDAP IZ
%, SSLEEGEAME T, LDAP D/ /XA D — REH %479 HHIIZ, SSL L TOLDAP
A X —TNCTHHERSHY 9, T 74/ hTiX, LDAP IR — F 636 2 L
e N

SERAEMN SR AI 7 =) —HOLRTIE A T-DIEHT 51> - 13EEOBHZEE L E 4,
TORBMICEY, YT DN 74— )L RO EDOESZFHEATEOL—FL L LU THEHT S
MBEESNET,

hostname (config-tunnel-general) # authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}

el 2T, Woa<xy FiE, CN BHEEZRAIHOA—V4 L LTHMAT 22 L 2EELTVE
D

hostname (config-tunnel-general) # authorization-dn-attributes CN
hostname (config-tunnel-general) #

authorization-dn-attributes (%, C ([#) . CN (#7%4:) . DNQ (DN &ffi¥) . EA (EFA—
VT RLRA) | GENQ (H:AXEffiT) . GN (£) . | (f1=>%/) . L (H£) . N (4
A . O (kA% . OU (k== b) . SER (U7 /3%&%S) . SN () . SP (M E=ix
FOERFE) . T (%E) . UID (=—¥1ID) . BLOUPN (—H 7Y /0L x—L4) 0
HYFET,

a—H ’Tﬁﬁ*@:?{‘Tﬁ‘éﬁﬁ I, ZO—PFRIEFIZRBA SN TV DLLERD H00E D M EfRE
LET, 7740 hCIERBIRERENLEE A,

hostname (config-tunnel-general) # authorization-required

gEHIno7aL. =T Ry — s&U1—F ||
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fAts |:|.|.—|Z D EX & H_I

&

ATy T2

BHEIOT7AN, FL—TRYL— B&va2—¥ |

hostname (config-tunnel-general) #

génuu j: :LH‘H‘#Hﬁ/l"/ ﬁ - E"jm@nuu 7 1/7::/‘/“\7/1/ (209@3‘—‘“&% &/\OX U—
R E) ZANTDHEOERTEHA TS a0 OMETY, “HRBHEARET ST, koa<
Y RERELET,

FIE

TH VS — NN T N—TERELET, Z0avry NI h - Z U AAAY—E LT
fEHT 25 AAA YV — X T —7%BELET,

GE) Zoa~r KX, AnyConnect 7 7 A 7 > b VPN #2721 H Sk 7,

ﬁﬁyﬁ)®ﬁ%ﬂ7»*7Tﬁﬂnﬁ*ﬂﬁww7%%ﬁf%iﬁho?7%”%?ﬁ\
'Ei] /& ) muu i%‘g% D i“ﬁ‘/\/o

hostname (config-tunnel-general) # secondary-authentication-server-group [interface name]

{none | LOCAL | groupname [LOCAL]} [use-primary-name]

none ¥ — 7V — RZ$EET DL, B X UGREEHTER S VEH A, groupname fElL AAA H—
NIN—=T %7 LET, B—AVENE— T = _X—2 % H{T 52 L &R,
groupname fE & fFH3 25 & LOCALIZ7 +— /"y 7 2R LET,

Tz, TIA~VREEY— 7 v—"T % sdi_group (2, &I U F VREEY— N T —T %
ldap_server I ET DX, ROa~v RE AN LET,

hostname (config-tunnel-general)# authentication-server-group
hostname (config-tunnel-general) # secondary-authentication-server-group

(G¥)  useprimary-name ¥ —U— RZfEHT 256, v/ A X477 /iZ 1 >Oa—%
AETERUET, £, 2—PhETF OAAERHEDSMLT 280, 7F 1~
:L%—H_ZI 7’:_. j—zpwhﬂ :/{iﬁﬁ émi—;«o

T HH ) =YL EGEEN DS 584 1%. secondary-username-from-certificate # A
HLET,

hostname (config-tunnel-general) # secondary-username-from-certificate C | CN | ...
use-script

EhF) a—PHE L THERT H7-DIZGEREL ST A2DN T  —/L ROMEIX, 774
~ U @ username-from-certificate =~ > K& R LT3, F72i. use-script ¥— 7V — RERT L
T, ASDMIZE > THERESINTZAZ VT N 77 A VEFHATDHE D ASA IR TE T,
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ATvT3

ATv74

ATy TH

—szinzz |

2zt I A~) =YL T — LV RELTEELE, BH R a—VL4L T —L R
LTk =y FEREETAICE. kOa<x FEASLET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # username-from-certificate cn
hostname (config-tunnel-general) # secondary-username-from-certificate ou

FEECHERAT A0 T4 T v FEAEN OB U F ) =P L2 T 5 X 51051
m\%/%Wﬁw~7wwwnﬁﬁ%~FT%meymﬂMuwmmeZVVF%ﬁ%Li
T, ZDa~wr R&E7 747 U AEHEE 721X SSL VPN (AnyConnect) 7 7 A 7 > bkt
AT 200850, & —V &2y Ra—FICERRICT 20 E I NERET S
F—U—REFEHLET, ZOMREILT 740 N TEDICHRESNTWETS, 77947 L
A FFarb SSLYITAT v N ATy a VFRBHICEHNTE ET0,. FRFEnEO o<
VRTRETHVLERDY £,

hostname (config-tunnel-general) # secondary-pre-fill-username-from-certificate
{clientless | client} [hide]

e ZIE, DT T4~V Leh o Z U O OFGEZ pre-fill-username % {75 121%
WOa~v ReANJLET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # pre-fill-username client
hostname (config-tunnel-general) # secondary-pre-fill-username client

el AT 2R AR EZ RG5O T 2R — N2 ELET, 77 4L hDiE
:J:ij:\ 70'7/('7 ) NMHJ‘_E—B-%/\-/C@* Zha~<xy }\ j: Emunﬁf@ﬁf%%ﬁ%ijﬁ

hostname (config-tunnel-general) # authentication-attr-from-server {primary | secondary}

e ZE, B oV RAEY— AN EREET DR, ROoavr FE AN LET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # authentication-attr-from-server secondary

Ty va r EREMT AR —YH (TTA 2V ERITEL X)) ERELET. T 74
NV MEIZT T A~V T, ZEHRIAAX—TNICTDE, 200D —TFLTE Yy g
ERIAETEET, BHEIIEy v aroa—HL L L RSNz —FA DT EEE
THOVLERHY T, Evvaroa—VLE, THV LT 4T, Byvary T—F_—
A, syslog, 78y ZHINZIRE SN D 22— T4 TT,

hostname (config-tunnel-general) # authenticated-session-username {primary | secondary}

el 23, By va s LEEMT DRBGEL— A 2w N o D RREEY — AR S &5 f
ETHICE, kROoa~vr REANLET,

gEHIno7aL. =T Ry — s&U1—F ||
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B =+ 75 £RBETOT 7 1 L0 IPSec KEVI BIEDRE

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # authenticated-session-username secondary

JE—FT7ORREHETOT 74 ILD IPSec IKEV1 BTEDERTE

ATvT1

ATy T2

ATvT3

UEe—h 727828717 7 A /LD IPSec IKEV] B AR ET HI1C1E, ROFIEAZEITL £
T ROBMAIX, VE— T 78RR T m 7 7 A V&2 T TIHER L TWD Z L aRifEE LT
WET, VE— 77 BRER 70 7 7 A LICIE, LAN-to-LAN#Sfe 7 7 7 A L L W $ %<
DEMENRH Y T,

FIE

VE—h T778%A by Z—7 0O 1PSec BMEZIFET 5121, YTV arTHA L
F—RFELEFYLT 2 THFANE—RTROaA~v REASN LT R RAVT0—T ipsec J&
PEE—REBMBLET, Yo7 IR L T, E— FRERINTZ ERb0D £7°,

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

Zoaxry RIZEY, bR T —Tipsec@Ea T 4 FaL—a v E— RRRBESN
¥4, ZTOF—RFTIE, Yo7 arydxA N E—REHIIvLVF ar5F AN EF—RTY
E—FNT I ERAX M RATIL—TD IPSec BIEEHRELET,

el ziX, WOa~v Rk, TGL E WO ARIOER 7 v 7 7 A VIR T 5 o xr s —7
ipsec BHEE—FDOa~v L R ZEE2BELTWET, Yo7 MAEL T, horxn
T Nn—"7ipsec BT — RIZA-T2Z LD 7,

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

FHEHFF—ICES IKEVI 2R — N T 57-010, Faifdkax—2BEELET, =& 2
1Z. ROz~ RiZ, IPsec IKEvl UV E—F 727 v 2# k7 v 7 7 A /L0 IKEv] ki 2 R —
57201z, FaiEAEF— xyzx ZEEELTWET,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-ipsec) #

BT OFEAEZFEH L TET O ID MG 5208 9 hEfREL 7,

hostname (config-tunnel-ipsec) # peer-id-validate option
hostname (config-tunnel-ipsec) #
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ATy T4

ATy Th

ATvT6

UE—k 7O RREGTOT7 4 L0 IPSec kvt Bt0zE [

ERTE A7 Y a AEE, req (W) | cart( GEHETYR— S TWH5E) . nocheck
( GA~=72\v) TF, 774/ Mireq T7,

el 21X, RO~ Nidpeer-id BGEENSMLE L Z L A fRE L TWET,

hostname (config-tunnel-ipsec) # peer-id-validate req
hostname (config-tunnel-ipsec) #

SEAEF = — L AEETELINEINEZEBELET, kO~ NiE, — FEFHE L T
D FAL CAFEHEZXELTWET,

hostname (config-tunnel-ipsec)# chain
hostname (config-tunnel-ipsec) #

ZORBMIX. TRTDIPsec bR TN—TF A4 FITEAINET,
IKE B TICEETHREAEZF#INT L F T A MKRA  FOLAFIZHEELE T,

hostname (config-tunnel-ipsec)# ikevl trust-point trust-point-name
hostname (config-tunnel-ipsec) #

WD~ RiL, IKE E7IZEET 2REEOARTE LT mytrustpoint Z 5 E L TV E 7,

hostname (config-ipsec) # ikevl trust-point mytrustpoint

ISAKMP ¥ —7 7 A4 7D LEWVMELFTFENDY N TABIEERELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

threshold /X7 A —X TliE, E7 N =TT I7A4 7 F=FX V) T 2MET5ETORETA K
VIR 2 F0% (10 ~3600) THREL £, retry /X7 A —Z L, =77 T4 TIENZ[F &
N pol2%0) FIAMOBETT Q~108) , IKEX—77 54 7%, 74/ KT
A FR—TNTT, ISAKMP X —7"7 74 7 %7 4 &—7/MZT 5HIZIL, isakmpkeepalivedisable
EABDLET,

72 ziE, koa<v R, IKEF—7 7794 7DOLEWVMERE ISHIZREL, U RTA4 A
2= 10 RICRELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold /X7 A —H# DT 7 5/ MEX, VE— 727 B ADEEIL 300, LAN-to-LAN DI5H&
X110 TF, Fio, retry XT A =X DT 7 4V MEZ 2 TH,

it b (BX=2T7 F—bTUxA) T, ISAKMPE=X VU 72 L TCHIBLARVWE I
WET LI HEAIX, koa~ RE AN LET,

gEHIno7aL. =T Ry — s&U1—F ||
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B rsecUE—F 7o EREHETOT 71 L0 PPPRIORE

ATy 71

hostname (config-tunnel-ipsec) # isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

ISAKMP /~A 7'V v REEFES . XAUTH F72131 7V v FXAUTH 2 6E L ¥ 7,

|sakmp ikevl-user-authentication =~ > %, ASA GRGEIZT VX NVAEHEZEHT 2 0 E R H
L%6. BEOY E— F VPN 22— HRGEIC RADIUS, TACACS+, %7213 SecurlD 7 £ D L 77
/wéﬁﬁﬁ%%”@ﬁﬁﬁﬁ“é%%b\%éiﬁ/\ Z. N 7Yy RXAUTHREGRER F285 5 2 72 I fifi
MLEFT, "7V >y RXAUTHIZ L > T, IKED 7 =—X 1 3RO 2 DOFIAIZpEI S v E
To 208 TAAT Y v RIRGEE FHEIET,

a) ASA %, HEHEDAF—H2HEHA LT, VE—F VPN 22—V L CRAELEd, =
kv, HAMICRIETADIKE X2V T 4 7Yy T—2a UL SN E T,

b) WIZ., XAUTHZH#R Y E— h VPN —HFEZWEEL £ 77, ZOIERGEGETIL, AR —h &
NTWBRERDOWNT N DA RN A TE £,

GE) FRREXA THANAT U v FICRET D121, FENSGRFEY — 2% E L, Faijdt
EX—ZER L, "TANRA L FERETHLENHD 77,

isakmp ikev1-user-authentication =~ > K & 47> 2 > @ interface /37 A — X & L C,
BEDA 2 —T 2 AZFEETEET, interface N T A —H ZEMT 2L, ZDav
NZT_XTOAL U F—=T oA ATEH I, AV F—T oA AT LIZa~vy RREEI N
TWARWEADARy 77 o7 LTHRELET, #7107 7 A1 112 2 ©D isakmp
ikevl-user-authentication =~ > RZ4EE L TV C, 1 Didinterface/NT A — & ZfliH L.
HO1IDIMMEA LRGSR, A v —T 2 ABRETDa~r RFZFORHEDA 4 —
Tz A AEBELET,

7o & 2, WO a~ 2 RiE, example-group & FEIEAL D458 7' 2 7 7 A W DONERA o &Z —
T2 A ATNAAT Y v FXAUTH 214 R—7 /W LET,

hostname (config) # tunnel-group example-group type remote-access

hostname (config) # tunnel-group example-group ipsec-attributes

hostname (config-tunnel-ipsec)# isakmp ikevl-user-authentication (inside) hybrid
hostname (config-tunnel-ipsec) #

IPSec V E— 7O REHTOT 74 )LD PPP BHENDHRTE

VE—RNT 28RBS 77 A VDRA L VY —RA 2 F7a haLVglas®RET 512
ﬁ@im%iﬁbifoWPE@iI%w)%~F7?%2@%&7m77%»;t#@%
SNFET, ROBBIL, IPSec VE— R T 27270 7 7 A VAT TIHER L TWA Z &
ZHifEE LTWET,
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ATy

ATy T2

IPSec ) E— k 77t EETO 77 1 Lo Prp BEDEE [

FIE

NV TN—T pppBlEa 7 4 Fal—2 a3 EF—RICADET, ZOFE— KT, kD=
~U REANLT, VE—FT7 2 A R RATL—TFPPP@MELARELET, Y7 b
DA LT, T FRRERINTZZ ERbnrh £7°,

hostname (config) # tunnel-group tunnel-group-name type remote-access
hostname (config) # tunnel-group tunnel-group-name ppp-attributes
hostname (config-tunnel-ppp) #

Tz, Roa<2 Rt TGl E WO A4RiDERe 7 a7 7 A )VICERT D horxvr—7
ppp BEE— R a<y Rz Z & 2MELTChWET, a7 (kL <, hrxis
J—"7 ppp BIEE— RICA-S -2 L Rb7Y £,

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ppp-attributes
hostname (config-tunnel-ppp) #

PPP #4f5\2xf 9 2 EA D71 b a Ve T 55852 A X — 7T D E I EfRELE
T, 78 b avoFEIZROWT AN £T,

« pap : PPP #%#5i C Password Authentication Protocol (/XA U — RFBFEZ' 1 h2)L) O %2 A
2=V LET,

» chap : PPP 4%t C Challenge Handshake Authentication (F% L' > Ny Ry = A Z3GET 1
fan) OfHEZA X—7 VI LET,

 ms-chap-v1 F 721X ms-chap-v2 : PPP ##¢ C Microsoft Challenge Handshake Authentication
Protocol (Microsoft 7% L'>' ¥ N> R =4 ZFRFET 1 L) o= a1 £720F
N—=Va 20 EA RX—7 VI LET,

« eap : PPP $%f¢ C Extensible Authentication Protocol (JEIEFRFEZ v h=2/L) OfiH%Z A 1 —
T LET,

CHAP & MSCHAPv] 1%, T 7 #/V h TA X —7 I > TWET,
ZOa<wy ROEIIRO EBY TT,

hostname (config-tunnel-ppp) # authentication protocol
hostname (config-tunnel-ppp) #

KD b avORiEET 4 B—7 T AL, Zoa<xwr Ko noBEXE2#HEHLET,

hostname (config-tunnel-ppp) # no authentication protocol
hostname (config-tunnel-ppp) #

723, RO~ RIZPPPEETPAP 1 ha a4 2—7 W LET,

gEHIno7aL. =T Ry — s&U1—F ||
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hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

WD a< 2 R, PPP#ii TMS-CHAP X— g > 2 7 haLofEHa2 A x—7 W LE
7,

hostname (config-tunnel-ppp) # authentication ms-chap-v2
hostname (config-tunnel-ppp) #

’D < Ri%, PPP #:5i T EAP-PROXY 72 /L Z A r—7 Wiz LT,

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

WD a2 R, PPPE TMS-CHAP X— g v 1 7a halofFERE2T 4 —7Lic LE
j—O

hostname (config-tunnel-ppp) # no authentication ms-chap-vl
hostname (config-tunnel-ppp) #

LAN-to-LAN i85 R D 7 € JLDERTE

IPSec LAN-to-LAN VPN #f: 7 17 7 7 A /L{%. LAN-to-LANIPSec 27 7 A 7 > b #3172 1) 36
ENFET, RETDHNRNTA—ZDELIIPSec Y E— T 7B ADE/RGL T2 7 7 A NLDHLOD L
[ U C7 A, LAN-to-LAN k> RILDFFN/NT A —2OEITV 72y £9, T 2T,
LAN-to-LAN 835t 7' 10 7 7 A V&R ET D HIEIC OV TR L E T,

« LAN-to-LAN #55s 7' 10 7 7 A VDA T & XA TOHE (23 ~2—)
¢ LAN-to-LAN B35 7' 0 7 7 A LD — R BIEDOHRTE (23 =—)

« LAN-to-LAN IPSec IKEv1 BHEDFRE (24 ~—)

T4 FDOLANto-LAN 8 O D7/ JILDaAV T4 Fal—3 Y

77 4/ k@ LAN-to-LAN 8t 7' 0 7 7 A LORNEIL, RO EBY T,

tunnel-group DefaultL2LGroup type ipsec-121
tunnel-group DefaultL2LGroup general-attributes
default-group-policy DfltGrpPolicy
tunnel-group DefaultL2LGroup ipsec-attributes
no ikevl pre-shared-key

peer-id-validate req

no chain

no ikevl trust-point

isakmp keepalive threshold 10 retry 2
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TR)O— B&Ua—Y
LAN-to-LAN #5701 7 7 A L& di e 52 1 ToiE [

LAN-to-LAN#5i 7 0 7 7 A VDRT A =R TV E— NT VAT 0 7 7 A VDIRT A —
ALV FOREALLIZELELO N —FTHEILTY, EBICHEELZHRETLHED
FfEMEEZEZE 2, ZZTRIDOITNA—T DT A —2 2E5NZEHA L E3, FARICEERE L7eWn
WNIA=ZIFTTXT, T 74NV NOERT 07 7 A VD EDEEMHRALET,

LAN-to-LAN i O D 7/ LD BRI EZ 1 TDIETE

BT 7 vy A VOLARTE XA TEIRET DI, RO X 9 Ztunnd-group =~ > K& AL
\i—g—o

hostname (config) # tunnel-group tunnel group name type tunnel type

LAN-to-LAN k> R /VDAE, # A Fiipsec-12l (12720 £3°, 72 & 21X, does &) £4RETD
LAN-to-LAN #5672 7 7 A W ZAFR T 2121, ROoa~x > Fe A LET,

hostname (config) # tunnel-group docs type ipsec-121
hostname (config) #

LAN-to-LAN 5 7O 7 7/ ILDO—RETEDHRTE

&

ATy T2

i 70 7 7 A NORIEMEEZRET DI, ROFIEEZFEITLET,

FIE

VTN aryTXARN T RERIIYIVTF 3T XA R E— RN T general-attributes ¥ — 7 —
REHEEL T, bR —T7— R — FEBRBLET,

tunnel-group tunnel-group-name gener al-attributes

B -
docs E WA LFIDESFET O T 7y A NLDPAIL. kD a<wr REATLET,

hostname (config) # tunnel-group docs general-attributes
hostname (config-tunnel-general) #

a7 IEL LT, config-general T — RICA-7=Z 0¥ bn0 £4, Fr XTI N—TFD
—fEMIT, ZoFE—FRTRELET,

TITHNE TN—T R —OLARTERELET,
default-group-policy policyname

1 -
KDa<y RiE, 7740 K~ Z—7 KU > —DARINI MyPolicy Z#HE L TWET,

hostname (config-tunnel-general) # default-group-policy MyPolicy

gEHIno7aL. =T Ry — s&U1—F ||
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B an-o-LaN Psec IKEV Bt DR E

hostname (config-tunnel-general) #

LAN-to-LAN IPSec IKEv1 B £ DEXE

ATy T

ATy T2

ATvT3

IPsec IKEv]l B2 ET HI2iE. IROFNEEFZITLET,

FIE

ko ZV T N—71PSecIKEV] JEMEERTET DX, o/ ary7FxAME—RERT~L
F 2T F A N E— R T IPSec-attributes F— 7 — R Zf57E L C tunnel-group 2~ > N & AJJ
L. b n—Tipsec @Ear 7 4 Xab— a3y T— RERBELET,

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

=& 21X, o a~> R T, config-ipsec — RZBAtE L. TGl LW IO ARiIOERE 717 7
ANDINTA—=BERETEET,

hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

Tuar T IRE LT, P —Tpsec@tEa 7 4 X2l —va v E— RICA-T
ZERDLNY FET,

A F—IZHS < IKEV] e YR — M 272012, FREAF—2HEL £,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key key
hostname (config-tunnel-ipsec) #

72L& z21E, kD~ Fid, LAN-to-LAN #5717 7 A VD IKEv] ##5ia R— b3 5729
12, FHETHE X — XYZX ZHEELTWET,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-general) #

7 OFEAELZEH L TE T O ID 2T 2089 hEEELET,

hostname (config-tunnel-ipsec)# peer-id-validate option
hostname (config-tunnel-ipsec) #

EHTEL2A T a 03, req (W) | cert( GEBFETYH AR — F S TWD5E) . nocheck
( GAXZ2vY) TF, 7740 Mireq T, 722X, kD a~> KX, peer-id-validate 4~
i3 % nocheck ICERTE L TWET,
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ATv74

ATy TH

ATvT6

LAN-to-LAN IPSec IKEv1 B0z [}

hostname (config-tunnel-ipsec) # peer-id-validate nocheck
hostname (config-tunnel-ipsec) #

SEHHEF = — L BRETEAINE I ERELET, kOT 7 v a i, /b— MEEHE L 4
TO L CAFEHAEZEEFE L TCWVET,

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #

ZOBMIE., TRTO RN R TA—F A FICHATEET,
IKE BT E T DEAEEZRINT D2 F T A RKRA  FOLA4RIZRELET,

hostname (config-tunnel-ipsec)# trust-point trust-point-name
hostname (config-tunnel-ipsec) #

7ol zE, oa~y Rk, b7 A RMRA > b4 % mytrustpoint [ZFRE L CTWVET,

hostname (config-tunnel-ipsec)# trust-point mytrustpoint
hostname (config-tunnel-ipsec) #

ZOBMIX, TRTO MRV TN—T BZ AT ITHEATEET,

ISAKMP (IKE) ¥—77 74 7DOLEVMELFHFAISNDY M7 A AR EL 7, threshold
IRTGRA—=R T, ETNRX—TTI7A T =4V T HBRETDE TORET A RAVER 21
# (10 ~3600) THRELET, retry X7 2A—X %, F—T 7 74 TIREBRZE IR ho
HOY FTAMORBTT Q~108) , IKEX—77 74 71X, T 74/ hTAF—T b
T, IKEXF—7T 747 %7 4 8—7MICT5HI21E, isskmp =2~ RO no XA AT L E
R

hostname (config) # isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

72 21X, oa<r R, ISAKMP ¥ — 7794 7O LEVMEZ I5FIZHEL, UV FTFA
A LB =N E I0RIZERELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold /85 A —#% OF 7 4L MiilZ, LAN-to-LAN OHA1E 10 TF, retry /85 A — & DF
7 4V MEIZ 2 T,

et b (BEFa7 F—hU=xA) T, ISAKMPE=Z U L 72 HRLTHBELRNE I
BETAEASIE. koa<wr REAHLET,

hostname (config-tunnel-ipsec) # isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

gEHIno7aL. =T Ry — s&U1—F ||
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AT ST ISAKMP /~A 7'V v F#FE TR, XAUTH £7213~1 7 U v K XAUTH #$E L £

isakmp ikevl-user-authentication =~ > R, ASA FEFEICT VX N GEAEZ M T 2 0N H
L6, BELOY E— b VPN = —HWFEGEIZ RADIUS, TACACS+, F721% SecurlD 72 XD LA
—Ip FRERRE T 2 MER D H5EIC. N 7Y v RXAUTHRGED: F245 5 72 D ITff
HALET, "7V v FRXAUTHIZ L - T, KE®7:~X1#&®20®$%_Aﬂéni
T, 208 TAA T Y w RFHGEE TN ET,

a) ASA X, MDA —HIFZHEH LT, VE—F VPN 2—HIZx L GRAELET, =
LY, HERIZEFET D IKE Y X2 U T 4 7Y vm—a UBNHENLSNNET,

b) WIZ. XAUTHRHAN U E— K VPN 2 —HZREEL £9°, ZOREFGETIE, AR— S
NTWBIERDONT OGN EHHTE £9,

GE) FRREXA THANAT U v RICRET DI, FENSGRFEY — 2% E L, FHaijdt
BXx—%1EkL., FTAIKRA LV FERETHLENHY 9,

7o & 2, Mo a~ 2 Rk, example-group & ML D457 0 7 7 A VDA T Y » R
XAUTH ZA £ —7 /W LET,

hostname (config) # tunnel-group example-group type remote-access
hostname (config) # tunnel-group example-group ipsec-attributes

hostname (config-tunnel-ipsec) # isakmp ikevl-user-authentication hybrid
hostname (config-tunnel-ipsec) #

D54 F72FLASSLVPN Yy 3 VDEHEIOT7AILDETE

7747 MU ASSLVPN #7107 7 A VD s RV 7 —T7 @M. hrxa s
N—TFDH A TP webvpn T, strip-group =~ > K & srip-realm =~ > K% S 720 %
BRWT, IPSec U E— R 72782070 77 A NLDLED LR UTT, V94T R
SSL VPN I[Z[EA DJEMITR 2 ICER L ET, IROIMTIE, 7747~ ~ LA SSL VPN #fit 7
077 ANEHRET DHHFECONTIHH LET,

e VI AT ML ASSLVPN Y a v O—fik b p AT NL—TBIEORE (26 2—)

e 7 TIA T RLASSLVPN Y gD L —7EMoRE 30 2—)

{1}

54T RLASSLVWPNEY S 3 oD— B FoRIILTIL—TEBHEDETE

e 70 7 7 AN DO RBMEZRE ETIERE T DITE, ROFIAT AT A—Z ZiEELE
D

FIE

AT EEEERET DT, Yo/ ar T XA N E—REREYLTF 2T HFANE-RT
tunnel-group general-attributes =~ > K& AL ET, TN T, bR —7—fKElE=
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ATy T2

5547 RLRASSLVPN v 3 vn—fi ko L—TEnEE |

Y74 FXab—vary B=FARRENET, YT AR TSI EICEREL TS
W,

hostname (config) # tunnel-group tunnel group name general-attributes
hostname (config-tunnel-general) #

AfOIE CHERK L 72 TunnelGroup3 O —fx@IEZ R ET 521X, IROa~ RE AT LET,

hostname (config) # tunnel-group TunnelGroup3 general-attributes
hostname (config-tunnel-general) #

mﬁﬁ%naw%7#%éﬁm\ﬁmﬁéﬁw%7@%w%?ﬁbiﬁo%Ebk#%ﬂ&
N—FIEENFEAE LT XITn— IV T2 R—ZAEZFFHHE AT 285803, $—U—F
LOCAL #3EBML %7,

hostname (config-tunnel-general) # authentication-server-group groupname [LOCAL]
hostname (config-tunnel-general) #

72 & 2, test E W) ZRTOFRIEY — R TN —T %% . PREEY— N T — T TCREENRA
ka%ﬁm%ﬁw#%ﬂ_7¢%WA/7¢éio #é X, o< REAILE
j—o

hostname (config-tunnel-general) # authentication-server-group test LOCAL
hostname (config-tunnel-general) #

authentication-server-group 4 C, FANIRE LIZFRGE — " E 72T — D7V —T %2 f5E
T3, REEV—R"ERET DL, asa-server 2~ REFEHALET, Fv—7 X 7®ﬂ§j<a§
1T 16 X5 T,
TN—TZDOENCH DI v ARNICA v A —T = A EARETHZLICEY, f 4 —T =
A RAEGORFEEFHETHIEHTEET, ROA ¥ —T = A RIT 7 4/ b THEAFHEIC
o TOET,

s inside : 1 % —7 = A A GigabitEthernet0/1 D44 i

« outside : A > ¥ — 7 = A A GigabitEthernet0/0 M4 i

GE)  ASADHEA 2 —T 2 A4 AT KLRZ (IPv4 & IPVv6 DI JT) 1Z. 7T A4 ~X— MAlD
7 RUAZEREEFE L THTIRY £ A,

mwmmnvy°%ﬁmbfﬁﬁbk%®m®4y& 7z A ZABEHFRETY, RDa~v
Ri%, #REIZ 'UL**/\servergroupl T % outside E WO LBTIDA v B —T =2 A ZADA L Z—
?7::/fJ<II¥§0)mun ﬁgl/7:b\§57ro

hostname (config-tunnel-general) # authentication-server-group (outside) servergroupl
hostname (config-tunnel-general) #

gEHIno7aL. =T Ry — s&U1—F ||



BHEIOT7AN, FL—TRYL— B&va2—¥ |

B /57 rLassiveNtEy s aoo—f@ ko R L — TREORE

ATvT3

ATy T4

ATy TH

ATvT6

FFY A T, MHT BRI — A SN — T OLRERE LET (HETBHE) . RAEE
AL TWARWGEEIZ, AT v 7 6ICBATLIEIN, ZOMERET 56, 22— 138w
BRAF — 5 ~—AAHET B LER B Y T,

hostname (config-tunnel-general) # authorization-server-group groupname
hostname (config-tunnel-general) #

AP — RERET DL, asasarver o~ REFEHALET, Z0—7 Z TORKEIL 16
LFTY,
72l z2IE ko a~<r Rk, BAY— 70— FinGroup Z 425 Z L #FEL TV ET,

hostname (config-tunnel-general) # authorization-server-group FinGroup
hostname (config-tunnel-general) #

=PI AT AT DRI, TOA—FREFITRAISNTWDLBEND 5008 5 hataiE
LET, 7740 FTERMIFERSNEE A,

hostname (config-tunnel-general) # authorization-required
hostname (config-tunnel-general) #

SERHENORAI 7 = ) —HOALRTIZ S5-I+ 1o - 13EH O BEEZTFEE L E7,
oMLY, YTV DN 74— L RO DS 2RO —4 L LTHEHAT A
MBREESNET,

hostname (config-tunnel-general) # authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}

ez Woa<r Rid, ONBHEEZRIHO2—FA L L THERTL 2 L2ELTVE
B

hostname (config-tunnel-general) # authorization-dn-attributes CN
hostname (config-tunnel-general) #

authorization-dn-attributes (%, C (|#) . CN (##4:) . DNQ (DN f&ffi) . EA (B+A—
T RLRA) . GENQ (H:AVESfiT) . GN (&) . | (f1=v+1) . L (M%) . N (&
B . O (k) . OU (Mfk—~=~> k) . SER (U T7/A&ES) . SN (IE) . SP UNE/=iZ
FREFE) . T (B . UID (=—HID) . BLOUPN (22— 77U UL 2—4) 3
HoET,

AT arvTC HTLIZT IO T 4 T =R TN —TOL4HIERE LET (FET L5
B) o THOT A TEMEHL T ZRWGAIE, AT v 7 TIEATZSW, 7T v
T AT Y= RERETDHICIE, asasaver av 2 REERALET, ZV—7 ¥ 7o KkER
16 LF T,

hostname (config-tunnel-general)# accounting-server-group groupname
hostname (config-tunnel-general) #
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2R, koa<wr RiE, ThoT 07— 70— comptroller #5252 & %
BELTCWVET,

hostname (config-tunnel-general) # accounting-server-group comptroller
hostname (config-tunnel-general) #

RT9T1 A7 arT, TI4NKITN—T R —O4RIEEBELET, 77 4+/L MEIXDAGrpPolicy
T‘j‘o

hostname (config-tunnel-general) # default-group-policy policyname
hostname (config-tunnel-general) #

WOBITIE, T 74N s T V—T R —D4HTE LT MyDfltGrpPolicy Z 7% L TWE T,

hostname (config-tunnel-general) # default-group-policy MyDfltGrpPolicy
hostname (config-tunnel-general) #

ATV T8 A7 3T, DHCP — 3 (K10 —/%) OAFIEZIZIP T KL A, BLXODHCP 7 K
LA =) (lgK6 7)) OAFERELET, VA MERIIAR—ATRUIY x4, 5
7 4/ TliX, DHCP — &7 RL A =W S nE ¥ A,

hostname (config-tunnel-general) # dhcp-server serverl [...serverl0]

hostname (config-tunnel-general) # address-pool [ (interface name)] address pooll
[...address _pool6]

hostname (config-tunnel-general) #

GE) A F =T A RZ[EFRT v a THELLER DD £77,

T RVA T =)L, Fu—sUb a7 4 F¥alb— g F— KT iplocal pool =2+
YREFALTHRELET, 7 FLR F— L OREDFHMICONTIZ, VPNOIP T
FLZA ZZRLTIZEN,

AT w9 H— 3 RADIUS. RADIUS with NT, £721X LDAP —_DE4E, 72 3T, AT —
REHE A 2 —T W TEET,

G¥)  FEREICLDAP 7«4 L7 b U =2 L TWD5EA, /2T — FEHIT Sun
Microsystems JAVA System Directory Server (IH44 #:/d Sun ONE Directory Server) 5 X
Y Microsoft Active Directory Zffi ] L CTH A — h ZivE T,

eSun:Sun 7 4 L7 hU H— 2T 7B AT HI20DIZ ASA IR E STV D DN
B, b—=ROFT 75V RXAT—=RRY =T Vv ATELHLERHY £,
DN & LT, 47 FUEHE, £720137 4 L7 b U EHEERE O 22—
AT E2MRLET, £00%, 7740 5 RRATU— KRR Y > —IZ ACI
ERETEET,

« Microsoft : Microsoft Active Directory T/S A U — REH A A 2 —7 /LT 5121
LDAP over SSL Z &R ET 24 E N H Y £,
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B /57 rixssiven ey avo b oLy L —TREORE

COMREIXT 7 4L hTA =T NI TERY . BEDRAT — ROAERHIRNESL &
—PIEE A TR LET, T 740 F Tk, HIREIN D 14 HEjliZ 245 R8s SN E T,

hostname (config-tunnel-general) # password-management
hostname (config-tunnel-general) #

P — 303 LDAP Y — DA ARSIV Z LI T 22 ERERBEINDSETOHE (0
~ 180) ZfRETXET,

hostname (config-tunnel-general) # password-management [password-expire in days n]
hostname (config-tunnel-general) #

GE) NNV T N—T—fkEtEa s 7 4 X2 —var E—RKTANLE
password-management =~ > FIZ k> T, FrR/V7—7 ipsec BYEE— RN THA]
WA ENT=IEHELRE O radius-with-expiry 2~ > RV E#z bhvEd,

CDavwy RERETHE, UE—F a—FRa (5L X2, ASA L, 2—HFDHIE
D/NAT — ROFYIRIESNTND Z & FFHERTIN TV Z ExEmLET, £
NG ASA X, 2—FPNRAT—REAERTELHL9ICLET, BATONRAT— RBEEL
TWRWES, 2= FZFORAT—REFERALTr 7o > Lkt 5 Z £ T&E £4, RADIUS
F 721X LDAP FRED R E STV WS ASA TlXZoa~v»r RREHR I ET,

TR o T/RAT — RBHIREINIC/A 2 E TORBPEE I NSO TIHR <, ASAR/IR
U — RAHIREIAIC 22 2 A RN 2 — P~ DEE AT 200 ERE SN D LWV ) JIZiEE L
TN,

password-expire-in-days ¥ — 7V — RZ$5ET 55615, BEBIEET 2LERH Y £7,
SRR OW T, XA U — REHLH D Microsoft Active Directory DF%E (44 _X—3) ZHM L
TLTEEN,

D9ZA4ATF72RLASSLVPNEZY 30D b RILTIL—TEHEDERE

ATy T

77 AT ML ASSLVPN #7107 7 A JVICEA DT A—Z EZRETHICIE. ZOHED
WOFNEEZEITLET, 7T AT b LA SSL VPN /&, umiwwwwkbfﬁ%mfwi
Lze ZNHDEMIX. F o7 —7 webvpn BIEE— R CREL £,

FIE

7747 UASSLVPN ko RILTN—TDEMEZRET HI120E, ROa~> REANL
ThURATN—7 webvpn BYEE— RIZAVET, 77 "R LT, T— KREFEX
Nz Enbn £,

hostname (config) # tunnel-group tunnel-group-name webvpn-attributes
hostname (config-tunnel-ipsec) #
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ATy T2

ATvT3

5547 RLRASSLVPN Y v avm ko L—TE0EE [

7= &z, sales EWHOARTDY F 4T > F LA SSL VPN k> RV 7 )L—7 O webvpn EME%
RETAITE, koa<wr FE AL LET,

hostname (config) # tunnel-group sales webvpn-attributes
hostname (config-tunnel-webvpn) #

AAA, TUHXNGEHE, 3T EHHT 570 0RGET A FEET 521X, authentication
a<w> REANILET, AAA, GEAE, FREMAFE2ETEDIEF CHRETE E7,

hostname (config-tunnel-webvpn) # authentication authentication method
hostname (config-tunnel-webvpn) #

&z j: @(O):J*7V/'% i<Af\AA&fﬂE@qgia)ﬁﬁjia)wuﬂE%fn$gTIJEEjf

hostname (config-tunnel-webvpn) # authentication aaa certificate
hostname (config-tunnel-webvpn) #

ASA T, NetBIOS#4 % IP 7 KL AL~ v 79 572D NetBIOS R — b $r— 27 =V — %3k
BFLET, 7947 FLVASSLVPN Tik, VE— K VAT ADT7 7 A NET 7 EAEIZX
HAHF 5720 NetBIOS S TH, 7747 b LA SSL VPN Ti&, NetBIOS & CIFS 7
g haEFERALT, VE—F AT LADT 7 ANET 7 AF-13IE LES, Windows
AU —HIZEDA E 2 — 24 EER L7 7 ANEEERE LES ET5 L, lBESNH
27740 Y—=NiIxy bU—7 LDV V) — R EEBT DEEED NetBIOS 44 & xfhis L £,

NM&%%%@Wéﬁémﬁ\m&<&%1ﬁ@Nmmm%~ﬂ(Txb)% XE T D BN
b FET, TEMEEZEHTLDITINBNS B — "% 3 OFTHRETETET, ASAIL, UA L
@%@@#—A%Nmmmmms%mm&_ﬁmbi¢07i) DR DL, ROYP—
DEAENET,

CIFS 4 BifE 2 4% NBNS (NetBIOS F— A H—ER) H—_OLHIZ4EET DT
nbns-server 2~ R&EFEHLET, =X MU IZ3DETANTEET, EHDOZD
2, RETDIRPOT—NIETTA <Y H—/T, ZOMDOY— NIy 7T v TT, Th
D (72720 WINS = T3/ ) ~AX— T T 0¥ THLINE I, XA 27 7 MER,
BIO®U b IARELIEETEET, WINS V—NFE/id~v A ¥ — 7T 79 L, #@H. ASA
CRICRY U= B, ZOFy NT—I NLEERRERGINICERESNE T, XA LT U
MEIBRIX Y b7 A B ORI ET 2 HERH D £,

hostname (config-tunnel-webvpn) # nbns-server {host-name | IP address} [master] [seconds]
[retry number]
hostname (config-tunnel-webvpn) #

7= & 212, nbnsprimary &) ZFIOY— "% T T A< U L LTHREL, $—3192.16822
A =L LTHREL, TNFNIZ3IEDOY T4 Z2F L, SROXA LT 7 -
FRETHITIE, koa<wr REALET,

hostname (config) # name 192.168.2.1 nbnsprimary
hostname (config-tunnel-webvpn) # nbns-server nbnsprimary master timeout 5 retry 3
hostname (config-tunnel-webvpn) # nbns-server 192.168.2.2 timeout 5 retry 3
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hostname (config-tunnel-webvpn) #

BZALT YT MEUBOMEIZ1 ~308 (G782 . U R IAEEITO~10 G741
ME2) T,

kRN T —TF webvpn BT 4 2 L —3 g F— FTnbnsserver =t~ > K& ]
T5HE, webvpn T2 7 4 Fa b—3 g v F— RTHHERE O nbns-server i~ > RN EXHZ 5
nET,

T N—T ORISR ET DI, group-alias 2~ > REFHLET, /—7 A/ U T R
ERRETLE, 2R RV N—T 2B TE 5120 LORBABERESNET, =
CTHRETAZIN—=T A VT AL, 2—HFoul A X=JIZhHbb Ry rZ 7y )R b
WCERENET, FINV—TIH L TEEOZA VT AEZRETHZ L H, oA U T AZIEE
LinwzZ ety Taxd, Thehzhloa~y FTRELET, ZOMEIX. L7 L—7Rn
Devtest] <° QA 72 EOBEE DM H 4 THE SNV TWDIGEITHEF]TT,

KT N—T A4 VT AR LT, group-alias 2~ REAHNLET, A VT AIT 7%
VR TAR—=T NI TWET, KA VT AL, A7 v a r THRMICA X—T7 NV E 20X
T4 —TNICTEET,

hostname (config-tunnel-webvpn) # group-alias alias [enable | disable]
hostname (config-tunnel-webvpn) #

72EZIE. QA EWIHILHID U RNV T N—T DA U T AD QA & Devtest &2 A 1 —7 /LT
DI2E, WOa~xry Re AT LET,

hostname (config-tunnel-webvpn) # group-alias QA enable
hostname (config-tunnel-webvpn) # group-alias Devtest enable
hostname (config-tunnel-webvpn) #

(G¥)  webvpn tunnel-group-list 1£, &~ T 5 (FayF¥ v ) Z—7 U R MIXLTA
X =TT HLERH D £7,

I N—T DG URL £721XIP T RUAERELET,
group-url url[enable | disable]

12OD 7 N—TZxt L THEEDOURL £72137 RLAZRETEET (MHEELRNIEHT
XFET) . HITNV—TURL £721E7 RLRIZHK LT, group-url =~ K& A LET, url

i, 2O MRV TNA—TDURL £721X 1P 7 RUAZELE7, http £7213 https 7' 12 b

aNEED, URLEIXT FURAREREZIEET HDHLERH Y £9, FURLELITT FLRIL,

ERNCA =TV (T 7 HN ) ETET 4 E—T M TEET,

ITN—TDOURL £7XIP T RLAZIEETHE, 2—FRa T A VR NV—T % %IRT D
WEENRIRL e 9, 2—¥Ra (35 E&, ASAIL, tunnel-group-policy 7 — 7 /LN D L—
PFOFEE URL £72137 RLRAZRKE L ET, URL £721E7 RLAR RO | group-url 238
BT 7 A IVNTA X—T MR >TWDEA. ASAIL., BIEOER 7 0 7 7 A L& HERY
IR LT, e/ A4y U4 RUZa—VEZT7 4 — /L RENRRT— R 7 ¢ —)L RIZT &R
LET, 2LV 22— A ¥ —T =4 ANfEFEILS, ZV—7 VA MPR2—PF|TFR
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SN D LWORENBMENES, 2—WFICRRT L0741 T FUIIE, £
a7 7 A NVHICRESNTE D AZ A B—2a UIMERSIVET,

URL 72137 RLART 4 B—=T M7 >TEY | group-alias WX E STV DHEGEE, Z/L—
TORuyFEYT YA RNPRREN, 22— PITRRETOLERH Y £,

B U URL £72137 RV AZEBDO 7 N—7 1A Z L3 T A, ASAIL, H 7
077 ANVDOURL £72137 LR &ZIF ANDENCFE D URL £72137 K L RO [E A M 2 HEE
L7,

51

RadiusServer &9 ZHID b > R/ 7 /—7 2% LT /b—7 URL http://www.example.com &
http://192.168.10.10 % A *—7 VT T HIZIE, kDO a~ 2 RE AN LET,

hostname (config) # tunnel-group RadiusServer type webvpn

hostname (config) # tunnel-group RadiusServer general-attributes

hostname (config-tunnel-general) # authentication server-group RADIUS

hostname (config-tunnel-general) # accounting-server-group RADIUS

hostname (config-tunnel-general) # tunnel-group RadiusServer webvpn-attributes
hostname (config-tunnel-webvpn) # group-alias “Cisco Remote Access” enable
hostname (config-tunnel-webvpn) # group-url http://www.example.com enable
hostname (config-tunnel-webvpn) # group-url http://192.168.10.10 enable
hostname (config-tunnel-webvpn) #

ZIDOFNZASNTIE, V7 FA T L ASSLVPN vy avDa—FHa /(0 740 Ry
DHAF<A R 36—=) BB LTLIEEN,

AnyConnect 7 7 A 7 MMERIZ 7 V—7URL i+ 50— KT U ZRATIE, 77
ALNDHASA / — T, J—=FOa—FNRF v TORTY v 7 RLADTV—TF
URL & [RIERIZ, (RAEZ AKX 7T RLAD T N—7 URL R ETHLENH Y 77,
il -
RDEDIRT RUARRESNTNDZ FAFHNTD2ODASA / — FeffifiLizn— R A
Z v 7RI LTz group-url ZE%E L E T,

« 10— K XT3 Z O AR TP = https://vip-vpn.example.com/groupname

* ASA1 = https://asal.example.com/groupname

* ASA2 = https://asa2.example.com/groupname
ASAL D F U RN TN—TFRETIL, KD group-url BFXE SN TWALERH D £,

hostname (config) # tunnel-group LBl type webvpn
config)# tunnel-group LBl general-attributes
config-tunnel-general) # group-url https://vip-vpn.example.com/groupname

config-tunnel-general)# group-url https://asal.example.com/groupname

hostname
hostname
hostname

ASA2 O h U RV T N—TFRTETIL, RO group-url NERESNTWDLLENRH Y 5,

hostname (config) # tunnel-group LB2 type webvpn
hostname (config) # tunnel-group LB2 general-attributes
hostname (config-tunnel-general) # group-url https://vip-vpn.example.com/groupname
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ATvT6

ATy T1

ATvT8

ATvT9

hostname (config-tunnel-general) # group-url https://asa2.example.com/groupname

(f£E) AnyConnect4.6 Cix, FLAIALT 7 7 L O SAML A BILIES L, AL Y
U—=ANEDRAT 47 (OB 77U FRAaIcEES by £ L7z, VY —246 LV LAETO
AnyConnect 7 7 A 7> h" CSAML i L TREGET & 5 L 9129 5121, saml external browser:
EABLET,

hostname (config) # tunnel-group [tunnel-group-namewebvpn-attributes]
hostname (config-tunnel-webvpn) #saml external browser

T 7V N T, 4.6 £V HREITO AnyConnect 7 7 4 7 > M, SAML #ffi ] L THfi C& £t
o ZDFT v a it HBEDOU Y —ATHIREND FETT,

(EE) ZNV—7URLDWTIhE AN LI2GEIC, 7 m 7 7 A L 2 LIZFEITH O Cisco
Secure Desktop @ Hostscan 7 7'V 77— a U N BRFED 2 —HF 2GR 521X, ROa~v R
ZANILET,

hostname (config-tunnel-webvpn) # without-csd [anyconnect]
hostname (config-tunnel-webvpn) #

ZOavwry REANTDHE, ZRLDOE Yy a Oy RBRA » MRESRE S0z
FAFTIv 7 T7278AKRY— (DAP) a7 4 Fal—g /%ﬁ%&ﬁ‘éb%ﬁ)&)@ifﬂ

Z O4aBR% AnyConnect #:5¢ D AIZHIBRET 2854618, anyconnect ¥ — VU — REEHET, F—
J— R&EGHRWE . ZORKRIZZ 747 MU ARG, LA ¥ 3 8. B X O AnyConnect
Eﬁ_ﬁﬁéﬂifo

7747 MUASSLVPN £y v a O 1 7 7 A WA 2 DNSh— R 7 v —7 %
FBET AL, dns-group 2~ FEMEHLET, BETDHIN—T1L, Za— 1 ar7gy
X2 l— 3 F— KT (dnsserver-group 2~ > K3 KO name-server 2~ > K& L )

REFRHD T N—T Tl DB N b £,

T 7 4V M TliE, #5707 7 A /LIE DNS —2 N 7 )L—"7 DefaultDNS Z#fEH L3, 7277
L. ¥X%=2V7 4 77747 ATDNS BEREMRTDRNIZ DT N—T52RET HMLEN
%Diﬁ—o

WOBNE, corp dns &V ARTOHDNS — R L —TFEREL, #7077 AL
telecommuters DY —/N J)L—T g E L F 9,

hostname (config) # dns server-group corp_dns
hostname (config-dns-server-group) # domain-name cisco.com
hostname (config-dns-server-group) # name-server 209.165.200.224

hostname (config) # tunnel-group telecommuters webvpn-attributes
hostname (config-tunnel-webvpn) # dns-group corp_dns
hostname (config-tunnel-webvpn) #

(R BEEELFBAICHEHT L7 747 FMEAEN L 2—FAZHTE 5 L5127 51
X, by R Zv—7 webvpn JBMEE— KT prefill-username =~ > K& H L £,
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hostname (config) # pre-fill-username {client | clientless}

prefill-username =~ > Ri%, o —HF4 /AT — FORAFEL L0 O —H4 L LT,
username-from-certificate =2~ > K (h > x A7 V—7 —fENEE— F) CTHRE LZiFHE

T 4=V B SN 2= A DOERZ A F—T7 M LE T, FEEMED Z OFRIFR
Woa—HLEERT 500, MADa~y RERETHLERHY 7,

GE)  N—V 32804 Tk, 2—VHITFMANEINEFA, 2—F4HT7 41—V FHD
EEISNET—ZIIEHE I E T,

WOBITIE, 77—,y ary7 4 Xalb— g F— RKTANINT, remotegrp &\ 9 4Ri
DIPSec VE— TV EBARA MRV TN—T2ER L, iEHEND D2 —FAORG%E A *—
TMZ LT, SSLVPNZ T4 7 2 MRAEETLIXFF R D7 =V — D72 O DAL RINT ¥ X VR
MOIRELTWOAIRERNGDLZ EERBELET,

hostname (config) # tunnel-group remotegrp type ipsec_ra

hostname (config) # tunnel-group remotegrp general-attributes
hostname (config-tunnel-general) # username-from-certificate CN OU
hostname (config) # tunnel-group remotegrp webvpn-attributes
hostname (config-tunnel-webvpn) # pre-fill-username client
hostname (config-tunnel-webvpn) #

AEETIIFFRICERT 227 74 7 MNEHENS B X Y a—FAEZHHTE D L 5 1cT
%121, tunnel-group webvpn-attributes “&— RPN T secondary-pre-fill-username =~ > K% fif ff]
LET,

hostname (config) # secondary-pre-fill-username {client | clientless}

(f£&) AnyConnect £721XSSLVPN 7 7 A4 7 b X 70— KT 572D NV—T R
—F o — VAR T 4 Fa L —a L Eh EEXTANE I NEIRET ST
override-svc-download =~ > RZHH L £, ZOMERITT 7 4L F THEGICRE SN TV E
—g—o

tX2 VT4 T T7A47T A, vpn-tunnd-protocol 2~ RIZX > T/ N—7 KY I —F
lda—VF L EETY 7472 AR SSL VPN 34 X — T /UIZ72 5 TV HENE H TS
WT, UE—bh 22— LTZ 747 > b U AEHEE 721X AnyConnect 7 7 A 7 2 M e
FFATL £, anyconnect ask =~ RIZE B2, 7947 hEaXura—RT50, £700%
WebVPN AR — A R—VIZRD KO ICa—WFIZERL T, 7947 v bOa—F =7 ZAXY T
YARERLET,

L, FFED N RN T N—TTrTA L L TWETTAT Y PV A 2—WFZiE, ¥Ur
=R 7T IR TTHETRZESZ L7, 7747 F LA SSLVPN AA—LS—
DhFRTHENTEET, overridesve-download i~ > RZEHHT5 &, BT n 7 7 A
N LRNLTZDE ) =PI HBEARIETEET, Zoavr Nky, #pre
77 ANMERE TR 7 A 9 B2 —WIZIE, vpn-tunne-protocol =~ > K& 721X anyconnect ask
g~y ROBREICERZRL, 2EBIZY 74T L ASSLVPN th—A—UNEREND
Xo1T72 £,
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WORFITIL, B 7 7 7 7 A /L engineering @ k> R /L7 )b—"7 webvpn @M 7 4 F 2 L—
YarE—RIAD, 74T N E =R 7y T hOIN—T R =L a—¥4
BHERELE EEE TR T 7 7 A VA X—T M LET,

hostname (config) # tunnel-group engineering webvpn-attributes
hostname (config-tunnel-webvpn) # override-svc-download

(ER) FEESMES SNz L2 ou /A VHEE~O RADIUS HEFRG A v E— Y OFERE A 1 —
TWZT DI, radius-gect-message 2~ > RAEMEH L E7,
RIZ., engineering &\ 9 4RI 7 7 7 7 A Wk L CRADIUSHEGR A v E—Y DFRREA
X =TT HH R LET,

hostname (config) # tunnel-group engineering webvpn-attributes
hostname (config-tunnel-webvpn) # radius-reject-message

954 TF7 2 FLASSLWPNE Y L3 vDa—FEOTA V94V Ky
NDHARIAIA X

NAL <A B =2 aNldkoT, al A4 VIl —PIZRREND T 4 v RUDIERRED
FT, DA ALB—vary RXITA=FFX, 7747 ML ASSLVPN ORED—H & LT
RELET, ERFLD Web 2=V DAF~A ¥ = arZBALT, /A v lca—3
ICEREND Web =YDy 7T v K7 4 —)LEERT5HI2i%, 7/ —7 KU 2 — webvpn
a7 4 Falb—3 3 F— KT customization 2~ F&ZAJTILET,

hostname (config-group-webvpn) # customization customization name
hostname (config-group-webvpn) #

7= & 2 IE. blueborder & WIHLRIDOH AX~A B —2 g vV EEHTHI20E, kOa~r REA
JILET,

hostname (config-group-webvpn) # customization blueborder
hostname (config-group-webvpn) #

HAR <A — 2 IR, webvpn E— KT customization =~ > R&Z AN L THEL F
T

WOBNE, 123 EVWIHILFTDOH AF <A B = a VBRI T Ha~y Ry —F v A%R
LTWET, Z0avwr R yr—4rrRZL-T, NAU—R Fa 7 MRERINET, K
OFE, testpolicy E WD AFTD T N—T" R —%EF L, customization =~ > K& L
T. V947 ML ASSLVPN B 302123 E WO LRTIDOH AZ AP — 3 U2 FH
THZEEBELTWET,

hostname (config) # webvpn
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H54FUFLRASSLWPN £y Y 3>01—4RASTA Y 91w Eonhzs34X |

hostname (config-webvpn) # customization 123

hostname (config-webvpn-custom) # password-prompt Enter password
hostname (config-webvpn) # exit

hostname (config) # group-policy testpolicy nopassword

hostname (config) # group-policy testpolicy attributes

hostname (config-group-policy)# webvpn

hostname (config-group-webvpn) # customization value 123
hostname (config-group-webvpn) #

HAR<wAP—varradrA N e#ETa 7 A VOMBEDEEHHET I LT, &F
SERITN—TIZH L TR0 IA L V4 RUE®y N7 7 TEET, & 2T,
salesgui EFFIEN DA S~ A B—2ar a7 7 A NVEER L THLILE, TDOHAZ~A
BT—rar a7y A NVEFEHT S sales EMEFTNDY T4 T NV ASSLVPNE Y a U H
DT 0 7 7 A N RO X I ITHERTE £,

FIE

webvpn E— R T, 7 I9A4A T MLV ASSLVPN T VB ADIAZ~vAE—Ta v E2ERLE
T, ZOHBAIE, salesgui LWV I LRETT, T 7 4/L kD1 2% mycompanylogo.gif (ZZEH L%
9", mycompanylogo.gif # ASAD T T v a AFEVIZHFFIIE—RL, REEZREFELTWVD %
ENH Y FT, FEMICOWNWTIE, 2T 47 FL A SSLVPN O 2B8B L T Z&u,

hostname# webvpn

hostname (config-webvpn)# customization value salesgui

hostname (config-webvpn-custom) # logo file diskO:\mycompanylogo.gif
hostname (config-webvpn-custom) #

Ja—)Lar7 4 Xal—aryET—RC, a—H¥FELE2 Yy N Ty 7L, HIFEEELE
754 F7 2 NV ASSLVPN O D A Z <A ¥ —3 3 v & BT E9,

hostname# username seller attributes

hostname (config-username) # webvpn

hostname (config-username-webvpn) # customization value salesgui
hostname (config-username-webvpn) # exit

hostname (config-username) # exit

hostname#

Ja—\)Lary 7 4 Xal— g F— RT, saless EWIAHIDY T4 7T b LA SSL VPN
TyiardD AT N—T R L ET,

hostname# tunnel-group sales type webvpn
hostname (config-tunnel-webvpn) #

ZOHHR T 0 7 7 A Ikt L Csalesgui W AX VA B—varEaFEATLI LA ELET,

hostname# tunnel-group sales webvpn-attributes
hostname (config-tunnel-webvpn) # customization salesgui
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E~
Eﬁ’

AN —

ATYTE ASAICR T A T 2720l a—NT TP ATTTET FL AT 57 /v—7 URL &%

ELET, =& 21E, ASAIZIPT FL R 19216833 NEREINTWBEHEAIL., 7/ /—7URL
% https://192.168.3.3 IR E L 7,

hostname (config-tunnel-webvpn) # group-url https://192.168.3.3.
hostname (config-tunnel-webvpn) #

BUA L ERNSEDLTDICR— bESRLERGEIL, an ki TR— NEBEEEL
i#mﬁAm\:@m&%wmﬁﬁ7u774wk7/t/7b\:%ﬁﬁmmmwmms
WZn A Ll IR RINDH 1A VHEHEIC salesgui WA X~V A E—var a7y AL
AL ET,

ADIKE2 D SAT2Uo D RRIL T IL—TIZDUNT

foxn Z—71%, horpEERRY) —E KM L7 a— Rty F T, AAA —
BT D M RN TN—TEREL, BT A—XEREL, T 74NV DT N—T R
Vo—%ERLET, ASAIL., P A —7 % NEHICRE L E9,

IPSec U E— hT7 7B ADTF 7 4L b bRV 7 )L—71% DefaultRAGroup T¥, 5 7+ /1 k
R ZTN—F1%, BETHZEIETEETR, HIRT2Z 13 TEERA,

IKEV2 Tit, Blova—h B8O £ — FRAECLI 2 H L CIERFERIE R AR ECTE 7
(DF V., EETICH L OEFEEA F—35E 2 5% E L, BNk U CIERER ERGRE £ 721

EAPBGEARECTEET) . LR -> T, IKEREZMHT D &, WlTOMNENETNRRD 7
LT X )V CRRET D IEXRRAE A C& £9 (Fpidba F—. REE, E72IXEAP) .

DefaultRAGroup |& EAP FBFEHICERET A2 ENH Y £9°, Ziudk, FEHIEFERENFENE DN
REIEH S TV \_M%@&747/b%m%ﬁm@b/zw7w~ (9=
YTTHILRTERNIZDTT,

EXAER—Z D IKEv2 B DY HR—

ASA TiZ, RO IKEV2 BBV FR— NS ET,
« INTERNAL IP4 ADDRESS/INTERNAL IP6 ADDRESS : IPv4 £7-1X IPv6 7 K L &

N

() TaTNVAXyT (APv4 L IPV6 Dl DT KL RED 4T) 1%,
IKEV2 TiEV R —FENFHA, IPVAT KL ALIPV6T KL AD
WFNER S, WHOT KU ANE ) Y CRIREZR AL, IPv4
T RUADHZRPED B THIET,

« INTERNAL IP4 NETMASK : IPv4 7 KL A Ry NU—27 <R

« INTERNAL IP4 DNS/INTERNAL IP6 DNS : 75 A < U /&4 >4 U DNS 7 KL 2
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« INTERNAL IP4 NBNS : 75 A = V/&H % U WINS 7 KL &
« INTERNAL IP4 SUBNET/INTERNAL IP6 SUBNET : 27U v b bR 7DV A |

« APPLICATION_VERSION : #H I Ed, £F =2 U7 1 LOBHENL, ASA D=V 3
UEMELELLWE DISEITERE SNEYA, L, 77947 MERESNAf 2 —F
FRIZZDRMEEEHDH T ENTE, FHID ASA D vpn-sessiondb =2~ > K ) & syslog
ICEREINET,

DAP OHH— k
Wi 4 A 7T DO DAP R Y U—REET AT HIZE, FiILWI TAT U N XA TD
IPsec-IKEv2-Generic-RA i H L CZ O#EHG X A SN EDOR Y —% I A2 N TE £
7,

JE—RTFTI9ERISA4T72 DRIV TIL—TEIR
WROFIZ, VE—FTI7VARAITAT U NEFEHARER N RNV T N—TF T a0V A

FERLET,
VEe—hs727 | borxv s | Z—7URL [GEFHHEDNR |F7 4/~ 7 | ZO4h
®A AT |\ N—T U A} a N—"
~ b (DefaiRAGIp)
AnyConnect | )i ESIIN ESIIN st B
VPN 7 A4 T
b
Windows FEXFIE FEXFIE o Xfhia St AV
L2TP/IPsec (o —%
(ALY T— a4
K IKEv1) DFEDE
A
L6
o 72 L
(PSK %
EAT 5
A
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FEYE S — 2 D
IKEv2

HxpIi

X

o KHit
(g—%
VIR VA
DFFAE
AR

L858)

L
(EAP &
AIE %
T 55

‘)

FIIIN
G¥)

DefaultRAGroup

N—X % fEH
TAHREND

AV

N Y

DET.

BRER—XDIKEV2 V547 > FORFEYHR—

WRDFRNZ, fEHER—ZADIKEV2 7 FA T bEYHR—FINTWVWAHR

j«O

\}

FRDOY A NERLE

GE)  FEHROBIBRIL, ASA ETidR<, 72947 F LoV R—rofgEcES3&E4, 73T
D EAP FDFRFEIX, 7747 M E EAP Y — R TASAICL > T7ar¥ SuET, EAP
FHROVAR— NI, 7747 k& EAP — 3D EAP RO YR— MIHESEx £4,
2547 k%4 |EAP-TLS EAP-MSCHAPv2 EAP-MD5 SEBAZEDH PSK
TIREEH
Linux ko ML « ISE : %/ « ISE : )i K hix K hix
StrongSwan
« ACS : Xt « ACS : Xt
* FreeRadius : » FreeRadius :
PSP PSP
« FreeRadius % « FreeRadius %
o AD : xf o AD : %t
it it
Android o ML « ISE : Xfhts FEXF i P AL
StrongSwan
« ACS : %fJis
* FreeRadius :
K
* FreeRadius %
o AD : %f
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gE~—20 K22 547> boREsE—+ [

254 F7> k44 |EAP-TLS EAP-MSCHAPv2 EAP-MD5 SEEAZENDH PSK
TIBEEAK
Windows 7/8/8.1 « ISE : )i «ISE : %) ML It ML
« ACS : xfIi&s « ACS : Xt~
* FreeRadius : * FreeRadius :
PSS PSS
* FreeRadius % « FreeRadius 7%
o AD : xf o AD : %t
Windows Phone « ISE : %) * ISE : %} ML ML AL
« ACS : %fhis « ACS : %fIis
* FreeRadius : * FreeRadius :
st st i
« FreeRadius % « FreeRadius %
Hd AD : xf Hd AD : xf
N N
Samsung Knox BALAD *ISE : %})is « ISE : %t/ PSS ALY
« ACS : %fhi « ACS : %fhi
 FreeRadius :  FreeRadius :
i i
« FreeRadius #% « FreeRadius #%
D AD : %f D AD : %f
;[L\ ‘I:D
i0S 8 « ISE : %) * ISE : X}t ML K his K hix

« ACS : Xt~
* FreeRadius :

* FreeRadius #%
H® AD : %I

~
L

« ACS : Xt

FreeRadius :

FreeRadius #%
H® AD : %I

~
L
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5547 k44 |EAP-TLS EAP-MSCHAPv2 EAP-MD5 SIRZENH PSK
TIFBIEAK

Android XA 7 4 |#%E%47% L « ISE : %l ALY st I
77547 b

« ACS : Xf)in

* FreeRadius :

3 It

* FreeRadius %
o AD : 5
I

BEHEIAE R

EDIE NN

—w»ﬁﬁﬁ%mﬁ@7 0 ha VAR ERL, INEH OBy v a s XA TS TRHHATE S L

CERERRET e ha v NMERSNE Lz, 7 T4 T 2 RSSSLEERE 21T 78 o THERTRREE
%%#ék B SSL HEHe2MT 72040, ASA TR, 7 747 > MR GEAERIEZLEE LY T
AT MEAEAZERL WD I 2R LET,

ASAIZ, UE—hF TR ZATD KRV 7 L—7FD AnyConnect Fefe |2 55 70 FRGE A 7%
ELET, "RV TN—T =y 7L, GEAEL—L v B 7 group-url 72 £ ORESF
DIHETEITSNE TR, BERBGEFEITZ FA4 T hexravo—hanET,

!l
tunnel-group <name> webvpn-attributes

authentication {{aaa {certificate | multiple-certificate})| saml}

FRREA T Y a3 T AAA DR, GEHEDO A, HEGEHED A, AAA LFEAE, AAA
LHEHGEAE, B X OSAML T,

ASA (config) # tunnel-group AnyConnect webvpn-attributes

ASA (config-tunnel-webvpn) # authentication?

tunnel-group-webvpn mode commands/options:

aaa Use username and password for authentication
certificate Use certificate for authentication
multiple-certificate Use multiple certificates for authentication
saml Use SAML for authentication

ASA (config-tunnel-webvpn) # authentication multiple-certificate?

tunnel-group-webvpn mode commands/options:
aaa Use username and password for authentication
<cr>

ASA (config-tunnel-webvpn) # authentication aaa?

tunnel-group-webvpn mode commands/options:

certificate Use certificate for authentication
multiple-certificate Use multiple certificates for authentication
<cr>
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EAPID 2MET 2-00s Ty D AT 3 nst |

EAPID ZRBT5E=HDITYIDA TS 3V DETE

Microsoft Windows 7 IKEv2 7 7 1 7 b, Cisco ASA Y— 378 h %)L 7))V — 7 R ERIZfE A
TERVWEIIZT DD, IPT RLAZA U H—F v h F—%H: (IKE) ID & LTEE L
£, ASAIZ. ASANZ T4 7 LA EAPID Z B3 T&E 5 £ 912, EAPREREH O
query-identity 7> a VA HEH L TRET 2L ERH Y £7,

SEAER— A OO ST, RO X H12, ASA — 3¢ Microsoft Windows 7 7 74 7+ k
OREAFEICILREX — L (EKU) 74—V RREENTWALERH Y 7,

« 7747 FEHETIZ, EKU 7 4 — )V R =754 7 NERRREAETT,
° —&%/\nﬁwif i EKU 7 A — }\ ']j‘%‘/\wuu nEEﬁi“CT

FEBAE L. Microsoft Certificate Server £ 72 1LZ DD CA — b EE TE 5,

EAP PRIFED A 1. Microsoft Windows 7IKEvV2 7 F A 7 v h MM EAP R O FijIZ EAPID 3
RE/FGHET, 77472 MIEAPID BXR%ZEET 5121%. IKEV2 ASA — S ED kR L
T N—T Fa 77 A I/LNTquery-identity — 17— KA ﬁéﬂ“(b‘é LEMERLTLIES
Uy,

GE)

ATy T

ATy T2

Windows CA U »v b bR U ZIREITTE B L HIT IKEV2 Tid DHCP RT3 R —
FEhET, ORI, IPvda A7) v b b U T BETOLEEL T,

FIE

Bl A 7% IPsec ) B— b 77 B AIZRIET DI, tunnel-group =~ > R&E AT LET
HE3CIE, tunnel-group nametypetype T3, = :“C\ name |% R %V Z—FIZE Y YT AL
AICTHY ., typelX b RO AT TT,

WOBITIE, IKEV2 R % —2° 44kkaol59636jnfx (Zi%E S E T,

hostname (config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 44kkaol59636jnfx

G FREZTE T T DT ikev2rem0te-authentica1i0n pre-shared-key =~ > R E 7= ikev2
remoteauthentlcatlon certificate 2~ > RERETHILERNH Y £,

FEAENR— 2 D — %A—74KBQ)%~k77txﬁ747/b%ﬁﬁbtn WRGEE

FAR—FF 55 E UCTHERGEY = h =L (EAP) #IEET HI21E, ikev2
remote-authentication eap [query-identity] =~ > KZ&fEH L 9,
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. XA — K& F D Microsoft Active Directory D% E

GE) U &— FF¥FLET EAP A - :f/bizjfné&zbi SFAEZMERH L Co— I VERGEE A %
7E L. ikev2local-authentication {certificatetrustpoint} =~ > R&MEH L CHZR b F
A LKA L NERETDMENDHY £T, €5 Larolcaid. BEAPREREERNE
HINET,

TI3AT 2 "R, VE— FRGERAICGRESINTZA TV a DT _RTTIERL, —#%
FERATEA LT 2EEOFTarPNHyET,

IKEV2ERt D%, R RV I N—T DO~y B 7T, UVE— MNEGREIEHATE 53
AEFEC (PSK, FERAE %i@m@)&n~ﬁwmu’ﬁ%f%émﬁﬁﬁ(ka
FOGENE) | ki0m~ﬁwmﬁfﬁ%¢5%7ka4xk%%m¢6b%@%
DET, BE, v v BV OEFIE, BT ERIEETHERED 7 4 —L ROME) S
S GEHE~ > 7&2MH) SNZIKEID MEHSHET, WFot 7y a ik
BLEESAE, BEERENT 74V DY E— K T2 ®8A hrpb S v—F
DefaultRAGroup vy B rEanEd, iHE~ v L VE—F ETREEAET
HALENTEBEICORBEHENDH AT a T, 2O~y ATk, Bied hox
w&w%7~®7/t/&#7 ETT, iEAZEFIEOLHEDH, V—IVET1XT 7 #
IV EDOBREERFEH LT hxL Z—70ERN 7o £ 3, EAP #iFE L O PSK
HAEOBEIX, 7 I9A4T v b (RN ITN—TZN T 527747 k) DIKE
IDF/23T 74V bOBREEZHEHA LT b RrL T A—TOBRBMNTORET,

EAPZREET., 7 9 A4 7 N IKEID & 22— 4 ZABNCRE TX WA,
DefaultRAGroup k> /v ZN—T%EHT 208N’ H Y £,

WOHFITIE, EAP FRFEERMER S TWVWET,

ciscoasa(config-tunnel-ipsec) # ikev2 remote-authentication eap query-identity
ciscoasa (config-tunnel-ipsec)# ikev2 remote-authentication certificate
ciscoasa(config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 12345678
ERROR: The local-authentication method is required to be certificate based

if remote-authentication allows EAP

ciscoasa (config-tunnel-ipsec)# ikev2 local-authentication certificate myIDcert

RATYT3 EHEEGRMFLET,

hostname (config) # write memory
hostname (config) #

N R Ch D I & AT 5 I121E, showvpn-sessiondb summary % 72 1% show crypto
ipsecsa 2~ RZ2MHH L ET,

INA ) — P%EE%O) Microsoft Active Directory D 3% E

FFEIZLDAP 7 4 L7 R U H—NEEH L TV A5G, /SA T — REHT Sun Microsystems
JAVA System Directory Server (IH4:FRi% Sun ONE Directory Server) %3 & U Microsoft Active
Directory Z i L CTHAR— hShvE 7,

B 2570740 GL—TFTRIo— BLUaI—H



| #&Tno740, YL—FRYS— BLUa1—H
RED T A VBIZART— ROEEEL—FIC3H T =50 Active Directory DR ]

eSun:Sun7 4 L7 U H—NIZT 7 ERATH-DIZ ASAITRE STV S DN A, $—
NROFTH NV I RAT—RRY) O —IZT7 7B ATEXH0ERHY E4, DN LT, T+
Vo NUREBRE, E70E3T 4 L7 MU EHEHEREFF O AT 2 L AHERE L E
T, FE, TNV NAT =R KUY | ACI ZRETE ET,

* Microsoft : Microsoft Active Directory C/XA U — REH A A Rx—T7 /LI T 5121, LDAP
over SSL Z i ET D MENH Y 7,

Microsoft Active Directory T/N AU — REHLAMIHF 5 121%,. —ED Active Directory /X7 A —
ZEFEL, ASAT/RAY— NEHZRETHILERHY T, ZOHTIEH, SFIER/A
U— REET 7 v a VIZBE T 5 Active Directory DX EIZ DWW T LET, T b O]

%, ASATO/NRYT — REFIRA R—=T W7 > TWT, T 532 U — NER RPN R E
SINTNDHZ EEFHEE LTOWET, ZOHOFFEDFIETIL, Windows20001Z351F % Active
Directory D FFEIZE M L TWET, ZOHETIE, @FRHILDAP 7 4 L7 U H— &R L
TWHZ E&ARE LTWVET,

REIAT A UBFIZNRT— FOEEREZ1—HIZ54H 9 5 =8 D Active Directory 05 A

WEa 7 A VRRZ 2 — Y XA T — RO E 22— FIC5Rl 3 5121L, ASA D h R 7L—
TikEE a7 4 2 L—3 g F— KT password-management =~ RZ$EE L T,
Active Directory TIROFNEZ FEITLET,

FIE

AT 71 [Start] > [Programs| > [Administrative Tools] > [Active Directory Usersand Computers] MDJIE|Z 5
RLET,

ATwF2 £V v LT, [Username] > [Properties] > [Account] % &R L £,

AT w 73 [User must change password at next logon] = v 7 R v 7 A% AN LET,
IOa—YRKRER T AT DHEXIZ, ASATROT a7 FinFREiET [Newpassword
required. Password change required. You must enter a new password with a minimum length n to
continue.] fg/PNE/NA Y — RE niL, [Start] > [Programs] > [Administrative Tools] > [Domain
Security Policy] > [Windows Settings] > [Security Settings] > [Account Policies] > [Password Policy] T
Active Directory ¥ ED—# & L T E TE £7, [Minimum password length] Z 3R L 97,

Active Directory ZFER L=/ \XAJ— FOZKEHBHDIEE

X2 VT4 2T D7D, —EOBERREE SA T — RBRHIREINICR D X IZHRET
EET, 2P RRU—NORRADBEEZBET HI21E. ASA D R T V—T k)&
M7 4 ¥ 2 b—3 3 F— KT password-management =~ > K& L. Active Directory
TIROFIAZFEITLET,

gEHIno7aL. =T Ry — s&U1—F ||
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. Active Directory % {1 L f1=fx/N/ X 7 — KR O34

\}

GE)

ATv T

ATy T2
ATvT3

LR, SAT— ROBEZAEOREHRERE FATTL/2DIC N RV T N—T VE— T 7 & A
a7 4 X2 lb—varO—ie LTHEESIN TV radiuswith-expiry =~ > RiZIEHELEIC
o TWET, Zoawr NE, bR —F—KEEE— R TADEN5
password-management =~ > NIZE XX HVET,

FIE

[Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] > [Windows Settings] >
[Security Settings] > [Account Policies] > [Password Policy] Z#R L £ 9,
[Maximum password age] %% 7 /7 U v 7 LET,

[Define this policy setting] = v 7 /R v 7 A% A2 LC, # A9 5 [Maximum password age] %
HEAMTHELET,

Active Directory = L I/ XX T — KR D&

ATy
ATvT2
ATvT3
ATv74

NAT — ROF/NEZERIT HIZIE, ASAD b XNV TN—T—kEtEary 7 ol — 3
> & — KT password-management =~ > RZ 57 L, Active Directory TIRDFHEA FAT L £
R

FIE

[Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] Z&R L £7,
[Windows Settings] > [Security Settings] > [Account Policies] > [Password Policy] Z &R L £ 7,
[Minimum Password Length] 2% 7 /v 7 U v 7 L7,

[Define this policy setting] = > 7 R v 7 A% A N2 LT, SRAT— RIZED HULEN B DR/
B ERELE T,

Active Directory Z{§FH L 1=/\X 7 — FDEH DR

ATy I

BHEZe AT — R 7ok 21X, KXFEDLTF, B BIXORSR T2 50\ AU — K& 3
KT BITIE, ASAD R RNV T N—T R 7 4 ¥zl — g F—RT
password-management =~ > K% AJj L. Active Directory TIRD FNAZFEITL £ 7,

FIE

[Start] > [Programs] > [Administrative Tools] >[Domain Security Policy] &R L £3 ., [Windows
Settings] > [Security Settings] > [Account Policies] > [Password Policy] %2R L 7,
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AnyConnect 2 5 4 7 > h £47K— k3 % RADIUS/SDI # v t— S0k Tn 77 A LoiE [

AT 72 [Password must meet complexity requirements] z % 7 /L'~ U = 7 LT, [Security Policy Setting] %
AT7alRy 7 AEREET,

AT 73 [Define this policy setting] 7= » 7 iR v 7 A% 42 L C, [Enable] Z &R L £,

NAT— ROBEMEVED TR, 2 — YRR — RELETLH L XIETARNCRY £, 72
EZE, WEIa 7 A VR NA Y — REFZ5EHT 5, £721En BHIZ/ AT — RAHIREI
WD EDICRELIZGAE T, A VRS, HILWRRAT—ROATZROL T 07 K
MER S, VAT AIEHE/R SR T — FET == T ARET,

AnyConnect 7 5 A4 7 > b ZH7/K— 9 % RADIUS/SDI A v +— T D&
IO T7AILDERE

ZDIATIE, RSA SecurelD V7 b7 =7 h—7 Z&FEHT 5 AnyConnect VPN 7 A 7> |k
23, SDI H— 27 e ¥ 9% RADIUS y— NRRHTYZ 74 7 > MIEFE S b2—% 7'
VP MIELLIGETED LHICT B RIRICHOWTEHALET,

N

GE) Ewu uLT:*g% %&hi L/fi%/ﬁ\\ SDI & Fion 17 A~ PR O ‘H‘H/\“Cf:‘ﬁ‘ﬁ‘ﬂ‘f** f\ éﬂijﬂo

U E— k =—472 AnyConnect VPN 7 7 A 7 > F T ASA IZH&kE L, RSA SecurID h—2 %
EH L CRAEEZ A5 & ASAILRADIUS — N EIEE ATV, WIZ, FBREIZ DV T SDIH—
NEBEEITVET,

SREEDORBINC, RADIUS H— NIZASAICT 7V BEA F ¥ LY Ay —U% R LET, 205
DF ¥ LY AyE—UHIZ, SDIV =MD TF A MEERNEA v =V £,
DA yE—T TFA NI, ASA 3 SDI H— " & EPEHRE L TV 5355 & RADIUS V'R &% &
R L CHEE L TCWAEEE TR 9, D7, AnyConnect 7 74 7 2 MIRA T 4
7 SDI H— & L CRBI S H 572012, ASA [ RADIUS H— 306D A v — %IRRT 5
VERH Y ET,

F72, SDI A v =L SDI P — " TREFETHDH-H, ASADAvE—Y TFXFAMDOE
REZIT—H23, SDIV— DA vE—T T F A bk*ﬁt@“éz\%ﬁizﬁwit —E L2
/\ VE—h I I7A4T 2 ba—WPFRENH 77 ME, RiEFPIicnEE Sns7 7 v 3

IR L THEYICRWEERH Y £, TD7, AnyConnect7747/l\75>lf5/{’Cé°‘3‘
MM%H&W‘%T EMERNDH D 9,

RADIUS/SDI A v — 2R — 5700 8X2 VT 4 T34 T ADORE (47 ~=—
V) 7747 RE SDI YV — B OFRFEA MK S D L 9 IT ASA ZERET D HIEIZD
U\TnR%LiTo

RADIUS/SDI * v — L& HHR— b 520D EFa)Ta 7TS5A4AT7VADEE

SDI [E 7 @ RADIUS JG&E A v E—T Z MR L, AnyConnect:L_‘Viﬂliﬁ@Voﬁ77 TarvERD
270 NeRRTDHEIICASA ZEHTET HITIE, ROFIEEFEITLET,
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B rrowssol v t—SEYR— LT BEOOEELYTF A FTSATUROBRE

ATy

ATy T2

FIE

ho FNV T N—T webvpn 227 4 X2 b — 32 F— RN Tproxy-authsdi =2~ > R&HAH L
T, SDIH— "L DEHEBELZ VI 2 L— T 5 HET, RADIUSISER v —V&HRET D
TOOERT a7 7 AN (MR TN—T) ZRELET, SDIV— NCHFES LD —H
X, 2o T T 7y AN EN LCHERT OLERH D £,

1 -

hostname (config) # tunnel-group sales webvpn attributes
hostname (tunnel-group-webvpn) # proxy-auth sdi

Mo AN T N—F webvpn 227 4 F o L —3 3 > F— KT proxy-auth_map sdi =< > K& {#
MLT, RADIUSH—NICX > TEEENDA v =V TH A P EREELIT R8T 5
RADIUS JEEA vtE—Y TF A h%& ASA TRELET,

ASANRERTHT 74V bD A »E—T 7 F A M, CiscoSecure Access Control Server (ACS)
THEHINDT 74V DA vE—Y TF A2 T, Cisco Secure ACS #fEH LT\ T, 7
7%WF@}/?%VT%XF%ﬁmLTw5%Q<wAT%/ﬁ VITRAMNERET D

VEEH Y FHA, ENUSAOEEIE, proxy-auth mapsdi 2~ > REEH LT, AvE—
7‘3'\*2 FR—EFT 5L Li'fo

WDOFRIZ, AvE—Va—K, T74/VEDRADIUSIGZEA v =V THF AN, BIOKA v

T —VOMEEE TR LET, B2 VT 4 T T ITA T VAL, T—T MIFER SN DNEF T

SRR T 5720, A vE—TTF A MUEHT 2 XFHNINO XTI OY 78 v hTidlan
INTTDHDRENDLY £7,

72 & 21X, TnewPINJ 75 new-pin-sup & next-ccode-and-reauth D FIZk$ 57 7 4+ /0 D A >
‘YZ“—“/TﬂFX Y7y REE LET, new-pin-sup % newPIN] & L THE LSS, &
X2 VT4 T 74T AL RADIUS H—30v5 [new PIN with the next card code] % {g1
% & next-ccode-and-reauth = — R CiX7e < new-pin-sup 2— R &7 F A MEHE L ET,

SDIfEa— R, TT7HNL DA E—Y FTFRA R, BEOA vE—YOHEE

Ayt—Ya—F T 74 )L FORADIUSGLE A v | #dE
=P TEXbE
next-code Enter Next PASSCODE Z—HIX PIN 2 A SjE912k

Dhr—rrva—KRaEAT5
VERHDZLERLET,

new-pin-sup Please remember your new PIN |37 L\ 25 A 0 PIN 7324k
SNTEY, 2—FIZZLDPIN
ERRTHIEERLET,

new-pin-meth Do you want to enter your own | 357 L\ PIN OERLIC EDHT L
pin W PIN A 25 0%

a—WizmhaE T,
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sn—7xkus— I

Aytg—va—F

T 74 )L D RADIUS FEE A
=Y TEXb

new-pin-req

Enter your new Alpha-Numerical
PIN

2—WFARRO PIN 2 AT %
T EHEBERTDHLEERLE
‘d_o

new-pin-reenter

Reenter PIN:

Z— 3L L7z PIN ORER
DT ASA NINERHIfE
LEd, =2—Hicrer 7k
EFRRAETIC, 7 T4 T b
25 PIN Zffgsd L £,

new-pin-sys-ok

New PIN Accepted

a— R L 72 PIN 2852 1)
anshizz & ERLET,

next-ccode-and-reauth

new PIN with the next card code

PIN#/E., D h—2 v a—
R&FE-> TG, BIEDT=®
WZHT LWPIN ERD h—7
a— RO E AT HNE
NHDHZELEa—WFIIRLE
7

ready-for-sys- pin

ACCEPT A SYSTEM
GENERATED PIN

Z—WNRY AT WO PIN
R T D[N TETND
& EBIRTIZOIT ASA SN ERHY
WERLET,

DB TIX, aaa-server-host E— FIZA Y, RADIUS i A v & — new-pin-sup D7 ¥ A [ &

EELET,

hostname (config) $ aaa-server radius_sales host 10.10.10.1
hostname (config-aaa-server-host) # proxy-auth map sdi new-pin-sup “This is your

new PIN”

TIN—T R o—

COWETIH, INA—T R = ZORETFIEZOWTIHHL £,

TN—T" R —iZ,

IPSec ¥ O 2 —FBIEDBEME L EOXTNE vy MR o72H DT,

TN ZNZNER) (m—2)V) ITRAES D D, SO RADIUS — NIRRT SV E 3, e
TaT7y AVTIE, bRV, RO ERET A N—T R Y —MERH &
nNET, IN—7RIv—%FEATLHE, 22—V ERF2—FOINV—TIEMNE Y hekE
WHTE20T, 2—HFZLIZKREEZEINCHEET 2LERH Y THA,
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B 7o+rr0o—Fxys—ozE

2= N—T R —ZE YTy FFEOZ—FDIN—T R —%EH LD
THIIE, Fe—Lar 7 X alb—i g E— RTgroup-policy 2~ K& AN LET,

ASA T, TNV DI N—T R —REERTWET, ZEIITEXTHHIBRIZTTE 2
WTF 73V IDITN—T RY =2z, BOOEREICEAD 1 22U EO T L—7 KR 2—
BERRTAZ L TXFET,

WIS N—TF R — NN —T R o —2RETEET, NEZL—7 1L ASA DNES
F e B R—ZATHEINET, IS/ —7 1% RADIUS 72 E OANTEREE Y — 23R E SV E
T, JI—T RY—TiE, ROBHEND Y £,

* Identity

RO

I TAT N T AT U —VDORE
e kv xVY s 7u kaj

s [Psec DFRE

N=FRUxT I TA4T DK

» Filters
IV TAT U ar7 4 ¥al—va VORE
BB DR AE

TFTIHILEDTIL—TR)O—DER

<MATH\?71»%@7»~7ﬁ9?~ﬁ%@éﬂi¢o1@?7T”F7”“7ﬁ9
FEFETEETN, BRI TEEEA, T 74 DI IL—F KU 2 —%, DfitGrpPolicy
k“?%mfA%ﬁﬂ’befwi?#\_®T7¢WF®7W—7T)/—iAMAT
FNEFEHAT D EIICHE LRV AHIT2 A, ZOMDTNV—T K o —%EE
T2EE, AT LA2VWBHOMEIZT 7 4L O —T R = bk S ET,

GE)

DAltGrpPolicy |ZFXE S AL TV D (ZDHZICHIV ¥ THNT) §XTPD AnyConnect 7' 12 7 7 A
)b 5% A7 (Network Access Manager, Umbrella 72 &) % ¢ AnyConnect 7' 12 7 7 A /UL, o
T N—"7" 71U 2= DAltGrpPolicy 7> k&K 325 K D IZHIRAVIZERE SALTWRWEY | fhod
TN—T R —Z Lo TR SNERFA, 2F V. FED AnyConnect 7' 12 7 7 A VIR T
N—T RY U —TREINTWBHEE, DtGrpPolicy |2 BHE AT 54TV % AnyConnect 7' 12
77 AT S E R A,

TN NDTN—T R —FRormT DI, Roa~<w REATTLET,

hostname (config) # show running-config all group-policy DfltGrpPolicy
hostname (config) #
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TIZHNV DT N—T R o—%FETHITIE, WOa<wr Re AN LET,

hostname (config) # group-policy DfltGrpPolicy internal
hostname (config) #

GE) T7HNVIOTNA—T R —i, #IZHES (internal) T3, 2~ ROEL,
hostname(config)# group-policy DfltGrpPolicy {internal | external} T3 23, &% A 7 &4 (external)
AR HZ LI TEERA,

TI7AN DT N—T R —DLEDORMELZZEE T 555 1%, group-policy attributes ==~
VREMHLTEEE— NICAY, 20%, EENGROBEALEE T L7200 a~r REEE
LET,

hostname (config) # group-policy DfltGrpPolicy attributes

GE)  BEEE—RERNHE 7L —7 R =TI ET,

ASA TR END T 7 4L b D Z)v—7 K U 2 — DfltGrpPolicy I, KD EF Y TY,

hostname# show run all group-policy DfltGrpPolicy
group-policy DfltGrpPolicy internal
group-policy DfltGrpPolicy attributes
banner none

wins-server none

dns-server value 10.10.10.1.1
dhcp-network-scope none
vpn-access-hours none
vpn-simultaneous-logins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ikevl ikev2 12tp-ipsec ssl-client ssl-clientless
password-storage disable

ip-comp disable

re-xauth disable

group-lock none

pfs disable

ipsec-udp disable

ipsec-udp-port 10000
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-tunnel-network-list none
default-domain value cisco.com
split-dns none

split-tunnel-all-dns disable
intercept-dhcp 255.255.255.255 disable
secure-unit-authentication disable
user-authentication disable
user-authentication-idle-timeout 30
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ip-phone-bypass disable
client-bypass-protocol disable
gateway-fgdn none

leap-bypass disable

nem disable

backup-servers keep-client-config
server none

method no-modify
except-list none
local-bypass disable
pac-url none
lockdown enable

msie-proxy
msie-proxy
msie-proxy
msie-proxy
msie-proxy
msie-proxy
vlan none
nac-settings none

address-pools none

ipv6-address-pools none
smartcard-removal-disconnect enable
scep-forwarding-url none
client-firewall none
client-access-rule none
webvpn

url-list none

filter none

homepage none

html-content-filter none
port-forward name Application Access
port-forward disable

http-proxy disable

ssl dtls enable
mtu 1406

anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect

keep-installer installed
ssl keepalive 20
ssl rekey time none
ssl rekey method none
dpd-interval client 30
dpd-interval gateway 30
ssl compression none
dtls compression lzs
modules none
anyconnect profiles none
anyconnect ask none
customization none
keep-alive-ignore 4
http-comp gzip
download-max-size 2147483647
upload-max-size 2147483647
post-max-size 2147483647
user-storage none
storage-objects value cookies,credentials
storage-key none
hidden-shares none
smart-tunnel disable
activex-relay enable
unix-auth-uid 65534
unix-auth-gid 65534
file-entry enable
file-browsing enable
url-entry enable
deny-message value Login was successful,
met or due to some specific group policy,
VPN features.
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firewall-rule client-interface private none
firewall-rule client-interface public none

but because certain criteria have not been
you do not have permission to use any of the
Contact your IT administrator for more information



| #&rnorq0, Y—

SN—7 R

\}

TRYO—, KUY
sn—7xys—onzE ]

smart-tunnel auto-signon disable

anyconnect ssl df-bit-ignore disable
anyconnect routing-filtering-ignore disable
smart-tunnel tunnel-policy tunnelall
always-on-vpn profile-setting

FTIT NN TN—T R = IEFARETT, Fiz, BEICEAD 1 DU EO T V—7 K
V—HEERT AL TEET,

S, — ML

v—MDEXTE

TN—TRY =, §XTOFEED o RVTHEHATEEST, EH6055, NTFTA—X
NERICEEEINTOWRITE, 2O A—F1TF 74V 8 Z0—7 RY S —OfE %
LET,

REZATIZ, VoI aryrTX¥ANE—REREILVTF 27X AN T— ROMWGFTELT
TXxEJ,

G¥)

<N F arTHF AR T— NI IKEvl BEOIKEV2 A b —HA MZOHEHA S, IKEv]
IPSec ® AnyConnect, 7 7 A 7 > h L" A SSL VPN, Apple FAT AT VNPNIT FAT b,
Microsoft XA 7 4 7 VPN 7 A4 7 k. F721X cTCPIZITEH S vE A,

NI I—T R O—DFRTE

\}

T N—T R Y — DRI, FBET 2IMT P — SOMEAREG SN E T, MBI —7
ﬁUV*@%Aﬁ<MA#E@@7i) HEITCTEDAAA Y — N T —TEEEL, 20
I AAA P — R T N—T L BEEZTRIET 5 L ZIEHT AR Y- REBETALENRD

D FE9, FEREREEY — %A LTI/\T NI N—T R —J@gtEn, BIET D TEDL—
H# & F URADIUS H—NICh 256, TNOOMTARMINERELLWE T IHLERH D £
7,

GE)

ASA TOI IV —T41%. RADIUS —_"Da—HFL4L 2B TWET, DFED ., ASAIZ

NERTN—T X R E LT2HA. RADIUS r— 37 =) — % o —% X T B E8FEER &

R LET, Lo T, AT A—1%, ASA T & - THRIZ B %2 £ RADIUS J—X
Foa—FTH Y MITEEA, ST N — T BIENREET B T E D — L [6 U RADIUS
Y= NITHFEET DA, TNOHOM TARIZBEEIEL Z LI TE A,

ASA I%. #M# LDAP %7213 RADIUS % — S CO2—YRAELHH— k LTHET, ypwu_
/"’Hﬁiﬁﬁﬁ‘é L 917 ASA 2 ET AR, Y72 ASA R BIEAZ IS E L CH— A BE
TNEDRIEDY T v b Sl & O —YPITH T 2 REDT AT & E Y %Té%gﬁ@@i
Fo SHY—SERET HITHL, VPN DA AAA H— SORIE ORI TS,
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BHEIOT7AN, FL—TRYL— B&va2—¥ |

B mso—7%us—okm

FIE

SN N—T" R Y U —ZFRIET HITIE, IROFINAZFAT LT, server-group 4 & /XA T — R &

LT N—=T R v —DARHTL 2 A TE2/ELET,

hostname (config) # group-policy group policy name type server-group server group name

password server password
hostname (confiqg) #

GE)  HAEIN—T RY —DE, ViR— &b AAA —N ¥ A 7L RADIUS 7217

'(\“j_‘o

72 & 21E, o a~ > Rk, ExtGroup & W) ZARTONEE 7 V—7 R —MERK L £, =
DT N—TRY —OEMIE, EXRAD &9 A RTOFMT RADIUS — 300 B B S v, @k

ERET D & XITHH I D/ 8A T — K78 newpassword (ZHRE SV E T,

hostname (config) # group-policy ExtGroup external server-group ExtRAD password newpassword

hostname (config) #

GE) VPNOAFH AAA T —RORTEICHAINTHBE LI, WL OO X —[EAE

M (VSA) #HETXF 3, RADIUS H— MR Class B (#25)

ZRT I OICHRES

NTWDLEA, ASAIL, ZN—74ORGECEDEMEEEH L £3, RADIUS #—
T, BHEIIROEXTRET 24 ENH Y £9, OU=groupname, = = C, groupname

IZ. ASA CTREINZI N—T4 L F—T9, #]. OU=Finance,

REBTIL—T R o—DERL

WERZ N—7 R =R ETHINE, 274 Fa2lb—var T— REHKBELET,
group-policy =1~ >/ F‘%ﬁﬁﬁ LT, ZV—7 RV —0D4H[E internal # A 7 ZEELET,

hostname (config) # group-policy group policy name internal
hostname (config) #

7= & 21X, WDz~ RiL GroupPolicyl & W) ARTONE 7 V—7" KU > —% B L E 7,

hostname (config) # group-policy GroupPolicyl internal
hostname (confiqg) #

GE)

Wo T2 AERR L2 V—7 R o —DARNIEE TE 8 A,

F—TU— KfromZENML CEEORY O —DLARFIZIEETHZ 2k,
Vo—Dfizat— LT, N7 NA—7 R —D@BEasRETEET,
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hostname (config) # group-policy group policy name internal from group policy name
hostname (config-group-policy) #

7o & 2 I1E, WD =z~ RiL GroupPolicyl DJEME% =2 °— L T, GroupPolicy2 & V9 A RO N
ITN—T" R T —EAER L ET,

hostname (config) # group-policy GroupPolicy2 internal from GroupPolicyl
hostname (config-group-policy) #

— B REBIIL—T R O—EBHEDETE
FGIL—T Ry —4%

TN—T7 R —DZFNINER T N—T R o —DVERFFICER I N THVET, WoTlm UfE
RENTZ T N—T R —DLAFNIEE TCEEE A, FFC O WTIX, N7 V—T7 R v—
DOIER% (54 X—2) BB LTI 7EE N,

GWN—TFRJO—DNF— Ay —CDHRTE

\}

FRTHNT—F B A v =Y (HDHE) ZHELET, 774/ F TR, AT =i
FREINETA, HELIELA Y=, VE— NI4TV MRER LI X, 200 T
ATV MIERENET, N —FEBETDIIUE, FA—T K v—ar7 4 ¥al—v=
> E—RFRThanner a2~ FZ AN LET, N —FTFAFMDOREIIL500 XFETTY, #
JRUATEFFAT D561, \n) =7 A2 AN LET,

VPN UE—h 7 T7A T FNTORTA BIIFERIND BRI —DR X1, ASA /X—
232951 T 510 ~ 4000 SCFITHM L F L7z,

G¥)

AP HOBERUATIE, 2 XFE LTRA DT,

NFE—ZHIET 5121, Zoa<vr FonBXEz AN LET, Zoa<wy Ko noX A
THL, INA—T R —DFT_XTONFT—DBHIEREEIND Z EIZEELTLEIN,

TN—T R Y —Z, BIDOTNV—F R —mnb ZOEEMEATEET, HEPHE LWL
T DI, RO XD, NP —XFHNOEEERET PV ICnonex—T—K&Z AL
7,

hostname (config-group-policy) # banner {value banner string | none}

WOFNL, FirstGroup & VNI ZRETD T N—TF KU T —IZ\F—2AEkT 5 HikERLTWE
j‘o

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # banner value Welcome to Cisco Systems ASA 9.0.
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B =+ 7rex807 FLZ T-LoEE

JE— 7O EREHEDT7 FLA T—ILDIEE

VE—RNTI7EVRATZIA4T 2 MRASAICHRET 256, ASAIX, EticiEEc i/ —7
RY S —IZHEASNTIPVE F7-IXIPV6 T RL AR 7 S5A T MIEIV Y TAHZ ENTEFET,
o—h)L 7 RUADOEY B TTIZERATA2HRK6HOa—IL 7 RLRA F—LDY XA NEIRE

TEET, P LOEEEFIZIEZETYT, ASATIE, Z0avwy RTF—LE2EE LEIEFIC
WEosT, ZNEDT—=ANET RUARED B TENET,

RETI—T R)—~DIPVET7 FLRA T—I)LDEIYHT

ATy T

ATy T2

ATvT3

IR HHIIZ
IPvd 7 L&A F— LA ERR LT,

FIE

IN—TF RV —ar7 4 Xalb—varE—RRElBLET,
group-policy value attributes
11 -

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

ipv4-pooll, ipvd-pool2, & Wipvd-poold & WD £ETOT KL A 7F'—/L% FirstGroup 7/ /V—7
RYT—IZEVYTES, ZA—F K —I2id, HRK6EDOT LA F— L EEETE %
D

address-pooals value pool-namel pool-name2 pool-name6

51 :

asa4 (config-group-policy)# address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
asad (config-group-policy) #

EE) IN—T KR —FENDLT RLAT—EHIRL, 7 RLVA T AHEEZR LT
DefltGroupPolicy 72 & D> V) — Z & DT R L A F— W F#R & k&4 5 121%. noaddress-pools
value pool-name =1~ > K& L F9°,
no addr ess-pools value pool-namel pool-name2 pool-name6

1 -

hostname (config-group-policy) # no address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
hostname (config-group-policy) #
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ATvT4

ATy TH

WETL—T K o—~n P67 KLR Ty ST [

({EX) address-poolsnone =< Rix, RYU T —DHID Y —Z (DefltGrpPolicy 72 &) M iH Z
DEMEEMART DL 2T 4= VI LET,

hostname (config-group-policy) # address-pools none
hostname (config-group-policy) #

({£&) noaddresspoolsnone ==~ > KiZ, address-poolsnone =2~ K& 7 /L—7 K I —
MHHIRL T, 774V ME (EKOFFA) IZELET,

hostname (config-group-policy) # No address—pools none
hostname (config-group-policy) #

RETI—T R)o—~DIPV6 7 FLRA T—ILDEIY KT

ATy T

ATy T2

ATvT3

1R BRI
IPv6 7 RL A 77—V Z2{Ef LET, VPNDOIP 7T RL ZAZHBRL T 7EE0,

FIE

IN—F R)—ar7 4 F¥alb—var T— FEBBLET,
group-policy value attributes

51

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

ipv6-pool &\ I A FIDT KL A 7 —)L % FirstGroup 7 /L—7" 7R U > —IZHI VY TE9, Z/—
T RY =2, K 6HDIPV6 7 KL A T— L &E80 4 CTHZ LN TEET,
i -

Z OBITIX, ipv6-pooll, ipv6-pool2, I K N ipv6-pool3 73 FirstGroup 7 /L—7 AR U > —I|ZH|V
HBTHNTHET,

hostname (config-group-policy) # ipvé-address-pools value ipv6-pooll ipvé6-pool2 ipv6-pool3
hostname (config-group-policy) #

EE) IN—TFRI—RENLT LA F—LZHIBL, 7 RL A P— LR EZRL T
DfltGroupPolicy 72 EDMLD Y — A B DT K LA 7 — UIER Z KT 5121, no
ipv6-address-pools value pool-name =~ > K& H L 7,
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B/ xus—orryry Joraross

ATy T4

ATy TH

no ipv6-address-pools value pool-namel pool-name2 pool-name6

&1

hostname (config-group-policy) # no ipvé-address-pools value ipv6-pooll ipvé6-pool2 ipvé-pool3
hostname (config-group-policy) #

(EE) Z DM DAtGrpPolicy 72 ELDR Y > —0D Y — AN DK e nWE 512§ 51
X, ipv6-address-pools none I~ RZ&EFEH L E7,

hostname (config-group-policy)# ipv6é-address-pools none
hostname (config-group-policy) #

({LE) noipv6-addresspoolsnone =~ > KZ&{#H L T, ipv6-address-poolsnone =2~ > R%
TN—F RKY =B LT, 740 ME GREOFF) ICRLET,

hostname (config-group-policy) # no ipvé6é-address-pools none
hostname (config-group-policy) #

GI—THRYS—D o) 7O MIILDIEE

TN—THR)— a7 ¥z b—3 3 F— FTvpn-tunne-protocol {ikevl | ikev2 | 12tp-ipsec
| ssl-client | ssl-clientless} =~ > RZ AL T, 2O NV—7 KU —D VPN h> /L XA
rHEELET,

TT7FNVMEX, TN TA—T KR DR EMEKT S Z LT, ZOBRMEEFET
AT 4 K2 b= a L HEIRRTAICIEE. Z0avr ROonERXE AT LET,

TDawy RONRT A—FZDEICIFIRDODORH Y £9°,

s ikevl : 22D E T (Cisco VPN Client £7=i13Z8Dt ¥ =27 #F—F 7 x=A) [ED IPsec IKEv]
Mo xrITrm=—FLET, BFE Bk, 178k, BXOF—FHEHIEHT 5
X2 VT TV E—va rEERLET,

«ikev2 : 22D ET (AnyConnect Secure Mobility Client £ 72 1IBOEF 27 ¥ —F U = A)
Al IPsecIKEV2 b > fLar A m— b LET, §8EE, Wb, 27k, BILU%—
BHARET X2V 70 TYvE—va v EERLET,

s |2tp-ipsec : L2TP #%f5¢ ™D IPsec b &I =— h LET,

« ssl-client : AnyConnect Secure Mobility Client C TLS & 721X DTLS 2 L T, SSL k> %
NExrTvE— K LET,

« sd-clientless : HTTPS %/ Web 77 7B TV £— k =—H%|Z VPN — 2 214t
LET, 72747 MIVELY A,

TOavwy REANLT, 129U EFEO R T E—REHRELET, VPN 2% L
TE T 52—Vt A< b 120XV 7 T— RERETHLENDY £,
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UE—k PO LRD VAN QEEE BT L—T KU S—~0#&T7 12 2 ko—L L—LoEmR [

WORFNL, FirstGroup &I ZHETD 7 V—7 K Y v —I(Z IPsec IKEvl k>3 U > £— K&k
ETHHEERLTOET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-tunnel-protocol ikevl
hostname (config-group-policy) #

JE—FT7O9EADVIANDIEEZEIZTIL—T R o—~DHET7 VR 2> FO—

JLIIL—)LDiE A

T ANZITEEONL— VINDERENTOWET, ZNUHD—LE, ASAZLTERFBLE b
YAV T T=E Ry NEFATANMES T A0 E, EBETT RUAL kT LA
g halp Il SWTHRELET, JA—7RY —0DIPvd T2 IPV6 AT 7B A a
Yha—V URRNERRET DN, £IET 740 K Z—T KU v —THE S 72 ACL %k
EKTHEOICTEET,

WDOF T arODnTNNEERN LT, VE—F 77 AHDOH I VLAN ( [VLAN < v E°
Y7 EBMEND) L FTRE N T T4 v I BT 4 NZ ) T B ACLERELE T,

GE)

IPv6 Z i L T VLAN v v V' V2 FETT 556, Hebsnic b7 7 4 v 7 B3NER > B
T = —F 4 T ENDH X HTTHDIT, A (5isE) 7 L AT VLAN Z & ICEA
T DMENRHY 9, B2D VLANBLUOL—F A MY w7z LTRSS Y T —
JEERTHZ LI TEEEA,

s IN—T R —ar 7 4 Xal—rarET—RTHROav REANLT, 27—
TRV —FFZDOITN—T R =K T 27NV —TF R —IZHD HTHhT
WHUE—RTZ7EAVPN v a U HAOHT VLAN 2 E L £,

[no] vlan {vlan_id |none}

novianix, Z—7 R U —hrbvan id #HIBRLET, ZJA—F KU v—lE, T 74+
FDOTN—T R =5 vian &AL 7,

nonelL, Z—7 KU —nbvan idZHIFRL, 2D 7 V—7 KU > —IZx9 5 VLAN
~ oI ET 4= NMILET, IA—T R =L, TIHNL DT IN—T R
=5 vian EEZ MK L EH A,

van_idiZ, 2O NV—7" RV —%HT2VE— T 7 EAVPNE Y v a 2D Y
T% VLAN OF5 (10 ##5) TF, VLAN X, —REEEH a7 ¥ al—va v
HA K@ T[Configuring VLAN Subinterfaces and 802.1Q Trunking| D FNEIZHE- T, T D ASA
TRHRETDHLENHD £77,

N

GE)  HJ VLAN [Z. HTTP #5%: ClIiége L £9° 23, FTP & CIFS TlX
HEEE L ¥ A
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B /=70t RO VAN DIEEE LRI L—T K S—~DHETH£R 3> FO—IL L—LOER

« JN—T7 KU —E— RTvpnfilter a2~ FZHEHLT, VPNt a @M T 5
T EAay ha—/)b—)L (ACL) OA4RTZIEE LE T, vpnfilter =~ FAfiH L
T, IPv4 £7213 IPv6 ACL & T& £7°,

A\

GE) LoV U —ATiX, vpnfilter THEE S 72 IPv6 = kU BNIFEAE
L722WEEIZ IPv6 ACL 5 E T 511X, FEHERED ipv6-vpn-filter
a<w REMFHTEE L7, ASA9.1(4) LI, ipv6-vpn-filter |3 1
T Ip > TWBH T2, IPv6ACL = kU (X, vpn-filter 2~ K%
EH L CHRET D2HENRH Y 3, ipv6-vpn-filter 3FE STV
DY AIE. VPN BRI T LET,

N

G¥) ’@Eﬁ I —PHE-FTRETLHILHTEET, D5
H. = PADOTFT TRESNTMENR I NV—T R —DfEL D b
{Eﬁ‘ﬁéhiﬁ“o

hostname (config-group-policy) # vpn-filter {value ACL name | none}
hostname (config-group-policy) #

ACLZRELT, 2O NN—F R —IZoNWC, SEEERFATDONT T 4 v 7 &3]
FFES L ET, KIS, vpndfilter =~ FE AN LT, ZhHD ACL A L £,

vpn-filter none =~ > K& A L THERR L7 XUl Z & T, ACL ZHIBr+ 512X, 2o~
YROnWXEATILET, nod 7 a a2l TLE HENOIZNV—T R >—nbik
KTEDH LT FT,

7/l/~7° AU v—i, BIOTN—T R o= ZOEEMHEKTEET, EEMALRVE
1235121, ACLAZRET APV IC, none¥x—V—FREZAJLEd, none¥x—V— K
li\ ACL N WZ EHRLET, ZOF—U—RIZLY, XEPERE I, ACL B ER X

WET,
WIZ, FirstGroup & WD ZRITD 7 NV—7 KU 2 —dD, acl vpn &9 ACL ZFFONHT 7 4 L4
T ET DBl R LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-filter acl_vpn
hostname (config-group-policy) #

vpn-filter =~ Fid, P RANLHEROEALED T T 4 v 7 L U RIMIT AL

DOEEEALRTIO N7 7 4 v 7 1A S E T, vpnfilter |26 S35 ACL % interface access-group
WCHEHAT D Z LI TEEHA, vpndilter a~> F&, VE—FT7Z7®AVPNZ T4 7 b
Pt a3 2 70— R —IZEMT 25 51E. ACL O sreip DALED 7 74 7 M
DY TIPT RLABIONACL @ dest_ip DALED T —HL %y U —2712% LT ACL &% E
TOHULENRDY F7,
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UE—k PO LRD VAN QEEE BT L—T KU S—~0#&T7 12 2 ko—L L—LoEmR [

vpn-filter =~ > K% LAN-to-LAN VPN 85 2 il 92 7/ —7 RV o —IZEH T 25813,
ACL D src_ip ONLED Y E—k v U —27 B LW ACL O dest_ip DALED 2 —H /L % b
T—71Zx L CACLARET HAMENH Y £7°,

vpn-filter FERE TR 272912 ACL 2% ET 25613, EETLHILENRH Y 7, ACL I,
TEALBED N T 7 4 v 7 I L TR EN TV D Z EICEBE L TLIE& W, 27U, ACLITZX
KHMDONT 7 4y I L ThEHINET, PR TO, BELETIOZDNF 7 1w
JIZOWTIE, ACLIE sre ip OALE & dest_ip DALE A2 AR Z 726 DIk L THEE ST
£,

WOFITIL, vpn-filter 2V E—F 727 AVPN I T4 7 hEIHEHLET, ZOHIT
X, 7947 FEIDYTIPT KL 2% 10.10.10.1/24, v —H/L %y N U —7 % 192.168.1.0/24
LLTWVWET,

WDACEIZE>T, YVE—FT7I7EBAVPNI FA T hda—H/)L % hU—2I|Z Telnet
PHHAT D2 ENTFAENET,

hostname (config-group-policy)# access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 23

KD ACEIZL>T, a— IV Xy U= RUE—h TR 7 TFA7T 2 M Telnet Zff
425z ndFashnEd,

hostname (config-group-policy)# access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
eq 23 192.168.1.0 255.255.255.0

G¥)

ACE @ access-1list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 2312k > T, u—A/b kv hU—2 %, EETHR—b
BEMEH L TWABEEIUEEDOTCPR—hTDOYET—F TV EVRA T TAT 2 b ~DHEB%A
N ENFET, ACE D access-list vpnfilt-ra permit 10.10.10.1
255.255.255.255 eq 23 192.168.1.0 255.255.255.0(2L~>TC, UE—h 77 kA
74T ME, BELR—F23EFH L TOEHEAIUEED TCPR— hTOR—H /L R v
U — 2 ~OER G SET,

WOFITIL, vpn-filter % LAN-to-LAN VPN #%f¢ & HIZEH L9, ZoflITiL, VE—F Ry
NU—27 % 10.0.0.024, 7 —H/L % b T —27 % 192.168.1.0/24 & L TWEF, kD ACE I
FoT, VE—F Xy NU—IBu—DNV Ry NT—7IZ Telnet &35 Z EBRFRAIEN
£7

hostname (config-group-policy)# access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0
192.168.1.0 255.255.255.0 eq 23

WDACEIZE T, e— ANV Ry b= BNV E—F Xy hU—7ZTelnet AT 22 &
DEFRENET,

hostname (config-group-policy) # access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq

gEHIno7aL. =T Ry — s&U1—F ||
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B /7 —F#%s—ovwn7sexsmoks

N

23 192.168.1.0 255.255.255.0

GE)

ACE @ access-1list vpnfilt-121 permit 10.0.0.0 255.255.255.0 192.168.1.0
255.255.255.0 eq 23255 TC, v—Hh/ Fxy hU—2F, H#HEILHAR— 23 2FEHLT
WASEBIAEED TCP A — R TO U E—h Xy NI —7 ~OFERBPFFAISLET, ACE
? access-1list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq 23

192.168.1.0 255.255.255.0(2L->C, VUE—h Xy hU—2(X, EEFLA— b 23 %fE
AL TWAHAIEEDTCP R — F TOR—AIV F v U —7 ~OHERF BN S E T,

TI—THRYS—DVPN 75 & AERBDIETE

ATy T

ATvT2

48 HHEIIZ

e ORI ZERR L ET, — B ER =27 4 ¥ 2L —v a3 > HA RO [Configuring Time
Ranges| #ZML T Z3),

FIE

IN—TF R —ar7 4 FXalb—rarEe— el LET,
group-policy value attributes

1 -

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

IN—TR)—ar7 Xzl — 3 F— KT vpn-access-hours =~ RafiH LT,
TN—"T" R — LREFHE D time-range R Y > —Z T HZ LIk ~>T, VPNT 7k
AW AR ECE 9, ZDa~> K, business-hours & V) 4 HTD VPN 7 7 2 A RE ] 4 H
% FirstGroup & WO ZBID T N—T R o —Z8D B TET,

TN—T RV —L, 773NV NERIFHBEINZIV—T KU > —O time-range D % ik
KTHZENTEET, ZOMADRBELLWVWESICTTDHITIE, ZD=a v RT time-range D
I CIE2< noneF—U — RFE AN LET, ZOF—U—RIZLD, VPN T 7 & RREH] 23 %X
JAEIZERE &4, time-range AR Y O —IdFFrf e <72 0 7,

vpn-access-hour s value{time-range-name | none}

1 :

hostname (config-group-policy)# vpn-access-hours value business-hours
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hostname (config-group-policy) #

GIL—TF R —OREIBEVPN OS A4 DIEE

FED =Y =BT N—TRY v —ITx L THERFTE DL v v a VEORIRZBRETE £
T, 774N ORI Y2 BT 3 T

K%h L7= AnyConnect, IPsec 7 7 A 7> b, E£1Z7 74T ML Ay ay (BEKTL
7y vay) ik, BALa—V4T LW By ardErsnts, tyvarsy—4
N=RELGENH Y £,

A SNDERE Yy g VBN 1T BREKTRICAICa—F—0H1En 74 o LI2a.
Lzt y v a AET —2_X—2AnbHIERSL, Lty va VRIS ET, L,
BEFO®y v a v ERT 7T 4 TR CTH LG IR, R U2 —3235]0 PC 72 b HE
nsA4rTHE BYOEyarpulE T L, T—FRX=AnLHIRENT, HLinky
Va URHENLINE T,

TSR Y v a VHEDL XD REWEE, TORKREICELIDREC2 —F —0HE
oA v ERLDE, BT A RAEERRENWEy a4+ 7 3nEd, BIEDTRT
DOty varRREILL BVEWVWHET A RVREOEEIT, Kbk yvarBe s+ 7 LE
T, ZOT 7 vailky, By va RIS TH LWL R 7 A UREBRICR Y £,

Rty v a VHIRICET S &0 VAT AR Rb VR Y v a CEHIRT D E TR 2
VEF, 20D, 2—HF 3T ICn 7 A TET BIRAIERIZE T DN L
EHRITTOBENECLHERHY £, 2= —PRELBV I 747 Lichs, Zh
IS Y E A, BEITRE T, HIBROTE T 2723104 I Lo — 3 — 5 & 7 n]
TOEICVATLERET HZ LT, BIEELRETEET,

FIig
ARV RFERETI VI Y By
AT TN I N—T KR — a7 F a2 — |vpn-simultaneous-loginst&4x

¥ 3 ' &— R T vpn-simultaneous-logins
integer =~ > RZfEH LT, fEED—
PITFFAI S LD FIRF 7 A & FEE L
£,

T 7 4V MEIL3 TT, EOFFHIZ0 ~
2147483647 DL T, T N—T R
—E, MO N—F RY) —inb Z
DIEZMEKTCEET, v A %7 4
=7 ML Ca2—FDT 7R &k
THITIE, 0 AN LET, KIT,
FirstGroup & WD & BID 7 /V—7 R
Iz L TR KRAODFRER 7o %
T oplERLET,

hostname (config) # group-policy
FirstGroup attributes

hostname (config-group-policy) #
vpn-simultaneous-logins 4

gEHIno7aL. =T Ry — s&U1—F ||
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B oo ~07 s 20HR

AU RFERET7TIV3 Y B

GE)  [FEEr 7 A O KHIBRIE
HEFIZREWETT R, B
DIFIFr 7 A V&7 9 5
L EX VT MRESN
720, NTH—< U ABKT
L7203 5Z2EnbY ET,

ATy T2 (EE) FEa 7o > OfIRICE L= | vpn-simultaneous-login-delete-no-delay
aln, Feblnty v a ABIRSND | - gyp e g g P hTT
DERFIFIH Ly v 3 VEHLT | o

HEICV AT LAERELET,
hostname (config) # group-policy
FirstGroup attributes

hostname (config-group-policy) #
vpn-simultaneous-login-delete-no-delay

BREDER IOT7AILADT V£ ZADHIR

IN—T K)o —ar7 Falb—arEF—RKTgroup-lock <> RZMHH LT, #7
077 ANENLTCORT 7E8ATHEIICYE—F 2=V EHIRTDHNEIDERELE
ﬁ‘o

hostname (config-group-policy) # group-lock {value tunnel-grp-name | none}
hostname (config-group-policy)# no group-lock
hostname (config-group-policy) #

tunnel-grp-nameZ L, ASA N —H ORI L CERT 2B FOH 7' 1 7 7 A L O 4 H
ZRRELE T, group-lock X, VPN 27 74 7 > N CRHEINTZITN—TN, TO2—HFRED
BTHNTWAE T O 77 A NVERUNEIDETF =y 7 TH5ZLICL-T, 2—FZEHIR
LET, —HLTWRWGEE, ASAIF—RER TRV IICLET, I—"Tnryr%
BRELRWEES, ASA X, BV YToHREZA—T L3R, 2—VZBIELET, 7
N—TDu v 7L, T7F/NETIET 4 B—T Mo TWET,

group-lock EMEZFEITa 7 4 X a b — a U BHIRT AI2iE. Zoa~r Fono ks
ADLET, ZOoFTFvarzERATHE, FIOTV—T KR —DEEMRATEET,

group-lock %7 4 Z—7 /L2 HIZ1E, noneF—V— RZ4EE L Tgroup-lock =2~ R& A
JILET, none F—U— RIZX V., group-lock | X /WAEIZFRE S 41, group-lock DR A HELS
SNFET, Flo, TIANNERIFBEESNTZ T A—T KU —D25 group-lock DA X
N7el 720 £4,
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In—7 Ky v—o veN oskgmEmors ]

JI—T R —0D VPN DR KEFEFFEDIEE

ATy T

FIE

(LE) ZA—THYv—ar 7 Falb—vay T FEEa—PAar 7 Fal—
= E— KT vpn-session-timeout {minutes =~ > K& L C, VPN # O fic KIFHE & 3%
ELET,

He/NRERRIIE 1 43 CL BeRIREIRNIE 35791394 73T, 7 7 4 /L MEIXH D £ A, Z ORI
TT D& ASAITHER AT LET,

KIZ, FirstGroup & WO ARTD 7 /V—T7 KUY —IZk L TI180 5D VPN Y v ay XA LT
U hNEeRET LB ERLET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-session-timeout 180
hostname (config-group-policy) #

OB, anyuser & WO ARTOZL—HFIZ 180D VPN Yy v a v XA AT U NERET DL
EE/RLTWET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

[no] vpn-session-timeout {minutes|none} =~ > RZH L7=ZDMO7T 7 > a ATk LB
<,
s ZORY =0 BEMEEAHIBR L, MKZFFAT2I21E, 203~ RO no
vpn-session-timeout FEX % A1 L £ 7,
c BEHRIROZ A L7 0 MM ZFFI L, 24 L7 7 MEZAKALRWE SITT DI,
vpn-session-timeout none = A/ L £,

AT w72 vpn-session-timeout alert-interval {minutes| } =~ R&EFHL T, v ar ¥4 LT DU RO

TI— b Avt—UNRa—PFICRKRIN LM EZRE L ET,

ZOTTI—hk AvE®—IF, VPN 3 U RNBEEMICUI SN D E TS dH D0 E o —
FIMBEZFET, WIZ, VPN Y g URYIEr S5 20 paiic2—HZ@msnd L HHEET
LR LET, 1 ~30 0DOfFFAZIFEETEET,

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

[no] vpn-session-timeout alert-interval {minutes|none} =~ > K& L7=FDo7T 72 a v
IR LY TT,

*VPNEY T a v XA LT NT 77— NEARRBMERT 740 8 T A—T KU 2—bikA
ENAHZEERTIE., Zoa<vry ROon BEREFHHLET,

hostname (config-webvpn) # no vpn-session-timeout alert-interval

gEHIno7aL. =T Ry — s&U1—F ||
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B /r—F%kvs—avwntvsar 74 kL 84475 roEE

« vpn-session-timeout alert-interval none 1¥, = —¥PNEAEZZE LRI EEZRLET,

GIN—TRY)—DVWPNEYL 3V TARILEBALT FDIEE

ATy T

FIE

(FEE) VPNT A RV ZALT D MIMERET DI, FAV—T R)—ar7 1¥a
L—yary®—RFEida—P 437 ¥ 2L —3 3 F— KT vpn-idletimeout minutes
avy REHLETS,

Z ORI LTIIET 2 7 A T 4 220, ASARBERER RS T LETL A I
147, B RIEMIE 35791394 53 TH V. 7 7 4/ ML 304 TT,

OB, FirstGroup & WIHAFTD I N—T" KU —IZ 153D VPNT A RV Z A LT 7 N
RET D HEERLTWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-idle-timeout 15
hostname (config-group-policy) #

[no] vpn-idle-timeout {minutes| none} =~ > REMH L7=ZDOMOT 7 a L FRO EBYH T
D

VPN T A RNV ZA LT Y NEEHIL, XA LT 0 MEEMKA LWL ST DITIE,
vpn-idle-timeout none # A ) L £,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-idle-timeout none
hostname (config-group-policy) #

ZHUZ X B, AnyConnect (SSL & IPsec/IKEvV2 Dfif5) BL V7 T4 T L AVPNRS
1 —/3)L webvpn default-idle-timeout seconds fEZ T 5 L 512V 9, Zoa~v R
%, webvpn 2> 7 4 ¥ a2l —L g F— RTAHNLET, =&z,

hostnamee (config-webvpn) # default-idle-timeout 300 DX 5 K]\jj Li@—o '7:71‘11/ ]‘ X
1800 # (30 77) T. #iPHIE 60 ~ 86400 F T,

F_T D webvon FEf5EIC 3T, default-idletimeout AN EH SN D DL, 7 v—7 RV
¥ —/m—HHJBPEIC vpn-idletimeout none SR E STV D HE DA TT, T3TDH
AnyConnect #fit Tld, ASAIZE>TERLSDT A NV XA LT U MERER SN E
ﬁqo

P4 M IKEvl, IKEV2) BELOIKEVI VE— K 727 EAVPNOEAIT, A4 LT 7k
T 4=z L, |EIBOT A AV ZHF ] d5 2 L2 HEB L E T,
ZOIN—TRY L —F T — RIS —DT A RV ZA LT 7 N EBEHZT DI,
novpn-idletimeout Z AJ) L £, fEITMkA SV ET,
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ATy T2

SIL—TFRY

ATy T

FN—F %Y o—n WINS —/3& DS H— 3z [

e vpn-idle-timeout & £ 72 < BRE LRWIGE | HITREKSNE T, 774/ ME3045T
R

(f£E&) 47+ =3 T, vpn-idletimeout alert-interval {minutes} =~> R&ZHEH LT, 74 K
WEALRT T RDT T7—h A=V Na—PICERINDIE/EZRETXET,
ZOT7T—h AvE—=UE VPNEy v a URIET 7T 4 TIREDT- DI &5 £ TLTf
BHHNEL—WImZET, T 74V OT T — MERIZ 15T,
WROBFNL, anyuser & WV ARTOZ—FIZ3 DO VPNT A KV E A LT D bOT 77— MilE%
RET D HEERLTONET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

[no] vpn-idle-timeout alert-interval {minutes| none} =~ > RZHHL7=ZFDMOT 7 > 3 0%
WD LB TT,
enone /N7 A—FE, 2 —FPRBEAEZEFE LRI EERLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #

s ZDOITN—TFFa—F KY —7 7 — MEEEHIFRT 512iE, no vpn-idle-timeout
alert-interval # A LE7, fEITMASILET,
c IDNTA=BEHFE ST RELRWESE, 774V 07 77— MAWRIZ 14 TT,

< —@ WINS H—/\& DNS H—/\DEEFE

TIAIBROED L F Y DWINS H—/NEDNSH—REHETEET, TNENDT 7+
v MElE none TH, THHDY—"ZIEET DT, ROFIHEZFATLET,

FIE

TIA~V N H YD WINS B—_EHRELET,

hostname (config-group-policy) # wins-server value {ip address [ip address] | none}
hostname (config-group-policy) #

BONHRETDIP T RLANT T A~ WINS B —_DIP7 RLATY, 2&H ((EE) ©
IP7 RLARZEHHZY WINSH—DIPT KLATYT, IPT RLATIE7%< none¥—U —
RZEFRETDHE, WINS = NICXMENRRE SN ET, ZOKEICL D, WINS — FFF
HENT, FTIFNNERIFEED I N—T R = bERMER SR 2 £3,

gEHIno7aL. =T Ry — s&U1—F ||
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B /7%y s—oWNs ¥—/ & DNS H— i E

ATy T2

ATvT3

ATvT4

wins-server 2 < RE AT 57NN, BfFORENA— =T 4 FENET, 72L& 2T,
WINS $— 3 xxxx T E LT 6 WINS —yyyy ZRETHE, 2F DDA~ NI
KO THRAIOBRED EEX I, yyyy BSME—D WINS Hh— 2720 3, P — 2 EEERE
TLHHEEBEETT, REFHAOY— "% EEEXTL0TIERL<, WINS F—ZBIT 51
X, Z0av>y REANTHEEXIL, TRTOWINS YV —DIPT RLAZEDET,

ROFNX, FirstGroup &\ D A FTD 7 /V—7"RY 2 —IZ, IP7 R L 27%310.10.10.15 &£ 10.10.10.30
T % WINS y—"EiRET D HikERLT0VET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # wins-server value 10.10.10.15 10.10.10.30
hostname (config-group-policy) #

TIA~VEEH LY DDNS P—NERELET,

hostname (config-group-policy) # dns-server value {ip address [ip address] | none}
hostname (config-group-policy) #

BONHRETHIP T RLANT T4~ UDNSH—"DIPT RLATY, 2&HE ((EE) OIP
T RLVARFEA XY DNSH—DIP T KLATY, IPT7 KL ATiH7< none¥—"7—F
EIRET D E, DNS b —NCXOUVERRESNE T, ZOREIZLY, DNS — NFFFaf &

N, TN NERITFRED I N—T R = BENHEK SN2 < 720 £9, DNS ¥—

NT RURIIIRK 4D, IPvAT KL AL IPV6 7 KL AT2 OTORETE £,

dnsserver 2~ > R AT H72ONE, BEFORRENA— 1 —F A FEivEd, 72& %X, DNS
P— N xxxx ZIE L, WIZDNS r—Nyyyy 5% iE LI E, 2/ DO~y NIHEIO
gl REEEX L, yyyy BME—O DNS — 2720 9, h— "2 EERTETIHED
R TY, LARNZERE S 472 DNS =% EEZ T ROV I — 28N+ 212iE, 2o
a~v Y REANTLHEXITTRTODNS —DIP T KL AZEDET,

WIZ. FirstGroup &\ 9 ARID 7 V—7F RV L —T, IP 7 KL A7 10.10.10.15, 10.10.10.30,
2001:DBS8::1, ¥ L 112001:DB8::2 & DNS Y — &R ET 562~ L £,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # dns-server value 10.10.10.15 10.10.10.30
2001:DB8::1 2001:DB8::2

hostname (config-group-policy) #

DefaultDNS DNS Y— R — T )L —FIZF 7 4 /L b D R AL VEAPNRE SN TWARWESIL. 7
THINV K RAL UV ERETDHIVLENRS Y £9, /=& 21X, examplecom. &) RAA VA X
PRhy 7 L RAAL UEFERALET,

asad (config) # group-policy FirstGroup attributes
asa4 (config-group-policy)# default-domain value example.com
asad (config-group-policy) #

(L&) DHCP Xv NU—27 Ra—7 %KD LI ICEELET,
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dhcp-network-scope {ip_address | none}

W7 7 7 A VDT KL AT —/LIZDHCP Y — "—%3% T L7=5A&. DHCPAa—7 32D
TN—T DT —=ERAT DT Ry &SI LET, DHCPH——2iF, TDA2—TF|T
KXo THMNENZRECST XY FHNOT RLALBRESIN TWLMERHY £§, Aa—T%
FRTEE. ZOREDO I NV—IFEHT 5 DHCP Y — "—TERINTWVBET KRLAT—/1
DYV Tvy FEERTEET,

Sy N —2 2a—F%2EHLRWEES. DHCP — X7 RL A F— )L ORENEIC T —L
WEELTIP T FLAZEYYTET, REYVYTOT FLARRONDLET, F—HE
WCRBRINET,
Aa—FHEETHICNE. BOT =L ERUES T Xy b RICHY ., Z2OT—LNITIT N
N—T 4 VT HRERT RLABASILET, DHCP YV — L, ZDIPT FLANET LT T
Fw FEHBIL, ZOFT—AnbEDIP T RLAZEID Y TET,

N—F 4 T OHBTRRERESIIFIC. A X —T 2 ADIPT NLARHERATAZ L%
SR L ES, =& 21E. 7—/1%310.100.10.2 ~ 10.100.10254 T, A > Z—T = A AT FL &
73 10.100.10.1/24 O34, DHCP A =2—7 & LT 10.100.10.1 ZEHA L E£4, v hUV—7 &5
WEEEA LWL XV, DHCP X IPv4 7 RL RIEEBICOLEAT A Z LN TX 4, BN
L7ZT RLANA L E—T 24 AT RLATEH WS, Aa—T T RLADAZT 47
N— N EERTHHENH Y £,

none Z48ET 5 &, & ziE, T AN M ERIFMEA SN N—T KR Y —)>5 DHCP 7
RLABED B THNRL 2D T,

1 -

W OB TIL, FirstGroup D@ 7 4 FaLb—3 g F— REBMA L. DHCP A a— 7%
10.100.10.1 [Z3%E LT,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# dhcp-network-scope 10.100.10.1

ATy kbR T R O—DEE
IPvd 77 4 v DAT ) v b bRV 7 R —%BELT, FF7 74y 7D Y
YT N—NVERELET,
split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}
no split-tunnel-policy
IPv6 T 7 47 DATY v b bRV 7 R —2EELT, FT7 747D LrRY
YT NV EBRELET,
ipv6-split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}
no ipv6-split-tunnel-policy
RY— A7 a ATRD LB TT,

gEHIno7aL. =T Ry — s&U1—F ||



BHEIOT7AN, FL—TRYL— B&va2—¥ |
B <7t roruvsgkys—onE

« tunnelspecified : F> XL EZBBL TRy FU—27 VA MIFEESN TSRy U= (T

HTHT_XTDOI T T4y 7% bR Y7 LET, ZOMTXTOT FLATHT D
T2, JIVT THXFARTEEFEN, VE—F2—FDAf U FX—Fy hP—ER T
WA B—=IZ Lo Th—F 4 T ENET,

ASA9.1 4 LEDNN—2a o TlE, AV 70— R VR NEEETDHEEIC, A7 0—F
FPENOT T Xy M7 A7 V— R U A MBRETEET, IS T7T Ry T
RLARZ, horrU o7 E&8NRT, A 70— FUAROEYDEHD 2 7 ERE
Ty TIAIN—Var UARDFRy hU—ZIE 22N LT ESNERA, =7
AIN—Tay JANMNIEGZ M) EFERHLCEESN, 1> 70— ar UR NI
Ty MU AL CHEESRET,

excludespecified v UV —27 U A MIIEESNTWA Ry NU—27 LDORFGHD 8T 7 1 v
I hoRY T LERA, FOMTRTOT RLRICKTH T 7 v 73 bl v
TEINET, VAT N ETT I T 477> TWH VPN I FAT N a7y AL
X, B—HIVLAN 7 7 B AZ /NI L TEBLMERH Y £, 20479 03,
AnyConnect 7 7 A 7 h CTOMBERE L 9,

N

G A ZA—FUXLOFTFy hTHRVNZI A7 —V g v
VAMNDR Y hT—=71E, 7747 b THEHEESNET,

tunnelall — 3 X TDO T 7 4 v 7N PR ZERTHLIOEELET, ZORY > —
. A7 Yy b bV BT 42— MILET, VE— b a2—VIELRY PU—
JIZT IV RATEETN, B—INV Xy NT—TNIT 7 ATEERYA, 2T 74
DX T a L TT,

GE) A7V b bV Pidtxal 7 ABETIERL, VT 70 v 7 EIKIETT, HKRRDO
X2 VT E2MRTDITE, ATV b PRV T EAR=T T LN L 2T L £
7

1

WIZ, 1Pv4 & TPv6 @ FirstGroup & W9 A RIDO 7 V—7" R Y —IZxt LT, HEELRZ
Xy M= DHZE R RV TFTHEATY b bR TR —%ERET S 4
ZrLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # split-tunnel-policy tunnelspecified

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# ipvé-split-tunnel-policy tunnelspecified

B 2570740 GL—TFTRIo— BLUaI—H



| #&Tno740, YL—FRYS— BLUa1—H
27Uy bk kuryvsAnTy k7—4 X Loz ||

ATy b boRYDTHDORY FT—9 YR FDIEE

A7y b bRV T THEH, EOFXy b T—F 5T T 4 v 7N N RAEEBT DR
FO—27 URARMILH->THEY 9, AnyConnectid, ACLTHD R hTU—7 U R MNIHS
WTAF Yy b hox U TR EITOVET,

hostname (config-group-policy) # split-tunnel-network-list {value access-list name | nonej}
hostname (config-group-policy) # no split-tunnel-network-list value [access-1list name]

s valueaccess-listname : h > RV T HETTH Ry =T F3FIT L0V R Yy hU—
7 HHEE LT ACL #+E L E3, ACLIZIX, IPv4 & IPv6 Dl DT KL AEfRETH
ACE BREENTWDHMA ACL ZHEETE £,

enone : A7V v b bRV UTHDOEX Y NU—27 UARNBPHFELRNT L &R L, ASA
I _RTCON T 7472 rx )7 LET, nonex—U— REEETHE, A7V v
M bRV T ORy NT—7 JRAMIXIUENRRKRESN, A7V b bRV VIMN
HEINET, F/2, ZHUCEY, 73V FERIFRESNTEZTIN—T"RY —hb,
TI7ANVIDATY >y b bRV T Xy hT—27 UR BRI 720 £7,

X hU—27 UZNZHIRTAI2IE, 20a~vr RonBERXEANLET, T XTORYS
Uy b bV 7 %y hU—27 URXMEHIRTDIZIE, 51EE2HEEETITno
split-tunnel-network-list =~ > FZ AN LET, ZDOa~v NZLV, none¥x—YV— K& AJ)
LTHER LTV U R MRHIEEN B ED T, EEFHDOTXTOFRy hT—2 U R IR
HibR S ivE T,

ATV b RV T Xy NT—=2 VR IRRWEGSE, 2—FET 740 O T L—T R
UV —FTRE LTI N—T R =N ET DRy hU—2 VR M &R LET, 22—
PRZDOEI 72y hU—27 R RNEMA L2 E 12T 5121, split-tunnel-networ k-list
none =~ R&ZAJJLET,

1

WIZ, FirstList LW A4 FTOFR > hU—27 U R R&E/ER L, FirstGroup &5 £ RID 7 )—7
AN —IEBNT 50 %RLET, Fistlistidm/ A7 V— 3 VA RTHY, =27 A7 )—
Cary UARNOYT Ry NTHBIA I NV—Tar JRARNTT,

hostname (config) # split-tunnel-policy tunnelspecified
hostname (config) # access-list FirstList deny ip 10.10.10.0 255.255.255.0 any
hostname (config) # access-list FirstList permit ip 10.0.0.0 255.0.0.0 any

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-tunnel-network-list value FirstList

RIZ, v6 E WO LFTIDOR Yy hU—2 U A ZER L. GroupPolicy ipvé-ikev2 &\ 9 44| 7
N—T KR —lZv6 A7V > b RV RY —%BMT 562 RLET, v6lxTs A7
N—=Vary UARTHY, 27 AT N—=Var JARDF TRy NThHLA I N—Va v
JABTY,

hostname (config) # access-list v6 extended permit ip £d90:5000::/32 any6
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hostname (config) # access-list v6 extended deny ip £d90:5000:3000:2880::/64 any6

hostname (config) # group-policy GroupPolicy ipv6-ikev2 internal

hostname (config) # group-policy GroupPolicy ipvé-ikev2 attributes
hostname (config-group-policy)# vpn-tunnel-protocol ikev2 ssl-client
hostname (config-group-policy) # ipvé-split-tunnel-policy tunnelspecified
hostname (config-group-policy)# split-tunnel-network-list value v6

ATy b FORIVERTEDHEE

show runn group-policy attributes =~ > FZ 34T L T, RELMR L ET, ROFIZ, FEE
D3PV L IPV6 DI DXy b U —2 RY o—%REL, MFORY —IZx L TRy hT—
7 UA L (BA ACL) FirstList ZfFEH L7 Z L 2R L TWET,

hostname (config-group-policy)# show runn group-policy FirstGroup attributes
group-policy FirstGroup attributes

split-tunnel-policy tunnelspecified

ipv6-split-tunnel-policy tunnelspecified

split-tunnel-network-list value FirstList

ATy b FORYDTHD KA VEHEDERE

FIHIN N RAAL L, FRIFATY v b hop BN LUTHIRT S, 27U >  DNS &I
END RAL DY A NEIEETEET,

AnyConnect 3.1 /X, Windows 88X U MacOSX D77 v 74 —2D kv )b— X7 YU » k DNS
BREZ VR —F L ET, ¥X2 U T4 TTIAT L AD I N—T 7RI > —IZ LV Split-Include
R U TN F—T TR o TEBY . PR U B ODNSABEE STV DA,
AnyConnect |, ZDARNZ—ET 5T XTHODNS 7V —% 77 A ~— |k DNS $— 3| k
YAV LET, bw— ATV RDNS BT 5L, ASAIZK-TIZ 47 T
Ty aZ g ENTE RAAL N —ET D DNS BHRAD bRV T 78 AOHNFFAT S E
T, TNHOERIL, 7T THRAPTILEESNEEA, —F, DNSERBASAIZE - T
Ty ad IR RAAL AT B LR WEEATL, AnyConnect (X, 7 7 A 7 hDA XL —
T4 T VAT KIZHDHDNS UV ARG DNS FERIZHEH S H R A M &R LTI
EESEET,

GE)

A7V > FDNSIE, fEHE7 =) —BIOEH 7 U — (A, AAAA, NS, TXT. MX., SOA.
ANY. SRV. PTR, CNAME 2 &) #H¥AHR—FrLTWET, bV rEnk-xy hU—7
DONWTNMNZ—FT 2 PTR 7= —, b RARETHFATESNET,

Mac OS X DA AnyConnect [X, ROWTNNDOEE =T IHAEDOHR, HHIP 71 kv
Dry— A7 > ~DNS ZHEHATEET,
TN —TF RYL—T, Z7Y Y FDNSHB1ODIP 7 =)L (IPvd 72 &) ITHREIN
TRBY, 779AT7 2 b RARXXTa ha By FOIP 7Fa o (IPve7a YY) 1Tk
EINTWE (BEOIP 7 L7 FLRA T —UWTREESNTWHRWY) |

e 27U RDNS W HFDIP 7 Fa /LIZHTEIN TS,

B 2570740 GL—TFTRIo— BLUaI—H



| #&Tno740, YL—FRYS— BLUa1—H
TIHILED AL VEDESR

FIHILEDFAAL VRBDES

ASA I AnyConnect 7 7 A4 7> NMIT 74NV RO RAL A EELET, 7747 M, R
AAY T 4=V REEMELIEDNS 72U —IZ RAAL A4 EEBMLET, 20O KA 4T
RSy MZETEA S E T, 771»}@};4/g¢@mﬁu\;—ﬁﬁ$7j
WK TN—T K)o —=DF 74V b RAAL A EMIKLET,

ITN—T RN —Da2—FDT 7V s RASL VA ERETDITNE, FA—THR)—ar
74 ¥ a2l — g F— RTdefault-domain =2~ > RZ AN LET, FAL L EHIRT D
i, Zoa<r KonoEXxE A LET,

hostname (config-group-policy) # default-domain {value domain-name | none}
hostname (config-group-policy)# no default-domain [domain-name]

value domain-name /X7 A — XX, FN—T DT T x 1k AL VL EZHIILET, T 741
b RAL CEADNFE LW EE2ETHITE, noneF—TV— K2 AN LET, ZDa~vr
RIZED, 7408 RAL VAT XIMERRESIL, T 74V~ RAL UABERESNE
T, £, TN FERITEEENTZ I N—T R =T 7 3V b R AA LDk
SN 7Y ET,

TRTCOT 7/ RAAL A ZEHIBRT SI21E, 518% 8 E 712 nodefault-domain ==~ >
REAJLET, Z0a<w RiZLD, none ¥—U— F&E$EE L. default-domain =<2 K
EASTLUTHER LIV U A RBRHNIZEN D ED T, REFHDTXTOT 74/ K KA
AVHDPHIBRINET, nonBREMEHT DL, FAAL A OMAENRTF AT IILET,

RIZ., FirstGroup & V> 9 LETD T V—"T R Y 2 —I|Z% LT, FirstDomain D75 7 /L b KA A
VAERETHHERLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # default-domain value FirstDomain

ATYY b FORYDTREAD ALY VA CDESE
FITFIVED RAAL ZDIFENT, ATV b bR EZNLUTHRIREND RAAL DY R B
EANLET, =T RV v—ar74Xal—varyET—RTylit-dnsa~> K& AT
LET, URMNEHIETAICIE. o<y FonnEREADLET,

X7J/FF/Z)/ﬁb%4/®JXF#@wﬁu\1—%1?7¢wb@ﬁw 7R

WCHEETDU A RNEMEALET, 2—FRZDOLIRATV v F bR T RAA
/)Xbé”n’:l_%bf;b\cto 29 5I2iE, none ¥ —7U — FZ&4$5E L T split-dns =~ > K& AJ)
L/i‘j‘o

TRTORT Yy b bRV T RAAL L U MEHIBRT D120, 5I3EfREETICno
split-dns 2~ > REZASHLET, ZHiZE D, none ¥—7— REZHHEEL T split-dns 2~ R
EFITLUTERLIZRL VR RGO T, REFHDOTXTOATY v b bR 7 FA
A VA MDBHIBRESES,

sNF X —# value domain-name TiZ, ASANBN AT Y v b ho XNV ZN LU THET DL RAAL Y
ZEBELET, none ¥ —U—RiZ, A7V FDNSU X IBFELBRNI EEZRLET,
-, ZOF—U—FRIZEkD, A7Y v FDNS U A MIXIVERRESNET, D=
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B windowsXp 5&URTU v b FoR YT EODHCP KEFREDRE

A7 VU FDNS U A MIEGEEIN, T 74NV MERITEESINTZIN—T R —DATS Y v
F DNS U R DA I N2 D EST, Z0a<wy ROEIIRO EBY TT,

hostname (config-group-policy) # split-dns {value domain-namel [domain-name2... domain-nameN]

| none}
hostname (config-group-policy)# no split-dns [domain-name domain-name2 domain-nameN]

RAAL DY A MATHEEY B ZKOHI21E, AN—A&1D5AN LET, = b UEITH]
BRIZHY EEANR, A M) T REORSITA2LFUTICLET, 7T "7 () |
BLOEBEUVAR () OREFEHTEET, 77405 RAL AN RV EI L THRR S
NLGEIE, TORAAL 2OV A MIHARMIZED DZVLERH D £,

WOFE, FirstGroup & W9 A HTD 7 V—7" 7" ) 2 —"T, Domainl, Domain2, Domain3,
Domaind D4 RAA VBN AT U » b bR 75 LU TRRESND KO ICRET D HEER
LTWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-dns value Domainl Domain2 Domain3 Domain4

GE)

A7) > FDNS ZKET HH BELIZTTA_X—=KDNSY—1N, 7I3A4T T Ty
74— ALaﬁfﬁ‘éﬂ“ﬂ\éDNS‘H‘*‘/\&E@LT%&P LEMELET, EELTVWS
L. ARMRENIE L EEE T, 72— Ry 7EIN5eEERH D F9,

Windows XP 8L UVRATYUw b bRy VS HADDHCP RITZIEDRTE

ATV b RV AT g 2553, REBEZTWA L, Microsoft XP THEENFRA L,
RAAL EPHHR LE T, ZORMBEZEREET 512X, ASA TEE/L— hOEE 27 ~ 40 2R
LET, L—FOKIINL—FDI F AT > THRRY F9,

DHCP 81751512 X - T, Microsoft Windows XP 7 74 7 > MEXASA CTAZ U vk bzl
YT EMEHTE DL D127 £9, ASA X, Microsoft Windows XP 77 7 A 7 > b DHCP Inform
AvB—VICEEIGE LT, 774 T M b XVIPT RLAHOY 7Ry b ~A7 [ R
AAHE. BIORISALVAZAEZT v 7 — ML F 4, Windows XP LLET D Windows
7747 DA, DHCP fATZEICE T RAS VA EY TRy b v A7 k& E
9, ZAUE. DHCP H— %3 5 ORI TRWVERE THRILH £ 7,

intercept-dncp =~ > Rix, DHCP RATZEEZA R —T7 VEIEZT =7 VI LET,

hostname (config-group-policy)# intercept-dhcp netmask {enable | disable}
hostname (config-group-policy) #

netmask 23 C. N RAIPT FLADOH TRy N A7 5B LET, 2Oz~ Fdno
BRIZ, a7 4 F2b— 3000 DHCP RITZELXHIBRLET,
[no] intercept-dhcp

S,

WIZ, FirstGroup &9 7 /L—=7" 7R U 2 —(Z DHCP fX1T%(5 2% ET 20l 2 ~r L £ 7,
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YE— R FOERISATY FCREAT SO0 TS ToxoirngE [

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# intercept-dhcp enable

JE—F TR IVSAT7 2 MTCERAT SOOI JOoxS

RED

=1 ]

axX AE

ATy T

ATy T2

AT bOT XY =N NRTA=FEZRET DI, ROFIEZFETLET,

FIE

Th—TR)o—ar74Xalb—T3arE— RFTmdeproxyserver 2~ Ra AL, 7
FGATY NTFARALADT T UHFOT Xy — "R — "B ELET,

hostname (config-group-policy) # msie—proxy server {value server|[:port] | none}
hostname (config-group-policy) #

T 74V MElZnone T, 7I9A TV T RXAADT T 0Ty —_"ORTEEHFTEL
TWETA, I 74 F2b—varPLEEEZEIFRT I, 20z~ RO no BN a
HLET,

hostname (config-group-policy) # NO msie-proxy server
hostname (config-group-policy) #

Taxy =D IPT RLVAEZIEFA MBIOFR— MEENEENTWVDITOE I,
100 XFRETHLILENH Y 97,

W, 75999 Faxs —_"ELTIPT FL A 192.168.10.1 #FRE L., A— bk 880 Z{#HH
L. FirstGroup &\ 5 Z/v—7 KR o —% BT 502~ LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy server value 192.168.21.1:880
hostname (config-group-policy) #

TN—FRK)—ar7 ¥z lb— 32— K Tmseproxymethod =2~ > K& AL T,
IIATY N TRAADT I Faxy 7r7vay ([ AV Yy R)) ZFELET,

hostname (config-group-policy)# msie-proxy method [auto-detect | no-modify |

Nno-proxy | use-server]
hostname (config-group-policy) #

F 7 4V Ml no-modify T4, a7 4 Xal—Ta b BEL2EIRT 512k, Zoa~
Y RO noAEHEHLET,
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hostname (config-group-policy)# no msie-proxy method [auto-detect | no-modify

| no-proxy | use-server]
hostname (config-group-policy) #

AT 5H5EIF, RO LBH TT,

sauto-detect : 7 G A T N TARAADT T TRy b—"O IR OMEHE A
=T LET,

eno-modify : ZDOZ 747 N T AL ZATHEHALTWEL T ZUFDOHTTP 7 7 0% 7'r¥
Y= ROREELEDEFIZLET,

*NO-Proxy—Z DI FA T N TNRA AT, 77UV DOHITP 7V X v EET 4 —7
LiZ LET,

* Use-server—msie-proxy server 2~ NIZRESINTEEZEHT L 012, 77 v ¥
HTTP 7' u o — "REZHE L ET,

Taxy =D IPT RVAFZEIFA MBIOR—- MEENEENTWVWIITORE IIX
100 XFRIETHHILENRH Y £,

RIZ, FirstGroup &\ 9 Z—7 KUY v —DT7 7P 7Fax U fEs L CHEMRMZRET S
BlarLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# msie-proxy method auto-detect
hostname (config-group-policy) #

Wiz, 72747 b TR ADY—s3L LTH—,3QASERVER, H~— |k 1001 #9425 &
912, FirstGroup & W) ZN—T R o —DT7 FUHF Fax VRELZRET dFlERLET,

hostname (config) # group-policy FirstGroup attributes

(
hostname (config-group-policy) # msie-proxy server QAserver:port 1001
(
(

hostname (config-group-policy) # msie-proxy method use-server
hostname (config-group-policy) #

ATFY T3 IN—F R —ar7 4Xal— 3 F— KT mseproxy except-liss =2~ F&Z AL
T ITAT U TR ADT T IR =N TTaX T N A RATH=OIEH7T 57
=3 > OFSL U A f\é’) Ebi‘é‘ INHOT RLAEZ, 77Xy —RNZLoTTr /7R
NEHA, ZDOY AKX, [Proxy Stteings] ¥ A 7 7 7R w7 A2 5 [Exceptions] A v 7 Al
Y LET,

hostname (config-group-policy) # msie-proxy except-list {value server[:port] |

none}
hostname (config-group-policy) #

AT 4K 2= a UL BEBEAEIRTSICE. Zoavwr RO noBERAFHLET,
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ATy T4

YE— R FOERISATY FCREAT SO0 TS ToxoirngE [

hostname (config-group-policy)# NO msie-proxy except-list
hostname (config-group-policy) #

e valueserver:port : 2D T AT 2k T AA AT D MSIE H—"D P 7 RL A% T
4R, BEIOR—MEEELET, A— FNEFIXMTETT,

enone: IP7 RLAEIIARA M EIIR— bR E &R, BiIF ) A F &AL E
A,
7 7 4V b TIL, msie-proxy except-list [£7 1 E—7 /T > TWET,

TaXxy b —NOIPT RLRAEEEFFRRA MBIOR - FESFREEN TV BITORE XL,
100 XFRIMTHDLLENH Y £,

WIZ, 77007 ax ) A N ERETHEZ R LET, IP 7 KL A 192.168.20.1 O
P— N THERE S U, R— b 880 2 L. FirstGroup &9 7 /L—7 R v —%2xfRE LE
—éqo

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy except-list value 192.168.20.1:880
hostname (config-group-policy) #

IN—TF R — a7 4Fal— a3 E— KT mdeproxy local-bypass =~ > K& A7)
L. 24T T A ATHEMT 27 700N, Taxiaa—ILT AN ZATOREE
ARX—=TNVEIT A =TT LET,

hostname (config-group-policy) # msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

a7 4 X2 b—rarmLEREERTAIE. Zoavr FonoBRXEHALET,

hostname (config-group-policy) # no msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

7 7 # )V K Cld, msie-proxy local-bypass |£7 4 E—7 /WZ/e > TWET,

WRIZ, FirstGroup & WD V7 N—T RIU > —DT7 7 0HFDTmXy m—R) NARRA% A R—
TINZT DR L ET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy local-bypass enable
hostname (config-group-policy) #
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B esec aken) H547  roEFL T BHEOEE

IPSec (IKEv1)

ATvT1

ATy T2

D247 bDEF2) T4 BHEDKE

TN—TDeXa2 )T AHREERET DT, WOFINEEFEITLET,

FIE

IN—F R —ar74F¥al— a3 F—KT, enable $—UV—RZHEELT
password-storage =~ RZH L, =2—VFRn A RRAT—RE7 74T N VAT A
WRFCE DT DINEIDERELET, AV NRFET 4 B—7/MICT 521X
disable ¥ —7U — K% 57 L C password-storage =2~ > R&fif L £,

hostname (config-group-policy) # password-storage {enable | disable}
hostname (config-group-policy) #

X UT 4 EOBANS, RAU—RNREFEERXT 74NV FTT 4 2—T Mo TWET, &
XaT7 A MZHDZERDLP>TND VAT A ETDOR, NAY— ROREEEA X —T T
LTL7EEN,

password-storage B EI T 7 4 X2 L—2 g UnBHIRTAIZIE, Zoa<wr Ko nofE
XE AN LET,

hostname (config-group-policy) # no password-storage
hostname (config-group-policy) #

no IEX A FEET 5 &, password-storage DIEZBID 7 /—"7" 7R =M HfkK$ 25 2 LR TX
£

’0)37‘/F‘ . ifﬁﬁﬂﬁfif\“*F"?::7 74TV MRRERN—= R U =T 747 FOfd
Bl — PRBREIITE ] S EE A

WIZ, FirstGroup & W) L HID 7 N—T" R 2 —IZxf L T/RAT — NRFE A F—T M T 5
FlaErRLET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # password-storage enable
hostname (config-group-policy) #

T 7 FNINTIET A B—T N0 TCODBIPESEE A X —T T EMNE I NERELET,
GE)  IPSec IKEV2 #f5 Clx. IP JEfEIZH AR— F SN TWEH AL

hostname (config-group-policy)# ip-comp {enable | disable}
hostname (config-group-policy) #
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ATvT3

TRYL— B&LUV1—Y
IPSec (KEV) 254 7> kot¥a 74 BinEE [

LZSIP JEfG &2 A X —TWICT DI, JV—T R v—ar7 4 Fal—v a3y £— T,
enable ¥—U— RZ4RE L Cip-comp 2~ KE AN LET, IPEMET 4 E—7 T 5
(21X, disable ¥—7— K&$EE L Tip-comp =2~ K& A LET,

ip-comp JBMEZFE T 7 4 Fab—2a U LHIBRT 212X, Z0a~vry RonoBEXE A
NLET, 2L, BloZ7NV—7 R v—DfEzffk T £,

hostname (config-group-policy)# no ip-comp
hostname (config-group-policy) #

F— B EA X —T T B &, EFATHERT 5 ) E— F A YA v 2P DF—
EEL— R ET S HANRH Y T,

Evbh FHEMEERTLE, 2=V Ey i a Tl AE Y HERE CPU i RSB
L. #RELTASADANL—=Ty FREBMETLEY, £, 7F— X EMITE
TATER L TWDHYE— b 22— L TIETA R—T T H T L 2R LE
T, BT L 2—PFIEFDO I N—T KU o—%2FiH L, ThbDa—Wx LTE
FIEMEEA R —T M L ET,

TN—F Ry — a7 4FXz2l— g2 F— RT, enable ¥—V — REHEE L T rexauth
a~vy REFEH L, IKEX—2FAR SN DB —YRHEEEEZ T DLERH DN E H»n
FHRTELET,

GE)  IKEV2 # Cid., IKE F—FERIIV AR — SN TWEREA,

IKE ¥ —HARFOERIEEZ A 2 — 7 T 5 &, ASA TlE, WD 7 =— X 11IKE
FIAT— g AR T — TRt LT:L%#“‘Z. ERAT— RO AMRD S,

Z D IKE F—FHAERIMTOND TN —TREER RO b E T, FHRIEC X -

T, BXx=2 U7k nnEd,

%&Eéﬂ@ﬂ‘é«*v~ﬁﬁzﬁiif'aﬁﬁr%7b§@ﬁﬁ”% EWGEA, 22— PIIRGEEE 0 K LKRD b1
CICREZE LD Z D0 9, BATERMITE LY RS2 E 1T D
i HfEET 4 E—7 M LET, BRESN TV DX —FAERA ¥ — L 2 fE
ﬁ“é X, =%V 7/ F— R Tshowcryptoipsecsa=z~ > REZ AL T, EF%=
)747//1—Va/®@$u®747&4A‘kiUT 2 DOF A NEATD
TATHALEFRLET, IKEX—DHERINDBEOL—FOHRRGET 1« & —
TMZT HIZIE, disableX—U — K& A LET, IKEF—0FAER S D BEOFR
AEE. T AN R TIET 4 E—T o T ET,

hostname (config-group-policy) # re-xauth {enable | disable}
hostname (config-group-policy) #

IKE % — ﬁﬁiﬁéhé@@ﬁm£%®ﬁ%%@7w TR =K T L L E A R—
TMZTHIZIE, Zoa<wr FonfEE AJ LT, FTar 7 ¥ 2 L—3 3 )5 re-xauth
J%ﬁ%ﬁ%%biﬁ]

hostname (config-group-policy)# no re-xauth
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B ke 95472 Lo IPsec-udP it iE

ATy T4

hostname (config-group-policy) #
GE)  #lca—PREE LR WSS, FGET R L £7,

SERHRERME A A X —T T DM E I DERELE T, Psec T —3 3 »Tld, %R
HRERAEIC L D . T LRI SR — 3RO E D% — & BN EMEES N E T,
IN—T"RK) =%, BIOTN—TF R =5 e BimEMEOEEMK TE £, B2k
EWEIX, T 74NN TET 4 B—T MR T ET, BREBEMEZ A X — 7 MIT DI
X, V=7 R —ar74¥al— a3 ET— KT, enablex—VU— F&fEE LT pfs
a~wY REFERLET,

hostname (config-group-policy) # pfs {enable | disable}
hostname (config-group-policy) #

SERRVEERIE E T 4 £ —T7 T HI2IE, disable ¥—TU— K&FREL Tpfs a2~ K& AS
L/iﬁ‘o

FSERMBEE B A FITa L 74 X2 L—2a U BHIR LT, EMALARNWE SICT 51
i, Zoavwr RonBEXEALLET,

hostname (config-group-policy)# no pfs
hostname (config-group-policy) #

IKEv1 7S5 4 7 > @ IPsec-UDP B DL E

IPsec over UDP (IPsec through NAT & FEIIND Z &bV F9) AEHTLHE, N"—Fu =T

7747 ME, NAT 2F4T LT\ 5 ASA IC UDP R CTHERE CE 3, ZOMRIZT 7 +

N RTIET 4 B—T 22> TWET, IPsecover UDP 1L, VU E— b7 7 & A2 11236 A
ENLEHAOWAET, T—Far 74 Fal—Ta UPRLETT, ASAIL, SAOFRIT v T—
MFIZTZTAT U FEDOETar 7 4FXal—2a XT3 2A—=H 2LV Y LET, IPSecover
UDP 2T 2L, VAT A NI 3 —<w U ARBEFRTFTLET,

IPsec over UDP & A X — 7 /L +BIiE, F—F R —ar7 4 Fal— g3 F—FK
T, RO K | enable ¥—U— REHEEL Tipsec-udp 2~ RERELET,

hostname (config-group-policy) # ipsec-udp {enable | disable}
hostname (config-group-policy)# no ipsec-udp

IPsecoverUDP Z i 95 121%, Z DIHOFIZNE - T, ipsec-udp-port =~ > R HERET 544
ERH Y FI,

IPsec over UDP %7 ( E—7 /L2952, disable ¥—U— K% AJJ L E9, IPSec over UDP
B EFITa 7 4 X2 b= a U OHIRT AR, Zoa<wy FonEXE A LET,
ZhiC LY., BT —F R S —h5 IPSec over UDP DEZ (A TX A X 912720 £4,
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&IZ. FirstGroup &\ 9 7 /b—7 7R U 2 —® IPSec over UDP %% ET 562~ LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipsec-udp enable

IPsec over UDP %A X — 7 /WIZ LT25HEIE, Vv —7 Ry — a7 4 Xalb— g F—

R ipsec-udp-port 2= > RERETHAMERH Y £, ZOa<r RiZLY, IPSecover UDP
D UDP R— FEBNREEINFE T, IPSec F T T —3 3 T, ASA IR EINT-HR—
FCU v AL, D7 4V Z NV—)LTUDP 77 4 v 7B Ry 7ENTNTEH, TOR—
FETHOUDP N7 7 ¢ v 7 Zlinik LET, A— MEBOHPIL 4001 ~ 49151 TT, 77 4/L
kDA — MEIE 10000 TT,

UDP B— r2F 4 =T NIZT B2, Z0a<ry RonEXEx A LET, 2Ly,
BD T —T RY > —Hh 5 [Psec over UDP R — F DEZ KR TXH L 912720 F9,

hostname (config-group-policy) # ipsec—udp—port port

WIZ. FirstGroup &9 7 /L—7 R 2 — IPsec UDP H— k&R — | 4025 (23 E T 2 61%
%Liﬁ‘o

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipsec-udp-port 4025

VPN N—FOzT7 95472 FOREREDERTE

ATy T

FIE

(EE) ROoa<xry FefERLT, Xy NY—7H0ERE— REREL T,
[no] nem [enable |disable]

Fy NU—ZHBEE— REFEMRTLE, N~ U7 7747 M, B—D)L—F 4 W]
B Ry NU—2ZVPN b Z N LTCVE—K FIA4_R—F 2y hU—7 (TRt CE £
9, PAT (@ S EH A, L7zh-> T, Easy VPN h—_DEHZIZH DT /3A AL, Easy
VPN U E— hOERIZHDTTA X=Xy NU—T LOT A A2, hrrxz4r LT (b
YHANENLTOR) BET 7 EATEET, HFOLEAELERTT, hrxuidn—RKy=7
I IAT LV MZESTRBSNDAMERH Y T8, FRART v 7 IREIZ->T-b &I,
WO S T — 2 WA BRI TE £ 7,

1 :
WIZ, FirstGroup &9 7 /L—7" 7R 2 —@D NEM Zi%ET D02~ L E£7,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # nem enable

gEHIno7aL. =T Ry — s&U1—F ||
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ATvT2

ATvT3

NEM %7 4 £ —7 /2 5I2id, disable F—U—FZ AN LET, 2D NEM EMEa 3T
Y74 X ab—YaryPoHlRTIE, Zoavy ROnoEREANLET, ZOFT e
VEEHATAE. ROV —T R DA X ET,

(EH) ROaxry FEEHLT, %27 2=y MREERELET,

[no] secure-unit-authentication [enable |disable ]

t¥aT 2=y FEEETIE, VPNNN—RU =T 75472 b8 b 2V EBET 72N —
P ENRAT — REMH LTERREEZERTHZ LT, BX2 U T oAb nnEd, Z ORE
EAR—=TMITHE, "N—=RU=T 7I7A4AT 2 MIREER TV 2—PH L /RAT— K%
FEHLEHA GRESNTWDIEHE) , EXaT7 2=y FEIHET 74V FTT 4 =7 1T
o TWET,

t¥a7 2=y AT NS R 2T IIAT 2 NBMERT D8 e T 7 A VTR L
prftﬁ—/\ﬁ/b~7ﬁ>ﬁ%ﬁéhfb\éuz\%75§&wiﬁ“o TIA4~<YASATEF 2T 2=y
FRREN LB AR, EONRy I T o7 H—NlbtXxaT 2=y MNGREARET DL E
N0 FET,

G¥) ZOMERER A 2 — T NI LTEBAIZ VPN kU RV EFESLT AI21%, 22— R —
Gl RAT — I\“%J&jﬂ“ézﬁﬂ% D F9,

£l
ROBNZL, FirstGroup & WO AFTDO T N—T RY —IZxf LT, BF a7 2=y FHiEx A
R—=TMT D AR L TVWET,

hostname (config) #group-policy FirstGroup attributes
hostname (config-group-policy)# secure-unit-authentication enable

tXaT 2=y MNEEERT 4 B—TWIZT BITIE, disable ¥—TU—FKE AN LET, BEF =
7 =y MREEMAEET I T 4 X2 L= a UNBHIBRTAIZIE. Zoavwr RonofE
REANDLET, ZOFTvarz2HETDHE, MOITAL—T KR —nbEXFaT 2=y
NRREDEZ MK TE E T,

(EE) koa~vy REFERALT, 2—PFRirERE L £,

[no] user-authentication [enable| disable]

2—WHEEEA X —TNICT D, N—RU =T 7747 FOERIZNDEA DO—F (X
MRV ENLTHRY NT—JIZT 7V BEAT LIS EZT 5 2 ENNE L) 7,

il 2 D —F1E, FELRAE T — OB > CGRAESNE T, 2 —WRFRIT 741 b
TT 4 =T Mo TnET,

7A=Y ASA TR—VREENLERG AT, EONy 77 v 7 H— b 2 —PREREE R
ETDMENRD Y 7,

&1

WOBNE, FirstGroup & W ARFTO 7 N—7" R > —Zxt LT, 2—WiRitE A x—7 /T
LI EE R L TWET,

hostname (config) # group-policy FirstGroup attributes
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VWNA—ES 7 55170 roBoRE |

hostname (config-group-policy)# user-authentication enable

2—WRFEE T 4 B — T T DI, d|sable X¥—U—FEANLET, =— GRS
FITary 7 4 X2 b—a bRt s, Z2oavwr RFon Xz AN LET, 20
FTvarvEERTLE, MO —T K ) =D 2 —WERAEDE K T X E T,

ROa<y REFERLT, BEELTEL D2—FDT A NV Z AL LT T NERELET,

[no] user-authentication-idle-timeout minutes| none |

minutes/N7 A —X T, TA R ZA LT 0 M (HALD) 288 LET, BAERHIix 15y
T 7 4V ME 30 5y, BeRMERIE 35791394 43 T,

TARVEALT D AT N— RO =T 7747 bOBERO2—PIZLDBET 7T 4
BT A NG E, ASAIZFDO I FAT U NOT 7B RAEKTIEET, 20X A ~<—
VPN b RVEETIEARL, VPN bR A EEBTE7 T4 T bOT V2 RZTFEKTL
F7,

1 :

OB, FirstGroup & WD ARTD T )V—"T KU —I24553DT A4 KV XA LT 0 MEEFK
ET DI EZRLTWET,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# user-authentication enable
hostname (config-group-policy) #user-authentication-idle-timeout 45

TA RV EALT Y MEZFYIRTAICIE, Zoa~vr RonEXE2ANLET, 2047
vay%ﬁﬁﬁé&\M@fw—fﬁvy~ﬁ674Fw&4A7W%@%W%T%i¢O
TA RNVEALT DT MEZMALZZNE DIZT DI, none ¥—7— RE4RE
user-authentication-idle-timeout =~> RZ AN LET, ZDa~vr Rz, 7/( K XA
AT T MCXUERRESNE T, IIUEZRETHE, T4 RVEZA LT 7 MBER S,
T HNVNEIREINTZIN—T R o —nE2—FRBIEDOT A KV XA LT 7 MEMR
WA SN0 £7,

G¥)  showuauth =2~ RADISETRINDT A RV ZA LT 7 ML, HIZ Cisco Easy
VPN UE—h TRXA ZAD M RNVEBIELTZ2—VF DT A KV XA LT 7 MEIZR
Diﬁ‘o

WD < RaH LT, IP Phone Bypass ##% € L 7,
ip-phone-bypass enable

IP Phone Bypass # {9 5 L, "— KU =7 7747 hOBERIZHD P 74 W, 2—%
FEE mE R L CHEEE CE £, IPPhoneBypass X, 774NV NTT 4 =T NI >TW
FT, ZHUL IUA DA R—T 7> TV LG EICOAHEH I NET,

GE) F, I IA T FNORFEEGRETHITIE, 7 94T MITMACT RLA
GRERETHIVLERH Y 7,

gEHIno7aL. =T Ry — s&U1—F ||
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ATvT6

IP Phone Bypass & 7 4 & —7 /W29 B 1214, dlsableﬂE U — K% AJ)L %7, IPPhoneBypass
BYEAZFATA L T 4 X2 b—2a UBHIRT HIZIE, Zoavr RonoBE AL ET,
ZOF T a ANtk BlD I —F KU 2 —)>5 IP Phone Bypass OfiE & {7k T& £,

WD a~r RaEMiH LT, LEAP Bypass %€ L £,
leap-bypass enable

LEAP Bypass X, user-authentication 284 r—7 /LiZ72 > TWAEEICOABEHINET, =
Da<y RIZXY, Cisco VA XY LATIZEBARAL L N T/NA ANED LEAP /37 v M
LEAPGRGEA ML LT, —WERAEZ L ICREGEZ T TE 5 L 912720 £9°, LEAPBypass
X, T FNL N TT 4= TWET,

N=RT =T 7 TA4T 2 bDOHEAITNDLEAP 21—V 2L, mHEIARRERHY £9, brxl
THHRAY A RN T AL ADHAIZH D RADIUS — N2 LT ooy VEEETH I ENTE
72V, LEAP BilEx r I — FTEEHA, FV*»WET?V?VV*”%%@T%
RVHEIEIR, ERR Y P U — 7 THEESN TV RWa» T, ZORMEEMRIIT 5720

LEAP /3o /320X, @B D2 —WFEFAEDRIIZ LEAP /X%~ + (LEAP /X7 v R2VF) % 1\ //T\
JUTCHEDS L, Rmmmﬁ—ﬂmmﬁﬁ@ﬁ WRECE D EHICLET, ZHUCE-oT, =2—¥
X, AR O 2 —FRIEICHET = E N TEET,

LEAP Bypass £, RO T CHEUNIHEREL £7,

* secure-unit-authentication 235 4 ¥—7 W2 TCWAZ L, A VXTI T 47 2= k
m£#4z TNOBE., PRV EHEH LU TLEAP T NA AN TE D L9110 DHI
. FELEAP (F#) THRAANMN—R T =T 7547 v b AT IHLENRH Y £,

user-authentication 34 2 —7 NIZ/ o> CNDH T L, A X —T /I > T\ & LEAP
Bypass 25 H SN EH A,

MERERBED T 72 A IR A 2 3, Cisco Discovery Protocol (CDP) % 5217 L C\»% Cisco
Aironet Access Point TH5HZ &, PCONIC h— Rix, o7 Z7 > FofIEThnENE
A,

il -

WOBENL, FirstGroup & WD A RIDZ /V—7" 7K U - —IZ LEAP Bypass # X €7 5 FiE&E R LT
I/\ivé—o

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# user-authentication enable
hostname (config-group-policy) # leap-bypass enable

LEAP Bypass %7 « £ —7 /WZF HITIE, mwMe% U— R%& AJ1L%£¥ ., LEAP Bypass J&
PEFETa 74 Fab—2a UNHHIRT 212, Zoavr RonBEXE A LET,
:@ﬁf?aV%ﬁWTék\EMBWM@@%%@7W%7ﬁUV%@B%%T%iﬁo
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AnyConnect Secure Mobility Client D V)L — 7 K1) S — B DR E .

AnyConnect Secure Mobility Client $###t DV )L— T R O —BHDERTE

ATy T

ATy T2

ATvT3

ATy T4
ATy TH

AnyConnect VPN Client ##5¢(2773° & 912, AnyConnect 7 7 A 7 > Mk 2 A F—7 /LI L=
%%, ZV—7 R Y > —® AnyConnect e % A X — 7 )V E T IIMAICTEE T, FA—7 R
U —webvpn 27 4 X2 b—T 3y T— NCROFIREZETLET,

FIE

TN—7HRY —webvpn 2> 7 A X2 b—T a3 ET— RERHBLET, KRIZHZRLET,

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn

TV RARA Y F a2 E2—# ET AnyConnect 7 7 A 7 b DKM A A N—VET 4
=7 T HIZIE, none¥— 7 — K& 57 L T anyconnect keep-installer =~ > K& L £
T WITHIEZRLET,

hostname (config-group-webvpn) # anyconnect keep-installer none
hostname (config-group-webvpn) #

T 74NV NTIE, 7747 2 FOKEEZRA A M= VETA RF—T NI o> TWET, 7 T4
7 > MiE. AnyConnect ¥ v ¥ g VO THHZZ Y KA > MIA VA b= ENT-FE Ik
D\i‘g—o

7 N—"7" R 2 —® AnyConnect SSL Bk C HTTP 7 — & OEAfE & A 11— 7 M HIT
I%. anyconnectsslcompression 2~ > R&Z AN LET, 74/ Tk, EffiiEnone (51—
T) ICRESNTWET, EfiE A 21— 7T 5I21E, deflate ¥ —T— REfEH L T,
W 2~ L ET,

hostname (config-group-webvpn) # anyconnect compression deflate
hostname (config-group-webvpn) #

Ty RET BRI O E

T ADHGRDT A RVIRREBZ MR DI ZHIIR T 556 Th, Yuxy, 7747 Ut —
Jby ETLIENAT 734 AfEH O AnyConnect #fic 2 B2 F I T2 N TEET, vz
THNE, WEERALTCX =TT 747 Ave—VORMELHELET,

anyconnect ssl keepalive command:

anyconnect ssl keepalive {none | seconds}

Flo, ¥—TTIA T EMESTSH L. UE— b =—F) Microsoft Outlook F 72 1% Microsoft
Internet Explorer 78 E DY 7y b X=X 7 F U r—2a o7 7T 4 TIZET LT RWDGS
T%. AnyConnect 7 74 7 > MIUIWiEH L OB IILET A,

WOFITIEL, AnyConnect 7 7 A 7 WX —TT T4 7 A vtE—T% 3008 (547) OHFE
THETE2EOCEXa VT4 TTIAT LV AZRELET,

gEHIno7aL. =T Ry — s&U1—F ||
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. AnyConnect Secure Mobility Client 8D 7 )L— 7 K1 O —BHEDFHRTE

ATvT6

ATy 17

hostname (config-group-webvpn) # anyconnect ssl keepalive 300
hostname (config-group-webvpn) #

AnyConnect 7 7 A4 7 F3SSLE v a U THF—ZHAEKTE D X 92T 5I21E, anyconnect
sslrekey 2~ > R&EMEHLET,

anyconnect ssl rekey {method {ssl | new-tunnel} | time minutes| none} }
T 74N MR, F—HERITT 4 =T IR TWET,

method % new-tunnel I[ZFEET 2 &, SSL F—DFHAER T AnyConnect 7 7 A 7 & FH3FT L

N RNV ERENIT D 2 EEE SIVE T, method Z none (IZFRET D &, F—FAERITT «&—
TIATIR Y EF, method & ssIZHRET D &\ SSL O R A ¥ m—3 g 3 — AR HITAT
PIET, method ZFEET 2DV IC, By a VOBMAEND X —FAERNTHOND £ TORE
filZ 1~ 10080 (1) DO THRETEET,

OB TIE, FT—FAERTIZ AnyConnect 7 7 A 72 "B SSL E BRI =— 5 L) IZ5%
EL. F—HAERNE Y g VBIED 30 SBICHERATHLIICHRELTWVET,

hostname (config-group-webvpn) # anyconnect ssl rekey method ssl
hostname (config-group-webvpn) # anyconnect ssl rekey time 30
hostname (config-group-webvpn) #

IIA4T N Ta ban S RREREEEHT AL, ASARIPve NT 7 4 v 7R ETHIL
TW5H E&ED AnyConnect 7 7 A 72 MZXDIPVE 8T 7 4 v 7 OFBFES, IPv4 T 7 4 v
JIETETHMLTCNDEEDIPVe v T 7 4 v 7 OEFBHEERETDHIENTEET,

AnyConnect 7 74 77 ;Y ASA IZ VPN ##t9 % & 12, ASA L IPv4 & IPv6 D— 7 £ 721
WO T L AZEY Y4 TE9, ASA 2% AnyConnect ##¢(Z IPv4 7 KL A £ 721X IPv6 7 R L
AT HEEND Y THEEAIZ, ASANIPT RLAZEID B ThRNoT-Ry NU—2 NTF 7 4 v
TIWZOWT, 77347 7a bhal A RRAZL>TED NI 74 v 7 Ry 7E3/5
M, FETNLASA ZNRA RNALTI TA TV b OREE{E7e L, 2F0 [Z7 U7 THF AN
ELTOREEFAITONERETEH LI ELL,

7ol 21X, IPv4 7 KL ADH AnyConnect Bt ICHI D B4 THIL, = RARA U ERT 270 R
By ENTWVWLEBRELTLEEY, 2O RRA L EWNIPV6 T KL A~DRIEL A
TeLXIZ, 77AT Y b NANR T a Fa RN T 4 E—T VOEEIEL, IPv6 N T T 4
INRRB Yy TINETN, 7 T7A47 2 b NARR T haring x—7LO841%, IPve b
T4 IEFITTAT BT FHRARELTHEESINET,

SSL #5#t Tid72 < IPsec b RIVEMESL L CTWAEIE, 7 74T > FTIPV6 AT/ > T
WANE IR ASAITIHAINRNT=D, ASAITFIZZ FA T v b XA XA Fa ha/LikE
AT wvadur LET,

client-bypass-protocol =~ > REMHL T, 7747 b "M 7 haltigad A r—7
WVEIET 4 =TI LEY, a~» MEUIRO LB TY,

client-bypass-protocol {enable | disable}
WIZ, 7TAT 2V F XA R2 T a harkf x—7MIT50%RrLET,
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AnyConnect Secure Mobility Client D V)L — 7 K1) S — B DR E .

hostname (config-group-policy) # client-bypass-protocol enable
hostname (config-group-policy) #

WIZ, 74T b XA RA T harzcsA—71zd 502 RrLET,

hostname (config-group-policy) # client-bypass-protocol disable
hostname (config-group-policy) #

WIZ, A3 —=TNVEFRIIT A= NI TWDEITTAT v s XA Fa ha)LVREL
HIFRT 202 R~RLET,

hostname (config-group-policy)# no client-bypass-protocol enable
hostname (config-group-policy) #

ASARIZE — R NNT U T aRELELGAIL. VPN v v a COFMNIZER &b ASA
IP7 RUAEFRRT 2722, ASADFQDN ZHELET, ZOREIT, SEIERIP T2
haroxry NO—IBO7 74T s v—I 0752 R— 192592 TEETT (IPv4 H»
51IPv6 72 &)

AnyConnect 7’12 7 7 A )LiZd 5 ASAFQDN Zffi [l L Tr— I 7 1%IZ ASAIP 7 R L A& B
BT LixTEERA, TRVAPRR—RARZ U7 U FUADIELWT AL A (Fv
RIVISENSLENNTND T AL R) E—HLBRWEERH Y £,

TNA ADFQDNINY A T > MIEESNRWEE, 7747 > b, LT b 2 RV
SNENTWASIP T RLA~OFEERZRAET, B bH P 71 h=v (IPvd 725 IPve) D
Fy NU—7for—3 7% %R — 521X, AnyConnect |L, b > R/VOFMESLIZHE
THASAT RLAZRETEDHEHIC, B—3 0 FHIZT /3A A2 FQDN DA RifRIZ1T 5 4
RHVET, 77472 M, IR TICT 2 7 7 A VICIFET % ASAFQDN Z i L
F9, kot Y va VB T, FERARERESIEEIC, ASAILE T v &l

(7=, IN—7 R —TEHENRE L) T/54 AFQDN Zf#H L 9, FQDN 3%
EINTWARWES . ASA E. [Device Setup] > [Device Name/Password and Domain Name] D 7%
EWNENDT /3 A FQDN ZHifF (BL W/ 747 MIEE) LET,

TNA AFQDN N ASAIZ L o T v v a2 ENTWRWEGEA, 79472 ME, £4251p 7 n
fardOxry hU—I Mo —I 0 J%ICVPN Yy v a VAL T £H A,

gateway-fqdn =~ > RZ{EfH L C, ASADFQDNZRELFT, a~r FEXIKRDOEBY T
ﬁ—o

gateway-fqdn { value FQDN_Name| none} ¥ 7213 no gateway-fqdn
&IZ. ASA @ FQDN % ASAName.example.cisco.com & L CEFKT DB &2 R L E T,

hostname (config-group-policy) # gateway-fgdn value ASAName.example.cisco.com
hostname (config-group-policy) #

WIZ, Z—7 KU —n5 ASA D FQDN ZHIBRT 2412~ LET, 71— KU —Iid,
FIT IV TN—T R —nb ZOEEMHAL E7,
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hostname (config-group-policy) # no gateway-fgdn
hostname (config-group-policy) #

WIZ, FQDN 22D & L CEFHET DB %~ L E7, hostname =< K X N domain-name =
<~V REMALCRESNTEZ 2 — UL FQDN MEA S Ed (A TEEREA) .

hostname (config-group-policy)# gateway-fqdn none
hostname (config-group-policy) #

NV Ty T H—N\EBHEOERTE

\}

Ny TP —n"EBZELET WEHTL2TERHLEE) o Psec /Xy 7T v 7 —_3%
fETHLE, VPNZ AT MET T4~V ASA BWMEFARA OBE S Rt Mo 5
ZENTEET, Ror 7 v P—NERWET HE, ASAIL, IPsec F U RNV EFELT H & &
W27 7A T MY =R UVRANEELET, 7747 M EERITT T4~ ASA LTy
IT T HP—=NERELRVREY, Ny 77 v 7 b= NIFELERA,

Ny 2T o T HP—=x, 7747 b EFHIFZT T4~ ASA EIZERELE9, ASA EIZ
Ny T o THh—NeRETDIHE, X I T v T P—NREKI—RITNV—TNDOIFAT
MZTvva&h, 2947 b EONR 7T o7 =R Y2 F (BESNTWDHHEE) 2N
B b 9,

GE)

KA NG EMERT25E681Z. Ny 27T v 7 DNS B —_"BILONNy 77 v 7 WINS H— 3%
7A=Y DNS H—R_EBILORTTFTA4~U WINS r— L iZRloxry hU—27 BICREET D Z
CEHELEST, Zokolclinwt, N—FRUxT IF5A T M OERDTTAT MR
DHCP /" L C/N— KT =7 7 FA 7 ;)5 DNS 1H#E L O WINS 1H#R &2 BEG L T 58
Gy TTA7) =N OFEEN KDL, Ny T v T Y — T E e 5 DNS 1 & WINS F
WHRHDHE, DHCP U —ARHIRYINIC 2D FE T 947 hedHicae< R0 ET, £
7oy A MBEMEHL CTODEAIZDNS — "0\ AR /25 & KIEZREBEN AT D
BEARDHY 7,

Ny TP P—=NERETHIZE, V=T KV —ar74Xal—raryE—RT
backup-servers =~ K& AJJLE7,

hostname (config-group-policy) # backup-servers {serverl server2... serverlO |
clear-client-config | keep-client-config}

Ny 7T T —_EHIRT 512, Ny 77 v T P—REZEELTIOa~y RO no B
Z ANJJ L E7, backup-servers BIEA I T2 7 4 X2 b— 3 UIHHIERL., backup-servers
DIEZEMD 7 N—TRY =i bR TE 5 X 9127213, 5EREETICZoav s R
D noXEANLET,

hostname (config-group-policy) # no backup-servers [serverl server2... serverlO |

EHEJOoI274L, JIL—FKRY>—, B&Lva1—¥
ss
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vy kD=5 7RIvvavavra—L 5 i—20EE [

clear-client-config | keep-client-config]

clear-client-config ¥—7— KX, 7 74T b TR I T w7 —REFH LRV L2
ELET, ASAIL, XADOYF—N TR 2T v aLET,

keep-client-config ¥ — 7 — FiX, ASAN Ny 7T v 7 H—rMF@RE 7 747 > MIEE L7
WIZLERELET, 7I9A T NI, MEONRNy 7 7 o7 =N U2 NEfHLET G
EISNTWDLER) o ZhET 740 8T,

serverl server 2....serverl0 /X7 A —% U 2 ME, 7T A~ U D ASA MEHARF D5EIZ VPN
TIAT L NBMERTEZY—NET T4 F )T 4 EICAR—=ATRY)57Z Y A NTT, ZDY
A MIE, B=R"EZ P T FLAEFIFRA M TRHRELET, 20U A FOR 13500 3LF
FTTC, B CcE22 bV IFARK 10HE TTT,

WOFNL, FirstGroup EWIHLZBIDOTN—T KR S —Z, IPT RV A2310.10.10.1 & 192.168.10.14
THDINY I T T b—NERETDHHIEERLTWVET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # backup-servers 10.10.10.1 192.168.10.14

2V RI)—H PRIy 3o Ay A= LIS A—SDHETF

ATy T

COWETHBAT LN —TRY T —NAC o= R, T XTF 740 hOfERH Y £,
EIYLTHLMEBEREEZRE, ZHODONRTA—=ZDT 7 4 /)b MEIFEFE LN TL EEW,

ASA L., YEIEFRFEZ v k2L (EAP) overUDP (EAPoUDP) DA vt —UZHHL T, UE—
N ARARNDORAF XY ZMRLET, RAFXYREETIL, VE—FFANMIRY NU—2 T2
TARY —%ED Y THENT, TORA MR EF 2T 0 OLBERMAEMWTZLTNDINED
MDIRTHARENET, ¥X2 VT4 TTIA TV ATHRYy MU= T RIvvary aryba—
LR FRET HETC, NAC HIZ Access Control Server 3% E L TR LERH Y 17,

Access Control Server X, Y AT LADE=X VY 7 LiR—sDER, T3y 7, BLOrX
TSR E R T RAF ¥ =27 (ACS TREFRRLTFS) 2x=2VT7 4 777
AT AHE T a—RLET, —EIRARAF v h—2 1%, Healthy, Checkup, Quarantine,
Infected, F721% Unknown CJ, RAF ¥ MEEE721T7 74 7 N LOGRRED 0D & ACS
Ty a7 78 A R —%8F2 T4 T I7AT L RACH Y m—RLET,

FIANINOTN—T R —F I IREIN—F R —DFy NT—27 T RIvi gy
gy b —LVERETHICIE, ROFIEEZFITLET,

FIE

ER) AT 4R 72— A~—OHMEHRELET, EX2VT 4 TF7I7A4T A

X, RAF Y HEEDBRFER KDY, AT —Z A7 2V —DREEZZTAT-NZ, AT —#
AT —DH A ~v—%REN ST FE T, ZOXA~—DHRBUIND L. FARDEAF ¥ D
ERERRD 72— (AT —F A 72V —) PRITENET, ¥4 ~—OHIR%E 30 ~ 1800
OB TANILET, T 74/ hOKEIF 300 TT,

gEHIno7aL. =T Ry — s&U1—F ||
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B < ro—v7rzvsavavro—nSx—sn%E

ATy T2

Fy b= T RFIvvararybao—LOtyiarT, RAFYRIEDRER KDY,
INAF ¥ DEREFRDIRO 7 ) =375 E TOMREEET DI2IE. 70— K
v—ary 7 4¥alb—v a3y E— KTnacsg-period 2~ REFHALET,

hostname (config-group-policy) # nac-sg-period seconds
hostname (config-group-policy) #

FIFINEIDITN—T RY)—MBEAT—H A I — F A ~<—DEZEMET DIT0E, fkK
TOREITN—F R —IZT7 7 8A LT, Z0avwr RO nERXE2FEHLET,

hostname (config-group-policy)# NO nac-sq-period [seconds]
hostname (config-group-policy

W, AT —HA T — FA<—0DfE% 1800 PICEFET 202 RLET,

hostname (config-group-policy) # nac-sqg-period 1800
hostname (config-group-policy) #

WOBTIEX, TIFN S ITN—T R —INHAT—FZ AT ) — A ~v—DfEE &K LT
b\iﬁ‘o

hostname (config-group-policy) # no nac-sq-period
hostname (config-group-policy) #

(F-E) NAC OFREEOHIMAEHELE T, BEX 2V T4 T34 T v RIE, BAF ¥ ik
WRER DD TN, BGEA A v — 2B S ¥ E T, 20X A ~v—2nHRINICR D
&L ROBEEEDORAF Y EEN Y H—SNET, ¥XF2 VT4 T FIAT R T, FNE
TLRILFETHRAF ¥ 2 H\BREEL 5, RAF Y BREEEIZIIFREEPICT 7 A 2 ba—
= RNPEATERVEA, T 74V DT NV—T R —RNEMTRD £9, RAF v
T DR AT AT LET, #PHIL 300 ~ 86400 b T, F 7 4L b DR EIL 36000
BT,

Xy hU—27 7T RIvvagrarba—LOkyi g TRAF Y ZHEET 5L IEET
B2, I—7F R —ar7 4¥alb—a E— FTnacreval-period 2~ > R&ff
MALET,

hostname (config-group-policy) # nac-reval-period seconds
hostname (config-group-policy) #

FRFEZ A ~—DEET 74V kN I —7 R =Bk 51203, e 7 L —
TRV —IZT IV EALT, Z0avy KonoBRAFEHLET,

hostname (config-group-policy)# NO nac-reval-period [seconds]
hostname (config-group-policy) #

WIZ, TGRS A ~—% 86400 L E T 2442~ LE T,

hostname (config-group-policy) # nac-reval-period 86400
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ATvT3

Y RIT—Y FRFIvI3>arbA—ILNNSA—2DERTE .

hostname (config-group-policy)

WO T, TTHN DT N—T R o —NEFMAEZ A ~—DfEZ & L TWET,

hostname (config-group-policy) # no nac-reval-period
hostname (config-group-policy) #

(&) NACHITZ 74V MACLEZRELET, ¥X2 VT4 T I7AT AL, RAF ¥
ERGETE 2WEEIC, BIRS A2 ACL ICEEMITF N TV D EFXF 2T ¢ RY v —%iH
L%9, none 7= i}fﬂﬁ ACL ZEELE 7, 7 7 4/L Fi%ElInone T, nonelZiXET 5
L EF 2V T4 TTIATURE, RATF Y ZRGEETERDP ST EEICT T4V RO T L—
TR —E#EHALET,

RAF ¥ ZBFETE 22T Fy FU—27 T RIyvayarbu—tyyaryO77r
VM ACL & LTHEHEND ACL 2 EETHICIE, FV—T RV —ar7 X2l —T3
v F— R T nac-default-acl =~ > R&HFEHLET,

hostname (config-group-policy) # nac-default-acl {acl-name | none}
hostname (config-group-policy) #

TN NDOTN—T R =5 ACL kAT B121%, A TOREIN—T R o—|C
TIZEALT, Z0a<vr RO nEREHEHLET,

hostname (config-group-policy) # NO nac-default-acl [acl-name | none]
hostname (config-group-policy) #

ZDavy ROBRIIROLEELBY TT,

« acl-name : aaa-server host 2~ RZfEHA L TASAICREENTWD, RAF v ZWEET
LY =R T N—TDL4RIERELET, TOLENE, TDOa~> RIHEE S/ server-tag
BN~ T DMENDH Y 97,

enone: F 7NN TN—TF R —5D ACL Ok %27 1 —7 L2 L, NAC & v
T aV TCRAF Y RAEN TE RN ZICACL A LEH A,

NACIZTFT 74/ b TTF 4 B—T IR >TN5720, ASAZ:ETAHVPN T 7 0 v 7 1%
NAC 284 X —T NI B E T, NACT 7 4/ F® ACL ORI Z 1T 8 A,

WO TIE, RAF Y EZRIETERNo72E X2, acl-l EWH ACL 2T 2 L9 EL
Tb\\i—g—o

hostname (config-group-policy) # nac-default-acl acl-1
hostname (config-group-policy) #

WOFITIX, T 74V ZT—F R Y —6 ACL k& L CTW\WET,

hostname (config-group-policy) # no nac-default-acl
hostname (config-group-policy) #

gEHIno7aL. =T Ry — s&U1—F ||
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WOFITIE, T4V N ITNA—TRY =MD ACLOMAZT 1 E—7 2L, NACE v
TV TRAF ¥ ERIETER -T2 ZICACL WA LEH A,

hostname (config-group-policy) # nac-default-acl none
hostname (config-group-policy) #

ATy T4 VPNDONACHKRERELET, T 74/ FTiE, oY X MIZEIZR>TWET, 744
BT 7 40 MiElE none T, RAF Y RIEZRRTHIVE—F KA MDA —F 1
7 VAT A (BEOVACL) Z &2 vpn-nac-exempt ==~ > K% 1 BIAS LET,

RAF ¥ REEEGFRT D2V E— R 2 Ea—2 DX A 7DY A MY b 2B 5120,
TN—TRY)v—ar7 4F¥a2l— g F— KTvpn-nac-exempt 2~ > RZEH L £9,

hostname (config-group-policy)# vpn-nac-exempt os "os name" [filter {acl-name | none}]
[disable]
hostname (config-group-policy) #

WA ZT 4 B—T I L, TXTORR M EZRAF ¥ BEEORRIZT 5I21E. vpn-nac-exempt
DT HEAIZnonex—U—FE AN LET,

hostname (config-group-policy) # vpn-nac-exempt none
hostname (config-group-policy) #

GERY A ROy N ZEIBRT AT, 2oa~vr Rono B EEHA L, G5 42—
T4 T VAT A (BELWWACL) ZHELET,

hostname (config-group-policy)# NO vpn-nac-exempt [os "os name"] [filter {acl-name
none}] [disable]
hostname (config-group-policy) #

TOIN—T R —IZBEHEMT LN TSR A MZhDd T MY RHIBRL, T 74V
N ZN—F R —DHRRY A M EMKTHIZIE, F—V—FEZETETICZoa~vr Ko
nolEX&EfEHLET,

hostname (config-group-policy)# NO vpn-nac-exempt
hostname (config-group-policy) #

ZDavwy ROMXERITIKRO EEY T,

sacl-name: ASA D> 7 4 X =2 Lb—3 3 VIZHEET S ACL DA R,

e disable : FfRU A hoOxT > b ZHIBRETICT =T M LET,

ofilter : (AFVay) ava—FOFX—FT 47 VAT LADOLEIN—FHLI-L X
NI 74902742 ) T T B ACL 2 H LET,

enone: Z O F—TU— K% vpn-nac-exempt D3 & AIZAT LIEGAR. AR T « &—
TR Y TRTOFRA SRR AF Y RIEORM R FI, ZOF—TU— K% filter
DT HAIIATI LIZSEF, = FY TACLEZRELRWI L2 R LET,
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ATy T5

WN5SA7o k774791 —n Ky o—nEE [

cOS: ARV —F 4 U7 VAT AERAF X RN SRR LET,
sosname : AL —TF 4 U VAT ADLAITTT, LHINZAN—ANGENTWVDHEHAEIZ
OIHBI RGN MHETT (72 & 21X "Windows XP") .

WOFITIE, MANT =TS, TRTORA FBRAF ¥ REEORRIZINE T,

hostname (config-group-policy)# no vpn-nac-exempt none
hostname (config-group-policy)

WIZ, RV A "3 _XRToO= MY ZHIBRT 56127~ L ET,

hostname (config-group-policy) # no vpn-nac-exempt
hostname (config-group-policy)

WDa< REANLT, Fy b= T KIvvararyba— i 32—7NVEHET 4
=7 LET,

hostname (config-group-policy) # nac {enable | disable}
hostname (config-group-policy) #

T 7 XN TN—F R =05 NAC OFREZMAT 5121, METTORBEITL—T7 KR
T/ BALT, Zoawy RO noBRAEFHLET,

hostname (config-group-policy)# no nac [enable | disable]
hostname (config-group-policy) #

T 7 ) FTiE, NACIZT 4 B—T 7> TWET, NAC A 12— Mzt 5E, JVE—
N7 ERATCRAF P RIENMLEICARDVET, VE—F 2 Ea—FXORAF ¥ NIELWND
LR IND E, ACSH— "N ASA THEATET778A RV v —%2 Xy u—RLET,

NAC X, 774NV M TIET 48— Mo TWVET,

Access Control Server (I v U —27 FIZFETHLERH Y 97,

WOFITIE, F—7 KD = LTNAC A4 X —7 /W LET,

hostname (config-group-policy) # nac enable
hostname (config-group-policy) #

VPN SAT72o b D7AT794—IL R —DEKRTE

T AT U4 — I, T—FDOEFET Y NEREAAT Y NeZnEThUmE LT, X7y b
T AT A —VERETFAT 0, 3Ny bE Ry ST ENE I DERETDHI &
LD, v Ea—FEf =3y OB TIRELET, 77 AT V4=V, 7

N—7DVE—F 2—FNRATY v N hoRY T ERELTWALEA, EX=2U 7 1 DM
276 LET, ZOBA. T AT UF—IN, A F—Fy hEFRITa—YFDr—hL

gEHIno7aL. =T Ry — s&U1—F ||
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B vnoscrororaror—n Ry v —omE

LAN Z#BHT AR ERFAN S Z—FDa L Pa—F 2 R#E L, OWTIeELRY hU—2 %
R#ELET, VPNZ FA4 T M2 L TASAICHE R L TWD U E—F —W T, @7
T AT UF—IL T a U BEINTCEET,

IN—F R —ar7 Xal—3 g F— RTdientfirewall =~ > RZ&{#H L T, ASA
MWIKE b p L 2 I m—2 g VHIIZVPNY A4 72 MIEET A=Y F NV T 74T 74—
WK —RRELET, 77A T 74—V RY—Z2HIRT5I12F, Z0a~vr RonolE
XE AN LET,

TRTOT7 7 AT U4 —/VARY —%HIBRT 5121, 518 EEEETIZnoclient-firewall =~
YREANDLET, ZOa<wr RiZLY, none F¥—U— F&HEE L Tdient-firewall =<2 K
EAITUTER LIZXV R Y —BHIULEN L EZO T, EEEHADTXTOT 7 AT U4 —
VAR —DEIRESNET,

T7AT A=V R =Nl hdé, 2—VFET 74NV NELFZOMD T V—T K Y
VWIS 27 7 AT U — VR —E R LET, 2R ZOLIRT 7 AT Ut —
VAR —FHA LWL DT B2, none F—U— RZFRE L T dient-firewall =<
KEABLET,

[Client Firewall] % 7 ® [Add or Edit Group Policy] Z 4 7 v 77K v 7 A Tid, BMEZIFEET
HIN—T R) = LTCVPN I TAT U hDT 7 AT 74— i EERETE T,

GE)

INEDT AT T —EREAR [ TX 5 DX, Microsoft Windows % #1742 VPN 7 T A
Ty NETTY, BHE, N—RU =T 7 T4 7 bEIFM (Windows LIAL) YT oo
T IIAT L RTIEE, INHORIIMEATE A,

BADOTF VAT, VE—F 22—V DPC EIZINRR—=VF NV T 7 AT TF—VHBPA A =)L
SNTWET, VPNZIA T ME, 8—HL 77 AT I+ — L TEBSNTWETZ 7 AT
T =R —FHEHAL, ZOT 7 AT U IREITINTND I EEHERTH20OIE
=ZLET, I7AT U= NVOETHMEIET S E, VPN I T4 7 2 MIASA ~DHEEL N
0y 7 LET (ZOT7 747 U4 —/ViliH A B =X L AreYouThere (AYT) &MEEILET,
VPN 7 7 A4 7 > FISEMIBIIZ Tare you there?] A v b —V X ETHZLICLSTT 747
UA—NEEZATHNLTT, WEPRINRWGE, VPN I T NI, 7747 U4 —
JVIRE T 2 LTaToh ASA ~DEEHGENE T Lo L8 LE) . X hU—IEHER LD
DPCT7AT VA= NVEMBIIRETHHELHV ETH, ZOHEZEHTUL =—F
IIBEHDORELE I AZ~A A TEET,

H2DTF YA TIE, VPNZ FA4 T2 RPCONR—VF L T 7 AT 74—t pil 7 »
AT AR —%#ATHIENRIRINDZENHY £, — B F L LT, X
Ty b bRV T EFEHLTINAN—=TDYE— K PC~DA L H—Fv b " T T 4w I %
Tyl THIERFFTONET, TOHEL FURABRHLINTWAM, A ¥ —F >
NMEH DR AN PC ZR#ET LD T, HRI A FORESNE T, ZOT77 AT U4 —/LD
F U AL, 7y =2 AR U T —F 7213 Central Protection Policy (CPP) & FEZIVET, ASA T
X, VPNZ A7 MCHEHT D M7 7 4 v 7EHL—LOE Yy FE2ERL, ZLbDL—/b
7 ANVHICEAEMNT T, FOT AN E T AT U — AR =L LTHRELET, ASA
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AnyConnect 7 5472 b T7 AT 04 —IL R S—DEHE .

TZDORY =% VPN I I A4 T FETEELET, TDH%, VPN T4 T2 MIKRY v —
Ea—N T7ATUOF—NMEL, TZTRI —NEHINET,

AnyConnect 7 S A7 b 74T 04—IL R —DERTE

ATy T

ATy T2

ATvT3

RTvT4

AnyConnect 7 A T > v DT 7 A4 T 7 5 —/L L—/L Tk, IPvABLOIPV6 DT KL A ZIEE
TEET,

IR BHHIIZ
IPv6 7 RLUANRESINTZHAET 78 A —VEER LET,

FIE

webvpn Z L —7 R — a7 4 Fal—v gy T— REBBLET,
webvpn
1 -

hostname (config) # group-policy ac-client-group attributes
hostname (config-group-policy) # webvpn

FIAR—RNEFIFIAATY 7 Xy NT—Z — DT Ay ha—L L— L& EEL
F9, TITAR—F Ry NU—T =)L, JFTAT L FOVPNEET X T H L H—T =
A AEA SN D NL—TT,

anyconnect firewall-rule client-interface {private | public} value [ RuleName]

hostname (config-group-webvpn) # anyconnect firewall-rule client-interface private value
ClientFWRule

IN—T"RY) =D N—T R —@EL webvpn R > —J@HEEZFRRLET,
show runn group-policy [value]

51

hostname (config-group-webvpn) # show run group-policy FirstGroup
group-policy FirstGroup internal
group-policy FirstGroup attributes
webvpn
anyconnect firewall-rule client-interface private value ClientFWRule

TIAR=F Ry NT—=T V= VInb T TAT N 77A4T Ut —)L L=V DBHIRESE
ﬁ‘o

no anyconnect firewall-rule client-interface private value [RuleName]

1 -

hostname (config-group-webvpn) # no anyconnect firewall-rule client-interface private value

gEHIno7aL. =T Ry — s&U1—F ||
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. Zone Labs Integrity Y —/ D A

hostname (config-group-webvpn) #

Zone Labs Integrity 5 —/ D {# FH

Z DIATIL Zone Labs Integrity —~ (Check Point Integrity % —/3& HIEIND) ITOW TR
B L. Zone Labs Integrity $—/3Z % 7R— 925 X 512 ASA X ET S FIHOFIZ R L £,
Integrity —/N%, VE—FPC ETEFX 2 VT 4 R —2HEBINIATT L7200 H Rk
BTEHRAT— g T9, UE— b PCQIntegrity — NI Lo THRESINTZEX =T 4 KR
=LA L WA, Integrity —/SEB L OVASA WME#ET DT T AN~ X FTU—T ~
DT 7B AENEZ HIVER A,

VPN A7 h Y7 by =T L Integrity 7 747~ Y7 ho=71%, VE—HFPC EIZ
HIZHEEEL TWET, ROFIETIE, VE—FPC EBEDTTAX—F Xy FT—TRIC
Ty va rEHELTHEEOY E— h PC, ASA, BE Wintegrity h—D7 7 v a v EFE LD
e 8

1. VPNZ A7 s Y7 =T (ntegrity 7 7A 7 b V7 houxT7 L[RELYE— b PC
WHEEE) 1. ASAWCEER L., ZNNREDH A TDT7 7 AT 05—V 7734 T 2 hThHD
ME ASA I BHHEFET,

2. ASATUIAT UV RN T 7AT U —NDEZATPKBEIINDE, ASA 72D Integrity 7 7
A 7 ¥ MZ Integrity — DT R L AFRNPIE I ET,

3. ASAIFT X L LTEMEL, Integrity 7 7 A 7 > M Integrity $—7 & Ol RRAT & Bt
ZRESL U E T, MRS 45T, Integrity 7 7 A 7 b & Integrity ¥—/ D721 TN
EhET,

4. Integrity — N, Integrity 7 74 7 & FBFRESNTcEF 2 VT 0 AU —ITHERLL T
WHNE I NERFELET, Integrity 7 74 72 bR EX2 U T 4 AU —ITHERLL TWH
D6, Integrity —/3005 ASA X LC, #e 2BV CERIOEM A 7 74 7 2 MR
2 Lo lRSnE T,

5 UE—hKPCTIL, VPNZ T4 7 hinD Integrity 7 74 7 > MR OFEMNIE X,
WY —DFEMPIZIZHICERMIND Z &, £z, Integrity 7 7 A 7 BT T A4 X— |
Xy NT—=J R TEDL ZEDNAMBEINET,

6. VPNEHEAENLT D & Integrity h—/NF, 7 74T b x—hE— b Ay =%
L Integrity 7 7 A 7 > FOIRRED T =X &7 £,

GE)

A=W A H—T 2 APRKKRSOD Integrity br— D37 4 Falb—vaaEhR—FL
TWAHHETH, BIEDY U —AD ASA 13— |2 AR — b3 2% Integrity — M 1 DT,
T 7T 4 773 Integrity V— N IZREE R FEAE LA, ASA B2 Integrity Y — NEERE L
ThH, VPNZ IA4 T 'y v a v EFHERSLLET,
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ATy T2

ATvT3

ATvT4

ATvTH

ATvT6

TRYO—, KUY
Zone Labs Integrity Y—/ D .

Integrity h— NZFXET HITIL, ROTFIREZFETLET,

FIE

IP 7 KL% 10.0.0.5 2 L T Integrity V— & E L £,

zonelabs-Integrity server-address {hostnamel | ip-addressl}

51

hostname (config) # zonelabs-Integrity server-address 10.0.0.5

A= 1300 ZFEELET (F 744 b A= ML 5054 TT)

zonelabs-integrity port port-number

1 -

hostname (config) # zonelabs-integrity port 300

Integrity Y—/N& OBE NI A F —T = A AZfRELET,

zonelabs-integrity interface interface

1

hostname (config) # zonelabs-integrity interface inside

Integrity " — NIEENHDHZ EEEHES L TVPN 7 74 7 MMERIZ U DRI, ASANT

T4 T ETNTA L 34 Integrity — 3006 DIEE % 12 BEFFO L I LET,

(E)  ASA & Integrity — SO O CIEENFBE LG, = —7 74 X VPN R
Integrity " — SOEFIZ L > THIr S 2N E 512, 774V N TVPNZ Z 47 b
Pt IXBAV 2 £/ £9, 7275 L. ZoneLabs Integrity —/NMZEEDS R AE LT-8
B, MBS U T VPN BRI AL D Z &M TEET,

zonelabs-integrity fail-timeout timeout

1 -

hostname (config) # zonelabs-integrity fail-timeout 12

ASA & Zone Labs Integrity % —/3 & OEHGIZIEE N FEE LGB VPN 7 T4 7 b L O
PHACD LS, ASA ZRELET,
zonelabs-integrity fail-close

1 -

hostname (config) # zonelabs-integrity fail-close

RIEZINTZ VPN 7 74T > MMEGOEEFEIREEEZT 7 4V MR LT, 774 7 > M
WiEFIIRhDd Lo LET,

zonelabs-integrity fail-open

gEHIno7aL. =T Ry — s&U1—F ||
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. T7A4TF794+—ILI54F >k 241 FD Zone Lahs ~DK

ATy 17

ATvT8

1 :

hostname (config) # zonelabs-integrity fail-open

Integrity $—/32% ASA DR — bk 300 (57 4 /L MIAR— b 80) (%% L C, H—,3SSLFEH
FEUERT DL ELET,
zonelabs-integrity ssl-certificate-port cert-port-number

51

hostname (config) # zonelabs-integrity ssl-certificate-port 300

Y — 30 SSLAEHI E NN EIZFRRE S LD, Integrity H—/ D2 F A 77> 1 SSLAEFI E N FRIES
noEoIHEELET,

zonelabs-integrity ssl-client-authentication {enable | disable}

51 -

hostname (config) # zonelabs-integrity ssl-client-authentication enable

T27AT794—ILOS5A4TF>2 kB4 TD Zone Labs ~DHTFE

FIE

AU RFEEET7TIV 3 Y B8

RTFYINV T AT U= 74T 247 clientfirewall {opt | req}
% Zone Labs Integrity % 1 7 IZEHET 5 zonelabs-integrity

Wik, koa~vr ReE A LET,

1

hostname (config)# client-firewall req
zonelabs-integrity

RDBARY

FEAZOWTIR, VPNZ AT h 7747 04—V KU P—ORE (93 X—V) Z&M|
LTLEE, 774 T U+ —/VDX A7 M zonelabs-integrity O34, Integrity H— N2 L -
TINLDORY =P RESNDIZD, T7AT U=V RI —2fETHa~ 2 FolE
FHENEEA,
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DI3AT N T7ATOF—ILDINTG A —FDERTE

WDa< REASLT, @RI IA T N7 7 AT U= NDNRTA—FERELET,
Kawy RIZBRETEX A,V AX AT 1 DF T T4, #MicHonWTiI, VPN Z 51472 k
T7AT A= RY —0DFKE (93 3—) #RELTILEIN,

s Cisco B 7 74T U4 —/b

hostname (config-group-policy)# client-firewall {opt | req} cisco-integrated
acl-in acL acl-out acL

* Cisco Security Agent

hostname (config-group-policy) # client-firewall {opt | req} cisco-security-agent

s T AT U —NI2L

hostname (config-group-policy) # client-firewall none

CHABN Ty AT UA—Ib

hostname (config-group-policy) # client-firewall {opt | reqg} custom vendor-id num
product-id num policy {AYT | CPP acl-in ACL acl-out ACL} [description string]

e Zone Labs 7 7 A 7 7 4 —/L

hostname (config-group-policy) # client-firewall {opt | req} zonelabs-integrity

A\

GE)  77AT7UF—NDXA 7% zondabsintegrity (2T D551, 5l
BafEE LT a3, RY ¥ —I%, Zone Labs Integrity —
NMZE o TROBIET,

hostname (config-group-policy)# client-firewall {opt | req} zonelabs-zonealarm
policy {(AYT | CPP acl-in ACL acl-out ACL}

hostname (config-group-policy) # client-firewall {opt | req}
zonelabs-zonealarmorpro policy {AYT | CPP acl-in ACL acl-out ACL}

client-firewall {opt | req} zonelabs-zonealarmpro policy {AYT | cpp
acl-in ACL acl-out ACL}

* Sygate Personal 7 7 A 7 U A+ —/L

hostname (config-group-policy) # client-firewall {opt | req} sygate-personal
hostname (config-group-policy)# client-firewall {opt | req} sygate-personal-pro

hostname (config-group-policy) # client-firewall {opt | req} sygate-security-agent
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» Network Ice, BlackIce 7 7 A4 7 U 4 —/b

hostname (config-group-policy) # client-fi

% 2:client-firewall AT > FOX—7— R ET#

BHEIOT7AN, FL—TRYL— B&va2—¥ |

rewall {opt | reqg} networkice-blackice

INTA—=H

B!

acl-in ACL

AT RBRERNT T4 v 7 IHHETS
RY —ZfRELET,

acl-out ACL

IIAT MR EENT T 4 v 7T S
RY—afEELET,

AYT

JIFGAT L NPCOT 7 AT OF—L T 7Y
= a N7y AT U A= RY —%& A
BT EERELET, ASAIZT7 747

T A —ANETENTNDZ L 2R LET,
[Are You There?)] &9 HERA vE—UMRFK
IRENFET, IWENRWEAIE, ASAIZL -
ThrrAnglrahEd,

cisco-integrated

Cisco Integrated 7 7 A 7 U 4 —/L X A T %45
i’ L\ij—o

Cisco-secur ity-agent

Cisco Intrusion Prevention Security Agent 7 7 1

TOF—I AL TERTELET,

CPP

VPN AT b7 7 AT 75—V R
v —@ Y —A & LT Policy Pushed # 57 € L &
TO

custom

HARNT AT O F—NEATERELE
Er

description string

T AT U F—LOFHPERLET,

networ kice-blackice

Network ICE Black ICE 7 7 A 7 7 4 —/V X A
TERELET,

none

IIAT N T7AT T4 — /LR =)
WZEERELET, 77 AT U — R
VI XNVEERE LT, I AT U —Ib
RY—ZERLET, T 74V DT —
TR V—FIFRESNTWLS 7 V—T R
Y=o 77 AT U4 —/L R I —EfkK
LZ2WE9IZLET,
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opt FTar DT AT U —) B AT ERE
]\_/i‘j_‘o

product-id T AT VA= NVREERELET,

req WMEEIRT 7 AT O — NI TafEELET,

sygate-per sonal Sygate Personal 7 7 A 7 U 4 —/b X A T xt5
t’ ]\/\ij—o

sygate-per sonal-pro Sygate Personal Pro 7 7 A 7 4 —/)V Z A 7%
BELET,

sygate-secur ity-agent Sygate Security Agent 7 7 A 7 U A —/)V XA T
ZHRELET,

vendor-id T AT T — DR —EEELET,

zonelabs-integrity Zone Labs Integrity % —/N 7 7 4 7 7 4 —/)L ¥
AT EHREELET,

zonelabs-zonealarm Zone Labs Zone Alarm 7 7 A 7 7 +—/)L Z A
TEREELET,

zonelabs-zonealar mor pro policy Zone Labs Zone Alarm £72(3 Pro 7 714 T
U A TERELET,

zonelabs-zonealar mpro policy Zone Labs Zone Alarm Pro 7 7 A 7V 4 —/L ¥
AT ERELET,

WKIZ, FirstGroup & WO A HTDZ /V—7 R Y 2 —|Z-2\ T, Cisco Intrusion Prevention Security
Agent ZWE LTI TAT N T AT U4 — VR —ZRET L0l ERLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# client-firewall req cisco-security-agent
hostname (config-group-policy) #

I—

7R IL—ILDEE
ITN—FR)— a7 4¥al—3 3> F— RTdient-accessrule =~ > R&fHEH L T,
ASA # LT IPsec THHR TCEAVE— LN T I RAIZIAT LU NDEAL T L NN—2 g & H]
B H5V—NVERELET, WOHA FT7A4 1o TA—VEERLET,

=V ETEFZELRWIEE, ASA X TR TORER Y A T2 LET,

s TTAT YV IR T IO~ H—E LIRWEA., ASAIFEE 2GR LET, HEL—

WEERTIESIT. FAINL—L G 1D FEETALERHY £T, FAL—LE2EE

LAaWnE ., ASA X+ _R TR 2L L £,
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T NT =T IV TAT U NEN—RT=T 7747 DOELLTYH, A TENRN—T3
>I% showvpn-sessiondbremote TERINDOAR EZERIC—H L TWDHLLENRDH Y £7°,

o * LFFT AN KA —RTT, VAN RI— REEL— IV TEEEANTHZ LN TEE
T, 7= & X, client-accessrul 3denytype* version 3.* Tik, X—TY a3 3xDY 7k
TxT HZFITLTCNWDLTRXTCDIIA T N EATEHERT D, TI9A4F VT 43D7 5
AT N TR L—IAIMERENET,

1 ODITN—T R —IZOE KK 25 DIL—VEERTE ET,

e =)L &y FERITHR LT 255 SCFOHIRNH 0 £,

I IAT U NDXATERIFINR=T gy (BDHVIFONY) 2R ELRWI T4 T b
W2, naZ AJTEFES,

=N EHIBRET HICE, Zoa~vr RonEXEANTLET, Zoa~vy N, koa~vy
K& E%ETY,

hostname (config-group-policy)# client-access-rule 1 deny type "Cisco VPN Client" version
4.0

T RTONL—VEHIBRT 5I120%, 515% 5 EE 912 no client-access-rule command z A /) L %
T, ZhIZEY . none ¥—U— FZIEE L T dient-accessrule =~ > R&34T L THERL L 7=
KOV = RNHIVEZENHED T, BEBFHDOTXTONL—/LRHIRENET,

T4V ERTIH, T78ANV—VTIHVETA, Z2I9AT 2 8 TR =B NEE .
=PI T 7N DT N—T R —NIFET DT RTONL— LR L £,

A—PNRTTAT U N T IR A =NV EMEALRNE DITT DI, none F+—T — REFRE
L T client-accessrule 2~<> FEZ AN LET, Z0a<wr ROBER, - X3TOH A 7L R—
TaroOU ATV MR ERTEDLLOITRY ET,

hostname (config-group-policy)# client-access rule priority {permit | deny} type
type version {version | none}

hostname (config-group-policy)# no client-access rule [priority {permit | deny}
type type version version]

WOFIZ, TNHDavwy ROF—T—RERTRA—ZOEKELTLET,

% 3:client-accessrule AX > FDF—T— KL EH

NS A—4H HL:L
deny BEDH A T L NR—Ta L DF AL RO
PHEASLET,
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INTA—4H

B

none

TIAT VN T IR NL—LEHFTLER
Juo client-access-rule % X UAEIZFRE L E T,
ZAUCE VHIRBF RS20 ET, 7
THN DT N—T R —F TR ESN
TWB T N—T" R =B & A L7220
XoizLET,

per mit

BrED R A T L= 3 DT 3, AD
BEFAILET,

priority

N—NDTFTAF VT 4 ZRELET, /)
DB FFON—NT, TT7A4 4V T 40
KbmEm< RV Ed, LEN-T, 29447
cDXATENR=T gy (FlFZonTh
D) AZ—ET DR b/ S WD L — L,
WHEXND L= R0 ET, HEOLSWT
TAFT VT 4 V—IVIZFIEDN D D55, ASA
IZZE DN —LZ B L ET,

typetype

7V —ARDOXLFINEN L TT A ADF A
TERALET, CFFNE, show
vpn-sessiondb remote THE/R SN HNE & B4
WL TV ARERHY £3, 72720, VU
ANRI—=RELT*LFEANTEET,

version version

7072 EOBBEROIXFHEFEH LT, T
AAN=Va rEfRELET, XFINL,
show vpn-sessiondb remote THE/R S5 NE
EERIIEHLTVWDORERDY £9, 7272
L., VANV —RELT*UFHAITX
£,

WIZ, FirstGroup & WO ARID I N—T RV —DI FAT > s TI7 A N—IVEEKRT D
BlZRLET, ZNHDNL—LE, RN—= a3 4xDY T N7 =T % EFTT 5 Cisco VPN Client
ZEFA L, TXTO Windows NT 7 A4 7 v FEESLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # client-access-rule 1 deny type WinNT version

*

hostname (config-group-policy) # client-access-rule 2 permit “Cisco VPN Client”

version 4.%*
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\}

GD  Ttypel 74— FiE. EEOEMZT SN BRBROCFIITTHR, 2Ok, B
U SAT > R ink ASA ICEIESHBBEEE B LTV D BEND Y £,

> N =L
A—HYEHEDRTE
ZOHETIH, a—VPEMELE ZOREFIEICOVTIHALET,

F7 4 FTIE, 22—V, B0 U TENTWAE I L—T R =5 ToO—FEtsE
WA LET, £72. ASA Tid, 2—% LU TEBNCEMEZE D 4T, TO2—P (0 &
NHIN—FR) o —Dfli% LEEXTHZENRTEET, 2L xE, T_XTO—P| T K
MNOT 7 A% L, FFEDOZ—WFIZ 24 B DT 7 8 A%+ 7V —T R o —%
BETDHZENTEET,

A—HZDaA2T4xXa2aL—2 a3 DRT

IN—T R =B LT 74V MEBED T, TXTOZ—FLDa 7 4 Fal—
varEFRRTHIZIE, RO LT, al ¥—TU— FZ$EE L T show running-config username
av> REANLET,

hostname# show running-config all username
hostname#

Zoa<wy RE, TR TCO2—VELFHREOL—Y (=—FAEHBELLELA) OIS
NIRRT = REFEL NV EFORLET, al ¥F—U— RE2EKT 5L, HRMWICRESN
FEEINR D) A MIFEREINET, ROFIE., 2D~ FNTtestuser & VD 2 —HF &5
ELTEGAEOH 2R LET,

hostname# show running-config all username testuse
username testuser password 12RsxXQnphyr/I9Z encrypted privilege 15

BLROLI—YDEEDETE

HBEDZ—YEHZETHITIL, username 2~ > REFEH L Ta—FL4E— FIZAY, =2—H%
WZRAT— K (RARTU—FRARLbA) LEaEo S CcEd, HE LR 22T _XTOEME
X, A —F RU S —oikkESNET,

NER L —WERIET — X _— AL, username 2~ > R&EMH L CASD SN2 —F TR IR

TWET, login 2~y RTIX, ZOF7 —F_X—AZ@GEHICEHALET, =—% ASA T —
A R—=2 BT 5I120%, Fue—r a7 X2 lb—v gy E— RKTusername 2~ K%
ANLET, 22—V ZHIRT HI2E, HIRT22—FAEZHBEL T, Z0a~vr RO no/N—

VaraALET, TRTO—FLAZHIRT 212, 22— 42 fEETIC. dear configure
username <> R&EHH L E9,
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A—HDNAT— FEHELRNIILDERTE

NIRRT — R ERHEL L EE Y B CTHIZIE, username 2~ > RE AL LET,
nopassword ¥ —V— R&ZANTH L, ZO2—PFIIRAT—-RNRARETHDHZ LEFETE
F4, RNAT— REAEETAEAIT. TORAT— REREAERTRET A0 E ) hEaisE
TEET,

F7varDprivilegeX—TU—RIZED, ZO2—FORHELNLVERETEET, FELX
NOFFIT0 (FIK) ~15TT, —KIZ, AT L2EHRFTIREOFEL LV ERLET, 7
T F IV hDLAYLE 2 T,

hostname (config) # username name {nopassword | password password [encrypted]}
[privilege priv_level]}

hostname (config) # NO username [name]

TROFIIZ, Z0avy FCHEMATAF—U—RFLEAHOE®ERLET,

username 1< RO F—1T — R L%

F—7— R/EH B

encrypted IRAT— ROREFbZEE L £,

name 2—HPOAFTEHE L ET,

nopassword ZDZ—HIINAT — RPMLFERNT & AR
LET,

password password O —FINRAT — RBFIET H 2 & &R

L. "RAU—RZfELET,

privilege priv_level O —YFORMEL NNV ERELET, P
L0~ 15TY, ZOBEMENFE, a~v
RO < ASA OEHLIZRET 2 HEHEDN R E &
NET., F7 4 FOEMEL LT 2 TT,
AT NEBE O OEMEL~LIE 15 T
7T

FI7 4N RTIE, ZOavy RCEMLE VPN 2 —F i@t E iz s/ v—7 KU o —n
AT ONFEEA, TRTOMEPRICHET DLEND D FT,

WOBNL, Kb ST /XA T — K23 pw 12345678 T, FiHEL~UL7A3 12 @ anyuser &9 4,
RIDL—YERET D HEERLTONET,

hostname (config) 4 username anyuser password pw_12345678 encrypted privilege
12

hostname (config) #
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1I—YREMEDORE
2 FORAT— K (FHET HHA) LFHEL A ORERIT, X OMOMmIELRE L ET,

INOHIFMEBEDNEFTHRETEET, EEOBMEEMEORT 2T 2I121E, Z0a<2 Ko
nofEXxE AN LET,

attributes¥ — 7 — FZ#TE L Cusername=~ > RZ AN LT, 2—HFLF— FIZAY 1,

hostname (config) # username name attributes
hostname (config-username) #

Ty IREL, BILWE— RIZR-7ZZENRINET, T TRMEERETEET,

VPN 1 —HEHEDERE
VPN 2 — P RiEIL, OB THIT 2 k510, VPN BRHICEAOMERE L £ T,

HEDEETE
PR FNETICZ—PL LNV TRIE S TOWRWEEDEZLZ 71— R = bk
ATLHE012TEET, ZOoa—¥REMziAT 70— R o —DARTEZRET 51T
I%. vpn-group-policy =~ REZ AJJLET, 7 74/L FTlL, VPN—HFZIFZ T N—F K
=EEMNT B TWERE A,
hostname (config-username) # vpn-group-policy group-policy-name
hostname (config-username) # NO vpn-group-policy group-policy-name
A—PHE— FTHEATE 2RO S, 2—PAE—FTHRET D L. FrEDOZ—HITEL
TIN—T R =BT BMEDOEE LEXTEET,
WIZ, FirstGroup & W) ZARTD 7 )V—TF KU =05 @M% T 5 X 912 anyuser &9 4,
iD=V 2R ET 502~ LET,
hostname (config) # username anyuser attributes
hostname (config-username) # vpn-group-policy FirstGroup
hostname (config-username) #

70t AR DERE

RIEW D time-range AR U > —DARIEZFRE L T, ZOZ—HFNI AT A~DT 7B A %ZFFH]
SN D R & B T £ 7,

ZORMEFETa T X2 b= a Vb HIRT SICIE, Zoavr FonoBE AL
F9, ZOFTvarEMHTLE MO V—T KU —) 5 time-range il & Mk A& T F
T, EEMA LW X 9129 DHITiE, vpn-access-hoursnone 2~ > K& AN LET, T 741
Tl 77 2 R EHIR T,

hostname (config-username) # vpn-access-hours value {time-range | none}
hostname (config-username) 4 vpn-access-hours value none
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hostname (confiqg) #

WORFNE, anyuser &\ 9 AT D —Y % 824 & FEIXHL S time-range AN U o — 2SN T 5 ik
ZRLTWET,

hostname (config) # username anyuser attributes

hostname (config-username) # vpn—-access-hours 824
hostname (config-username) #

BRARFRBEOST A VDK

ZOa—WICFFR SNDRRFT 7 A L ORKREAERE L E T, FE TE HHIHIL0~2147483647
<7, ?“7%11/ MR R 7 A 8T, 3T, ZORMEFEITa T Fab—varnb
HIBR T 221X, Zoa<vr Fon B2 ANLET, v/ A 27 =7 ML Ca—V
0)77)27\75:?3}:?6 X, 0 AN LET,

hostname (config-username) # vpn-simultaneous-logins integer
hostname (config-username) # no vpn-simultaneous-logins
hostname (config-username) # vpn-session-timeout alert-interval none

GB)  [ARr 7 A ORRBOFIRIZHEFICRE 2 bO TR, BRORKR 71 2T s L,
X2V TAPETL, AT =~ RCEEEZRET LR HY £

WOBNE, anyuser &\ ) A RTOL—WITHRK 4 DORRFT 7 A L &FFA[3 5 HiEEZR LT
i‘ﬂ‘o

hostname (config) # username anyuser attributes

hostname (config-username) # vpn-simultaneous-logins 4
hostname (config-username) #

FTARILEALT I FDERE

FIE

ATYF1 (EE) VPNTA RV ¥ A LT 0 MIBEZRET DI, FA—7 K v—ar7 4%z
L—vay B—RERFa—YP4a 7 K2 b— 32 F— FTvpn-idletimeout minutes
avr REFEHRLET,

ZOMMFICEE FCIBIET 7T 4 BT 4 B WVEA . ASAITEEIAK T LET, B/ NEEEIT
145, B REFMINT 35791394 43 TH V. T 7 /4 ML 30 5 T9

/k@{ﬂ &, FirstGroup & W) L RID T N—T"KRY > —IZ1555DVPNT A RV A LT 0 &
RET DHHIEERLTWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout 15
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hostname (config-group-policy) #

[no] vpn-idle-timeout {minutes| none} =~ > REMH L7=ZDOMOT 7 v a FROEBYH T
D

*VPNT A BV ZA LT Y FEEHTL, ZALT U MEZMA LR ST DITIE.
vpn-idle-timeout none # A ) L £,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-idle-timeout none
hostname (config-group-policy) #

ZHUZ X B, AnyConnect (SSL & IPsec/IKEvV2 DfiF) BL V7 T4 T FLAVPNRS
1 —/3)L webvpn default-idle-timeout seconds fEZ T 5 L 512V 9, Zoa~v R
%, webvpn 2> 7 4 ¥l —T g F— RTANLET, 2&ziE.

hostnamee (config-webvpn) # default-idle-timeout 300 DX 5 K]\jj Li@—o '7:71‘11/ ]‘ X
1800 # (30 77) T. #iPHIE 60 ~ 86400 F T,

F_T D webvon FEf5EIC I T, default-idletimeout AN EH SN D DL, 7 v—7 RV
¥ —/m—HHJBPEIC vpn-idletimeout none 23X E STV D HE DA TT, T3TDH
AnyConnect #ft Tld, ASAIZE > TERLSDT A KV Z A LT U MERER SN E
j‘o

B4 M (IKEvl, IKEV2) BELOIKEVI VE— K 727 EAVPNOEAIT, A4 LT 7k
I a—T iz, EHIBOT A RAMMZHA 452 & 2HRELE7,

s ZDIN—THR)—F TR —DT A RV FA LT T NEEHT HITIE,
novpn-idletimeout Z AJ) L £, fEITMkA SV ET,

e vpn-idletimeout % % - 72 <RE LRWIEG . HITMRAKSVET, 774/ ME304T
R

(f£&) A4 7v 3. vpn-idletimeout alert-interval {minutes} =~ > KZEHL T, 71 K
WEALT T RDOT T7— bk Av—VRa—FIcERININRZHETEET,

DT T—F AvE—IF, VPN By a URIET V7T 4 TIREBO - SN 5 £ Tlofy
AN EI—PIEZET, T4 NOT T— MEIRIE 15T,

WOHENL, anyuser &V ZETOL—WFIZ3FOVPNT A RV XA LT OT 77— MNMiREE
BRIET D HEEZRLTWET,
hostname (config) # username anyuser attributes

hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

[no] vpn-idle-timeout alert-interval {minutes| none} =~ > R&MHH L7z T 7 > 9 0%
KD EFY TT,

snone /X7 A =X, 2—YFREMEZE LRV L ERLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #
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s DI N—TE I —F R =07 T — ~MEEZHEIFRT %21, novpn-idle-timeout
alert-interval Z A1 L4, fEITK SN E T,
c DT RA—HEF ST HELRWVGA, T 740 0T 77— MERIZ 155 TY,

FIE

EE) /I—T7 KRV —ar7 4 Xal—raryEt—RREhida—F4ar7 Xal1—
v 3 v %— F T vpn-session-timeout {minutes =~ > K& LT, VPN £t O i KIRFR] 4 5%
ELET,

B/ NEERNE 1 40 C IeoREFREINE 35791394 7y T4, T 7 4V MEIEH Y ¥ A, Z ORI
TTHE, ASA TR AR T LET,

RIZ, FirstGroup & WO ARTDO T N—T RY —IZx LTI80 3D VPN v a3 XA AT
U NERET DR ERLET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-session-timeout 180
hostname (config-group-policy) #

OB, anyuser & WO ARTOL—HFIZ 180D VPN Yy v a v XA AT U NERETDHH
HEE/RLTWET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

[no] vpn-session-timeout {minutes|none} =~ > RZEH L7=Z DD T 7 > a 3k EEBY
<,
s ZORY = BEMEEZHIBR L, MKZFFAT2I21E, 203~ RO no
vpn-session-timeout FEX % A1 L £ 7,
« BEHIRD # A L7 7 MM ZFFAI L, A L7 U MEZHA LRWE 91T HITIE,
vpn-session-timeout none = A/ L £,

AT w72 vpn-session-timeout alert-interval {minutes| } =~ R&EFEHL T, Evvar ¥4 LT DU RO

TI— b AvtE—UNRa—PICFKRINDLIFMERE L ET,

TOTT—hF AvE—1F, VPN By > a URHBIMICOEI SN S £ Ty b b g o—
PFIMBEZET, WIZ, VPN Y g URYIEr S5 20 paiic2—HZ@msnd L HHEET
DR LET, 1 ~3000FHEEREETCEET,

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

[no] vpn-session-timeout alert-interval {minutes| none} =~ > K& L7=Z DD T 7 v a >
TROELY TT,
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ACL 7 ¢ JLZ DiE A

BHEIOT7AN, FL—TRYL— B&va2—¥ |

*VPNEY T a v XA LT NT 77— NEARBMERT 740 8 T A—T7 KU = bikA
NDZLERTICE. Z0avwr RO no BRXREZEHL E9,

hostname (config-webvpn) # no vpn-session-timeout alert-interval

« vpn-session-timeout alert-interval none (%, =—¥ RN EMEZE LW 2R LET,

VPN #ftH D7 4 v & LTEMAT S, FRNCHE SN2 —WEA D ACL D4 RIZHEE L
F9, ACLAZHESL, Z/L—7 KU —05 ACL k& L7 K 9129 5121, none F—
U — RZ4RE L Cvpn-filter 2~ F&EAH LET, vpnfilter none~ > R&31T L CTIERK L
X UEZEED T, ACLEZHIRT 512X, Zoa~vr FonoBREANLET, nod 7 3
vEEHTLE, TR O EEMKTEET, ZOavr RIX, T4V D
BECEIEH 0 THA,

ACLEZREL T, ZOa2—PFIZoWNWT, SFIERFIATDONT 7 4 v 7 a1 L
£7, WIZ, vpnfilter 2~ FZFEHA LT, oD ACL M L E7,

hostname (config-username) # vpn-filter {value ACL name | none}

hostname (config-username) # no vpn-filter
hostname (config-username) #

GE)

7 A7 kLA SSLVPN TliX, vpnfilter 2~ R TEFKINT- ACL IIfFEH I EHA,

KIZ, anyuser & W) AETO—F D, acl vpn W5 ACL ZFEONHT 7 4 V¥ R ET 541
R LET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-filter value acl_vpn
hostname (config-username) #

PU7 FLRERY FIYRTDIEE

FEODZ—FIZEIV LB THIPT RV ARy h~RAZZEELES, IPT FLAZHIRT S
i, Zoa<r FonoEXE A LET,

hostname (config-username) # vpn-framed-ip-address {ip address}

hostname (config-username) # no vpn-framed-ip-address
hostname (config-username)

I, anyuser & W) ARTOL—WITIP 7 KL A 10.92.166.7 % ET 502~ LET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-address 10.92.166.7
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hostname (config-username)

AIOFIETHELLZIP T FLAERT 2%y bV —7 v~ A7 ZHELET,
novpn-framed-ip-address =~ > RZEH L72HE1E, *y FU—27 v X7 ZHEE LW TL
EEW, 7Ry b ~RA 7 EZHIRTAHI2IE, Z0oavr FOonBEXEANLET, 7740
N OEMEREIZH Y £/ A,

hostname (config-username) # vpn-framed-ip-netmask {netmask}

hostname (config-username) # no vpn-framed-ip-netmask
hostname (config-username)

WOBNE, anyuser &) ARTOL—HIZ, H T R b~ A7 255255.255.254 %% ET D Hik
ZRLTOVET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-netmask 255.255.255.254
hostname (config-username)

IPv6 7 KLRERY PRI DIEE

BEDZ—FIZE VY THIPV6 T RL AL Ry h~R 7 EFBELET, IP T FLAEZHIRT
HICiE. Zoawry RFonEREALLET,

hostname (config-username) # vpn-framed-ipvé6-address {ip address}

hostname (config-username) # no vpn-framed-ipv6-address
hostname (config-username)

WIZ, anyuser & W ARTOZZ—WFIZIP 7 KL A E Ry h~ A7 2001::3000:1000:2000:1/64 %
RETHHZRLET, ZOT7 FLRiE, FL 74 v 7 A 2001:0000:0000:0000 35 L A >
4 —7 = A A 1D 3000:1000:2000:1 Z7~ L TV ET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ipvé6-address 2001::3000:1000:2000:1/64
hostname (config-username)

koL 7O Fa)LDIEE

ZOZ—FRFEHTED VPN ho RO H A7 (IPsec £72147 747 L ASSLVPN) %
BELET, 744 NMNI TIFNLENITA—F R —OBESNAIET, IPsec 2/
1, ZORMEEITaL T 4 X2 b= a U bLHIRT A, Z0avwr RO no A
ATLET,

hostname (config-username) # vpn—-tunnel-protocol {webvpn | IPsec}

hostname (config-username) # N0 vpn-tunnel-protocol [webvpn | IPsec]
hostname (config-username)

ZOawy RONRT A—=2ZOfEIE., ROLEEBY T,

gEHIno7aL. =T Ry — s&U1—F ||
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¢ IPsec—2 2>DET (VE—hr"T 78R ITAT v bERIEFHOEF2T FY—hTxA)
o IPsec b ERrITvo—FLET, @Gk, Bk, 7780k, BLOF—FH
PHEITAEX 2T 7YY — a3 v EERLET,

» webvpn—HTTPS %fiiz Web 77 U HfRHTY £ — h =—H|IZ 7 747 > b LA SSL VPN
TIRAERMLET, VT4 T MIARETT,

ZOa<wr REANLT, 12U EDO MRV U EB—RERELET, VPN ho L& L
T T 52—t A< eb 1 oD R 7 F— RERETIHIDLEND Y £7°,

WORFNE, anyuser &I ARTOZ—WIZ7 A7 FLASSLVPN BE W IPsec h o x VU v~
7= RERET D HEEZRLTOVET,

hostname (config) # username anyuser attributes

hostname (config-username) # vpn—-tunnel-protocol webvpn
(
(

hostname (config-username) # vpn—tunnel-protocol IPsec
hostname (config-username)

JE—F 21— 7 EXOHIR

value ¥ — 7 — RZ 45 L Cgroup-lock BIEZFXET S Z LICL 0, f8E LIZBEfFOEE 7 1
T7ANTEFENLTT 7 8ATHLIICYE—F 2—FZHIR L EF, group-lock 1L, VPN
JIAT N TREINIZT V=T, ZO2—FRED Y THNTWDHERT R T 7 AL E
FLNEIDETFzy 7 THZLICE-oT, 2—VFEHIRLET, —BLTWRWEE, ASA
TR TE ARV E I LET, Z—Ta v Z#E LRVEEA, ASAIL, #1024
LT T N—7 L3RR, 22—V EFFEL 7,

group-lock BMEZFEfTar 7 4 X2 b— a U BHIRTAICiE. Zoa~r Fono ks
AN LET, ZoFTva v z2RTHE, BE2I7NV—TR) —nOlEKTEE9, group-lock
AT AE—TMIL, T7ANNERITRESNTZ I NV—T"HR U > —705 group-lock DAE % fik
EKLZRNWEIZT2I2IE, none ¥—U— RZ&#EL T group-lock =2~ > REATTLET,

hostname (config-username) # group-lock {value tunnel-grp-name | nonej}

hostname (config-username) # no group-lock
hostname (config-username)

WOBNE, anyuser & W H ZARIDL—WFIZ T IN—T 1 v 7 ZRETDHHEEZRLTWET,

hostname (config) # username anyuser attributes

hostname (config-username) # group—-lock value tunnel-group-name
hostname (config-username)

YINIZTT VSAT U b 2—HFDNRRT— FREDA 12— T )Lk

=R T A RAT—=RETTA T N VAT A RIRGET D0 E I DERELET,

NRAT— RRAEIZ, T 74NV FTT A E=T M R>TWET, EFXFaT A1 MZHDZ N
Do TNDL VAT L ETOR, NAT—=ROREEA F—T ML TLES W, NAT—F
% T 4 B—7 T 5I21L, disable +—7 — K& H5E L T password-storage =~ > K%
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ASLUET, password-storage JBMEAZFEI T 7 4 X2 L—a U BHIRTAI2IE, Zoaw
Y RFonolBEXE AT LET, Ik Y, password-storage DIE % 7 /L—7" R Y 2 —n Bk
TEET,

hostname (config-username) # password-storage {enable | disable}

hostname (config-username) # No password-storage
hostname (config-username)

DAY NI N R =T IIAT U NDA LT TIT AT N=RU=T 77347 b
FORE F 7o 1R 2 — PREREIC IR H U TR A,

WOHENL, anyuser & WD ZEIOL—Y THNRAT — REFE A RF—T W TBHHEEZRL T
i—a‘o

hostname (config) # username anyuser attributes
hostname (config-username) # password-storage enable
hostname (config-username)

A= =E - N i

VPN 7 1 L2 ACLDEETE EFAZICEAT ANA TS
TA4 A

Tov 7 varTiE. NI T 4w 7 Ol LICEEAED VPN 7 4 V% ACL % B9 D BRIt

IRERANTTIT 4 AERLET,

BETED VPN 7 4 LR ACLEZE#HT 3

ASA T34 A i STV 5 vpn-filter ACL % B4 251213, ROFIEEZFEITLET,

1. VAT A TH L vpn-filter ACL Z{ERK L £9 (B : new_acl.txt) ,

2. THAZANBBIED vpn-filter ACL % 7> — R LET (f : old_acl.txt)

3. WO EIHIZ, ACL DEFEFIAZEERK L £7,

* Add update in-progress to ACL remark
echo ?access-list <name> line 1 ACL update in-progress? > push.txt
* Delete old rules
sed ?s/"/no /g? old.acl >> push.txt
* Add new rules
cat new.acl >> push.txt
* Remove update in-progress to ACL remark
echo ?no access-list <name> ACL update in-progress? >> push.txt

4. push.txt &7 /NA AZT v — RLET,

BEFDOVPN 7 4 LA ACLEFH LLVELDICEZH]Z S
ASA T3 A 25 STV D vpn-filter ACL ZE & iz 5121%, OFIAZFETLET,

gEHIno7aL. =T Ry — s&U1—F ||
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B v s AL oBELERICET AR TSI T 1R

1. BEAFO vpn-filter ACL Z E X2 % & X IEEHT LWL O E{ERR L £,
2. {Epk L7z vpn-filter ACL Z#fEH L CO/NV—T R o—%HH L ET,
3. TS R H STV vpn-filter ACL ZHIBR L £ 77,
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