EHEIJOD7AIL, JIL—T K1) o —,
B 1 —H—

ZORTIE, VPNHERET 17 7 A L (LU TRy L Z0—T ) EBERTOE LE) |
IN—THRY = BLOZ—F—OREHECOWTHPILET, ZOET, ROETHARL
SNTWET,

CHET BT AN ST Y v BLEUE—F—OfE (14—)

BT T AL (3N—)

BT U T A NDHRE (8 —)

c TN—T RY v— (49 =)

« Zone Labs Integrity % —/3N—®DfFH (96 ~—)

s =P EEORE (104 5—)

« VPN 7 4 V% ACL OFRE L FHEICETHRNARNT T 7T 4 2 (113 3—Y)

BRI 7ML, JIL—TR)— B&LU01—H—

DELE

ITN—Tla—P—F, N=F ¥/ TFTAX—=F Ry hT—27 (VPN) OtFx=V 7 1 EFH
& ASA OREITB T HHENEE T, IA—Tta—P—THREShD Bt L - T,
VPN ~D 22— — 7 782 L VPN DEHFIENRESNES, 70— %, 22— —DESL
E1ODTT 4T 4 ELTHI bOTYT, 2a—HF—DFMEL, 7= RY = blfFS
NWET, #7077 A VT FEOHEGHO 7 NV—TRY) o—%EELET, 2—F—(C
K UTRED I N—T RY o —%ED B ThRWEGAEIX, BiOT 74V s Z—7 R —
NEAENET,

TR 5L, BANCER e 7 ANV ERELT, EHOEERELET, KIZ, FJv—7
RV —%HELET, Z7V—7R) o—TiL, 2= —DEFICHETL2EIREINET,
FOH%, a—HW—Z2RELET, a—PF =37V —TDEEMPETE, SISO —H—
B EDEZRETHZENTEET, ZOETIE., IO VT AT 4 ZRETH)
EEHEBIZOWTHALET,

gHInoraL, =T Ry o— s&U1—F— |



B 5700700 FL—TF Ky o—, BEUI—¥—OBE

\)

BEITOT7AL. TL—TF K o— B&v0a1—H— |

GE)  Bi7m 77 A%, tunnd-group 2~ > REMA L CHRELET, Z0®ETIE, 7o

TrANg L& TRy T =7 [THBEIZEALRILERTHEA I TWET,

BEho a7 s AN T N—T R =T DL VAT AEEPERILSNET, 2
TA4Xalb—vay XA ENRILT L7202, ASA IZIET 7 4V kD LAN-to-LAN #4f5¢ 7
17 7 AL (DefaultL2Lgroup) . IKEV2ZVPN DT 7 4 /L hD Y T— T 7 AT 7 7
4 )V (DefaultRAgroup) . 7 7 A 7 > b LA SSL 3 L U AnyConnect 77 7 A 7 > b SSL ##5
DT 7 ) hOEHE T 17 7 A /L (Default WEBVPNgroup) . BEL T 7 4/ hDZ —T 7K
Y v — (DfltGrpPolicy) RNHE SN TWET, T 74NV ORI n 7 7 A L& T L—T R
=T, L Oa—F—ZHET D EEZONLIRENMRESNE T, 2—F—%BINT 5
XD, IN—T RV —NoNRTA—=F% [{fK] THECHETEET, ZHITLy,
%< Oa—P—|Zx L CREIZ VPN 77 AR ETE £,

TRTO VPN 22— —|Z[[— DR ZFF T 2551, FFEOHER T r 7 7 A L7 —T
R —%RETHVLEIH Y FEAN, VPNRZOLHIIHEHINAZ LI EALEHD F
Hh, FEE, BREIN—T HAF~v—FKR—b Z—7F BIOMIS FEFHRS A
TL) TN—TN, TITAX— KXy NT =T DENENRLRDEH T 7 8ATEDHE I
THHERBEZONET, £/, MISIZHTBET AFED = —FIZIX, oo MIS = —HF|ZiX 7
JEATERWS AT AT 7 EAZHATLHGERHD T, BT a7y A e n—7
RV —=IZED, ZOXIRFREBRELRRICETT LI ENTEET,

\ )

G¥)

ASAIZIX, A7 V= I NA—T 0O ELHV ET, ZHiE. Fy hT—F7 VA RDA—
NR—ty NCT, A7V b I N—T%BERTLHE, A— bRy hT—271Z%7 % VPN
TIBABERTHIENTEES, 7027 b ZA—F1F, I —TF R o —08s 7
n77ANE0G, ACL EBERHD 3, A7 V=7 b ZA—TOEHAFEOFERIZ OV

Tk, —BOEIER a7 X2 b—a > A ROF 20 % [Objects] 2B LT A

Y,

X2 VT4 T TIATUATIE, SFESEhy—2nbEtEr@EHcEEd, ROBEREIC
WE-T, BHEEEALET,

1. Dynamic Access Policy (DAP) L =2— R
2. o—Y—%

3. INA—TFRY—

4, BT a 7y ANVHO T N—F KY L—
5. F74N RO IA—F K —

FD=, BIED DAPEIX, 22—V —, JA—F RY I — Fd#m 7 e 7 7 A VIR
EINTMELVETITAF VT 4 mEL o TWET,

B 5oz L. S—TFRYS— BEUI—F—
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gr7nzr4L |

DAP L a2— ROEMNEZA X —T NV ETET =T MZT 5 L, ASAIXZTOEAEA L CHE
fTLEJ, =& 21E, DAPwebvpn 2> 7 4 X2l —31 3> T— R THITP 7B X %27 ¢

=TT HE ASAITENLL HMEAZBRE L ETA, RV IZ, hitp-proxy 2~ > KD no fii
%ﬁ%#ék\E@in@ua~*;ifﬁbﬁmtw‘ﬁ%;)%47f§47yxmﬁ
BT 2EE2ROT 57010, 2=V —ABIOLEICIE LT r— UL R —0 AAA B
WCRBEN L THERLET, ASAZ A7 hLASSLVPN 27 4 X2 b—3 g 0d, TRF
1o http-proxy 2~ K& 1 DD https-proxy 2~ > ROHVHR—F LTWET, ASDM
ML TDAP #RETDHZ 2 BEIDLET,

EHmoOoJ274)0

Vi a7 7y A, hURAERAR ) = ERETHLa— ROty FTHERINET, 2
oo a— K&, b a—F—nERRE— N — BIOBEEROREILERDTH
DT AT == (FETAHE) ERELET, £, Ibo L a— NZiE, Bk
DT 74N E TN—T R —bEEISN, b7 e FaVEfoER 7 A —2 a8 %
NTCWET, Bt e 7 74 ik, bRV BEROIERICBEEST 2 08O RENE £ E
T, T m 7 AR, 22—V —BEEOBMNEERT LI N—T R =D F
BENET,

ASA (2%, LAN-to-LAN #%f¢/H © DefaultL2Lgroup, IPSEC U &— k7 7 & A&l D
DefaultRAgroup, 3L OVSSL VPN (77 7 #~_X—235 L O AnyConnect 27 7 A 7 > k ~X—2X)
45t F @ Default WEBVPNGroup & W9 T 7 4V b7 0 7 7 A VR H Y T, ZnbHDT
T AN NEGT R T 7 A VIERTEE TR, AIBRIITEET A, £z, BRBEICEA O
n77ANEIOUEERT 22 L TEET, #7077 A /id, ASAD 1 —VIRERIE
ThHY, M —N—TIERETETETA,

)

CE) —fporarv7ryrAn (7z2—X1OIKEvl 2F) I, = RRA Vv VE—h 7782 FE
721X LAN-to-LAN 22 E D BB TE W2 EMH D 9, bl ZA—7%2HBl T 7
WA, T 74V R T

tunnel-group-map default-group <tunnel-group-name>

WCERE SN ET (77 /0 MET DefaultRAGroup TF)

BRIA T 74 IILO—RRET/ANT A —’5‘

—RNT A—=ZIE, FNTO VPN #56ICl T, — /37 A—=HZIZiE, RObDOBHY %
—é—O

BT T AN T e T A NVAE, BT R T A NV EBINE T ISRET D &
XIZHRELET, ROTFEHELH Y £,

o FRFRICERIHEE X — 2T A T4 T NOBE, BT 7 ANGITT TAT
VR ASAIZTET S —T 4 LR LT,

| gHInoraL, =T Ry o— s&U1—F— |
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B z57007Lo—mizg 52—~

.

AFICIEAEZ T 527 947 > MIZOLRIZIFHEO—E & LTHEL., ASAN
FEBAENS Z LRI L ET,

cHEE A A T B Z A 7121, IKEVL U E— F 7 7 & A, IPsec LAN-to-LAN, ¥ X}
AnyConnect (SSL/IKEv2) WEHENET, #fi 7w 7 7 AL TIL, 1| DOEHEHZ A 7720
RECTxET,

CEEE, BE[ TAT LT 4T R—  THH DT A— 2 TIE, ASA BWIRO HIYT
ﬁ%?é#%ﬂ%@?w%7iti)2F%%ﬁbiﬁo

OJL‘——"H‘ @nhn
c =P —RT 7w RAERA SN — E AT 5 E RO R
T HIT 4T L a— ROMRAF

P—R— Z—T1F, 1 DL LDV —— TR S E T,

HEGHDT T AN N IN—TRY — s TA—TRY —L, 22— —EHEOBMEDOE v
T4, T4V TN—T R —iL. ASAN bRV 2 —P—%FREEFE 72133874
HBUCT 74V FTHERAT AR EGEATE I NV—T R —T7,

e IITAT U N T RLZOE Y Y THA  Z2oFRUCiE, ASANTZ T4 T2 MIEID YT
%512 E®DHCP —_R—F7137 FL A F—LOEREGENE T,

e NAT—REH . ZORTA—E 52T 5L, BIEONRATU— KPR ERK (F7 41
NI 14 ) THIRRUINIZ/RD Z L2 a—P— 2 E LT, RAUY—RNE2EETIHHSE
a—P— 2Rt TE £,

c IN—TBREBLOVIVARE : ZNHONRT A—=X|ZX D, ASANZETH2—H—4
AR 5 5ENRE D £9, 25T, user@realm OECTZIET 52—V —4 12720
WHINET,

FHIT @7V IAFETC2—F—LIHIMINEEH FA AL TT (user@abe) , L /L
A%I‘T%j—é%é\\ ASA| ;t:!-*—"j‘“—%:l‘ock(}&ﬂ/»—7 (&)é%é\) %wuu :,fi)zﬁb\iﬁ—o
TN—T%RETDHE, ASAITHIECZ—F 2BV LA (BD%GE) ZEHLE
‘j‘o

LV MER T2 BRET D121 strip-realm =<2 K& A L, BiEH iz —HF =405 7
JNo—TER T & HIERT D 12 strip-group 2~ > K& AN LE9, Wi OB ZEHIRT 5
&, BRI username 72 IO W TITONE T, RS OYE . FREEIT username@realm
SCFHN AR F 721F username<delimiter> group SCFESNZFESWCIrbvE T, —/X—TF
U I X BT TE W EAT, striprealm ZHEET AL ERNH Y £,

S HIZ, L2TP/APsec 7 74 7 > b DA strip-group 2~ > REFEET 5 &, ASA L VPN
I IAT Y EBER Lica—F =4 7 V—T 4 205 L Ca— W O 7 1
T7 AN (M Z—7) ZRIRLET,

RAOER . ZONRTA=Z 2T 5L, 2= —ERORIRBTZER LY, £
TEDEREZRY FiF2v TEET,
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IPSec kLo L— T 52 —4 [

« WADNJEME : ZONT A =2 (F, A EZFTT L L SITHMT REEARIEELEE L
\i‘g—(}

IPSec k> RILT IIL—THERH/NS A —4
IPSec /3T A —H 2%, WOHLORH Y £97,
o 77 AT v MRAES A TR X — GEE. E T,
s FRTHA F ISV IKE #0546, #iAR Y o —ICBEMA T S e 8 F o
F—AMKTT Ok 128 XF) .

« V7 IDMERRDER : ZDONRT A= TiX, VT OFHELEH LT T ID OFER
ERTDHIMEIMNERELET,

%ﬁ?ﬁﬁfﬂlﬁt%%if:&i[ﬁﬁ%?‘aﬁﬁﬁ—é%ﬁ\ T ]\:’-—*f— utunE@fg_ &:ﬁ;‘j}fcﬁ
FEAEARE T OMENDH D £,

s WEBEANA 7V w REBEFSFE : XAUTH B LA 7V » K XAUTH,

isakmp ikevl-user-authentication =~ R} i ASA FREICT U Z VEERE AT 5 0
N DG, BEIOY E— K VPN = —H —F83EIZ RADIUS, TACACS+, F721% SecurlD
&&@vw/—&ﬁt%%@ﬁﬁﬁébgﬂké e, ™A 7 U v R XAUTH §8GE %
Lad B0 EA L £,

« ISAKMP (IKE) —77 74 7ORE : ZOMEEICE D, ASAITZY £— h BT Ok
REEEE=A—L, BOHEOFEELZETICRE TEET, ET7HRRE LR D L,
ASA IR ZHIBR L E T, IKEX—T7 7 74 72 A 3—TNWICT 5 L, IKE VT 238k
Kole b I8N N7 LEE A,

IKEFX =77 74 73S ESERBAR DY £, ZOENEIEST 21213, ASA LY
F— P ETREDOEAEZ Y R—F L TWDLERDH Y £, ZOKREIT. ROETITH
LTEMELET,

* Cisco AnyConnet VPN Client
*CiscolOS Y7 b =7
* Cisco Secure PIX Firewall
VAAUSND VPN 7 FA4 T2 MIIKEXF—7T 74 7% R—FLEHA,

IKEXx—7T7 79472 R—1rFT2ET7 VR —FLARWETWNRET DI NV—T%
FETHHEEIL, I —T2EKIKH LU TCIKEXF—FT 54 T A X —T M LET,
TOMREEYR—PFLAWVWETICEEIIH Y WA,

IKEX—7 77947527 4 B—=TMIT DL, IRELRVWET LOERIZZA LT D
MZRBDETT I T AT DEFIRDTZD, TA KVFALA LT D I\%’x’ﬁ<ﬁ“6:k;’&
HERELET, 74 RV EA LT NEERET BTN, 70— KRV —DOFE (53
N—=V) EBRLTIIEEN,

gHInoraL, =T Ry o— s&U1—F— |
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B 570071 ossLveN by 3 RS —%

A

GE)  ISDN [Ef R CEft 527 AT > b NA—TICEEND
Bl Bt A NEHT A7 IKE X —7 7 74 7 %7 4
t T L TLZEV, %, ISDN #61L7 A Rl s &
BIrSNVE T2, IKEX—7 7T T4 7D AT =ALT L - THfe

INT A RAARREIZ e BT, BIr& <22 £,

IKEX—77 947 %7 4 —7MZT DL, 7?47V%
IKE % —& IPSec ¥— D EH 50 OHIBRA G | L7222 )
WrEaiEd, IKEX—77T 74 TN A F— 7wa&ofwéﬁé
CIxRY D BENSRALEZ T 7 4w 71X Peer Timeout Profile
EEFS P RxANLUB SN EE A,

IKE A A > F— R&MHT 5 LAN-to-LAN 27 4 X =2 L—1/g

AT, 200 T DIKEXF—7 T 747 Dary7 4 X al—
varBNEILTHDZ EE2ERL TS, WEFDOET TIKE
X—TT IATHRA X —T NI TNDEH, EEmFOET
TIKEX—T T I7ATBT 4 B—TNMZRoTWVERLERHY £
7T

® T /57/1/.&%%%4%% LTnL nﬁ% H/:E—g—éia/\ nE%%:%I’*‘//ﬂéﬁg%%'fgj—é (ID gE
HELFITT DT RCOIRAELZECTITHET D) 2, AEAEZTE2RITTSH b— Mk
HEL T XTO T CAREEZET) NEHEETEET,

°WMMW7§47V%Y7FW:?@ﬁWN%VSV%ﬁmhf“bl%%%ﬂ\7?
AT T vl T— AU ERBLZEE2BML, Ty 7 T— SN2 T4 7 b
N=Va v ea—Y—=PEET570DAN=AL R TE S, TITOEHE T 0
Ty A NETIIREORE T v 7 7 A WK LT, client-update Z X ERB L OEE T £
7

« TUXINFFHEERMGH L CEIFERET 2 HAE., IKEE TICEET AFEHEZ#ERNT S
cZARNKRA L NOARTEZIBETEFET,

EHETOTD74ILD SSLVPN v S 3 VIEE/NS A —4

KDFIE, SSL VPN (AnyConnect 7 747 F BL T T4 7 2 L R) BRI EA OHEHE
Ta 7y ANVEEDOY A NTT, ZTNHORBMEICIA T, 37X TO VPN #fti2 il o —hs
a7 s ANVORMNERELET, B 7 7 A VOREICET 2 FIED & OFEHRIZOUN
T, 7947 PV ASSLVPN Y a O T a7 7 A IVORE 26—) | &
ZH LTI,

B 5oz L. S—TFRYS— BEUI—F—
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\)

BHTOT7 A LOSSLVPN £y o3 v s 4—4 ]

GE) LRI Y U —RTIE,

A=A IR

tunnel-group 2~ > REZEH L THRELET, ZOETIE, ZO220H

FEAFEEAIC LA SR TVET,

=R 1:SSLVPN BiEG TR 7274 LOEM

HeeE

authentication

FREEH . AAA ERITFFAEARELET,

customization

WHT 5T CILEREALADN AL ~A B~ a VOLRIERE L E
T, WAL AB—=2a ko T, vl A VElca——|tFRKRX
N7 4 RUDHBPREY £F, DAFAEBE—Ta "TA—
21X, 74T FLASSLVPN ORED—#E L TRELET,

nbns-server

CIFS 44 B .24 JH 3 % NetBIOS — A H—E % H— 33—
(nbns-server) OZFIZFRELE T,

group-alias

Y= N—nBPEHR T 7 7 A N EERTE D12 EORBL 2R E
LET, u /A Ui, a—Y =3 rany 7F oy A=ma—nb60
N—T 4 BRI L FE T,

group-url

12U EDOZN—FURL Z4BELET, ZOBMEEZRET IHE.
BELEURLIZT 7 AT Ha2a—W— 3, al A s/ N—"T%
BRI MBI H D FHA,

AnyConnect 7 7 4 7 >k Hiftlc 7 v—7 URL il 52— K Z
VUV TRETIE, 27 AXADOEASA /— KT, J—FKDr—FK
NG TONRTY w77 RLAD YT NV—7F URL & RkEIC, AR
TIGAET RVADIZNV—TURL X ETHLENH Y 77,

dns-group

DNS #r—_"—% RAA %, F—2 % —n_—_ U NI 1B, B
YOG 7 7 A VTSNS DNS —_"—D % ( LT 7 MEZTE
95D DNS —"— J )L —THHEELET,

hic-fail-group-policy

Cisco Secure Desktop Manager #fiHH L T, 7/ —7X—2 KV v —J&
% [Use Failure Group-Policy] F721% [Use Success Group-Policy, if
criteria match| (ZFXET D% E1%. VPNHERER Y > —Z2fEL £,

override-svc-download

AnyConnect VPN 7 74 7> b & U E— h 22— =¥ v m— 7§
HT0IT, BESNTWAEZA—T R —@BEFE T —H—4
BEOF T a— RN EEEEIRET,

radius-rej ect-message

FREEREGE SN L FID, v A I RADIUS i A vt —
EERRLET,

gHInoraL, =T Ry o— s&U1—F— |

B 7 a7 7 A0 BN T hoxL 7 —7] LRI CWE LT, B




B 57007008

ERoJRJ7

BEITOT7AL. TL—TF K o— B&v0a1—H— |

A4 ILDEXTE

T, Yo ary TR AN E—REREALTF a0 TXR RN B— ROW T TORER T
077 ANVONEBIOREIZOWTHALES,

\}

=)

~NFar T XA FE— RTIKEvI BEWIKEV2 %4 FY—H 4 MIOAEH S, IKEv]
IPSec @ AnyConnect 7 7 A 7 . 75 A 7> h L ASSLVPN, L # I — Cisco VPN 7 T A
7 k. Apple ’R14 7 4 7 VPN 7 7 A4 7T > k, Microsoft %17 4 7 VPN 7 A4 7~ Fiz
IX cTCP IZIdEH S L EH A

FIFNV DGR T O T 7 A NEEFT L, 3250 RV TN—T Z A TDONTHTH LD
B 7 m 7 A NVERETEET, #7727 7 A VN THRIICERE L WEMEICX LT
X, TOMEMNT 74NV O T a7 7 A VBB INET, T 74 MO T T 7 A
NWEATIZIVE—RT 7 BATT, TO%RDONRTA—=2T, BRLIZ bV XA 7128
THRRVET, T74NVNER T 7 7 ANVBED T, TXTOER T2 7 7 A VOBIED =

V74 FXal—ardtT 7N bDar 7 4 Xab—a rEERT 52, show
running-config all tunnel-group =~ > F&Z A1 LT,

EHEIJO I 74 ILORKRE

1 25D ASA NP R—=FTE L8777 A0 (b T—") OFREE, 77 v b
7 4 —LDRKE VPN & v v a VO KR +5 O T, HIREZ8E25 hrxr I—T%
BILEY &5 L. ERROR: The limit of 30 configured tunnel groups has been reached] *

+—

VINETRSNET,

FI+I D IPsec JE— 7O EREHETO I 71 ILDERE

FIFNIDYE— N T 7 BAEGE 0 77 A NLVONRIT. RO LB T,

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes

no
no

address-pool
ipvé-address-pool

authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no
no
no
no
no
no

dhcp-server

strip-realm
password-management
override-account-disable
strip-group
authorization-required

authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

B 5oz L. S—TFRYS— BEUI—F—
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iPsec ks n—Fo—upEl [

no override-svc-download

no radius-reject-message

dns-group DefaultDNS

tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2
no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipv6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS

tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2

no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

IPsec > RILTIL—TDO—EEH

— BT, IO RN T N—TF H A FICHEmTE, IPSec UE— K T /A hrxpab

L7747 P ASSLVPN kb Tlik, [ U —MRBIEDKE 3236 LTV ET, IPSec

LAN-to-LAN h> xuid, 7ty bEFEHALET, 7 XTOa~ > ROFEMIZ OV T,
[Cisco ASA Series Command Reference] # 2 L T 7Z&W, Z 2T, VE—h 77 & 2§

gHInoraL, =T Ry o— s&U1—F— |
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B = r7rexesinorLomE

77 7 AL LAN-to-LAN 85t 70 7 7 A VAR ET D HFIEICOWTNEICHHA L £

el

o

JE—F 7O RREHE IO T 74 ILDETE

WDOVE—F 75T el Fo ASA O 2R/ TET 254013, VE—LT 72
AR T e 7 ANV EFERLET,

+ AnyConnect Secure Mobility Client (SSL F 72 1% IPsec/IKEv2 & #Z#i)
« 7747 ML ASSLVPN (SSL & DT T 0 HF~_— 2 DHfi)

* Cisco ASA 5500 Easy VPN /~»— Ko =7 7 54 7> k (IPsec/IKEv] & #%#¢)

F 72, DfltGrpPolicy & WD ARIDT 7 4V KN Z)—7 KR o — bt L E 7,

VE—NTI7BAERG T 7 7 A VEFRET DI, I bR T —T7— kB IEa 7%
EL, WRIZVE—FNT78ARMEEZHRELET, ROEEZZELTIEIN,

cVE—RNT I RBAEHR T 0 7 7 A VDLARIE XA TORE (10 X—) ZMiH L TEY
WZTHZENTEET,

s VE— N TV RBRE T 0T 7 A VO—KBEEORE (11 X—) ZFEH L TESICT
HZEMWTEET,

« THEBEREOBRE (15 ~—2)

e UE— | TR 1 7 7 A LD IPSec IKEv] BHEDFHRTE (18 ~—) AL T
BN TDHZENTEET,

¢IPSec VE— ~ 77t AEEHT T 7 7 A LD PPP BIEDOHRE (20 2—)

JE— 7O RREHETOT7AILDEZRIE R A TDIEE

FIE

KR A T ERELCtunnd-group 2~ > REANTHZ LT, 7 v 7 7 A VEERKL
£7,

VE—h T778A MR VOEAE. %A 7% remote-access T3,
tunnel-group tunnel_group_name type remote-access
B -

7= & 24X, TunnelGroupl EWHZRID Y T— F 77 2R T v 7 7 4 VEERT 5121,
RDOa~x Re NTTLET,

B 5oz L. S—TFRYS— BEUI—F—
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YE—F 7o eREGTOT 7 Lo—pERORE [

hostname (config) # tunnel-group TunnelGroupl type remote-access
hostname (config) #

JE— R 7O EREETO T 7MILO—IREHEDERTE

FIE

ATy 1

ATy T2

ATvT3

Bkt 7 n 7 7 ANDORIEMEEZREETITEE T DL, ROFIETHNIA=FEHEELE
R

— B RET DI, Y ary TR AN E— RERIIYALF a s THFARNE—RT
tunnel-group general-attributes ¥ 2 7 # AJjLE3, ZN T, b si—7 K@tk
T4 Xalb—varE—RnftshEd, a7 R LT, B FRRERESREZZ L
Nomy E7,

hostname (config) # tunnel-group tunnel group name general-attributes
hostname (config-tunnel-general) #

AR — = T N—T N 556, BHT 27 V—T 042 EELET, FHELEZ— 13—
TN—TIEENE LI E X — N T —F_R—=2AEHANE T 25813, F—U—F
LOCAL ZEmL £,

hostname (config-tunnel-general) # authentication-server-group [ (interface name)] groupname
[LOCAL]
hostname (config-tunnel-general) #

FEEY— N — J N —T OL4FNL, &K 16 LFETT,

F T a T, IN—TRBOBAA L E—T oA AZEIRETHZLICEY, A0 X —T =
A A[EA DIRFE &ﬁ#é:&%f%ifohyﬁwwﬁT%%%ﬁ*¢54V& TR
A, Ay a THOLMLERH Y £, RO~ RTIHE, FRFEIC Y —/3— servergroupl Z{#
HT 5 test EVWIAROA X —T =2 ADA 2 H— 7:4xlﬁ®m£# XESINET,

hostname (config-tunnel-general) # authentication-server-group (test) servergroupl
hostname (config-tunnel-general) #

@fﬁﬁ“éwTﬂ“—/\—7»—7@%%%? ELET FET25HE) « JOWERET S5
L AP IEER T DR T — A N RFET DM ERH D £,

hostname (config-tunnel-general) # authorization-server-group groupname
hostname (config-tunnel-general) #

A — = TN —T DL, K16 LFTT, 7m& I, ROz~ 2 R, R ——
27 v —"7" FinGroup Z 1425 Z L ZFfE L TV E T,
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B =+ 7rexg8707 7 LO—REEORE

ATv74

ATvTh

ATvT6

ATy T17

hostname (config-tunnel-general) # authorization-server-groupFinGroup
hostname (config-tunnel-general) #

THO T 4 T == T N—TNhH556,. FHTHIIIN—T040%HEELET,

hostname (config-tunnel-general) # accounting-server-group groupname
hostname (config-tunnel-general) #

TAVT 427 == ZN—=TDAENE, K16 LXFTT, &z koaxsF
. TAhT T 4 v T == T —7 comptroller T 52 EAREL TWVET,

hostname (config-tunnel-general) # accounting-server-group comptroller
hostname (config-tunnel-general) #

FI 3NV TN—F R —DLAHIEIETE LET,

hostname (config-tunnel-general) # default-group-policy policyname
hostname (config-tunnel-general) #

IN—T" R T —DARNE, K64 LFTT, WOFITIX, T 74NV KT N—F K o—bD
£ i & L DfltGrpPolicy 7% & L TV ET,

hostname (config-tunnel-general) # default-group-policy DfltGrpPolicy
hostname (config-tunnel-general) #

DHCP #—/3— (HK 10 ¥ —/3—) OLHTEILIP T FL A, BLODHCP 7 KL R 7F—/1
(JR67—N) OAFIEEELET, T 74/L hTiL, DHCPH——L 7 KL A 7 —/Li
fEH S EW A, dhep-server 2~ RIZED, VPN FA4 7 FDIPT RLAZEFEL XD
&I %L X, FEED DHCP b — " —ITBINA 7Y a Va2 XET 2 X 9T ASA #RETE D
£ 212720 9, FEIZ OV TIL,  [Cisco ASA Series Command Reference] 774 K @ dhep-server
A FEBRLTIIESN,

hostname (config-tunnel-general)# dhcp-server serverl [...serverlQ]

hostname (config-tunnel-general) # address-pool [ (interface name)] address pooll
[...address_pool6]

hostname (config-tunnel-general) #

GE)
AV B =T 2 A AXERET D5, Ay I THOLLERH Y 77,

T RLVA F—E, Fa—Lar7 4¥alb—3 a2 EF— KT iplocal pool =t~ > KA1
MALTHRELET,

Sy hI—7 T KRIvvararte—nAzHALTWAEAIE. *y b= T Iy
voay ba—b RAF ¥ IRIAECTHH SN D RGE — =D 7 NV —T %R ET 57212, NAC
POREY— = TN —T D4R ERELET, NACZVHR— T 5L, D71 oD
TIRAaYy b= P —N—%FHELET, ACSTIN—TDA4RIZRET HI21L, asa-server
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ATvT8

ATvT9

YE—F 7o eREGTOT 7 Lo—pERORE [

avy REFEHLET, RIC, ZOR CARTEZ Y —— ZL—F AL T,
nac-authentication-server-group =~ > R&fiH L £,

WIZ, NAC R AT ¥ WL S D FRGEY —/3— 7 L—7 & LT acs-groupl %753 2 1
ERLET,

hostname (config-group-policy) # nac-authentication-server-group acs-groupl
hostname (config-group-policy)

WIZ, T74NV DY F—hk T RBR TN —TNORITE—— T —TF A+ 56 %=
L/i—a—o

hostname (config-group-policy)# no nac-authentication-server-group
hostname (config-group-policy)

GE)
NAC ZfEH 3 5121%,. U E— b & A b _EIZ Cisco Trust Agent WF(ET HMLENH Y 7,

=P —Z % AAA P —R—ZETENI, 22— —Z05 7 N —T E IR ERET DN E
IAMERELET, T7HNL T, FA—T4b LA BBREINET A

hostname (config-tunnel-general) # strip-group
hostname (config-tunnel-general) # strip-realm
hostname (config-tunnel-general) #

VIVLEITEB RAL L DZ &ETT, va%%f#é%élmAin—% BB L —
7 (bDHGE) WAEEERLET, 7V —T7E2RET DL, ASAITRGHI—F—AB LU0
/VA (HDHE) ZHEALET, LA MMEMT ZHIFRT 513 strip- realm av L REASL,
PREHIC 2 — =40 b 7 v —ER T 2 HIFR T 2 (21 strip-group =~ > RAMH L EJ, W
OB ZHIBRT 5 & FBFEE username 72T IR ST ThbiE T, TSGR E. R
AIEVE username@realm L5814 K & 7213 username<delimiter> group 582 SV T T iU E
T YA TFY IF AT CE ARV, Sriprealm ZIRiET 5 LESHY £

#—/,3—73 RADIUS, RADIUS with NT, F 721X LDAP ¥——DHE, 472 a T,
— FEBZ A XA =T WM TE LT,
(}I)
FOREIZLDAP 7 4 L7 R U H— =% H L TV DA, 7SA T — REBRIT Sun Microsystems
JAVA System Directory Server (IH4:Fri% Sun ONE Directory Server) 35 & O Microsoft Active
Directory Zffi ] L TH A — h & ET,

Sun:Sun7 A L7 bU == 2T 7 BATHZDIZ ASAITHESIN TS DN B, ¥—
N—=DF TV FNAT— KR 2— *77?%(%5%%75%@&@“ DN:ELT, 541
7 NUERE, 03T 4 L7 NV EHEERE RO — Y — 2T 2 L AR L £,
F0E, TN RAU—=R KR —ICACI 2R ETEET,

Microsoft : Microsoft Active Directory CT/XA U — REH A A4 2 —7 /L2 F 521X, LDAP over
SSL ZfXET D2 MHENH D £,

gHInoraL, =T Ry o— s&U1—F— |
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B =+ 7rexsTno 7 Lo—BEEORE

COMBEIXT 7 ANV N TT 4 =T NI o TEY | BEDONNAT — FOFHHIREN TS &
a—WP—ZEELRIRLET, T 740 F T, BRI D 14 BENICES BB IS E T,

hostname (config-tunnel-general) # password-management
hostname (config-tunnel-general) #

P R—=NLDAP — _—DFE, AR NITN S IZBET 2 EERBEINS ETORE
(0~180) #HETXET,

hostname (config-tunnel-general) # password-management [password-expire in days n]
hostname (config-tunnel-general) #

GE)

RN T N—T—xEM a7 4 X 2 L—3 3 F— K TAJ L= password-management
avw RIZE-T, b7 —7 ipsec J@IHEE— R THANCAT S - FEHELED
radius-with-expiry =~ > R2QzEE#z b E T,

password-management =~ > RZERETH L, VE—Fa—F =R/ 1 75LXIT, ASA
L, 22— —DBHIED AT — ROFGHHYRPITSNTND Z & ERITHIRATN TS =
CHEBEMLET, FRND ASA L, 2—F—NRRU— REEECXL LI LET, BT
DRAT — KPR L TGS, 22— —ZZ DA —REfHLTr 7 A > LT b
ZEMNMTEET, RADIUS F 7203 LDAP FBFEN R E STV R WA, ASA TlEZoa~
R SN E T,

ZIUC Ko TRAT — RPHIREINIC2 2 E TO HEDPEE IND01F TiE/e <, ASAH/RA
U — FOSIBREINIC 72 DA A N 2 —F—~DEE 2B T 200 EH S D L0 ) jICHER
LTL7EENY,

password-expire-in-days ¥ —U — R & 45 E T 25615, HRGEET O2LERH Y 7,

ZDa<wy RTHEIZOZRET DL, Z0a~vwr RidT 4 B—7 02780 £9°, ASA T,
A=W —ZH L TERDIB > TNAZ EEBBMLETAN, IR —— IR T — %

ERTEET,
FEAIC DWW TR, /N AT — REHLH O Microsoft Active Directory DFEE (44 X—) L
TLEENY,

ASA Version 7.1 LB TlE, LDAP & 7213 MS-CHAPv2 % H 7" — k9% RADIUS #f5i CrdaE & 17
9 & Z|Z, AnyConnect VPN Client #f¢, Cisco IPSec VPN Client #%¢, SSL VPN 584 h > R U
YT UIGAT MNER, BLOY TA T N U ABHRICAT B8R T — REEN A9
A—FENTWET, Kerberos/AD (Windows SA TV — R) F/IENT4L.0 RAA NI TAH D
NoDOEGEZ A 7ONTITEH, WAV — REHRIITAR— SN TWEREA,

MS-CHAP %A — K L T\ 5 —#? RADIUS H—/3—|%, BIfE MS-CHAPv2 # %74 — K LT
WEH A, password-management 2~ > K& H T 5| i MS-CHAPV2 DS B272 D, N
—ICHER L TLIZ& W,

GE)
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—_— E nlL,\

ATy 710
2Ty TN

AT T12

FI

—szinzz |

RADIUS H$—/3— (CiSCO ACS 72 CE) 3. # nﬁgj{%}%”@mu FIE— R —(T 7ok /@’5%/\#
HYFEF, 7277 L, ASA D BILRADIUS h—N"—LDAHBERFELTND LR ET,

LDAP T/RRAU— RELEEFT AT1E, HIRO LDAP % — — T L 2B O FiEMEH S Twn
£7, BIfE. ASA TIE Microsoft Active Directory 35 JX T8 Sun LDAP #—/3—|Z%f L TO A, i
HONAY— REHBr Yy 7 2F4E L TWET, *A 7 17 LDAP IZ1X, SSL 88 BT
9, LDAP O/XA U — REH A FITT HA1Z, SSL _ETO LDAP % A X —7 /W T DM E N H
V¥4, T 74/ FTiE, LDAP IZR—F 636 AL £,

FERAENOREA 7 2 ) —HOLRI 2B 7O AT 5 1 > 2IdE8B0O B EZREE L E7,
ZORBRMICED, TV FDN 7 4 — L RO EDOE S ZRAHAOa—F —4 L U THERT
HIINFEESNET,

hostname (config-tunnel-general) # authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}

e z2E, oA~y R, CN BHEZRAIHO2—F—A L LTHEMTZ L 2EEL T
i‘é‘o

hostname (config-tunnel-general) # authorization-dn-attributes CN
hostname (config-tunnel-general) #

authorization-dn-attributes X, C (E) . CN (GB%4) . DNQ (DN f&fiiv) . EA (BT A—
T RLA) | GENQ (HARERRF) . GN (&) . | (A= %) | L (#if) . N (4
A . O (k) . OU (Mfgk~=vw k) . SER (U 7% 5) . SN (i) . SP (UNFE7=iX
HEMR) . T (&) . UID (=—¥%—ID) | HELTUPN (2—H—=T7V L x—14)
N ET,

—H— l%ﬁ’i’iﬁ‘Tﬁ‘éﬁﬁ L EDOA—PF=REFIZRBT SN TV ORENDH LN E )k
BELET, 7740 FTIERAEERINET A,

hostname (config-tunnel-general) # authorization-required
hostname (config-tunnel-general) #

#Ewuu ES :L_“j“—ﬁ)ljﬁ/f ‘/Eﬁﬁliﬁﬂ[l@uwﬁﬁ I/T//“\’/l/ (209@:’-_“& % Lox
XU‘—'}‘fcﬁk) %Aﬁ¢5i5gj€¢éj—7n/3 /@*FE "Cjﬂo #Ewuui%\‘f;&hﬁzwyé j: /J/_(
Da~vy REfRELET,

gHInoraL, =T Ry o— s&U1—F— |
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FIE

ATy T

ATvT2

BEITOT7AL. TL—TF K o— B&v0a1—H— |

Y h o F )Y —N— T N—TEFRELET, ZOavr Nidk &) AAA S —1—L
LTHEHT D AAA —1"— 7N —T%HELET,

GE)
Z® =z~ RiL, AnyConnect VPN #eIZ 721 S v E 9,

tH o HF) DY —R— TN~ TILSDI P — R — T —TEHEETCEE AL, T4V T
WX, B X VRGRIVNEDH Y XA,

hostname (config-tunnel-general) # secondary-authentication-server-group [interface name]

{none | LOCAL | groupname [LOCAL]} [use-primary-name]

none ¥ — VU — RZIFETDH L. BH X URFHIERINEE A, groupname fEIL AAA ¥ —
W= TN—T %" LET, B—AVEINEY— = T = _X—=2 2T 5L 2R L,
groupname il & 35 & LOCAL X7 4 — /A"y V&R LET,

ez, 774~ VRGEY —/N— J L —T % sdi_group |2, EH XV RFEY—/N— L —
7% ldap_server [ZFXET HITIX, ROa~> REANLET,

hostname (config-tunnel-general) # authentication-server-group
hostname (config-tunnel-general) # secondary-authentication-server-group

GE)
use-primary-name ¥—V — K& HT 256, v/ A4 X4 7a7iE 1 2Oa—F—4720F
FORLET, o, 2—F =& T VX AGEHENGIIN T 256, I~ ) a—HF—472
IRRERCER S ET,

A HY) 2= EAEHENLRGT 55551, secondary-username-from-certificate
AN LET,

hostname (config-tunnel-general) # secondary-username-from-certificate C | CN | ...
use-script

B ) =P =4 LTHEMAT 2 72DICGERENSHIE T 5DN 7  —/L ROfEIX, 77
4 < U @ username-from-certificate 2~ > R LR U TF, FE7/2iX, use-script ¥— 7V — NEFEE
LT, ASDMIZ Lo THAMSINIZAZ VT N 77 A NVEFEHTDHE ) ASAICHERTEET,

e ziX, 794 ~) a—HF -7 =V FELTlFELE, B LX) a—HF—47 11—
VRELTHE=y NEBET DL, ROa~vr REATTLET,
hostname (config-tunnel-general) # tunnel-group testl general-attributes

hostname (config-tunnel-general) # username-from-certificate cn
hostname (config-tunnel-general) # secondary-username-from-certificate ou
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ATvT3

ATy T4

ATy TH

—szinzz |

AL CHRAT 720127 A4 7 v MEAENO D A ) a—P—Z 2T 5L 91275
Kﬁ\I/K»&»wﬁw%wnﬁﬁ%wPT%meymﬂMwwmmeﬂVVF%ﬁmL
9, ZOavr REI7IAT7 2 MU ARRETZIXSSLVPN 7 747k (AnyConnect) #%
BT 22289, i anlca—F—f &2y Ra—F—IIERRICT 20 E D it
ETHXF—T—FEMEHLET, ZOEREIZT 740 P TEHCRESNTWET, 7747
YRLAFTarESSLY TAT U N ATy a VFRFICEATE TN, EREnSIE
Davy RCRETDLLENDHY 7,

hostname (config-tunnel-general) # secondary-pre-fill-username-from-certificate
{clientless | client} [hide]

Tl z2iE, Ho T T A~ e F Y O OFEFEIC pre-fill-username % f# 45 (2
WDa~<y ReEATLET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # pre-fill-username client
hostname (config-tunnel-general) # secondary-pre-fill-username client

PRt M 2R E I 2 G T 2 72D T DR8RE Y — =2 ELE T, 7740 D
BRIE, 77 A <~ VR — " —T7, Zoa~vr NI EHERETOAE®REZRLET,

hostname (config-tunnel-general) # authentication-attr-from-server {primary | secondary}

el zaiF v o F VB —AN—ZIRET DT, ROa~x Fe AN LET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # authentication-attr-from-server secondary

oy a  EEEMT ORI % (T4~ ERFEI X)) ERELET, T
TN MEIZTTA <) TY, ZEHBEEA X —TMITDHE, 20DROa—HF—4 Tty
VarvERRAECTE Y, BHA Ty aroa——4 L LGRS N2 —Y =4 DT
NNERETHIVERNHY £T, By aroa—W—RI ThooT407, Byvay
T—H =R syslog, TNy ZHIAICERE S — Y —4TT,

hostname (config-tunnel-general) # authenticated-session-username {primary | secondary}

f-&f7ﬁ:i Ty ig f/&fggl_ff j”énmnﬁ:l“Aif 45%3{2j7¢/57,}muuﬁff“‘/\b‘ﬁ E)Hiﬁ%jﬁ%)i:
IFETAHICIE. kOa<wr FE AN LET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general)# authenticated-session-username secondary

gHInoraL, =T Ry o— s&U1—F— |
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B =+ 75 £RBETOT 7 1 L0 IPSec KEVI BIEDRE

JE—FT7ORREHETO T 74 ILD IPSec IKEV1 BTEDERTE

FIE

ATy T

ATy T2

ATvT3

VE— kT 272717 7 A0 IPSec IKEv] BIHELAZRET 121X, WOFIELETLE
T, WOBAIL, VE— T 7B REE T 77 A N2 T TIHER L TWA Z L ZRHEE LT
WEd, VE— T 78RR T 7 7 A 1121, LAN-to-LAN$Efi 7 7 7 A L LD %<
DERMERH Y £,

VE—h 77 A DR T =T D IPSec BYEZIRET HI21E, v 7L arTFA b
F—RNELFAT A TFANE-RTROaA~YY REATIL TR R 0—7 ipsec &
PEE—FZBMLES, e 7 MR LT, E—FPEEINZI LMY £7,

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

ZOavwrRIZEY, b Z—Tipsec @7 4 F 2 Lb—va - FRRAMBIN
¥4, ZOF—FTE, Yo I/ arFFANE—RNEREIVALF arTHFANE—RKTY
F— KTV EA FRATN—TD IPSec BHEERELET,

el ZE WOaT 2 RiE, TGl L WO ARIOER T 0 7 7 A WVICBRT D b7 L—7
ipsec BIEE— ROa~vy Rf ZEERELTWET, IYmr 7 MAZE(L T, hrxn
7 N—7ipsec BIEE— RIZAST=Z &R0 £,

hostname (config) # tunnel-group TGl type remote-access

hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

FHHHAF—ICE S IKEVI R A TR — h 272010, Fpikas—%2EELEd, =&z
IE. kD a~ > Fid, IPsecIKEvl UE— K 77 v 2k 70 7 7 A )LD IKEv] k4 R —
572012, FaiEAEF—xyzx ZHETE L TWET,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-ipsec) #

7 OFAEZLAEH L TET O ID 2T 508 9 nafEE L £,

hostname (config-tunnel-ipsec) # peer-id-validate option
hostname (config-tunnel-ipsec) #

HTE 5247y a VEIL, req (WZH) | cert( GEBAETYR— RSN TW554E) . nocheck
( GAR=72\v) TF, 774/ Mireq TT,

7ol Z21E ROz~ > Rl peer-id BAEDS MR Z L 246 E L TWET,

hostname (config-tunnel-ipsec) # peer-id-validate req
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ATy T4

ATy TH

ATvT6

ATy 17

UE—k 7O RREGTOT7 4 L0 IPSec kvt Bt0zE [

hostname (config-tunnel-ipsec) #

SEAEF = — L ARETELINEINEIEELEYT, kO~ NiE, — FEFHEL T
D ML CAFERAEZEXEF L TVET,

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #

ZOREMIE, TRTDOIPsec b RATIN—T XA FICHEAENE T,
IKE 72T HiEAELZ#BT S N7 A MARA v FOARTZHRELE T,

hostname (config-tunnel-ipsec)# ikevl trust-point trust-point-name
hostname (config-tunnel-ipsec) #

WD~ RiL, IKE E7ICEET DREHEDOARTE LT mytrustpoint 245 E L TV E 9,

hostname (config-ipsec)# ikevl trust-point mytrustpoint

ISAKMP ¥ —7 7 A4 7D LEWMELFHFENDY TAEEERELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

threshold /X7 A —X TiX, BT BX—T T 747 F=F VT 2BBTHETCORETA R
SV 2 0% (10 ~3600) THREL £, retry /X7 A —Z L, =77 T4 TIENZ[F &S
N7 72o2%0) N IAMOMETT Q~108) , IKEX—77 7471, T 74/ KT
A X =T NVTT, ISAKMP X —7"7 4 7 %7 4 E—7/LIZT 5HITiE, isakmpkeepalivedisable
EADLET,

72 2iE, oa<wr RiE, IKEXF—7 7794 7DOLEWVMELE ISHIZREL., VRTA A
H—r )& 10 IR ELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold /X5 A —Z OF 7 /)L MiElx, VE— F7 27 B ZADEE1E 300, LAN-to-LAN D4
110 T, F7z, retry XT A =X DT 7 /L MiX2 TY,

e (BEFaT7 F—FUxA) T, ISAKMPE=Z Y 7 &R LTRRBLRWVWE I
BETLHEAIT. koa<wr FE A LET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

ISAKMP A 7'V v REFFS R, XAUTH £7213~4 7V v K XAUTH Z#8E L £,
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B rsecUE—F 7o EREHETOT 71 L0 PPPRIORE

isakmp ikev1-user-authentication =~ >~ I\ i ASA FREICT VX NGEHEZ T 2 LER B
L2548, BXOY £— bk VPN 22— % —3%; RMNB'MQ%&*&KiSWMD&&@V
ﬁ/%&ﬁﬁ%%ﬁﬁ%?ézﬁﬂ%éﬁA 2. A7V v RXAUTHREGE A T 5729
fEHLEST, "7V v RXAUTHIZ L - T, KE@71%X1#&®20@$W_Aﬁém
FT, 22068 TNA TV v RFEREEMFEENE T,

a) ASA L, HEHEOARHF—HIFZHEHA LT, VE— b VPN 2—%—Zx L CRIEL £9°,
ZHCEY, BEMICRFTAIKEEX 2T 4 7Y o—2 a3 UL SN E T,

b) WIZ. XAUTHRHN U E— K VPN 22— —ZF8FEL £ 7, Z OILIRGRGETIL, A —k
ENTWAUERDNT N OFRIEF XA HHTE £,

GE)
umum&/])7;’cff/\/|’7 Vv FIZERET AI2iE., FENEEY—"—Z2RE L., FaiEHx—
PERR L, FTAMRA U MERETHMLERDY T,

isakmp ikev1l-user-authentication =~ > K& 472 a2 > @ interface /X7 A —Z Z A L T,
BEDA B —T 2 A ABIRETE X7, interface ST A—HX 2 EWTH L., ZDavy
RIZT_RTOA X —T oA RSN, AV F—T oA AT EIZa~vy RBEEIN
TWARWEADONRy 777 UTHRELE T, B 17 7 A L2 2 DD isakmp
ikevl-user-authentication =< > RZfE L TWT, 1 Dlfinterface/X7 A —X ZfEHA L.
HO1IOIMMERLARWGES, A v 2 —T7 2 ZAEHRETLHa~r RZFOBEDA o Z—
T oA AEBERLET,

& 21X, WDz~ RiL, example-group & MEXN D87 0 7 7 A VONIEA > & —
72 A ATHNAT Y KXAUTH A4 2 —7 W LET,

config)# tunnel-group example-group type remote-access

config)# tunnel-group example-group ipsec-attributes
config-tunnel-ipsec)# isakmp ikevl-user-authentication (inside) hybrid
config-tunnel-ipsec) #

hostname
hostname
hostname
hostname

IPSec ) E—F 7V A#EHETO T 74 )LD PPP BEDEETE

FIE

&M

VE—bT 78 RBEHR T 77 A VDKL MY —RA 2 b 7a haVghhzaZEd 5
&@i@%%ﬁbi#oWPﬁmil%wU%%%Tﬁ?%@@ﬁ7n774w_tiﬁm
ENnEd, OB, IPSec VE—F T B AR T 7 7 A NV ETTIHERK LTS Z &
ZHIEE LTWET,

oI N—TpppEtEasy 7 4 F¥al—varyE—RICAVET, ZOFE—FT, kD=
v REANLT, VE—F727ER FURATA—FPPPBIEARELET, Y07 b
PAEELT, E— FABEINIZ EBb7n0 £F,
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IPSec ) E— k 77t EETO 77 1 Lo Prp BEDEE [

hostname (config) # tunnel-group tunnel-group-name type remote-access
hostname (config) # tunnel-group tunnel-group-name ppp-attributes
hostname (config-tunnel-ppp) #

72z, Roa<r KL, TGLE WO LRI 7 v 7 7 A VIZBGRT 5 h o7 —>7F
ppp BIEE—RFDa<wy Rk 2 RELTCWET, Yrr 7 &L T, hrxLs
Jo—"7 ppp BIHEE— RIZ AT Z ERbMNY £7°,

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ppp-attributes
hostname (config-tunnel-ppp) #

PPP el AEAFED T v b a VAT 2EE A X—T T EHNEIDERELE

T, Tu A OEIFROWVTRNNI LY £,

« pap : PPP #%5i C Password Authentication Protocol (/XA U — RFBFET' 1 k=)L) OffiH % A
F—=7 M LET,

+ chap : PPP #%#¢ C Challenge Handshake Authentication (F¥ L' > ¥ /N> Ry = A 7 7BFE7 1
k=) OFEMZA R—=T M LET,

« ms-chap-v1 & 721 ms-chap-v2 : PPP ###¢ C Microsoft Challenge Handshake Authentication
Protocol (Microsoft 7% L' > ¥ N Ry oA ZRGETw haL) o= a1 £720F
N=T a2 DfMZAR—=T M LET,

« eap : PPP ##f5¢ C Extensible Authentication Protocol (JLIRFEREZ'® k=/L) O %A R —
T LET,

CHAP & MSCHAPv] X, T 74/ N CA F—T N2> TWET,
IOy ROMIIRO EFBY TT,

hostname (config-tunnel-ppp) # authentication protocol
hostname (config-tunnel-ppp) #

FrEDZ 0 ha/LOEIEET 4 B—T7 M T 5120, Zoa<wr RonBXEHALET,

hostname (config-tunnel-ppp) # no authentication protocol
hostname (config-tunnel-ppp) #

72 z1E, D<= RIXPPP G CPAP 7 u ha /L DfffZE A f2—7 VI LET,

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

’D < Ri%, PPP #:5: T MS-CHAP X"—Y 3 2 Fua ha Lol i2 A4 x—7 VI LE
7,

hostname (config-tunnel-ppp) # authentication ms-chap-v2

gHInoraL, =T Ry o— s&U1—F— |
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hostname (config-tunnel-ppp) #

WD a2 K%, PPP #%: T EAP-PROXY 72 Fa R Z A x—7 Wz LET,

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

WD a~< Rk, PPPHEEE TMS-CHAP X—Y a1 7P ha )L offHETF 4 E—7 Lz LE
KR

hostname (config-tunnel-ppp) # no authentication ms-chap-vl
hostname (config-tunnel-ppp) #

LAN-to-LAN 45 o0 D 7 4 JLDERTE

IPSec LAN-to-LAN VPN ##¢ 7' 11 7 7 A /L%, LAN-to-LANIPSec 7 7 A 7 > b #1272 10 3
ENFET, BRETEHRTA—ZDELIIPSec Y E— T 7B ADERHRG T T 7 A NLDHOD L
[Fl U C9 A%, LAN-to-LAN k> RIADFN/NT A —2OEIIV 727 0 £, 2Tk,
LAN-to-LAN 835t 7' 0 7 7 A W Z R ET D FIEIZ O TR L E T,

« LAN-to-LAN #5710 7 7 A VDL & & A T DEEE (23 =2—)
¢ LAN-to-LAN B 7' 0 7 7 A L O— W BIEOZE (23 2—3)

« LAN-to-LAN IPSec IKEv1 @D E (24 ~<—3)

FIA#IFDOLANto-LANEHE O D7/ IOV T4 FalL— 3y

T 7 4V s ® LAN-to-LAN 85t 700 7 7 A L DONEIL, IRD EFBY TI,

tunnel-group DefaultL2LGroup type ipsec-121
tunnel-group DefaultL2LGroup general-attributes
default-group-policy DfltGrpPolicy
tunnel-group DefaultL2LGroup ipsec-attributes
no ikevl pre-shared-key

peer-id-validate req

no chain

no ikevl trust-point

isakmp keepalive threshold 10 retry 2

LAN-to-LAN#25t 70 7 7 A W D/RNT A —H XV E— KT VB A T2 7 7 A )V DI/RNT A —
2LV ZFDIFEALIZELLD I N—TTHREILTY, ERICHEREZRETIHBED
FAFEHEEE X, ZZTEIDOITNVN—T DT A= BN L9, BF/RIOIZERE L
WNIA=ZIFTTXT, T74/V NOERHT 0T 7 A NInDEDEEMRAKLET,
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LAN-to-LAN #5701 7 7 A L& di e 52 1 ToiE [

LAN-to-LAN E# o0 7 7 A ILDEZRTIE 2 4 TDIEE

B 7 v A NVDLAFTE XA TEETT HIZIE. RO X 9 tunnd-group =2~ RE AT L
7,

hostname (config) # tunnel-group tunnel group name type tunnel type

LAN-to-LAN k> VDA, # A Zidipsec-l2l (12720 £4, 72& 21E, docs &V 4HITD
LAN-to-LAN $f5t 7' vt 7 7 A W& AER T 21213, kD a~x > RE AN LET,

hostname (config) # tunnel-group docs type ipsec-121
hostname (config) #

LAN-to-LAN £t TR 7 7 1 LD —iEBHEDERE

FIE

ATy I

ATvT2

Bkt n 7 7 AN O RIEMEZRET DI, ROFIMEZETLET,

VTN arTHR AN ET— RELIITALT 2T F A b E— T general-attributes ¥— 7 —
NEFRELT, b n—7—EMEE— NElm L £,

tunnel-group tunnel-group-name gener al-attributes
1 -
docs & WO AFTOHEEET 0 7 7 A VOEIE, WDOa~y FE AN LET,

hostname (config) # tunnel-group docs general-attributes
hostname (config-tunnel-general) #

Tu 7 LT, config-general E— RIZ A7 Z 30D £9, XA T —70
—WEMEL, ZOEFE— R TRELET,
TN TN—T R —OLHIERELET,
default-group-policy policyname
i -

WDa<wy Rix, 774/ K8 Z—7 KU > —DA4RINZ MyPolicy #HE L TWET,

hostname (config-tunnel-general) # default-group-policy MyPolicy
hostname (config-tunnel-general) #
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B an-o-LaN Psec IKEV Bt DR E

LAN-to-LAN IPSec IKEv1 B £ DEXE

FIRr

ATy T

ATy T2

ATvT3

IPsec IKEv] B2 ET DX, IROFNEEFZITLET,

F oI —F1PSecIKEv] BIEAZFRET HIZIE, I arTHARNE—RERII<L
F a7 F A F— T IPSec-attributes ¥ — 7 — FZ 45 L T tunnel-group =~ > K& AJ)
L. bRV IN—Tipsec@tiar 7 4 Xal— g T—REHBLET,

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

=& 23X, o a~< 2 RTIE, config-ipsec E— FEBALAE L. TGl LW O ARIOER v 7 7
ANDINT A—=ZERETEET,

hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

Tuar T IRE LT, P —Tipsec @iy 7 4 X2 b — 3 v E— RICA-T
ZENLNY ET,

Fajdef —I12 &< IKEv]l ¥ 2 AR — b 572010, FRika s —2HETELET,

hostname (config-tunnel-ipsec) # ikevl pre-shared-key key
hostname (config-tunnel-ipsec) #

7-& 20X, WOz~ RiX, LAN-to-LAN#ki 7' v 7 7 A VD IKEvl ##i 4 VR — F 35729
12, FETHEAE R — XYZX ZHEEL TWET,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-general) #

ET OFEAFELZEHA L TET O ID 2k d 208 5 D afiE LET,

hostname (config-tunnel-ipsec) # peer-id-validate option
hostname (config-tunnel-ipsec) #

fERCE AT v a g reg (4D | cert( GEIETHA— hSNTVDHE) | nocheck
( G2 TF, 7740 Mireq T, 722X, kD a~> KX, peer-id-validate 4~
v 3 % nocheck IZERE L T\,

hostname (config-tunnel-ipsec) # peer-id-validate nocheck
hostname (config-tunnel-ipsec) #
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ATvT4

ATy TH

ATvT6

ATy 71

LAN-to-LAN IPSec IKEv1 B0z [}

SEAEF = — L A EETELINE IR ELET, ROT Vg 0d, — FEEAE LT
TO ML CAFEHAEZEEFE L TCWVET,

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #

ZORBRMIX., TRTO MR T —T A FITHEATEET,
IKE B TICEET DFEAEEZF#INT D F T A MKRA  FOLA4RIZHELE T,

hostname (config-tunnel-ipsec)# trust-point trust-point-name
hostname (config-tunnel-ipsec) #

&2, Woa~vr RiE, 87 A RMRA » M4 % mytrustpoint [ZEE L TWET,

hostname (config-tunnel-ipsec)# trust-point mytrustpoint
hostname (config-tunnel-ipsec) #

ZORBMIE, TRTO MR T—F F A FITHATE T,

ISAKMP (IKE) ¥—77 74 7OLEWEELFHFINDY M7 A BEEZEE L £, threshold
NRIA=HTE, BTN —TTI7A T =4 ) TG T5E TORET A VKRR Z2#
B (10 ~3600) THRELET, retry NI A —2 L, =TT T TIENZEFEINRL 72>
72%0) N IAMOBBETT @Q~108) , IKEX—77 7471, T 74/ FTAX—T )b
T, IKEX—7T 747 %7 4 8—7MICT5HI2IE, isskmp 2~ > RO no XA AT LE
7

hostname (config) # isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

72 2E, ko a~y Rk, ISAKMP ¥ — 77 947D LEWMEZ ISPBICEEL, U RIA
A B—= LB I0RICERELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold /X5 A —% D5 7 4 /L MiiZ., LAN-to-LAN DA 10 TT, retry /3T A—4 DF
7 4V MEIZ 2 T,

et b (BF 27 F—hUxA) T, ISAKMP £=Z 1V L 7R LTCHBELRNE I
BETAEAIT. koa<r REAHLET,

hostname (config-tunnel-ipsec) # isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

ISAKMP /~A 7'V v RFEFESF R, XAUTH 72131 7V v K XAUTH 258 E€ L $ 7,
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isakmp ikev1-user-authentication =~ >~ I\ i ASA FREICT VX NGEHEZ T 2 LER B
L2548, BXOY £— bk VPN 22— % —3%; RMMB'MQ%&*&KiSWMD&&@V
ﬁ/%&ﬁﬁ%%ﬁﬁ%?ézﬁﬂ%éﬁA 2. A7V v RXAUTHREGE A T 5729
fEHLEST, "7V v RXAUTHIZ L - T, KE®71%X1#&®20@$W_Aﬁém
FT, 22068 TNA TV v RFEREEMFEENE T,
a) ASA L, HEHEOARHF—HIFZHEHA LT, VE— b VPN 2—%—Zx L CRIEL £9°,
ZHCEY, BEMICRFTAIKEEX 2T 4 7Y o—2 a3 UL SN E T,
b) WIZ. XAUTHRHN U E— K VPN 22— —ZF8FEL £ 7, Z OILIRGRGETIL, A —k
ENTVBUERDONTNDORBFEF N EHEHTE £,
GE)
FORES A THNA TV v RICEET DI, FANSFRREY — " —Z2 R E L, Faidfa % —
FERR L., FTARMRA LV FERETHLERH D F97,

7o & 21X, WO a~ > Rk, example-group & MEENL D427 0 7 7 A VD ANA T Y R
XAUTH A X2 —7 /M2 LET,

hostname (config) # tunnel-group example-group type remote-access
hostname (config) # tunnel-group example-group ipsec-attributes

hostname (config-tunnel-ipsec) # isakmp ikevl-user-authentication hybrid
hostname (config-tunnel-ipsec) #

25472 RLASSLVPN £y o3 VvDEHETA T 74 ILDORTE

7747 MU ASSLVPN ##i 70 7 7 A VHD b px 7 —T—@ElElL, hrxrvs
N—"T"DH A 7 H webvpn T, drip-group =~ > R & strip-realm =~ > 23 SV mz
BRWNT, IPSec VE—F 727 20w 7T a7 7 A LD ERLTT, 7947 ML X
SSL VPN (Z[EA DEMEIFM A ICER L ET, ROHETIL, 7747 kLA SSL VPN £t 7
07y ANVERETDHIFEICOWTEHI LET,

¢« VI AT FLASSLVPN Yy g O b XNV T N—TBHEORE (26 3—)

e 754 T MLV ASSLVPN v a>dD by R T A—TRIEOHTE (30 2—)
D54TF7 2 RLASSLVPN EY a3 oD— B FORILTIL—TEREDETE
W7 7 7 ANV REMEREEIIETTHITIE, WOFIETNRIA—XEHRELE
ﬁqo

FIE

AT —fEEEZRET AT, Yo/ arTX AN E—RERE~LVF a0 THFARNE—RT
tunnel-group general-attributes =~ > K& AJJLET, TN T, bR T—7—fK@EE=
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5547 RLRASSLVPN v 3 vn—fi ko L—TEnEE |

Y74 FXab—vary B=FARRENET, YT AR TSI EICEREL TS
W,

hostname (config) # tunnel-group tunnel group name general-attributes
hostname (config-tunnel-general) #

AfOIE CHERK L 72 TunnelGroup3 O —fx@IEZ R ET 521X, IROa~ RE AT LET,

hostname (config) # tunnel-group TunnelGroup3 general-attributes
hostname (config-tunnel-general) #

mL‘nE'H-““/\*“y/I/’“775)Z§)Z)7ﬁD\ AT N—TDL4RiEEELET, HE LY — 13—
7/1/"—‘ [; b‘%ébf;& % ““73/1/7“—&’\“‘;( %wun Jﬁfﬁ‘ﬂ”é%/ﬁu\&i\ F—U— }\‘
LOCAL #:BiL 7,

hostname (config-tunnel-general) # authentication-server-group groupname [LOCAL]
hostname (config-tunnel-general) #

7= & 2R, test E WD ZARHTOFREEY— " — FL—T %% . RREEY—— J L — T TREEN
%ébtk%ﬁm%ﬁW#%Aw_7w%WA/7¢éi9 T AT, ROa~vr RaeAd
L/\Ai‘é—(]

hostname (config-tunnel-general) # authentication-server-group test LOCAL
hostname (config-tunnel-general) #

authentication-server-group 4 C, FANIHE LIZiRGE N ——F 13— _"—D 7V — 7% 5
ELET, B —N"—%RET HI2, aaaserver 2~ REffLET, Jv—7 %70
RKREIL 16 XFTY,

TN—THDENZH DT AN,V H—T 2 ABERETHZ LI, A ¥ —T =
A AEFOFFEERETDHZ & LTEET, ROA VHE—T A AT 7 vk TERARTREIC
o TWET,

s inside : 1 % —7 = A A GigabitEthernet0/1 D44 i

« outside : A > ¥ — 7 = A A GigabitEthernet0/0 M4 i
GE)

ASA DIMNERA > X —T7 =4 AT KL A (IPv4 & IPV6 DI f5) 1, 7T A X— MUlOT KL-=&
ZEMERMBLTVTUTAR D TR A,

mterfaceHV/ REFEH L CRELIEZDOMDA 2 —7 = A ZAHEHATRETT, ROa~v
RiE, #REIZY— 13— servergroupl ZEH T 5 outside EWVNILBIDA X —T = A ADA
b —7 x A AEAORFEZHREL TWET,

hostname (config-tunnel-general) # authentication-server-group (outside) servergroupl
hostname (config-tunnel-general) #
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B /57 riassiveN ey avo—@ v R L —TRIEDRE

ATvT3

ATy T4

ATy TH

ATvT6

T a T T AR —R— TN —TOLFIZIRELET (FETHIHESES) , HaE
FEHLTWRWESIT., AT v F6ICEATLIEEN, ZOMERET IS, 2 —F— 3
BT ARA T — X R— R CHETALERH Y 7,

hostname (config-tunnel-general) # authorization-server-group groupname
hostname (config-tunnel-general) #

RBAY—R—ZFETHICIL, asaserver 2~ REHALET, /v —7 % 7O KkEILI16
T,

Tme X, oz~ RiL, @A —/— 7 )L—7 FinGroup # i3 25 Z L #EEL TV E
D

hostname (config-tunnel-general) # authorization-server-group FinGroup
hostname (config-tunnel-general) #

— Y — (TR ?FTﬁ"éﬁﬁ L EDOA—P=RNEFIZRBT SN TV ORENDH LN E )k
HELET, 7740 FTIERTMIEERINET A,

hostname (config-tunnel-general) # authorization-required
hostname (config-tunnel-general) #

FERAENGRRA 7 ) —HOLA4RIZ G -OIERT 2 1 >F 38R0 B EZEE L £,
TORMICED, VT2 FDN T 4 — L RO EDOES ERFHO 2 —F—4 L UCTHEHT
HIBHEESINET,

hostname (config-tunnel-general) # authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}

oLz Roa<xr FiE, CNBHEAZRTHOaA—VF AL LTHEMT2Z L 2mEL T
ij‘o

hostname (config-tunnel-general) # authorization-dn-attributes CN
hostname (config-tunnel-general) #

authorization-dn-attributes |, C (E) . CN (@7%4) . DNQ (DN &fifiv) . EA (BEFA—
VT RLA) [ GENQ (H:ARERiT) . GN (£) . | (A=Y v ) (L (MK . N (&
A7) . O (M#k) . oU (Mffk—~=~ F) . SER (U7 L&H) . SN () . SP UNE/iE
HEAE) . T (@) . UID (=—¥%—1ID) | BLUUPN (=—H#—=7Y /L k—0)
BHYET,

F7TarT WHTLT T 4 v T N—= TN —T D4 ERELET (FET L%
B) o THOYT A TEEALTORWEARIR, AT v 7 TIEATLESY, Th T
T4 T Y= R—ERET DL, asarsaver a~v 2 REFHLES, F—7F 2 70O KE
I 16 XFTT,

hostname (config-tunnel-general) # accounting-server-group groupname
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ATvF1

ATvT8

ATvT9

5547 RLRASSLVPN v 3 vn—fi ko L—TEnEE |

hostname (config-tunnel-general) #

e zIiE, Woa~y Rk, 7ho T 4 v 7 —_— 7 ) —7 comptroller i35 = &
ERELTHET,

hostname (config-tunnel-general) # accounting-server-group comptroller
hostname (config-tunnel-general) #

T ar T, TIANNITN—T R —DARIERELET, 7 7 4+/L MEILDAtGrpPolicy
T‘j‘o

hostname (config-tunnel-general) # default-group-policy policyname
hostname (config-tunnel-general) #

WOBITIE, T 74N s TN—T R T —D4HTE LT MyDfltGrpPolicy Z 7% L TWE T,

hostname (config-tunnel-general) # default-group-policy MyDfltGrpPolicy
hostname (config-tunnel-general) #

#7232 C, DHCP — 13— (KK 10 — 3 —) OL4FIEIFZIP T KL A, I DHCP
T RVRA T —)v (K67 —/N) ODLAFIZHRELET, VA NMNABIZAX—XTXED £,
7 /)L b TlE, DHCP #—— L7 FL A F— Ui S EH A,

hostname (config-tunnel-general) # dhcp-server serverl [...serverl0]

hostname (config-tunnel-general) # address-pool [ (interface name)] address pooll
[...address_pool6]

hostname (config-tunnel-general) #

GE)
A E =T = A ATy A THDLERDH Y £,

7 RLA F—E, Fe—r L ar 74 X¥ab—3i g2 F— T iplocal pool =t~ > RN&fd
HALTRELET, 7 RLVA T —LOREDGFEMIONTIE, VPNOIPT FL X BT
<TZEV,

#—/3—73 RADIUS, RADIUS with NT, £72/3Z LDAP h—"—D§E, A7 a T, /A
U— NEHZ A R =TI TEET,

(G¥)
FREIZLDAP 7 4 L7 R U H—N—%fEH L TV D54, /SA T — &L Sun Microsystems
JAVA System Directory Server (IH#:F#7i% Sun ONE Directory Server) %5 & U Microsoft Active
Directory Zffifl L CTHA— & E T,

*Sun:Sun7 4 L7 b U H—=R—ZT 7B AT D20 ASA ITERIE STV D DN 725,

Y= N=DF T4V b RAT—F R —ZT V EATEHMERHY £F, DN & L
T, T4 L7 NUERE, £237 1 v b EHEEREFO2—Y—2 T2 L
EHRLET, 3 T4 SRRV R KR U—ICACL % ETE £,

gHInoraL, =T Ry o— s&U1—F— |


asa-914-vpn-config_chapter6.pdf#nameddest=unique_135

BEITOT7AL. TL—TF K o— B&v0a1—H— |
B /57 rizsstventy a3 b oL L—TREDORE

* Microsoft : Microsoft Active Directory C/SA U — REH % A 12— 7 /L2 521X, LDAP
over SSL Z % iET D MENH Y £7,

COMREIXT 7 4V hTA =T NI TERY , BEDNRAT — ROAERHIRA TS &
=P ZEE A FR LET, T 740 F Tk, BRI O 14 BRNCESENBRBINET,

hostname (config-tunnel-general) # password-management
hostname (config-tunnel-general) #

P N—NLDAP YV — " —DA ., AR TN Z LB T 2EENBB I NS ETOHE
(0~ 180) #fETEET,

hostname (config-tunnel-general) # password-management [password-expire in days n]
hostname (config-tunnel-general) #

GE)

VT N—T g EN a7 4 X 2 b —3 3 F— K TAJ L7z password-management
axy RZEoT, bR N—7 ipsec JEMETE — FTHANI AT SN IEHERE D
radius-with-expiry =~ > RREXHZ LN ET,

oavwr RERETLHE, VE—F a—V—Rmur (5L X2, ASA L, 2—HP—D
BED/RAT — ROAFGHIRN TSN TNS Z &, £REMBEATINTWS Z &2 mmL %
T, TNMNDH ASAIE, 22— —PNRU—RELETEHLHIICLET, BUTORAT—F
DR L TORNGES, 2= —F3Z ORI —RFEfHLTe /A LEETD I ENTEE
9, RADIUS F7-1% LDAP il iR E SN TWARWEAS, ASA Tl Z oo~y FAEH SN
E3

:hKiOTNXU—Fﬁ%@@h’ﬁéif®ﬁﬁﬁﬁﬁéhébffiﬁ<‘ﬁAﬁNx
T — RARHITREIIC 72 A H R o —F—~DEE A BIAT A0 WEH I NS &0 ) SICHER
LTLIEENY,

password-expire-in-days ¥ —7 — FZ$5E T 25615, AERLIEET 20E R H Y 3,

SR OWTIE, SR U — REHH O Microsoft Active Directory DF%E (44 ~X—) ZHRL
TLIEEY,

DS5A4AF7 2 RLASSLVPN EY 3 oD Mo RIILTIL—TEHEDHRTE

7547 MU ASSLVPN #5707 7 A MIZEBD/NT A —F ERETHIZIE, TOED
WOFIEEZEFTLET, 7 T4 7 F LA SSL VPN i%. LA WebVPN & LTHILN TV E
L7z, 2o M, b7 —7 webvpn BEE— FTHRELET,
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5547 RLRASSLVPN Y v avm ko L—TE0EE [

77 AT MU ASSLVPN bRV T N—T0RBMEZIRET HI2IE, kROa~vr RE AL
T ho R —"7 webvpn BIEE— RIZAD 7, Yo7 EPRELL T, £— RPLEEX
N b £9,

hostname (config) # tunnel-group tunnel-group-name webvpn-attributes
hostname (config-tunnel-ipsec) #

7o & 21X, sales EWIHIARIDY 74T > b LA SSL VPN K RV 7 /L—7 0 webvpn JE %
BETHICIE, koa~vwr REANLET,

hostname (config) # tunnel-group sales webvpn-attributes
hostname (config-tunnel-webvpn) #

AAA, TUXNVGERE, Fdm 2R T 2720 OEEF A ET HI21E, authentication
a~wy REANLET, AAA, GEHE, I 2EEOIEF CHRETE 7,

hostname (config-tunnel-webvpn) # authentication authentication method
hostname (config-tunnel-webvpn) #

72 z21E, O a< 2 Nt AAA LEFHEOW T ORGEEZH AT LE 4,

hostname (config-tunnel-webvpn) # authentication aaa certificate
hostname (config-tunnel-webvpn) #

ASA L, NetBIOS4 % IP T RLRIZv v 7T 5H7DIT NetBIOS #— L Hh—n"—|2 7 ) —%
%ELE¢07?4TVFVZ$LWWTH\U%—FVX?A®774w%77?xit

HEHFT 57D NetBIOS NHETT, 7747 b1 A SSL VPN Ti, NetBIOS & CIFS
7‘31 fanrzEHL T, VE—RF VAT LOT7 7 ANET 72 AEIIHAE L ET, Windows
AL a—FIFEOALE = AL EFRA LT ANV ERE LL) DL, FRESHh
277 AN —_"—Ixy hT—7 EDV YV —RA%EHBT 2 R E D NetBIOS 44 & kiits L F 97,

NBNS #REZ EIfES 511, 72@< EH1HBEDNetBIOS h—/3— (KA b)) 2RETDHHLE
NH0FET, WEMEZFEHATLHZDIINBNS h—_—%2 3 OFTHETEET, ASA L, V
xb@%m®ﬁ~ﬂ—%Nmmmmm&%m%&_@mLiTO7I) DR DL, RO

F—_=PEHENET,

CIFS £ iR 1248 95 NBNS  (NetBIOS — A H—E R) S —_"—D4 iR ET 5I121%
nbnsserver =<2 REFEHLET, —_"— 2 NV IE3DETANTEET, TEMEDK
W, BRETDHERYOY— =TT T A~ $—"—T, ZOMDY—"—T 7T v 7T
To T (272D WINS = N—TER<) vRAZ—TIZ3UFTHLHNEI N, FALT
v NEE, BEOY T A BELIEETEET, WINSH—R—F o d~v A ¥ —7 T 7k
WHE, ASALRILR Y hU—27 ko, ZOFy hT— 7ﬁ%ﬂLT%@%%;miéhiﬁ
2A LT T MNERRIZY T A BEOFNIHRET 2 LERH Y 77,
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hostname (config-tunnel-webvpn) # nbns-server {host-name | IP address} [master] [seconds]
[retry number]
hostname (config-tunnel-webvpn) #

7o & 21X, nbnsprimary & WO AFOY— =% T T A <) $— =L LTHREL, —r—
19216822 %t H o XY —R—L LTHREL, TNENIZ3EDY T ZFHF L, SHD
HALTUNERETDHIZIE, ROa~v REATILET,

hostname (config) # name 192.168.2.1 nbnsprimary

hostname (config-tunnel-webvpn) # nbns-server nbnsprimary master timeout 5 retry 3
hostname (config-tunnel-webvpn) # nbns-server 192.168.2.2 timeout 5 retry 3
hostname (config-tunnel-webvpn) #

ZA LT NEABOEEIZ 1 ~30F G744 M32) . URSAEEKIZO~10 (F74+1
ME2) T,

kRN TV—TF webvpn BiEa T 4 £ L — 3 F— FTnbnsserver 2~ K& f#
5L, webypn 2> 7 4 Fa b— 3 »E— FCHMERD nbnsserver 2~ RAEZHZ 5
NWET,

T N—T DREEL ZFRET 512X, group-dlias2~ > REMALET, /r—F A )T A
ERETDHE, 2= =R IV T N—TEBBTE D 1 DL EOREBELPMER SN E T,
IZTHRETDHIN—T A VTR, 22— —DulAfr X=VZhHdbRay 7yl
A MIFRRINET, FINA—TITH L THEBEOZA VT A%2HEETHZ b, =/ U T A%
BELARNWI L TEXET, ZNENEHOa~y FTHEELET., Zolisix, Rt 1 —
7'H [Devtest] X° [QA] 72 & OBEHOBEE 4 THE SN TV ALAIZEFRTT,

KT N—T 2 YT A LT, group-alias 2~ > REANLET, KA YT AIT 7+
VR TA R=T N> TNWET, FA VT AL, A7 a3 THRICA 2—7 Vv E721T
F 4= NI TEFET,

hostname (config-tunnel-webvpn) # group-alias alias [enable | disable]
hostname (config-tunnel-webvpn) #

72 ZIE. QA EWIHILRID N RNV T N—T DA U T AD QA & Devtest & A 1 —7 /LT
H0%, koa<wr REANLET,

hostname (config-tunnel-webvpn) # group-alias QA enable
hostname (config-tunnel-webvpn) # group-alias Devtest enable
hostname (config-tunnel-webvpn) #

G¥)
webvpn tunnel-group-list |X, #5925 (Kay7&Zvr) ZA—7 2 NMIK LTS Rx—T /v
T HRERHY 7,

IN—TDFE URL £721LIP 7 RLAZHELET,
group-url url[enable | disable]
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1D N—T1Zx L CTHEBOURLE72137 RLAEZRETEET ((MHRELARNI EHT
EFET) . BV NA—7URL £721F7 R AIZxt LT, group-url =2~ > R&EZ AN LET, url
. ZO RV ZA—FOURL £ 1P 7 FUAZFEELET, http £721% https 7' 2 K
aNEED, URLEIET L ARKREZIEET H2HENRH Y £9, FURLEILT R LRI,
EBNZA X —T N (T 74N R) FlET 4= NI TEET,

TN—TDOURL £721X P T RV AZIRET H E, 22— —Ba /A VR N — T &R
HMENIRL 72V ET, 22—V =Nl (T 5L, ASA X, tunnel-group-policy 7—7 /LN
Da—HF—DFFURLE/ZILT FLAZRK L ET, URLEITT RLUARES20 | group-url
N7 0 7 7 A VINTA X —T M7 > TV DA, ASAIL, B 70 7 7 4 V& H
IR LT, v A U RO —Y =4[ T 4 — )L RENRRT— R 7 ¢ — )L R
EFRALET, ZNCEDa2—Y— A ¥ —T oA AT, TV —T VR Rz —
P—lZFERmEINRLL D L VI FENBNENET, =2—V—IcFRTHRIA VTV RY
WZix, 20T e 7 s A NVHICRESNTE I AZ A B—va UBNMEASNET,

URL 720137 RLART 4 =T W75 TEY | group-alias DX E STV LGS, Z/b—
TDORuy XY YA RNPERRIIL, 22— TRREITOLERH Y £7,

AU URL £72137 RV AZEBDO 7 N— BT 5 Z S 13T A, ASA LT, i~
077 ANVOURL £72137 R A5 ANDEINCE O URL £72137 K LA DE A M % MREE
L/i‘é—o

1 -

RadiusServer &\ 9 £ 77D k> RV 7 )V—712%F L T2 /L—7 URL http://www.example.com &
http://192.168.10.10 % A *—7 /M F 5121k, kD2~ KEAS LET,

hostname (config) # tunnel-group RadiusServer type webvpn

hostname (config) # tunnel-group RadiusServer general-attributes

hostname (config-tunnel-general) # authentication server-group RADIUS

hostname (config-tunnel-general) # accounting-server-group RADIUS

hostname (config-tunnel-general) # tunnel-group RadiusServer webvpn-attributes
hostname (config-tunnel-webvpn) # group-alias “Cisco Remote Access” enable
hostname (config-tunnel-webvpn) # group-url http://www.example.com enable
hostname (config-tunnel-webvpn) # group-url http://192.168.10.10 enable
hostname (config-tunnel-webvpn) #

ZHOFNZHONTIE, 2 F9A4A T RV ASSLVPN By Y g rDa—F—fua s/ A4 70 R
TDHAT<A R (36 2—) LTI ZEN,

AnyConnect 7 74 7 > b #flc 7 V—7 URL T o n— FAZ o v ZRETIE, 77
AZNDHASA ) — R T, J—ROua— K Z 2 TORTY v 77 RLUADZ/V—7URL
LRBEIC, (RABYZ A ZT RLAD VN —F URL #RETHHLERH Y 3,

1

ROEIRT RUARRESNTND Y FAZNTD2 DD ASA / — REiLlcr— K
Z vy JIEBICHE LTz group-url 3% E LE T,

e 10— K XT3 Z O TP = https://vip-vpn.example.com/groupname
* ASA1 = https://asal.example.com/groupname

» ASA2 = https://asa2.example.com/groupname
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ASA1 O b FNVTN—TFRETIE, KD group-url WX E SN TWALERH D £,

hostname (config) # tunnel-group LBl type webvpn

hostname (config) # tunnel-group LBl general-attributes

hostname (config-tunnel-general)# group-url https://vip-vpn.example.com/groupname
hostname (config-tunnel-general) # group-url https://asal.example.com/groupname

ASA2 D kLT N—TFRTETIL, RO group-url FRE SV TWDHLENRH D £,

hostname (config) # tunnel-group LB2 type webvpn

hostname (config) # tunnel-group LB2 general-attributes

hostname (config-tunnel-general) # group-url https://vip-vpn.example.com/groupname
hostname (config-tunnel-general)# group-url https://asa2.example.com/groupname

(fEE) AnyConnect4.6 ClX, AL T T 7 & D SAML HEA VLIRS 4L, ZAURLLRETO Y
U—=ANLDRAT 47 M) 77U FRaIcES DY £ L7z, VY —246 LV HATO
AnyConnect 7 7 A 7 > b TCSAML Z ] L TFRAETE 5 L 9127 5121, saml external browser:
EATLET,

hostname (config) # tunnel-group [tunnel-group-namewebvpn-attributes]
hostname (config-tunnel-webvpn) #saml external browser

77 4V hTIL, 4.6 £V HETD AnyConnect 7 74 7> b X, SAML 2] L CHfi ¢ &
Th, ZOF T aif, %OV YV —ATHIRENS TETT,

UEE) ZNV—7"URL OWTNNE AT LIEGAIC, 87 a7 7 A VT EIZETH O Cisco
Secure Desktop ? Hostscan 7 7" U /77— 3 > )» Eﬁﬂz@l%"j’ ERRT A, kOa~vy
NEATLET,

hostname (config-tunnel-webvpn) # without-csd [anyconnect]
hostname (config-tunnel-webvpn) #

TDavwy REANTEE., 2NHDEY Y a Oy RRA Y MREERSKRT S\,
EAFI I T I78ARY— (DAP) 27 4 Fal—a 2T 308 NH D £9,

Z DHR%E AnyConnect 7 7 A 7 2 b B O AIZHIRT 5854 1%, anyconnect ¥— U — K& &
HET, F—T—REEHRVE \:®ﬁ@1ﬁ747/%vx@m\V4%3§ﬁ\k;0
AnyConnect 7 7 A 7 > b Bl S x4,

7747 MU ASSLVPN v &g Ok 7 v 7 7 A VI % DNS —~— 7 L—7
ZHET DL, dns-group 2~ > REMHLET, FETH7L—T1X, Ze— a7 g
F=l— g F— KT (dnsserver-group 2~ > 35 L W name-server 2~ > F&fEH L)
RIET DT N—"T T HMENH Y £7,

T 7 v M TlE, #7107 7 A VIEDNS —s3— J)L—F DefaultDNS 2 L £ 4, 7272
L. ¥x%2VT 4 77747 2 ATDNS EREMITHHNZ DI N—T%RET HLIN
HYET,
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5547 RLRASSLVPN Y v avm ko L—TE0EE [

WORFNE, corp_dns &V A FTOFHL DNS h—— F L —T%REL, Bt a 7 7 AL
telecommuters DY — N— F)L—FEFEELE T,

hostname (config) # dns server-group corp_dns
hostname (config-dns-server—-group) # domain-name cisco.com
hostname (config-dns-server-group) # name-server 209.165.200.224

hostname (config) # tunnel-group telecommuters webvpn-attributes
hostname (config-tunnel-webvpn) # dns-group corp_dns
hostname (config-tunnel-webvpn) #

UEE) FREELFRAITHEHAT L7 747 > FEEAEN La—YP—ZEMHTE X127 DI
X, bR Zv—7 webvpn J@PEE— KT prefill-username =2~ > R&H L 7,

hostname (config) # pre-fill-username {client | clientless}

prefill-username =~ > Ri%, = —H#—4//SA T — ROFFEL L OGO —HF—4 L LT,
username-from-certificate =~ > K (o Fx 7 —7—EMHE— K) THEE LI-iEE
74—V Rinbili S 2 — =R OfHE A 2 —T7 M LET, FEBIEKEED D Z OFHI
T2 —F =AM HT DT, WFOa~vy NERETHILERH Y 7,

G¥)
N—T 3804 TlE, 2—V—ZITFRNANEINFEFRHAL, 2—F =47 1 —L KNDEE
ENTF—HITERE SN ET,

WOBTIE, Fr—sb a7 X lb— a3y E— RTANINTZ, remotegrp & V9 £ Hil
D IPSec Y E— bk 727 EBA b ZN—T%ER L, GAEAEND O —F—4 DG A
7 7z LT, SSLVPNZ 74 7 > FlREE 72 DCFE‘O)7IU"—’®7LC&)@Z|)@JH$‘%‘:/&/I/§E
HENPDIREL TV DOILERH DL Z EEZHELET,

hostname (config) # tunnel-group remotegrp type ipsec_ra

hostname (config) # tunnel-group remotegrp general-attributes
hostname (config-tunnel-general) # username-from-certificate CN OU
hostname (config) # tunnel-group remotegrp webvpn-attributes
hostname (config-tunnel-webvpn) # pre-fill-username client
hostname (config-tunnel-webvpn) #

RAEE T IXFFRICHEMT 527 747 v MEAENS B VXY a—F—Z 2T 5L 91
92|21, tunnel-group webvpn-attributes & — KN T secondary-pre-fill-username =~ K& fifi
HLET,

hostname (config) # secondary-pre-fill-username {client | clientless}

({£#) AnyComnect 7 74 7 bk £721XSSLVPN 7/ FA T v ha X v rn— RT5720IC
TN—TR) v—Fida——LEEa s 7 ol —ra it —n"—F 4 RT5HnED
MEFEET HI21E. overridesve-download =t~ > RZ&2{EH LE9, Z OREREIZT 7 4+ /L k THE
NFEE SIVTWET,
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AT T12

X2 T4 77747 AL, vpn-tunne-protocol =22 RIZK > T/ NA—7KRY v—F 7=
T2 —PF—L BT T4 7 F LA SSL VPN 34 X —T /UZ72 5 TV HNE H TS
WT, VE—bha—P— T LTZ 47 b L AR £ 7213 AnyConnect 7 7 A 7 > b 1k
AL E T, anyconnectask 2~ RIXEIHIZ, 7947 b yru—RT50, £z
X WebVPN R — A _X—VICR D L) ICa—F—ICER LT, 7947 FOa—F— 17 R
NRY T AEEFELET,

el L, BFED N RN T N—TTa A LTWAEI TAT RV Aa—F— |2, oo~
0— R 7ar 7 IR TTHETREEL LR, 77472 b LA SSL VPN 7R — AX—
DhFRTHENTEET, overridesve-download 1~ > REMHH45 L, BT n 7 7 A
WLV TIDE ) 7 —P =TT HBELAIETEET, Zoavr NZEy, #inm
T ANKRE TR Y A 952 —%—{Z1E, vpn-tunne-protocol =~ > K% 7= i% anyconnect
ask 2~ FOREIZERRL, 72726127 747 2 ML ASSLYVPN AR — LR—URFREN
HEITRET,

WOHITIE, Bkt 7 1 7 7 A JL engineering D k> X)L 7 )—F webvpn BT 7 4 F 2 L —
varE—RICAD, V94T N E =R RO NV—F R v—ba—H—
LB TEEY EEXTHIER T 7 v AN EA =T NI LET,

hostname (config) # tunnel-group engineering webvpn-attributes
hostname (config-tunnel-webvpn) # override-svc-download

(TE) FEENER Sl & 2 or 7 A Vi~ RADIUS fEf A v & — Y DERE A R —
T T BT, radius-gect-message 2~ > KA L F9,

WIZ, engineering &\ ) A RIDEERE 7 2 7 7 A MI%F L CRADIUSHEE A v —VDFR%E A
RX—=T T DR LET,

hostname (config) # tunnel-group engineering webvpn-attributes
hostname (config-tunnel-webvpn) # radius-reject-message

95472 RLASSLVWPN Yy 30— —RBHATA> 942 F
DNDHAREAIA X

NAL <A B =2 aNlkoT, vl A4 VL —Y—ICFREND T 4 > RUOINENRE
NET, WAFAEB—var "TA—=FL, 7747 L ASSLVPN O ED—HE L
TRELET, EREALD Web X—Y WAF~vA B —TarzlALT, /A UBFla—
P—IZEREND Web X—T DNV I TV K7 4 —=NVEEETBHIZE, F—T K o—
webvpn 27 4 F o L—3 3 E— R customization 2~ K& AL E T,

hostname (config-group-webvpn) # customization customization name
hostname (config-group-webvpn) #

B 5oz L. S—TFRYS— BEUI—F—
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H54FURLASSLVWPN £y L av01—4—RAas1r s v konnzsz4X ||

7= & 2 IE. blueborder & WHLRIOH AR~ A B —2 g vV ERATAHI20E, kROa~ REA
HLET,

hostname (config-group-webvpn) # customization blueborder
hostname (config-group-webvpn) #

AR <A E— 3 EIRIEL, webvpn F— KT customization 2~ > K& AN L TRE L F
o

WOFENE, 123 L WVWIHILBIDOIAF A B — a VRO TS a~y R—7 v AZoR
LCWET, Z0avr R yr—Fr A ZE»T, NAUV—RK e 7 bRERZRINET, K
DOFNE, testpolicy E VNI HFTID 7 NV—7 R L —%EF L. customization =2~ > K& L
T, V94T FLASSLVPN v 9 0123 LWHILBTIDOI AE <A ¥ — 9 &
THZEEBELTWET,

hostname (config) # webvpn

hostname (config-webvpn) # customization 123

hostname (config-webvpn-custom) # password-prompt Enter password
hostname (config-webvpn) # exit

hostname (config) # group-policy testpolicy nopassword

hostname (config) # group-policy testpolicy attributes

hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # customization value 123
hostname (config-group-webvpn) #

HARAB—varIardZrA NV EeERTe 7 7 A NVOMABEDEEMATHZ LT, &F
SERIN—TIKLTRR LI TN U4 RUZEY T v TEET, T2b 23,
salesgui LN D W AX~A B —vary Tu 77 A VEERLTCHIHE. TDODAZ~A
B—rar v A NVEMHT Ssales LTS 2 T4 7 N ASSLVPNtE v 3 U H
DT T 7 AN E RO ITMERTEET,

webvpn E— KT, 774 T FLASSLVPN TV B ADH AL~ A B —va v EEHRLE
T, ZOHAEIE, salesgui £ WO AFHTT, T 7 4/ b D1 2% mycompanylogo.gif [ZZ2H L F
9", mycompanylogo.gif # ASAD 7 T v a AEVICHICE— L, BEEZHREL VDL
ERHY ET, .

hostname# webvpn

hostname (config-webvpn)# customization value salesgui

hostname (config-webvpn-custom)# logo file diskO:\mycompanylogo.gif
hostname (config-webvpn-custom) #

Ja—\)L a7 4 Xal—arF—RT, 2a—P—Lrty T v L, RIFEVEHEL
77547 MU ASSLVPN O A X~ A ¥ —3 9 0 L EEMNITET,

hostname# username seller attributes
hostname (config-username) # webvpn
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hostname (config-username-webvpn) # customization value salesgui
hostname (config-username-webvpn) # exit

hostname (config-username) # exit

hostname#

Ja—) a7 4 FXalb— g F— KT, saless EWILRFTDOYZ T4 T b L A SSL VPN
o aro bV ITN—TEERLET,

hostname# tunnel-group sales type webvpn
hostname (config-tunnel-webvpn) #

ZOPHR T 1 7 7 A Ik L Csalesgui W AX~vAB—varEFEHATLI LA ELET,

hostname# tunnel-group sales webvpn-attributes
hostname (config-tunnel-webvpn) # customization salesgui

ASA Iz A T 57Dl a—YF =BT T UWFICATITHT KL RIZHT 57 v—7 URL %
RELET, 7L zI1E. ASAIZIP 7 RL 2 19216833 DNRESNTWBEAIZ, F—7F
URL #% https://192.168.3.3 (Zi%E L £,

hostname (config-tunnel-webvpn) # group-url https://192.168.3.3.
hostname (config-tunnel-webvpn) #

07 A ERNEIE DDA — NESDBLERGAT, aa il TR— NESERE
i?wﬁAﬁ\:@UMJ%M%QM7H774N_V/E/?b\1_% AR
https://192.168.33 121 7 A > L7c & TR SN D 1 7 A VHEHIC salesgui WA X~ A EB—3 3
a7 rAnEEALET,

BER—ZIXDIKEV2 ) SAT2 D MORIL TIL—TIZDNT

RN TN—T1F, P RAEERARY =2 LT a— RKDk' vy b TT, AAAT—3—
BilT A MRV TN—TEREL, BT A—XEREL, 774NV DT NV—T R
Vo—%EHRLET, ASAIL, PV I A—TE2NEHIRE LTI,

IPSec VE— hT7T 278 ADT 74V b kv F)v 7 —71% DefaultRAGroup T4, 7 7 4 /b b
MR TN—T1F, BETLZLETEETN, HIBRT 22 LiF3TEEEA,

IKEV2 Tit, Blon—h B0 £ — FRAECLI 2 H L CIEFRIE i R aRET&x 1
(DF DV, EEITICH L OEFRTEA —B5E25%0E L, BNk U CIEREIERGE £ 721
EAPFRGFZRETEET) . LEN->T, IKEREZHHTS L, WionEnFniin s 7
[/T//“V/I/Tntunft—;«ééqsﬁ%ﬁ‘munE%'@i‘ﬁHVC‘%iT (%HU ﬁ%‘*‘\ %EEB%\ ifibiEAP) °

DefaultRAGroup bj: EAP T thE)EH \—HXE—g—%)/Zgz))&) D i'ﬁ“o \_ﬂ thEE)q Eli‘h §E755§E5ﬂ = DN
A ICBE A S VWi it \_h%®7747/b@ﬁ%ﬁm®b/xwﬁw% It B
VI DHIENTERNWZDTT,
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EBER—XDIKEV2 B HR— k
ASA TIZ, &k®D IKEV2 BN R — b ENET,
« INTERNAL IP4 ADDRESS/INTERNAL IP6 ADDRESS : IPv4 £7-1ZIPv6 7 KL %

A

G FTaT7nVAZy7 (IPvd &L IPV6 D TDT KL AEID Y T) 1%,
IKEV2 TV AR — & EtA, IPv47 RLALIPV6T KL AD
WFRER SN, WHFOT KU ARNED Y CTRIREZRG AL, IPv4
7 RUVADHRNE D B THNET,

« INTERNAL_IP4 NETMASK : IPv4 7 KL X X v hU—2 <2/

« INTERNAL_IP4 DNS/INTERNAL IP6 DNS : 7*J A < U/ H > %1 DNS 7 KL 2

« INTERNAL_IP4 NBNS : 7J A = U/t H > Z U WINS 7 R L A

« INTERNAL_IP4 SUBNET/INTERNAL IP6 SUBNET : 27U v b kU 7Y & K

« APPLICATION_VERSION : #EH XL ET, £F =2 U7 1 EOBHENL, ASADNX—T 3
UEREGELROVL VIS BEIEREINEFA, EEL, 7747 MRESXA 72— R
FORICZOBMELZ G DD Z LN TE, XFFHD ASA D vpn-sessiondb =+ > R 7] & syslog
ICERRINET,

DAP OHH— +
B AT ZEDODAP R Y U—REEH AT HIZE, HTILWI FTAT v s XATD
IPsec-IKEv2-Generic-RA Z i L CZ DEEG Z A TIHFEDR Y —2 T 5 N TEF
j‘o

JE—FTF7O9ERI9SA4AT7 D FURIL TIL—TEIR
WORIZ, VE—FT I RVAIZITAT FEFRHTRER N RV T N—T F T a0l A

MR LET,
VEe— K T727ER| b | 20— | G5EBE DN BRE F7xNV s TN—F D
= . e URL
74Tk /: 7 U (DefaultRAGroup)
AnyConnect VPN 77 | %}l P XF b PP =
AT R
Windows JERHIS JERtIS PR (m—A = | %G A
L2TP/IPsec v OFEREZ
(A4 T—F HUIE)
IKEv1) « 72 L (PSK Zfi /4

DHE)

gHInoraL, =T Ry o— s&U1—F— |
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RN —2 D
IKEv2

X

FEXH IS o xfhtn (m—H <=
L6

M4 o5%5)

¥ DREAFZ AT

M fd: L (EAP ity ufb%fﬁ

% it

GE)
DefaultRAGroup k> %
N TN—TEERT S
VR £,

AR

*‘r—%/\ A D IKEv2 7 7 ’f T F@nlh\nﬁ-&ﬁ_

WDFEIZ, fBUER—ZDIKEV2 7 FA T hEPFR—=FENTWA

B

)

utunﬁﬁt@)x FaeRrLE

GE)  FREEROHIRRIT, ASA ETiEAR<, 7947 b EOVR—bOFEESETET, T
@D EAP FROBFEEL, 77947 FE EAP B — A= TASAIZE - T rdrEInEd,
EAP S DV KR — NI, 7747 b & EAP —3—D EAP F ROV HR— MEI&xF9,

254 F7 k424 |EAP-TLS EAP-MSCHAPv2 EAP-MD5 SEERZENDH PSK
70/DIL. HIEH_t
Linux o AL/ « ISE : %t/ « ISE : 5t K hix K hix
StrongSwan . .
« ACS : %fhis « ACS : %fhis
 FreeRadius :  FreeRadius :
PSS PSS
* FreeRadius #% * FreeRadius #%
Hd AD : xf Hd AD : xf
;[L\ ‘l:‘
Android b YL « ISE : 3t FExHIEs K hix YL
StrongSwan

* ACS : )i
 FreeRadius :
PSS

* FreeRadius #%
Ho AD : xf

~
L
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gE~—20 K22 547> boREsE—+ [

254 F7> k44 |EAP-TLS EAP-MSCHAPv2 EAP-MD5 SEEAZENDH PSK
TIBEEAK
Windows 7/8/8.1 « ISE : )i «ISE : %) ML It ML
« ACS : xfIi&s « ACS : Xt~
* FreeRadius : * FreeRadius :
PSS PSS
* FreeRadius % « FreeRadius 7%
o AD : xf o AD : %t
Windows Phone « ISE : %) * ISE : %} ML ML AL
« ACS : %fhis « ACS : %fIis
* FreeRadius : * FreeRadius :
st st i
« FreeRadius % « FreeRadius %
Hd AD : xf Hd AD : xf
N N
Samsung Knox BALAD *ISE : %})is « ISE : %t/ PSS ALY
« ACS : %fhi « ACS : %fhi
 FreeRadius :  FreeRadius :
i i
« FreeRadius #% « FreeRadius #%
D AD : %f D AD : %f
;[L\ ‘I:D
i0S 8 « ISE : %) * ISE : X}t ML K his K hix

« ACS : Xt~
* FreeRadius :

* FreeRadius #%
H® AD : %I

~
L

« ACS : Xt

FreeRadius :

FreeRadius #%
H® AD : %I

~
L

gHInoraL, =T Ry o— s&U1—F— |
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5547 k44 |EAP-TLS EAP-MSCHAPv2 EAP-MD5 SIRZENH PSK
TIFBIEAK

Android XA 7 4 |#%E%47% L « ISE : %l ALY st I
77547 b

« ACS : Xf)in

* FreeRadius :

PSS

« FreeRadius #%
HD AD : %t
I

BEHEIAE R

EDIE NN

'?/V?DEED? EEEO T v fa KA ER L, INEBMEOE Yy v a v XA T TRIATES X

CERERRET e ha v NMERSNE Lz, 7 T4 T 2 RSSSLEERE 21T 78 o THERTRREE
%%#ék B SSL HEHe2MT 72040, ASA TR, 7 747 > MR GEAERIEZLEE LY T
AT MEAEAZERL WD I 2R LET,

ASAX, VE—KT I BARXATD > F VT N—TD AnyConnect 7 7 A 7 > b BEft \Z
RFEERELET, PRI N—TF vy B 7E GEAEL—L vy B 7 group-url
R EOBRFEDOFETETINE TN, BERBIEFIELZI FA T hexrITvo—hanE
o

1
tunnel-group <name> webvpn-attributes

authentication {{aaa {certificate | multiple-certificate})| saml}

POREA T 3 T AAA DI, FEEDO A, EHGEIED A, AAA LFEFIE, AAA
CHEBGEAE, BXOSAML T,

ASA (config)# tunnel-group AnyConnect webvpn-attributes

ASA (config-tunnel-webvpn) # authentication?

tunnel-group-webvpn mode commands/options:

aaa Use username and password for authentication
certificate Use certificate for authentication
multiple-certificate Use multiple certificates for authentication
saml Use SAML for authentication

ASA (config-tunnel-webvpn)# authentication multiple-certificate?

tunnel-group-webvpn mode commands/options:
aaa Use username and password for authentication
<cr>

ASA (config-tunnel-webvpn) # authentication aaa?
tunnel-group-webvpn mode commands/options:

certificate Use certificate for authentication
multiple-certificate Use multiple certificates for authentication

B 5oz L. S—TFRYS— BEUI—F—
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EAPID 25134 57-060s U D4 T 308z [

<cr>ASA (config-tunnel-webvpn)# authentication aaa?

EAPID ZER15 T 5D O T IDA TS 3 >DRTE

Microsoft Windows 7 IKEv2 7 5 A 7 > hiZ, Cisco ASA H— 3—M kR T )—T B ITfH
HATERVWEICT DD, IPT RLRAZA ¥ —Fy b ¥—# (IKE) ID & LTE(E

LET, ASAIZ. ASANZ T4 7 LA EAPID Z B3 T&E 5 & 912, EAP GEREM

O query-identity 7' 3 2 L TRIET 2LE R H VD £7°,

SEAESR—ZOFIEOH AL, RO X 12, ASA %— 3— & Microsoft Windows 7 7 7 A 7
s OFEREICIRES —HE (EKU) 74—V EREENTVEILERH Y 77,

« 7T AT v NAFBAETII, EKU 74—V R =2 T4 7 > FNRIFHEAE T,
o Y — N—FFHETIL., EKU 7 4 —/U K = $— _X—FEFFFAE T,

FFAAEIX. Microsoft Certificate Server F 7213F DD CA »— =L BT F9,

EAP SBFFEDO A 1%, Microsoft Windows 7IKEvV2 7 7 A 7 v % D EAP R O FijIZ EAPID 3
REFHLEST, 7T74 72 MTEAPID BERAZEET DI11E, IKEV2 ASA — 13— FdD F o x
VT N—T 7 a7 7 A JLNT query-identity — 1 — 1\75\ REINTWNAHZ EEERL T
Sy,

\)

GX)  Windows TAZY v b bRV IRELTTE D L HIZIKEV2 Tl DHCP Y7353 ViR —
MENFET, ZOEREIL, IPv4 A7 U v b bR U T EBETOREIEL E7,

FIE

ATV T s A T & Psec VE— b 77 ¥ RTHRET ST, tunnd-group =~ > REAHLET,
ESCIE. tunnel-group nametypetype CT4, = :“C\ name (% b > RV Z—FZEID B THL
AICHY ., typeld b RNVDX A T TT,

WOHITIE, IKEV2 HFR13HA % —2 44kkaol59636jnfx ([Z7%E S E T,

hostname (config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 44kkaol59636jnfx

GE)
FAEE 52 T4 512X, ikev2 remote-authentication pre-shared-key =~ > K% 7211 ikev2
remote-authentlcatlon certificate 2~ > RERETHILELRH Y 7,

ATV T2 EMUR—ZOY— R X—F 4 [KER2 VE— K T2 8RA 2547 2 N Lz —3—3836F

YV R— b3 5L UTHEERREE 2 b2 (EAP) ZIRET HITi%. ikev2
remote-authentication eap [query-identity] =~ > FZFEH L £9°,

gHInoraL, =T Ry o— s&U1—F— |
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. XA — K& F D Microsoft Active Directory D% E

ATvT3

(6=3)

UE— FRETEAP Z A R—7 /W T HITiE, GEAFELMEH L Te— I L gliEaaiE L, ikev2
local-authentication {certificatetrustpoint} avy REMEHLTEN R N T A MRAL b %E&ﬁ?
THILERHY T, £ Lo ldEI1d, EAP FREERBEL SN E T,

74T bR, VE= RMEGRERICRES NI AT 3 v OFTXTTIERLS, —#afiHT
LET BT arRH) £,

IKEV2 #mD8E . R T —F O~y B 7T, UE— MNRANCHEH TX A3 HR
(PSK. FEMAE., B L UEAP) & v — W LGHREICEH C& 2585E /L (PSKis K UGERE) |
BIXOe— b NEECHEATE NI A RNKRAS V FERFETOIMLERH Y £, BIE, v v BV
TDOFEITICIE. T ERIIETIHHED 7 4 —L FOENLEE GEHE~ v 724 H) &h
7ZIKEID MERENET, MDA T a U NERLTE8EE1T. SEEGENT 741 R0
EFT—hTI7EA FrFIL 7“/1#*7"DefaultRAGroup vy B anEd, sEAES 7

UE—F BT DEEE CREES N @ﬁ@méhéﬁ7/a/ffo:@v/7a;
D, Biedb RNV T N—T~D~v v t VUM ARETY, REPEREAE HDH, N—IVET
m?7jWB®§E%E%LThyﬁwﬁw~7®§%#ﬁbﬂiT BWmﬁkiU%K
SEEOBAIE. 7 TIAT v b (P IN—TN—FT 257547 F) OIKEID £7-
IXF 74V FOREZHEHA LT R T —FOERMTOIET,

APFRRET, 7 74 7 v MRIKEID & o —H—4 ZERIIZ3E T E 2054 1E, DefaultRAGroup
F/Zw7»~7%ﬁﬁ¢5b%#%01?o

WROHFITIE, EAP FRFEERMER S TWVET,

ciscoasa(config-tunnel-ipsec) # ikev2 remote-authentication eap query-identity
ciscoasa(config-tunnel-ipsec)# ikev2 remote-authentication certificate
ciscoasa(config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 12345678
ERROR: The local-authentication method is required to be certificate based

if remote-authentication allows EAP

ciscoasa(config-tunnel-ipsec)# ikev2 local-authentication certificate myIDcert

EHERTFLET,

hostname (config) # write memory
hostname (config) #

N RV ChH D I & AR T 5I21E, showvpn-sessiondb summary % 72 1% show crypto
ipsecsa 2~y R&EMFHLET,

INA ) — P%IE%O) Microsoft Active Directory D% E

FREIZLDAP 7 4 L7 R U H—N—%fEH L TV 554, /AT — &L Sun Microsystems
JAVA System Directory Server (IH4:F5i% Sun ONE Directory Server) %3 & U Microsoft Active
Directory Z ] L CHA— hSivE 7,

B 5oz L. S—TFRYS— BEUI—F—
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REOY A VBRI — FOEEEL—+—(238%F 5 7= Active Directory DA ]

*Sun:Sun7 4 L7 hY Y ——|ZT JERTHTDIT ASA ITHE ST D DN A3,

P N=DF T F )V b NAT =R RY o —ZT 7 A TEDLLERHY £, DN & L
T, 74 V7 NUERE, £237 4 L7 P EREHERE O -V —2ElT52 &
EHEELF3, F1E. T4V RRATU— R RY T —IZACI AR ETEET,

* Microsoft : Microsoft Active Directory C/XA U — REH A A Rx—T7 /LI T 5121, LDAP
over SSL Z i ET D MENH Y 7,

Microsoft Active Directory T/N AU — REHLAMIHF 5 121%,. —ED Active Directory /X7 A —
HZEREL, ASAT/HAAY — NEHERET OLERHY £9, ZOHTIE, SEIERNA
U— REET 7 v a VIZBE T 5 Active Directory DX EIZ DWW T LET, T b O]

%, ASATO/NRYT — REFIRA R—=T W7 > TWT, T 532 U — NER RPN R E
SINTNDHZ EEFHEE LTOWET, ZOHOFFEDFIETIL, Windows20001Z351F % Active
Directory D HFEICE L L TWET, ZOHTIX, FRACLDAP 7 1 L7 b U H——%ffH

LTWbZ ExhifEd LTWET,

REIOG A UBEIZ/INRAT— ROEEZ1—H—[Z58%]9 5 = H D Active Directory D {5

WlEla 7 A VR — Y — NZA T — ROEH & o — P — (2535 121%, ASAD Ly
N—7 k@7 4 ¥ 2 L— 3 F— KT password-management 2~ > R&f5E L T,
Active Directory TIROFNEZ FEITLET,

FIE

AT w71 [Start] > [Programs] > [Administrative Tools] > [Active Directory Users and Computers] DJIEIZ 3
WLET,

ATwF2 £V v 27 LT, [Username] > [Properties] > [Account] Z3&#R L £,

AT 73 [User must change password at next logon] &= v 7 R v 7 A% A4 12 LET,
IOz —HF—=PNREE T A T HEXIZ, ASATROT a7 MRFREET [Newpassword
required. Password change required. You must enter a new password with a minimum length n to
continue.] fx/NE/ XA T — RE ni&, [Start] > [Programs] > [Administrative Tools] > [Domain
Security Policy] > [Windows Settings] > [Security Settings] > [Account Policies] > [Password Policy] T
Active Directory i ED—# & L TERETE £7, [Minimum password length] % & L £ 7,

Active Directory Z{FFH L1=/\XJ— FORXESBHDIEE

X T 4 2T 572D, —EDOHERREEG AT — RBHIRUINICR S X ITHRET
TET, 2P = AU - ROERAEHAEEHEET HITIE. ASA D b RV TN—T—f%
BiEar 7 4 X2 1 —3 g F— R Cpassword-management =~ > K& 5 L. Active Directory
TROFNEZFITLET,

gHInoraL, =T Ry o— s&U1—F— |
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. Active Directory % {1 L f1=fx/N/ X 7 — KR O34

\)

GE) LUl NAT— RFORZHBOREREE ETT LD XN T N—T VE— T 7 & A
AT 4 FXal—rarO—#E LTEHEEIN TV radiuswith-expiry =~ > RIZIEHEREIC
o TWET, ZOavy NI, AT A—T—fKEEE— FTATIIND
password-management 1~ > RIZE XX HILET,

FIE

AT w71 [Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] > [Windows Settings] >
[Security Settings] > [Account Policies] > [Password Policy] Z 3R L £7,

AT w72 [Maximum password age] # % 7V 7 U v 7 LET,
AT w73 [Define this policy setting] 7= v 7 7R v 7 A% A2 LT, §Fr[3 % [Maximum password age] %
HEAMTHELET,

Active Directory Z{EfH L f=&/NV XX 7 — KR D5l

NAT— ROF/NEZERIT HI2IX, ASAD b RNV T N—T—EtEar 7 4 oL — 3
> %&— R password-management =~ > K& 8% L. Active Directory TR D FIE% FEIT L £
-éAO

FIE

AT w71 [Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] % #R L £,

AT w72 [Windows Settings] > [Security Settings] > [Account Policies] > [Password Policy] % 3R L £,

A7 w73 [Minimum Password Length] 2% 7 /v 7 U v 7 L&,

AT 74 [Define this policy setting] = v 7 R v 7 A% AN LT, NATU—RIZEDDLEND D/
LFHERELET,

Active Directory Z{EFH L f=/XX T — FDEH D & H

BHEIRNAT — R To b 2R, RCFE/NCF BT BLORBRITFE G\ AU — N4 3
RKT2DITF ASAD F o AfN I N—T—fKEtEa 7 1 Fal—v g E—RT
password-management =~ > K& AJj L., Active Directory TIRDOFNEZ FEITLET,

B #5707 0 GL—TFRY— BLUFa1—¥—



| #eTnorq0, YL—FRYS— BEUa1—¥—
AnyConnect & 51 7 > k %+ — k3% RADIUS/SDI # v £t—UniEmTn 77 1 Lot [

FIE

AT 71 [Start] >[Programs] > [Administrative Tools] > [Domain Security Policy] &R L £9 . [Windows
Settings] > [Security Settings] > [Account Policies] > [Password Policy] Z#R L %9,

AT w 72 [Password must meet complexity requirements] % % 7 /L7 U » 7 L C, [Security Policy Setting] %
ATRTRy 7 ARBEET,

AT 73 [Define this policy setting] 7= » 7 iR v 7 A% 42 L C, [Enable] Z R L £,

SRAT— ROBMEMEORENL., 2 — =N RAT— REEET L L X 2P TEDCRY £,
7o & ZE, WEm 7 A VIR NA Y — REE ZEH 325, E£720En BRIZ/SA T — RRHIRY)
MU D EDIWCRELIEGAETT, al A4 VR, HiILWSRAT—ROANEZRDL T T
FIRFREI, VAT KIS AT — RIEZT 22 ANLE T,

AnyConnect 7 54 7 > kb ZH7R— 9 % RADIUS/SDI A v — D&
IO T7AILDERTE

ZOIETIL, RSASecurelD V7 Fo =7 h—2 U&7 % AnyConnect VPN 7 7 A 7 2 |k
2, SDIHV— "—2 7B F T 25RADIUSH—"—KH TV 747> MIEGFEIND 22— —
Ta T MIIELLSETE S X127 FEICO W THAL E7,

)

GI) #iwu umi%é ;&E fo_iﬁl:l N SDI % i i7o§47 ) [ uE“‘j—_/\‘—Tﬁ_ j‘ﬁ‘—l_‘_‘ }\ éhijﬁo

U E— k =—H—7»% AnyConnect VPN 7 7 A 7 > b T ASA |25 L. RSA SecurID h—7 >
A L CRBREZ A D &, ASAIZRADIUS — 83— LalfE 2470, KRIZ, F8FEIC-2W T SDI
= N—=LEEEITVET,

SREEOREIC, RADIUS Y — R—XASAICT 7B A F v LY Avbe—UaERLET, 2
5OF X LY A yb—URIZ, SDIV—N=nE0TF A MEELINEA v E—URH D F
T, ZTOAyE—T FTFARMNEL, ASA 2 SDI H— — L EEEE L TV 5845 & RADIUS 7
2XUEFHLTEEL TWDLEEE TRV ET, £D7®H, AnyConnect 7 7 A 7 h IZ
FAT 47 SDI r— =L L TR SE D702, ASA [X RADIUS = 3—=n5D A vt —
VEMRT HMLERH Y E£T,

F72. SDI A v &=L SDI h—_"—TREARETH LD, ASADAYE—Y TFZA D
BIREIT N, SDIV—R—DRA vt —V T F A —HTIHLERHY £9, &K LR
WS, VE—N 7747 a—Y—IZRKREINDLHT a7 M, BREFIC8E LIRS
T 7Y a K L THEITRWEGERH Y £, £D72H, AnyConnect 7 74 Tk ISINE
TEFIT, REED KRBT D[ REtEn H Y 7,

gHInoraL, =T Ry o— s&U1—F— |
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B rrowssol v t—SEYR— LT BEOOEELYTF A FTSATUROBRE

RADIUS/SDI X v E— %R — 57200 8Xa2 VT 4 T I9AT L ADZE (48 ~2—
V) 7T A4AT 2 hE SDI Y —A—OFEEMERIZHKI IS K9 IT ASA 2R ET 5 HIEIZ
/)ll\fl]ﬁ% Liﬁ—o

RADIUS/SDI » v t— & HHR— T B1E=00EX1) T4 TTSATUADETE

FIE

&

ATvT2

SDI [ @ RADIUS & A v B—T %R L. AnyConnect 7 7 A 7 > b =—H — |2l 7
rvaraERDLTR T NIRRT DL IICASAERET DT, ROFIRZFATLET,

Fo VT —T webvpn 227 4 ¥ a2 L —3 32 F— R T proxy-authsdi =~ > RZ#f L
T, SDIH—"_— L DEBEEEZ VI 2 L— M5 H1ET, RADIUS & A v — V& HRkT
Lm0 7 7 A (v T —7) ZFELET, SDI V— "—IZFRAEE LD

a—P—i, ORI T AN EN L TERTALERNDH Y £7,

&1

hostname (config) # tunnel-group sales webvpn attributes
hostname (tunnel-group-webvpn) # proxy-auth sdi

k>R Z =T webvpn = 7 4 F 2 L — g F— F T proxy-auth_map sdi =~ > F&ff
AL T, RADIUSH—N—IC Lo TERBEND A vE—V T H R b ERIRE TN 5T
5 RADIUS JGEA v E—Y TF A M%& ASA TRELET,

ASAWMERT 25T 74V FD A »E— 73 A MME, CiscoSecure Access Control Server (ACS)
THHEINDT 74V FDAvyE—Y TF A2 T, Cisco Secure ACS Z#fifH L T\ T, 7
THNPIDA =V THFAPEHALTODLEE, ASA TAYE—Y TX X FERET D

VIS FHA, TNUSOEAX, proxy-auth_mapsdi 2~ REFHL T, AvtE—¥
THXAMDB—ET LI LET,

WKOFIZ, Av—Ya—K, T74/VEDORADIUSIEE A vE—VTF AN, BLXOKA

T—VOMREE TR LET, EX2 VT 4 T TA T URIL, T T MR SN DNEF I SCF

BNERRBET D20, A vt—U T %A MUERT L CFFNIRNOSCFHN O 78 > hTixZen
T HHENRHD £,

72 & 21X, TnewPINJ 7% new-pin-sup & next-ccode-and-reauth D 5 IZkT 5T 7 4 /L D A v
t— /7‘3’\'2 cOY Ty REELET, new-pin-sup % newPIN] & L TRE LA, &
X2 UT 4 77747 A X RADIUS H—/3—7>5 [new PIN with the next card code] % 3215
9% & next-ccode-and-reauth =— K Cix72 < new-pin-sup 2— R T F A FEHRALET,

SDI#fEa— R, 774V DA yE—Y THFA M BELOA v =V DORE

Ayt—2 33— T I 4L O RADIUS [T | #8E

~ EAvE—U TEREb
next-code Enter Next PASSCODE Z—HILPIN Z AHEFTITHKDO h—2F7 > a— K& A

NTDHMERDHD LR LET,
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sn—Fkyo— |

Ayt—va—
k

F 27 #JL k@ RADIUS i
BErAvyE—CFXRb

new-pin-sup

Please remember your new
PIN

HLW AT LD PIN Mt s Ty, 2—Hi
TOPINZFRT 5 LamLETd,

new-pin-meth

Do you want to enter your
own pin

Hr LU PIN OFERRIZ E o Ly PIN FlA 42
N a—YlizsmhaEd,

new-pin-req Enter your new 2—HPERDOPIN ZANTHIEH2ERTH L%
Alpha-Numerical PIN RLET,
new-pin-reenter | Reenter PIN: — R U 7= PIN ORERD 72 912 ASA DSPNERHY
R LET, 22—l n 7 F 2RI,
74T NP PIN R LET,
new-pin-sys-ok | New PIN Accepted Z—HFRERAE L7 PIN 2T ANONTEZ &R L

i—g«o

next-ccode-andreauth

new PIN with the next card
code

PINEMES, TRD h—2 v a— K& ThD, REE
DFEDIZTH LWPIN ERD h—27 v a— ROl 5%
ANTAEVERSHLZ Era—P IR LET,

ready-for-sys- pin

ACCEPT A SYSTEM
GENERATED PIN

TR AT BAERKD PIN (X3 2 Wi A3 T &
TWABZ L ERTT-DIC ASA BRI L E
j—o

W OFTIiL, aaa-server-host E— F{Z AV, RADIUS Jin& A v & — new-pin-sup D7 F A &

EHRLET,

hostname (config) 4 aaa-server radius sales host 10.10.10.1
hostname (config-aaa-server-host)# proxy-auth map sdi new-pin-sup “This is your

new PIN”

OIN—T K1) —

ZOWHTE, ZN—7 R —LZOFREHFETHOWTHHLET,
TNh—7 R —i, IPSec #Eft O —W —EHEOBEMEEEORTRE Y Mo H D

T, T R (m—00) IZBRAFS D0, M0 RADIUS H— —ZfkfF S E
T T 0T 7 AT, PRV, =R ORI e RET D SN —T R
veBMERSES, ST R =T L L 2P —F 32— DI =TI
Bty PR EEHTEL20T, 2a—F - LK BELEIIHEET 2LERDH D £
Mo

gHInoraL, =T Ry o— s&U1—F— |
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B 7o+rr0o—Fxys—ozE

=PI N—=T R —=FEOY T, FEDZ—F—DINV—T K)o —%EHL
7203312k, Jue— a7 ¥ a2 b—3 3 E— FTgroup-policy 2~> FE AL
£

ASAIZIE, T74NV DT NV—T R —NEENTWET, BFITTE CHHIBRIZTE 7
WTF 74NV DT NA—F R =2z, BOORERIZEFED 1 2L EOI7AV—T R 2—
BERRTAZ L TXFET,

W N—T R =LA N—T R — %R ETEET, WEHZ L —T7 1T ASA DNES
— FN— XA TRIESNET, SMBZ L — 7 1L RADIUS 72 £ OAMBERGE — N — IR E SN E
T IN—7RY—ITiE, ROBERHY £,

* Identity

« = R—DEFE

IV TAT VN T 7 AT U —LOEE
s xRV VT T han

* IPsec DFRE

e N—KRUxT 7 T74T 2 NDORE

* Filters

c JIAT a4 F¥al—TarD

o
it

o PR DR AE

—

TFTIAILEDTIL—TR)—DER

MATﬁ\?7¢wk®7w—fﬁuy—ﬁ%&éhi¢o:®?7fWF7W~7ﬁU
EEECTEETN, BRI TEERA, T 74V DT NV—T KU >—F, DflitGrpPolicy

ckb‘OZuHu’CASA WICHICHFIELTWETH, ZOT 74V DT NA—T R —Ii%, ASA’C

%h%ﬁ%?éio;&ﬁbkwwbﬁw R0 EHA, FOMDILV—FRY o —Ei&

T 556, WRIICHEE L2WEEOEIZT 74V O 7 —7 K /%75”5&%3%&*%

\)

(GF)  DfitGrpPolicy IZFEE S LTV D (ZDOHKIZEIV ¥ THi) 33T AnyConnect 7 7 A 7 >

N 7wu 77 AH A7 (Network Access Manager, Cisco Umbrella 72 &) % & 7> AnyConnect 27

FAT N Ta Ty AL, O 7 N—T R Y 2—7h DAtGrpPolicy 7> L kKT 5 X 9 IZHR

BIZRRE SALTWVZRWR Y | mmﬁw—ff)y—*iofﬂﬁéﬂiﬁh DEY | FFED

AnyConnectﬁ TAT U NI T 7 ANNBITN—TRY —TREINTWHEE . DitGrpPolicy
WZBEAT T 50TV % AnyConnect 7 7 A 72 b 7'm 774’/1/ IR S EH A

TNV NDOTN—T R o—%FRTHITIE, ROa<wr Re AN LET,

hostname (config) # show running-config all group-policy DfltGrpPolicy
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hostname (config) #

TIZHNV DT N—T R —%FETHITIE, WOa<wr Re AN LET,

hostname (config) # group-policy DfltGrpPolicy internal
hostname (confiqg) #

)

CE) T30 0N —7 R o—i%, FIZWNE (internal) TY, 2~ FOFEIT.

hostname(config)# group-policy DfltGrpPolicy {internal | external} T3 23, %A 7 %45 (external)

WEETLHZ EIETEER A

FIIN DTN —T R O —DIEBDOBHEEET 4T 5481,

group-policy attributes = <

Y REEHLTEEE—RICAY, To%, EEAROBEHEZEE S L-00a~ >y Fa4EE

LET,

hostname (config) # group-policy DfltGrpPolicy attributes

\}

()  RBYEE—RFENEIA—7 R) =g I E T,

ASA TR END T 7 4L b D7 v—7 K Y 2 — DfltGrpPolicy

hostname# show run all group-policy DfltGrpPolicy
group-policy DfltGrpPolicy internal
group-policy DfltGrpPolicy attributes
banner none

wins-server none

dns-server value 10.10.10.1.1
dhcp-network-scope none
vpn-access-hours none
vpn-simultaneous-logins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ikevl ikev2 12tp-ipsec ssl-client ssl-cl
password-storage disable

ip-comp disable

re-xauth disable

group-lock none

pfs disable

ipsec-udp disable

ipsec-udp-port 10000
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-tunnel-network-list none
default-domain value cisco.com
split-dns none
split-tunnel-all-dns disable
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intercept-dhcp 255.255.255.255 disable
secure-unit-authentication disable
user-authentication disable
user-authentication-idle-timeout 30
ip-phone-bypass disable
client-bypass-protocol disable
gateway-fgdn none

leap-bypass disable

nem disable
backup-servers keep-client-config
msie-proxy server none
msie-proxy method no-modify
msie-proxy except-list none
msie-proxy local-bypass disable
msie-proxy pac-url none
msie-proxy lockdown enable
vlan none

nac-settings none

address-pools none
ipv6-address-pools none
smartcard-removal-disconnect enable
scep-forwarding-url none
client-firewall none
client-access-rule none
webvpn

url-list none

filter none

homepage none

html-content-filter none
port-forward name Application Access
port-forward disable

http-proxy disable

anyconnect ssl dtls enable
anyconnect mtu 1406

anyconnect firewall-rule client-interface private none
anyconnect firewall-rule client-interface public none
anyconnect keep-installer installed
anyconnect ssl keepalive 20
anyconnect ssl rekey time none
anyconnect ssl rekey method none
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ssl compression none
anyconnect dtls compression lzs
anyconnect modules none

anyconnect profiles none

anyconnect ask none

customization none
keep-alive-ignore 4

http-comp gzip

download-max-size 2147483647
upload-max-size 2147483647
post-max-size 2147483647
user-storage none

storage-objects value cookies,credentials
storage-key none

hidden-shares none

smart-tunnel disable

activex-relay enable

unix-auth-uid 65534

unix-auth-gid 65534

file-entry enable

file-browsing enable
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url-entry enable

deny-message value Login was successful, but because certain criteria have not been
met or due to some specific group policy, you do not have permission to use any of the
VPN features. Contact your IT administrator for more information

smart-tunnel auto-signon disable

anyconnect ssl df-bit-ignore disable

anyconnect routing-filtering-ignore disable

smart-tunnel tunnel-policy tunnelall

always-on-vpn profile-setting

FTIT NN TN—T R = IEFARETT, Fiz, BEICEAD 1 S EO T V—7 K
—HEERT AL TEET,

GIL—T R —DHFE

TN—TRY =%, T _XTCOFEED PR VCHEATEET, EFHEL08EL, T A—X
BRI ESNTWARITIE, 2OV —F13F 74V kN T —7 R > —DfEZFEH
LET,

REFAAZIL, Yo 7N aryTFAFE—-FELIEISALTF a7 F X b F— RO THET
TEET,

\)

GE) <= F ar7FA bk EF—FIIKEVI BEOIKEV2 VA Y —H A MMoA@EH S, IKEv]
IPSec @ AnyConnect, 7 7 A 7> kL' A SSL VPN, Apple %147 47 VPN 7 747 > k.
Microsoft £14 7 4 7 VPN 7 S5 A7 b, F7-I13cTCPIZITEAINER A,

NI I—T R O—DHRTE

AT V=T R L —DJFMEEICIE, FFET DM — " —DEARG S ET, ST —
TRV V—DOGEE, ASABEND 7 =) —EFETTEDAAA T — = T —TEREE L,
Z O AAA F— 13— T — TS B ETIFT 5 & ST 582 U — RE T 50
TRH Y 3, MBEIE —N—ZEH L W T, MBI A—TF RY — R, kT 57T
ED2—H— L& [ LRADIUS y—_—ZH D56, TNOOMTAHINEELRNE TS
VR DY £,

\}

GEX)  ASA TOIER T NV—T41%, RADIUS r—_"—Dax—WF—ZEHR L CWVET, 2F D, ASA
AN 7 N—T X R E LT254A . RADIUS r—_— 37 =) — % a2 —P— X 1ZxT 5%
FRERZRLUET, LIENoT, A7 L—71%, ASA 1T & - THERIZAR B %2 £ RADIUS
P—N— LD —HF =T H T MNITEEHA, MBI NV—T RBENRGET 2 TED 2 —H —
& A U RADIUS B — —|ZfFET 254, TNODOM TARIZEBEEIEDL Z LT TEEHA,

ASA 1%, M LDAP £721% RADIUS H— _"—TO a2 —H —Fif 2R —F L TWET, 48
P —R—Z2fFE AT 5 L HITASA ZRET DI, WU ASARABEEfEEL T —1_—%
BREL., TNOH0ORBEOT 7y b LA O —F — (kT D4 EDFHF A Z2E Y Y CTHNLE

gHInoraL, =T Ry o— s&U1—F— |
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B mso—7%us—okm

FIE

RNETIL—T K1) >—

HFET, Y — S—EBETAITIT. VPN DOINE AAA F— N— D E OFIZHE- T
<TZEV,

ST N—T" R U —ZRET DI, IROFINAZFEIT LT, server-group 4 & /XA T — R &
LB N—TF K \/%@% AiE 2 A4 THBEELET,

hostname (config) # group-policy group policy name type server-group server group name
password server password
hostname (config) #

GE)
N T N—T R —D%AE, HR—FZDd AAA —3— Z A 71X RADIUS 721 CT9,

72 & 21E, o a~< > ik, ExtGroup & W) ARIOHNEE 7 V—7 R —MERR L £, =
DI N—T"RY > —DEMIT, ExtRAD &9 AHTOIHBRADIUS — = LG S, &
MERET S &SI IN D /32T — K23 newpassword I[ZHEE I N E T,

hostname (config) # group-policy ExtGroup external server-group ExtRAD password newpassword
hostname (config) #

()

VPN O AAA — R —DFRE I SN TND L 912, W OO ¥ —[Ef M
(VSA) Zi%ET& %9, RADIUS Y — "—73Class @I (#25) Z#iKT LI ICRESNTND
Bt ASAIL, 7 NV—T7 X OG- ZEDEMEZEH L E 7, RADIUS —"—7TiX, BIEIER
DA THET H2LENRH Y £9, OU=groupname, Z Z T, groupnameld, ASA TiHE ZiL
7= N—T7% L R—7T9, #l. OU=Finance,

DAERL

W7 NV—7 R o—Z&ET DT, a7 4 F¥alb—rarE—RzBLET,
group-policy =~ F"i’ﬁifﬁ LT, ZV—F R —D4HETE internal # A 72 ELET,

hostname (config) # group-policy group policy name internal
hostname (config) #

7o & 2 IE, RO =3~ 2 RiL GroupPolicyl & WO ARTONTZ NV—7 KU —ZE L £7,

hostname (config) # group-policy GroupPolicyl internal
hostname (config) #
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\)

GE)  WolmAERRLEZA—F R S —OARNIEE T EH A,

F—U—Ffrom ZBMNL TEEFORY > —DARTZIET D 2 &ick b, BfFO 7 Lv—7 R
Jo—0fExabe—L7T, NEZAL—7 R —DEELTRETCEET,

hostname (config) # group-policy group policy name internal from group policy name
hostname (config-group-policy) #

7= & 23X, kD 2= RiZ GroupPolicyl @M% = £°— L T, GroupPolicy2 & V> 9 4 i D NH
IN—T KY —%ER L ET,

hostname (config) # group-policy GroupPolicy2 internal from GroupPolicyl
hostname (config-group-policy) #

— BRI RESIOINL—T R O—BHEDHRTE

TIN—T R I—4%4

TN—T R Y T —DAFNINEE T N—T R —DIERFFIGER SN TWET, WoTlz ufE
BRENTZTN—F R —OAFNIEFETE TR A, B OWTIE, NEZIL—TF R 2—
DIERL (54 =) B L T E &N,

HIL—FTRYSo—DINF— A vtE—SDHRTE

FRTHNT—FBZUMA v E—Y (HDHGE) ZHELET, T 74V FTIE, N —

FRENFEA, BELIEAyE—=ViF, VE—F 2 IAT BB LIZEXIZ, 2D T
ATV MIERENET, N —ZHEETDHITE, V=T RV —ar74Fal—3
> E&—RNThanner 2~ FZANLET, NF—TFAMOEIFS500 LFETTT, &
IRUATEEAT HHA1E. \n) =7 A2 AN LET,

VPN U E—h 774 T hTOOT A L BICFRIND BRI —DFE XX, ASA —
=3 279.5.1 T510 ~ 4000 SCFATHM L E L7z,

)

GE)  ANF—HNOERYIATIZ, 2 XFL L THALNET,

Nl —%HIEET 5120, Zoa<wr FonBEXEANLEST, Zoa~vr Rono a2
ERAR N 7»—7%)/—®¢AT@A+ PHIBRISND Z LICEEL T3,
ﬁw—ff)y—i BIOTN—T R =M ZOEEMEKTEET, EEHALZNE

2T DI, RO LD, NF—XTFHOMEEEET 5P VI nonex—7— K& AL
ij‘o

gHInoraL, =T Ry o— s&U1—F— |
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hostname (config-group-policy) # banner {value banner string | none}

OB, FirstGroup & \W\9 ARTD T )V—"T R Y L —I3F—2ERT 5 HiEER L TWE
T

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# banner value Welcome to Cisco Systems ASA 9.0.

JE—F 7O EREHEDT FLA T—ILDIEE

VE—NT 78R TZIA47T 2 MRASAICHET 256, ASAIX, EticiEEcs i/ n—7
RY S —IZHEASNTIPVE F7201XIPV6 T RL AR 7 54T MIEIV Y TAHZ ENTEFET,
o—Hh)L T RLUADOEY) B CIZERATAHRK6HOa—IL 7 RLRA F—LDY XA NEIEE

TEXFET, P NOEEEFIZTEETT, ASATIE., Z0avwy R E2EE LEIEFIC
HE-T, FNHDT—IMBET RUANRED B THENET,

RETI—T R)—~DIPVET7 FLRA T—ILDEIY KT

FIE

ATy I

ATy T2

IR B I
IPvd 7 LA F—La B L £,

IN—F RV —ar74Xal—var ET—FElBLET,
group-policy value attributes
1 -

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

ipv4-pooll, ipvd-pool2, I I Wipvd-pool3d & WD £ ETDT KL A 7'—/L% FirstGroup 7/ /V—7
AU —IZFID U TES, FA—T R 2—Zix, RR6EDOT LA T —A#EETE &
D

address-pools value pool-namel pool-name2 pool-name6

1 -

asa4 (config-group-policy)# address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
asad (config-group-policy) #
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ATy T4

ATy T5

TRy — B —Y—
WETL—T K o—~n P67 KLR Ty ST [

(EE) IN—T K —FENDLT FLA T—L&ZHIBRL, 7 RLVA T A@EEZR LT
DefltGroupPolicy 72 £ DD YV — A HD 7 K LA 7 — Ui Z & 95 121X, noaddress-pools
value pool-name =~ > K& A L £,
no addr ess-pools value pool-namel pool-name2 pool-name6

1 -

hostname (config-group-policy) # no address-pools value ipvé4-pooll ipv4-pool2 ipv4-pool3
hostname (config-group-policy) #

({LE) address-poolsnone 2~ > R, RY T —DRID Y —A (DefltGrpPolicy 72 &) b =
DIEMEEMWART D 2T 4 E—T M LET,

hostname (config-group-policy) # address-pools none
hostname (config-group-policy) #

({:E) noaddresspoolsnone =~ Ri%, address-poolsnone =~ K& 7 L—7 KUY I —
MHHEIRL T, 7740 ME (fFEKOFFA) IZRLET,

hostname (config-group-policy)# no address-pools none
hostname (config-group-policy) #

RETI—T R)—~DIPV6 7 FLRX T—I)LDEIY KT

FIE

ATy T

ATvT2

IR HEIIC
IPv6 7 RL A F— LB LET, VPNDIP 7 RLZEZBRL T X\,

IN—F Ry —ar7 4 FXalb—rar T—REBLET,
group-policy value attributes
i -

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

ipv6-pool &I ZHTDT KL A 7 —)L% FirstGroup 7 /L—7 R U > —ZED 4 TEd, F—
FRY =2, BRK6HDIPV6 T KL A F— L Z2H) B THZ LR TXFET,

% -
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B/ xus—orryry Joraross

ATvT3

ATvT4

ATy TH

Z OFITIE, ipv6-pooll, ipv6-pool2, I3 L TN ipv6-pool3 73 FirstGroup 7 /b—7 7R U 2 —IZHE| 1
BTHNATWET,

hostname (config-group-policy)# ipvé-address-pools value ipvé6-pooll ipvé6-pool2 ipvé6-pool3
hostname (config-group-policy) #

EE) ZN—T RV —RENSGT FVAT—=V&ZHIERL, 7 LA 7= AREZRLT
DfltGroupPolicy 72 £ DD Y —Z B DT R LA F— G R &2 #HkAT 5121, no
ipv6-address-pools value pool-name =~ > RZfEH L £,

no ipv6-address-pools value pool-namel pool-name2 pool-name6

&1

hostname (config-group-policy) # no ipvé-address-pools value ipv6-pooll ipvé6-pool2 ipvé-pool3
hostname (config-group-policy) #

(£ Z OEPED DAtGrpPolicy 72 ELDR Y v —D YV — AN HfE SN/ nWE 51T 51
X, ipv6-address-pools none 2~ FZfFEH L 7,

hostname (config-group-policy)# ipvé-address-pools none
hostname (config-group-policy) #

(f£E) noipv6-addresspoolsnone =~ > K] LT, ipv6-address-poolsnone =~ > K%
ITN—T RV —D0BHIBRLT, 774/ ME (fEADOFFA) ICELET,

hostname (config-group-policy) # no ipv6-address-pools none
hostname (config-group-policy) #

GI—THRYS—D o) 7FOMIILDIEE

TN—THR)— a7 ¥ 2 b—3 3 F— FTvpn-tunne-protocol {ikevl | ikev2 | 12tp-ipsec
| ssl-client | ssl-clientless} =~ > RZ AL T, 2O NV—7 KU —D VPN b XA
rHEELET,

FI A MEIZ, TIANDE TA—T R —DRER KT S LT, oty FET
a7 4 X2 lb—varynbllRETAIcE. Zoavr Fono s AN LET,

ZDawy RONRT A—=HDEIIFROLONH Y F97,
sikevl : 22D LT (Cisco VPN Client 721350 Fx =27 7 — o= A) [HD IPsec IKEv]
Mok raron— R LET, Ak Kok, 1720k, BLOF—EHAHIET 5
X2 VT4 TV m—va v EERLET,
«ikev2 : 2 DD ET (AnyConnect 7 7 A 7 b £13BOv X277V — b U=A) MWD

IPsec IKEV2 b puZz v m—hLET, Wik, Bk, 7 wfb, BRXOF—%
HEHET 2270 TV v2—2a VEERLET,
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o |2tp-ipsec : L2TP #£#i® IPsec b Lz T m— M LET,
» ssl-client : AnyConnect 77 7 A 7 > b CTLS £721% DTLS Z#fMH LT, SSL k> F/L%& %
Ty —hLET,

» sdl-clientless : HTTPS %It~ Web 7 7 U WM TY £— h =—F—|Z VPN —E R %
HLET, 27947 MIKLELD 5 A,

ZDavr REANLT, 12 EDO MR 7 E— RERELET, VPN bR E4 L
THe T Ha—P—12iX, Dbl OO RV T EF—RERETILENDH D £7,
W OB, FirstGroup &9 ZRiTD 7 V—7 RV 2 —|ZIPsec IKEvl bR U 7 £— N&i%
ETDIHERZRLTWET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# vpn-tunnel-protocol ikevl
hostname (config-group-policy) #

JE— 79 EXADVIANDIEEFIEZTIL—TRYo—~DHET7HI XA bO—

JLIL—)LDE

T A NEITEEON—VInBER SN TOWET, ZnHD—E, ASAEZNLTHEIELE b
YRV T T8 Ny NEFFR[TANESR T A0 E, BEILT RUA, 5T RLA,
0 kg PIlESOTIRELET, V=7 R —DIPv4 £721X IPV6 AT 7 A =2
Yhue— L VR RNERET D0, ERET 740 N 7TV —T R —THE L7 ACL Zifk
ATHEolcTcEET,

WDOAT v arDONTNNERIRL T, VE—F 727 2HDOH T VLAN ( [VLAN = v F°
Y7 EBMEND)  FRE N T T 4w BT 4 NE ) T B ACLBRRELE T,

\}

GE)  IPv6 ZfEH L CVLAN ~ v B 7 2 FZITT 5546, HEbESNZ N7 7 4 v 7 BNEER » b
T— =T 4 T END LT B0, A8 B6dt) 7 LU RIE VLAN Z & ICE A
T AMBERHY T, BALZVLANBLIOIL—F XA Y v 71kt LTCRIUSESE Ry F U —

JEMEMT 52 LIITEEEA,

c IN—T RV —ar T 4 Fal—ra = RTHROa<v REANLT, 2O )—
TR —FRIFIOTN—T R —%fETE I N—T R —IZHYETHNT
WAHIUE—RT7Z7EAVPNEy > a HoOH) VLAN 23 8E L7,
[no] vlan {vlan_id |none}
novianix, Zv—7AHR U —nbvanidZHIFRLET, JA—7 KU v—iX, T 74+
FOTN—TF RY o —05 vian fHZ K L E 9,
nonelL, Z/—7 KU —MmhbvanidZHlRL, 207 V—7 KY —ITk$ 5 VLAN
v ET =TI LET, FA—T R —iE, TN DT A—T R
=G vian [EE A L £ A,

gHInoraL, =T Ry o— s&U1—F— |
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B /=70t RO VAN DIEEE LRI L—T K S—~DHETH£R 3> FO—IL L—LOER

van_idix, o7V —7" RV —%2EHTHVE— T 7 EAVPNEY v a ACHID Y
T% VLAN OF 5 (10 #3K3) CT7, VLAN X, —BHEfEH= 7 FaLb—va v
774 K@ [Configuring VLAN Subinterfaces and 802. IQ Trunking| OFNEIZHES T, Z D ASA
TRETDHLENRDY £7,

A

GE) 77472 hLAVPN 8GOS, 1) VLAN #6813 HTTP
72 ka)TOREELET,

« J)V—7 KR —F— R Tvpndilter a2~ FZ2FEHL T, VPNE v a3 ZEHT5
T8 A arbu—)b— (ACL) OA4HIZIEE L ET, vpnfilter 2~ RZ2EH L
T, IPv4 E£721X IPV6 ACL 5 ETE £ 77,

N

) ZoRMIa—V—LZEF—RFRTHRETDHZIEHLTEET, TDOH
B, 22—V —Z DO T CREINTERIN—T R —DELY
LEREESNET,

hostname (config-group-policy) # vpn-filter {value ACL name | none}
hostname (config-group-policy) #

ACLEZHRELT, 2O NL—T R =IO, SFIERZATDONT T 4 v 7 &
FIIEELET, KIC, vpndfilter =~ FZAHDLT, ZhHDOACL ##H L £,

vpn-filter none =~ > K& AN L THER L= X UlEZ & T, ACL 2B 521X, Zoa<
YROnWREANLET, nod 7 a a2 HTHL, HEMOINV—T R >—inbik
KTEDLE TR T,

7»~f€)y~i DT N—TF R =D ZOEEMREATEET, EEMALRWE

2T 51213, ACLAZRIEET APV IZ, nonex—V—REZASLET, none¥x—7— R
m ACL W Z ¢ ZRLET, ZOF—U—FRIZLD, XVENRHRESN., ACL BNHERE
nEJ,

WIZ, FirstGroup & WO ZFTDOZ NV—T 7R Y 2 —0D, acl vpn £\¥H ACL ZFONHT 7 4 L
BRETDEERLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-filter acl_vpn
hostname (config-group-policy) #

vpn-filter =~ FiX, P RANOHTEBROESEDO NT 7 1 v 7 & B RIVITADHI
B BALRlD b7 7 ¢ v 712 SHvET, vpnfilter |26 415 ACL % interface access-group
BT D Z L3 TE A, vpndilter 2~ R&, VE—KT7Z7BAVPNZ T T |k
Bl 2 70— R o—IZE AT 58541%. ACL D scip DALEDZ A4 7> ~E
DYTIPT RLABIWACL @ dest_ip DALED T —H )L v b U —27 (2% LT ACL % &
THVENRDY ET,
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UE—k PO LRD VAN QEEE BT L—T KU S—~0#&T7 12 2 ko—L L—LoEmR [

vpn-filter =~ > K% LAN-to-LAN VPN 85 2 il 92 7/ —7 RV o —IZEH T 25813,
ACL D src_ip ONLED Y E—k v U —27 B LW ACL O dest_ip DALED 2 —H /L % b
T—71Zx L CACLARET HAMENH Y £7°,

vpn-filter FERE TR 272912 ACL 2% ET 25613, EETLHILENRH Y 7, ACL I,
TEALBED N T 7 4 v 7 I L TR EN TV D Z EICEBE L TLIE& W, 27U, ACLITZX
KHMDONT 7 4y I L ThEHINET, PR TO, BELETIOZDNF 7 1w
JIZOWTIE, ACLIE sre ip OALE & dest_ip DALE A2 AR Z 726 DIk L THEE ST
£,

VPN 7 V23R ICORBMA SND Z EICH-EL LK EZE&N, 77V r—yvar A
VAN gy DT I a Nl o TERMNIZSIP AT 4 TR DO b & U BEgIC T
HEIhFEHA,

OB TIE, vpnfilter ) E—KF 7 Z7EAVPN 7 547 bEFRIHEHLET, ZOHIT

X, 72947 MEIDYTIPT L A% 10.10.10.1/24, @ —hv %> hU—7 % 192.168.1.0/24
LLTWET,

WD ACEIZE->T, VE—FTI7EBVAVPNIZ T4 T "R —HF/L Ry hU—27(Z Telnet
PERATAZ ERTFRENET,

hostname (config-group-policy) # access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 23

WD ACEIZL>TC, u— NV Xy =R UE—F T I78R T TAT 2 NI Telnet Zff
AT sz tndFashnEd,

hostname (config-group-policy) # access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
eq 23 192.168.1.0 255.255.255.0

\}

GE)

ACE O access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 2312k -> T, u—H/L %y hU—2 %, HETHR— b
AL TWDBEAIUEEDTCPR— b TDY =K T BR 7 T4 T h Dk B4A
DFFAlSLE T, ACE @ access-list vpnfilt-ra permit 10.10.10.1
255.255.255.255 eq 23 192.168.1.0 255.255.255.0(2L~>C, UE—hK 727 &2R
74T ME, BFEXR—F23E2HEHL TWAEAITEED TCPAR—hTOR— )V % v
U — 7 ~OEIE T S E T,

ROFEITIL, vpn-filter % LAN-to-LAN VPN 5§ & I L9, ZoflTiL, VE—F xRy
hU—27 % 10.0.0.024, 2—A)L F v FU—27 % 192.168.1.0/24 £ L C\WEF, KD ACE |2
FoT, VE— Ry b= Rua—h Ry hT—7ZTelnet ZEHT 5 Z LTSN E
h@‘o

hostname (config-group-policy)# access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0
192.168.1.0 255.255.255.0 eq 23
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WDOACEIZLE>T, a— IV 32y b= R UE—F Xy U —7(C Telnet i fH+252 &
BEFRENET,

hostname (config-group-policy) # access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq
23 192.168.1.0 255.255.255.0

)

GE) ACE @ access-1list vpnfilt-121 permit 10.0.0.0 255.255.255.0 192.168.1.0

255.255.255.0 eq 23 L-> T, v—A/ Ry FU—27F, #MEILAR—F 23 2L T
WDGAEIAEED TCP AR — R TO Y E—k Xy MU —7 ~OHERENFF I SLE T, ACE
@ access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq 23

192.168.1.0 255.255.255.0(2LK->TC, UE— b3y hT—27F, H[EILA— b 23 &4
AL TOWDHAITHEEDTCPR— hTOO—H LRy U —7 ~OEH RGN TF T S ET,

GIW—THR)—DVPN 75 & AR DIETE

FIRr

ATy I

ATy T2

1R BRI

RER OFPAZAERRL L £, —xkBVE(E =2 7 4 F 2L —2 3 > A4 FD [Configuring Time
Ranges| #ZML T2,

IN—TF R —ar7 4 Xalb—rarE—RElBLET,
group-policy value attributes

&1

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

IN—T R —ar7 4¥a2l— g F— KT vpn-accesshours 2~ RZ&ff L C,

TN—"T RN — LR EW D time-range AN U —ZBHENTITH Z LI K-> T, VPN T 7 &

AWM A RETE T, 2Oz~ RiE. business-hours & W9 L ETD VPN 7 7 & A B [i1#
% FirstGroup &L WO ARID T N—T R —IZHID K TET,

IN—T" R =, T 7N NERITRES NI V—T R > —O time-range DI % fk
KTHIENTEET, ZOMANRBELLWVESITT DX, TD < RT timerange D
AHICIE2< noneX¥—U— RFEZ AN LET, ZOF—U—RIZLD, VPN T 7 & RRFH#H X
JBIZEEE &L, time-range AR U o —IdFFrf S7e< 720 £,
vpn-access-hour s value{time-range-name | none}

51
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hostname (config-group-policy) # vpn-access-hours value business-hours
hostname (config-group-policy) #

TI—T R O—OREEVPN O 1 > DEE

FIE

FEEDL—Y =37 =T R Y v —ITx L THERF T & DIRRFE v o g ERORIRZ8BETE &
T, T 74V hORFYE v v 3 VBT 3 T

KZh LTz AnyConnect 7 7 A4 7~ IPsec 7 7A TV b, 737 74T LAYy g~
(BHEKETLEEY Y3 Y) 1T, FILa—P—4T [HLW By a B HLENTH,
Ty va TR RERLIGERH Y £,

TR SNDEKE Yy a VBRI TC, BEKTRICRAIC2—F—0H/Er 71 v LIcEa.
izt y v a NI T —2_N—AnbHIRS, Lty va VRIS ET, 2L,
MFEOY vy a U NELET 7T 4 T8 THHHEIE. R Ua— =050 PC 72 En b
EulA4 58 IOy arha st 7L, T—FRXR=2ANnLHIBRENT, HrL
Ty va VRIS ET,

RSN DHEREE Y v a VBRI REWES, TORKEIGE LTREE T —F — 2N i
oA ERBEDLE LT A NAVEMBEWEy g vidn A7 E3nET, BEOT T
Dy va rRREILL BWVWEWHT A RVREOS AL, kbdiWbveyarZn /47 LE
T ZOT77vasilkh, By va UABREShTHLWLWR A U AERICR Y £,

wREya UHIRIZET S L, VAT LARRbEHWE Y v a CEHIBRT D F TIZERE A 20
DET, ZOH, 2—P—3T<icu 4P, HIRNIERIZRE T 2 BNH LB
FHATTAMLENELDEARDY £9, a—P—DHELBVICr 47 LEEA, Th
IERREIC 2 D FH A, REITIE U T, HIBROSE T 2RI I L= — 3 —8ae 2 77 ]
THEOICVAT LERETHI LT, BIEAMECEET,

AU RFERET7TIVa Y B#Y
ATV TN IN—T KR — a7 ¥z b— |vpn-simultaneous-loginst&

¥ =3 &— K Tvpn-simultaneous-logins
integer =~ > RZMEH LT, fEED2—
P —IZFFRI SN D RIRF R 7 A U E R E
L%,

7 4V MEIEL3 T, EOFPHIZ0 ~
2147483647 DXL TY, FNA—TF K
=, MO NA—T R —nt T
DIEZMERTEEST, A %7+
=7 ML Ca—F—DT 7t R %Eik
T 51I2iE, 0 A LET, KIZ,
FirstGroup & V) &4 RID 7 )V—7 7R
=Tk L TIRR 4D D[RR e 7 A U %
T oA R L ET,

hostname (config) # group-policy
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ARV RFEREET7TOVa Y ]3]

FirstGroup attributes

hostname (config-group-policy) #
vpn-simultaneous-logins 4

GE)

o [FIF 7 A B D Fe K IR ITFE
WCREVWETTR, EEORR O
TAVEHFATDHE, BX=2U T4
MREEINTZY, RT7p—< A
PMMETLIZVT5Z 08360 E9,

BT DT N—TRY —EERHL
THEARD b NI N—T I
9% & . vpn-simultaneous-logins
X, BEfFoky v a v TRRL S
N—TRY —REHIh TV
BaTh, 2—YP—kyrarE
HIBR L E 9,

27w T 2| (EE) FF= 2o L ORIRICE L5 | vpn-smultaneous-login-delete-no-delay
aln, feb vty v a ABRRSND | - gypre g g F 4 hTT
DERFIFIH LT Y v 3 VERLT | o

DEINCVAT LERELET,
hostname (config) # group-policy
FirstGroup attributes

hostname (config-group-policy) #
vpn-simultaneous-login-delete-no-delay

BEDEHRIOT7AILADT Y ADHIE

IN—TF R —ar7 4 Xal— g E— RTgroup-lock =~ REMH LT, #H7
B7 7 ANENLTOLT 7 ERATELEIC)E— Fa—F—%2FIBT 50890 aELE
ﬁ—o

hostname (config-group-policy)# group-lock {value tunnel-grp-name | none}
hostname (config-group-policy) # no group-lock
hostname (config-group-policy) #

tunnel-grp-nameZE %, ASA 23— W — DR L TR T 2BEF Ot 7’1 7 7 A L D4,
iz $EE LET, group-lock (X, VPN 74 7> h TCRES NI N—TN, ZO2—HF =R
FHOYTHNTDER T B 77 ANERUNEINETF =y I/ THZLICE->T, 2—F—
EHIRLET, —H L TWARWES, ASAIFa—HF =R cExhnroicLEzd, /r—7
0y 7 EHELRWEES, ASAIE, Fl0 Y TONTEI/N—T L I3BRR<, 2=V —&FEL
FI, I—T0ouy7iE, TIANITET BTN TVET,
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In—7 Ky v—o veN oskgmEmors ]

group-lock JBMEZFA T 7 4 X2 b—a U DHIBRT HICE, Zoa<wr Ko no Bk
ANLET, ZoFTvarzElHTE, OTL—F RY o—DEEMEKTEET,

group-lock %7 4 Z—7/LIZT 521X, noneF—VU— RZ4EE L Tgroup-lock =2~ F& A
JILET, none F¥—7U— RFIZX V. group-lock | X /AEIZFRE S 41, group-lock D IR A
SNET, Flo, TIANNELIRBESNIZ I NV—T R Y > —0 5 group-lock DEAMHEA X
N7 £7,

JI—T K1) —0D VPN Oz KEFEFFEDIEE

FIE

ATy T

ATy T2

UEE) I—TF RV —ar74¥al—ary F—RErFa—HF—Lar 7 ¥
L —3 3 » F— KT vpn-session-timeout {minutes =2~ > K& LT, VPN 8t D KIIRFE]
ERELET,
H/NRFIE 1 43 CL BeRIERRTIE 35791394 73 T4, 7 7 4V MEIZH Y 8 A, Z OHIRAH
THDHE. ASAIFTHERAK T LET,
RIZ, FirstGroup & WO ARTD 7 /V—7 RY > —IZk L TI180 5D VPN Yy v ary XA LT
U NERET DR LET,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-session-timeout 180
hostname (config-group-policy) #

S ==d

WORFNE, anyuser &V A FTOL—H —IZ 180D VPNt v a v XA LT U NeRET D
FiEERLTNET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

[no] vpn-session-timeout {minutes|none} =~ > RZEH L7=Z DD T 7 > a 3k L EBY
T4,
s ZORY =B EMEEAHIBR L, MKZFFAT2I21E, 203~ RO no
vpn-session-timeout JEX % A1 L £ 7,
« BEHIRD # A L7 7 MM ZFFAI L, Z A L7 U MEZHA LRWE 91T 51T,
vpn-session-timeout none = A /) L £,

vpn-session-timeout alert-interval {minutes| } =~ R&EFEH LT, vy ar XA LT DU RO
TT7—h A=V RNa—P—CERENIREHEHRELET,

TDTT—F AvE—IF, VPN By a UABEICHIlENS £ Ty dH d 0k a—
P52 F£9, WIZ. VPN B v v a UGl & s 20 R e —H—a@mansd X o4
ETHHZRLET, 1 ~3050fHHLEETEET,

hostname (config-webvpn) # vpn-session-timeout alert-interval 20
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B /r—F%kvs—avwntvsar 74 kL 84475 roEE

[no] vpn-session-timeout alert-interval {minutes|none} =~ > K& L7=Z DT 7 v a >
TROEFLY TT,

VPNt a s XA LT T N7 77— MARBBYEDRT 740 8 Z—T KU — bk
ENABZELERTICE. Z0a<wr RO EREHEHLET,

hostname (config-webvpn) # no vpn-session-timeout alert-interval

« vpn-session-timeout alert-interval none |, = —%—RN@MEZE LW 2R LET,

GIWN—TR)—DVPNEYL 3 TARILBALTY FDIEE

FIE

&

EE) VPNT A KV 2470 MIFZRETDHITE, F—T7 KRV —ar7 4%z
L—yvaryE—RNEda——4ar7 4 ¥aL— 3> F— K Tvpn-idletimeout minutes
o< FEFEHALET,

ZOWMTPICEEE L TBET 7T 4 BT 4 B WGA. ASAITEER AR T LET, A/ NERIE
145, BREFRIE 35791394 43y CTH Y, T 7 44 ML 305 TY,

WOBE., FirstGroup & W I ZHTD 7 N—T KU L —IZ 153D VPNT A KV Z A LT T &
RIETDHEERLTHET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout 15
hostname (config-group-policy) #

[no] vpn-idletimeout {minutes| none} =~ > RZFEH LIZDMOT 7> a ANIROEBY T
j‘o
*VPN7 A RV ZA LT U MEERIL, 245707 MEEZMKLRWNE ST 21T,
vpn-idle-timeout none = A 71 L £,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout none
hostname (config-group-policy) #

ZHUZ XY, AnyConnect 7 7 A 7 > b (SSL & IPsec/IKEV2 Dffifi) BELOR7 747 K
L A VPN 3 7 12— /3L webvpn default-idle-timeout seconds fE A fEH T2 L 212720 £,
ZDawy RiE, webvpn 27 4 Fal—var E—RTAHLET, =& 2L,
hostnamee (config-webvpn) # default-idle-timeout 300 DX 5 IZATT Li‘@_o 757ﬁ‘/1/ ~MZ
1800 7 (30 47) T. #iPHI% 60 ~ 86400 F T,

T T D webvon #1235 T, default-idletimeout fEANEH S D DI, 77— R
v/ —Y =2 E I vpn-idletimeout none 23R E AL TV DHBE DA TT, TTD
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5—7 KU o —0 WINS #—r3— & DNS #—i—nEE [

AnyConnect 7 7 A 7 b #it T, ASAIZE DV BalSANDOT A RAZA LT U MEDEK
SINET,

H# 4 N (IKEvl, IKEv2) BELOIKEVI VE— K 727 EAVPNOEASIT. ZA LT T K
BT A —T ML, EHIROT A AR ZFF 325 2 L 2R L E7,
ZOIN—T R —FE =R —DT A KV ZA LT 7 NE®BTT DI
I%. novpn-idletimeout Z AJJ L9, fEITHRASET,

e vpn-idle-timeout % £ 572 < BRE L2 WA, EITREKSNET, 774/ I 3055 T
R

ATwFT2 (LE) A7 3T, vpn-idletimeout alert-interval {minutes} =~ > R&fFEH LT, 74 R
NWEALT T IDOT T— b Avb—VRNa—F—CERINIRHEZRETEET,
:@77~h%yt~¢u VPN & a UNET 7T 4 TIRED =D Il S 5 £ TLlTf]
NHDENEL—Y U5z FEzT, TI7ANIOT T — MEFIX 145 TY,

WROBFNL, anyuser & W ARTOZ—F =235 D VPNT A RV XA LT D hOT 77— i@
ERET DHHEERLTWET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

[no] vpn-idletimeout alert-interval {minutes| none} =~ > K& L7z DT 7 > 9 0%
RO EFBY TT,

enone /N7 A —Zt, 22—V =@M EZELRNWI L ERLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #

s ZDITN—TF I —Y =R —D7 T — MEREZHIFRT 5121, novpn-idietimeout
alert-interval # A LE4, fEITMHA SN E T,
c IDNTFGA=BEHF ST RELRWEE, 774V 07 77— MAWIZ 145 TY,

JI—T R >—@ WINS 4—/3\—& DNS H—/A—DEKRE
T~V BLONEDFZ Y O WINS —3—& DNS h—_R—ZEETXET, ZHLENLD
77 4V MiElE none T, ZHHOH—"—24BETHI21E, ROFIRZFEITLET,

FIE

ATYT1 794~V LB h o ZUDWINS b—_"—%ELET,

gHInoraL, =T Ry o— s&U1—F— |
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ATy T2

hostname (config-group-policy) # wins-server value {ip address [ip address] | none}
hostname (config-group-policy) #

BONHRETHIP T RLANT T4~ WINS $—_"—DIP 7 RLATY, 2&FH ((EE)

DIPT FL A TEH &Y WINSH—_R—DIPT RLZATE, IPT FL A TiEA< none¥—
U—REHETDHE, WINS = R_—ZXOUHERKEINET, TOFREIZELD, WINS —
NI ENT, T 74V FELIFIBTEOIN—T R = OEPME SR 2D £

RS

winsserver 2~ REANT LN, BFOREDRA— =T 4 FShET, 7Lz,
WINS #—/3— xxxx &5 E L TH WINS h—N—yyyy ZRETHE, 2F DDA~ K
WZE o TRAIOFKEN EEE Z, yyyy BHE—D WINS r—_— |27 ) 7, ——%4
BERET L5 E AR TT, REFHLOI— =% LEXT L0 TIEARL, WINS F—_—%
BT 512, Z0avry REANTLHEEIC, TXTOWINS H—"—DIPT RLAZE
DET,

WOBNE, FirstGroup &\ D £ RO 7 )L—7" R 2 —(Z, IP7 KL A72310.10.10.15 & 10.10.10.30
THDH WINS b —R—%FZET D HiEEZRLTWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # wins-server value 10.10.10.15 10.10.10.30
hostname (config-group-policy) #

TIA4=V v hZYDDNS —"—FEELET,

hostname (config-group-policy) # dns-server value {ip address [ip address] | none}
hostname (config-group-policy) #

BONHRETDIP T FLANRT T A~ DNSH—_"—DIPT7 KL ATY, 2%&H ((FEE) O
IP7 RLVRTEADHUDNSY—"—DIPT RLATT, IPT KL ATiE72< none¥—Y —
REFRET DL, DNS H— =X UENRESINE T, ZOREIZLY, DNS — 33—
FFalENT, T4V FERITEED I N—T R = BEB A SN2 < 720 £4, DNS
Y= R— T KL AT K4D, IPv4d T RL AL IPV6 7 KL A T2 OT DI EETEET,

dnssarver 2~ REANTHE-NT, BEFORENA——F 4 RE&IET, =& z21E. DNS
PN xxxx ZBE L, RIZDNS ——yyyy ZRELIGEE, 2FOOa~ 2 Nidk
Woa<y Fae EEX L, yyyy 23— DNS H—_— (2720 3, —"—Z2EHEHET
LHA BEEETT, LRICERE S 7z DNS — " —% FEX T 5DV ([c— " —ZBind
L2, Z0avr REANTHEXICTRTODNS —_—DIPT RLAZEDET,

WIZ. FirstGroup &\ 9 ARID 7 —7F KU L —T, IP 7 KL A7 10.10.10.15, 10.10.10.30,
2001:DBS8::1, ¥ XL 12001:DB8::2 @ DNS Y — —%&HET 50 &~ L£7,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# dns-server value 10.10.10.15 10.10.10.30
2001:DB8::1 2001:DB8::2

hostname (config-group-policy) #
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ATvT3

ATv74

27y k koryvy Ry o—onE [

DefaultDNS DNS % —R— 7 /L —FIZF 7 3 /L b D KA AL VAR EESNTORWEEEIL, 7
THN N RAAL CERETLOMLENRHY £9, 72L& 2L, examplecom. &) KA A 45 L
Rhy 7 Ly RAAL UERFHLET,

asa4 (config) # group-policy FirstGroup attributes
asa4 (config-group-policy)# default-domain value example.com
asad (config-group-policy) #

(fEE) DHCP X v U —2 Za—FZ2KkDO LI ICRELET,
dhcp-network-scope {ip_address | none}

¥H7a 77 A NVDT KLU AT —/VIZDHCP H—_—% & E L7zHA. DHCP A a2 —7 X2 D
TN—T DT —=)MEHTHY 73y F&@sl LE T, DHCPH— 1 —|ZiX, ZORAa—7(Z
FoTHIENDF LS TRy hRNOT FLALRESNTWEILERHY £4, Ra—T%
T L. ZOREDO I NV—TIEHT 5 DHCPH— N—TEHRINTNDHT KL AT —)L
O 7y NEBRIRTE ET,

Ty U= ZAa—T%52EFRLBEWES. DHCP V— =37 FL R F—)LORENEIZ T —
NHNEELTIP T RLVAZEID Y CTET, REV Y TOT RLARROMNDET, F—n
NEIZHREE S IVE T,

Aa—THEETHITNE. BOT =L ERUES T Xy b REICHY ., ZOT—LNITIT RN
J—F 4 VT RRERT L AZ AJILET, DHCP r——[%, ZDOIPT KL ANETIY
Txy FEHBIL, FOF—ANEDIP T RLAZE Y Y TES,

N—F 4 T DOEPBTRRERGEAILFIC, A V2 —T =24 ZDIPT RL AR+ L%
HEEL £, 72&20E, 7 —/12810.100.10.2 ~ 10.100.10.254 T, f > F—T7 = A AT KL &
73 10.100.10.1/24 O34, DHCP A =2—7 L L 10.100.10.1 ZfH L3, *v NIV —2 &=
A L2 TL 72 &V, DHCP (ZIPv4 7 RL AFEEICOIMERT 5 2 LN TE £4, BIR
L7zT7 RVANRAL v HZ—T 2 A AT RLVATIEERWEGA, Aa—TT RLVADAXT 4 v J
N— N EERT 2 HERH Y £7,

none #¥5ET 5L, & 2L, T 74N MEITRAKENSZSV—T R Y 2 —)36 DHCP 7
RUZARED B THNRL 2D F9,

1 -

W OB TIL, FirstGroup DJEMEa> 7 4 Fa b — 3> F— K&t L, DHCP A a2—7 %
10.100.10.1 IZ3%E LT,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# dhcp-network-scope 10.100.10.1

ATYy b b)Y GRYO—DERTE

IPvd F5 7497 DAF Y b bRV RIS —Z2ELT, I 747D 2
VT IN— L ERELET,

split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}
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no split-tunnel-policy

IPV6 b7 7 47 DAF Y b bRV T R —%BELT, b T 747D M2V
VT N—IVERELET,

ipv6-split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}
no ipv6-split-tunnel-policy
R —FTFvaiFkoEBY T,

s tunnelspecified : F XA ZBL TRy NY—27 VX NMIFRESNTWA Ry NU—7 (T
RTHTRCONT 74 v 7% bRV T LET, ZOMTITOT RLRIZHT D
T2, 7V 7 TXARMCTERSIN, VE—bha2—HF—DAf 1 F—FRy hP—ER S
AN, H—Z Lo TNh—T 4 VT EINET,

ASA91A4LIEDNR—2g 0T, AV 70— R VA NEBRETDHEEIC, A7 —F
FHHANOY 7Ry M7 A7 V—R U XA FBEETEET, B SN T2y bOT
RLAE, hor V7 &8RT, A 70— RURARDOEKRYDFHDRD 32 o7 ERE
T, TIAIN—Var VARDFRy hT—Z X bR E N L TCEESNEEAL, =7
AgN—Tay YA NMMEGS= P ZFEHLTHRESNL, A1 70—V ary VAR NMT
FAm s MY AR L TRRESNET,

excludespecified v bV —27 U X MZFEESNTWAE Ry NT—7 EOMGHD NT 7 1 v
JH PRV T LETA, FOMTRTOT RLRAZKTH NI 7 471X bl >
rEnEd, EEHALET, 774 T NETCT 7T 472> TWAHB VPN 7 F 4T
N7 7 A LTlE, a— BV LANT 7B AZENC L CHELMERHY £T, Z0F
7> a i, AnyConnect 7 AT b 7 74T FTOHERELET,

A

GH  Av7A—FUARDYT Ry hTHARNZI AT V=V a v
UARNOFy hT =71, 7747~ b THRESET,

tunndall —9 _XRTHO T 74 v 7N bRV EZBETIE2BELET, Z0ORY ¥ —
X, A7V v b bRV 7T 42— M LET, VE—F 2—P—3EEx > b
U= T 7 BATEETN, v—WNV Ry NT—T NEIT 7 BATEEFA, 2T
THNNDOF T a TT,

G A7V vw b bV Zidexa ) T oBETIIRS, NT77 4 v 7 EBIEEETT, RKKBD
X2 VT 4 EBHEETHICE. ATy hoR U TR R—T NI L RN EEHER L F
j—o
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il

RIZ, IPv4 & IPv6 O FirstGroup & WO ARFTD V7 /V—7 R —IZxf LT, fEELT
Fy NTI—=T DI N RV TTHATY v b b xRV TR —% R ET DB
P LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # split-tunnel-policy tunnelspecified

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipv6-split-tunnel-policy tunnelspecified

ATy bk bR VTRADRY FT—9 )X FDIEE

AFY >y bRV T TEH, PRV EBRIBT DR NT—F NTT7 4w I RFy NT—7
UAMZEoTHRESNET, AnyConnect 7 747 > ~ L, ACL THDHFy hT—7 U Ak
WZESWTAT Y » M bR 7T DIREZITVET,

hostname (config-group-policy) # split-tunnel-network-list {value access-l1ist name | nonej}
hostname (config-group-policy)# no split-tunnel-network-list value [access-list name]

e valueaccess-listname : h >RV VT FETT LRy bU—T FITFET LRV ER Yy hU—
7 EF|IZFE LT ACL ZF 8T LE T, ACLIZIE, IPv4 & IPV6 D F DT N AZRET S
ACE WNEENTWAHAE ACL ZHEETE £9,

enone : A7 Y vk bRV U THOX Y hU—2 URMBPEELRZWNWI L E/R L, ASA

TR TCONT T4 v 72 bRV LET, nonex—U—RKEERETDHE ATV v
N R D%y RU—27 UZRMIXMERREESN, A7V v b hox o rn
FRENET, £/, 2T, 74NV FERITRESNTZ I NA—TRY v—hb,
TI7ANIDAT Y b b RY T Ry NT—7 UR BRSNS 720 £7,

Py hT—27 URMEERTAIZE. 20oa<> FonEBREANLET, T XTORS
Uy b b7 Ry FU— 7 VA NEHIBRT 2120, 51EEEERETIC no
split-tunnel-network-list =~ > N2 AN LET, ZOa~ FIZXD, nonex—U— & AT)
LTHER L 72XV U A R RBNIEEN B EZD T, REFHDTXTORy U —27 U X RHR
HIfr SV ET,

ATV b bRV 7 Ry hU—2 URAMRRWES, 22—V — 3T 74V DT N—T
RV —FRFRE LI N—T R —NIHFET 2%y bU—27 UR MEMIKLET,
2—HF—RZD LI Ry NT—2 U R MMk L0 E 9123 5121, lit-tunne-network-list
none 2~ REZ AN LET,

1

WKIZ, FirstList G WO ZBIOFR Y hU—2 U X N&E{ERK L, FirstGroup & W9 ZBID 7 V—"7
RN =BT 6%~ LET, FistlistlZ=2 A7 L—Y a2 UARTHY | =7 AT )L—
Tar UAMDOH TRy b THLA I N—Vary JARTT,

gHInoraL, =T Ry o— s&U1—F— |



BEITOT7AL. TL—TF K o— B&v0a1—H— |
B x7vvr roryrmorAq vERHORE

hostname (config) # split-tunnel-policy tunnelspecified
hostname (config) # access-list FirstList deny ip 10.10.10.0 255.255.255.0 any
hostname (config) # access-list FirstList permit ip 10.0.0.0 255.0.0.0 any

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-tunnel-network-list value FirstList

WIZ, v6 E WO LFTIDORy hU—2 U A RZER L, GroupPolicy ipvé-ikev2 &\ 9 44 {7
N—F R —Zv6 A7V v s bR —ZBNTHH%2RLET, v6lTT s 2
N—=ar UARTHY, 27270 0—3 YARDOY TRy N THLA VI N—V g v
U2 MTY,

hostname (config) # access-list v6 extended permit ip £d90:5000::/32 any6
hostname (config) # access-list v6 extended deny ip £d90:5000:3000:2880::/64 any6

hostname (config) # group-policy GroupPolicy ipv6-ikev2 internal

hostname (config) # group-policy GroupPolicy ipvé-ikev2 attributes
hostname (config-group-policy)# vpn-tunnel-protocol ikev2 ssl-client
hostname (config-group-policy)# ipv6-split-tunnel-policy tunnelspecified
hostname (config-group-policy)# split-tunnel-network-list value v6

ATy b FURIILEEDHER

show runn group-policy attributes =~ > N4 3447 L T, RELX MR LT, WOBNL, EHE
DIPv4 L IPV6 Dl DRy NU—27 R —%REL, WHFORY —IZxtLTHxy hT—
7 UA K (A ACL) FirstList #fEH L7722 & 2R L THET,

hostname (config-group-policy) # show runn group-policy FirstGroup attributes
group-policy FirstGroup attributes

split-tunnel-policy tunnelspecified

ipv6-split-tunnel-policy tunnelspecified

split-tunnel-network-list value FirstList

ATYy b bR TGRD KA VEBHEDETE

FIHINE AL %, FFRIFATY v b hop BN LTRSS, 27U > | DNS &I
IENB RAL DY A RNEIEETXET,

AnyConnect 3.1 (%, Windows 83X FMacOSX D7 T v 7 4 —LD kw/Ll— A7 v k DNS
BREZ VR — N LET, ¥X2 VT4 TTIAT L AD I N—T"7R I > —IZ LV Split-Include
Mo R U TRA Z—=T W25 TEY, bR IRGODNSABIEE SN TWAHEEA,
AnyConnect |Z, ZDARNII—FHT ST XTHODNS 7=V —% 75 A — |k DNS % —/3—{Z
Fox V7 LET, hwvil— 27U FDNSZMHHTH L, ASAICE T IA4 T v MIZ
T oy al TSN RAAL A —ET D DNS ERAD F RV T 7 ADOBNFFA SN E
T, ZNHOERIL, 7 VT TR APTITRESNETA, —F, DNSERBASAIZE - T
Ty ad U ENTE RAAL AT B LR WEGEATL, AnyConnect (X, 7 7 A 7 hDA XL —
T4 T VAT MZEHDHDNS U YR DNS fERICER S b kR A b4 RS b
EEESEET,

B 5oz L. S—TFRYS— BEUI—F—
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TIHILED AL VEDESR

\)

() AZ7YU v FDNSIE, EH#/ ) —BXOEHZ =V — (A, AAAA, NS, TXT, MX, SOA,
ANY. SRV, PTR. CNAME 72 &) ## R —FLTWET, bR FEN-xy hU—7
ONWTINC—E TS PTR 7= —%, ForRAUBRECHEITINET,

MacOS X D356, AnyConnect (X, IROWTNIDRIMEZGTZTIHEDHR, HDHIP 71 hajL
D ky— AFY v ~DNS 2 HTEET,

e JN—T R —T, A7V RDNSHN 12D 1P 71 hz)L (IPvd 72 Y) ITREIN
TBY, 29A4T7 M RXARA2A T2 halBlNy ) FHOIP 7a hai (IPve 7)) 1238
EENTWDS (BEDOIP 7 a ha)LViET7 FLA P—LERES N TWARY) |

¢ A7 FDNS AW FDIP Fu I LIZHEINTWNAS

FTIHILEDFEAAL VRBDES

ASA X AnyConnect 7 7 A 7> MZT 74NV N RAAL U ZELET, 7747 M, KX
A T 4= )V REEELIZDNS 72 —IC AL VA4 %EBMLET, 2O RAALAF, b
XNy MCETEAENE T, T 74N ED RAAL LRV E, 2= —3T 7
N TN—F K)o —DFT 75/ b RASL B EMEKLET,

ITN—T K)o —=D2—F—DT TV~ RAA VA ERET DL, FNV—TKR) v— 2
V74X al— 3 F— RTddault-domain =~> REZASLET, RAA L EHIET
HIE. Zoa<wr Fon B2 AL LET,

hostname (config-group-policy)# default-domain {value domain-name | none}
hostname (config-group-policy) # no default-domain [domain-name]

value domain-name /X7 XA —X %, FNV—TDT 7V s RAAL VL EFB N LEST, T 741
b RAL CEDNFELRWZ EEBETHITE,. noneF—TU— K2 AN LET, ZDa~<wr
RIZED, 740 FAAL VAICXIMERRESIL, T 74V 8 RAL UVABERESNE
T, Flo. TIANMERBEBESNTEIN—T RY —=nbT 74V b B AL DR
SN ET,

TRTCOT 74V b RAAL A EHIBRT HI21E, 51528 E 7712 nodefault-domain ==~ >
REAJLET, Z0a<w RZLD, none ¥—U— K&EEE L. default-domain =<2 K
EATTUTHER L7ZX L U A RRSIIEZEN L EFD T, REFHADTXTOT 74/~ RA
AVHPHIBRINET, noBREAHEHT DL, FAAL A OYMERTFASILET,

WIZ, FirstGroup &\ ) £ RO 7 —7F KV 2 —|Z%F LT, FirstDomain O7 7 # /L k KA A
A ERET DR R LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # default-domain value FirstDomain

gHInoraL, =T Ry o— s&U1—F— |
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ARTYY RN bR TRADEREALA Y YR MDES

TN D RAAL ZDENT, A7V v M NV ENLUTRREND RAAL DU A R
EANLET, I—F RV —ar74¥al—yarT—RFTslit-dns~> K& AT
LET, VARMZHIBRT21I2F, Z0axr FonEXx A LET,

ATV b bRV T RAAL DY A NBRWGE, 22— — X7 74V b DT —T R
Vo—WIFET DI A MEfMERLET, 2= —NZDLIRATY v b hoxV 7 R
AL VA RNEMALRNE HIZT5HI21E, none F—U— REFEE L Csplit-dns =2~ > K%
ABLET,

TRCTOAT Yy b b r l\)M’/ U A MEHIBRT AI121%, 518 EHREETIC no
split-dns 2~ > REZASNLET, ZHIZED, none ¥—U— RZ$E L T split-dns 2~ R
%%ﬁbf@ﬁbtxw)x%%@@f\%ﬁ%&@¢&1®z7UyFbyiuyﬁP%
A VA MDHIBRESNET,

%5 X —% value domain-name TiE, ASADBAF U v b hoRmAEN LU THIIRT D KA AL
ALERELET, none ¥—U— KL, A7Y v DNS U A MRHFELRNZ EE2RLET,
Fiz, ZOXF—U—RIZLED, AFY v FDNS U A MIXNWVENRREINET, OO
A7Y > FDNS U A MIEER S, T 74V b ERITRESNTZIN—T KR o—DATY »
FDNS U R E3fk S i7e< 720 E£F, ZOa~vy ROEUIRO LBV T,

hostname (config-group-policy) # split-dns {value domain-namel [domain-name2... domain-nameN]
| none}
hostname (config-group-policy) # no split-dns [domain-name domain-name2 domain-nameN]

RAAL DY A RNTETY ) 2SI, AN—Z2Z1OANLET, = b UEITH
RixdH 0 FHEAND, A M) T REROE X492 T FICLET, 1T A 72 ()
BLOEU AR () OBFBFEHATEETS, T74/0 0 RAL VAN PRV E L TR S
NABEIT. FORAAL L LEZZDY A MIHRBICEDDHLERHY £,

WOHENL, FirstGroup & V) L4 RD 7 /L—7 7K J 2»—"C, Domainl, Domain2, Domain3,
Domaind D% RAA VN AT Y v b bRV U T 2N LTRSS X OICRET B HiEER
LTWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-dns value Domainl Domain2 Domain3 Domain4

)

GE) 27V v FDNSEZHRETIHE. HELETTIA_X—=FDNS Y —n—=0N, 7 IF7A4T 7
Ty RN T —AITREINTWVWDEDNS ==L EHELTWRWI EE2MRLET, EEHL
TWB &, ARIRIEPIELL8EET, 7o) —n Fa vy 7S50 5dEndH v F9,

Windows XP EEUR Ty b b1V FHEDDHCP RITZEDHRTE

ATy N RV AT a3 25534 R EBAZ TS &, Microsoft XP TEE N FEA L,
RAA EPHBHR L E T, ZOMBEEZERET 512X, ASA TEEL— N OHE 27 ~ 40 (2[R
LET, V—FOHIINL— DT T RIZL > TERD F4,

B 5oz L. S—TFRYS— BEUI—F—
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YE— R FOERISATY FCREAT SO0 TS ToxoirngE [

A

DHCP 4751812 & - T. Microsoft Windows XP 7 7 A4 7> FMI ASA TAF U v h bR
VT EMHTE DL 9127 £9, ASA (X, Microsoft Windows XP 7 7 A 7> k DHCP Inform
AvB—UICEEGE LT, 7794 T M bRV IPT RLAHOY 72y b ~A7 0 R
AA UL BXRIFTAVAREZT v 7 — 24 L E£9, Windows XP LLET? Windows
7747 hDOYA, DHCPRRITZBICL > T RAAS A LT Xy b~ 27 PMefkan
T ZhUX, DHCP r—N—% T2 OB IEM TRVERE CENL B E T,

intercept-dncp =~ > Rix, DHCP (AIT%(E4 A *—T7 NEITT 4 BE—7 M LET,

hostname (config-group-policy)# intercept-dhcp netmask {enable | disable}
hostname (config-group-policy) #

netmask 24 C, bRV IPT RLVADOY T Ry b A7 2 LET, 2Dz~ FDno
R, 274 F=21—3 3005 DHCP RATZELZYIR L E7,

[no] intercept-dhcp
WIZ, FirstGroup &9 7 L—7 R > —|Z DHCP (RITZA5 2% ET Dl R LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# intercept-dhcp enable

JE—FT7O9ERRIVSATVMTCERTSEOHGOTS>oY JOoxS

EXTE DEXTE

FIE

ATy T

TIGATLU DT FY P R— RFTRA—RZERET BT, ROFIEEETLET,

IN—F K)o —ar74¥al— 3 E— RFTmseproxyserver 2~ KEAHL, 7
TAT Y R TRAADT T uHFOT Xy b= R_— LR = 2R ELET,

hostname (config-group-policy) # msie-proxy server {value server[:port] | none}
hostname (config-group-policy) #

F 74/ MElZnone T, 2 I9A TV FTHRAADT T TTaxy —"—DORELIRE
LTWEHA, a7 4 F2b—2arnbBEEZHIRT I, Zoa~wy RO noBEX%E
EARLET,

hostname (config-group-policy) # NO msie—proxy server
hostname (config-group-policy) #

TRy P —R—DIPT RLAFETIIHRA MBIOR—- FEENREENTWVIITORE ST
100 XFRMETHHILENRH Y £,

gHInoraL, =T Ry o— s&U1—F— |
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ATy T2

BEITOT7AL. TL—TF K o— B&v0a1—H— |

=11
RE

W, 7999 Faxs —_"—L LTIPT FL 2 192.168.10.1 #FZE L. &R— | 880 Zff
F L. FirstGroup £\ Z—7" R U —% % RICT D02 LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy server value 192.168.21.1:880
hostname (config-group-policy) #

TN—TRK)—ar7 4FXalb—v a3 ET— FTmseproxymethod 2~ > K& AN LT,
IIAT VN TNRAADT T oY Taxy 7r7vay ([ AVyR)) ZRELET,

hostname (config-group-policy) # msie-proxy method [auto-detect | no-modify |

Nno—-proxy | use-server]
hostname (config-group-policy) #

F 7 4V Ml no-modify T, a7 4 X2l —a b BEEEIRT510F, 2o~
Y RO noBREHEHL E7,

hostname (config-group-policy)# no msie-proxy method [auto-detect | no-modify

| NO—-Proxy | use-server]
hostname (config-group-policy) #

A TE 5H5EF, RO LBY T,

cauto-detect : 77 AT N T ARAADT T TRy == HEMEOE A E
A X—=T M LET,

eno-modify : 27 747 8T AL ZATHEHALTWEL T ZUYFDOHTTP 7 7 7% 7%
VY —N—DREELDEEIZLET,

*nNo-proxy—= DV FA TV N TNRAATIEL, 77 UFOHTTP /' u ¥ vRELXZT 4 E—7
M LET,

. use-server—msie-proxy server 2~ > NIZRESNTEEEHTL L2112, 77 0¥
HTTP 7' m ¥ = " —RELZHRELET,

TP —NR—=DIPT RLAFEIIHRA MBI OR— FEENEENTWHODIITORE ST,
100 XFRETHHILENH Y £97,

WRIZ, FirstGroup & W9 ZN—TF R > —DT7 7 uH Fux U RE s LTHEREZRET 5
Bz R LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy method auto-detect
hostname (config-group-policy) #

WIZ, 7 7A4T 2 kTR ADHP—s3— L L TH—s3— QASERVER, ~— k 1001 & f#F 3
% X 912, FirstGroup LW Z—T R v —DT 7 oY FuxUREERET H0 2R L%
7
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ATvT3

ATy T4

YE— R FOERISATY FCREAT SO0 TS ToxoirngE [

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy server QAserver:port 1001

(
(
hostname (config-group-policy) # msie-proxy method use-server
hostname (config-group-policy) #

TN—T R —ar7 Xz b —3 3 F— KT mseproxy except-liss 2~ K& AL
T I TAT Y R T A ADT Z U R —=A N TTBHR L BN A NAFT LI 57
2XOFNT A RERELET, ZHHDOT FLAE, X —N"—lLoTT 7 &X
SNFEHA, ZDU X RME, [Proxy Stteings] A 7 v 7R v 7 A& % [Exceptions] 748 v 27 A

WCHYE LET,

hostname (config-group-policy) # msie-proxy except-list {value server[:port] |

none}
hostname (config-group-policy) #

a7 4 X2 b= arnLEREEERTDIE. Zoavr FonoBRXEHALET,

hostname (config-group-policy) # no msie-proxy except-list
hostname (config-group-policy) #

e valueserver:port : 2D 7 A T > b T AL ANT#HT D MSIE h—"—D P 7 KL AFE
7oA, BEOR—MEHEELET, A— MEFIHMEERTT,

enone: IP7 RUAFEIFIFRA M EZIIAR— RN &R L, IS Y 2 R EfR L E
A,
7 7 4V k TlE, msie-proxy except-list [ L7 4 B —7 /L Z72 > TV ET,

TaX P —NN—=DIPT7 RLRAEZITIARA MBLOR— FEENEGEENTWAITORE XL,
100 XFRMETHLILENH Y £97,

WIZ, 77007 axfIs) A NERET L0277 LET, IPT7 KL A 192.168.20.1 O
P—R—THERR &AL, R— | 880 2/l L. FirstGroup &\9 7 /—7 R v—%x5%L LE
7,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy except-list value 192.168.20.1:880
hostname (config-group-policy) #

ITN—T R — a7 4Xal— 3 F— KT mseproxy local-bypass =~ > K% A7
L. 27AT U RTARARATHERT L7 70N, 77X za—0L T, RRATHREE
AR—=TNELIZT 4 E—T NI LET,

hostname (config-group-policy) # msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

a7 4 X2 lb—va b EHEAHIRT IR, Zoavr ROonoEXEFHLET,

gHInoraL, =T Ry o— s&U1—F— |
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B orsec (k) 9547 Lo T BEOR

IPSec (IKEv1)

FIE

ATy T

hostname (config-group-policy)# no msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

7 7 4 /v h Tld, msie-proxy local-bypass L7 « B —7 MZ72 > TV ET,

WKIZ, FirstGroup E WO I N—F KNI =T T oHFOTaxy a— N NA X% A F—
TINZT BRI R L ET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie—proxy local—bypass enable
hostname (config-group-policy) #

D247 bDEx2) T4 BHEDKTE

TN—=TDx 2T 4 RELRET HITIE, ROFINEZFTLET,

IN—F Ry — a7 4 Fal—iaryEF—FT, enable F—7— F&ZEELT
password-storage =~ FZfEH L, =2—H—2BNu /A "XAU—=REI7FAT 2 F VAT
LRIFETED LT HMEINERELET, "AV— FRIFEEZT 4 E—7 T DI
%, disable ¥—V— K% 45 L C password-storage =~ > K& L £,

hostname (config-group-policy) # password-storage {enable | disable}
hostname (config-group-policy) #

X2 VT4 EOBEENS, NAT—=NRIFIIT 74V P TT 4 E—=T Mo T0ET, &
XaT A MZHDLZEBRDLP>TWNDHY AT A ETOH, NAT— ROREZ A R—TIUIT
LTL7ZENY,

password-storage JBMEA FITa L 7 4 X2 b— 3 U LHIRT 212X, 2oz~ FOnoE
KEANLET,

hostname (config-group-policy) # NO password—storage
hostname (config-group-policy) #

no B A FEET 5 & . password-storage D ZBID 7 )V —7 KU L —inbikk 45 Z LN T
\i j‘o

Zoawy N MEENRN— Y =T 7747 2 FRRERN— RV =7 7747 FOfA
Bl —H —FEREIC I S hvE A,
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ATy T2

ATvT3

FRYY—. BEUYLI—H—
IPSec (KEV) 254 7> kot¥a 74 BinEE [

WIAZ, FirstGroup & W I ZHTD 7 NN—T R 2 —IZ% L TRAY — REGEE A X —T7 T 5
iz~ LET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # password-storage enable
hostname (config-group-policy) #

TIHNVIRNTIET 4 B—T /IR o TWBIPEMEE A X —T W T 20 E I NEFRELET,

GE)
IPSec IKEv2 #2f¢ Tl IP JTEMEIZ AR — F SN TV ERFA,

hostname (config-group-policy) # ip—comp {enable | disable}
hostname (config-group-policy) #

LZSIP JEfG & A X —TWIZT DHIE, ZV—T R v—ar 74 Fal—v a3y E— KT,
enable ¥—7U— RZ4RE L Cip-comp 2~ KE AN LET, IPEMET 4 E—7 T 5
21X, disable ¥—U— FN&5&E L CTip-comp =~ FEZAJLET,

ip-comp BMHEZFETaL 7 4 X2 b—a UPBHIRTSIZIE. Zoavy FonoBE A
HLET, Zhicky, BloZv—7 R o—DfExfkE cEE4,

hostname (config-group-policy)# NO ip—comp
hostname (config-group-policy) #

TR EMEEA =T NITDHE, ETLATERTHDVE— N XA YLy 22— —DF —
AEEL— MRHETHHEERHY £,

Ev b

F— A EMEEERATHE, a—HPF— kv arTEDAEYFERL CPUMHARNHEML., &
%&LTAmnmw~7ybéWﬁﬁTbi¢o%@k@\?H&E%ﬁ%?Af%ﬁbf
WHVF—F 2= —ZH L CETA =T N T D EE2HRLET, T L5 2—HF—
BADOITN—T R —%E&it L, TNHO2—Y—Tk LTI EMEZ A 32— 7 Li
7T

IN—F R —ar7 4¥al—3 a3 F— KT, enable ¥—7— FZ#E L T rexauth
avw U REFHL, IKEX—2NFAERIN DB 2—F —DNHRGEE2 2T O LERHDINE D
MERELET,

GE)

IKEv2 #¢ CTiE, IKE F—HA R R— S T EFA,

IKE & — AR OFRGEE A 2 —7 T 5 L&, ASA Tit, &I 7 =— X 1IKE X2
T—3a BT —P— I L T —P—Z L RRAT— RO AN RKRD BN, ZDHEIKE
f\'*ﬁiﬁﬁ#ﬁbhék()\ili—ﬂ‘ uunﬁz)‘jzy) %ﬂi? ﬁ:mun J:OT\ '[Z‘J”\’:L U 5:/( 7j§
k& ET,

gHInoraL, =T Ry o— s&U1—F— |
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B esec aken) H547  roEFL T BHEOEE

ATvT4

RIE I TV D ¥ —FAERMBA BRI OGS, 2— P3GV LRk oD 2 &
WCREZE LD 2R £7, BATERMITE S IRINBRWE DICT DI, FRGEE
TAE=TMZLET, HRESNTWDX—HAERNA ¥ — VL EERT HITE, =2V~
7 &— R Tshowcryptoipsecsa 2~ FEZ AN LT, X274 TV vxz—2 g VOFMH
MNDTAT7HEA L BIORT—ZOFXa {4 NEfOTA T7XA LERRLET, IKEXF—N
AR SN DIBO 22— —OHRFET 4 B—7 /T 5I121E, dissblex—U— K2 A L%
o IKE F—2EAR SN DBROHRIEIL., 77 4/ b TIET 4 BE—7 M2 > TV E T,

hostname (config-group-policy) # re-xauth {enable | disable}
hostname (config-group-policy) #

IKE X — AR SN SBROBFRIHOMEEND TN —FRY —NHET 52 & &A1 %—
TINZTHIZIE, Zoaxwr RonoBEXE AT LT, (T2 7 4 F =2 b—3 3 )b rexauth
BEEEHER L £,

hostname (config-group-policy)# no re-xauth
hostname (config-group-policy) #

(6=
HEEIC 2 — P —=FE L RWE S, PRI R L 9,

FERHRERE A X — T M T DM EIDERELE T, Psec F T —3 9 o Tld, B8
HREEIC L 0 . T LWERT ST — 13RI EDF— L MR RWZ EMEEES N E T,
TN—TF RY =%, BOTNV—T R —NOERiE B DE MK T £, Bl
EWEIL, T 74NV ETIET A E—=T Vo TnE T, BRIBEME L A X —T T DI
X, V=7 RV —ar74¥al—aF— KT, enablex—U— F&fEE L T pfs
av REFEHLET,

hostname (config-group-policy)# pfs {enable | disable}
hostname (config-group-policy) #

SERREIRE LT 4 B —T7 T HI2iE, disable ¥—U— K& EELTpfs a2~ K& A
LET,

ARSI A T2 7 4 Fa L —a Y BHIR LT, HEMEA LWL 2T AT
I, Zoa<wr FonBEREALLET,

hostname (config-group-policy)# no pfs
hostname (config-group-policy) #

B 5oz L. S—TFRYS— BEUI—F—
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IKEv1 2 54 7 > 0 IPsec-UDP @itz [

IKEV1 754 7> @ IPsec-UDP BE DK E

IPsec over UDP (IPsec through NAT & RIS Z L6 HV £¥) 2EMT 5L, ~"—Fuy =T
7747 ME, NAT 2T LTV % ASA IC UDP BRI CTHS T&E £9°, ZOBRIZT 7+
VN TIET 4 BE—T 27> TWE T, IPsecover UDP (X, U E— b7 7 & A2 1256
ENDHHAOHIET, E—Far 7 Fal—ra UPRETT, ASAIL, SADFRIT T —
NEFIZZ FA T DB Tary 74 X¥alb—ra v R"F2A—=2%2L0 0 LEJ, IPSecover
UDP 2T 5L, VAT A NT 3 —< L ANETIEFLET,

IPsec over UDP & A X — 7 /L ¢ BI1%, J—F R —ary 7 4 Fal— g3 F—FK
T, KO LI IZenable ¥—7— RZ$HEEL Tipsecudp =2~ > REHFELET,

hostname (config-group-policy) # ipsec-udp {enable | disable}
hostname (config-group-policy)# no ipsec-udp

IPsecoverUDP Z i 95 121%, Z DIHOFIZNE-> T, ipsec-udp-port =< > R HERET 54
R 7,

IPsec over UDP # 5 ( &= —7 /23 5121k, disable ﬂ? U— K& AJJLFEF, IPSec over UDP
BEEFEITa 7 4 X2 b—a U LHIBRT AIZIE, Zoa<wr FonoEXE AN LET,
kv, BT —7 K =5 IPSec over UDP DEA A TE 5 L H1272 0 97,

KIZ, FirstGroup & V9 7 /L—= 7K U 2 —@ IPSec over UDP # X ET B2~ L E T,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipsec-udp enable

IPsec over UDP %A X —7 /LI LT=HAIR. IV—7 R — a7 4 Fal— g FT—
RCipsec-udp-port 2~ > RHLRET HXLENH D £9, ZDa~r RZL Y, IPSecover UDP
@D UDP R— FE BN EINET, IPSec F AT —3 3 TlE, ASA LR EINTZHR—
MCU YR, OT7 4 VZ)V—LTCUDP b7 7 4 v 7R Ry F7ENTHTEH, £OHR—
FETPHUDP N7 7 4 v 7 sk LET, A— MEZO&RMIT 4001 ~ 49151 T, T 74V
k DOAR— MMEIE 10000 T,

UDP R— h&2F 4 —T NI TBI20E, Z0a<wr RFonEXA2 AN LET, Z1UI LY.
BID T N—"TF WY S —7 5 IPsec over UDP R— F DIBEAATEXH X 512720 1,

hostname (config-group-policy) # ipsec-udp-port port

WIZ. FirstGroup &\ 9 7 /L—7 7K U 3 —@ IPsec UDP A" — k Z 7R — h 4025 [ZRET 5061 %
ALET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipsec-udp-port 4025

gHInoraL, =T Ry o— s&U1—F— |
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B ko7 o570 roRRORE

VPN N— K7 V5472 FOREDERE

FIE

ATy T

ATy T2

UEE) koa<ry REfHL T, *y hNT—ZEEE— RZRELET,
[no] nem [enable |disable]

*/FU JHEE— RE2ERT2E, N—FY=T 7547 MI, B—DOL—F 4 77

BERAty NU—Z% VPN o RLEZN LT E—F I _X—h Xy FU—7 Tt CTx F
TJ‘O PAT (3 H SvEH A, L7=h-> T, Easy VPN — —DEH%I(ZH DT /3A AL, Easy
VPN U E— hOERIZHDLTTAX— KXy hT—2 EOT A A2, bz LT (b
VANV ENLTCOR) BHET 7 EATEET, HOBALEETT, boXidnNn—FKu=7
TI3AT v MZEoTHBENAMERH Y FTN, M RART v REIL R -T2H &1
WO LT — 2 ARG TE T,

11
WUz, FirstGroup &9 7 /L—7 KU 2 —D NEM Zi%ET Hhl &R~ LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# nem enable

NEM %5 4 B—7ICT BI1213. mmMe# U—FR&EASHLET, 2D NEM EMEFETa
A4 X 2L —arh bRt AT, Zoavry RonERXEANLET, 2OF T
V%ﬁ%?ék\%@ﬁw~fﬁUV~®ﬁ%%%?%iﬁo

(EE‘%:) WD~ }‘%‘f'{iﬁﬁbfx X7 2=y FNRGEER Hﬂiﬂbijﬁ
[no] secure-unit-authentication [enable|disable ]

tRaT 2=y FEEEETIE, VPNNN—KRDU 27 774 T " b 3NV EBIBT B -0 22—

P2 XA — REFEH LIEBIEEZERTHZ LT, e VT oMb snvET, 2o

BEAX—TNMITDHE, "—RUxT 7747 MIRFSNTnHa—F—4 LT —
REfHLEHA EESNTWDIHE) , EXaT 2=y FREHIT 74V FCT & —7
JUZ T2 o TUNVET,

X7 2=y FREETIEH, N~ KU =T 77947 MIMERT BT 0 7 7 A LI L
TRAEY— R — FNL—TREESNTODLILERH D ET, T4~V ASA TEF=2T =
—_ ]\mquz)“ ‘gi‘cﬁ 6i\ g‘f@/§777‘y7o"j-"_/§"— %)-{Zaf‘:Lj? gT= }\wuu %&ET

LHUENDHY ET,

GE)
ZOMREER A R —T M LIZBAIC VPN b Y R RS 5101, 2—F—Ra—F—4 L
NXU%F%AﬁTéM?@%@ifo

B -

WOHNL, FirstGroup EWNHZRTD T N—F HRY —IZk LT, €F27 2=y MNRIEE A
=T M DT EERLTOET,

B 5oz L. S—TFRYS— BEUI—F—
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ATvT3

ATv74

VWNA—ES 7 55170 roBoRE |

hostname (config) #group-policy FirstGroup attributes
hostname (config-group-policy) # secure-unit-authentication enable

Y X7 2=y NRHEET 4 =7 2T BI21E, disable ¥—U—FK&#AJLET, X2

7 o=y MREERMAEIT L 7 4 X2 L—2 a U BHIRT AR, Zoaw 2 RO nolE

REANLET, ZOFTvarvzZRETHE MO V—T R vr—hbEeFxaT 2=
N ERREDE Z Ak CT& £ 7,

('f{‘%) Yk@:"??/ ]\%f'fﬁ)zﬁbwc\ ;_ﬁ_ FORIE & Y Hﬂiﬂbi‘j_

[no] user-authentication [enable | disable]

2—P—FHEEA F—T T DHE, N—=FT =T 77,47 ORIV DL DL—H —
X, bR Eg LTZ\/ NY—=JZT 78 AT HOICFREE=ZIT 5 e‘:75>z\%&7‘£@i

j—o ﬂﬁ]ﬁ@:{‘”—‘ﬁ— \ mfﬁbf_wu&*f—/\‘~®lllﬁr Tiéofuwftéhiﬁ‘ :L‘_“ﬁ__uuu
?71»%??4t—fwmﬁofwi¢o

774~ ASA T—HV—BEENLERGEIT., EONY I T v 7 ==tz —F—58
REERET DMERH D F77,

1

WORFNL, FirstGroup & WD ARTD 7 N—T KR o —IZk LT, 22— —FiLE A F— 7 IZ
TLHEERLTHNET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# user-authentication enable

:"’“'H‘ nunE%T/r'{Z 7/1/ —a—é i disable &% — U*‘F%]\ﬁbi‘?‘ :L’“_]j_ wuuﬁﬁ
MHEFITI 74 X2 b—arpbillRT212E, Zoa<vr Fon s AT LET,
TOF TV arEERTLE, BT —F R = b a— P —FEEOE MK TE £,

ROavwy REHALT, BEELZEx Da2—F—DT A NV ZA LT T FERELET,
[no] user-authentication-idle-timeout minutes | none |

minutes/X7 A —X T, T4 RV XA LT 0 MNER (AL ZHELE T, mERMIT1LS
T 7 /L MiE 30 4y, ERRIX 35791394 43 T,

TA KV EALLT D MIBHFICN—F =27 7947 bOEHOL—YF—ICLD2EBET
FAETANRWES, ASAIZEFD I GAT U DT 7 BAEZRTIHET, 20X A ~v—
1Z. VPN h o RV BEKRTIEZR2L . VPN R XA EEBTAIZFTAT Y NOT 72 AT 2%
T]\/i—g‘o

1 -

W OB, FirstGroup & WD) ZRTD T NV—T R 2 —245553DT A4 KV XA LT 07 Mz
ET D HEERLTOET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # user-authentication enable
hostname (config-group-policy) #user-authentication-idle-timeout 45

gHInoraL, =T Ry o— s&U1—F— |
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B ko7 o570 roRRORE

ATy TH

ATvT6

TA RNV EALT Y MEZHIBRT DIZIE, Zoa~vr RonEXEzANLET, 2047
arvEMHTAE, MDITIN—F R =BT A KV A LT MaZHKTE £,
TARNVEALT D MEZMA LZ2NE D12 DI, none F—7— RZHEELT
user-authentication-idle-timeout = ~> K& A LET, ZDa~vr NZkb, 74 KL & A
LT MCXUERRESNE T, IIUEEZRETDHE, T4 RV EA LT U RBRESIN,
FI AN N ERITRESNTZ I N—T R = b2 —HP—BFEDOT A KV XA LT 7 ME
DR SN e 7,

GE)
showuauth =< > R~DIEETREINDHT A KV XA L7 T ML, &IZ CiscoEasy VPN U & —
N TFARALZAD RN ERFELTe2—F—D7 A NV 2 A LT U MEZZRY 7,

WD < RaH LT, IP Phone Bypass #i% & L 7,
ip-phone-bypass enable

IPPhoneBypass #ffifH 35 &, "— KU =T 7747 NOHRIZHDHIP 7 4+ H, 2—F—
RORET 1 A7 L CHHt T X £9°, IPPhoneBypass (X, 7 7 4/ F TF 4 E—7 /LT > T
T4, ZHUE, TUA XA F—T i > TV ABRICOREA SN E T,

GE)
Fim, T TAT v MORFEERET BHITIE, 7 74T 2 MITMAC 7 KL A GREH
ETDHHLENDHY 9,

IP Phone Bypass &7 « & —7 /W27 5121, dlsable ﬂ? U — K% ANJj L%, IPPhoneBypass
BHEEZFEITA T 4 F 2 b= a U LHIRT IR, Zoavr FonolB A A LET,
ZOF T a Ak, B —F R °/*—75>[5 IP Phone Bypass DfEZ &K TZ £7,

WoHa~ R&Eif LT, LEAP Bypass Zi% & L £,
leap-bypass enable

LEAP Bypass |Z, user-authentication 2314 % —7 /Wl > TWAGAICOAEHA INET, Z
DA<y N2k, CiscoVAFVLARATIZERRAL L T3, Z06D LEAP 2347 » M
LEAP BiEZ Mt LT D, — Y —38GE T L ICFRAE 2 FATTE D5 L 912720 £9°, LEAP
Bypass X, 7 7 4/V hTT 4 B—T /T > TWET,

N=RDU T 74T NDOH%AIZNDLEAP 22—V —|21%, ®EEZ2MERHY £9, hrx
NVTHRA A~ TN ZADHAIZH D RADIUS —_"— 27 LT o oY Va2 EGETH 2 En
T& 72\, LEAPRRGERZ X 2= — R TEEHA, PURAVRBATI LT oy v EEE
TERWVEHHIX, By N —27 THRIESNLTW W= TY, ZOMEERRT 5720
12, LEAP /A /S A1X, RO =2 — W —FBEEORIIZ LEAP 237 > ~ (LEAP /X7 > RN2UT) %
ko VTR L, mmwsﬁwn~m@ﬁﬁ§m%mﬁf%éio LET, Zhick-
T, =¥ —F, FRO2—Y —FFREICHETLZ LN TEET,

LEAP Bypass £, KOG T CHEUNIHREL £,

« secure-unit-authentication 37 4 £ —7 > TWAZ L, AV E TV T 47 2=y k
m£#4z TNOHA . R RV A LU TLEAP T /31 AN TE 5 L 91272 5H
N ;FLEAP ﬁ'ﬁ%) T/\/I) Xﬁ)/\_ ]\ ]7317 77/(77/ ]\%munﬁﬁ‘é%%ﬂ%@ i‘j‘
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FRYY—. BEUYLI—H—
AnyConnect 7 5 1 7> k DI L— TRy o —EirnzE [

o user-authentication 25 X —7 27> TWB 2 b, A4 F—T T 5> T2 . LEAP
Bypass 723 H SV EH A,

« BARERBED T 7 2 A IRA > R A3, Cisco Discovery Protocol (CDP) % 317 L T\ 5 Cisco
Aironet Access Point Té5 Z &, PC D NIC — KX, o777 RORGETHMhEWNE
NEUR

1 -

WOHFNE, FirstGroup & V9 & RITD 7 )V—"7 7K U 2 —I|Z LEAP Bypass # #% €T 5 Hik&E R LT
WET,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# user-authentication enable
hostname (config-group-policy) # leap-bypass enable

LEAP Bypass %7 « £—7 /I %I21%, disable ¥—7U— K% AJJ L %9, LEAP Bypass J&
PEFTar 74 X2 b—2a UpOHIRTSIE, Zoa~vr FonBXE AN LET,
ZOF T araEMT 5L LEAPBypass DIEZRID 7 —7 R Y L —n bk TE £,

AnyConnect 7 54 7 > M EHRD T IL—TR) O —EHDEETE

FIE

ATy T

ATy T2

AnyConnect VPN Client ##5t ] (Z/R79° & 912, AnyConnect 7 7 A 7 > b B e A r— 7 VIZ
L7c#klZ, 7 v—"7R Y 2 —® AnyConnect 7 7 A 7 N BEREZ A X — 7 )V E Tl IMZAICTE
F£9, F—F KU —webvpn 2> 7 4 Fal— g T— FTCROFIEEZFETLET,

TN—T KR —webvpn 27 4 X2 bL— a3 E— RERBLET, RIHZRLET,

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn

TV RARA Y har B =—4% T AnyConnect 7 74 7 2 b OXKEeHIRA A N—IVET 4
=7 2T HIZIE, none¥—T — R&57E L T anyconnect keep-installer =~ > R &2 L &
T WITHIZRLET,

hostname (config-group-webvpn) # anyconnect keep-installer none
hostname (config-group-webvpn) #

TI7HNETIE, 77472 bOXRGERRA VA M—WEIA F—T W >TWET, 774

72 X, AnyConnect 7 7 A 7 By a VO TRIZZ Y RABRA 2V MZA VA F—L &
NI EFEITRY £7,

gHInoraL, =T Ry o— s&U1—F— |
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B Avvcomect 55172+ BEHEOTL—TRY L —RiEORE

ATvT3

ATy T4
ATy TS5

ATvT6

ATy T17

I N—TFRY 2 —@ AnyConnect 7 7 A 7 >~ SSL $%#5i#%H C HTTP 7 — % OEfi & A *—7
JWZF 5 IZIE, anyconnectssl compression 2~ K& AN LET, 774/ b Tk, EfEiEnone
(T4E—T7N) TRESNTWET, EMEA R—7MZT DT, deflate ¥—7— K%
R LET, RiIHZRLET,

hostname (config-group-webvpn) # anyconnect compression deflate
hostname (config-group-webvpn) #

7 v RET MO E

T AR DT A RVIREEA MR 2R A HIR T 256 CTH, Im¥y, 7747 U4 —
Jb. ETZIENAT 734 AfEH O AnyConnect 7 7 A4 7> b W EFIZTHZ LN T
F9, TNEITHITIL, anyconnect sdl keepalivecommand: ZfEH L CH—7 7 74 7 A v
T-VOBEZTIEL T,

anyconnect sd keepalive {none | seconds}

o, =TT IATHRETL L, UE— 2 —H—2) Microsoft Outlook F 7= (% Microsoft
Internet Explorer 72 & D YV oy hR_R—=ZX 77V r—3a %7 77 4 TIZIATL TV RWEGS
T%. AnyConnect 7 7A 7> b 7747 v MIUIWB XL O HER SNV EE A,

WOFITIEL, AnyConnect 7 7 A 7 b INF—T T FA T A =% 3008 (547) OBE
TEETEL2E2 xR VT 4T T IAT U AERELET,

hostname (config-group-webvpn) # anyconnect ssl keepalive 300
hostname (config-group-webvpn) #

AnyConnect 7 74 7> h NSSLE Y 3V CHF—EFHARTE DL D127 5T, anyconnect
sslrekey 2~ > REMEHALET,

anyconnect ssl rekey {method {sd | new-tunnel} | time minutes| none}}
T 7 AN T, F—FAERITT =T MR TVET,

method % new-tunnel (Zf5ET 5 &, SVC F— D FARKHIZ AnyConnect 7 7 A 7 > k 3F LW

RN EMENLT D X O ICHRE SV E T, method & none IZIRET D &, F—FARITT «&—
TMZ72 0 £, method & ssl IZFEET D &, SSL OFR T =—3 3 EF —HAERTITAT
bivET, method Z4FETHNDVIZ, By a P ORMBH L X —FHAERNMTDILD £ TORE
filZz 1~ 10080 (1H[H) O THRETEET,

WOHITIE, F—FAERKFIZ AnyConnect 7 74 7> h M SSL L FFRrIT v =— h 95 K 91T
EL, F—HERNE Y v a VHAO 30 3RICEETHEIICHRELTWVET,

hostname (config-group-webvpn) # anyconnect ssl rekey method ssl
hostname (config-group-webvpn) # anyconnect ssl rekey time 30
hostname (config-group-webvpn) #

AT T a b3 N NAERER AT 5 & AnyConnect 7 7 A T 2k APV T
T4 T EFHLTCWDBLEEDIPVE T 7 4 v 7 OFFIERL, IPvd v T 7 4 v 771207
ZFTHLTCWBLEEDIPVG T 7 4 v 7 ODEBHEEZRETHZ ENTEXET,

B 5oz L. S—TFRYS— BEUI—F—
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ATvT8

AnyConnect 7 5 1 7> k DI L— TRy o —EirnzE [

AnyConnect 7 7 A 7 >~ 73 ASA IZ VPN #4#t9 % & 12, ASA (L IPv4 & IPv6 D— ¥ 7-1%
WO T R AZE Y Y4 TE9, ASA 2 AnyConnect 7 71 7 > b H#5ilZ IPvd 7 KL A £ 7=
IXIPv6 7 R L AT 250 Y THAI2, ASAMNIPT RLAZEID Y Thhotory hU—
T RTFT T4 TIZONWT, AT 7 hal XA RRIZLE>TEDRNT T4 v 7% R
0y TEREDEN, FRIFASAEZNARALTCIZ IA TV EhbOREEZe L, 2% 171
TTXAN LELTORGBEHATAINEHETCELLIICRE L,

7o & 21X, ASA 7% AnyConnect 7 7 A 7 b H&fpill IPv4 7 RL ADH a2 EHID T, = FR
AVIERT 2T NVAE 7 ENTWLEMELET, 2O RARA Y MR IPv6 7 KL A~
DEELAZRATE XL, 7 T7AT 2 MR RR T 0 N a VB ERT B —7 LV OREIX, IPv6
N7 749 IR RayPSNETH, 7747 8 AR Ta harhg x—7LVOgGE
EIPV6 N T 7 4 v ZE I TAT UMb VT TR ARE LTEEINET,

SSL ##5t Tld72 < IPsec b v RNV EFENL L TV DHAEIEL, 7 T4 T R TIPVe AR/ - C
WANE I M ASAITBIINRNTZD, ASAITEIZZ FA4 T b XA RA T e ha/LikE
BTy vaZy s LET,

client-bypass-protocol =~ > REMHL T, 7747 b NA N2 71 b altgigd A r—7
NETXT =7V LET, a~vr FEUIROEBY TT,

client-bypass-protocol {enable | disable}

WL, 2IAT 2 s AR Ta balz, 32— MIT 0% RLET,

hostname (config-group-policy) # client-bypass-protocol enable
hostname (config-group-policy) #

WIZ, 7I9AT 2 b XA RZR Fa bhalzrFAv—7 T 56E2 R LET,

hostname (config-group-policy) # client-bypass-protocol disable
hostname (config-group-policy) #

WIZ, A F—TNVEEEFT A =T N2> TNWDE T TA T b XA RA T ha/LREx
HIFRT 212~ L E7,

hostname (config-group-policy)# no client-bypass-protocol enable
hostname (config-group-policy) #

ASARZE — R ARNT U TV RRELTEGAIL. VPNt v v 3 COFMNIZEH &b ASA
IP7 RLUAZMRRT 57202, ASADFQDN 24T L F9, ZORTIE, SFSERIP T2
rarvoxry NO—JMO7 74T s a—I 07 %Y R—1+9259 2 TEETT (IPv4 H»
51IPv6 72 YY)

AnyConnect 7 7 A4 7 N 707 7 A /Wil D ASAFQDN ZfEH L T — I 71412 ASA TP
T RLVAZRETAZEIETEERA, TRUVARB— R AT 007 U F U FADOIELWT
NAA (R RADBHELSIVTWDTNA R) E—BLBRWEERHY £,

TRA ADFQDN N T4 T MIEUE SNRWEA. 7 74 7 > ME, LIENC b2 RV
SNEILTWASIP T RLA~OFEERZRAAET, £ bH P 71 h=av (IPvd 725 IPve) D
Fy NT—JRloua—I 7 %YR— T 5I21E, AnyConnect 7 7 A 7> b &, R FRLD

gHInoraL, =T Ry o— s&U1—F— |
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B o7y s—ni—REronE

FHESLIZHEA T 25 ASA T RLAZRETE DL L O, v—I U 71&ICT 731 X FQDN D4 Hi
FRRZAT O BN DV ET, 7 74T > NI, PR TICT 7 7 7 A VITEET D ASA
FQDN Z i L %97, LikDt v a g Tl ARG GITHIC, ASAICE - T
Ty vad&ile (Fe, FV—T R —TEHENHKE LT) 7351 AFQDN &l L %
9, FQDN 2ERE SN TW7eWG4A . ASA IZ, [Device Setup] > [Device Name/Password and
Domain Name] D% ENENHT /34 A FQDN ZHfS (BXW7 74 7 MIEE) LET,
TNAAFQDN R ASAIZL > T v v a ST RWEE, 7747 M, 72517
Faroxry hU—7HOr—I 7HIC VPN By v a U EFHLCEERA,

gateway-fqdn 2~ > FZEH LT, ASAOFQDNAZRELET, 2~ FEXFIKRDO LY T
o

gateway-fqdn { value FQDN_Name| none} ¥ 7=1% no gateway-fqdn
RIZ, ASA ® FQDN % ASAName.example.cisco.com & L CEFT B4R L ET,

hostname (config-group-policy)# gateway-fqdn value ASAName.example.cisco.com
hostname (config-group-policy) #

WIZ, ZN—T KUY =06 ASA D FQDN ZHIBRT 2612~ LET, Z7A—7 KU T —Iid,
TIFNE TN—T R =06 ZDEEMALET,

hostname (config-group-policy) # no gateway-fgdn
hostname (config-group-policy) #

WIZ, FQDN #ZEDfE & L CTEFKRT DB %~ L £ 7, hostname =< > NI I N domain-name =
<~ RFEHEALTCRESNTZZ7 2— L FQDN WMEHA SN ET (ERATEERSEES) .

hostname (config-group-policy) # gateway-fgdn none
hostname (config-group-policy) #

NV YTy T H—N—FBHEDOERTE
NPT T P—N—%RELET FEHTLITENHDIEHE) . IPsec/ X7 T v H—
N2l TBHE, VPNZ T A4 T MEIT T4 <1 ASA PMEARFDFE S F RV Mok
T HZENTEET, NI T v —R—%FRETDHE, ASAIL, IPsec b > RILEHENL
THEXZITAT U MY —N"—V R NEELET, 7747 MEFERITT T4~V ASA
FenRNy 77 o = R—=ERELRWIRY, Ny T v = N—[3FE LT A,
NPT o T P—=n_=F, 7I7AT7 L b EFEFITTT A4~V ASA FIZEREL £, ASA kIiZ
NI T T P—=NR—=%BRETHE, NI T T =R —= KU =N N—THNDT T A
TN T v vad&N, ZIAT VN EDON 7T T ==X EEINTNDE
E) NEEHEDY 7,

B #6707 740, FL—TRYL— H&V1—H—
88
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(B FAMEFERTIHEE. Ny 7T v 7 DNS H—"—B LU0y 77T v 7 WINS $— 31—
., 774 <Y DNSH—"—BLOT T A<V WINS —_—L 3Ry hT—7 EIZE
BTH2ZEE2HRLET, 20X CL2nE, "—KRU=T V74T NOBEHDI TAT
Y IMWDHCP # N LC/—KU =7 7 747> b» 5 DNS IH#IE L OV WINS fF#H % i LT
WOHIGE, T4~ ==L ORIV, Ny 7T T =T 872 5 DNS fEH
& WINSfE#in3 d 5 &, DHCP U —ARWIREINIC/2 D FE T F7A4 7 MEEHTE <Y
£, £/2. FAMEHEH L TWDEEIC DNS B —S—0MEHARFICR2 D &, KR B IiE
WRETHBENANRH D T,

Ny TP —N—=RETHIZE, V=R —ar71F¥al—rarE—KT
backup-servers =2~ K& A LET,

hostname (config-group-policy) # backup-servers {serverl server2... serverlO |
clear-client-config | keep-client-config}

RNy 27 o7 HP=N=ZHIBRT 21, Ny 7T v 7T = "—ZHELTIDaA~L FDno
B A& AT LET, backup-servers BMEAZFATa 7 1 Fa L— 3 U BHIBR L., backup-servers
DIEZEMD 7 —TRY = bk TE 5 X 9127213, 5IEEHREETICZoav s R
D noEXEAHLET,

hostname (config-group-policy) # no backup-servers [serverl server2... serverlO |
clear-client-config | keep-client-config]

clear-client-config ¥—U— KX, 7 74TV F TR I T o7 —NR—%HHLRZNZ L%
HELET, ASAIX, XNVDOY—NN—= VR 2T v a2 LET,

keep-client-config ¥ — 7 — RiX, ASAN Ny 7T v 7 h—N_—{FWE 7 747 MIERFL
RWZ EERELET, 7747 MI, MAOANy I T T == U R NEEHLET
FEEINTWDHEE) . ZUET 744 R TT,

serverl server 2....serverl0 /X7 A —4% U X M, 774 <UD ASA BMEHRRTOEAEIZ VPN
DA T NWERT =R T T4 4V T 4 A AR—=A TR > 7=V A NTT, ZD
AR, —_"—ZIPT7 FLRAEZIEIAA M THEELET, 20U 2 FDES1X500
WFETT, B TE D b UITHREK 10 i £ TTY,

WOFNL, FirstGroup EWIHZARIDOTN—TFRY > —IZ, IPT FLAA10.10.10.1 & 192.168.10.14
THHNN I T o7 =B ET D HEEZRLTNET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # backup-servers 10.10.10.1 192.168.10.14

2V RI)—H PRIy 3o Ay A= ILINSA—SDHETF

COWETHBAT LN —TRY T —NAC <> R, T _XTF 740 hOERH Y £,
EIY L THLMEREEZRE, ZHODONRTA—=EZDT 7 4 /)L MEIFEFE LRNWTL &N,

gHInoraL, =T Ry o— s&U1—F— |
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FIE

ATy T

ASA L., YEIEFRFEZ v k2L (EAP) overUDP (EAPoUDP) DA vt —UZHHL T, UE—
FARANORAF ¥ ZMRLET, RAFYMEETIL, VE—FFANMIRY NU—2 T2
TARY —%ZEY Y THENS, ZTORAIREX2 )T 4 OBBEREZRTZLTWHDENE D
PRFARONET, X2V T 4 T IAT UV ATHy NU—27 T RIvyvaryarybo—
JVEFRET BT, NAC HIZ Access Control Server 7% € L TR MLERH D £97,

AccessControl Server |Z, Y AT LDE=X Y 7 LiR—sDOEM. T3y 7, BLIOrFx o
TN ONERE RTHRATF ¥ b—2 > (ACS TREFRRRLTI) 22XV 7 4 777
AT VAZF Y a— RLET, —RIRHAAF ¥ b—2 1%, Healthy, Checkup, Quarantine,
Infected, F72/ZUnknown TF, RAF ¥ IRILEI1F7 T4 7 > M LORBIENKEDD &, ACS
ey arlOT 78RR v—%tXa VT4 TTIATLVACE 70— RLET,

FIFNINDOITN—F R —F IR N—TF R —DFRy NT—7 T RI v gy
oy ha—VERETHICE., WOFEEZETLET,

EE) AT =R/ )— A Av—DHMEZRELET, EXa2 VT4 TTIA4T A
I, RAF Y RGEERFER KDY, AT —F A7) —DIEE &% TMH =N, AT —H
AN —DEA v —FIFEI ST E T, ZOXA~v—DWIRPEIND L, FARNDRAF ¥ D
EREEPFRL 7)) — (AT —FA 7Y —) BRITSNET, XA ~—OHIEZ 30~ 1800
O TAIILET, T 74/ bOKEIT 300 HTT,

Xy FU—2 7 RIyvararyio—LDtyiarT, RAF Y RS- KDY,
RAF X DELEFRDKRO 7 =) —RNFITSNDHETOMBERET D121, ZV—7 K
v—ary 7 4¥alb— a3y E— KTnacsg-period 2~ REFHALET,

hostname (config-group-policy) # nac-sqg-period seconds
hostname (config-group-policy) #

FIFINV DT N—T RY)—MBEAT—H A I — F A ~<—DEZMAT DIT0E, fkK
ORI N —F R —ZT7 7 EBALT, ZOa~vy ROonBERE2HEHLFET,

hostname (config-group-policy)# NO nac-sq-period [seconds]
hostname (config-group-policy

W, AT—HA ) — FA~<—0DfE% 1800 PICEET 262 R LET,

hostname (config-group-policy) # nac-sqg-period 1800
hostname (config-group-policy) #

WO T, TIFN S ITN—T R —InHAT—FZ AT — A ~v—DfEE & LT
b\i‘g‘o

hostname (config-group-policy)# no nac-sq-period
hostname (config-group-policy) #

B 5oz L. S—TFRYS— BEUI—F—
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ATy T2

ATvT3

Y RIT—Y FRFIvI3>arbA—ILNNSA—2DERTE .

(fLE) NAC OFMFAOHMEZRELE T, BX 2T 4 7734 7 AlE. RAF v #fiE
PREZR KDL, BGEY A ~—ZipEhs £, Z0F A4 ~v—0nHBEnIc2 5
L ROBERFEDORAF v FGEN M) T—ShET, BX2 VT4 77 T4 T A E, T
TLREILAETRAT v #BHGELET, RATF Y REAEE T2 IXHMREERICT 78R a0 br—
zv%~vv—ﬂﬁﬁﬁf%éw\%éxtf7jvvb®0vv—7ﬁ%}y-w%ﬁ@’fﬁ@iaA KRAF v
EWGET AWM AECAS LEd, #PHIT 300 ~ 86400 X T4, T 7 4 /L F D% EE 36000
B,

Xy b= 7T RIvvararhbo—LOtyar TRAF Y 2T 52 ET
HIZlE, I—F R —ar7 4 X¥al—3 g F— FTnacreval-period =< > K& ff
MALET,

hostname (config-group-policy) # nac-reval-period seconds
hostname (config-group-policy) #

FRGEY A ~—DfEET 74V N TA—7 KU =0 bk T 5121, EToE 7 v —
TRV —IZT I/ EALT, ZOavry RonBRAFHLET,

hostname (config-group-policy) # NO nac-reval-period [seconds]
hostname (config-group-policy) #

I, FRREEY A ~—% 86400 FICEH T 54~ LET,

hostname (config-group-policy) # nac-reval-period 86400
hostname (config-group-policy)

WO T, TTHN DT N—T R o —nEFMAEZ A ~—DEZ & L TWET,

hostname (config-group-policy)# no nac-reval-period
hostname (config-group-policy) #

(fEE) NACHTZ 74/ MACLEZRELET, EXa VT4 77 T4 T RIE, RAF ¥
ERGECE 2WGAIC, BIREN7Z ACL ICBEEMITF o T o EXx a7 0 RN v —%iH
LEJ, none /2I3HEE ACL 245 E LET, 7 7 4 /L Fi%ElEnone T3, none lZiXET %
ELBX 2 VT T T TATURE, RATF Y ERAECE RN ZICT 74V DT —
TR —E#EALET,

RAF X ZRGEECTE ol Fy NV —2 T RIvyvaryarvbao—tyyaryO7r 74
JVMACL & LTHEHEND ACL ZFEETHICIE, JV—T R —ar7 X2l —3
v &— R T nac-default-acl =~ > F&EHEHLE T,

hostname (config-group-policy) # nac-default-acl {acl-name | none}
hostname (config-group-policy) #

TI7X N NOTN—T R = ACL kAT B121%, MK TOREIN—T R o—|Z
TIEALT, Z0a<vr RO noEREHEHLET,

gHInoraL, =T Ry o— s&U1—F— |
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ATv74

hostname (config-group-policy) # NO nac-default-acl [acl-name | none]
hostname (config-group-policy) #

Zoawy FOERTROLEBY TY,

« acl-name : aaa-server host =~ > RZEH L CTASAICREINTWD, RAF ¥ ZRGET
DY == T N—=TOLRIERELET, ZOLAANL, LD~ FITHRIE S 47 server-tag
BN BT HMERH Y T,

enone: T 74V K I —FRY —nHD ACL D& ZE2T 4 —7 L. NAC & v
L aV TCRAF Y RAEN TERNo2E ZICACL # A LEH A,

NACIZF 74/ R TCF 4B —T Mo T WA=, ASAZEIETH VPN FF 7 ¢ v 7%
NAC 284 X —T NI B E T, NACT 7 4/V F® ACL ORZI3Z 1 F 8 A

WOBTIE, RAF ¥ ZHRIETE R o7z &I, acl-l W) ACLEZHEHAT AL HIZHEL
Tb\i—é—o

hostname (config-group-policy) # nac-default-acl acl-1
hostname (config-group-policy) #

WOBITIE, T 74V T—F R Y =6 ACL k& L TWEJ,

hostname (config-group-policy) # no nac-default-acl
hostname (config-group-policy) #

OB TIE, T4V K ITN—T R —MMEDACLOMEEZT 4 E—7 2L, NACE v
LAV TRAF v ZREETER -T2 ZICACL #HA LEH A,

hostname (config-group-policy) # nac-default-acl none
hostname (config-group-policy) #

VPN O NAC %2R ELET, T 74/ F T, i) 2 MR TWEd, 74 LH
JEYEDT 7 4V MEIX none T, RAFT ¥ RFEZ%RT DY E— N KA DAL —TF 1
T AT A (BXOYACL) T &1Z vpn-nac-exempt =2~ K& 1 [RIAS LET,

RAF X BGEEEGBRT DV E— b a v Ea—HDX AT D) A M=y R ZBI7 5120%
IN—T R —ar7 4¥al— g F— RTvpn-nacexempt =2~ REHHL£7,

hostname (config-group-policy) # vpn-nac-exempt os "os name" [filter {acl-name | none}]
[disable]
hostname (config-group-policy) #

MEKET 4 E—7 ML, TRTORR FEBRAF v BRIAEOFHRIZT 511, vpn-nac-exempt
DOFHEAIZnonexF—U—REAHLET,

hostname (config-group-policy) # vpn-nac-exempt none
hostname (config-group-policy) #
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ATy TH

vy kD=5 7RIvvavavra—L 5 i—20EE [

@R A ROy MY EEIBRT A3, 2oa<vry ROonBRXEEHA L, kT4 —
T4 VAT A (BXOACL) 2fELET,

hostname (config-group-policy)# NO vpn-nac-exempt [os "os name"] [filter {acl-name
none}] [disable]
hostname (config-group-policy) #

ZDOITN—T R —IZBEMT 5 TWAGERD 2 MZhH e MY RHIBRL, T 74
N IZN—=T R —DREEY A N EMATHIZIE, F—U—FEEEETICZDa<vr RO
no BN afEH L E7,

hostname (config-group-policy)# NO vpn-nac-exempt
hostname (config-group-policy) #

ZDa~wy ROMLERITRO LB TT,
cacl-name: ASA D7 4 X2 L—3 g UITFETET D ACL D44 Hil,
o disable : FufR U A b= b ZHIBRESICT o =T M LET,

ofilter : (A7 ay) ava—FDOFN—FT 47 VAT LADLEID—K LT- & X
WChT T4 900574 NE )T B=0IC ACL A LE9,

enone : Z O F—TU— K% vpn-nac-exempt D3 e AIZAT LIZGA R, AR T « &—
TN TRTORA MPFRAF ¥ RFEOXMRIZR D 3, ZOF—U— RN% filter
DT SHAICAN LG EIE, = P TACLEZfRELRNZ EE2RLET,

cO0S: ARL—F 4V VAT AERAF Y REENBHELET,

sosname : AL —F 4 7 VAT ADLBITYT, BHINIANR—ANEGEENTWEEAIZ
OHB|IABFNMHETT (72 & 21X "Windows XP") .

WOFITIE, MANT =TS, TRTORA RBHRAF ¥ RIEORRIZSINET,

hostname (config-group-policy)# no vpn-nac-exempt none
hostname (config-group-policy)

WIZ, RY ZA "B _ToO= > MY ZHIBRT 2612~ LET,

hostname (config-group-policy)# no vpn-nac-exempt
hostname (config-group-policy)

WhDa<w s REAN LT, Xy M= T RIvvararybua—nLiAX—7NVERIETT 4
=7z LET,

hostname (config-group-policy)# nac {enable | disable}
hostname (config-group-policy) #

gHInoraL, =T Ry o— s&U1—F— |
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T7 XN TN—F R =05 NAC OFREZMAT B0, MATORBEIL—T7 R
— T EALT, Z0avry FonBEEHLET,

hostname (config-group-policy)# no nac [enable | disable]
hostname (config-group-policy) #

F 74V R TIE, NACIZT 4 B—7 Ml >TWET, NAC A X—7 /LT 5E, UE—
N7 I BATRAF Y REEDMLEIZRDET, VE—F 2V Ea—FDRAF ¥ RIELNTD
R IND E, ACS Y — =B ASA THHATEZT7 7 EBA R o—% Xy ra—RKLE
T, NAC X, T 74V FTIET 4 =7 WM > TV ET,

Access Control Server (X% v hU—727 FICIFEETAIVERH Y 17,
WOFITIZ, ZN—T RY —IZx LTNAC A 2 —T7 /M LET,

hostname (config-group-policy) # nac enable
hostname (config-group-policy) #

VPN SAT7o M D747 94—ILR)—DKRTE

Tr7AT T4 —ME, T—HDOEENT Y NEREAT Yy VEENENRAEL T, X7y bD
Ty AT U —/VIBRETFAT L0, £y bE Ry 730 E I nERETH L
WXV, avEa—FE2Af 0 F—Fy "B TIRELES, 7747 UF—ME, 7
N—TDVE—b 2—HF—=NRATFY v h hoRY U TERELTWDLEAE, EX=2U7 40
MEzb7ZbLET, ZOHRA, 77AT UA—AR, A X —Fy hEiFa—F—Dr—
HILVLAN ZfRHT A RERANS 22— —Da L Ea—F 2 F#E L, OV Tidh¥ry hU—
I HRELET, VPN T4 T bEEHLTASAICER L TWD Y E— b 2—H—(, i
77 AT o=V AT a r B@IRTCEET,

ITN—FRY—ar7 4 Fal— g F— RTdient-firewall =2~ FZFEH LT, ASA
MDIKE h> p L 2 Fvxm—2 g VHIIZVPNY A4 72 MIEMET A=Y F NV T 74T 74—
NWARY V—EHRELET, 77 AT U4 — LR —%HIRT DI, ZDa~<r FonoiE
KEADLET,

TRTCOT7 7 AT U= R —%HIBRT2I12iE, 5IEEEETTIZnoclient-firewall =~
VEREANLET, ZOa<wr FIiZLY, none ¥—U— FEFE L Tdient-firewall =<2 K
EANUTER LTIV AT —0mbEZEN L EH T, REBFHADTXTOT 7 A4 T Ut —
VR —=DEIBRENE T,

T7AT AR =Pl hdé, 2=V =17 74NV NERITZDOMD T NV—T K
V—NICFET D77 AT U4 —VR ) o—5fA LET, 2=V —NZDOLIRT7A4T
T =L RY —EHAK LWL HIZT DI, none F—TU — RZ&$EE L T client-firewall
avr REANLET,

[Client Firewall] # 7™ [Add or Edit Group Policy] A 7 1 77K v 7 AT, BIFZITEE T
DI N—T R —i ﬂbfwm7747/b®7747?¢—wﬁﬁ%$ ETEET,

B 5oz L. S—TFRYS— BEUI—F—
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AnyConnect 7 S A 72k T7 AT oA —ILKR) S—DEHE .

6=

INHEDT7 AT 7 —IVIKREAfEH T 5 Did. Microsoft Windows % %179 % VPN 7 7 A
T NEFTY, B, N—RUx=T 7747 MEIEM (Windows LIS YT hU =

T IIAT TR, IS OERIIEHTE EE A,

YOV ATEH, VE— b 2=V —DPC LIZRR—=YF NV T 7 AT T —ILPNA A F—
NENTWET, VPN FA T NI, 0=V 77 AT U — L TERBINTWVDL T 7 A
TOF—=NRI—ZWHL, EOT 7 AT U —ANETINTNWDZ L EMHERTHT-0DIT
EF=A—LET, V77 AT U NDFITHEIETDHE VPN 7 T4 7 2 ML ASA ~DiE(E
ZRay 7 LET (ZOT7 747 74— Vil A 7 =X L% Are You There (AYT) & FRIEHL
9, VPNZ 4 7> B EMIIC Tareyouthere?] A vE—V%EFETHILICL-TT 7
AT T —IVET=H—FTHNHTT, IENRENRWEE, VPN IA4 T M, 774
TUF—NNE T UTToD ASA ~OERNKET LT e LET) . *y N —7EBE
MINGDOPCT 7 AT VA —NVEMBIZRET 2HEbH D T, ZOHEEZHEHTIII,
2P IEBDOEELE N AZ A A TEET,

E2DLF YA TIL, VPNZ FAT 2 RPCOR—YF I T 7 AT 74—t 7 »
AT A IVR) o—%lHTHZENRRINS NS Z 03B £3, — O pE LTE, A
TV b bRV T EEALCIN—T DY) E— FPC~DA L HZ—Fv 8N VT T 4T %
Tay 7T HTERFTFONET, ZTOHFEE FUORADBHLINTWDHMH, A X —F
NMEEORANS PC ZR#ET 50T, PRI A FORESNET, ZOT7 7 AT U4 —/LD
U AL, v 2 RY 2 —F 721 Central Protection Policy (CPP) & FEXiLET, ASA T
I, VPNZ 747 MZEHTH N7 7 4 v 7 EBNAL—L Oy FEERL., 2 bDL—L
BT ANZICEEMIT T, 2O AN EET 7 AT Ur— AR =& LTHRELET, ASA
IXZDORY v—% VPN T4 7 FETERGLET, D%, VPNZ 747 MIAKRY v—
ZOo—H)V Ty AT I —VIEL, FITCR) —0NEH I ET,

AnyConnect 7 S A 7 b J7A T 04— ILiR) O—DHRE

FIE

ATy T

AnyConnect 7 7 A4 72 s D7 7 A T U 4 —/Lb—)LTiL, IPv4 7 RLAB I OIPv6 7 KL A
ZHEETEET,

1R BHHEIIZ
IPv6 7 RLADRESNTHMET 7 A V— L ZERL L E T,

webvpn ZV—7 R — ar 7 4 Xab— g B— RERKLET,
webvpn
i

hostname (config) # group-policy ac-client-group attributes

gHInoraL, =T Ry o— s&U1—F— |
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. Zone Labs Integrity H—/\— D {# F

ATy T2

ATvT3

ATvT4

hostname (config-group-policy) # webvpn

FIGAR—RNEFGFIANT Y o7 Xy NT—T L— DT VA ha—/L L— L EEEL
F9, TIARX—FRY FT—=T L=, JITAT 2V SOVPNERT XX L 2 —T <
A AZEHEINDNL—LTT,

anyconnect firewall-rule client-interface {private | public} value [ RuleName]

hostname (config-group-webvpn) # anyconnect firewall-rule client-interface private value
ClientFWRule

IN—T"RY) =D N—T R —@ L webvpn RY v —@HEEZRRLET,
show runn group-policy [value]

&1

hostname (config-group-webvpn) # show run group-policy FirstGroup
group-policy FirstGroup internal
group-policy FirstGroup attributes
webvpn
anyconnect firewall-rule client-interface private value ClientFWRule

TIAR=F Ry NT—=T V= VInb I TAT N 77 AT U+ —)L L—LDHIRESNE
B

no anyconnect firewall-rule client-interface private value [RuleName]

1 -

hostname (config-group-webvpn) # no anyconnect firewall-rule client-interface private value

hostname (config-group-webvpn) #

Zone Labs Integrity H—/\— D&

Z OIATIL Zone Labs Integrity #—/3— (Check Point Integrity #—/3N— & HFEEILD) 12O
T#tB L. Zone Labs Integrity % —/SN—% %R — h 95 X 512 ASA #3XET 5 FIADOHI 2/~ L
£7, Integrity —/"—(F, VE—FPC L TEX=2VT 4 R U—2REBLOETTH-
HOHFREBR T — 9 > CF, UE— b PC A Integrity V—"N—IZ L > THRESINT=EF =
V74 R =Ll LRWES, Integrity V—N—B XL ASADMREST 27T A _—F Ry
NT—T~DT 7B ARG ZONERA,

VPN 7 947 N V7 b Ux=T & Integrity 7 7A 7 b Y7 =T %, VUE—KPC_LIZ
HIZHEELTWET, WOTFIETIEH, VE—FPC EEEDTTAR—F Xy hT—7 T
Ty a UEMNTHEEO U E— b PC, ASA., B L Wintegrity h—"—DT7 7 aitE b
DET,

B #5707 0 GL—TFRY— BLUFa1—¥—
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TRY—, BLUI—Y—
Zone Labs Integrity —/\—®D{# .

1. VPNZ A7 b Y7 b =7 (ntegrity 7 747> b Y7 b7 =7 LRELYE— b PC
WZHEEE) 13, ASAWCEER L, ZANEDAA TDT 7 AT T4 =V 774 T FThHD
D& ASAITE HHEET,

2. ASATUIGAT LR 77 AT T 4—NDFA FHEKBEND &, ASA 75 Integrity 7 5
A 7 > MZ Integrity —/3—D 7 KU AFHRBPIEEINET,

3. ASA X7 uFx & LTEIEL., Integrity 7 74 7 2 M Integrity H—/3— & OHf|FRAF X £
fea et UET, IR S Bkeix. Integrity 7 74 7 > b & Integrity H—/S— D[ 721F T
L SAVET,

4. Integrity —/N—[%, Integrity 7 74 7 PR ESINTZEX 2V 7 4 AU —IZHERLL
TWENEIDERELET, Integrity 7 74 7 "3t X =2 U T 4 R —|THEILL T
W5 YA Integrity —/S—7n 5 ASA T LT, #Efa BV CHEER DR Z 7 74 7 b
WHEET 5 Ko IR s E T,

5 UE—hKPCTIL, VPNZ 747 hn D Integrity 7 7 4 7 > MIHHREOFEME i,
WY —DFERMNTZIEHICHGIND Z & £, Integrity 7 747 & bR T A ~— |
Xy N —=ZIZERHTEDL T ENMBINET,

6. VPNEHAENLT D &, Integrity h—/N—X, 7747 h—bhE— KAy E—U% Ml
L Clntegrity 7 74 7 > N OIRAEDE = F — %l T £7,

\}

() a2V —A ¥ =T A ABRKKS OO Integrity V—/"—Dar 7 Fal—va &R —

FIE

&

ATy T2

FLTWAEATYH, BIEDO U U —RAD ASA 3 —EIZY KR — b7 5 Integrity H—/3—[F 1 D
T, T 77 4 77 Integrity —/3—|ZEE DA LT-GE1E. ASA _EIZHO Integrity H—
N—ZBELTHhD, VPN FA T~y a2 HERLLET,

Integrity F—/N—Z R ET HIZ1X. RO FIREEZFATLETS,

IP 7 KL% 10.0.0.5 Zf£H L T Integrity — X—Z & L£7,

zonelabs-Integrity server-address {hostnamel | ip-addressl}

51

hostname (config) # zonelabs-Integrity server-address 10.0.0.5

A= 1300 ZFEELET (F 744 b A= ME 5054 TT)

zonelabs-integrity port port-number

1 -

hostname (config) # zonelabs-integrity port 300
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. Zone Labs Integrity H—/\— D {# F

ATvT3

ATy T4

ATy TH

ATvT6

ATy T17

ATvT8

Integrity —/N— & OWERHICHEA 4 —7 =4 AZHBELET,
zonelabs-integrity interface interface

&1

hostname (config) # zonelabs-integrity interface inside

Integrity V— " —IZEENRSH DL EES L TCVPN Z 74 7> MERZ L DRETIC, ASA 28
T U T 4 T EINLA S LA Integrity F—S— i B DISEE 12 BRES L 5 IC LET.

GE)

ASA & Integrity — \— OB O CHEENEAE LI2HE., =% —7 7 A4 X VPN Integrity
P N—DEEICL > THETENRNWEHIZ, T74NV B TVPNZ T4 7 2 MERITEIV -
FFIZe FF, 7272 L. Zone Labs Integrity h—/S—|ZFEENFHEAE LT-HE, HEIZE LT
VPN 8t P D5 Z N TEET,

zonelabs-integrity fail-timeout timeout

1 :

hostname (config) # zonelabs-integrity fail-timeout 12

ASA & Zone Labs Integrity % —/3N— & OERICEENBAE LG EIC VPN 747 F & DO#:
MBALD L9, ASA ZRELET,

zonelabs-integrity fail-close

51

hostname (config) # zonelabs-integrity fail-close

WESNIZ VPN 7 T AT > MNEROBEERELZT 74V MIELT, 7747 > MEREDE
WrEFIZRDLOICLET,

zonelabs-integrity fail-open

51

hostname (config) # zonelabs-integrity fail-open

Integrity —/3—7%% ASA DR — |k 300 (77 4/L MIAR— |k 80) IZHHEL T, H—,3—SSL
AEEAZRT D KO ITHEL £,

zonelabs-integrity ssl-certificate-port cert-port-number

% -

hostname (config) # zonelabs-integrity ssl-certificate-port 300

B —/ R —D SSLFEME N ICFEFE S LA W, Integrity V—/3X—0D 7 F A 7 1 b SSLFiEHE A8
LSS X O ICHEELET,

zonelabs-integrity ssl-client-authentication {enable | disable}

&1
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IFATIA—NI5AF 2k 84 FD 2onelabs ~0%E [

hostname (config) # zonelabs-integrity ssl-client-authentication enable

TJ7AT7 94— ILOSA4F 2k R4 T Zone Labs ~DEXTE

FIE

avY REEEF7OVa Y B8

RTYTNNT 7 AT U= 7747k #47|clientfirewall {opt | req}
% Zone Labs Integrity % A 725X ET D zonelabs-integrity

WZiZ, Roa<wr RE AL LET,

1 -

hostname (config)# client-firewall req
zonelabs-integrity

RDEZRY

FEAZOWTIE, VPN Z AT U 77 AT 04— R —OFKE (94x—2) &R
LTLEEWN, 774 T 74—/ DX A7) zondabsintegrity D4, Integrity H—/3—(C
FoTINOEDORY v —NREINDTZD, 7744 T Ur—NVR) O —%2ETDHa~vr N
B S nEE A,

TJ7AT7 94— ILDINS A —ZDEETE

WDa<w ReEATJLT, @RI 94T N 77 AT U4 —NVDNNTA—FEZELET,
Bavw L RICRETEDLAS LV AX AL DT TY, G OWTIE, VPN I A4 7 b
T7AT U=V R —DFRE (94 =) 2L T I,

e Ciscoti& 7 7 AT U+ —/b

hostname (config-group-policy)# client-firewall {opt | req} cisco-integrated
acl-in acL acl-out acL

* Cisco Security Agent

hostname (config-group-policy)# client-firewall {opt | req} cisco-security-agent

e T AT TA—INT2L

hostname (config-group-policy) # client-firewall none

CHABENT 7 AT U4 —)b
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hostname (config-group-policy) # client-firewall {opt | req} custom vendor-id num
product-id num policy {AYT | CPP acl-in ACL acl-out ACL} [description string]

e ZoneLabs 7 7 A 7 U 4 —/)L

hostname (config-group-policy) # client-firewall {opt | req} zonelabs-integrity

A

(E)  T77AT U —DH A 7% zondabsintegrity I 5 551E, 5l
BAFELZRNTLIZSY, RY ¥ —I%, Zone Labs Integrity —
Nl X o TRDBNET,

hostname (config-group-policy)# client-firewall {opt | req} zonelabs-zonealarm
policy {(AYT | CPP acl-in ACL acl-out ACL}

hostname (config-group-policy) # client-firewall {opt | req}
zonelabs-zonealarmorpro policy {AYT | CPP acl-in ACL acl-out ACL}

client-firewall {opt | req} zonelabs-zonealarmpro policy {AYT | cpp
acl-in ACL acl-out ACL}

* Sygate Personal 7 7 A 7 U +—/L

hostname (config-group-policy) # client-firewall {opt | req} sygate-personal
hostname (config-group-policy)# client-firewall {opt | reqg} sygate-personal-pro
hostname (config-group-policy)# client-firewall {opt | req} sygate-security-agent

» Network Ice, BlackIce 7 7 A 7 7 4 —/L

hostname (config-group-policy) # client-firewall {opt | reqg} networkice-blackice

% 2:client-firewall A7 > FOX—7— KT

IRT R —H FILEA

acl-in ACL IIAT VU IRERE T 74 v 7 IEATEHRY —2fELE
R

acl-out ACL TIATVIBRIEN T 74 v 7 IERHTAR) U —%2RELE
‘g‘O

AYT PIAT LV RPCOT AT OF—NT TV r—arBD 774
TUF— R —ZHEHT 22 E2EELET, ASAITT 7
AT T —NAMNEITEINTWDEZ 2R LET, [Are You
There?] & WOMERA v —UNERENTET, IWERNLWEE
X, ASAIZ LT h oAU ENE7,
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5547k 274791 —10r5 4 —s0%E ||

cisco-integrated

Cisco Integrated 7 7 A 7 U 4 —/V ¥ A4 THEELE T,

Cisco-secur ity-agent

Cisco Intrusion Prevention Security Agent 7 7 A 7 7 +—/b X A
ZHEELET,

CPP VPN AT bDT7 7 AT UA—NLR) T —DY—RL LT
Policy Pushed 5 L £77,
custom HABL T 7 AT U=V XA T ERELET,

description string

Ty AT T4 —LOHAEERLET,

networ kice-blackice

Network ICE Black ICE 7 7 A 7T U —/V 2 A4 7&FEELE7,

none TIGAT VN T7AT I —ILRY =N EEIEELE
T, T7AT ALK —ICXUEEFREL T, 77 AT
TA—NRI)—EELRLET, 774NV FDTNA—TRY v—
FRIIBEESN TWAER I L= R =757 AT T4 —Jb
AU —FA LN ST LET,

opt FTar DTy AT I =N HATEREELET,

product-id T AT TN ERELET,

req VBRI 7 AT T4 =)V XA THEELET,

sygate-per sonal Sygate Personal 7 7 A 7 7 +—/b XA FERIEELET,

Sygate-per sonal-pro

Sygate Personal Pro 7 7 A 7 U+ —/V ¥ A T HEE L ET,

sygate-security-agent

Sygate Security Agent 7 7 A 7 7 4 —/L X A TEIFEL£T,

vendor-id

Ty AT T —NDOR X —5EELET,

zonelabs-integrity

Zone Labs Integrity —/N— 7 7 A T U 4 —/L X A T Z45E L *
j—o

zonelabs-zonealarm

Zone Labs Zone Alarm 7 7 A 7 W +—/v Z A T H$gE L F7,

zonelabs-zonealar mor pro policy

Zone Labs Zone Alarm £7-1XPro 7 7 A 7 U+ —/L Z A T ZEF5E
l/\ijqo

zonelabs-zonealar mpro policy

Zone Labs Zone AlarmPro 7 7 A 7 U 4+ — /L X A 7 ZfgE L £,

WIZ, FirstGroup & VW) A FTD 7 /V—7" 7R Y 2 —|{Z-D T, Cisco Intrusion Prevention Security
Agent x LT TAT U N T7AT U=V R —2RETLH 2R LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # client-firewall req cisco-security-agent
hostname (config-group-policy) #
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DS5A4T2oF TR IL—ILDERTE

IN—F R — a7 4 Fal— 3 F— RTdient-accessrule =~ > RZ&FEMA LT,
ASA ZJr L CIPsec THE CEX DV E—FN T RARA I TAT U FDEA T ENR—T 3 %l
BB L—NERELET, ROHTA KT A N> TA—VEERR L E T,

L= LB EZRLBROES . ASA T T XTI A 72 LET,

c ITAT Y RN THONL—/UIH —E LIRWEEA, ASAITER G LES, HEL—
NEEZRTDHIHEIT, FAL— VL 12U EERTILERH Y £, FrAIL—ILEER
L7aWe ASA T RCOEEREELG L ET,

T INT2T I TAT U REN—RUT 77347 FODELLTYH, AT ENR—T3
> I¥ showvpn-sessiondbremote THRINDONE LRI L TWDRERDH D £5,

* LFIXT AN KA —RTT, VAN RI— RIIHFEA— AV TEEEANTLHZ LN TEE
9, 7= & ZIX. client-accessrul 3denytype* version 3.* Tix, X—Y a3 3xDY 7k
VT EFAITLTCNDTRCDOI ITA T N A TEEST D, 77944V T 43075
LTV R TIEAL—ABMERSNET,

1 ODITN—T R =IO K25 DV—VEMERRTE £,

o b—)L &y MK LT 255 XFOHIENH Y £,

cIFGAT U RDEATERFIA=Y gy (BDHVETOMS) ZEE LRV T T2 b
IZIE, nfaZ ASJTEFET,

=N EHIBRT DT, Zoa~vr RonEXE AT LET, 2o~y N, koa~vy
K& RZECY,

hostname (config-group-policy)# client-access-rule 1 deny type "Cisco VPN Client" version
4.0

TR_RTONL—/LEYIET 5121, 518 AEE 912 no dient-access-rule command % A Jj L %
T, ZAUZLY, none ¥—U— F&HEE L T dient-accessrule =< R&FITLTEK LT
XV = NBIILEN D EOH T, REFHADT X TONA—LLBHIERESNET,

FI AN NTE, TIER Ao Y FW Ay 7T T2 N T IEA L—ADRNES,
A—P—IT T F N FDIN—T R —RIAFHET 2T X TOA— LV EfMEK L ET,

2—P—NITTA T N T I BRAL—LEMALRNL DT HITIE. none ¥—TU— K&45
JE L Cdlient-accessrule 2~ > REANLET, Z0a<wr ROBER, IXCTOX AT L/—
TarDIIAT Y MR ERTEDLLOICRD ET,

hostname (config-group-policy)# client-access rule priority {permit | deny} type
type version {version | none}

hostname (config-group-policy)# no client-access rule [priority {permit | deny}
type type version version]
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WOFIZ, ZNHDaA~w ROF—T—RERTRA—FOEKERTLET,

+ 3:client-accessrule A > FDFX—T— FEEH

NS A—4H

i

deny

FEDEA T LN=Ta DT A ADEREIEE LET,

none

IPITAT U NT A NL—)LEFHFA LERHA, client-access-rule & X /L
BEICRELET, ZIUTKVHIRAFTFAI SN0 ET, T 74V
FOITN—T R —E B ESNTNDL =T R = biE
ERALZRNE DI LET,

per mit

BED S A T L A= 3 L DF A ZOER AT LET,

priority

N—NDTFZAF VT 4 ZRELET, B/NOERIEE R/ —,
TIAFTIVT A PEROELBRVET, LEN-T, 2747 DX
A TENR=T gy (FREFZoOWTNN) IT—BT KL /DIWEH
DN—Vd, WHEND L= E720FF, [ HONSWT T4 FV T 1
=V FJEN D DE . ASA XL DN — )L & B L £9,

type type

7V —EROXLFINEN L TCT N, ADXA TH@I L9, TS
I%. showvpn-sessiondbremote THER SN DA &R —EH L TV D
VERHY FT, 7277, VANV —FRELT*XFEANTESE
R

Version version

7072 EOABEROLTFINEHEH LT, T30 ANN=T a3 VEEEL
£, XFHNE. showvpn-sessiondbremote THR SN HNE & 22U
—HLTWAMENRSY T, 7277 L., VANV —FRELT* XF
AN TEET,

WKIZ, FirstGroup E WO AR I N—T" R —D I 54T N T 7 EA NV—NLEELTD
2R LET, ZNEHDL—LE, RN—= a3 4xDY T N7 =T % FEFTT 5 Cisco VPN Client
AL, T_TO WindowsNT 7 74 7> FEELSLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# client-access-rule 1 deny type WinNT version

*

hostname (config-group-policy) # client-access-rule 2 permit “Cisco VPN Client”

version 4.%*

)

Gx) ltype] 7 4 —/V KX, EEOMENFFAI S5 BHERXOLTHITT R, EOMEIT, PR
TIAT M H ASAIZEEEINDIEEME —H L TWALERH D F7°,

-
-
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A Y, E ==
A—H—FEHDETE
COETIX, 22—V —BHELZFORTEHFIEIZOWVTIHHLE T,

FI7 3 h T, =P =%, BV Y THENTWEIIL—F R —nHT_RTCO2—P—F
PEEMAR L ET, F72. ASA TiE, =2—H— LUV CREBNIZEMLEZE Y BT, TO2—H—
WHEHHA SN 7 NV—7" R —DfEx EEEXTL2ENTEET, L2, X To2—
P—IZEERERINO T 7 v 2AZHA L, BEDL—YP—C 248D T 7 v A2 #4571 —
TR —FRETLHZENTEET,

A—H—2Z20aA T4 X2 L— a3 VDRT

IN—T" R =LK LT 74V MEL GO T, T XTO—F—HDaL 7 1F =
L—a U EFRTHICIE, RO X HIZ, alF—7— R&FEE L T showrunning-configusername
avy REALET,

hostname# show running-config all username
hostname#

Zoawy RiE, TRXRTO2—WF—F L IREO2—F — (2 —HF—LZHEELIELE) Off
FAEESNTNAT = RERHEL NV ZRRLET, al ¥—TU— FZ2EAKT 5 L. BURIIICER

ESNTAELZT N ZOY A MIERSNET, ROFIE, ZD =~ FTtestuser &9 L—
HP—rfEE LS EOMNERLET,

hostname# show running-config all username testuse
username testuser password 12RsxXQnphyr/I9Z encrypted privilege 15

BROI—F—DEMDEE

BED2—P—Z2RKET DL, username=~ > RA&HH L Ca—Y—£F— RIZAD, 2—
PN RAT—=F (NRATU—=RRLbHA) LBEEZEID S TET, HELRN-2TZTXTOR
M, Z—F R o—mbilkShET,

R — P —FBFET — # _X— A (X, username =2~ > K& H L CTAS &Nz 2 —V —THERk
ENTWET, logina~> RTCE, 207 —H_X—ZA&@BFEHICHA L £4, =—%—% ASA
T HR=2BMT 5120, Fe— a7 X2 lb—y 3 E— FTusername 2~ >/
REANLET, 22— —%HIRT D121, BIfRT 22— —4Z2EELT, Z0avr RO
no—ya VEFHLET, TXTOZ—F—LZHIRT D12, 2—VF—LAE2HETTIC,
clear configureusername =1~ > RZ{H L F9,

A—H—DINRAT— REHELRILDERTE

L P TSR T — R ERRE L UL EEID YT AT, username v 2 K& AN LET,
nopassword ¥ —V— R&EZANTH L, 2O~V —ZRAT—= KRR ETHDLHZ L ERET
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EFET, RRAU—RFERETIHREIL. TONRRU— REESLERTIRET 2008 9 %15
ETEET,

T ardprivilegeF—U— RICkY, ZOa2—F—DRHEL L ERETEET, gL
SLOFFAIL0 (X)) ~15TT, —IZ, AT LEBFITREOREL LV ERHET,
T 7 EDLLE 2 T,

hostname (config) # username name {nopassword | password password [encrypted]}
[privilege priv level]}

hostname (config) # NO username [name]

TROFIZ, ZOavy FTHEHTLXF -V — FEEROE®RZRLET,

username 1< 2 RO F—TU — K L Z5%

F—T7— R/EH =R

encrypted IRAT— RO FbZ2tEE L ET,

name 2—YF—DA4RIERELET,

nopassword ZDA—P—ZRAT— RBRQMERN EERLET,

password password ZDOZ—P—|INNAT— RFBFETHEERL, NATU— REHEE
l/\ijqo

privilege priv_level D= —DHMHEL NV ERELET, @mHIL0~15TY, Z0K
EAMEVIEE, 3~ RO ASA OEFLUCET 2 HEENRE S
T, TT AN P ORHEL VU2 T, VAT MEHE O O
HEL~LIE 15 T,

F7 4N ETIE, Z0a<y FTEMLE VPN 22— — (3@ E 27 —7 R —MR
BhEMHT b ERTA, TRTOMEIIRIICHRET DLERH Y £7,

WOBNX, WAL ST/ AT — R2% pw 12345678 T, HFHEL~ULAY 12 D anyuser &\ 9 4
RO —HP—%RET D HEEZRLTWET,

hostname (config) # username anyuser password pw_12345678 encrypted privilege
12

hostname (config) #

A—H—EHOERTE
A—P—DNRAV—F ((FETLHE) LRV NV ORERIL, ZOMOBIEEZRE L X
T, ZNUHIHMEEOIEF CRETEET, EEOBRMELEOT ZHIRT 2I12IL, Zoavy
RO no XA AN LET,

attributes ¥ — 7 — R&##EE L Cusername =2~ > FEZ AN LT, 2—F—ZF— FIZAD F
7,
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hostname (config) # username name attributes
hostname (config-username) #

Tar T IREL, FTILWE— NIZR-7ZZLRENET, ZTh TRMEERETEET,

VPN 11— —BHDERTE

BARDETE

77t AR DRE

VPN = —V— @i, IROETHFAT 2 X 512, VPN Bl [EA DOEZ2 % E LE T,

=P =N ZTNETIZ2—F =LA LV TREIS NV TWRWEEOHEE 7 L—T R Y >—7h

DA THLHICTEET, 20—V —REEEZMWERT L7 L—T KR o —D4 Hu%?anﬂ“
5IZiE. vpn-group-policy =~ R&E A LET, 7744 FTlL, VPN 2—H—{ZiFZ 7L —
7 RY —=REEMT bR TWER AL

hostname (config-username) # vpn-group-policy group-policy-name
hostname (config-username) # NO vpn-group-policy group-policy-name

i*‘bL HE— R THEATE 2BMEDOSS. 22— —HE—FTRET DL, HEDZ—H—
WL T/ N—=7 R =28 2 @MtEofEs LEE TEET,

RIZ, FirstGroup & WO ARTDO T N—7 R =00 BHEZEHT 2 X 912 anyuser &9 4
A2 —Y—%RET L0 2R LET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-group-policy FirstGroup
hostname (config-username) #

REFE A D time-range 78 U O —DAFIZFREL T, ZO2—F =N AT LA~DT 7 A&
Al S5 EfE] & BT £,

TORMEETIL T 4 X2 L — g L BEIRT A, Zoa~r RFonoERAEAT L
T, 2O T arEHERTLE, MO L—F KUY =5 time-range % kK T & F
T AR LWL HICT 5HIZiE, vpn-access-hoursnone 2~ K& AN LET, 77 41
NTIE, 77 B RATERIRCTY,

hostname (config-username) # vpn—-access-hours value {time-range | none}

hostname (config-username) # vpn—-access-hours value none
hostname (config) #

WOBE, anyuser &\ 9 A RO 2—H—% 824 L MEE S time-range 7R U > —ZBE#AT T 5 05
BERLTWET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn—-access-hours 824
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hostname (config-username) #

RAREFEOT A U BDHRE

ZOA—YP—THFR SNDRF T 7 A ORKRBERELET, HETE DHMITZ 0~

2147483647 T, T 7 4V FOREER 7 A U¥E, 3 TT, ZoORMEEFITa T 4 F 2L —

arnHEIRT A, Zoa<vry FonEREANLET, vl ArE 2T =TI
L Ca—Y—DT7 7 v A& 45121, 0 AT LET,

hostname (config-username) # vpn-simultaneous-logins integer
hostname (config-username) # NO vpn—simultaneous—logins
hostname (config-username) # vpn-session-timeout alert-interval none

)

GE) [k r 7 A o ORRBOFIRITZEFICRE RO TTR, BRORIKR 7 A 2715 &,

TX2VTADNETL, RT3+ —~ L ACEBLRITTZEnb Y £,

WORFNL, anyuser & D ARTOL—WF —ITiK 4 DO R 7 A 735 k%R LT
b\iﬁ—o
hostname (config) # username anyuser attributes

hostname (config-username) # vpn-simultaneous-logins 4
hostname (config-username) #

FTARILEALT I FDEE

FIE

ATy

(EE) VPNT A RV ZA LT 0 MR ZEREST DI2E, Jv—F R v—ar7 ¥z
L—yaryE—RNEida— 4237 s ¥aL— 3 F— KTvpn-idletimeout minutes

av s REHERHLET,
:@%Fﬁﬁ$¢1%ﬁifﬁ1§77?/{ E\\?/( ﬁ§f£b\%/a\‘ ASA&i%)‘%}%%%T Lij‘o %/J\H%ﬁzﬁbj:
153, BRI 35791394 53 TH Y . 77 40 ME 30 5T,

WOFNL, FirstGroup & W) ARTD 7 V—TF K L —IZ 155D VPN T A KV Z A LT T b %&
RET D HEEZRLTNET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout 15
hostname (config-group-policy) #

[no] vpn-idletimeout {minutes|none} =~ R&fif L7 ZDOMDT 72 a 3RO EBY T
D
VPN T A RV A LT T FEEDIL, FA L7 T MEZMA LRWE DT DITIE,
vpn-idle-timeout none # A L £,
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hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-idle-timeout none
hostname (config-group-policy) #

ZAUZT LY, AnyConnect 7 7 A 7> b (SSL & IPsec/IKEV2 D7) BLWNZ 747 K
L A VPN 73 7 2 — /3L webvpn default-idle-timeout seconds fE & 152 L 212720 7,
Zoawy RiE, webvpn 27 4 ¥ 2 b— g F—RTAHLET, =& 2,
hostnamee (config-webvpn) # default-idle-timeout 300 @J: 5 &C]\j] Liﬁ‘o '7:71‘/1/ ]\ Li
1800 ¥ (30 4y) T, #iPHi3 60 ~ 86400 F T,

J_XT D webvon #ZfEIZ BT, default-idle-timeout fEZ2NEH S VD DI, Zv—7 KU
v—/z2—H =% EPEIZ vpn-idletimeout none NEXE SN TNWDIEEDHTT, TX3TD
AnyConnect 7 7 A 7 h #it T, ASAIZE D BalANDT A RAZA LT D MEDEK
SINET,

H 4 R (IKEvl, IKEv2) BLOIKEvl VE—F 727 A VPNOBEAIL, A LT Tk
T =T L, EHIROT A NI AT 52 &2 ML T,

ZOITN—=T R —FliFa—F—RKI—D7 A NV ZA LT U MEEHTHIC
I%. novpn-idletimeout Z AJJ L £, fEITHkA S VET,

vpn-idletimeout % % > 72 < RE L2 WSEE, HITMAS N ET, 774/ ME3045T
R

(&) 47> =z > T, vpn-idletimeout alert-interval {minutes} =~ > KZEHA LT, 74 K
WEALT T ROT 77—k Ayve—URa—F—|ZEKRINHRHEZRETEET,
ZOT7T— bk AvE—=UE VPNEy v a VURIET I T 4 TIREDT- DI &5 £ TLlTfi
oD EL—Y B2 ET, T 74N MOT T — MERREIZ 15T,

WROBIE, anyuser & WV I ARTDOL—HF—IZ3 5D VPNT A BV XA LT T DT 77— MR
BRET D HEEZ R L TWET,
hostname (config) # username anyuser attributes

hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

[no] vpn-idle-timeout alert-interval {minutes| none} =~ > R&ZHHL7=ZFDMOT 7 v 3 0%
RDOLEBYTT,

none /X7 A —X X, —P = @MEZE LW ERLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #

DT N—TFFa—Y— R =T T — MR EHIERT 5121, novpn-idletimeout
alert-interval # A LE7, fHITMAR I ET,
TONFGA=B 5 F ol RELBRWEE, 774V 07 77— MAMRIZ 145 TT,
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FEE) I—7F Ry —ar74¥al—ygy B— RELiFa—F—4ar 7 1¥a
L —3 3 v % — KT vpn-session-timeout {minutes ==~ > K& L T, VPN $5t D fie K I
it E LET,

/R 1 40T BeORIERETIE 35791394 70T, 7 7 4V MEIZH Y £H A, Z OB
TT D& ASA T A T LI,

RIZ, FirstGroup & W I ARTDOZ/V—TF R 2 —IZkLTI180 0D VPN Y a3y XA LT
U NEHRET D ERLET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# vpn-session-timeout 180
hostname (config-group-policy) #

WOFNL, anyuser & WD AFTOL—F —I{Z180 3D VPN v a > XA LT U Nai&iET H
FEERLTOVET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

[no] vpn-session-timeout {minutes|none} =~ > RZFEH L7=ZDMOT 7 > a Ik LB
T4,
c ZORY =6 REEHIERL, MKZFFT TSI, 203~ RO no
vpn-session-timeout T2 A L £,
« BHIRO X A L7 7 NBZFFRIL, A4 L7 U MEZMEK LWL 91T 5121,
vpn-session-timeout none = A7) L £,

vpn-session-timeout alert-interval {minutes| } =~ R&2HHL T, tvvar XA LT 7 RO
TI7—hAvE—URa—P—CRREINDHFEMERELET,

ZOTT—h AvE—UF, VPN Ry v a VRAHEBNICEINR S D £ T d b0k 2 —
P—IBZET, RIZ, VPN v v a U5 20 RfiCa—YF —ic@rsnsd L o
ETHHERLET, 1 ~30 0L EETEET,

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

[no] vpn-session-timeout alert-interval {minutes|none} =~ > K&fiH L7277 >3 v
RO EBY TT,

sVPNE Y a v XA LTU NT 77— NARBMERT 740 8 TA—T7 KU 27— HifkE
ENAZEELRTICEH., 20a<wr FOon BEREHEALET,

hostname (config-webvpn) # no vpn-session-timeout alert-interval

gHInoraL, =T Ry o— s&U1—F— |
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« vpn-session-timeout alert-interval none (%, = —#—2N@EMEZZE LW L AR LET,

VPN #ft D7 1 v 2 & LTHEHT 5. FRNCRE S o2 —F—[EH D ACL OARTZFEE
LEd., ACLEZIERL, Z—7RY v —75 ACL ZfA& L2 K 912 5121, none ¥ —
U — RZHE L Cvpnfilter 2~ K& AJJLE7, vpnfilter none =~ K&%4T L CIERKR L
X UEEED T, ACLEZHIRT AICiE, Zoa~vr FonBERE AN LET, nod 7=
YEMERTLE INA—T R —InbEEMAKTEET, Zoavr NIE, T 74D
BEPCEIEH 0 FH A,

ACLEZEREL T, ZO2—H—{ZoW\WT, IFZERFIATDNT 7 4 v 7 EFFal £ 2I3HE6T
L9, VPN 7 4 VX2 3HIEER ICOA@EHSNES, 77V r—va s A VAR a v
DT 7 a AL S THPINIZSIP AT ¢ Tl ED® 2 ) Bl H S v EE A,
Wiz, vpnfilter 2~ FEFEHA LT, o0 ACL M L £ 9,

hostname (config-username) # vpn—-filter {value ACL name | none}

hostname (config-username) # no vpn-filter
hostname (config-username) #

\}

() 277472 bFLASSLVPN TlL, vpnfilter =2~ R CTEHZE SN/ ACLITHEHEINEHA,

WIZ, anyuser &I ARTOZ—HF—dD acl vpn &9 ACL ZMOM T 7 4 VX 23X ET D
BlERLUET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-filter value acl_vpn
hostname (config-username) #

IPU7 RLRERY YR DIEE

BEDZ—YP—IZEVYECHIPT RL AL Ry h~R 7 EFRELET, IPT FLAEZHIRT
HIZiFE,. Zoawr FonEREASTLET,

hostname (config-username) # vpn-framed-ip-address {ip address}
hostname (config-username) # no vpn-framed-ip-address
hostname (config-username)

WIZ, anyuser & W) ZRTOL—H—(ZIP 7 KL A 10.92.166.7 Zi% ET HH &2~ L E7,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-address 10.92.166.7
hostname (config-username)
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AIOFIETHELZIP T FLAERT 2%y bV —7 v~ A7 ZHELET,
novpn-framed-ip-address =~ > RZEH L72HE1E, *y N —27 v X7 ZHEE LW TL
EEW, 7Ry b ~RA 7 EZHIRTAHI2IE, Z0oavr FOonBEXEANLET, T 741
N OEMEREIZH Y £/ A,

hostname (config-username) # vpn-framed-ip-netmask {netmask}
hostname (config-username) # no vpn-framed-ip-netmask
hostname (config-username)

ROBFNL, anyuser & VD ARTOL—HF—IZ, 7Ry ¥ A7 255255.255.254 %R ET D)7
HEE/RLTWET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-netmask 255.255.255.254
hostname (config-username)

IPv6 7 KLRERY PR DIEE

BEDZ—P— 2BV Y THIPV6 T RL AL Ry h~RAZZIBELET, IP 7 KL 2 &HI%
TAHIE, Zoa<wr KonBEXEALET,

hostname (config-username) # vpn-framed-ipvé6-address {ip address}
hostname (config-username) # no vpn-framed-ipv6-address
hostname (config-username)

RIZ, anyuser & W I ARTOZL—F—|ZIP 7 RL AL F v b~ A2 2001::3000:1000:2000: 1/64
FRETHHEZRLET, ZOT7 RLARIZ, V7 4 v 7 AfE 2001:0000:0000:0000 33 J N1
B —7 =4 A ID 3000:1000:2000:1 Z7< L CTWET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ipvé6-address 2001::3000:1000:2000:1/64
hostname (config-username)

koL 7O Fa)LDIEE

ZDa—YP—=nFEHTEXSH VPN h o x DX A7 (IPsec £721%27 74 7k LA SSLVPN)
PHELET, T7FNVNMNI. TIHNKTNA—T RY = EEEINDIE T, IPsec 272
DET, ZORMEFITaL 74X 2L —2a UnbLHIRTAI21E. Z0a~<y Fo no B
EANIILET,

hostname (config-username) # vpn-tunnel-protocol {webvpn | IPsec}
hostname (config-username) # no vpn-tunnel-protocol [webvpn | IPsec]
hostname (config-username)

DAy RONRT A—=2ZOfEIE, ROLEEBY T,
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¢ IPsec—2 2>DET (VE—hr"T 78R ITAT v bERIEFHOEF2T FY—hTxA)
o IPsec b ERrITvo—FLET, @Gk, Bk, 7780k, BLOF—FH
PHEITAEX 2T 7YY — a3 v EERLET,

» webvpn—HTTPS %fiix Web 7 7 U H#EH TV E— h = —H#—|227 714 7 > h L ASSLVPN
TIeRERMLES, 7747 MIARETT,

ZOa<wr REANLT, 12U EDO MRV U EB—RERELET, VPN ho L& L
T T Ha—H =i, PR b1 2oD R VI E— RERETHLERH Y £3,

ROBFNL, anyuser & WD HRTDOL—HF—IZ27 T A7 LA SSLVPN B LU IPsec h o1V
Y7 E— FERETLDHIELZRLTOET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn—-tunnel-protocol webvpn

(
(
hostname (config-username) # vpn—-tunnel-protocol IPsec
hostname (config-username)

JE—F 1= T ERXDHIR

value ¥ — 7 — RZ 45 L Cgroup-lock BIEZFXET S Z LICL 0, f8E LIZBEfFOEE 7 1
TFANEFERNLCT 782 THE5CYE— b 2—F—%HIR L ET, group-lock i3,
VPNZ FA4 7T N TCRESNT I NV—T0B, ZO2—F=NEY HTHNTWHER 27 7
ANERENE I DT 2y 7 T52LICko T, 22—V —ZHIBLET, —B LTV
Ay ASA T —F—NERETERNEIICLET, Z—Try 7 ZRELRWGE, ASA
X, B EToONTZ I NV—T L3RR, 2—Y—%FFEL £,

group-lock BMEZFEfTar 7 4 X2 b— a U BHIRTAICiE. Zoa~r Fono ks
AN LET, ZoFTva v z2RTHE, BE2I7NV—TR) —nOlEKTEE9, group-lock
AT AE—TMIL, T7ANNERITRESNTZ I NV—T"HR U > —705 group-lock DAE % fik
EKLZRNWEIZT2I2IE, none ¥—U— RZ&#EL T group-lock =2~ > REATTLET,

hostname (config-username) # group-lock {value tunnel-grp-name | nonej}

hostname (config-username) # no group-lock
hostname (config-username)

WORFNE, anyuser & W) ARTO2—P— (2T NV—TF 1 v 7 B ETDHHEEZRLTHET,

hostname (config) # username anyuser attributes

hostname (config-username) # group—-lock value tunnel-group-name
hostname (config-username)

YILITT VATV b 2—HF—DIRRT— FREDA F—T )Lt

2—F—=RNa A RRAT— K& T4 T NV AT A RRGET 0 EI D ERELET,
NAT—=RFRIFEIE, T 74NV T 4 8—T N RoTHET, X271 MZhHDHZ &n
Do TNDVAT A ETOHR, NRAT—ROREEA FX—T I LT ES, RAT—R
% T 4 B—7 T 5I21L, disable +—7 — K& H5E L T password-storage =~ > K%
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ASLUET, password-storage JBMEAZFEI T 7 4 X2 L—a U BHIRTAI2IE, Zoaw
Y RFonolBEXE AT LET, Ik Y, password-storage DIE % 7 /L—7" R Y 2 —n Bk
TEET,

hostname (config-username) # password-storage {enable | disable}

hostname (config-username) # No password-storage
hostname (config-username)

CPaw R AR eT UG T NDA AT I T 4T AR 2T 254 Tk
FRREE T2 VIR e — P —FRGEI IR H W FH A,

WOHENL, anyuser & VD ARTOL—HF —TRRAT — NREEZ A F—T WIZT D FHEEZRLT
b\iTO

hostname (config) # username anyuser attributes
hostname (config-username) # password-storage enable
hostname (config-username)

=L =[E - N P =

VPN 7 1 L2 ACLDEETE EFAZICEAT ARNA TS
TA4 A

Tov 7 varTiE. NI T 4w 7 Ol LICEEAED VPN 7 4 V% ACL % B9 D BRIt

IRERR NS FZ I T 4 AR LET,

BETED VPN 7 4 LR ACLEZE#HT 3

ASA T34 A i STV 5 vpn-filter ACL % B4 251213, ROFIEEZFEITLET,

1. VAT A TH L vpn-filter ACL Z{ERK L £9 (B : new_acl.txt) ,

2. THAZANBBIED vpn-filter ACL % 7> — R LET (f : old_acl.txt)

3. WO EIHIZ, ACL DEFEFIAZEERK L £7,

* Add update in-progress to ACL remark
echo ?access-list <name> line 1 ACL update in-progress? > push.txt
* Delete old rules
sed ?s/"/no /g? old.acl >> push.txt
* Add new rules
cat new.acl >> push.txt
* Remove update in-progress to ACL remark
echo ?no access-list <name> ACL update in-progress? >> push.txt

4. push.txt &7 /NA AZT v — RLET,

BEFDOVPN 7 4 LA ACLEFH LLVELDICEZH]Z S
ASA T3 A 25 STV D vpn-filter ACL ZE & iz 5121%, OFIAZFETLET,

gHInoraL, =T Ry o— s&U1—F— |
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B v s AL oBELERICET AR TSI T 1R

1. BEAFO vpn-filter ACL Z E X2 % & X IEEHT LWL O E{ERR L £,
2. {Epk L7z vpn-filter ACL Z#fEH L CO/NV—T R o—%HH L ET,
3. TS R H STV vpn-filter ACL ZHIBR L £ 77,
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