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interfaceid

&1

ciscoasa(config)# interface gigabithethernet 0/0

A Z =T =2 AIDIZIE, ROLDORHY £7°,
‘R
* port-channel

* physical : ethernet, gigabitethernet, tengigabitethernet, management 72 &, A 4% —7 =
A ALIZONWTE, AL TWDEETADN—RT 2T A4 VA M=V HA REBHLT
<TEEW,

» physical.subinterface : gigabitethernet0/0.100 7 &,

* Vni

 vlan

« mapped_name : ¥ /LF I LT F A T— ROPFA,

(G¥)  Firepower 1010 D5, A v FHR— b 2L —T v RE—RA X —TxAf AL LT
RIETHZ LTI TEEEA,

ATFYT2 A F—T oA ADLFIEHRELET,

nameif name
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name (3 K 48 LFDT ¥ A M FHITT, KXFE/ILFIEXMESNEFA, LBIEEFET
HF, Zoavr RTHLWEEZBEANLET, TOL4RTESRT LT XTOa~r R
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T 2= VF—=R=R T T AE Y U TOEEIE, IPT FLAZFEICTRETALEND Y £9°,
DHCP & PPPoE (VAR — k& EH A,

«IP7 FLAZFETREL X7,
ip addressip_address [mask] [standby ip_address]
il

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0 standby 10.1.1.2

standby ip_address 511X, 7 = — N A —R_R—THEHLET, AFZ U NA P T RLRAZF
ELRWES, 77747 2=y MIRXY hT—F TARNEFEHLTAZ LN, L X —
T2 A ARBET=H—TET, VoI AT— & NTv 7 THLELNTEERA,
ip_address 5|4k L OV mask 51#ICiE, A v H—T = ADIPT KL ALY T Xy h w&
JEBELET, BA U bV —RA v MEROBA, 318y RO TRy h w22
(255.255.255.254) ZfEETEE T, ZOHAE, Xy NV —2FiF7e— Ry X 7
FUAHDIP 7 RLVAIZTRENTERAL, ZOHE, AX UL IPT RLAZHRETE
F¥ A,

1l -

ciscoasa(config-if)# ip address 10.1.1.0 255.255.255.254

DHCP —"—nH 1P 7 RUAZRGLET,
ip address dhcp [setroute]

i

ciscoasa(config-if)# ip address dhcp

setroute ¥ — U — RZIFEETH &, ASA 75 DHCP — _R—MMHiESNT-T 7 4Lk )L—
MEFHATEA X220 £,

DHCPV —A%VUEw hL, FHY —RAEHERT DL, Z0a~vwr FEFEANLET,

(F) ipaddressdhcp =~ K& AJJ 9 %HIIZ, noshutdown =~ RAMH L TA o~
B =T 2 A AL L TORWIEA, —#0 DHCP BR 3 E(E S 2 &
bV ET,

* PPPOE ¥ — "B IP 7 RLAZEAS L ET,
ip address pppoe [setroute]

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR



| V=79 R E—FBLUIrSVRRTLU L E—FOA V8 —TI4R

ATy T4

ATy TH

L—7y K E—RO— s v 8—7 142 55 2—a08E |

il

ciscoasa(config-if)# ip address pppoe setroute

FUX, IPT RV AZFEITAS LTPPPOE A MET 52 &N TEET,
ip addressip_address mask pppoe

i
ciscoasa(config-if)# ip address 10.1.1.78 255.255.255.0 pppoe

setroute 4+ 7> a VEIEET D & PPPOE 7 T A4 T v bRt A F IEWENL L TR WA
2. T 74N R — FRRESNET, sarouted 7> a U EFHTLIHEESIT. 22T 4 v
JICERINTNN— a7 4 X2l —2 a3 IlEDAILIITEERA,

GE) 290048 —TxA R (FTAVERNY I T TDA LB —T xA AL
TPPPeE NHIMEINTND L XIZ, T 2T I/VISPH AR — M ERE LRWEE,
ASA TIE, WA X —T =2 A RZRY IPT RLAZEET 5702 8T
T4 v I ERETEET,

X2 VT4 LV ERELET,
security-level number

51 :

ciscoasa(config-if)# security-level 50

number (Z1%, 0 (B FAL) ~ 100 (B EBfr) oK E2EELET,

(FFvay) Ao F—Tx2AA AEHERAE—RNIERELTI NI 7oy 03 @B LANED
I LET,

management-only

TT7HN T, BEA X =T oA AFEBRHGHE L TREINET,

151
WIZ, VLAN 101 DT A —Z OFREMERLET,

ciscoasa(config)# interface vlan 101
ciscoasa(config-if)# nameif inside
ciscoasa(config-if)# security-level 100
ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
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WIS, YAFAVTERAPE-RTALTFA P AL T4 Fa b=y g R T A
SEBET DR ERLET, A VX —7 x4 AID I~ v T4 TT,

ciscoasa/contextA
ciscoasa/contextA
ciscoasa/contextA
ciscoasa/contextA

config)# interface intl

config-if) # nameif outside

config-if) # security-level 100

config-if)# ip address 10.1.2.1 255.255.255.0

BMELEYY
IPv6 7 R L ADFKE (18 X—)
WA v H—T 2 A ADA X =T LB LA —F Ry b RXT A —ZDFRTE
PPPoE DF%E (10 ~—2)

AH—T oA ANDSL, 7—7 /) ET A, FFZOMDFETISP IR SN TWNT,
ISP PPPOE ZEMH L TCIP 7 LA ZEE Y Y THEEIX, RONRTA—FEHRELET,

FIE

O ERIMERDNN—F YN T ITARX= s XA YNVLT v TRy NT—2 (VPDN) Z/b—
THEERLET,

vpdn group group_name request dialout pppoe
1 -

ciscoasa(config)# vpdn group pppoe-sbc request dialout pppoe

ISP ARREA 2R 2 5 G1%, WRE7 1 b2 L 2RI L £7,
vpdn group group_name ppp authentication {chap | mschap | pap}
11 -

ciscoasa(config)# vpdn group pppoe-sbc ppp authentication chap

ISP CEEM ¥ 2FGES UG U@t ey — U — F2 A LET,

CHAP %7213 MS-CHAP T 2%551L, =—F—EZNVE—F VAT 24 L LTEHRE
N, NMAT—RACHAP > — 72 Ly e LTEREINFET,

ISP CHIV Y TH il —% —4 % VPDN 7 /b— I BEAHT £ 7,
vpdn group group_name localname username

1
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ciscoasa(config)# vpdn group pppoe-sbc localname johncrichton

PPPOE #ifsi ] D —HF—4 L XA T — ROLT 2 ERL L £,
vpdn username username passwor d password [store-local ]

1 :

ciscoasa(config)# vpdn username johncrichton password moya

store-local 7' a VEBRETHE, —P—H L /NAT — K3 ASA O NVRAM DRI 7235
FTCARTFE S V£ 9, Auto Update Server 78 clear config =~ > K% ASA I[Z{E L. £ D&ITHEHE
NS NFHE . ASA L, 2—F—4£ L X2 T — & NVRAM 72 BHARY . 727 & A o
eV M U—ZIC L CHEBRETE £7,
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TNBRIEEND NNy hOEEILT RLALELTZDIPT RLAZEHALES, BVIIP T
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DA, TXTDO NI 7 4 v/ @B SE 5121, BVIIP 7 RLUANRKLETY, IPv6 b7
T4 v OEEE, Ml tb, NI T4y ERBERSEDL ) 0 — VT RURAEZRET
LZRENRHYET, VE— NMEHRCOERBIEL GO 7 VSRR BT 57201, T a—
SIVERTY RUAZRET D EE2HERLET,

N—T v RE— ROSE, BVUCARIZIEET D&, BVIRL—T7 4 U ZIZEZ ML ET, 4Rl
EEELRTNE. 7V IA—T1E NG AT LY b 77 AT 74— E— ROBPL
ERCE D ICRRBE SN E TR0 7,

—HDOETNLTIX, T4V N a7 4 X2l —a 027V vy F—7L BVIBEEN
TWET, BINOT ) v 7N —TBILUOBVIZERK LT, V=DM TA LN~ F—
ToA AEHEV Y CFL L TEET,

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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=Ty FE—FELUVFSVRRFLY P E—FDIv8—Tx4Z |

B ooomeros—5z02 B omE

\)

G K7 AXT Ly b T— ROBEMOERHA L —T =24 ATIE (FR—FEHTWBE

&

ATy T2

ATvT3

FLOEE) | BETEARANWTY v Z1—7 (ID301) Nar 74X a2l —3 300
HEICBMENE T, 207V v ZTA—F1370 v ZA—70RIBICEEnEw
/\/0

FIE

BVI Z1Epk L £ 77,

interface bvi bridge_group number

51

ciscoasa(config)# interface bvi 2
bridge_group_number (X, 1 ~ 250 DFEHTT, ZDOT YV v ¥ FA—T7 A N"—TiF, $%TY
HALVH—T oA AEEDYTET,
(FRFZ AT LY N E—NR) BVIOIPT RUVAEHEELET,
ip addressip_address [mask] [standby ip_address]
11

ciscoasa(config-if)# ip address 10.1.3.1 255.255.255.0 standby 10.1.3.2

BVIIZIZAA k7 R A (/32 £72135255.255.255.255) #ED ¥ TRNTLEEW, £72. /30
BT Ry b L (255.255.255252) . KA T RLARIORMOMD Y7 3~ &R L7
WTLZEWY (RA T RV, TovFARN)—b)b—H HFLARY—A)L—%_ BVI
WZENZENLDTOTT) . ASAIL, V7 Ry FOKEHHT RLALEKRT RLATEZEFEIN
HFTRTDOARP N7y ha2 Ry LEd, 20D, B0V TRy haEHL, Zov7
2y ENST v T AN =LA V—ZIZTFREHRT RLAZED S THE, ASAIZH T AR
U—b —ENET v T AR —Ah b—F~DARP EREZ Fa v 7 LET,

7 /LA — 3= 21X, gandby ¥—U— RBILOT7 L A&EFHLET,
=7 RE—F) ROWTINLOHFEZHEALTIP T RLAEFRELET,

T2 LT —N_—=r T 22 T ORHIE. IPT RLAZFEHTRETLHILENH Y £,
DHCP I3V R — FENEH A,

*IPT7 FLAZFETRELET,
ip addressip_address [mask] [standby ip_address]
1]

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0 standby 10.1.1.2

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR



| L=FYFE—FELUVFSVRRTLYF E—FOAVH—T (R
JyysmEsva—7z12 B 0Fz [

standby ip_address 51 8ti%, 7 = — /A — _—THEHL 7,
ip_address 51#3B L OV mask SIEUCIE, A X —T 2 ADIPT RLALEH TRy b v R
7 iRE LET,
« DHCP #— =G IP 7 RLAZEAS L ET,
ip address dhcp [setroute]
i

ciscoasa(config-if)# ip address dhcp

setroute ¥ — U — RZIFEETH &, ASA 75 DHCP H— R—MMHiESNT-T 7 4Lk )L—
MEFHATESX 920 £,

DHCP U —R%ZUtwv hL, HMRY —RXEZERTHIZIE, ZO0a~vr REFBANLET,
ip addressdhcp =2~ > K& AJJ 9 AHEIIZ, noshutdown 2~ > REFEH LTS, ¥ —7 =
A A BIE L TWARWEEES . —5@ DHCP ER DN IEESN2WNWI B3 H Y 4,
ATvT4 (=T v RE—FR) f X —T = A AZLHIEMNTET,
nameif name

&1

ciscoasa(config-if)# nameif inside

N7 490 %T VY Th—T A= (T2 21E, A > Z—7 = A AR
TV D TN—T DAL IN=) (V=T 4 T T HR0ENG H5E1X, BVLICARTZ 1T 55
BV ET, name T K 48 LFDOT F A M LFHNITT, KT E/NLFIIKI S EH
oo BETEERTHIZIE, Z0a<y RTHLWMEZFHANLET, TOL4ARTESRT T
Toa<y RBRHIBREND 20, noBRIZATI LARNTL Z &0,

ATvFTE (=T RE—NF) X274 LILERELET,
security-level number

51

ciscoasa(config-if)# security-level 50

number (21X, 0 (B ™AL ~ 100 (B b)) OB Z2fEL £,

151
WOFITIE, BVI2Z 7 RLRAEAX LU NAAL T RLAEZBRELET,

ciscoasa(config)# interface bvi 2

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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B ouovon—grvn—o—mutars—7z42 852 —20%E

ciscoasa(config-if)# ip address 10.1.3.1 255.255.255.0 standby 10.1.3.2
ciscoasa(config-if) # nameif inside
ciscoasa(config-if)# security-level 100

TNV TN—T AN—D—BHEA 2 E—T AR INT A —4
DERTE
ZOFEIEX, TV ITN—T RN H—T 2 ADLH, EXx=2VT 4 LUL, B
KXOTYV vy IN—THBRET D HIECONTHHLET,
1R BHHIIZ

WU TV O —T T, SESERFEEOA L HA—T A A WA A —T oA A,
VLANY 7 A v H—T = A A, VNIA v H—T = A A, TEA L Z—7 A A, EtherChannel
AE=TxAR) ZEDOHIENTEET, BHA =T = AT R—-FSTH
F¥ A, NV—F v K E— KTiX, EtherChannel & VNI XV AR — FINFH A,

e wNTF AT HFARNE-RTIE, 2T HANETARX=ZATROFIEEZFETLET,
VATAL AT 4 Fal—arnbarTx A ar7 4 Xalb—a U0
51Z1%. changetocontext name =~ > K& ASTLET,

e T UANT LU M E—ROBRE, BHA LA —T oA AIFZZOFIEZFEH LARWTL
a0, BEA VS =T 2 A ZAERET DHEE TV ART LY M= FOEEA
B—T o ZADHRTE (16 2—) ZHBRLTLIFEV,

FIE

RTFYT1 AP —Txf A a7 4 F¥alb—var T—RefBLET,
interfaceid

1 :

ciscoasa(config)# interface gigabithethernet 0/0

A B =Tz A AIDIZIE, ROLORH Y £,
‘R
* port-channel

« physical : ethernet, gigabitethernet, tengigabitethernet 72 &', &BlA > 7 —7 = A A XY
R—=hENTWERA, S F =T ZAZIZONWTEL, FHLTWHETLDON—R
VT A VAM= HA REZRLTITZEN,

» physical_or_port-channel_or_redundant.subinterface : 7= & %%, gigabitethernet0/0.100,
redundant2.100, % 7213 port-channel1.100 7 &,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR



| »—FYFE—FEEUVFSVRRTLUF E—ROAV2—T (R
TY YT IN—T A vri—o—f@ttA vi—71 42 15 ri—s0%E [

e vni
e vlan
« mapped_name: v /LF I T XA L E— ROLA,
(G¥)  Firepower 1010 TiE, AA v FHR— &7V vV T N—T A N—L L THETHZ
Ll TEEEA,
BTV P N—THICHEE VLAN A v X —T =2 AN —Z A L F—T =
A AZRESEDLZ LITTEEEA,

G —7 v RE— RFTIE, port-channd 58X O'vni f VX —T = A R FTV v P 7 —
TDAN—=EL L THR—-FINERA,
RT9T2 A B =T ARET ) vV IN—TIZE0 Y TET,
bridge-group number

1 -

ciscoasa(config-if)# bridge-group 1

number 1% 1 ~250 DEHT, BVIA v Z—T 2 A ABZIC—HTHLERHVET, 7Y v
TN—TIE KA EDOA v H—T 2 A AEE VLB TCHZLENTEET, RAl—A ¥ —T =
ARABEHOT) v TA—FICEYYCTEHZ LT TEEE A,

ATFYT3 A B —T oA ADLHIEHRELET,
nameif name

1 -

ciscoasa(config-if)# nameif insidel

name (3 K 48 SLFDT ¥ A M LFHITT, KLFE/ILFIEXRESNERA, LBTEEFT
L, Zoavwr RTHLWEEZBEANLET, TOL4RTESRT 5T XTOa~r RHH|
BRENDZ0, noBRIIAST LN TL &,

AFYTE ¥X2UT 4 LULERELET,
security-level number

1 :

ciscoasa(config-if)# security-level 50

number (213, 0 (B TZ) ~ 100 (F bAn) OBELERREL £7,

BENEYD
MTU L O TCP MSS D& E

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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B rsoxx7ior=—

=Ty FE—FBEUFSVRRFLYFE—FDA V4 —Tz4Z |
FOEES VB —T 14 ADHKE

FSURRFZLUY M E—RKDEBA VA —T 14 ADEE

ATy T

NFGUVART LU N 7747 04—V E—RTE, TRXRTOAS L HE—T oA ANRT Y v F
N—TIZRLTCWDRERH Y £F, ME—DFIIMNIERS o F—T =4 X WBA L F—T =
AR, B TA L BF =T 24 A (THHAODET L TYR—-FENTWEEA) . £3EH A
& 7 = A AZHiA% 1 5 EtherChannel f ' Z—7 = A A2 (BEOEHEHA L Z—T A ADH 5

B) oV TFny) TT, FEA UH—T oA AHMEROEFEE AV H—T 2 A AL LTHET
%iﬁ” Firepower 4100/9300 > ¥ — 3 TlE, HFHA > ¥ —7 = A A IDILASAGHELT /31 R
FOYTlemgmt A 7 A =T oA ZHDNWTWET, oA F—TT A R Z AT
TEHA VX —T 2 AL LTHHATEEA, Yo7 AE—RFEREFa TR EITI
ODERA L H—T 2 A AERETEET, dBMICONTIE, FT AT LY hE— ROE
A LA —T 2 A ZABBRLTLLEEN,

1R BRI
DA VH—T A ATV oY TNN—TIZEN G CTHRNWTL SN, RETERWNWT
Uy Zn—7 (ID301) X, =74 FXal—aVicABmcEmEnEd, o7
Vo ZTN—F13 70 vy ZA—7OHIRIZEENE T A
» Firepower 4100/9300 > v —3 Tid, BHA V¥ —7 = A A ID X ASAFHEET /XA A IZE| Y
Y C7- mgmt-type { ' F—7 = A AZFESNTNET,

e wNT AVTHANET=RTIE, EOA L F—T 2 AL (ZHICITEEASA VX —T =
AALEENET) . T HFAMNITHEEIEDLZLEFTEERA, T—F A X —
T oA AHHRT HRENR DY FT,

e INT ATHARNET—RTIE, 2 TFRANATAR—ATROFIEEZFITLET,
VAT AN AVTIX AN a7 4 X ab— g UIZEET HIZIE, changeto context
name 2~ K& AN LET,

FIE

AP =Tz AaAr T4 FXal—rarET—RFEHBELET,

interface {{port-channel number | management slot/port | mgmt-type_interface id }[. subinterface] |
mapped_name}

i

ciscoasa (config)# interface management 0/0.1

port-channel number 51%%i%, port-channel 1 72 £ @ EtherChannel > % —7 =4 A ID T,
EtherChannel f & % —7 = A ATiE, BEHA L N—A U H—T 2 f ADHBNHREINTWE ML
ERdH D E7,

TLEA % —7 = A XX, Managementdot/port f > % —7 = A A% AL LTHAR—KFLE
Th, T2lEL, BEA L EZ—T oA AUSNOBEHA LV F—T 2 A ANBRDILEA VH—T =
A A%, BHEHE L TRETEET,
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| V=79 R E—FBLUIrSVRRTLU L E—FOA V8 —TI4R

ATy T2

ATy T3

F5URR7LY F E—FOEES v 8—T 14 20%% [

< )F 3T F Ak E— RT, alocate-interface =~ K& L CTEIV 4 TEHA.
mapped_name = A L £7,

Firepower4100/9300 v — 3 ClE. ASA FEET /S A A2 Y 4T mgmt X A 7 A > H—7 =
A A (fEBA v X —7 = A AE7-1% EtherChannel f > X —7 = A X)) DAL X —T A AID
FHRELET,

AVHE—T x4 ADLHIERELET,
namef name

1 -

ciscoasa(config-if)# nameif management

name I K 48 LFDT F A M LFHTT, KXFLE/NILFIEXRSNETA, LRizEFES
HF, Zoavr RTHLWEEZBEANLET, TOL4RTESBT LT XTOa~r RH|
BREND7-0. noERIIATI LARNTL &N,

WKONTNPOTFEEZFEALTCIPT FLAZRELET,
sIPT7 RLAZFENCTHELET,

T o=V F—R_—=L L HIFHTIHEAIE. IPT RLARALEAZ AN, T RLAZFET
RETDHNHLENHY £, DHCP 1TV R— FENFEH A,

ip_address 5 ¥ L Ot mask 5181213, A H =T 2 AA ADIP T RLALHF TRy k<A
7 HRELET,

standby ip_address 5|#i%., 7 =— A ——THEHL E7,

ip addressip_address [mask] [standby ip_address]

il

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0 standby 10.1.1.2

DHCP #—/ =56 P 7 RLAZERS L ET,
ip address dhcp [setroute]

il -

ciscoasa(config-if)# ip address dhcp

setroute ¥ — VU — RZIFETET 5 &, ASA 7S DHCP H— S—MnHiESN-TFT 7 4L k )L—
FEFATED XY 9,

DHCP VY —A%# Uty hL, FHY —RZZRTHIZIZ, Z0a~vr ReFANLET,

ip addressdhcp =~ > K& AJJ9 % HiIZ, noshutdown 2~ REFEA LA ¥ —7 =
A A& L TORWEA, —#D DHCP TERAEEFE SN2 ER8H 0 £17,

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}



L—F9 R E—FBEUIFSVRARTLUF E—FOA058—Tz4Z |
B ro7rLzomE

ATyT4 tX2 VT4 LUV ERELET,
security-level number

&1

ciscoasa(config-if)# security-level 100

number (213, 0 O FZ) ~ 100 (e bBAD) OBELAEFREL £7,

IPv6 7 L ADERTE

CDIETIE, IPv6 7 KLy Vo FE2BRET D ITECOWTHHALET,

IPv6 [CTDULVT

ZOv T a s liE, IPve BT AERN G ENTVWET,

IPv6 7 FLRIEE
WD 2FEHEDIPV6 DL=F ¥ A N 7T RV AZHRETXET,

e S — L T u—rL T RLRE, RXT Y v T Ry NU—7 TREMAGERRT Y v
T RLATY, 7V oD TN —TOESE. ZOT7 RLATIZEA VA=A B —T A X
TEICHET HOTIERL, BVIHICHRET 2R ENRH Y £3, /o, hToAXT L
NE—RCEBA L H—T oA ADT O — )L IPV6 T RL AR ETH L TxF
7

e ruma—hn Y ra—hT RUAL, BE#EERERIN-Fy NI —2 720 THERT
EBTTANR—=K T RLARATYE, —HFiE, Vo 7ue—hL T RLAEZHEHL T/ y
N EHRET DO TIE/RL . FFEOMHE Ry N —2 v 7 A2 b ETEERETEZITWET,
N—ZE, T RUVAREETILT R VAR EORA N—EREERIEH T ET, 7
Vol JN—TTlE, A=A H =T 2 ADIINY v 7a—R)L T KL AZTA
LTWET, BVIIZIZY > 27 u—h)L 7 RLAEHY A,

RIERR, IPv6 NEMET 2 L9127 m—hL T RLAZRETLHLERHY £, Fr—
NIV T RLRAZRETDHE, VoZa—HL T RLARA U H—T = A AZHBICHRE S
naied, Verra—ian 7 RUAZEINCRET 2LEILHY AL, 7Y vy T A—7
AUH =T A AT, BVITZ B— LT RLRAZRE LIZSHE, ASADRHEINIC A >3 —
A B =T AP 7 a—) T RLAZARLET, F/a—L T RLAZHRT LR
WEEAIE, Ve ra—B L T RLAZEBNICT S0, FEICTHETD2LERDH Y 7,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR



| V=79 R E—FBLUIrSVRRTLU L E—FOA V8 —TI4R
Modified EUI-64 1 52 —2J =4 X ID .

\)

GE) Vv rm—ANT RLADORELETETH>HEIE. 2~ F U 77 L A0 ipvbenable
g~ R (HERE) £7-0Xipv6addresslink-local =~ F (FERE) 2L TL
720,

Modified EUI-64 1 > 2 —2J 4 X ID

RFC 3513 [Internet Protocol Version 6 (IPv6) Addressing Architecture] (A > ¥ —% v h 7'r b=
NN—=T 367 RLyv v 7 7 —X%727F %) TiX, AT UH000 THED b DEFRE,
TRTCOZ=F v ARIPVO T RLADA U H—T = A AHHTEITRE SN 64 v F T,
Modified EUI-64 T U CTHLAL T H Z ENBR SN TWET, ASATIE, m—hn U 7108
BESNTZAA MCZOESFEZEATEET,

ZOBRENA U F—T oA ATHMMELESN TS L, ZDA ¥ —7 =4 A 1D H Modified

EUL-64 B Z AL TWE Z EE2HERTHI2DIT, £ v Z—T7 =2 A ATEAGE LI IPv6 /7 >
FORETT RUADIBEITLTMAC 7 FURIZHRS L CTHERINE T, IPv6 /37 > "HA

X —7 = A A 1D IZ Modified EUI-64 TERXZEH L CTWRWEA, X7y i Fey 7S, K
DIAT Al Ay—IUNERINET,

325003: EUI-64 source address check failed.

7 R AR OMERIT, 7o —0MER SN GEIC0RFETTEINET, BEFOT7a—hb o
oy MIEREINFETA, £72. 7T RV AOHERIFTo—HV U 7 EORA MK L TOHRE
ITTEFET,

IPv6 T LT 4 VI REEV AT FDERE

ASAX, (=T NET AMIHHR SN AINTA L H—T 2 A R ED) 7 T7AT U MA U H—
Tz A AN DL EDIPV6 V7 4 v 7 A%ZITEID X DI DHPCYG 'L 7 (v 7 AFAT:
JIAT U RELTHEET D ENTE, ASAIZZEDT LT 4 v 7 A%V 73y MELTHER
AHE =Tz A RZEINYBTHZ ENA[EETT,

IPv6 TL T« v RAEEDHE

ASAIL, (IF—TNWET DR SNTIINBA VX —T 2 A RIgED) 74T A U H—
Tz A AN 1D EDIPV6 7V 7 v 7 A% D £ H I DHPCVG 7' L7 v 7 AFAT:
IIAT o FE LTHRET D22 LN TE, ASAIZZEDT VT 4 v 7 AW 7 % v MEL THES
AE =T A RZEIVYTHIENARETT, ZHITED, WA 7 —T7 = A R THfE &
N TUWDARA MZ, StateLess Address Auto Configuration (SLAAC) Z{#H L T2 m—/ 3L IPv6
T RUVAZERETEET, 72720, WEIASAA VX —T oA AXT VT 4 v I ARAEY— 33—
CLTHREL WO EE L TL7ZEW, ASAIE, SLAACZ A4 7 > MZZa—LIPT K
VAGRRMT 22 L L TEERA, 72 XIE, —2 D ASA IZHH STV DA, ASA
IXSLAAC V7 A4 7 FE LTHEREL. IPT RLAZESTEES, LirL, 2 —ZDEH%HD

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}



=Ty FE—FBEUFSVRRFLYFE—FDA V4 —Tz4Z |
B reoovozzgzmyiry ron

Iy NT—=TIWRBET VL7 4w 7 ADY T 32y FEfERA LI2WGEE, v —XOWNEA v X —
Tx2A A ETENLOLDT RLAZFENTHRET DALENDH Y £,

ASA 2188 DHCPV6 h— —R3EENTEY ., SLAAC 7 74 7> FBHERER (IR) X
7y b ASA TR L7256, ASAILDNS H— 3= K A A U472 E O % SLAAC 7 5
AT MM TEET, ASAIL, IRANT Y MEZITRDHIETF T, 7747 MTT R XA
ZEV Y TET A, 24T FBMBEDIPV6 7 RLAZART S L HICHRETHITIE, 7
747/I\TIPv6§@J REEBENILET, 7 T7AT 2 N TAT— F L AR HERREEHL)
WZFTBDE, V=B T RNRNEA XA N A=V TRELES VT 4 v T A (ASART L
T4 I ABAEEFH LU TCZELEZT VT v 7 R) IZHESWTIPV6 7 RLANRESNE
7T

IPv6 TL T4 v REEBIY TRy ~DF

WOHITIE, ASADHCPv6 7 RL AV FA4 7 el LT, A > ¥ —T = A LT
IPT7 RLAZZITRDHEZAZRLTWET, E72, ASAIZDHCPV6 7'V 7 1 v 7 AFAEY
TAT bR LU TRET L7 4 v 7 ZAZEERLET, ASAIX, BESNZT VT 4 v T A
/64Xy NT =273y ML, B#ESNTT VT 4 v 7 AL FEITRESNTT

T b G0, sl, ERE2) /A HE—T oA ADIPv6 7 KA (0:0:0:1) ZfEH L T,
FNZNE A v HX—T = AT B — L IPv6 7 RLAZEI D B TES, ZNHDONERA
BT 2 A ARSI TND SLAAC 7 74 7> b, & /6497 %y hDOIPv6 7 KL A%
BELET,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR
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DHCPv6 Address and
Prefix Delegation Server

Internet

IPv6 address from DHCPv6 address server:
2001:DB8:0123:4567::ABCD/64

Prefix from DHCPv6 Prefix Delegation client:
2001:DB8:ABCD:1230::/60

IPv6 address from PD client:

<delegated_prefix>::0:0:0:0:1/64 \

IPv6 address from PD client:

/ <delegated_prefix>::2:0:0:0:1/64

IPv6 address from PD client:
€ <delegated_prefix>::1:0:0:0:1/64
I

SLAAC IPv6 address: SLAAC IPv6 address:
2001:DB8:ABCD:1230:0:0:0:2/64 2001:DB8:ABCD:1232:0:0:0:2/64
SLAAC IPv6 address:
2001:DB8:ABCD:1231:0:0:0:2/64

IPv6 7L 74 v REE B2 TRy DY

WOBNL, ASAB 42V TRy MV T 4 v 7 A% T3y METHEZAZRLTNE
9, 2001:DBS:ABCD:1230::/62. 2001:DB8:ABCD:1234::/62. 2001:DB8:ABCD:1238::/62.
2001:DB8:ABCD:123C::/62, ASA I, W¥E>* v kU —72 (::0) |Z2001:DB8:ABCD:1230::/62 ™
FIHMRER 64 7Ry b4 DOWTNEZHEHLET, ¥V AN —A L—FZi%, FiH)
TEBND /627Xy b TcEEd, MoL—XF, WA X —7 A A (14, ::5, and
::6) 12 2001:DB8:ABCD:1234::/62 OFIF FIHER 4 DD /64 T 3R> hDHHLD 3 D&M L E
T, ZOHA, WEL—F A v X —T 2 AIREEINTT VT 4 v 7 AZBICRGTE 72
W2, ASA ECERILEENTT VT 4 v I AeFRpm L, W—FREILEDT VT 4 v I A%fE
AT 20813 HY £, @, V—ZARHIRENICR>T256, ISPIZBEED Y 747~ M
RV 7 47 ZAEFTLELETH, ASARFH LWT LT 4 v 7 A2 TR 1256, FiLn
TV T4 AEFERTDHEION—FHRELEFTIHLERH Y £9°,

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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DHCPv6 Address and
Prefix Delegation Server

Internet

Cable Modem

IPv6 address from DHCPv6 address server:
2001:DB8:0123:4567::ABCD/64

Prefix from DHCPV6 Prefix Delegation client:
2001:DB8:ABCD:1230::/60

IPv6 address from PD client:
<delegated_prefix>::0:0:0:0:1/64

SLAAC IPv6 address: |
2001:DB8:ABCD:1230:0:0:0:2/64 Firewall
Manual IPv6 address:\ Manual IPv6 address:
2001:DB8:ABCD:1234:0:0:0:1/64 2001:DB8:ABCD:1236:0:0:0:1/64

Manual IPv6 address:
2001:DB8:ABCD:1235:0:0:0:1/64

- = =

IPv6 LT 4 v O REREV AT FOEE

12O EDA 2 H—T 2 A4 ATDHCPY6 L7 4 VAT SAT v MaA FZ—T M LE
T, ASA X, V7 Fy MELTHEEFR Yy hT—ZIZEIV S THZ LM TED 1 DL ED PV
TV 4y P ARG LET, @E, TVIT 4 v I AT TAT v e A R—T M LTA
VA —=Tx2A AIDHCPV6 7 KL A 75 AT hafELTIPT FLAZEAE L, FOMoD
ASAA LB —T 2 A AN, ZHEENTT L7 4 v 7 ANLREENAT FLAAFEHALE
7

IR B
« TOOREIX, V=T v R 77 AT U —LEB—RIIBYHR—-FINTHET,

ZOBREIT~ LT 2T F AN E— FTEYPAR—-FShEEA,

COMREIX, 7T RF Y T TIIYR—FERTOHER A,
COMSREITEHEHA VX — T 24 ATIERETXE A,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR



| V=79 R E—FBLUIrSVRRTLU L E—FOA V8 —TI4R

ATy T

ATy T2

ATvT3

P TL7 (v 2EEs 547 roEdE ]

VT 4 I AFAEEEAT DA, IPV6 b T 7 4 v 7 O EBG 72912, ASAIPV6
FANR—RBDN—F T RNRE A XA g% DHCPv6 - — " —{2 k> TEID HTH
NBEFTV7 4w 7 ZOHESEE M L 0 IZD DTS WVEICERET AL ERH D £,
7= & 21E. DHCPv6 4 — _—NTF L7 ¢ v 7 AFATOHEF NI 2 300 IR E L TV
LY 6L, ASARA ORIIEA 150 IR ET 20BN S £7°, HIEAWIMZRET S
(2%, show ipv6 general-prefix =~ Fafi /] L9, ASARA ORMREZHRET HITIE.
IPv6 A N—REDFHE 27 X—) 2ZRLTLIIEIV, T 74+ /0 MI 200 TT,

FIE

DHCPv6 H—— Ry MU =T IZHEHREINDA v A —T 2 ADA A —T =2 f A 3T 4
Fal—aryE®— N2 LET,

interfaceid

1 :

ciscoasa(config)# interface gigabithethernet 0/0
ciscoasa (config-if)#

DHCPv6 'V 7 4 v VAT TA T MR L, ZOA L F—T oA ATHAEF LI L
T4 v 7 AL T ET,
ipv6 dhcp client pd name

1 -

ciscoasa(config-if)# ipv6 dhcp client pd Outside-Prefix

name (21 K 200 LFEEFEHTE £,

ETLRESNET VT 4 v 7 ZIZET 5 1 DU Eoe » bRl LET,
ipv6 dhep client pd hintipve_prefix/ prefix_length
i -

ciscoasa(config-if)# ipv6 dhcp client pd hint 2001:DB8:ABCD:1230::/60

HE, FEOT VLT 47 AR (/6072 8) ZERLETN, DENFEOT VT 4 v A%
FBLTEBY, V—20HRIYIND & 2 ICENEMEICHIE LIZWEAIX, 20717 (v
JADEEREL L FELTANTEET, #fkoe s b (B 7Vv 7007 AFE7 L
T4 I AR) BANTHE, EOv LV NIEI D), £RITFLZELE Y NMIESI DN E S
8 DHCP Y— " —lZ K> TIRESNE T,

ATV T ASAA L F—T A AZADTa—LIPT RLAELTT VLI 4w I ADY T Ry NE2EID Y

ATy TH

TAHIZ, 70 —LIPv6 7 RLADRE (24 %—) ZZBLTLLEEN,

(fEE) SLAACZ FA TV MIRAAL LT —3— RT X —F #4223, DHCPv6
AT —hL AP —N—DOFRE ZSHRL T TEI,

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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=Ty FE—FELUVFSVRRFLY P E—FDIv8—Tx4Z |
B /o7 rLzons

ATFvT6 (FE) BGP TT L 74wV A% T RARZA XFT 5T, IPv6 %y NI — 7 OFRE WL
TLIEEW,

1

RIZ. GigabitEthernet0/0 TDHCPv6 7 KL 227 54T v hBIOTF LT 4 v 7 ZAFEAT
I IA TV NEFRE LKL, T RVAZT LT v 7 AL L HIT GigabitEthernet 0/1
BLR02IZHIV B THHIZRLET,

interface gigabitethernet 0/0

ipv6 address dhcp default

ipv6 dhcp client pd Outside-Prefix

ipv6 dhcp client pd hint ::/60
interface gigabitethernet 0/1

ipv6 address Outside-Prefix ::1:0:0:0:1/64
interface gigabitethernet 0/2

ipv6 address Outside-Prefix ::2:0:0:0:1/64

8—/NLIPv6e 7 KLADETE

N—Tv RE—ROEEDA L HX—T A AL NTFTUART LU N = RELEFA—T v R
E— RO BVIIZK LT/ m— UL IPv6 7 RLAERRET HITIE, ROFIREZFETLET,

DHCPv6 BT V7 4V AFFEAT v a itk v F arTFA M = FTHEHYPER—F X
NTVERA,

N

GE) 7a— T RLRERETDHE, Vorra—h 7 FRLRATHEIMICRESNDTZ
O, BIRICRETDLEIIHY A, 7TV vy Z—TIZ2O0 T, BVI T/ a— 3L
T RVAZRETDHE, TRTDOALUN— A H =T oA ADY 7 —H)L T KL A
DHBIICRE SILET,

YT H—T oA ZADEE . BA v F—T = A AD[F U Burned-In MAC Address % {# /5
T 5D T, MW?#VX%%@T RETHZEERBEBOLET, IPV6U I a—LT
KL RIIMACT R RZHEASWTEREIND 2D, VT A2 —T =4 ZZ—EHDMAC
T RUVAZEYVECHZ LT, —EHDIPV6 V7 ua—H/)L 7 RUANAHRIZAR Y, ASA
THEDA L AZ LV ATORNTZ T 4y 7 ORIk T 52 N TEET, 2R TL
72&W, MAC 7 R L 2D FERRIE

1R BRI

e ILF arTHFANE—FRTHE, 20 TFAMETALX=ATROFIEEZEITLET,
VAT A AT 4 Xal—rarynbaryTX¥ AN ary7 4 Xal—ra iy Ez
%1Z1%. changeto context name =~ > K& A LET,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR
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| V=79 R E—FBLUIrSVRRTLU L E—FOA V8 —TI4R

ATy

ATy T2

sa—nnie7 ELzoge ]

FIE

AV B —T xR AT 4 X2l —ay T— RERBLET,

interfaceid

1 :

ciscoasa(config)# interface gigabithethernet 0/0

NFZUART LY N =R, $7@3V—T v RE—FRDOT Y v I A—T 04, BVI &5
ELET,

i

ciscoasa(config)# interface bvi 1

U ART Lo hE—RTIX, BVIIZIZ, BEA VX —T A RAEEETHILHTEFE
7,

51

ciscoasa (config)# interface management 1/1

=Ty FA L E=T A X) WOWTNNDTEEZEMNLTIP Y FLAZHRELET,
e A UH—T 2 A ATAT— NVARBABRELZ A X —T M LET,
ipv6 address autoconfig [default trust {dhcp |ignore}]
A B =T 2 A ATAT— LV ARHBREZA X =T MTT DL, V—F T KNI A X
AV A=V TZELET VT 4 v 7 AZHESNTIPVG 7 RLARHEESNET,

AT — MUV RARHBREDNANI > TWDIGHE, AV F—T A ADY v I7a—LT

R L A%, Modified EUI-64 A > % —7 = A A ID |[ZESWTHBIRICAER SN E T,

(G¥)  RFC4862 Ti%, A7 — ML ARBBEELEICHKE SNIZAR MIL—F 7 K%
ARXRA DAy E—VEFELRVEBEL TWETA, ASAIZZDHE, V—
BT RNEARA N Ayvb—VEEELET, A vE—U%2ilT 512013
ipvé nd suppressta 2~ > REZZH LT E S0,

F 7 F )V h— hEA A =521, default trust dhep 7> ignore ZFRE L £3,
dhep ZHEET 2 & ASAITEH TE 2 XELhS (IPve 7 RLAZRAE L 7R U —/3—
NE) BRFSNIZ—HT RNNE AL XA NINEDT 7 4V hb— hOBREFEH L E9,
ignore 5 ETH L. BIOFR Yy NI =T MNB—FT RARXA XA MERETEDL LD
2720 ET (ZOHETE, VAIZRELRDAREERH Y £T) .
« DHCPv6 ZfEHI L C7 FLAZES L £7°,

ipv6 address dhcp [default]
il

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}



B /o—vre7rizo

=Ty FE—FBEUFSVRRFLYFE—FDA V4 —Tz4Z |

B

axX ;&

ciscoasa(config-if)# ipv6 address dhcp default

default ¥ — 7 — RZIEET DL, —F 7T KREZ A XA "B T 7 40 b Jb— FREL
BEET,

A B =T o2 A AFH T —rL 7 RLRAEZED Y TES,

ipv6 addressipve_address/prefix-length [ standby ipv6_address]

il

ciscoasa (config-if)# ipv6 address 2001:0DB8:BA98::3210/64 standby 2001:0DB8:BA98::3211

Ta—rSV T RLAZBEDYBCHLE, A H—T 2 ADY I a—h)L T KL ANH
BIICER SN E T,

gtandby (%, 7= — A —NR"—XTOEHHFY) 2=y VEIET = — G — = T —
FTTHEHAINAA v EZ—T A AT FLAZRELET,

Modified EUI-64 TERAFH L TA v X —T 2 A4 AD MAC 7 RLANBAERKRINT-A v
H—T A ZAID L, BESNET VI 4 v I AEEAETHZLICE>T, A0 &2 —T =
A AT a— )L T R AZEY ¥ TET,

ipv6 address ipve-prefix/prefix-length eui-64
il

ciscoasa (config-if)# ipv6 address 2001:0DB8:BA98::/64 eui-64

Ta—SV T RLRAZEOUCEHLE, A F =T ADY I a—h)L T KLANH
PCER SN E T,

AR UNRA T RLAZIRETDINEITIH Y FE A, A X —T7 A A ID M HBIRITERL
EET,

FAESNTET VT 4 v 7 AR LET,
ipv6 address prefix_nameipvé_address/prefix_length
il

ciscoasa(config-if)# ipv6 address Outside-Prefix ::1:0:0:0:1/64

Z OREREIL. ASAZHIDA o H—T = A ATDHCPV6 'V 7 4 v I ABETFTA T b
EHDNCSEDTDICHETT, IPV6 TV T 4 v I AR 74T FOFME (22

N—=V) ZBBLTLLEEN, B, BESNEZT V747 AX /60 L FTHLHI0, #
Boaxy NT—=27HT7xy METEET, #iishd 7 747 MHIZ SLAAC &
A= NTDHUERD LG, 643 R— S dY 7 xy NETT, /607 %y M
W7ETHT FLR (1:0:0:0:1 72 &) ZIEETHHLENRDY ET, T LT 4 w7 A0 /60 &K
MOLEIE, 7T RVAOFNZ : 2 AN LET, HE X, BT L7407 AN

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR



| V=79 R E—FBLUIrSVRRTLU L E—FOA V8 —TI4R
ipvs 1 i—FR0EE [

2001:DB8:1234:5670::/60 TH HGHE., DA X —T oA AZEID Y THND T a— b
IP 7 KL A1%2001:DB8:1234:5671::1/64 T9, /L —H% 7 KX A XA N TT RNZA X
INBHT VT 47 A1F2001:DB8:1234:5671::/64 T4, ZOFITIL, L7 4 7 AN /60 K
MCHIHGE, V747 ADEY Oy ME, AllCEEIND (ICL o TREND &

AT, 0IZR0FET, 72 xiE. U7 40 7 A 2001:DB8:1234::/48 T H45 . IPv6 T
F L 213 2001:DB8:1234::1:0:0:0:1/64 (272 ) F 97,

ATv T3 BVIf o Z—T7xAA) BVUWZFH T/ a— LT RLAZE DY TES, FT AT L
b= ROEBA LV H—T oA AT, ZOHEZHHALET,

ipv6 addressipv6_address/prefix-length [ standby ipv6_address]
il

ciscoasa(config-if)# ipv6 address 2001:0DB8::BA98:0:3210/48

Jua—L T RLRAZEDYTERE, A F—T A AD) I a—/L T FLANEER
B E N E T,

standby IL, 7=z — VA== XTOEHHFY 2=y NERITT 2 — VA== T —T
THAESNDA VX =T =2 A AT FLAZBELET,

ATFvF4 (F7Fvar) a—hL U7 DOIPveT KL A Modified EUL-64 XD A v Z — 7 = A A5k
BlF-OFERHEZ®EHALET,

ipv6 enforce-eui64 if_name

51

ciscoasa(config)# ipv6 enforce-eui64 inside

if_ name 54%121%, namef 2~ RTHRELEA VX —T oA ADL4HIEZRELE T, Z0A
VHE—T A RIHKLTT RLABRZEHTE £,

IPv6 A N—1EZEDHRTE

IPv6 FA N—RR 7 at AL, ICMPv6 A vEt—VEBXOEFE ) — R~ FFxy A h 7 R
AEERALT, MUxy hI—27 (u—hAn 7)) EOXANR=DY o IET KL AEZRTE
L., RANR—DFHAH L2l L, gL — 2 2B L £7,

=K (KA BN ERAN—EREFERALC, #Ei) > 7 BICHFETDHZ ERboroTnd %
ANR=DY L IET KL ADEFER, BN ->T2F% v v ¥ 2D =P 2TV ET,

Fio, RRAMIFANEREHH LT, RA MR TRy hEEELIIELTVS
B — 2 2 LET, &I, /—REIZoFae balZ2EH LT, EDxA —nEH)E
HETEDRAN=RZEDTRWNET 77 4 TIBHTLE LB, BREEINZY 7 )@T
RLUZZBHLET, L—F EIT—F ~DRARKDID &, RA MIERE L TV A0
=R FENIRIBNRNRET VT 4 TIHRBELET,

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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&M

ATy T2

ATvT3

=Ty FE—FBEUFSVRRFLYFE—FDA V4 —Tz4Z |

FIE

BETDHIPVO A v EZ—T A AZIRELET,

interface name

1 :

ciscoasa(config) # interface gigabitethernet 0/0
ciscoasa (config-if)#

HET P AR (DAD) ORATREEZHEE L £7,
ipv6 nd dad attemptsvalue

value 515 DE N MEOFFHAIL 0 ~ 600 T, ZOHEMN 0 DFE, FHESNTA v F—T oA
ATO DAD LB L X E T, T 74 /L MEK 1 #T9,

DAD (L, #V YU THNDHENT, HrLna=F v A FIPv6 7 FLADO—EMZMEREL, *v b
U — 7\ CEBETHIPV6 7 FLABRKRHEH SN TWARWhE Y 7 R—ATHEZRLE7, ASA

X, RANRN—EFERA v —V % LT, DAD ZFE{TL £,

EHET RUABRIHEND &, £OT KL ZADOIRREIX DUPLICATE [Z3E S4L, 7 R LA EfE
Hxtgst 720 ROTT— A v —URNERINET,

325002: Duplicate address ipv6 address/MAC address on interface

FHET FLANSA L EZ—T oA ADY 7 a—H VT RLAThIUE, A v F—T7 A A LT
IPv6 /37 > N OB /20 £, HET RLART e —L 7 RLATHIUL, £D
T RURAIMEH S ER A,

51

ciscoasa(config-if)# ipv6 nd dad attempts 20

IPv6 A N—KFEROFXET MR ERTE L ET,
ipv6 nd ns-interval value
value 513 DA N 2%, 1000 ~ 3600000 X U F T,

n—N VT BiZHHMo /) — KoY 7 A% T RUAZBRET 2720, /— FKhbx
AN—FFER A v&— (ICMPv6 Type 135) 3 —H/L U ZIZEEINET, 1A —
FEHERA Y E—VEZETLHE, 588/ — NI, ZRANRX=T RRZ A XA N Avg—
(ICPMv6 Type 136) Zr—Hh/L U v 7 RIZEEL UK LET,

EEITL ) — RN FRAN—=T RNRNE A XX a5 5L, HETL/ — REsdt/ — R3@EE
TELHEDITRVFET, XANRN—FHEERA v E—VIF, RANN—DV 7T KL A5
INTZIT, XA N—ORERBREOHRICOHEHESNET, /— RRH D14 N—DF|EF]
BEME A MFET D858, XA N—FEBERA v —VRNO5EHET RL AL LT, FOFXRAN—D
A=F Y AR T RLVAZMBHLET,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR



| V=79 R E—FBLUIrSVRRTLU L E—FOA V8 —TI4R

ATvT4

ATy Th

ATvT6

pvs x4 —R0EE [

FANR=T FREA XA N Ave—ViF, a—nV Vo7 o/ —FDU o r7@7 LA
NEFINTEXITHEFEEINET,

1 -

ciscoasa(config-if)# ipvé nd ns-interval 9000

UE—FDIPv6 / — RICEIZEARERIFR 2 30E L4,
ipv6 nd reachable-time value

value 53 DOFZN72MEIE. 0~ 3600000 X U TI, value lZ 0 ZfEH T2 &, 5l GERERT A
HERREE LCEE SN ET, BRERERMOMARE L, BT 201X, ZET A ADK
%IJ *@—a—o

FAN—FIFEARERMZRET DL, HHTE VWA =2 T £9, FZ2EEE
THE, HHTERWRAAN—Z L RN TEES, 2720, FHZET213E, IPve
Xy MU= IR E T _XTDIPv6 Fr v T —27 T34, ZAOQMELY YV — ZAO{EHENE X F
T, O IPv6 DIEMTIE, HFVEWVIFREEREIFHERE T EHA,

B -

ciscoasa config-if)# ipv6 nd reachable-time 1700000

IPv6 )L —& T RARE A XA FOEERRELYHRTELET,

ipv6 nd ra-interval [msec] value

msec ¥ — U — RiX, ZOENPIVPBEMNTHEESINDIZ 2R LET, ZOF—U— KRF
ELRWEES ., EITRHEMN CRESNET, value 3|1 ED a2 EOBHIL 3 ~ 1800 7. msec
F—TU— KB E SN TV AEEIE 500 ~ 1800000 X U Td, 57 /L ME 200 T,
EEHFEOEIL, Z0A X —T 2 ANLIREFEINDETRXTDIPV6 b—F T KNNZ A XA
v MZEENET,

ASANT 74NV F—Z L LTHRESINTWBEEHA, BEBRBIZIPV6 L —Z T RANZ A X R
T ATEALUTIZTHVERDHY £, o IPve / — FERBI LW E 2129 51213,
3 % BB A2 L BEE D 20 % LANIC T v & LICTHEE L £9,

51

ciscoasa(config-if)# ipv6 nd ra-interval 201

a—hL U7 ED) =K, ASA%2Y 7 EOF 740k —F L RATHBOES 218
ELET,

ipv6 nd ra-lifetime [msec] value

FFvaromecx—7U— KL, ZOEPIVBENTHESINDZEERLET, ZOF—
U — R&IRE LRWEA. EIXWEA T, vaue 51D AR 22 EIX 0 ~ 9000 B TJ, 0 %A
J1T5L, ASAITBIR LTS vV Z—T 2 A ADT 7 )V F L—F L RSN EH A,

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}



B ez —grons

ATy T17

ATvT8

ATvT9

ATy 710

. =T

=Ty FE—FBEUFSVRRFLYFE—FDA V4 —Tz4Z |

=X DML, ZDA X —T oA AMBIEREEINDITXTOIPV6 L—HF T KA
HARXA NMZEENET, ZOfEHIZ. ZOA L Z—T A ALDOTF 7L M L—FELTOD
ASA OFHAMEZRLFET,

51 -

ciscoasa(config-if)# ipvé nd ra-lifetime 2000

JL—H T RNRE A XX N &2El L £,

ipv6 nd suppressra

N— B HFFEA v E— (ICMPv6 Type 133) IZISE LT, v—F T RNRNZ AL XA N A vt—
¥ (ICMPv6 Type 134) DNHBIIZEEFE SN E T, V—FEHFEA v =X, VAT LOEH)
FRZHAR A RO EEENE 2D, RA M, RICATZ P 2— L ENTWAL—F T RARZ A X
AVDN A=V EHFOZLERLSEEBDICHBIREEIT) Z N TEET,

ASA TIPV6 7'V 7 4 v 7 AEMT ZMBENRLNAS X —T 2 f A WA H—T = A R
E) T, INHDAvE—VEEHICTEET,

TDavy REANTSEE, ASANY 7 ETIXIPv6 b—& Tid/a <, @E D IPv6 %A /N—
DEIITHRZD LT FT,

BESNBATF— ML RAHBEREDT RLALS® IPv6 7 R L 2 D452 DHCPv6 % ffi f
HEIITIPve HENRRE Y T4 7 2 MIBET D121, IPv6 b—% 7T RARF A XA NZT T
T HBIMLUET,

ipv6 nd managed-config-flag

ZOF T a Nt IPVeV—H T RAREA XA s Xy NOEFEFIHRT RVARET TV
ERELET,

DNS #— 13— 7 F L 22t O fEH DO BS 2 DHCPv6 2 9% & 512 1Pv6 BEIRE Y 94 T
¥ MZIRET DL, IPV6L—HF T RANZ A XA M7 T 7 &BMLET,

ipv6 nd other-config-flag

TOF T a L, IPVOL—F T RNRXAA XA NNy ROFOMOT RVARET T T
EERELET,

IPv6 V—H T RNRE A XA NMIEODDHIPV6 SV T 4 v I AEFRELET,

ipv6 nd prefix{ipve_prefix/prefix_length |default} [valid_lifetime preferred_lifetime | at valid_date
preferred_date] [no-advertise] [no-autoconfig] [ ] [off-link]

FAN=FTNRARE, TV T4 T AT RREALZAA NEHLT, 2O H—T A
AT RLAZHERRETEET, AT MLAHBERETIL, V—F T RRNZAL XA Ay
TV TSNS IPv6 LT 4 v I AEEHLT, Vo Zua—L T RLANLZr—N
=Xy AN T RUAEERLET,

7 7 4/ N TClE, ipv6address 2~ REFEHLTA v X —T7 2 AT RV AL LTHES
NDTVT 4T AL, W—F T RNRNEA XA NTT AKX A XEINET, ipv6 nd prefix

YR E—FBEVFSUVARTFLUYFE—RDAVEZ—T AR



| V=79 R E—FBLUIrSVRRTLU L E—FOA V8 —TI4R

ATvIN

pvs x4 —R0EE [

a<w VU REHFALTCT VI 4w I RET RRFAL XA FRHICERETDE, ZNHDOT VT (>
T ATETFINT R AL XENET,

A7 — ML AHBRENE LERET AT, V—F T RREAL XA F AyB—TT R
NWHEARXEIND T VT 47 AENREIZ64 By NTRIFNIERY /A,

edefault: T 7 ANV N LT 4 v I AMMERHEINTWAZ EE R LET,

« valid_lifetime preferred lifetime : 8 & L7 IPV6 'L 7 ( v 7 AZ GO ER SN D H D

ELTT RNNF A XT L ZfRE LE T, BEoFHHMFIZIE, 7 FLAOHIRITH
DEHA, BEADHEAZEZES L. 7 RLURAIBEIREICZY £9, FEILREDT FL
ADFERFHERERSEFEALN, HSELLNATWHDIDITTIEH Y 8 A, BRI OHIER
TIn-%ic, 7 R RITESICRY  HHTEE A, AYOTA 7 EA DIELTA T X
ALELEFRUNZENL Y EVRENS Y 9, HOFPHIL 0 ~ 4294967295 FT9, HAfHE
WTERCT9 2, Ziudinfinite ¥ —U— RF&FEHLTHRETLAS L TEET, 7740
~ OA RN 2592000 (30 HIE) T4, 7 7 4 /L b OEEADHMIX 604800 (7 HRE)
<7,

- at valid_date preferred_date : 7' L7 ¢ 7 2AOH R EIN 5 FFED B AT & REZ 2R L
F9, HAHEmonth_namedayhh:mm EFEE L9, 72& 21%, dec 1 13:00 2 AN LFE
R

s no-advertise: L7 4 v I ADT RNF A XA N LET,
« no-autoconfig : 'L 7 ¢ v 7 AL IPv6 HEVREIZITMEH TCE RV L2 BEELET,

coff-link : F8E LT V7 4 w7 A% A7V 7L LTRELET, L7 47 AFILE Y
N7 UTTT RREARXEINET, VT 497 AL, BNV 7097 AL LT
=T 4 T TN ASNER A,

onlink 34> (F7H/ k) OLEFE, FBESINET VI 4 v 7 AREDOY 7 I12ED Y4
THNET, BESNET LI 4 v I AZERFOLIRT LA T 7 4 v 7 BXE
5 — R, 8’V o7 ETcu—hVCBERRETHDLE R LET,

1 -

ciscoasa(config-if)# ipv6 nd prefix 2001:DB8::/32 1000 900

IPV6 A N—ERX v vV aDAZT 4 v 7 = M) ERELET,
ipv6 neighbor ipv6_addressif_name mac_address
ROHTA RTA > EHIRFHIT, RFT 1 v 7 IPv6 KA N—OREICHEHA SN ET,

«ipvéneighbor =~ RiZarp 2~ RIZEITWES, IPv6 *A N—FRFn v RIT kD
FEABELT, HESNTZIPVE 7 RLADT Y b U RRA N—EHEF v v 229 TIC
HET 2%6. = PVIBEBNCAZ T 4y 7 2 FPICEBRSNET, ZhbDxr
MU, copy 2V REMEH L TRELZRTFT D L S ITREITHRFEINET,

cIPV6 XA N—RBX v v a2 DAFT 4 v = MY ZERKRT HITIE, showipv6neighbor
av s RaefHLET,

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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« clear ipv6 neighbor =2~ > RIZE VW, A¥T 4 v 7 =2 R U ZERL | IPv6 R A N—HER
Xy v raNOTRTOT Y ZHIFRLEJ, noipveneighbor =~ > Rik, fEE L=
ABT 4T 2 N ERAN—REX v v 2P DHIBRLET, 2o~y RiL, IPv6
FAN—RERT OB APLHRBEINDIZ NI THLIFAATIv I = M iEFryvia
MHHIBRL A, noipvbenable =~ REMFEH L TA v H—7 A ATIPV6 &7 A
=TT DE, R2T 4y U MY ERRWT, 2O U F—T = A AFITHES L
2T _RTDOIPVE R A N—RF v v o = NUREHIBRSNET (= Y ofREER
INCMP [Incomplete] IZEHE XN ET) ,

IPv6 XA N—ERXY vV aNOARAXT 4 v T PUBRRANR—ERT e RTL-
TERINDZ EITHY FHA,

clear ipv6 neighbor =~ RZFETLTH, AZT 4 v 7 = F UM IPV6 1A S —HEK
XY vTanbilfRENDZ LTV ETAL, XA FTIv I NIOZ ) TIETNMTH
WET,

FERR X7z ICMP syslog 14, IPV6 1A S— =2 kU OEMI2 EHICER LET, IPv6
FAN—Z U NUDASAT 74/ N XA—X30 B THDH7D, ASA X0 HEBXIC
ICMPV6 %A N—RBEB L OISE AT v bEERLET, ASAIZT =— /LA —/3— LAN
BEIOIPV6 7 RL A TRESNIZIREA VX —T = A ADW TR H L5551, 30T &
(2, ICMPV6 R A N—EERB L VILE T v R, REFADOV 7 a—H)VIPv6e T KL
AD WSO ASA THERESNET, £, &37 v MIEED syslog (ICMP #f5ids L O
02—V RA NDIERRET X T 4 T X DY) AT D729, i ICMP syslog 234 B S
NTWAEEICRZDZENHY ET, IPVe XA NRN— T R DU 7Ly 2B,
WHEOT—H A2 —T =2 ATHEAMETTN, 7o— A== =T = f
TIERERETIEH Y A, 72725, ZOICMP RA N—ER T 7 4 v 27 D CPU D
W T DT T,

1 -

ciscoasa(config)# ipv6 neighbor 3001:1::45A inside 002.7D1A.9472

W—T Y RFE—FBEXUFIUARTZLUFE—FDA
BR—DIAADEZRZYY

A B —T 2 A ZADEHIEF R, AT —F A, PPPoE =& —TXx %7,

B 7Y FE—FBEUFSVRRTLUFE—FDA VA —T (R
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\)

(GE)  Firepower 1000, 2100 33 X O Firepower 4100/9300 O34, —OfEFHEL ASA 2~ KT
FIRENFERA, FXOSa~<» R LT, KVl f ¥ —7 =1 AfEHERZ &
IR HMENH Y 7,

* /eth-uplink/fabric# show interface

* /eth-uplink/fabric# show port-channel

* /eth-uplink/fabric/interface# show stats
7T v N7 F—ALF— RO Firepower 2100 DI5E 1%, KD FXOS connect local-mgmt =<
VRLEZRLTLLIEEN,

* (local-mgmt)# show portmanager counters

* (local-mgmt)# show lacp

* (local-mgmt)# show portchannel

FEAMIZ OV TCIE,  TFXOS troubleshooting guidel] & L T 72 &\,

A4 23 —7 A RFEHER
* show interface
A =T 2 A At AR R LET,
« show interfaceip brief
AV B =T 2 A ADIPT RLVAEARAT =X AEFRLET,
« show bridge-group

BEEINTA v X =Tz A, MACT RLVALIPT RLAREDT Y v o7 N—T1E#H
HFRRLET,

DHCP Information

« show ipv6 dhcp interface [ifc_name [statistics]]

show ipv6dhcpinterface =~ > Ri&, +_XTDA ¥ —7 = A AP DHCPv6 [ & FKR L
£, AV F—T =A AN DHCPV6 AT — b L A F—N—FERFICRE SN TV EHEA
(DHCPv6 27— h LA = "—Dg%E #5M) | Zoavy NI — "=k o> T
S TS DHCPv6 7 — v &Z U AN LET, A Z—7 A AZDHCPV6 7 KL A 7
FAT U NERRFT VI AT ARET FTAT 2 "ORENHDLE. Z0a<r Ridsk
IIAT  FOREEY —_R—0n0ZELTEERRLET, FEDA U F—T A AT
DOWTC, DHCPH—R_—F 737 T4 T bDOA v —V O EREFRTEET, K
I, Zoavwy RCREENAEREIZ R L ET,

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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. DHCP Information

ciscoasa(config-if)# show ipv6é dhcp interface

GigabitEthernetl/1l is in server mode
Using pool: Sample-Pool

GigabitEthernetl/2 is in client mode
Prefix State is OPEN
Renew will be sent in 00:03:46
Address State is OPEN
Renew for address will be sent in 00:03:47
List of known servers:

Reachable via address: £fe80::20c:29ff:fe96:1bf4

DUID: 000100011D9D1712005056A07E06
Preference: 0
Configuration parameters:

IA PD: IA ID 0x00030001, T1 250, T2 400

Prefix: 2005:abcd:ab03::/48

preferred lifetime 500, wvalid lifetime 600

expires at Nov 26 2014 03:11 PM
IA NA: IA ID 0x00030001, T1 250, T2 400

(577 seconds)

Address: 2004:abcd:abcd:abcd:abcd:abed:abed: £2cb/128
preferred lifetime 500, valid lifetime 600

expires at Nov 26 2014 03:11 PM

DNS server: 2004:abcd:abcd:abcd::2
DNS server: 2004:abcd:abcd:abcd::4
Domain name: relay.com
Domain name: server.com
Information refresh time: O

Prefix name: Sample-PD

Managementl/1l is in client mode
Prefix State is IDLE
Address State is OPEN
Renew for address will be sent in 11:26:44
List of known servers:

(577 seconds)

Reachable via address: fe80::4e00:82ff:fe6f:£f6£9

DUID: 000300014CO0826FF6F8
Preference: 0
Configuration parameters:

IA NA: IA ID 0x000a0001, T1 43200, T2 69120
Address: 2308:2308:210:1812:2504:1234:abcd:8e5a/128

preferred lifetime INFINITY,
Information refresh time: O

valid lifetime INFINITY

ciscoasa(config-if)# show ipvé dhcp interface outside statistics

DHCPV6 Client PD statistics:

Protocol Exchange Statistics:

Number of Solicit messages sent:

Number of Advertise messages received:
Number of Request messages sent:

Number of Renew messages sent:

Number of Rebind messages sent:

Number of Reply messages received:
Number of Release messages sent:

Number of Reconfigure messages received:

Number of Information-request messages sent:

Error and Failure Statistics:

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR
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Number of Re-transmission messages sent: 1
Number of Message Validation errors in received messages: 0

DHCPV6 Client address statistics:

Protocol Exchange Statistics:

Number
Number
Number
Number
Number
Number
Number
Number
Number

of Solicit messages sent:
of Advertise messages received:
of Request messages sent:

of Renew messages sent:

of Reply messages received:

5

6

of Release messages sent:
of Reconfigure messages received:
of Information-request messages sent:

1
1
1
4
of Rebind messages sent: 0
4
0
0
0

Error and Failure Statistics:

Number of Re-transmission messages sent: 1
Number of Message Validation errors in received messages: 0

show ipv6 dhcp client [pd] statistics

DHCP Information .

show ipv6 dhcp client statistics =~ > KiX, DHCPv6 7 7 A 7 MEFHEHRAZF /R L, &

ZREINTZA v E—VHON %R LET, showipve dhep client pd statistics =~ > K
I, TVT A I ABET TAT v P ORGEHEREFRLET, RIZ, 0w TR
LN s EREIZ R~ LET,

ciscoasa (config) #

Protocol Exchange

Total
Total
Total
Total
Total
Total
Total
Total
Total

number
number
number
number
number
number
number
number
number

of
of
of
of
of
of
of
of
of

Error and Failure
Total number of
Total number of

ciscoasa (config) #

Protocol Exchange

Total
Total
Total
Total
Total
Total

number
number
number
number
number
number

of
of
of
of
of
of

show ipv6é dhcp client statistics

Statistics:

Solicit messages sent: 4
Advertise messages received: 4
Request messages sent: 4
Renew messages sent: 9
Rebind messages sent: 0
Reply messages received: 9
Release messages sent: 6
Reconfigure messages received: 0
Information-request messages sent: 0

Statistics:
Re-transmission messages sent:

Message Validation errors in received messages:

show ipv6é dhcp client pd statistics

Statistics:

Solicit messages sent: 1
Advertise messages received: 1
Request messages sent: 1
Renew messages sent: 92
Rebind messages sent: 0
Reply messages received: 93

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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Total number of Release messages sent: 0
Total number of Reconfigure messages received: 0
Total number of Information-request messages sent: 0

Error and Failure Statistics:

Total number of Re-transmission messages sent: 1
Total number of Message Validation errors in received messages: 0

« show ipv6 dhcp ha statistics
show ipv6 dhcp hatatistics =~ > R, DUID fF#N 7 = — /LA — 3 — 2= K TR
INTEFAEED, 7x— A —_"—a=y MEO N T 7 v a COREHERE RS L
F9, WIZ, Zoavy FTCRESNLEHRFAIZ R LET,
TIT 47 2=y b L

ciscoasa(config)# show ipvé dhcp ha statistics

DHCPv6 HA global statistics:
DUID sync messages sent: 1
DUID sync messages received: 0

DHCPv6 HA error statistics:
Send errors: 0

AL RN, 2=y bk

ciscoasa(config) # show ipvé dhcp ha statistics

DHCPv6 HA global statistics:
DUID sync messages sent: 0
DUID sync messages received: 1

DHCPv6 HA error statistics:
Send errors: 0

« show ipv6 general-prefix

show ipv6 general-prefix =~ > Kik, DHCPv6 7'V 7 4 v IV AEAET T4 T M L-T
BEINTF-TRTOF VLT 4 v T REFDT LT 4 v 7 ADMD T 1t 2~ ASA BeAfi
(Tarvyva—<URALN ) Z28R-LET, KRIZ, ZOa~vr RCREESND HFREIZ R
Liﬁ‘o

ciscoasa(config)# show ipv6é general-prefix
IPv6 Prefix Sample-PD, acquired via DHCP PD
2005:abcd:ab03::/48 Valid lifetime 524, preferred lifetime 424

Consumer List Usage count
BGP network command 1
inside (Address command) 1

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR
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PPPoE

« show ip addressinterface_name pppoe
HIfED PPPOE 7 74 7 h O EN WA R R L E T,
« debug pppoe {event | error | packet}
PPPoE 7/ A4 7 NDT Ny oA X—=T M LET,
« show vpdn session[I2tp |pppoe] [ id sess id |packets|state | window]
PPPOE v v a vV DAT—HX R &EF R LET,
wIZ, ZOavy FCREESh D FE#RFIZ R L ET,

ciscoasa# show vpdn

Tunnel id 0, 1 active sessions
time since change 65862 secs
Remote Internet Address 10.0.0.1
Local Internet Address 199.99.99.3
6 packets sent, 6 received, 84 bytes sent, 0 received
Remote Internet Address is 10.0.0.1
Session state is SESSION_UP
Time since event change 65865 secs, interface outside
PPP interface id is 1
6 packets sent, 6 received, 84 bytes sent, 0 received
ciscoasa#
ciscoasa# show vpdn session
PPPOE Session Information (Total tunnels=1 sessions=1)
Remote Internet Address is 10.0.0.1
Session state is SESSION_UP
Time since event change 65887 secs, interface outside
PPP interface id is 1
6 packets sent, 6 received, 84 bytes sent, 0 received
ciscoasa#
ciscoasa# show vpdn tunnel
PPPoE Tunnel Information (Total tunnels=1 sessions=1)
Tunnel id 0, 1 active sessions
time since change 65901 secs
Remote Internet Address 10.0.0.1
Local Internet Address 199.99.99.3
6 packets sent, 6 received, 84 bytes sent, 0 received
ciscoasa#

prroE ||

IPv6 A /\—1EFE

IPV6 A NWN—IRBINT A —H T =H—F DI, kOa<wr REANLET,
« show ipv6 interface
Toawr RNiE, W REDA L E—T oA AL EET, IPV6HIZERESNTNS A
VHE—=T 2 ADZ—FEN T A IREEFRRL, BEINT-A LV FX—T 2 ADOHREER
RLET, LML, Zoavwy FIZARTERRIN L, IPVO BB > TWNDETXTDA v

H—=T A AD

BREEFTRLET, a~2 FOHANTIE, WOBEBRFERINET,

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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A B —T A ADLTTE AT —F X

/= INEBINa—Via=Fxy AT FLX
A B =T 2 A ANBETEYNTHFx A N I —7
*ICMP V¥ A L7 FBLOZT— A v b=V DORE

o A N—ERBROFRE

AT YRR OITRES TN D & & DEERDRFH]
STV D R A N — BRI O FIEE AT RERFH]

W—T Y RFE—FBEXUFIUARTZLUFE—FDA
R—J A4 ZXADB

20D T) I IN—TE2ELCESIVARTLY M E—RFOHI

KU ART LY b= RORDOHFITIE, 3004 F—T A AEFNETND2ODT I v
TN—TF L ERERHA 2 —T = A A LET,

interface gigabitethernet 0/0
nameif insidel
security-level 100
bridge-group 1
no shutdown

interface gigabitethernet 0/1
nameif outsidel
security-level O
bridge-group 1
no shutdown

interface gigabitethernet 0/2
nameif dmzl
security-level 50
bridge-group 1
no shutdown

interface bvi 1
ip address 10.1.3.1 255.255.255.0 standby 10.1.3.2

interface gigabitethernet 1/0
nameif inside2
security-level 100
bridge-group 2
no shutdown

interface gigabitethernet 1/1
nameif outside?2
security-level O
bridge-group 2
no shutdown

interface gigabitethernet 1/2
nameif dmz2
security-level 50

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR
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bridge-group 2
no shutdown
interface bvi 2
ip address 10.3.5.8 255.255.255.0 standby 10.3.5.9

interface management 0/0
nameif mgmt
security-level 100
ip address 10.2.1.1 255.255.255.0 standby 10.2.1.2
no shutdown

20NT) T IN—TZECRXRAYF FLAN 5 A2 LD

WOBITIE, 32DA L Z—T oA ADZENEE 1 DOBEHEOINTHANL—T v K A4 % —

T2 A RI2DODT YV VI N—TEFELET, 7V v T NA—F1EINHETHY, TV v
I N—=T2FT Y v 7 WebH— N—ERESNTdmz T, TV v I TN—T DAL N—
AHE—T oA AT, BANR—DEF2VT 4 LR ELL, F—0&FX= T 0 @EHN
AHEIZ 2> CWH T, 7Y v V7 NA—7NTHHRICEETEE T, NEA L R—DEF 2l
T4 LoULAN 100 T, dmz A NN—DFF=2U T 4 LoULd 100 TR, 2 bDkExa Y

T4 LoULVEBVI BEEICITEA S NEE A, BVIOEX 2 U7 0 L-ULD &, BVIEO k
T4 oI LET, BVI LA OEF2U T 4 LoUL (100, 50, BLN0) 1%, NES
M5 dmz &R BN, BLRdmz NP OANEE~D T 7 4 v 7 ZREERAICHFRT L E T, dmz
OV —NR—ITHT BN T T4 T EBHFATHOIL, T 7R —)LRAEBICEA S E

—é‘o
{ Internet ™
‘\\\_
dmz
BVI 2
209.165.201.1
outside 209.165.201.4
GigabitEthernet 11 dmzi
209.165.200.225 I.DHCF',I. GigabitEthernet 1/7
'dm22 i:j 1
‘@. GigabitEthernet 1/6 208.165.201.3
L j dmz3
emmm GigabitEthernet 1/5
inside1 inside3 i
GigabitEthernet 1/2 GigabitEthernet 1/4 208.165.201.2
‘ inside2
GigahitEthernet 1/3 l l
_L-'i_:.'-'.. &
10.10.10.2 | \\10:10:108
inside  10.10.10.3 )
BVI 1
10.10.10.1 —_— !
10.10.10.5 U.'ICI.'H:I.?
—
10.10.10.6

interface gigabitethernet 1/1
nameif outside

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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security-level O
ip address dhcp setroute
no shutdown
|
interface gigabitethernet 1/2
nameif insidel
security-level 100
bridge-group 1
no shutdown
interface gigabitethernet 1/3
nameif inside2
security-level 100
bridge-group 1
no shutdown
interface gigabitethernet 1/4
nameif inside3
security-level 100
bridge-group 1
no shutdown
|
interface bvi 1
nameif inside
security-level 100
ip address 10.10.10.1 255.255.255.0
|
interface gigabitethernet 1/5
nameif dmzl
security-level 100
bridge-group 2
no shutdown
interface gigabitethernet 1/6
nameif dmz2
security-level 100
bridge-group 2
no shutdown
interface gigabitethernet 1/7
nameif dmz3
security-level 100
bridge-group 2
no shutdown
|
interface bvi 2
nameif dmz
security-level 50
ip address 209.165.201.1 255.255.255.224
|
same-security-traffic permit inter-interface
|
# Assigns IP addresses to inside hosts
dhcpd address 10.10.10.2-10.10.10.200 inside
dhcpd enable inside
|

# Applies interface PAT for inside traffic going outside
nat (insidel,outside) source dynamic any interface
nat (inside2,outside) source dynamic any interface
nat (inside3,outside) source dynamic any interface
|
# Allows outside traffic to each server for specific applications
object network serverl
host 209.165.201.2
object network server?2
host 209.165.201.3
object network server3
host 209.165.201.4

B 7Y FE—FBEUFSVRRTLUFE—FDA VA —T (R
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# Defines mail services allowed on server3
object-group service MAIL

service-object tcp destination eg pop3

service-object tcp destination eq imap4

service-object tcp destination eg smtp
|
# Allows access from outside to servers on the DMZ
access-list SERVERS extended permit tcp any object serverl eqg www
access-list SERVERS extended permit tcp any object server2 eq ftp
access-list SERVERS extended permit tcp any object server3 object-group MAIL
access—group SERVERS in interface outside

W—T Y RFE—FBEXUFIUARTZLURME—FDA
ARA—TD A ADEFE

Hae4 TSy bTr—L)Y—R HREIER

IPv6 A /N —R% 7.0(1) ZOBHENEASHE LT,
ipv6 nd ns-interval, ipv6 nd
ra-lifetime, ipv6 nd suppressra, ipv6
neighbor, ipv6 nd prefix, ipvé nd
dad-attempts, ipv6nd reachable-time,
ipv6address, ¥ & UNipv6enforce-eui6d
avy RBEASNE L,

FZ AT L b = RO IPv6 ® |8.2(1) NIRRTV N T AT U —)b

PR— K ET— FOIPv6HAR— FAEASIEL
7o

N7 ART LY hE—=FRDTY v |84(1) tXa2VT7 40 a3 THFA MDA —N—

T—7 ~y Rl 0WIGE . £loidtxa

V7 4 ar7xA Mg RRIZHEH L
TWGE, AV E—T AR % T Yy
I N—=TI T N—F L., HFRy b
T—7 1 O>FTo@HOTY v J
N—TERETCEEST, 7V vV 7
W=TDLTT 4y 73MDT ) v
TN—TnblRsET, 70
ET—FRFERFaTFRANIEIL, *
NENASDOAL U H—T oA ANB7E
LIKRSMEDT Y v ¥ T N—T % IE
TEET,

WDa~ s RRBEAINE LT,
interface bvi, show bridge-group
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Haes TS5y b T7H—L1))—R FERETR TR

IPv6DHCP V L —D 7 RL Z#&iE~7 5 |9.0(1) =1 > K ipv6 nd managed-config-flag,

7 ipv6 nd other-config-flag 733&E A X E
L7,

FF AT LY hE—FRDT Y »]9.3(1) TV Y T N—T DI KIS 8D

T =T DI RILD 250 (THN 250 I x E Lz, Yo7 E—F

TR A 250, ~/F F— K Tlid=
VTHXARNBTEORKSBEOTY v
TN—TEHRETE, £T Vw7
W= KR AEDA o —T = A
AEBINTEET,

interface bvi 3 X U* bridge-group =~
VIRPEREISNE L,

KNS ART LY R E—RT, 77U v |96(2) TV TA—FHl-0 DA 2 —
CIN—T T DA H—T = A A T A ADEKREIDN 4 035 64 1THEAR
DR T 64 1ZHEN ShE L7,

ERINTa~xr NIbo £HA,
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HRES TI3vbT7r—L))—R HRETEER

[Pv6 DHCP 9.6(2) ASA TIPv6 7 KL v o 7 DR DI
RERTR— SN FE L7

*DHCPVv6 T KLVRARZ AT K
ASA 3 DHCPv6 H—/3—71 5 IPv6
Ja—s )T RLAEF T g
DT 7 H )k — hERELE
e

DHCPv6 'V 7 4 v 7 AFALT Z
A7 bk : ASA I% DHCPv6 H—
WN=INLEET VT v 7 A%
BLET, ASAIL, 2 b7 L
T4 A& LT ASA
AR =T A ADT RL A%
FEL, AT—FL AT FLAHE)
HE (SLAAC) 7 ZA 7 b3
Uy hU—27 ETIPV6 T KL A
ZABRRETEDLOICLET,

=TV T 4 7 AD BGP L—
BT RNREAL XA |

DHCPv6 A5 — kL & H—r3—
SLAAC 7 A4 7 > 2% ASA 11
WER (IR) 7y hEEETD
LU ASAIT RAAL A R— LT
EDOofEHR%E SLAAC 7 74 7
v ML E T, ASA X, IR
Ny NEZTWAHIETT, 77
ATV MIT RURZEI S TE
A,

WOa~ s RPBMELIFEEINE
L7z, clear ipv6 dhcp statistics.
domain-name, dns-server. import.
ipv6 address autoconfig, ipv6 address
dhcp. ipv6 dhcp client pd. ipv6 dhcp
client pd hint, ipv6 dhcp pool. ipv6
dhep server, network. nisaddress,
nisdomain-name, nisp address. nisp
domain-name, show bgp ipv6unicast.
show ipv6 dhcp. show ipv6
general-prefix, sip address, sip
domain-name, sntp address
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HRES TI3vbT7r—L))—R HRETEER

Integrated Routing and Bridging (IRB) |9.7(1)

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR



| V=79 R E—FBLUIrSVRRTLU L E—FOA V8 —TI4R
L—F9 K E—KB&UFSVRRTLY F E—FoA va—T x4 20BE [

3
3
R

HE TI3vbT7r—L))—R LA

Integrated Routing and Bridging (§i4
N—T 4 TBIOTY vy 7)
X, TV P IN—T =Ty KA
VHE—=T 2 A AMEN—T 4 T D
BREEZRELES, 7V v —7
Eld. ASADIL— RO YVIZTY v
CFAHAL =T 2 A AD T IN—TD
ZETY, ASAIL, ASADBI T 7 AT
74— & UTHERE LT 5 R TACK
D7V VTR ES, OFED,
A VB =T A AMDOT 7 & ZHIEH
FETSh, BEDOT 74T U4 — B
HEHLTXTEITINET, BAnE, b
FUART LN Ty AT U g —)b
E— RTORT Y v T N—TDFHE
WA[EETE o Teled, 7V v I —7
fCONL—T 4 TIETEERFATL
oo ZOWBEZEHATLE, L—T v
K774 T7 74—V E—FKDTY v
CIN—TDOFREE, TV T N—
THBLOT ) v —TE—
Ty RA LB —T A ZAWON—F 4
VI ERFATTCEET, TV T I—
T TV v URIBA =T 2 A A
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