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. BB SN TWA Ry NU—27 D0, BShTnwinwa—hL 7 L ATT,

dhcpd addressip_address start-ip_address end if_name

1 :

ciscoasa(config)# dhcpd address 10.0.1.101-10.0.1.110 inside

T RUVARA T =L, ASAA > H—T 2 A ALFELY TRy NNICHDLVLERHY £3, b7
VART LY RE—RTIE, TV I —TF AN — (B —T o f AERELET,
N—T v RE—FRTIE, T v R A Z—T =24 ZAFZEBVIZEELET, 7V ¥ 7
N—T AN —= A B =T x4 AFRELRNTLIEEN,

EE) OOLb—F v FE—F) DHCP £7/-1%ZPPPoE 7 54 T > "o ETT AL L EZ—T = A
ANE, E£771T VPN H— =5 H 5 S5 DNS, WINS, BEONRA A 4 DOfEA BEH)
R L E 9,

dhcpd auto_config client_if_name [[ vpnclient-wins-override] interfaceif_name]

&1

ciscoasa(config)# dhcpd auto config outside interface inside

WD a< REMHEHLTDNS, WINS, £721E RAAL V4T A =252 E LT-Ga, BiEk
ECEfF SN NT A= EEXINET,
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UEE) 77947 FODHCP 7 RLAZ T LET, ASAT, 7747 hDOMACT R
LA SNWT, BRESNTZT FLATP—LMSDHCP 7 A4 7 > MIEEDT RLUANED
LToHNET,

dhcpd reserve-addressip_addressmac_addressif _name

1 -

ciscoasa(config)# dhcpd reserve-address 10.0.1.109 030c.fl42.4cde inside

FHRIELT FLUREIREFLDT RLA T =AML BETA0ERHD, 7 FL X7 —/X
ASAA UV H—T A ALRILY TRy b EZHDIVLENRHDET, FT AT LY hE—F
T, TV oV ITN—T AN =T 2 AERELET, L—FT v FE— FTIL,
N—T v KAV H =T 2 A ZAEEBVIZEELET, 7V oD T NN—T AN~ H—
T oA ZAIFERELRWTLZE N,

(7> a) DNSYH—R—DIPT RLAZIEELET,

dhcpd dnsdnsl [dns2]

B -

ciscoasa(config)# dhcpd dns 209.165.201.2 209.165.202.129

(A7 ar) WINSH—N"—DIPT7 RLAZHFELET, WINS ——T{HxK2>FETT
K

dhcpd winswinsl [wins2]
i
ciscoasa(config)# dhcpd wins 209.165.201.5
UER) 77472 MCHFATLY) —2BMELE LET, V2B LT, v L THhE

IP7 RLAZ 54T "IMEATEXAEROES () Thh., ZOEEIERTEEY —
AR U FET, 0~1,048,575 DFPHOE Z AN L TLZE W, T 7 /L MEIZ 3600 T3,

dhcpd lease lease length

51

ciscoasa(config) # dhcpd lease 3000

(FFvarv) RASLBEHRELET,
dhcpd domain domain_name

1

ciscoasa (config)# dhcpd domain example.com
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ATvT8

ATvT9

ATy 710

(A7 a) ICMP 737~ @ DHCPping ¥ 4 A7 UV MEZRELET, 7 RLADOHA Y
WETD7201Z, ASA LT KLU A% DHCP 7 A 7 2 MZHEI D HTAHEIZ 2 27 ICMP ping /¥
Ty b7 RVAIZERBLET, 7 740 MEIE 50 2 VR TT,

dhcpd ping timeout milliseconds

1 -

ciscoasa (config)# dhcpd ping timeout 20

DHCP 7 7A 7 v MTEETLHT 74NV s F— b V=4 ZERLET, V=T vy RE—RT
dhepd option 3ip =2~ & R&AEH] L72WGE . ASA 1Z, DHCP Hh— =723 A R—T7 LT/ > T
WAHA B =T 2 A APT RVAET 74V K F—r oz L LTRELET, hT AR
TV ME=RTT 74NV = MU A Z3RET 5561213 dhepd option 3ip Z5%ET 5
VERBHY ET, ASA BRIZT 74V M F— b0 =A L LTEETEEHA,

dhcpd option 3 ip gateway _ip
i

ciscoasa(config)# dhcpd option 3 ip 10.10.1.1

ASANDODHCPT—F v & A X —TMZ L, £ F—T W oT-A ¥ —7 = A A L TCDHCP
AT MNEREY v AL LET,

dhcpd enable interface_name

&1

ciscoasa(config) # dhcpd enable inside

dhepd address#iH L R U A v 4 —7 = A AERELET,

SELZDHCPVA A T 3 > DETE

ATy T

ASA IZ. RFC 2132, RFC 2562, B L YRFC 5510 ICT#H N TV B IEEA%{E21 % DHCP &
FarEYAR—FLTWET, A7 a1, 12, 50~54, 58 ~59, 61, 67. R E{Bx,
TRTODHCP A7 3 (1 ~255) DY FR—FENTWET,

FIE

1 2F72E 220 1IP 7 KL AZKT DHCP A7 > a VAR ELET,
dhcpd option codeip addr_1 [addr_2]
1 -
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ATy T2

ATvT3

s o A 7 avoE [

ciscoasa (config)# dhcpd option 150 ip 10.10.1.1
ciscoasa(config)# dhcpd option 3 ip 10.10.1.10

#7232 150 Tlid, CiscoIP Phone THEMHT 5 1 BE71EL2HED TFTP Y ——D P 7 KL
AEITATAIRELET, 73 33 Tid. CiscoIP Phone DF 7 /L k L— FEZREL
F7,

T XA FUFEHNEIKT DHCP A7 a v &R ELET,

dhcpd option code ascii text

5 -

ciscoasa (config)# dhcpd option 66 ascii exampleserver

F 7> =66 Tix, CiscoIP Phone TEH T2 TFTP —/ =D IP 7 KL A E 734 p & &
LET,

16 #EXME %K 9 DHCP 47> a VAR EL 7,

dhcpd option code hex value

51

ciscoasa(config)# dhcpd option 2 hex 22.0011.01.FF1111.00FF.0000.AAAA.1111.1111.1111.11

GE)  ASA X, fRESNTAT v a DX A 7B LOMEN, RFC2132 ICERSINTNDA
Trarya—RH L THHFEINTWAH A TBIMELE —ET 5008 9 TR L
FHA, 72L& 21X, dhepd option 46 ascii hello L9 a2~ K& AT 25 2 LidalEE
THO, ASAIZTZDary7 4 Falb—ra a2 ARETI, RFC2132 DEFET
X, A7 a 46 1T MO 16 EREAIEET HZ IR TWVET, 7 a
a— K&, a— RZBEEMT bR A 78 L OEHEOFEMICOWTIE, RFC2132
EHILTLEEN,

WD, dhepd option =~ RTHAR—F SN TWRWDHCP A7 >3 v aRLET,

R 1:HR— PSRN TOGELDHCPA TV a3y

AFarva—~F Hl:|

[0] DHCPOPT_PAD

1 HCPOPT SUBNET MASK

12 DHCPOPT_HOST NAME

50 DHCPOPT REQUESTED ADDRESS
51 DHCPOPT LEASE_TIME

52 DHCPOPT_OPTION_OVERLOAD
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B oHcre 27— F LR Y—n—omE

T3y a—FK SiBR
53 DHCPOPT MESSAGE TYPE
54 DHCPOPT_SERVER IDENTIFIER
58 DHCPOPT RENEWAL TIME
59 DHCPOPT REBINDING TIME
61 DHCPOPT CLIENT IDENTIFIER
67 DHCPOPT BOOT_FILE NAME
82 DHCPOPT RELAY INFORMATION
255 DHCPOPT_END

DHCPv6 X 7+— k L X H—/\—DEEE

&

AT —hUVAT RLABBRE (SLAAC) 27 L7 4 v 7 ARATERE L O THERT 57 7
AT AIPV6 T VT 4T AFNET FAT 2 FOFDE) IZHOWTIX, ZNbD7FA4T
FMEHRESR (IR) /N7 v b & ASA ICIEET 2BRICEH (DNS —"— KA A 470 8)
BT DL OICASA ZBRETEET, ASAIL, IRy F&aZITWAH7Z Ty 747 v b
W7 RLAZBID Y TERFA, 774 T EPMEDIPV6 7 RLUAZERT D X I IZRET
B2, 74T FTIPVG HEIRREA AN LET, 794 T hTAT— ML ARHE)
REEZANCTDE, —F T RNRNFA XA N A=V TRELET VT v 7 A (ASA
NV T 4 P ABTEFER L TZE LS LT 4 v 7 R) IZHSNTIPVe 7 RLUANEE
SnET,

1R BRI
ORI, VN —T v RE—RTORYR—FEINET, ZOHKEIX. 7 T7R%Y
VITIEHY R ENTWEREA,

FIE

DHCPV6 ¥ — "—(Zf ik S & 5 WA E 45 IPv6 DHCP 7' — /L i L £ 7,
ipv6 dhcp pool pool_name

&1

ciscoasa(config)# ipvée dhcp pool Inside-Pool
ciscoasa(confiqg) #
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ATy T2

ATvT3

ATy T4

DHePvs 27— kLR H——0@E [

VEIZGELTA VA —T 2 AZLIABIO T — NV EFRETEET, 72, BHEOA v 57—
TxAATRILT =N EERT5Z b TEET,

WDIB, IRAyE=VICTHT HINETY FA T v MIRMIET 537 A =2 % 1 2Ll ERE L
7.

dns-server dns ipv6_address

domain-name domain_name

nisaddressnis_ipv6_address

nis domain-name nis_domain_name

nisp address nisp_ipv6_address

nisp domain-name nisp_domain_name

Sip addresssip_ipv6_address

sip domain-name sip_domain_name

sntp address sntp_ipv6_address

import {[dns-server] [domain-name] [nis address] [nis domain-name] [nisp address] [nisp
domain-name] [sip address] [sip domain-name] [sntp address]}

1 -

ciscoasa(config-dhcpv6) # domain-name example.com
ciscoasa (config-dhcpvé) # import dns-server

import =~ NiX, V74 v I AFLITA T~ A2 —7 x4 AT ASA 7 DHCPv6
Y= R=OH/F L1 DU EDONRTA—=F A LET, FEITREINI AT A—=F LA
VIR— R ENTRT A= BB GO THERTEETN, AU ARTA—XZFEHTHEL,
moimport A RTRET HZ LT TEEH A,

ASAIZIR AvtE—V52 U v ALVEEEAS L HA—T 2 ADA LV HF—T =2 AT 4Fa
L— gy B— RFEHBELET,

interfaceid

1 -

ciscoasa(config)# interface gigabithethernet 0/0
ciscoasa (config-if)#

DHCPv6 H——% A X—T NI LET,

ipv6 dhcp server pool_name

1 -

ciscoasa (config-if)# ipv6 dhcp server Inside-Pool
ciscoasa (config-if) #
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B oowcry—z-v:romE

R T 75 DHCPv6 Y — "—(CBT 5 1E#H %A SLAAC 7 74 7 > MR 270D —4 7 RAZ A X
AU NERELET,
ipv6 nd other-config-flag

Z D7 F 7%, DHCPv6 725 DNS J—/3— 7 R L 272 EOBIE#R O B5Z DHCPv6 %1
THVENSHDZ L& IPV6 BERRTEY 74 7~ Ma@mLE7,

1

Wz, 250 IPv6 DHCP 7 —/VE{ERR LT, 2 DDA X —7 = A AT DHCPv6 ¥ —
N T HH R L ET,

ipvé dhcp pool Eng-Pool
domain-name eng.example.com
import dns-server
ipvé dhcp pool IT-Pool
domain-name it.example.com
import dns-server
interface gigabitethernet 0/0
ipvé address dhcp setroute default
ipvé dhcp client pd Outside-Prefix
interface gigabitethernet 0/1
ipv6 address Outside-Prefix ::1:0:0:0:1/64
ipvé dhcp server Eng-Pool
ipvé nd other-config-flag
interface gigabitethernet 0/2
ipv6 address Outside-Prefix ::2:0:0:0:1/64
ipvé dhcp server IT-Pool
ipvé nd other-config-flag

DHCP ) L—I— Y FODERTE

A B —T A AZDHCP ERNJEL &, 22— —DOFEIZHESN T, ASA /D ZE DERN
UL —35 DHCP —R—NREINET, RETELHH—N"—DF A FIFRD LB T
KR
o AU H—T A A[EAFD DHCP Y—/3— : FFEDA X —7 = A A2 DHCP ZR Mg <
ELASAIZEDEREA VH—T 2 A AFEFOY— = {ZFZF Y L—LET,
« 70— /)L DHCP #—_"— 1 f U X —T oA AEF DV — R—RNRE I TNRNA
H—7 = A A DHCP ER N EL &, ASAIZZFDERZ TR CTHO T a— )L —_—|C
JL—LET, A F =Tz AL Z—T =2 A AFEFDY—R—0FREINTWDHY
G Za—r L == I H SN E A,

DHCPV4 ) L— I — 22 FDEETE
DHCPERNA v Z—7 =14 A< &, ASAITFDER % DHCP V— X—{Z VU L— L F7,
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ATy

ATvT2

ATvT3

pHePws y L—z—> x> boRE [

FIE

WDOWNTNE LN T2 EITLET,

« /01— )L DHCP —/X—D P 7 FL AB L RFDY— R—(ZR[EFRERA VX —T =
AAEBELET,

dhcprelay server ip_addressif_name

i

ciscoasa (config) # dhcprelay server 209.165.201.5 outside
ciscoasa (config) # dhcprelay server 209.165.201.8 outside
ciscoasa (config) # dhcprelay server 209.165.202.150 it

DHCP 7 A7 v h *xy NU—JIZEEHRINTWEHAS X —T A AID, BLOEFDA
VH—T A ATEAZ L7 DHCP EXkizxt L T &5 DHCP Y —/R—D P 7 KL &
ERELET,

interface interface id
dhcprelay server ip address

B

ciscoasa(config)# interface gigabitethernet 0/0
ciscoasa(config) # dhcprelay server 209.165.201.6
ciscoasa (config) # dhcprelay server 209.165.201.7
ciscoasa(config)# interface gigabitethernet 0/1
ciscoasa(config) # dhcprelay server 209.165.202.155
ciscoasa (config) # dhcprelay server 209.165.202.156

7 —s3b dheprelay server =~ > R &350 | BOROM A A o F—T7 =4 RFFEE L
RN EICHEELTLIEE Y, RbVic, ASAIIV—T 47 T—7NEHEHALTHA
A B =T =2 AERELET,

DHCP 7 547 ¥ MNo¥ii Sl A v Z—7 oA ALTDHCP U L— H—ER% A X—T7 )L
WCLET, #EDOA X —T 2 A A LTDHCP V L—% A XR—T I TE 7,

dhcprelay enable interface

1 -

ciscoasa (config)# dhcprelay enable inside
ciscoasa(config) # dhcprelay enable dmz
ciscoasa (config)# dhcprelay enable engl
ciscoasa (config)# dhcprelay enable eng2
ciscoasa (config)# dhcprelay enable mktg

(7> 3) DHCP V L'—®D7 R L RO - DIZHRT LM A2 THREL £T,

dhcprelay timeout seconds
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B owcruy -z romE

ATv74

ATy TH

1 :

ciscoasa (config) # dhcprelay timeout 25

(A7 a ) DHCP — =LK E SNy FOBRVIOT 7 4V h Jb—& T KL X
% ASAA LA —T A ADT RLRAIZEFELET,

dhcprelay setroute interface_name

1 -

ciscoasa (config)# dhcprelay setroute inside

IOT I varEito L, VAT NI BOOT 74V b b— hEFEEL T, DHCP ¥ —
N—THERRANV—IDPEESINTWVEEAETH, ASA2RA L "NTHZENTEET,

R NI T 74V OV —F F7 2 g BRI, ASAIL, FOA L F—T 2 A AD
T RLVAZEALTWET 74V b —Z ZBMLET,

(ATFTvay) A F—T oA AZEFPTEIA L EZ—T =2 AL LTRELET, KOV
NNEFATLET,

fETDDHCP 7 IA T b A U F—T = A AEIFELET,

interface interface id
dhcprelay information trusted

il

ciscoasa(config)# interface gigabitethernet 0/0
ciscoasa(config-if)# dhcprelay information trusted

DHCP Option 82 Z#EFF§ 572012, A v H—T =2 A AZEHTEDLA X —T = f AL L
THETE %9, DHCP Option 82 (%, DHCP A X —tE' > 7B L WIP VY —A H— D=
2. BV A R —LDAA v FBIOL—ZIZL > TS Ed, 8% . ASADHCP
JL—x=— = b Option 82 Z 9 TIZEXAE L7 DHCP /N7 v b &%f5 LTH, giaddr
T 4=V R (==Y FERERET DRI, VL —2—V = NI TREIN
7oDHCP U L— ==Y = N T RLAZIEET D7 4=/ F) BOICRESNTNDY
Bl ASAITED ATy bET 74NV M THIBRLE T, A ¥ —T = A A&FTELHA
VH =Tz A AL LTHRET HZ & T, Option 82 Z#EFRF LI F £ 37 v hEIRETE F
R

FTRXTCDIIAT U A —=T 2 A REfGT o4 0 F—T7 = AL LTREL LT,
dhcprelay information trust-all
il
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pHervs U L— T—S x> hoEE [

ciscoasa (config) # dhcprelay information trust-all

DHCPv6 ') L— I —> 1> FDETFE

ATy T

ATy T2

ATvT3

A B —T x A Z|Z DHCPv6 BRMBJRE L & . ASA IZFDHERZ T T DHCPv6 7 17— 3L
‘H'_/\\_(Z U L— Li‘ﬂ—o

¥

7 IAT b Avb—YOERENEE 72 % IPv6 DHCP H— "—D%5 7 R L AZIRE L 9,
ipv6 dhcprelay server ipv6_address [interface]
1 -
ciscoasa(config)# ipvé6 dhcprelay server 3FFB:C00:C18:6:A8BB:CCFF:FE03:2701
ipv6-address 5[ $%i2iL, V7 Aa—FDa=%x A vAFFx AL, A~ RA23—-TD
A% p AR, FEIEST— UL IPVE T RLRAZIEETE £, U L—5i b0 EITNAET
T, =T Ry IR ) —Ra—NLO<wLFXr AR T RLVRIRETEERTA, 7 a v
Dinterface 5|14 Tl I TH2HIIA L X —T 2 A AERELET, 7 74T FDA Y
=, TOHINA U E—T oA AR SN Y V7 BB L THET N RITEE S
F9, HHELLET FLARY 7 2Aa—FOT7 RLATHILIEEIE. A V4 —T7 = AZRE
THMERDHY T,
A B =T xAALETDHCPVG VL — —E A% A F—T ML ET,
ipv6 dhcprelay enableinterface
1 -
ciscoasa(config)# ipv6 dhcprelay enable inside

(F7vary) V=T RLVRAOLEDTZDIZ, U L— (T 1 27 %@ L CDHCPV6 ¥ —

NN BDIRE % DHCPVG 7 A 7 2 MIET & IR T HEMEZECHRELE7,

ipv6 dhcprelay timeout seconds

1 -

ciscoasa(config)# ipv6 dhcprelay timeout 25

seconds 3 E DA MEOEPHIL 1 ~ 3600 T, 7T 7 4L I 60 BT,
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A4+ =y DNS DETE

A H =T x2A ZATDHCPIPT Nl v v 72 MMA LTS %E, DHCP U — 2R3 B S5
LLEDYTONEIPT RUANERSND Z L3 0 £, 5E2MEH KA+ 4 (FQDN)
EHHLTA o —T =2 REETEX DLENHDHE, ZOIPT FLAOEENFERKT
DNS #—/3—=@ U V=2 L =a—F (RR) BE<RDAREMENRSH Y £5, #4727 DNS

(DDNS) 13, IP7 FLAEFTARA MBERESN LTI DNS DRR ZHHT 5 A B =X
ATF, DDNSIZAZT 4 v 7 E12[FPPPOEIP 7 KLy LU ZIC b TE £ T,

DDNS TiZDNS #+—/3—® ARR & PTRRR #FH L F7, ARRIZIIAAINLIP T KL A~
D~ IR EEN. PTRRR TF RLABLRNZ v B EnE1,

ASA TIX, RFC2136 TEFK I TV\25 DDNS B A A —F L TWET, Web BH S
I R—FrEnTnERA, ZOHATIE, ASA & DHCP $—/3—C DNS ZR A L C

DNS ® RR # ##H L £9, ASA £721Z DHCP ¥ — 3—{F, B —H /L DNS ¥ —/"—[ZHR A h
(BT D 2R D DNS BRZHFE L, TOIREIZHSWTRR AT 5 A4 > DNS

P N—ZhE LT, TDO%., ASA F721Z DHCP H—/ 3= 5 A A > DNS P —/—|ZEH
FORMMEHEEGE SN ET, N TV A2 RIRLET,

*«ASA TARR ZH¥# L. DHCP #— X—TPTRRR Z# ¥ T %,

WHE . ASA2NARR % At/ L, DHCP — X—/3PTRRR % [FF | 572, M)
DET 4T A TRBNCEH 2 ZRTDBERH Y £ IPT RURAEIZFAR MAPE
HXNDE, ASA )5 DHCP $—/3— (2 DHCP E Rk 73%5/2 & 41, PTRRR O & Fk+
DBENHDZ ENBIMINET,

¢« DHCP #—/S—T ARR & PTRRR O 5 & HHT 5,

ZOVF U FIE, ASAICARR Z T AHERN WG EICHERALET, IPT KL RER
IIARA RDBER IS L. ASA 75 DHCP $—/3—|Z DHCP BR A EE S, ARR &
PTRRR O EHEZFRTHMENRNH D Z L @mmEInEd,

X 2T A D=—ARAA L DNS T —R_R—DBEARZSE U T, BAATEHEERETCXET,
e zIE AET 4w T FLADEA, ASA Tl iDL a— ROEHEZFA LET,

N

GE) DDNSIEIBVIFRIZT YV v IN—T DA NR—= A A —T 2 f ATIIAR—FEINFE
A,

1R BHHIIZ

+ [Configur ation] > [Device Management] > [DNS] > [DNS Client] © DNS #— _— % E L £
T, [DNS h—"—DFE| 2B LTI,

« [Configuration] > [Device Setup] > [ Device Name/Password] T7 /XA ADHKRA f4 & KA A
CHERELET, TRAMM, RAAL 4, BEOA R—=T /L /RZAT— R & Telnet /3
AT —ROBRE)] 2B LTI, A F—T oA AT LITHRA M ERE LW
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ATy T

s4+3v5 s 0%z |

B, T ADKRAMENMERAEINET, FQODNEZHRELRWGEE, AXT v 7 Fi=
IZPPPOEIP 7 RL v v 71BN TIE, VAT AD RAAL 4 FET-IZDNS —1_"—D K
AA BB RA NLITEBMENET,

FIE

ASA 75 DNS ZRZHZN24 5 K 512 DDNS i Na%E LE T,

TR COEREZ DHCP V— " —TIITT 58414, DDNSHH H AR ET DML EILIH Y FH
/1/0

a) BT A AERR L £,
ddns update method name

1 :

ciscoasa(config)# ddns update method ddnsl
ciscoasa (DDNS-update-method) #

b) FE#ED DDNS FAFEE L 9,
ddns[both]

T 74/ TlX, ASAIZARR DA% EH L ET, DHCP —/3>—TPTRRR ZH#HT 5
WAL, ZOREZHEMA L ET, ASA TARR & PTRRR Ol 72 EHT 5841%. both
FHRELET, AF¥ T4 v I EILPPPOEIP 7 KL v > ZZiZ. both ¥ —U — Rafifi
)EH L/\iﬁ—o

1 -

ciscoasa (DDNS-update-method) # ddns

¢) (EE) DNSZEROEHMBARELET.
interval maximum days hours minutes seconds

T 74NV R T, TRTOMENOICRESIL, IPT RLAELIIARA MEBREEIND -
NCHFFERBEE SN E T, BEREZEWHNITEET HI2X, days (0~ 364) . hours,
minutes, seconds CRIMEZ & E L E7,

1 :

ciscoasa (DDNS-update-method) # interval maximum 0 0 15 O

d) ZoOFKEA U E—T oA RCEESFITET, 2772 (173—=2) | 2R LTL
72 &0,

ATw T2 DDNSOA L B —T 2 A AREEL LT, DA FZ—T x4 ZADOHEHFHA, DHCP 7 T4 7

FXE, RAMREERELET,
Q) Ay HA—TxA A a7 4 Fal—arE— el LET,
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b)

d)

DHCP H—E X & DDNS —E X |

interfaceid

&1

ciscoasa(config)# interface gigabitethernetl/1
ciscoasa(config-if) #

B AR M TES,

ddns update name

T RTOEH % DHCP —"—THEITT L2551, TEZH VY THLEIH Y FH A,
11

ciscoasa(config-if) # ddns update ddnsl

IDAVHE =T 2 A ADKA N EED Y TET,
ddns update hostname hostname

RA NERELRWESIE, T ADKRA MBMER S EJ, FQDN ZHE LR
e, VAT AD RAAL A FEINEIDNS b= N"—=T NV —T DT T4V D RAAL 2 (A
2T 47 E£IZIEPPPOEIP 7 KL v 7 DA) . £721X DHCP —/"—D KA A
4 (DHCPIP 7 RL v v 7 OEE) MBS £,

51

ciscoasa(config-if)# ddns update hostname asal.example.com

DHCP —_—TH#HT 5L a— FEfHELET,
dhcp client update dns[server {both | none}]

ASA 775 DHCP #— S—|Z DHCP 7 54 7 > FERMXEE SN ET, DHCP — 1 —¢
DDNS #H R —FTBLIICEETAVLENRDHAZ LIZHEELTLEZEN, —_—37
FAT v FEREZIFTAND LIICERETEDIEND, 7794 T "ot —n"—F 4 K95
L TEET (ZOBE, V= AR_"—TETLTWDBEHEI T4 T FTETLARVE
AT FA T MISELET) . 7947 FTDDNS B2k L7232 < TH, DHCP
P—R=POEFEHEIRETHLIICRETCEET,

ABT 4 7 FETIZPPPOEIP 7 FL vy v Z DA, ZNOLORTITEHRINET,
GE)  Zhboflix, dhep-client updatedns =~ > RZHH LT, +_XTHOA & —

T2 A LTI a— VIR ETHZELTEES, /X —T 2 AT L
DOFEIL, 77— VRELY bELSNET,

e 573/ (¥—=U—FK7AL) :DHCP % —"_—TPTRRR ODEHZFEITT5 LT
FRLET, ZOFREIE, ddns TA L2 — REAZNZ L7~ DDNS BT & odidE L
THEREL £97,
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« server both : DHCP #—/3—T ARR & PTRRR O FOEHF A2 FEITT 5 L 5 ITE kK
LET, ZOFRETIL, DDNS B XA A v X —7 = A AZEEAHT DM EITH Y
FH A,

e server none : DHCP ' — N CHEFEZFEITL2WVWE HICERLET, ZOREIL. ddns
both TA L2— K& PTR L2— REFZHC L7- DDNS B F=C s U CTHRE L £
‘é‘o

51

ciscoasa(config-if) # ddns client update dns

AET4 YT IP7RLA

WIS, AT 47 IPT7 FLUATHEMHTHEAED DDNS FREHRTET 2052~ L E
T, 2O FIVATIL, DHCP 7 94 7 v FiRTEIIRT L EH A,

! Define the DDNS method to update both RRs:
ddns update method ddns-2

ddns both

interface gigabitethernetl/1

ip address 209.165.200.225

! Associate the method with the interface:
ddns update ddns-2

ddns update hostname asal.example.com

5l . ASA TARRZE#H L. DHCPH—/A\—TPTRRR 2E#HT %

&IZ, ASA TARR Z ¥ L, DHCP —/ X—TPTRRR #H#HT 5 L I IZHET D
Bl &= LET,

! Define the DDNS method to update the A RR:
ddns update method ddns-1
ddns
interface gigabitethernetl/1
ip address dhcp
! Associate the method with the interface:
ddns update ddns-1
ddns update hostname asa
Set the client to update the A RR, and the server to update the PTR RR:
dhcp client update dns

f5l : DHCP H—/\—TRR #F# LA

KIZ, ASA TARR & PTRRR Oifi 5 #HH T 5 X 5128 E L. DHCP —/3—TRR
EEF LAWK ICERTHHEZRLET,

! Define the DDNS method to update both RRs:
ddns update method ddns-2

ddns both
! Associate the method with the interface:
interface gigabitethernetl/1

DHCP 4+—E X & DDNS +—E X .
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ip address dhcp

ddns update ddns-2

ddns update hostname asal.example.com

Set the client to update both RRs, and the server to update none:
dhcp client update dns server none

5] : DHCPH—/N\—TlAD RR ZEFHT 5

WIZ, DHCP 7 54 7 > F )6 OFERIZSH T DHCP —/3—TARR & PTRRR ®
WMFEEHNTDLEIICRETDIHERLET, TXTCOFEFLE YV —R—TETTH-
D, B HFR A A v ¥ —T oA AZBEMT A LEITH Y T A,

interface gigabitethernetl/1
ip address dhcp
ddns update hostname asa

! Configure the DHCP server to update both RRs:
dhcp client update dns server both

DHCP 5 X U'DDNS H—ERXDE=AR Y

ZOETIE., DHCPE L UDDNS Dl DY —E 2% FE=F —F A FIEICHSOWTIHRALET,

DHCP H—EXDE=H2 Y Y
« show dhcpd {binding [IP_address] | state | statistics}

ZDa<wy N, BEODHCP Y —/_— 7 F A4 T b XA T 4 7, IREEL TR
ZRLET,

show dhcprelay {state| statistics}
Zo=a~<r FiE, DHCP U L— A5 —& R Ltz £rm LET,

show ipv6 dhcprelay binding

ToavwryRE, Vl—x2—Vxr MoEoTER SNV L— RAfvF 47 = |k
VEFRRLET,

show ipv6 dhcprelay statistics

Zpavwr RN, IPV6e O DHCP UV L— = —V -y NOHEIERAF R LET,

show ipv6 dhcp server statistics

Z»avy Rk, DHCPv6 A7 — kL A H—"—OffiiHERAz R L ET, KRIZ, ZD=
~ v FCRIEEN L EHERGIZ <L ET,

ciscoasa(config) # show ipvé dhcp server statistics

Protocol Exchange Statistics:

Total number of Solicit messages received: 0
Total number of Advertise messages sent: 0
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Total number
Total number
Total number
Total number
Total number
Total number
Total number
Total number
Total number

Error and Failu
Total number
Total number

pHep —EznE=41y 25

of Request messages received:

of Renew messages received:

of Rebind messages received:

of Reply messages sent:

of Release messages received:

of Reconfigure messages sent:

of Information-request messages received:
of Relay-Forward messages received:

of Relay-Reply messages sent:

o

OO OOoORFr OoOOoOOo
o

re Statistics:
of Re-transmission messages sent:
of Message Validation errors in received messages:

show ipv6 dhcp pool [pool_name]

show ipv6 dhep i

nterface [ifc_name [statistics]]

0
0

show ipv6 dhep interface =~ > Kix, X TDA » ¥ —7 = A A0 DHCPv6 & £~ L
T4, AV H—T A AN DHCPV6 AT — h L A — _—FER IR E SN TV DHEHA
(DHCPv6 A7 — Kk LA —R"—D%E (10 2—) 25M) | Zoa~wr it —
N=Z L > THEHENTWDHDHCPYV6 7/ —/L % U A NLET, {2 H—7 A AZDHCPV6
TRVARIZGAT U NERIZ TV I A v I ABEITA T FOREVRDHDHEE., 2D
VU REK T TAT Y FOREL S —R—EZE LIleFzr LT, FEDA v F—
72 A AZONWT, DHCPH—NR—F737 FA T > b DA v —T Ofattii 4 £7 T
TFEFT, WL, Zoavwr NCRIEESNDIE®RFIZ R L ET,

ciscoasa (config
GigabitEthernet
Using pool: S

GigabitEthernet
Prefix State
Renew will be
Address State
Renew for add
List of known

Reachable v
DUID: 00010
Preference:
Configurati
IA PD: IA
Prefix:

IA NA: IA
Address

DNS serve
DNS serve

-if) # show ipvé dhcp interface
1/1 is in server mode
ample-Pool

1/2 is in client mode

is OPEN

sent in 00:03:46

is OPEN

ress will be sent in 00:03:47
servers:

ia address: fe80::20c:29ff:fe9%96:1bf4
0011D9D1712005056A07E06

0
on parameters:

ID 0x00030001, T1 250, T2 400
2005:abcd:ab03::/48

preferred lifetime 500, valid lifetime 600
expires at Nov 26 2014 03:11 PM (577 seconds)
ID 0x00030001, T1 250, T2 400

: 2004:abcd:abcd:abcd:abed:abed:abed: £2cb/128
preferred lifetime 500, valid lifetime 600
expires at Nov 26 2014 03:11 PM (577 seconds)
r: 2004:abcd:abcd:abcd::2
r: 2004:abcd:abcd:abcd:: 4

Domain name: relay.com
Domain name: server.com

Informati
Prefix name:

Managementl/1 i
Prefix State
Address State
Renew for add

on refresh time: 0
Sample-PD

s in client mode

is IDLE

is OPEN

ress will be sent in 11:26:44
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List of known servers:

Reachable via address:
000300014C00826FF6F8

DUID:

Preference: 0

Configuration parameters:
IA NA: IA ID 0x000a0001, T1 43200, T2 69120

Address:

preferred lifetime INFINITY,

Information refresh time: O

DHCP H—E X & DDNS —E X |

fe80::4e00:82ff:fe6f:f6f9

2308:2308:210:1812:2504:1234:abcd:8e5a/128
valid lifetime INFINITY

ciscoasa(config-if)# show ipvé dhcp interface outside statistics

DHCPV6 Client PD statistics:

Protocol Exchange Statistics:

Number
Number
Number
Number
Number
Number
Number
Number
Number

of
of
of
of
of
of
of
of
of

Solicit messages sent:

Advertise messages received:
Request messages sent:

Renew messages sent:

Rebind messages sent:

Reply messages received:

Release messages sent:

Reconfigure messages received:
Information-request messages sent:

Error and Failure Statistics:

Number of Re-transmission messages sent:
Number of Message Validation errors in received messages: 0

DHCPV6 Client address statistics:

Protocol Exchange Statistics:

Number
Number
Number
Number
Number
Number
Number
Number
Number

of
of
of
of
of
of
of
of
of

Solicit messages sent:

Advertise messages received:
Request messages sent:

Renew messages sent:

Rebind messages sent:

Reply messages received:

Release messages sent:

Reconfigure messages received:
Information-request messages sent:

Error and Failure Statistics:

Number of Re-transmission messages sent:
Number of Message Validation errors in received messages: 0

« show ipv6 dhcp ha statistics

(63}

O O O v O b -~
[e)}

1

5

1
1
1
4
0
46
0
0
0

1

show ipv6 dhcp ha statistics =~ > KiZ, DUID N 7 = — /LA — 3 — 2= M TR
ShEEEEED, 72—V F—"—a=y MDD FNT7 V7 v a COFEHEREZ R R L
F7, WIZ, Zoavy RTREESNDEHRFIZ R L ET,

TIT 47 2=y Nk
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VILER LIz DHCP U L—D + S TLva—F 1> [

ciscoasa(config) # show ipvé dhcp ha statistics
DHCPv6 HA global statistics:
DUID sync messages sent: 1

DUID sync messages received: 0
DHCPv6 HA error statistics:
Send errors: 0

ALY RAL 2=y bk

ciscoasa(config) # show ipv6é dhcp ha statistics

DHCPv6 HA global statistics:
DUID sync messages sent: 0
DUID sync messages received: 1

DHCPv6 HA error statistics:
Send errors: 0

VIl Z/LE=DHCP Y L—D STV a—TF a0

DHCP 7 A 7> FCTIP T RLAZRETE2WGEIE, ROFIEEZFATLET,
cMTDASAYVA DR FNA U H—T oA A/NVTIRELZHRLET,
« showcryptoipsecsa 2~ > R H LT, A METEESNTZ T Y MEHERLET,
il

ciscoasa(config) # show crypto ipsec sa

interface: outside

Crypto map tag: cmap, seq num: 10, local addr: 192.168.2.111
access-list CSM_IPSEC ACL 0 extended permit ip any4 any4
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current peer: 192.168.2.110

#pkts encaps: 1, #pkts encrypt: 1, #pkts digest: 1

#pkts decaps: 2, #pkts decrypt: 2, #pkts verify: 2

FNv ATy LOEMIE

DHCP VU L—0DO T Ry 7 2 HhZ73 5 &, DISCOVER/REQUEST /X%~ R 73 DHCP U L —H—
N—THRE SN E ) MEERTEET,

« debug dhcprelay event 255
« debug dhcprelay packet 255
« debug dhcprelay error 255

1l

ciscoasa(config) # DHCPD/RA: Relay msg received, fip=ANY, fport=0 on inside interface
DHCP: Received a BOOTREQUEST from interface 2 (size = 548)

DHCP 4+—E X & DDNS +—E X .
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DHCPRA: relay binding found for client xXXxX.XXXX.XXXX.

DHCPRA: setting giaddr to 192.168.1.111. dhcpd forward request: request from xxxx.xXxXXX.XXXX
forwarded to 192.168.3.112.

DHCPD/RA: Relay msg received, fip=ANY, fport=0 on vti interface

DHCP: Received a BOOTREPLY from relay interface 5 (size = 300, xid = xxxxxxxxx) at
04:40:52

UTC Tue Sep 10 2019

DHCPRA: relay binding found for client xXXxX.XXXX.XXXX.

DHCPD/RA: creating ARP entry (192.168.1.88, XXXX.XXXX.XXXX).

DHCPRA: Adding rule to allow client to respond using offered address 192.168.1.95
DHCPRA: forwarding reply to client xXXxXX.XXXX.XXXX.

DHCPD/RA: Relay msg received, fip=ANY, fport=0 on inside interface

DDNS R +—H2 RADE=AXR Y Y

DDNS A7 —H ZADE=H Y ZIZHONTIE, RDOa~vy REZHRLTIEEN,
« show ddnsupdate { interfaceif_name| method [name]}
Zo=a= RiE, DDNS B AT —# Az &R LET,
WROFE, DDNS BH R OFEM AR L TWET,

ciscoasa# show ddns update method ddnsl

Dynamic DNS Update Method: ddnsl
IETF standardized Dynamic DNS 'A' record update

WOBE, DDNS A ¥ —7 = A AT HERE L TOET,

ciscoasa# show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
test not available

DHCP & & U DDNS —E X DERE

HaER

TS5 |k
k
T+—
1)
)J—X

VTI TO DHCP U L—
PR E— |

9.14(1) |ASA CTA v X —T = A A%k T S5 DHCP UV L—HP— =L LT VTIA v F—T =
A AW R—=FENET,

WDa<y RPEFINE L7z, dhcprelay server ip_address vti_ifc_name,
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DHCP O

9.13(1)

ASA TDHCP O FHINRYHR—hrXhFEd, DHCP Vr——T, 7747 h® MAC
T RLRICE ST, BEEINET RLAT—NEDHCP Y FA T 2 NMIAZT 4 v
JIPT RLARE DY THILET,

WD a~y RABIEZITEFE S UE L7z, dhepd reserve-addressip_address
mac_addressif _name,

IPv6 DHCP

9.6(2)

ASA TIPV6 7 RL v v 7 DIRDEEREN YR — F &SN FE LT,

«DHCPv6 7 KL A 7547k : ASA IZ DHCPv6 H— "—7/ 5 [Pv6 7 12—/ 3L
T RLAREF TS arDF 740k — b ERELET,

« DHCPV6 'L 7 v 7 AFATEV T AT > b + ASAILDHCPvV6 V— "—n BT
V7 4w 7 AERELET, ASAX, TNHDOTF VT 40 v 7 RAEMEHALTHO
ASAA U B =Tz A ADT RLRAEZREL, A7 — ML A7 FLAHTEE
(SLAAC) 7 FA TV FRREILR Yy hU—2 ETIPV6 7 RL AZ HEIRETX
HEHiCLET,

TSV T 4 T ADBGP V—H T RANEZ A XAk

« DHCPv6 A7 — h L A #—s3— : SLAAC 7 74 7 b ASA IZIFHEER (IR)
Ny NEFETDHE, ASAIZRAAL A X —L70 EOMOIE#H%Z SLAAC 7
FA T MR LET, ASAIL, IRNTF Y FEZITRDIET T, 7947
MZ7 RLAZEID Y TEHA,

WD~y RPZBIMEIZIER S E L7z, dearipvedhcp statistics, domain-name,
dns-server, import, ipv6 address. ipv6 addressdhcp. ipv6 dhcp client pd. ipv6 dhcp
client pd hint, ipv6 dhcp pool. ipv6 dhcp server. network. nisaddress, nis
domain-name, nisp address, nisp domain-name, show bgp ipv6 unicast, show ipv6
dhcp. show ipv6 general-prefix, sip address, sip domain-name, sntp address

DHCPv6 E=% U > 7

9.4(1)

IPv6 @ DHCP #ZHEHRIS LN IPv6 D DHCP XA >V F 4 v T e = —TEXF 7,

DHCP Y L — H— 3—
%, & H O DHCP
T & R
LET,

9.2(4)/
9.3(3)

ASADHCP V L — Y — _R—3 @72 DHCP — N—M SIS 2 ZET 5 L. ok
BT BRI, FORENEE 72— =50 DTHDHZ 2RI H L HIT
ROFELF, BAFIEFLEEINF-a< NEIH Y A, EHEI N ASDM HHH i3
HYFEHEA,

BAFELIEREINIa~ Yy NEH Y £ A,
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T35

T+—
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DHCP /31 > FH&HE

9.1(4)

DHCP XAV R 7=2—XZ, 7T T MI bbb Z0—7 U 2 NANDOMO

DHCP H#—/_R—~DFNA v RERAD LD L, 20V U —ALLEINITIi,
DHCP U —ADHHIZRKK LG, 7 74T > MIRBY — _R—~Fo g U R LE
TATL,

BMAFFITILEESN-a~r NIdbo 5 A,

DHCP DfEfEC& 51
VH—T A R

9.1(2)

DHCP Option 82 Z#EFF9 57202, A LV H —T 2 A AEFGETEDHA L H—T = A
ELTRETE DL D127 £ L7-, DHCPOption 82 |X, DHCP A X —E 7B LW
[PY—AH—=FDEHIZ, FTLVAR)—=LDAAL v FBLOL—HIZL> THEAE
NEJ, @i, ASADHCP V L— = —3 = > k78 Option 82 %3 TIZ#KE L 7= DHCP
Ny NEZELTY, gaddr 7 4 —/V K (= =237y N EREXT DHENC, U
L— =V MIEoTRESN/ZDHCP VU L——V =2 b 7 RLAZIRET
57 4=V ) BOICEEINTNDIELAIEL, ASAIZZED Ny N7 7 4V K THI
BRLET, AV F— T2 AZEETEDHA L H—T AR LTHETHZ LT,
Option 82 ZHERF L7-F £ /37 v P EERETX ET,

dhcprelay information trusted, dhcprelay information trust-all, show running-config
dheprelay D& < > RNEAFELIIERINE LT,

AR =T xR L
@® DHCP V L— ¥ —
sX— (IPv4 DF)

9.1Q2)

DHCP VU L —H—NR—%f LV H—T 2 f AT LITERETEDL LI E L, B
DA B —T 2 A AZJAWTZERIZ, EDA o F—T = A4 AFITHRE SN —3—
WL TCORY L—ENFET, A F—T A AENODHCP VU L —ClZ. IPv6ILY
A—hENEHEA,

dhcprelay server (f % —7 = A AKEE— ) | clear configuredhcprelay, show
running-configdhcprelay M4t~ ROVEAF 2 IIAF SN E LT,

DHCP relay for IPv6
(DHCPv6)

9.0(1)

DHCP VU L —|Z IPv6 AR — RSB ENE LT,

ipvedhcprelay server, ipv6dhcprelay enable, ipv6dhcprelay timeout, clear configipvé
dhcprelay., ipv6 nd managed-config-flag. ipv6 nd other-config-flag. debugipv6 dhcp.
debugipvedhcprelay, show ipvé dhcprelay binding, clear ipv6 dhcprelay binding, show
ipv6 dhcprelay statistics, clear ipv6 dhcprelay statistics D45 =~ > RAVMEA S E L
7o

DDNS

7.0(1)

ZOEENEASINE LT,

ddns, ddnsupdate, dhcp client updatedns, dhcpd update dns, show running-config
ddns, 35 & OF show running-config dnsserver-group O~ > RBREAINE LT,
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DHCP 7.0(1) |ASA %, DHCP #—/X—F /=X DHCP U L' — % —E 2% ASA DA X —7 = A AT

B SN TWAHADHCP 7 547 MRt 5 2 T £,

WDz~ &8 ALF L7, dhepclientupdatedns, dhcpd address, dhcpd domain,
dhcpd enable, dhcepd lease, dhcpd option, dhepd ping timeout, dhcpd update dns,
dhepd wins, dhcp-network-scope, dheprelay enable, dhcprelay server, dhcprelay
setroute, dhcp-server, show running-config dhcpd, 3 J OF show running-config
dhcprelay,
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