RELRILAVE—T IR

ZOFETIH, VTI b RV DEREFIEZOWTHBALET,

AR R R A L H—T 2 A ZZONT (1 =)

AN RN A H—T oA ADFEEFIHE 2 3—)
« VTI b2 L DERE (3 =)

AR RNA A —T oA ADREREIEE (9 X—Y)

RELRILAVE—T A4 RIZDUNT

ASALX, M b RN A v H—T A A (VTI) EMEENDMMEA X —T = A A%V HR— |k
LET, R —_"=2D VPN DRV IZ, VII ZM#H L TET7HIC VPN b2 RV EERKT
TFET, VILIL, & b RmVOF&ERIZ IPsec 7' 12 7 7 A LM I & iz b— b X— A D VPN %
HAR—bLET, B — NELITHAL— NEEHTEET, VIIDLLDOHAO N T 7 4 v 7
Wb SN TETICHEE S, VII~OATI T 7 ¢ v 73BT Sz SAIC Xk » THE
TSN ET,

VTIZEHT 5282k, B S~y 707 7 EA VA RNEREL T, VX —T oA AT

Ty BV TTHIENAREIRYEY, TRTOYE— TRy FEBHL, K5~y 7O
TIRAVRANMIGOLMLENR R0 T, BENSERIZRD1ED, X4 TIv 7 v—T 4
Y7 7a haro—hk RXR=ZAOVPNEYVR— N TEH527T 4 v 7 VTIRHDH L, AT T
AR—=bLT T ROEL OEMEG T EHTEET,

AET4v VT

2O0D% A TR RAREIZA TS TWDT A MNEEERHIZ, A¥T 4 v 7 VIIRE
A TEES, AET A IVNTIA v EZ—T oA ADPE, WA L Z—T = A A% b %
WY —AL LTERTDOIVLENHY T, T3 AT EITHK 1024 O VTI #EESIT 5 2 &
NTEXET, AZT 4 v I VTIA v Z—T = A ZAEAERET HITIE, VIIA v X —7 = A ADjE

m o6 ~—) ML TIEEN,

EErRLAV8—T242 [}
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B rer i os—TrqzoxssE

REF O RILSAVEZ—T A RADZEEEIE

AVTFXRAME—REYSREY VY
c TN E— RTEIFR—FENTWNET,
c JTGRAAZ YU TIFYAR—FEINnERF A,

T7AT74—ILE—F
N—T v R E—ROLTYFR— b INET,

IPv6 D H7R—
IPv6 [FH R —FENTWEREA,

— R R EROEESRE
¢ VTI IZ IPsec E— ROALTHEFAHBETT, ASA TGRE PR ERTTEZ LTV R—
FENTWER A,

e N RNA L E—T A ABMHEHTSH T 7 4 v 7121F. BGPV— FEITHHIL— &
ERT L ENTEET,

 VTI ® MTU IZ, LA v 7 —T7 24 AWK U CHBHICRESNES, 7272
L. VIIZ G LT~ % B, o ¥ —T = A MTU B E L=841%. HLv MTU
REZMEHT 57912 VII #8502 LT%)%ETE%@JK?‘%%%%% D FE9,

e VIHZIKEDNR—Va vl BLEOV2EZYR—FLTEY., FrRIVOEET E5EHEDOM
TODOT —HEZ(ZIZ IPsec AL F4,

*NAT #HEHT A VENH 534, IKEBLOESP 2247 v I, UDP ~vy ¥ —|Zh S k&L
fbEanx4,

-IKEioJ:UIPsec@JzﬂE1)74 TV Z— g it FUORIVNDOT—F KT T 4w

TIZBR7e < L MR —OBFAERBNITONET, Zk v, VI b RUEFEIZ

Ty LRI D £97,

o NI N—TLE, ETDBEHF O IKEV] 720X IKEV2 #kBfEHE L TCEETIHD
T HMENRH Y FT,
e A FE b XNV T N—TDIKEV] TiX, RV OFEIET NN T O X NVEEHETH D5

B DO/ERBFETRT Ty VT E— AT LI 0ICRESN TV DOHLA. IPT
FLALISOARTZ M TE £,

Sy FICREESNDIET T RLAE VIIOD b VSN R B4, VIIRE L
e~y 7OREXZRIUMEA A —T 24 A HESEALZ LR TEFT,
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vit koxnofe ]

VIIRHED NT 7 4 v 7 &I+ 2720, VIIA VX —7 = A AT 7% A —)L %A
THZENTEET,

« ICMP ping I%, VTI A > Z—7 = A AR CTHHR—FEET,

¢ IKEV2 34 PRI VPN Mo RV DET T34 AN IKEV2 SRTEE RS 10— RE&E L2
B ASAIZTNNA AL DIKEV2 Ry RIVEMESL TX A, ASANET T AL ALD

VPN b > RNV EFESLT D21, BT 7 734 AT config-exchange B3R %2 M523 2 MLFEHN
V) ij‘o

FIHI FEEE

« T 74/ NTHE, VIIRRBEO T 7 ¢ v 71%, T_XTHES{LENET,

VTIA LV H—T 2 A ADT 7 AN DEF2 T 4 LoULFT0TT, EXF=2UT 4 LL

ERETHZ LT TEEEA,

VTI DHFIFREIE
ASAlE., VTIIE 2B IZEX a2V T 4 V—T%7 (SGT) 7L —Ab Xy hE2 Ruy 7L
F7,
\ -
VTI c 2 RILDIERK
VTL b o RV EFRET DI, Psec 7R —YL (FF7 273 —2Fy b)) ZELKLET,

IPsec 7' 127K — ‘&/V%ﬂ%?é IPsec 7’07 7 A NVEAER LTt T, IPsec 72 7 7 A L& FFD
VTIA V& —T = A A%/ERR LET, VE—FETIZE, AL IPsec 7 7 AR —H /15 L OV IPsec
T T ANNRITA—FERELET, SARIvZ—afk, TXTD R RV IRT A—
EREESND EFMBLET,

)

GE)

VPNBLXOVTI KA A O GIZE L, WA % —7 x4 A T BGP %R 2> ASA
TliX, WOBMENRREL LT,

AE—T 2 A ANNAF 2 JIZKoTREODETEN N H—Zhd b, WA X —T7 =

AATONL— NI, LT VT 4 7T & O BGP RN EMESL SN 5 F THIR S
9, ZOEMEIL. FREVII A v X —T7 =14 AT Y LET AL

VTIRRHDO T 7 ¢ > 7 KT 5720, VIIA X —7 = A ZZT 7 2 AH#E Y A b %58
THIENTEET, IPsec M RMBEESINDTRXTO/RT » MK LT, ACL THAE
JeA B =T 2 f ALFIA L H—T oA A% F =y V7 HFTIZHFATHITIE, Fr—Lay
7 4 ¥ 2 L —3 3 ¥ E— T sysopt connection permit-vpn 2~ > R& AT LE T,

ACL%ZF = v 78 TITASA Zi@ilad 2 IPsec N T 7 4 v 7 A F—T T DHT20DKRD =
~ v REHEHTEET,

hostname(config)# sysopt connection per mit-vpn
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B rsecTok—L (F5rTE—LEY L) DM

FIE

A LB —T 2 A AL VTIA X —T 2 A ADEXF2 VT 4 L-ULR 0 DA, VIIA v
H—7 = A AZACL2MHEH STV T H, same-security-traffic 235% € S LTV T HIZE » b
LEHEA,

COMREARET A, Fe— a7 X a2 L—3 g F— RTintra-interfaces | ¥ %
fBELT same-securlty -traffic 2~ REFATLET,

ATy T IPsec 7uirh—Y L (FF A7 —b vy b)) ZBMLET,
ATFwW T2 IPsec 777 A/NEBMLET,
ATFY T3 VI o mZBIMLFE9,

IPsec 7 OFR—

FIE

HFIL (FSURTA—L Y ) DEM

v AT =%y ME VIIL N RVND ST 7 4 v 7 R#ET B2 DICNETT, Zh
X, VRBNHND N7 7 4 v 7 2 1#T57-008x2 )74 ZTa bhart7ral) Zaoty
KTCHY, IPsec 7277 AND—F & LTHERAESNET,

1R BHHIIZ

M VTI EgL'fﬂ‘ j’%ﬂf_ IKE & vy /%wu uﬂij_z) :L %HU ﬁ‘%\' if\_ iﬂi%i@b\ﬁ—

NEFEHTEF9, IKEV2 Tid, FEXNFRREEF R E F—2MEH T&x £9, IKEv] & IKEV2
DELELYE, VIIIHERATA R RV T A—T7 O FICERLE S — 2R ETALERL Y
ij—o

« IKEvl Zffi fl L7ZREREN—ZAORBFEICIT, A == —F TSNS 8T A baRA > b
ZHRETLOMLENRHY £7, VAR ZIZHOWTIL, tunnel-group 2~ > KT HT A MR
4Vb%&i#é%£ﬁ&@i# IKEV2 TlE, f =3 —% L L AR Z DO HFIZO0
T, WREICHEHT D N7 A hARA > b % tunnel-group 2~ > R CRHET DM ENH D £77,

AT 71 [Configuration] > [Site-to-Site VPN] > [Advanced] > [I Psec Proposals (Transform Sets)] % Z&4R L

=7,

ATYT2 ¥Xa VT4 TV —a Wl d 57290 IKEvI £720XIKEV2 2R E L 7,

«IKEvl #RE L F7,

a) [IKEv1 IPsec Proposals (Transform Sets)] /X ®/L C[Add] Z 7 U v 7 L £ 7,
b) [SetName] Z AJJL £7,
¢) [Tunnel] F=v 7Ry 7 A, 774/ FOBROEEIZLET,
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IPsec 7O 77 4 JLOEM .

d) [ESP Encryption] 3 & OY [ESP Authentication] % 341 L £ 9,
o) [OK]Z27 U v LET,

¢ IKEV2 #RELE T,

a) [IKEv2 IPsec Proposals] /XL C[Add] 227 U v 7 LET,
b) [Name] & [Encryption] Z# A1 L E 7,

c) [Integrity Hash] Z 38R L £79°,

d) [OK] %27V v LET,

IPsec 7O 7 74 JLMDIEN

FIE

ATy T

ATFvT2
AFvT3
ATvT4

ATvTH

ATvT6

IPsec 72 7 7 A MIZIE, EDOBRBED IPsec 7R —HPNLEFHII N T AT+ —A Y M
WCHHMELREX2 )T 0 Y halBlOT7 I XAREGEENTWET, Znicky., 2
SOY A FEH VIIVPN E7 O T X o 7 2GR E S ADNHEERINE T,

[Configuration] > [Site-to-Site VPN] > [Advanced] > [I Psec Proposals (Transform Sets)] 341 L
£,

[IPsec Profile] /X% /L C[Add] &2 UV v 7 LT,

[Name] |Z IPsec 717 7 A V& E AT LET,

[IKE v1 IPsec Proposal] % 721 [IKE v2 IPsec Proposal] (2, IPsec 7' 12 7 7 A LD 7= OIZHEKT 5
IKE v1 IPsec 7' 2 AR —H /L E 721X IKE v2 IPsec 7' B AR—H /L& ASJLET, IKEvl b7 R
74 —2h v FELILIKE2 IPsec 7 BAR—HFLONTRNERIRTE ET,

VTI F RO —ii% L AR Z L L TOHMESEDMEND 595G 1E, [Responder only]
Frxv IRy I AEF AT LET,

sVTIL F o RNV D—ia VAR X E L TOREMETALIICRETEET, LARSHXD
HDuHT, PRIV EIIF—EERE BB L 8 A,

CIKEV2 T AEE. EXaUT 4 7YY —3arD53A4 7524 L. A=
T—HDIPsec 7R 7 7 ANDTA THA MEL YV KRELHKELET, 2THTHI LT,
A =V —HAITCOEFZ2F—FERIMEE ST, b7 v RENMEZNE T,

e A == AOF—FEROBRENRHADE A, VAR A DOHROE— REfERL T
SA DFEST 2 T AN T D, VAR FZDHDEGDIPsec 7 A 7 X A Ml z BHMRIZ LT
IR ZB5E £,

({fE&) [Enable security association lifetime] &= v 7 Ry 7 A% AN LT, BX=2VT 4 7
Voo —y g COMBOEEZFONA FBIUOWTAALET,
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ATvT1 (f£#&) [PFS Settings] = v 7 R v 7 A% 412 L, #E72 Diffie-Hellman 7'/ — 7 % J&R
LET,
Perfect Forward Secrecy (PFS) I, H%%kéﬂ“tf:%‘if?ﬁ&iﬂ L. — Bty ary x—%4Rk
Liﬁ“o ZO—EDOEy gy Xl T, BEOES M ORESNET, PFS%

RET DI, PFSEy v a v F— %Emﬁéw_ﬁmﬁémmﬁmmm%~%m7w:)

XA’E@W‘?’%Z\%#% DET, F—HBHTALITY XAL, PsectFaT 4TV —3
v (SA) F—ZAERLET, K/ NV—TF Tl R0 A ZOEREPMEM SN E T, REN
REWEEEX2 U7 0 b vE T2, WK E < 720 £9°, Diffie-Hellman 7 /L —
TNE MAOET T—HESELBENDY £,
ZHUCRY X —RET VT Y XLOBENHLEINET, ASAIZZOT LT Y X L&
LT, %ﬂ? Enyva F—EEHLET,

ATvT8 (ff-&) [Enablesendingcertificate] 7= > 7 AR v 7 A% 42 LT, VTI b > rVEGE O BRIARE
AT 25EAELZERTH PSR MRS FERIRLES, HEIZE LT, [Chain] = v
IRy I Ak F AT LET,

ATvF9 [OK]%#Z Vv I LET,

A7 710 [IPsec Proposals (Transform Sets)] A 1 > /X% /LT [Applyl 7 U v 7 LT,

AT w71 [Preview CLI Commands] ¥4 7 12 7R 7 AT, [Send] &7 U v 7 LET,

VTl A 3 —2J x4 ADEH

HLUWVTIA v Z—T = A Z%AERR LT VTL U RV ZHESNTT HI21E. ROFNEEZETLE
—§—O

\)

GE) 727747 b RNAVAONL—ZRHEHTERNEXIZ RNV ET v 7 LIREBIZER DT
®, IPSLA %% L £9, http://www.cisco.com/go/asa-config @ [ASA General Operations
Configuration Guide] @ [Configure Static Route Tracking] #ZM L T 72 &0,

FIE

AT w71 [Configuration] > [Device Setup] > [I nterface Settings] > [I nterfaces] DIEIZEN L £ 9,
AT w72 [Add] > [VTI Interface] DIEIZEIN L £ 3, [Add VTl Interface] 7 1 & RUNERINET,
AT v T3 [General] ¥ 7 CROFNEEFITL E9,

GE)
mmfﬂ4xw6A&uﬁwx_§ﬁ%@ﬁ¢5ﬁA T, 1~ 10413 O#EIPHD > XV ID &
ALET, Tt ASA5506-X T /31 A THERFAIEEZ b R VHEH 1 ~ 10413 IZXIH S E 5
7= T,
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ATy T4

ATy TH
ATv 76
ATy FT17

viiqva—2z4z0iEm

a) VTIID ZANLET, FBIL 0~ 10413 TF, HA 10413 O VTL A > % —7 = A AR
R—hINET,

b) [Interface Name] # AJJ L £ 97,

c) [ v ¥ —7xAADFRML (Enable Interface) | T = v 7R v 7 ANRF NI/ >TWNDH D
LR LET,

d) [/SAE=%1V 7 (PathMonitoring) ] K& > 7% 7> U A KD [IPv4] £721% [IPv6] %
BIRL, E7OIPT RLAZ AN LET,

e) [ZAN (Cost) ]HZANILET, HHETE H#PHIL 1 ~ 65535 TT,
A ML BEOVTIFT KT 7 o4 v 7 ZRAG T D20 OERIAM Z2RE L £, i
H/ANSWNEE DD @ WEEIERIZ R 0 £,

f) IP7 RLADHE :
[7 RV RA (Address) | A7 > arihd a7y 7 LT, IPT RVALEST Ry h~wR 7
ERELET,
F703
[7>F 23— K (Unnumbered) [ A7 v arR¥ &7y L, [IPT 2 Fr/3—K (IP
Unnumbered) | FR v AT VA WA 2 —T 2 AEEIRL T, TDOIPT KL &

PERLET, VARDOBIL—T RNy I A =T =2 AEIIWHA X —T = Af A%
WIRTHZ N TEET,

[ZE#0 (Advanced) ] % 7 CROEEEZFEIT L £,

a) [Destination IP] IZ A L E 7,

b) [EfEILA ¥ —7 = A A (Source Interface) | K v 7 # 7 U X M, b pLik(F
A B =T 2 AEERLET,

N—=T N I B =T 2 AEEFHA =T 2 A ARBIRT AL TEET,

c) [IPsec’h VU I —Ii2d& B b R/AR# (Tunnel Protection with IPsec Policy) | 7 « —/V KT,
IPsec N Y v —Z i8I L £7,

d) [Tunnel Protection with IPsec Profile] 7 4 —/L K C, IPsec 7’1 7 7 A /L& ER L £7,

e) [Ensure the Enable Tunnel Mode IPv4 IPsec] = v 7 Ky 7 A& A2 LET,

[OK1 %27 U v Z LET,

[Interfaces] /SR /LT [Applyl 27 VU v 27 LET,

[Preview CLI Commands] # A 7 2 7R 7 AT, [Send] 27 U v 7 LET,

FHESNT-RERTHHLAEND L, FILWOWVTIRA v EZ—T 2 ZADY X MIERENET,
ZDH LW VTIL I, IPsec ¥ ~E] VPN OERRICEEA TE £97,

451
ASA & 10S T34 ZADMD VTIL kb IKEv2 ZfEH) O ER
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ASAM

crypto ikev2 policy 1

encryption aes-gem-256

integrity null

group 21

prf sha512

lifetime seconds 86400

!

crypto ipsec ikev2 ipsec-proposal gcm256
protocol esp encryption aes-gcm-256

protocol esp integrity null

!

crypto ipsec profile asa-vti

set ikev2 ipsec-proposal gcm256

!

interface Tunnel 100

nameif vti

ip address 10.10.10.1 255.255.255.254

tunnel source interface [asa-source-nameif]
tunnel destination [router-ip-address]

tunnel mode ipsec ipv4

tunnel protection ipsec profile asa-vti

!

tunnel-group [router-ip-address] ipsec-attributes
ikev2 remote-authentication pre-shared-key cisco
ikev2 local-authentication pre-shared-key cisco
!

crypto ikev2 enable [asa-interface-name]

I0S O

!
crypto ikev2 proposal asa-vti
encryption aes-gem-256
prf sha512
group 21
!
crypto ikev2 policy asa-vti
match address local [router-ip-address]
proposal asa-vti
!
crypto ikev2 profile asa-vti
match identity remote address [asa-ip-address] 255.255.255.255
authentication local pre-share key cisco
authentication remote pre-share key cisco
no config-exchange request
!
crypto ipsec transform-set gcm256 esp-gem 256
!
crypto ipsec profile asa-vti
set ikev2-profile asa-vti
set transform-set gcm256
!

interface tunnel 100
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wE Lo va—T 1 20ueEE ]

ip address 10.10.10.0 255.255.255.254
tunnel mode ipsec ipv4

tunnel source [router-interface]

tunnel destination [asa-ip-address]
tunnel protection ipsec profile asa-vti

RE RIS A —T 24 AOBEEEEFE

i/\ XEA;L?NE j;\)J:U
ACL OH%FR— K

HERES 1) 1) — | BERETEER
z
VTI CODHCP U L— |[9.14(1) |ASAIE, A2 H—T = A X%%ﬁ?‘é DHCP VU L—H—/N—L LTCVTIA v ¥ —T =
P R—DHR— | ARERETDHI EEFREICLET,
DHCP U L—IZVTIA v Z —T7 = A AZfEETEDL LI ICRDEHNPEL IILE L
77
[Configuration] > [Device Management] > [DHCP] > [DHCP Relay] > [DHCP Relay
Interface Servers)
VTI T IKEv2, i [9-8(1) |{EAE R R 4 v X —T A A2 (VID) X, BGP (M9 VTI) 2V HR—+rF+25kXH1c

MOVFEL, AZURTRY T—=RENA TRATEYT 4 F— T, IKEv2 Z{f
HATEET, IPsec 7R 77 AN TARNKRA U FNERETHI LICLD, FEAE
N—2DRFEEEHTEET, £, ANMET T4 0727 4N F DV TTD
access-group 2~ REMFH LT, VII L TP 72X VA NE@EHATLH52 &b TEE
o

OB T, FEHEN—AREED 8T X MARA > M BIRT 547 v a U EASH
F L7z,
[E%7E (Configuration) ]>[H 4 FMEIVPN (Siteto-SiteVPN) ]>[&¥# (Advanced) ]>

[Psec7AR—HIL (FS 2R T+—L+tv k) (IPsecProposals(Transform Sets)) |>
[IPsecFO 774 JL (IPsecProfile) ]>[3&M (Add) ]
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B merosxiso8—oq2088EEE

HEBES 1) 1) — | $BETEIR
z
A2 2 —(97.(1) |ASA DS, REB RN A v Z—T A& (VI EFEHINAB LWGHERA ¥ —7 =

7 xzA A (VII) O
R—k

A Ao TifbENE Lz, VINZIET ~DVPN b R EFT-OICHH S E
T, TAUE, F RV OBKEERICERE STV D IPsec 0 7 7 A L EFIH LIz —
F _X—ZD VPN ZHHR—FLET, VIIZFEHATLZ LIk, B~y 70
TI7RAVARNERELTA VI —T oA Ry BT TH ENAREIZRD E
7

ROBEAFEASHLE LT,

[%%E (Configuration) ]>[¥4 FREVPN (Site-to-SiteVPN) ]>[5#8 (Advanced) ]>
[PsecdBR—HIL (FS 2R T+—Ltv k) (IPsecProposals(Transform Sets)) |>
[IPsec7O 7 7 4 )L (IPsec Profile) ]

[E%% (Configuration) ]>[% 4 FREIVPN (Siteto-SiteVPN) ]>[3#f (Advanced) 1>
[IPsec7AR—HIL (FTURT+—L+tv k) (IPsecProposals(Transform Sets)) ]>
[IPsec7B 774 )L (IPsecProfile) 1>[:BA0 (Add) 1> [IPsec7BR 77 A JLDIEN
(Add I Psec Profile) ]

[E%%E (Configuration) |>[T/\1 XDty b7 v T (DeviceSetup) >[4 4 —T =
14 RADFEE (InterfaceSettings) >[4 2 —7 x4 X (Interfaces) ]>[EM (Add) ]>
[VTI4 22— 4 X (VTl Interface) ]

[%%E (Configuration) ]>[T/81 ADtv k7 v 7 (DeviceSetup) >[4 >4 —7
4 ANEKRE (InterfaceSettings) >[4 v 2 —7 4 X (Interfaces) |>[BH (Add) ]>
[VTIA B —T x4 R (VTl Interface) | >[£f% (General) ]

[E%% (Configuration) 1>[T/3f RD+Ev r7 v 7 (DeviceSetup) >[4 42 —T

A4 ADEHE (InterfaceSettings) >[4 »F—TJ =4 X (Interfaces) |>[EBA (Add) ]>
[VTIA4 32— 4R (VT Interface) |>[E¥#8 (Advanced) ]
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



