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hostname (config) # aaa-server MS_LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map Banner

NF—OuHAET AN LET,

BEDTIL—T R —~D LDAP 1 —H DEE

ATy I

ZOfFlE, TPsec VPN 7 7 A 72 ;. AnyConnect SSLVPN 7 5 A 7 N, 74T LA
SSLVPN 72 &, oA 7ICbEAInEzT, ZOFITHX, Userl iZ7 747 FL &
SSL VPN £k i Tz L £ 9,

LDAP = —W & FED 7 /V—7 R Y > —ITELET S IZIE, [Organization] ¥ 7 @ [Department]
TA—NVREERA LTI/ NV—T K —04HT2 AN LET, RIZ, Bt~y 7 2/Ek L,
[Department] % Cisco J&:Td 5 IETF-Radius-Class (2~ v B> 7 LET,

FORERE, ASA (XY —/3/ 5 [Department] DEA 5 L. % OfE% IETF-Radius-Class (2 v &
7 LT, Userl 227 —7 iKY o —|ZHELET,

FIE

=YL EH7 Vw7 LT, [Properties] ¥4 7 1 778 7 AD [Organization] ¥ 7 % B & |
[Department] 7 ¢ —/L RiZ [Group-Policy-1] & AL ET,

VPN D 4488 AAA H—/\DERTE .



VPN D54 88 ARA H— st |

B s=050—7 %y s—~o AP 1—0EE

4 active Directory Users and Compiters Tl =10 x|
<5 Ele Acion Vew window Help r— . ‘?Jﬂ',gzﬂ
o DE I EXE B B gE e s |
o S——— e Mesies O | Diskin | Erwionenert | Sessions | Remete contiel | |—
533 Saved Queries —_— - Teimting Services Profile | COMs | Ewchange Genesal | T
5 ;:@demldsmlmm T E-mail &ddrezses 1 Emharuqud?Jes | Eﬁchanga.ﬁaivar_w 1 |
-] Buikin e ] General | Address ] Account | Proiile ] Telephanes  Drgenizstion
& [_:lcnmmtms Doman Guests  Sec
| i.'iﬂ Domtan Cmtt.olerls . gﬂumdn Usars Sac I‘h' I L%
i~+|_] ForeignSecurityPrincipals i
.53 ﬁEnrerpnse.ﬂ\... Sec B o Poicy |
gmdﬂangem... sec  Lepartmenc |Group-Policy *__
Exchange En... Sec
gsmup Policy ... Sec Lompany: I
Guest Use  ~ Manager
HelpServices... Sec ;
gns_wps Sec Hame: |
g JI:JJUS:M_EF?EEC H:: Change. . 1 PBroperties Clea
Marketing Ser =i
gnnsandms... sec  Diact reports:
Sales Sec
Scheama Admins  Sac
SPPORT _38... Use
Telnsthents Sec
fOWINS Users  Sec
€ Usert Use
ﬂerul Sec
" | ] 7 croupz Sec =
r-u- . = DK I Cancal Aoply Help ]-?T

ATV T2 LDAP a2 7 4 X al—va DR~y 72 ERLET,

AD J&: Department % Cisco J&I'E IETF-Radius-Class (2< v B> 7 L ¥ 7,

hostname (config) # ldap attribute-map group policy
hostname (config-ldap-attribute-map)# map-name Department IETF-Radius-Class

ATw T3 LDAP B~ v 7% AAA Y— NIZBER T £,
AAA H— N 7 )L—7 MS LDAP ®AR A K 10112 15 L TAAA— N FA N a7 4 X=
L—yay B— RERBL, 1ERLTZEME~ >~ 7 group policy % B (i) £ 97,
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AT w76 FilE EXEC &— KT debug Idap 255 =2~ RZ& A F—7 /LI LT, ASA &V — DO DEE

EE=ZLET, ZOavr RO EZRIRLET, ik, FERA vy E—UN
DInD &9 ITHRER T,

[29] Authentication successful for userl to 10.1.1.2
[29] Retrieving user attributes from server 10.1.1.2
[29] Retrieved Attributes:

[29] department: value = Group-Policy-1

[29] mapped to IETF-Radius-Class: value = Group-Policy-1
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IETF-Radius-Framed-IP-Address {Z~ v B> 7 LT, Userl ICAXT 4 v 7 7 RV AZELET,
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a—YLEH7 Vw7 LT, [Properties] A 7 2 7R v 7 AD [Dial-in] ¥ 7 % B &%, [Assign
Static IP Address] = v 7 R 7 A% A 2L T, 10.1.12 EWHIPT RLAEZ AN LET,
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mDHCF Administrators Secu E-mail Addresses l Eschange Features ! Exchange Advanced
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P DnsUpdatePraxy Setd —Remote Access Permission (Diakin or VPN .
IR Domain Adrins Secul '
gbmm Carputers Secul " Allow access
Domain Contraliers Secul " Deny access
oomsin Guests iy | | o IContiol access thiough Remote Acceass Policy
gDumain Users Secul : :
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mEm:hange Domnain Servers Secul L Yerky Caller-ID: I
mExd'lange Enterprise Servers Secul — Callback Dptions
gGmw Policy Creatar Owners Secul {* NoCalback
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gmmmng Secu | Define routes to enable for this Diakin
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EESdes Secul
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leNS Usiers Security Group ... Members who have view-...

BICRTLDAP 2 7 4 X¥ab—a v OEM~ vy 72 ER LET,
[Static Address] 7 « —/L R CTEH &4 %5 AD J&: msRADIUSFramedIPAddress % Cisco J& '
IETF-Radius-Framed-IP-Address |2~ v B> 7 L £ 7,

hostname (config) # ldap attribute-map static_address
hostname (config-ldap-attribute-map) # map-name msRADIUSFramedIPAddress
IETF-Radius-Framed-IP-Address

LDAP gt~ v 7% AAA H— N ZBEE T £ 5,
AAA H—s% 7 /L—7 MS_LDAP 7R 2 b 10112 125 LT AAA HF— A K2 |k 207 4 ¥ =
L—yay B— REBtE L, 1B L7z @Mt~ » 7 static_address % BT £,

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map static_address

vpn-address-assignment =~ > RIS AAA ZFEET D K I ITRESNTWDHINE I 0 a R T 5
72D, a7 4 X2l —a Dl EERLET,
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g4 x4 vaEtiEE7 o 20EA |

hostname (config) # show run all vpn-addr-assign
vpn-addr-assign aaa << Make sure this is configured >>
no vpn-addr-assign dhcp

vpn-addr-assign local

hostname (config) #

ATw T8 ASA & AnyConnect 7 74 7 > b & OB AL LE T, P —/NTREII. ASAICY Y E YV
TINTZIPT LR Za2—WFRZETHZ 2B LET,

ATv7T6 showvpn-sessondbsvc 2~ REFEHAL Ty v a v ofMaERrL, B4 Ton=T R
VAZTERLET,

hostname# show vpn-sessiondb svc

Session Type: SVC

Username : webl Index ¢ 31

Assigned IP : 10.1.1.2 Public IP : 10.86.181.70
Protocol : Clientless SSL-Tunnel DTLS-Tunnel

Encryption : RC4 AES128 Hashing : SHAL

Bytes Tx : 304140 Bytes Rx : 470506

Group Policy : VPN User Group Tunnel Group : Groupl TunnelGroup
Login Time : 11:13:05 UTC Tue Aug 28 2007

Duration : Oh:01lm:48s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

FANILA VHERIFIFEE TV £ ADERA

ZORITIE, 2—FICLoTHAIEND b 7 Tu haLzfRET % LDAP &t~ v
7' a2 B LE T, [Dialin] ¥ 7 OFFR] T 7 B A LESRT 7B AOFE % Cisco @M
Tunneling-Protocol {2~ > B> 7 LET, ZOREMEITIKROE Yy M~y FflE2Y R —FLET,

[ foxyrd Jobkan

1 PPTP

2 L2TP

4 IPsec (IKEvl)

8 L2TP/IPsec

16 7747 L ASSL

32 SSL 774 7 > |k : AnyConnect £721Z SSLVPN 7 714 7 -
N

64 IPsec (IKEv2)

" (1) IPsec & L2TP over IPsec IZ[AIFFICIZH H— F SHEXA, 2O, [E4 & 8 13H

A E 720 £,
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B s« vnqomazrEET s L 20ERA

1) w1 EBE,

ZoRMEEMH LT, 71 b 3o [Allow Access] (TRUE) % 721% [Deny Access] (FALSE)
DEMEER L, 22—V RT 7 v AT SN HiEE#EA LT,

BAXNA HFRT 7 AEIHES T 7  A0@EMAICET 2 omofliconTik, 77 =
J1/v 7 — K [ASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration
Example] ZZH L T 7ZE 0,

FIE

ATy TN 2—YH%EHZ Y v 7 LT, [Properties] ¥ A 7 177K v 27 AD [Dial-in] # 7 %%, [Allow
Access| A7 v ar RE w7V v o LET,

User Properties N 2|

Teminal Services Profile I COM+ I Exchange General
E-mail Addresses | Exchange Features | Exchange Advanced
General | Address | Account i Profile ] Telephones | Organization
Member OF  Diakin | Envionment | Sessions | Remote control

~ ARemote Access Permigsion [Diakin or WYPN]

% allow access

" Deny access

L= TS SR

" Control access through Remote Access Policy

[ Verify CallerID:
—Callback Options

& NoLCallback
(" Set by Caller [Routing and Remote Access Service only]

" Always Callback to: |
™ Assign a Static IP Address I
1 Apply Static Routes
[refine routes to enable for this Diakin Siatic Bhutes |
connection. SLalic-FrOulEs ..

(G¥)  [Control access through the Remote Access Policy] 4 7' = A I L 72551, —

MOMENIR ST, H S AHERIZ ASA ODNER 7 L—7F RY S —REITEESNT
mEESNET,

AT T2 IPsec & AnyConnect D i Jj DB & FF el T 227 74 7 b U ASSLEH A TG T 2 Bt~ v
TR LET,
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ATvT3

ATv74

0474 2 B8 & Time-of-Day JL— )L D& .

a) ~ 7 tunneling protocols Z1Ek L 97,

hostname (config) # ldap attribute-map tunneling protocols

b) [Allow Access] i% & T 415 AD J& M msNPAllowDialin % Cisco J&4 Tunneling-Protocols
W~ 7 LET,

hostname (config-ldap-attribute-map) # map-name msNPAllowDialin Tunneling-Protocols

) ¥y EAZBMLET,

hostname (config-ldap-attribute-map) # map-value msNPAllowDialin FALSE 48
hostname (config-ldap-attribute-map) # map-value msNPAllowDialin TRUE 4

LDAP @k~ v 7% AAA Y — NICBEEAT I £97,

a) AAAY— T L—7MS LDAP THA M 10112DAAA Y —NFA N a7 4 Falb—
varE—RFERBLET,

hostname (config) # aaa-server MS LDAP host 10.1.1.2

b) fERK L7-J&M:~ v 7 tunneling_protocols % BEHfH i) £ 7,
hostname (config-aaa-server-host) # ldap-attribute-map tunneling protocols

B~y TINRE LT EBVITHEET D2 L AR LET,

JI7AT v FUVASSLEEA L CRERIAZRA T T, 22—, FAT SN TWZRWERE A I =
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ATv T2 B~y TEERLET,
JEME~ ~ 7 access_hours Z {ERK L, [Office] 7+ —/V R CHH S5 AD B
physicalDeliveryOfficeName % Cisco J&E Access-Hours (2~ > B> 7 L ET,

hostname (config)# ldap attribute-map access_hours
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Access-Hours

AT w73 LDAP Bt~ v 7% AAA Y — NIZBEEA T £ 77,
AAA H—/N T L—7"MS LDAP DA A b 10112 IZX L TAAA Y — N FA N 237 ¥ =
L—yay ®— RERMB L, B L7CBYE~ > 7 access hours Z BH#EIfT I £ 97,

hostname (config) # aaa-server MS_LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map access_hours

ATy T4 BEIC Y — S THFA S AU A R E L E T
N—= b= T 7 v AR 2 A H D&M H OFRT 9 KBRS RFICREL £

hostname (config) # time-range Partner
hostname (config-time-range) # periodic weekdays 09:00 to 17:00
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