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BEGEHEGETIL, £ OEFRITEREET 2 72O SN ZFEED 7 4 — /L RIZHES W
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+ [FASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration Example ]

+ [PIX/ASA 8.0: Use LDAP Authentication to Assign a Group Policy at Login]
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hostname (config) # ldap attribute-map Banner
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Xl —TgrT—RERMHL, 1Bl LIZEME~ ~ 7 group policy & BI#EAF 1T 9,

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map group_policy

AT v T4 H—/3— [Department] 7 4 —/L RIZASJENTW5H 7 /V—7 KU > — Group-policy-1 % ASA
WEML, 22— =8I Y THUHERY —J@EERELET,

hostname (config) # group-policy Group-policy-1 external server-group LDAP_demo
hostname (config-aaa-server-group) #
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AnyConnect &
ThHEA

FIE

ATy

AnyConnect 7 S A7 b bV RILDRET 4y IPT7 FLAEY B TOERA .

¥5HE EXEC E— R Cdebug ldap 255 =~ > K& A X —7/LZ LT, ASA &H— —DH DI
FrE=F—LET, Z0Oa~vr FroOMNOFERIIRLET, Jiud, LA viE—
RO D LD IHREFR S TT,

[29] Authentication successful for userl to 10.1.1.2
[29] Retrieving user attributes from server 10.1.1.2
[29] Retrieved Attributes:

[29] department: value = Group-Policy-1

[29] mapped to IETF-Radius-Class: value = Group-Policy-1

FAT U FORILDARET AV IPT FLAEIY S

ZOBE, TPsec 7 7 A T2 RSSLVPN 7 AT 2 "R ED TV SRV 7 T4 T 2 M
AEnxd,

AHT 42 AnyConnect 7 7 A 7 > s AZT v 7 IPEIV Y TEEMT 51X, AnyConnect
JI7AT v ha—HF—Webl ZAXT 4 v 7 IPT RLAZZETHLIICHRELT, TDOT
KL A% ADLDAP $—/"N—D [# A Y /LA > (Dialin) | X7 D[AXT 4 ZIPT KL ADE|
V24T (Assign Static IP Address) | 7 4 —/L' K (Z® 7 4 —/L KT msRADIUSFramedIPAddress
BYEMERH S D) ITATI L, ZOEM% Cisco &M IETF-Radius-Framed-IP-Address |2~ v &
YIT LR~y TEER L ET,

FWAFHFIZ . ASA [TV — 3= 5 msRADIUSFramedIPAddress DfEZ ES L., # DfE% Cisco &
£ IETF-Radius-Framed-IP-Address IC~ v B> 7 LT, Userl ICAXT 4 v 7 T RLUARELE
7,

a—HP—£ %457 Y v LT, [Properties] ¥ A 7 1 7' 7R > 7 AD [Dial-in] # 7 % [ &, [Assign
Static IP Address] 7= v 7Ry 7 A% A4 AL T, 10112 WHIPT RLAZ AN LET,
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gnmmins cecy  Member0f Diskin | Enviorment | Sessions | Remote control
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thmain Bdriiins Secul

Domain Computers Secul " Allow access

Domain Contrallers Secul " Deny access
ﬁDumain Guests Secul : et
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Enterprise Admins Secul -

Exchange Domain Servers Secul L Weriy Cafler-D: I

Exchange Enterprise Servers Secu [ Callback Options

Group Policy Creator Owners Secul = Na Callback
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BEHMHEE0a5E
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EESdes Secul
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SUPPORT_366945a0 User ITI Cancel R s |
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ﬂ Useri User
ﬁ VPN _LUser _Group Liser ‘Welcome LDAP WPH_Liser, ..
£ web1 Liser
[ﬁwm Usiers Security Group ... Members who have view-...

MIZRT LDAP 2> 7 4 Xal—v g D@t~y 75 ER LET,
[Static Address] 7 « —/L KT &2 AD JE1: msRADIUSFramedIPAddress % Cisco J& '
IETF-Radius-Framed-IP-Address IZ~ v ¥ 7 L £,

hostname (config) # ldap attribute-map static_address
hostname (config-ldap-attribute-map) # map-name msRADIUSFramedIPAddress
IETF-Radius-Framed-IP-Address

LDAP @M~ v 7% AAA Y — " — T £ 7,
AAA H—/N— 7 L—7 MS_LDAP O A K 10.1.1.2 IZk L TAAA #—/S— KAk a7 ¢
Falb—rarE—FEMAL, 1B LTZRIME~ v 7 static_address % BEAT 1T £ 7,

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map static_address

vpn-address-assignment =~ > RIS AAA ZFEET D K I ITRESNTWDHINE I 0 a R T 5
72D, a7 4 X2l —a Dl EERLET,

VPN OSMER AAA H— N — D E
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hostname (config) # show run all vpn-addr-assign
vpn-addr-assign aaa << Make sure this is configured >>
no vpn-addr-assign dhcp

vpn-addr-assign local

hostname (config) #

ATw T8 ASA & AnyConnect 7 74 7 > b L OB A ML LE T, V——TREZI, ASAIL~Y >
BV INTEIP T RL A2 —F—RNZEGT5 2 L 2R LET,

ATv7T6 showvpn-sessondbsvc 2~ REFEHAL Ty v a v ofMaERrL, B4 Ton=T R
VAZTERLET,

hostname# show vpn-sessiondb svc

Session Type: SVC

Username : webl Index ¢ 31

Assigned IP : 10.1.1.2 Public IP : 10.86.181.70
Protocol : Clientless SSL-Tunnel DTLS-Tunnel

Encryption : RC4 AES128 Hashing : SHAL

Bytes Tx : 304140 Bytes Rx : 470506

Group Policy : VPN User Group Tunnel Group : Groupl TunnelGroup
Login Time : 11:13:05 UTC Tue Aug 28 2007

Duration : Oh:01lm:48s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

FANILA VHERIFIFEE TV £ ADERA

ZOBITIE, =Pl Lo THAIIND bRV 7 7a harzEET 5 LDAPEME~ v
7' a2 B LE T, [Dialin] ¥ 7 OFFR] T 7 B A LESRT 7B AOFE % Cisco @M
Tunneling-Protocol {2~ > B> 7 LET, ZOREMEITIKROE Yy M~y FflE2Y R —FLET,

[ foxyrd Jobkan

1 PPTP

2 L2TP

4 IPsec (IKEvl)

8 L2TP/IPsec

16 7747 L ASSL

32 SSLZ 747 b : AnyConnect 7 74 7k £721% SSLVPN
J7A4T b

64 IPsec (IKEv2)

" (1) IPsec & L2TP over IPsec IZ[AIFFICIZH H— F SHEXA, 2O, [E4 & 8 13H

A E 720 £,
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B s« vnqomazrEET s L 20ERA

1) w1 EBE,

ZoRMEEMH LT, 71 b 3o [Allow Access] (TRUE) % 721% [Deny Access] (FALSE)
DOEMEER L, 22—V =BT 7w 2AZFNEIND HEEZ#EHA LT,

BAXNA HFRT 7 AEIHES T 7  A0@EMAICET 2 omofliconTik, 77 =
J1/v 7 — K [ASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration
Example] ZZH L T 7ZE 0,

FIE

AT TN a—HF—4%4H27 Y v LT, [Properties] ¥4 7 1 7 7R 7 AD [Dial-in] ¥ 7 %[, [Allow
Access| A7 v ar RE U EI Y v LET,

20

Teminal Services Profile I COM+ | Exchange General
E-mail Addresses | Exchange Festures | Exchange Advanced
General | Address | Account i Profile | Telephones | Organization
Member Of  Diakin | Envionment | Sessions | Remote control |

~ Remote Access Permizsion [Diakin or WPHN]

* Allow access

" Deny access

= i S oywhonbesfogion |

" Control access through Remate Access Policy

™ Verify CallerD:
Callback Options
' No Callback
(" Set by Caller [Routing and Remate Access Service only]
" Always Calback to: |

I Assign a Static IP Address I
Apply Static Routes

Define routes to enable for this Dialin Clah A btes |
connection. S LatIC- FrOWes ..
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[Control access through the Remote Access Policy] A7 3 a > #BIN L 725615, — 1= 5O 1fE
PIESHT, A SN DHERIE ASA ONE 7 L —7 R =R BRSO TIRESNET,
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ATy T2

ATvT3

ATy T4

0474 2 B8 & Time-of-Day JL— )L D& .

IPsec & AnyConnect 7 71 7~ Ol O #7F v+ 5~ T, 7747 LA SSL ##
e tEn T oRE~ Y 7E2ER LT,
a) ~ 7 tunneling protocols Z {Fk L £ 77,

hostname (config)# ldap attribute-map tunneling protocols

b) [Allow Access] 7% & Cffi | 415 AD J&: msNPAllowDialin % Cisco J&£ Tunneling-Protocols
vy B LET,

hostname (config-ldap-attribute-map) # map-name msNPAllowDialin Tunneling-Protocols

o Wy 7EAEZBEMLET,

hostname (config-ldap-attribute-map) # map-value msNPAllowDialin FALSE 48
hostname (config-ldap-attribute-map) # map-value msNPAllowDialin TRUE 4

LDAP Bt~ v 7% AAA B — — T BENT T £,
a) AAAP—— 7 )L—FMS LDAP THA K 10.1.12 D AAA Y —/S— KAk a7 4 ¥ a
L—y gy B—RE#HBLET,

hostname (config) # aaa-server MS LDAP host 10.1.1.2

b) 1ERk L7-JE@PE~ ~ 7 tunneling protocols % BEHAF 1T+ 5,
hostname (config-aaa-server-host) # ldap-attribute-map tunneling protocols

B~y TINERIE LT L BV ITHKRET 5 2 L 2l L £

JIAT 2 FUVASSLEMA L CERERAE T, =—F—I2iF, FISITWARWERA D
S RLNERORKBDORENTH D Z En@mmInEd, Psec 7 74 7 > bOEEFITRS LE
T, ZhiE. B~y SIS TIPsec i b px Y v 7 7Fa ha LB Eans-HTd,

04 74 > B & Time-of-Day JL—)L D& A

ROFITIE, 7747 FLASSL a—H— (Jo& 2 FEVRA N—FF—) [Zxy FPU—
J~DT Ve AEFFAIT AR AR E L CEAT 2 HEE R LET,

AD % —/3— EC, [Office] 7 4 —/V REFEH LT/ S— M —O4RIZ#ATILEST, 207 14—
JL RCIZ, physicalDeliveryOfficeName JEMENFEH S E T, RIZ, ASA TR~ » 7 Z{ERK
L. ZDJEME% Cisco JBYE Access-Hours (2~ v B> 7 L E 9, FBAERFIZ, ASA X
physicalDeliveryOfficeName D1 & /5 L T Access-Hours (2~ > B> 7 L E T,

VPN D 41&B AAA H—/\—DE&TE .
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B oo mra e Time-of-Day L—L0iEF
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ATy T 22— —%8IR LT, [Properties] #4577 YV v 7 L. [General] ¥ 7 &Pl & £,
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ATwT2 @it~y PEERLET,

JEME~ 7 access_hours Z{ERK L, [Office] 7+ —/L N T &5 AD B
physicalDeliveryOfficeName % Cisco &1 Access-Hours (v v B 27 L E T,

hostname (config) # ldap attribute-map access_hours
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Access-Hours

ATv T3 LDAP Bt~ > 7% AAA S — " —CBEf T £,

AAA Y—/N— JL—7" MS LDAP DK A b 10.1.12 2% LT AAA —/"— KA f 237 ¢
Xalb—arE— RNEHKL, 1ER LB~ v 7 access_hours % BHLfT 1T &£ 7,

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host)# ldap-attribute-map access_hours

AT T8 FHECH— A= THFA SN RHEA 2 30E L E T,
N—= b= T 7 AR 2 AW 2D &0 H O 9 K bR S FFICRE L £

hostname (config) # time-range Partner

330379

. VPN DO 4B AAA H —/N\—DERTE



| VPN D488 AAA H—R—DEE
04 # L iR & Time-of-Day JL—/L (D& .

hostname (config-time-range) # periodic weekdays 09:00 to 17:00

VPN D 41&B AAA H—/\—DE&TE .
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