EF A —)L TAX

%f~w7m%/% RETHE, VE—NETA—NHEEZ Y T 147 ML A SSLVPN O
a—P—PIETEFET, 22—V =B A= TeXURETEF AL By a U E2R
17125, BFA—NIZTIAT L IBSSL 7 haLZFEHA LT R RV EHSLLET,

BEFA—N TR Fu baIROLEY TT,

(0]

POP3S

POP3S X, 7947 FLASSLVPN B3V KR— T 2FEFA /L 7TaFTD1DTI, 'T
TNV EITIE, BX 2 VT4 T IAT U ANRR—1995%2 1) v A L, A— 995 F7=1%
Eéhtﬁ~%k@%ﬁﬁ§%%ﬁ%ﬂéh&ﬁ;Pmsfm#vm\$L§ﬁﬁT%%@f~
FCRFATLET, SSL b FIVMESL S 1721412 POP3 7' 12 h 2 UABRMG &, §RAEDM T
*4, POP3S 1F. B A—NZEHAOTa ha L Td,

IMAP4S

IMAP4S X, 747> L ASSLVPN RV R— T BHEF AL TrFD1>TT, T
THNETIE, X207 4 T T I9AT U ANRKT—1993 %Y v A L, &— 993 F7/=1H%
E SR — Fk@%ﬁﬂﬁ@mgﬁTéﬂi?oWMMS7D%/1\%L%Mtf%%@
AR—FTFHFAILET, SSL b RV SFLT-FRITIMAPAS 7' 1 ks L3RG S 4L, FRAEDS
TOET, IMAP4S IE, BT A—NZEHOT 2 haLTT,

SMTPS

SMTPS i, 7947 hLASSLVPN 3V R —FTBEF A= 7TrFTD1DOTT, T
TANEITIE, BX2 VT 4 TTITAT U ARKR—1988% U v AL, A~"— k988 F/midik
ESNToAR— b & OB HBEIRIZFF A SALE T, SMTPS 71 % 03, %L@ﬁtf%%@
R— N THFFAILET, SSL b RV I 12 SMTPS 7' 12 b =L Billh S 4, #RREAS
fThEd, SMTPS |Z, EFA— ik EHOT e h=2/LTCT,

cEF AN TR ORE 23—)

¢ AAA —R— T N—TDOE 21—)

cEFAN TOXVEEATEA A —T oA ZADFH (4 %—)

BT A= FaXLOWIOHRE (52—)

e Xy = R—DiH (6 2—)
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BFA—)LFoxy |
B =7 Jox 08z

cFUIFORE (74-)
EFA—IL TAFIDHRE

BFA—IL TEXLDES

EBFA—N TR ERALTCa—h Ll E— FOTEFNOLEFA—NVICT 7 EZTS
a—HP—X, EFA—NTBTTAT, =T 7EAHEVE— T 7 EAHIIHIA
DEFA—IVT I FBLETT,

cEF AN TR By g =Y =RRIEESNDAMERH Y F9,

AAA H—/\— J IL—TDHEFE
FIE

AT w71 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [AAA] &R L £,
ATw T2 @2 Z 7 ([POP3S]. [IMAP4S]. F721% [SMTPS]) #IEIR L T AAA V— — 1 —T7 %
AT, b0y a VCEATET 74V RO T NA—T RY —E2RELET,

* [AAA server groups] : [AAA Server Groups] /¥ /L ([Configuration] > [Features] > [Properties]
>[AAA Setup] >[AAA Server Groups]) ([ZBEIT25AIC7 Y v 7 LET, ZZTiE, AAA
Y= N— TN =T BME T ITRETE LT,

* [group policies] : [Group Policy] #¥%& /L ([Configuration] > [Features] > [VPN] > [General] >
[Group Policy]) (2R8I 2551227V v 7 LET, ZI Tk, Zv—7 KU r—ziENE
ToIFmETE £,

« [Authentication Server Group] : =— W —FBFEH OFRFEY — " — JL—TH@RIR L EF, 7
T4V R TIEE, BREY— A= REINTWETA, AAA ZFFEFNE L TRE LIS
4121 ([Configuration] > [Features AAA] > [VPN] > [E-Mail Proxy] > [Authentication] /%
) L AAA Y= AR—EREL T ZTER LWL HICREREC R L £7,

* [Authorization Server Group] : = —¥ —BA[HORAH—1— F )L —TERINLET, 7
7V h T, B —ANA—=RRESNTWER A,

* [Accounting Server Group] : L—W— T AT 4 LV ITHOT IO T 4 T H—— T
N—TEZBRLES, 77NV ETIE TAVST 427 P=RN=BRESNLTOEE
}\/o

« [Default Group Policy] : AAA %3 CLASSID B4 iR S 22 WA I 2 —F —IZH T % 71—
TR —BRLET, RST, 4~ 15 LFOEKTFTT, 774NV FOTN—T K
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aa—ri— s —70EE

U —EE S TWARNEEER, CLASSID B fEE L7 WEEE . ASA T Yy v a v 5k
MTEERA,

* [Authorization Settings] : ASA 3B A DI O T 22— —HDEERELET, ZD
%ﬁui FOHVEEAEZMHH U CERAE L, LDAP £ 721X RADIUS B A[ Z LEE L+ 52—
P S ET,

« [Use the entire DN as the username] : R A OREEFE L ZHFEHT 588N L E7,

» [Specify individual DN fields as the username] : = — % —38 " FIZHFED DN 7  —/L K
EHETDHAICERIRLET,

[DN] 7 4 =V NI, T4~V Evh XV D2 0% ERTEET, =& 21X, EA
PERLEGAICE, 22—V =3B A=V 7 FL AKX > TRFIEESET, John
Doe &9 —fix4 (CN) & Johndoe@msco comEWVWIEBEFA—NLT RLAEZFFO L—
‘U‘ ﬂ;’( John Doe % 7213 johndoe & L CTRAGES AV E W A, 113 johndoe@cisco.com &
PRESNDMERH Y £, EAB LV O IR L7255, John Doe I3
Johndoe@msco com ¥ X O Cisco Systems, Inc. & U CERRES D MLENRH D £,

* [Primary DN Field] : 88 FTHIZERET H 7744~V DN 7 4 — /L REERLET, 7
7 4V MZ [CN] T*f A7 a I, ROBONEENET,

DN +1—JLF EE
Country (C) 2 LFOEAME, E4 72— i, IS0 3166 E44BEFEIZHEML L Ty s
R

Common Name (CN) |z2—%'— T RT A, ZTOMDT T 4T 4 DLRT, T, ID P
O T GRbEAMEOE) L-ULTY,

DN Qualifier (DNQ) | 4#&E? DN @,

E-mail Address (EA) SFREAAET D —Y—, VAT A, FREZ VT 4T 4 DE
VT KL A,

Generational Qualifier Jr. Sr.. F7I3 I 72 & oA EE T,

(GENQ)
Given Name (GN) AEAEFTAE 0L (B) .
Initials (1) AERA T Ok & 4 DI D
Locality (L) FARE NPT 2 RIS,
Name (N) AEFERTA & DA,
Organization (O) Sth, FR, BB, e, Totox=> T 17 4 O4H,
Organizational Unit N OV 7 7 —F
(ou)

Serial Number (SER) |[FEFAED VU 7 LEE,
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EFA—LTaxy |

DN2«—JLF

ik

Surname (SN)

A ERTAT A Ok,

State/Province (S/P)

FAE DS FITE S 2 INROIR,

Title (T)

AEAEHTAE O (Dr. 72 &) .

User ID (UID)

AEAEATAE O ID #F 5,

* [Secondary DN Field] :

(AFvay) RATHICRET 2B XUDN T 4 —/V R

BIRLET, 7740 MI[OU] TF, A7 v a2, EitoRIGEHIATWDS
HOFTRTUTMA T, [None] BV £F, ZiuL, Bh XY 74— L REHEL

TEWEAIGRIR L E T,

BFA—IILTOXLHFFERATEZA2—T 4 ADEF

[Email Proxy Access] [ CiZ, T A—/L 70XV EHRETIHA LV H—T oA Anikp]T&
9, BErA—NLTEXFUE, HADOA 0 F—T 2 A ATREBIOwRETETET, £/, 1
DDA U HE—T 2 A ATEF AN TaF v EREBLORETIUL, ZORELZTXTOA
VH—T 2 A RHEATEET, BHEAOA LV H =T 2 ARY T A U H—T = A RTHKL
TEFA—N TR IR ETEEEA,

FIE

AT w71 [Configuration] > [VPN] > [E-Mail Proxy] >[Access] %2 L C, f > H—T =A ATA F—7
JNZR o TWVWDEF A= Tax v ER R LET,

s [Interface] : HXE SN TNDLTRTOA X —T =2 ADLRTEFRRLET,

« [POP3S Enabled] : £DA > % —7 = A ATPOP3S A X —TNnE I MERLET,

* [IMAP4s Enabled] : DA > Z—7 = A ATIMAP4S InA X —T NN E I MERLET,

*« [SMTPS Enabled] : DA > Z—7 = A AT SMTPS A X —T/LinE H naERrLET,

AT9F2 [Edit|#7 Vv 7 L, ABREINTNDIA v H—T oA ADET A=/ Tax U ELE R

L/:i—a—()
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g7 4—1L 7oxvoridoiz [

ESQL)L__”/jjTJjFi/a)muﬂfd)ﬁmHﬂ

%%){*‘/V TaxiOHA ST L \—wunEjiJc% Ebi—gq

FIE

AT w71 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [Authentication] # & L £,
ATY T2 FEHOBIS AP OEIRTE ET,

s [AAA] : AAAGRREZ MEICT DG EICRINLE T, 2047 v a v EFEHAT 5123, AAA
Y= N—ZRETHLERHY £F, =2 —F—F, =—WF—4, F—— BILUX

J—RKEANLET, 2= =i, VPN 22—V —Z LE A= 2—F =L Dl % A
NTLHRERHY T, TOLE, ANO2—F—ZNR 55512750, VPNAT U 2
ZIZL>TRYIY £,

[Certificate] : AEPHEFRAFZ LA T HHEITEIR L £,

GE)
HAEDASA Y 7 b =7 U U —ATiE, fEAERIELE T A —/L 7o 0okt L CHERE
LEHA,

SFBERGE AT 25, 2— P —IX, ASANSSL R m—3 g UIRICHEETE
EFEAE > TWAMENRH Y 4. SMTPS 7 % TlE, AFFEREEAZME— DR
RELTHHTEET, ZOMDOET A —/L 70X T2 EEOEE RN E T,

FAFPAERRGEICIE, TXTCREL CA D BRITEINT- 3 FIEOIEHENMLE T,
- ASA @ CA ZFHHE,
-7 947>k PC® CA IFHHE,

-7 747 FPC D Web 77 UHREME, EAGEHESE X Web 77 U VREHE L &
I E9,

[Piggyback HTTPS] : &' — /3 7 3BREA MAEIC T ALAIT@RIR L £7,

DBFEAF— AL, 22— =PI TIZZ T4 T ML ASSLVPN £y v a VAN L
Tb\é_&%z;ﬁk LEY, 2—P—TEFA - a—F—LF T2 AN LET, 2
U%Fﬁxﬁfﬁolﬁf%ﬁ\wwl%# HEBVA N 22— =L O %= AT
TOHMERHY ET, TOLE, AOO2—PF—LNRR DG, VPNAT U I X
IZX > TRYIY 97,

mMPi AR — = Lo THIR SN WEBH DOy v a VAR LETH, 22—
—AICK L TR SN TV DRI R 7 A O E iz 8 A, mmpt/yay@ﬁﬁ
@Wkﬁ%ﬁz 7 F A7 > kLA SSL VPN ##t OF RN G 7= 8561213, =0
o —F—RH LW AL TE EH A, ITOMRENRH Y £,

EFA—IL TOxS
I



EFA—LTaxy |
B oo 5—i—omn

SMTPSFEF A —/WiE, IbHBEIIEXF— Ny 72 LET, 1L A EDSMTP ——
D, =P —=PNu s A5 LEFALTWNRNEDTT,

GE)

IMAP /%, [ —H =5 L > THIB SN WEE OBy v a VA AR LETN, =2—
P L CHFAI SN TWERE R 7 A v OBEHRZ A, mMPt/yay@ﬁﬁ
ZORKEEBZ, 7747 b LA SSL VPN 85 OAHIRSOINIZHA 2T, 2D
B —P =S LW R AL TEEE A, U TOMRRENRH Y £,

Sa—YP—XIIMAP T U = a U E KR T LTASA DYy a a7 VT LThb,
HLWY I A7 hL A SSL VPN i 2 fe 1 TX 5.,

- EHFE DN IMAP 22—V — D[R 7 A % #<°F ([Configuration] > [Features] > [VPN]
> [General] > [Group Policy] > [Edit Group Policy] > [General]) .

SEFAN RO HTTPS/IE X — RNy VBGEE T 4 =T VT 5,

[Mailhost] :  (SMTPS O &) A —/LiR A NBGEZ LAEIZT H5EI0®IN L £9, POP3S &
IMAP4S (3T A —/L R A FRFEZR FEATT D72, ZOA4 7 v a i, SMTPS DIGEIZTE
ﬁﬁﬂ?éﬂiﬁ‘o :@uuuﬁﬁtf :L‘_“H_ DHF %)“—/l/:l‘—ﬂ-—% "j_—/\— j;SJ:
VSR — RGBT,

O N =y
JOx Y —/—0HE5
Z @ [Default Server] /QZ‘\/I/'C‘GQ’E ASA DT axy P—N"—%#HB L, BETA—/L TrFUIC

HLTT7H/0 b == K= b, BIOFRAEL v v a VHIRERET 2 LN TEE
D

FlE
AT w71 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [Default Servers] Z#& M L 9,

ATYT2 ROT7 4=V FERELET,
* [Name or IP Address] : 7 7 /v hDEFA—/NL 7TaXx T B—_—ODNSLE/ZIFZIPT K

VAEANILET,
* [Port] : ASA 237 %%~W7D%/1574y7%Uy17T6ﬁ~F$%%Aﬁbi
T, BE SR — MR 28RS BEIRICEFRI SN E T, EFA—N XUl

SSLEEw /21T 2 = @T FCEHFRLET, SSL N RADFES. SNT-RITET A —/L
3’\"\/%3%#&%“\ uun ﬁ‘??bhij‘

T3V EOREIZERD EEBY T,
« 995 (POP3S DIEE)

B &74A—1TFoxy
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TUIAD

FIE

7Fuzsaouz [

+ 993 (IMAP4S OEA)

+ 988 (SMTPS DiE4

* [Enable non-authenticated session limit] : FEFERLE T A —/V 7o XL v a O EHIR

THEEITEINLET, BT D‘IZX“C@‘E//EJ YORIRERETE, FIUTE-T
DOS W Z[HEXE4, Lk ya i, RESNTHIREZHEZ S L. ASA BN b
WIERBRERE L A & T L E T, FERBREER Y fftu‘otb\iﬂ/\ I, &b i WERRERS T
LET, FNCE o TRIEEADEy v a N TTHZEEHY A,

EBT A=)V 7o UERICIE, 3 ODIRENRH Y £97,
cHTHUNCE T A — VAL SN D &, TRREES LTV ey REEICZ2 0 £,

O TaA— AN RSN D L, RRRET ) REBIZR Y £,

« ASA ﬁ‘&ﬁ%mu nﬂzj_}:) (If nu niE{%AJ ’Ij( 2720 \iﬁ—o

=L =

X JE

ZDONRPFNLVTIE, BF AN TXVBiFCHEAT 22— —4/AT— KT I X LH—
NR—=F UV IXEZHRELET,

AT w71 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [Delimiters] &M L £,
ATYT2 WOT7 4=V FERELET,

* [Username/Password Delimiter] : VPN =—H%—% L@ A — )b 2 —HF —ZE XY 572D

FUIFZEZFERLET, BEFA—/L 70X TAAA FiF 2T 2546, BLOVPN
2—YP—Z LB AN 22— —ZRER DG E WO — 4 Z2EH L ET, BT
A= Tuadryvaiius A r3iHrEEIC, =PIl O —V—4 % AT]
L, I CHRELETIIXTRUD 9, F/o, EFA N —"—LHLATLET,

GE)
74T FPLUASSLVPNEFA—/L Faxy 22— —DRXRATU—RKZ, TUIHXLL
THEHINTWAXTEEDDHZ LILITETERA,

* [Server Delimiter] : =—H =4 LEF A — /L ==L XY 57-DDT Y I ¥ 28R L

9, ZTOFY IZT, VPNELT U I X L3N T 20 ERHY 4, EFA—/ 71
Frbyvvariiun AT ORRIE, A=A T 4=V RiZa—F = LT —3—
DM HFEANIILET,
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B 7uz:s08:

7 ZIE, VPNAT VI X EL T &AL, H—_"—FVIX L L T@aHHATH
BT, EBFA—N TRXURATEF AL TR T I8 T A 0T5 L&,
vpn_username:e-mail_username@server & W\ ) X T2 —HF—Z 2 A LET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



