VLANH I B2 —T (4R

ZDOETIE, VLAN YT A v H—T 2 ZAZRETDHHECHOOTHBAL £,

(B ~AFar7XALE-FTE, ZOEHDOTATOH AT Y AT AFITAN—ATIEITLT
LTIEEN, VAT LFATAR=ZIZ A TWRWEA, [Configuration] > [Device List] <A >
T, TI2T 4 TRTFNRAL AT RLADFIZH D [System] X T2 U w7 LET,

s VLAN V7' A v Z—T = A ZIZONT (1 =)

*VLAN VT A L H—T 2 ADTA LA (2=)

eVIAN BT A L H—T =2 ZADHA RTA 2 EHIRFE (32—)

s VLANH T A v B —T oA ZADT 7 /L  NRE (42—

cVLIAN YT A v H—T 24 AL 8021Q T o F L T DERTE (4 3—)
s VLAN DY 7 A v Z—T = A 2D (6 2—3)

e VLAN V7 A v X —T =4 ADERE (7 2—)

VLAN D4 B2 —TJ 24 X [ZDLT

VLIAN Y 7 A v B —T oA ZAZFHTHE, | DOYES L X —T 24 A, TEA L F—T =
A A, F721% EtherChannel f > % —7 = A A%, %725 VLANID T# 7 i} S 7-EE O
BA =T AIHEITEET, VLANV T A U H—T oA AN 1D EHDA U H—
7oA AL, HEIUIZ802.1Q T 7 L LTEHESNET, VLAN T, FrEOWEA v ¥ —
T2AAETR I 74 v 7 208l TELL ZENRTEED, WALV 2 —T A4 AF2IT
ASAZIEML7e< Th, Xy NIT—27 ETHHATEL AV F—T oA AOPEHERT Z LN T
XFET, ZOKREIX. ST XFANMIBEREOAS X —T A AEE VY THIENTEDHD
T, wIF arTFA L E— RTRIZEFR T,

150754~ VLAN & 1| > 13EHOEH %Y VLAN #RETXE T, ASA iT&H
VHZUYUVLAN ChTI7 74 v 0 %2ZET5E, TNETT74~Y VLANIZw vy LET,
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VAN DA A3 —TJ x4 ADS5/4M 2R

\}

VIAN4 TS v8—Tz42 |

ETIN AU REH
Firepower 1010 FEAET A A 160
Firepower 1120 S AR 512
Firepower 1140, 1150 T A A 0 1024
Firepower 2100 S A A 1024
Firepower 4100 EHET A A 1024
Firepower 9300 S A A 1024
ASAv AN—"T" > NMERE

100 Mbps : 25

1 Gbps : 50

2 Gbps : 200

10 Gbps : 1024
ASA 5506-X ERITA X 05
ASA 5506W-X Security Plus 7 1 & : 30
ASA 5506H-X
ASA 5508-X HEARTAEZAX 50
ASA 5516-X KERTA R 150
ASA 5525-X HARZ A /LA 200
ASA 5545-X HART A 1300
ASA 5555-X AT A &' A 500
ISA 3000 ERIFA A5

Security Plus 7 A &> A : 100

GE)
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VIAN G T4 2 8—T 14 20 %1 K51 v esipEr ]

VLAN G DA 28— x4 ADHA K54 2 EEIREIR

ETILOYHR—

« Firepower 1010 : VLAN 7' A > 4 —7 = A AL, AA v F R— b £721L VLAN A > & —
T2 A ATEIFR—FINTHERA,

cASAETIATIX, BEHA LA —T A ADY TA LB —T A AZHRETEZFEHA, V7
AH—=T x4 ADPHR—FIHONWTIE, BHAT Y MNAR—hF A v X —T =2 A5
LTL &N,

ZOMOAA K542

PR B =T 2 A A LEOR T IR LNy NOERL T A B —T oA AEET DY
B MEBA L E—T oA AT T 74 w7 BRI ERNEIICTHIELELIBY E
T MBA L X —T =2 A RIZ T DRy hEBRSELZENRTELHDTT, Z
OREIE, TLREA V2 —T 2 A AXT OT 77T T 7eWPiA ¥ —7 = A A L EtherChannel
Vo2 bUTEEVEST, NI 74N TA X —T oA A @BRT 51205, W
A B =Tz A, TEA LV EZ—T =1 A, F£721% EtherChannel A > % — 7 = A A A
F—T NI TWDBRENH DD, ST 74 v IV PYHEA X —T = A, JLEA
5’ 7;41 F 721X EtherChannel f ' # — 7 = A AZ @B LWL 21, f X —T =

ZIXARTEBRE LRWTL &N, WA v 2 —T = A R, m%4/& T A,
it:]:EtherChannel4 VHE—T 2 A ATHE T DRV MRS DAL, @E L
FY namexHETEET,

FUEA L =T 2 A ADTRTCOVT A =T = AE, TV DT N—T A R—
PV—T > RA U E—=T 24 ADWTNNTHILERDH Y 7, IREBLO—HITE
FHA,

ASA IZ Dynamic Trunking Protocol (DTP) Z#AR— F L TWRWes, HEFEIILTND A
AYTFR—= BRI N T X T TDHEIICHRETLHILERH Y 7,

«HlA v H—7 = A AD[E L Burned-In MAC Address & fi 4% DT, ASA TEZS 7=V
TA LR =T 2 AZ—BEDOMACT RLAZEIV L CTHZ L TEE9, =& z2iE.
P—E AT TN X —IZL 5 TIE, MAC 7 RLRIZESWTT 7 & AKI#HZ1T 5 HEH
bV EF, £, IPv6 V7 — N7 RUVAIEIMACT RV RIZESWTERINS T2
W, P TA L H =T 2 AT—BEDMACT RLAZE VY THZ LT, —EDIPv6 Y
I —H)T RUANRARRIZR Y | ASATRIEDA L AZ L ATD NI 7 4 v 7 OHFli%
WETDHZEMTEET, “BEOMACT RLAZHBICAKTEET, v L Far7Fx
APFE—=FTOMACT RLZAOHBIEID Y TEZBRBL T ZE,
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VIANH T va—Tx4Z |
B vwwyo o s—szqzoForn e

VIANY IOA A —TD A RADTIAJL FEETE

ZOWETIT, THEREOTFT 74/ a7 4 Xal—a DR ESNTWARNWERED A
B—=T 2 A ADT 74/ NREERLET,

AVB—DTAADTITAIL FDIREE
A B =T A ADT 7 )V FORREIL, TOXATEINa U THA ME—RNIZLoTHEA
D ET,
“NVF aTHFAR = RTIL, VAT LAEFTAR=ARNTOA, Z—T = A ZADIRFEIT )
M bT, TRTDENY Y CTELDA VA —T =2 ANT 7 4V FTL X —T N> TWE
T, 2L, NI T4 IR, B —T oA A BBRTAT-OICIE. FOA B —T A A
VAT WNEITANR—ANTA =T MR o TWAMERH D FT, f X —T 2 A% A
TAEITAR—=RA T Yy MUV TBRLE, ZFOAL 0 Z—T x4 A, ThrEFLTWAET
NTDAYTHIFARTH T LET,
TN RELIIVAT AFITAR—ATIE, AV F—T oA ADT 7 /)L b OIRBEITIK
DEEYTT,

WA LA —T A A T =T,

sVLANYV 7 A v H—T 2 A R A FX—T N, L, T4 BT F—TxA
R EERT H72DIIE, WEA o H—T 2 AH A R =T NI TODEMNERH D F
R

VAN JA 8 —2J1x4RE80210 FS X205 D%

VLAN YT A o —T =2 AW A L X —T 2 A A, TEA X —T =4 A, £T-1%
EtherChannel £ > % — 7 = A AIZEM L F 1,
IR B

~“NF arTHFRALT— KT, VAT LAEITAR—ZATROFIEEZFEITLET, VA
Th AT 4 X2 b—T a3y T RIZA> TWRWEEE, [Configuration] > [Device List] <A
VO TITATRTNAADIP T RLADTFIZH B [System] X 77 Vo LET,

FIE

ATFY Tl arvTFA L T—RICLoTKRDO X HITHERY £,

o UV E— ROEE, [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] <2
A R ET,
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ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

VAN 4 T4 v 8—T x4 2E 8210 r5oxos0EE [

s v VT B— ROBFE, VAT LAFEITAA—XT, [Configuration] > [Context Management] >
[Interfaces] ~A > Z 3R L 77,

[Add] > [Interface] DIAIZEIR L £ T,
[Add Interface] ¥ A 7 1 7R v 7 ANFREINET,

GE) YN E—FOEA, ZOFIETHEGE LTW5H DI [Edit Interface] %A 7 7 7
Ry T ADIRTGA—=E DV T2y NOZRTHDHIZH, DT A —H %FET HLEE
X, V=T v RE—=RBIORI T VAT LU R F—=RDA X —T =4 A5
LTLEE, vV F avTHFARE—FRTIE, A VX —T 2 ADHRELEETT
DHENZ, A THFANMIA LV E—T oA AEEN Y THLERDHY ET, v LT av
TXAROREESZRLTLEI,

[/~ Fo=7AR—bF (HardwarePort) | R vy 77X T U A RNNML, T A0 X —T A A%
BT M v —T 2 A A, URAVE—T oA A, ET2EFAR—FF v RV A ¥ —T =
A AZEIRNL L7,

AVHE =T 2 APEEA X —T N THRWEEL, [Enable Interface] = v 7R v 7 A& 4
IZLET,

A B =T 2 A AFT 74V hTA RX—=T N> TWET,

[VLANID] 7 4 —/L FiZ, 1~ 4094 ® VLANID # AL £,

VLANID (21, ¥t STV DAL v F TTFRIINTWDEHLORH D £, FEMIC OV T,
AL v F D=2 T NVEZBRLTLLESY, w/LF arTF A2 b T— KOEE, VLAN [TV
AT ARETLORETEEE A

[Secondary VLAN ID] 77 ¢ —/L RiZ, 1 DLA LD VLANID % AX— R E 723 H >~ TREI- T
AALET, HE T DHHOHEIES v a2 EALET,

ASAITEH U HUVLANT NI 7 4 w0 %535, ORI 7 4 v %7714~V VLAN
o~y 7 LET,

[Subinterface ID] 7 f —/L RiZ, 7 A L H—T A AID % 1 ~ 4294967293 DEHTASI L
i‘j‘o

FAIESNDYTA L H—T 2 A ADFFL, 77 v M7 — Ao TR 7, BERIX
ID ZZAHETE E£H A,

(A7 a ) [Description] 7 4 —/V KIZ, ZDA ¥ —7 A ZAOFHEATILET,
LT 240 SCFUANTAN TE £, WIT2ANTICIITTADLES, v F a3 7TF AL
E— ROLGA, VAT LAOHRALE 2 TXF A NOFBPIZEFRIEH Y FHA, 7z — LA — 13—
FIIAT— K V7 O%A. #iBIX TLANFailover Interface] . [STATE Failover Interface]
%7213 TLAN/STATE Failover Interface] 72 EIZHEESNET, ZOURMHITRE TS EEA, =
DAVHE—T A AT 2= N A —N"—F [ FAT— V72 LEHA, 22 TANLET
RTCOHAN, ZOBEEOHMPITLEZINET,

[OK] %27 Vv 7 LET,
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[Interfaces] ~<A TR Y £,

EENEYD
VLAN VT A B —T 2 ZADTA LA (22—)

VLANDY T4 23 —T 4 ADH
WIZ, YT BT RTY T AU H =T 2 ADNRT A =R EFRETHH R LET,

interface gigabitethernet 0/1
no nameif
no security-level
no ip address
no shutdown

interface gigabitethernet 0/1.1
vlan 101
nameif inside
security-level 100
ip address 192.168.6.6 255.255.255.0
no shutdown

I, Catalyst 6500 TED X HIZ VLAN v v B 73 e T 20 0&2 R LET, /— K%
PVLANS (2855t 7 5 IOV TIE, Catalyst 6500 DX EH A RESH L TS0,

ASA Configuration

interface GigabitEthernetl/1
description Connected to Switch GigabitEthernetl/5
no nameif
no security-level
no ip address
no shutdown
|
interface GigabitEthernetl/1.70
vlan 70 secondary 71 72
nameif vlan mapl
security-level 50
ip address 10.11.1.2 255.255.255.0
no shutdown
|
interface GigabitEthernetl/2
nameif outside
security-level O
ip address 172.16.171.31 255.255.255.0
no shutdown

Catalyst 6500 Configuration

vlan 70
private-vlan primary
private-vlan association 71-72
|
vlan 71

private-vlan community
|
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VAN 4 T4 > 8—7 x4 20BE [

vlan 72
private-vlan isolated
|
interface GigabitEthernetl/5
description Connected to ASA GigabitEthernetl/1
switchport
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 70-72
switchport mode trunk

VLANS DA U3 —T 24 ADERE

R1I:VIANY DA B3 —T 24 ADEE

HEe4 IN— | BERETE IR
<3
v
VLAN £t T700) | R OHIFREA I S E L=,
« ASA 5510 HA T A2 AD VLAN 28 0 705 10 12HI 2 F L=,
« ASA 5510 Security Plus 7 1 = > A VLAN 275 10 775 25 I8 2 £ L
7.
« ASA 5520 ® VLAN 3473 25 725 100 129 % £ L7,
« ASA 5540 @ VLAN 373 100 75 200 (¥ 2 £ L7z,
VLAN 280 722) | VLAN Ol BRIENETE S E Lz, ASASSI0DEEART A B 2 TIX100 5
50 12, Security Plus 7 1 & 2 A TIE 25725 100 12, ASA 5520 Tl 100 75
150 1Z. ASA 5550 TIE 200 25 250 [2HE 2 TV ET,
ASA 5580 @ VLAN ¥ #an 812) | ASA 5580 L THAR— K &5 VLAN 28 100 225 250 ICB NS E L7,

EHL XY VLANDTFS5A4<Y |95 | % T Ao B —T A AT, 1 DL EDOED L FY VLAN ZHETX S L)
VLAN ~D~ v B2 7F DY HR— |k W72 E L7, ASAIZEH VXY VLAN ThI 7 4 v 0 %55 L, *
N7 A4~U VLANIZ~ v 7 LET,

WOE N XjE L7z, [Configuration] > [Device Setup] > [Interface
Settings] > [I nterfaces]

[Configuration] > [Device Setup] > [I nterface Settings] > [I nterfaces] > [Add
Interface] > [General]

ISA 3000 > VLAN % N 9131) | Security Plus 7 1 & > A 23 %72 ISA 3000 (22U T, K VLAN #5723 25 7
5100 (22 F L,
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