Network Address Translation (NAT)

ZIZTE, Xy hT—27 T RLUALEH (NAT) & ZOFREHFECHOWTHBHALET,
« NAT ZfEHT 2BH (1 _—)

« NAT DFER (2 _—2)

*NATDOHA RZ7A v (83—)

« XA F v NAT (17 _—)

« B AF w7 PAT (26 —)

« AHXT 47 NAT (49 _—7)

cTAT T 47 4 NAT (63 X—7)

NAT DE=Z VU 7 (70 =)

« NAT DJEE (71 ~—2)

NAT Z {9 S H

PRy hNT—ZHDOFZEa L Ea—ZBLRTF AL ZTIE, AR NEBRMTAEEDOIP 7 R
ANED B THENTWET, NXTV T IPAT FLANRRELTWATZD, ZNHDIPT K
VADKEIZIETTAR=FTHY, TITARXR—=F DRERY NT—T DOHEIN—T 4 T
TXFEHA, RFC1918 TlX, 7 RAX A I, WHTHEHTE 2794 X—KIPT K
VABKRD L HICERINTWVET,

«10.0.0.0 ~ 10.255.255.255

« 172.16.0.0 ~ 172.31.255.255

*192.168.0.0 ~ 192.168.255.255

NAT O ERERED 1 DI, TITAX—=FIP Ry hT—I NS X —Fy MR TEDH LD
2T 52 LTI, NAT X, 7ITARX—hKIPT RLAEXRT U w7 IPIZEEHEZ, NHT 71
N K Fy NT—IHNOFFTA_—K T RLRAEZNTY v L F—F v N THEAAHERE
KO, V=T 4 VT RHERT FVAICEBRLET, ZDOLHICLT, NATIIXT U v o7 TR
VAZHFILET, 2, *y NT—7 2RI LTI 20T Y » 7 7 RURATET &AM
B/ IBRIZT RN A XFTBHEIITNAT 2 ETEZH0HTT,

NAT OfthOFEREIZ X, DB Y T,
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Network Address Translation (NAT) |
B vwrozs

cBX 2 UT 4 N7 RLUAZERRR L., BEEREZGIELET,

CIPA—T 47 VU a—al NAT AT 281X, BEEIP T FLAXRMBEIZRY F
A,

o Bk ANESTCREFIRIRE/R R T ) w7 T R L RSB LR B2 I, NPT FLy v
72%%A%ﬁﬁfﬁi?otkiﬁ\4V&%Z/%u77th%&#%ﬂ@%Q\

A S —=Fy MIIZREE P T KL AZHERFCE LT, NEBRICIEY— 07 LA
EETEET,

qw4&wm(w%%/F%%P@A)@W@W@(Nﬁyay9mnuh) : IPv4 % v

KT —ZIZIPv6 X v NU— 7 6T 288135 NAT ZfEHT25 L. 2 20X A4 T7DT
RUARBICEBREITO ZENTEET,

GE)  NATIMAETIEHY T8, BHED T 747 By MINAT ZRELRWEA, DO T
T4 ZIIBEREINFEREAN, EXFa VT4 R —3T_RTEFEEBYICEAINET,

NAT O ER

Z ZTlE. NAT OFEERIZOW T L E T,

NAT O FH3zE

COw=a T VT, ROMEBEEFEALTCHET,

e EEDT RLVA/KRAMEXy NI—=J /0 F—=Tx A A BEEOT RLALIE, RART
EFZINTWD, BHATOT RLATY, WXy NT—=2 P97 78295 L&
WER > BT — 7 ZEET 5 &0 ) BRI NAT O+ U ATk, Ry b7 —27 0
[EBED ] Fy MU= EF, WEkry T —27 7210 Thel, T30 AR I
TWAEBEDOX Yy NU—JIIETEDLZLICTEBELTLEEIY, LEB-T, M7 R
VAEREBRT DL IOICNATERE L7256, [EEDO] X, /xry b —27 BNEF v
NO—=21ZT7 78R LTZE EDIEER %U—ﬁ%ﬁ:%biﬁ“o

ey BV T T RLARANMNEYy NI—J /LA v B =Tz A<y T T RLAEIT
EEEOT RVANEMINDST RLATYT, Ny NI =7 BINRIZT 78295 & &

WZNERR Y U — 7 BT 5 L 9 fiURAG 72 NAT O U A Tid, AMbxry v —72
NIy 7] 2y NTU—TIZRVET,

N

GE) T RLVAROEHF, TNRA R A H—T x4 ATHES NI IP
7 RLVARFEBINEE A,

. Network Address Translation (NAT)



I Network Address Translation (NAT)
nat 547 |

s WHMODBLE : AXT 4 v 27 NAT TiX, WHRICEREETEET, 2F0, A B
O E R A SO OEROM G Z BB TE £7,

s EETTB L USEHED NAT  fEED X7 MZHOWT, EETIPT FLALSEHEIP T R
ADl )& NAT L—/L E B U, 1 DE Il 2 E#T 5, EI3EB LR &R
TEET, AXT 4 v 7 NAT DA, —LINFETH D70, =& z21F. BEOR:
Bems 58] 7 RUADPLRAETLHHATH, 2004 RE@ELTOa~vy REBILOGH]
Tix REEI] BEO 5% DMEHINTWD Z LICEE LTS LS,

NAT 2 A4 7

NAT |3, ROFGEEFEH L CEETEET,
e A AFI I NAT: EBEDOIP T RLAD I L—TF0, G@FILZ. L0/hEW) v
TJIPT RVADITN—FIRFBIBE T~ B 7S E T, EEORA NIRRT 7 4 v
I EBMGMTEXET, ¥4 FIv 7 NAT (17 °3—2) 2B LTI,

e HAFI v R—F T RLRAZEH (PAT) : EBEOIP T RLADITA—TN, 120D IP
T RLVARIZw B TENFET, ZOPT RLAOKR—F RNMERHINET, ¥4 T3 v
7 PAT (26 %—2) ZZHL T 7ZEN,

« AXT 4 v I NAT : EEEDOIPT KL ALy EVTIPT RLALDOMTO—E LIz~ v
s, MEMIZ NI 7 4y 72 TEET, A¥T 4 v 7 NAT (49 X—2) &S
LTL &,

*TAT VT AT A NAT : BEEOT RUARE—T RVRIZAZ T 4 v 7 IZEB S, 3
ABNZNAT A NALET, KR T RLAD I V=T 2EHmT55D0, /hEWN
7 RLZDOH Ty MIGBRT5EE81E. NAT2 ZOHETRETEET, [(TA4F
T 4T 4 NAT (63 ~—7) | R LTLIEEN,

Network Object NAT & & U twice NAT

Network Object NAT 35 X OV twice NAT &9 2 FEFED HETT KL AL Ha s EIETE 9,

twice NAT DB AIFERE 2 LB & L7254 13X, Network Object NATZ i35 Z L 2 B#1d L E
9, Network Object NAT DFXENE S T, Voice over IP (VoIP) 72 D7 7 r—3 3 Tl
BHEMENEWRENH Y £4 (VIP TliX, V=L THASNTWAEAF TV =7 FoWFhic
bR I RWHEEET RUADEBP KT 52 RnHV ET) .

Network Object NAT

XY NI—=I F T2V RONRT A= L UTHESIVTWNDH TN TONAT L—/ UL, Network
Object NAT b—/L L H7p SVET, ZiUd, Ry NI —2 A7V =7 MINAT 2RETHT7-
DORENSHERHETT, L, ZA—FFT7 V7 MR LTINS DL — L Z2 R
TAHZLIITEEREA,
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B twicenar

twice NAT

Network Address Translation (NAT) |

Iy NT—0 F T2l NEBRETHE, ZOF TV O~ LT T RLRAEA VT
AT RLRELT, FREMOXY VU= AT 20 "Ry NU—0 T2 b
=T DONTNNnE LTHATED L) £7,

7y RIS B —T oA AZAD E, FEITXIPT RLUA LGP T R L AD 573 Network
Object NAT /L—/L G SNE T, ORE™MTONDSGAE. N7y FANOFEETIP 7 R
VALSHIIP 7 RLAE, B0 — Uz > TEBRTEET, 20— i, A
EOfHFonTnERrAL, P77 40 v 27060 T, BeblAE5bEDONL— NV EFHTEE
7

JV—)VINRT NI 5 Z &1 D T, sourceA/destinationA C sourceA/destinationB & 1Bl D Z5#4
PITONDEIITHBETAZ LI TEERA, ZOREOBAEIZIL, twice NAT Z2EH3$5 2 &
T, 1 OONL— )V TEETLT RLABIOSEET RLAEZ#I T ET,

twice NAT TiX, 1 DDO/NL—/LTEEILT RL A L5%T NLUADM G Zi#BI T 3, %#EF
JET RUVAR LT RUADE F&RTET D &, sourceA/destinationA T sourceA/destinationB &
IERNOEBBITOI D L) ICHEETEET,

GE)

AZT 4 v 7 NAT OGHE, V— VX FGFRTH L7200, 72L& 21X, FEO#ERN (5658 7
RUANBLRAETIHATH, 200 F2BLTOa~y RBXOHHATIE I#E1x BX
O T WMERASHTVWAZLICEELTLEEWY, HExE, A= 7 L AZEH %z
THAZT 4 v NAT % E L, HEEILT KL A% Telnet —/3& L THRET 2551,
Telnet — NZ[AIND T _XTD N T 7 4 w7 DR— K% 2323 05 23 ([CAEBT 5120, s
HEEITEAR— N (FERBE 23, v~ v b7 :2323) 2BETIHILENRHD £, Telnet — 7
RLAZEETLT FLRALE L THEELTWALEYD, TOEETHR— 2R ELET,

5i%eT FL 23 A T a0 CF, 50T FLRARISET LA, 5657 FLAZAHICv v
YIT B (TAF T 4T 4 NAT) | BIOT FLRZw v B/ TE (T, s~y ey
NI, FICARZRT 4 v =y BT,

Network Object NAT & twice NAT O LEER

THB2ODNAT A4 7OEREWNL, RO LB T,
c EBEOT R L ADEHRITIE

e Ry NI =T ATV FNAT :NAT Ry hI—0 TVl hDO/RT A —H L
LTCEZLET, Ry FUV—27 A7V =7 MME, IPARRX b, &P, 2397 %
FOLEIEIRETHDOT, EEDOIP T FLATIIRS, NAT a7 4 FXal—v 3
VADOF TVl NEEATEET, XYy NU—T7 ATV ROIPT RLUANRE
BEO7 RL AL LTHEELET, ZOFETIE, Xy NIV —2 77 Mhiar
T4 X2 lb—va ool T TiEHIR T TH, 2Oy NT—2 F7
Vx 7 MINAT #RGIBEMTEET,
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I Network Address Translation (NAT)
NAT L—ILDJEF .

s twice NAT : EFEOT KL A<= BT T RLVAMEDR Yy NT—I 3T V=7 b
FERY NT—2 ATV N IA—TEBILET, ZOHE. NAT IZR Y b
T—0 3T =27 FONRTA—=HTEHVEHA, Xy NIT—7 FT7V=7 MET
X7 N—TN, NAT 2 7 4 X2l — g DT A—FTF, BEOT RLAD
Xy NT—=7 3TV b TN—TEHEHTESHZ EIE, twice NAT R LY A7 —F
TNTHDHIEEERLET,

« M50k L U%E S NAT D F4ET514
» Network Object NAT : & /L— L, /N7y MOEFETLE2IT5AEO W T T
XFET, OFED, EFETLTIPT RLARIZ1ID, SBREIPT FLRIZ1IDE, 20D/ —
AIMERENDZLERZHVET, ZNHD2O0N0—LEREICFKEOMIT T, BIE5E
LRI DMBEDEIRFEDOEREZEHMN T 5 Z LITTEEREA,

o twice NAT : 1 DD/ —/WZ KV FEIL L5 Om TN AR IhET, 7y ME1>
DNL—MZDBH—F L, TRULEOL—NVEF =y 7 SUEFA, 7L a3 D5k
T RUVAZRELBRWGEAETH, vy TFT 735237y ME, 1 D0 twice NAT /L—
NEFIZ—HLET, FEILBIOSEFMHAICHEMTT 6D D T, H#ExLsmik
DAEDLRITIG LT, B2 EREAPHEATEET, 72L& 21X, sourceA/destinationA
\Z1%, sourceA/destinationB & X7 D EHEFHRE T ET,

* NAT L— L DJIEF

* Network Object NAT : NAT 7 — 7 /L CHBIIIZIEF ST SN E T,

« twice NAT : NAT 7 — 7 /L CFHE) CIEFAHT LE T (Network Object NAT /L—/L DR
F13)

NAT JL—ILDIER

Network Object NAT 3 X O twice NAT /L— UL, 35Dk 7 v aiipElsnbg 1 >OT7—7

IR EENET, OB a s 1O—b, RITEZ Va2, gBICEZ7 a3 &
U‘OJ:O BB RONLETCIEFICEHESNET, XX B2 a1 TERAD
Mmolgh, 7 var2btwrva TSN ETA, ROKIZ, KB a AOD
N— N DIEFERLET,
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B w-roEs

R1:NAT)L—)L F—T L

F—JILDO+
g av —ILB2AT o arvHDIL—ILDIER
v/ g1 |twice NAT a7 4 X2 L— g IR TBIEIC. BD—F—

ATCHASNET, RUO—BENEHEIND =0, —fi%
B 72 L — L DRI EAG OL— %5 L 9512 AN
HVET, 2o LRWGAE, EAEOL—LEHRFELY
WA CTE AR WAREER H Y £9, 7T 7 4L M T, twice
NAT L—V3k® 7 a1 icBEmEhEd,

[EAHOL—LVEFIZ] EiF, ROZEEZERLET,

o RO L— VBN L — LV ORNICELE T 2 LB B Y
F9,

BB G — VL, BETEWDO DL — )L
DORNZECE T D MERH D F97,

BETCT RUAEFSEET P L RITEESHTEEO L —
SV SN D ATREMEN B 5 BT DL — L AR T &
RVGEEIL. AL OHERFIRIZHE S K O ITRFICIER L
TLEEY,

273 32 |NetworkObjectNAT |+ 7> 5 1 T—ENROMLLRWES, BZ73 302
D=L R DNEF T S E T

1. AET 4w )b—)b

2. XA FIvI —)

EZIL—ILE A TTlE. ROIEFEDHA FS4 UNFERS
nEY,

1. FEEOIPT RLAOEE  /NMrHKRKOIE, 72& %
X, 7RUVART@OAT7 V=7 M, 7 RLAN
104727 FED BEICFHMIESNET,

2. BENPFEUSEAICE. 7T RLAES (ErSEDIE)
MERENET, =& x1E, 10.1.1.0 1%, 11.1.1.0 &
D HEICEHM S ET,

3 RMUIPT FLABMERENLHE., Ry hU—27 F
TV NOARINT NT 7 Xy METHEH I E
9, 7= & 21X, abracadabra iX catwoman £ ¥ % JGIZEE
i SivET,
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I Network Address Translation (NAT)
naT1>5—7z42 [

F—TILD+E
A IL—ILBAT a3 vHDIL—ILDIERE
v 273 33 |twice NAT FEE—BRRONLRWEGEA, B a3 D —Rn

AT 4 X2 b—a VCBRGTDIEIC, BHD—E—
ATHAINET, Z20®T7 v allid, &b —KHR
N—NEEDLMENRHY T, Z0kv7 v a ik n
TH, — RN —VORNZEADOL— L0 KD L H I
THULERHY 9, 9 LanEE, &l Lr—iu
DA SN ET,

e ziEErvar 20— TR, Xy NT—27 7V 27 PRIZEBZESINTWAKRD IP
T RUVARHDELET,

©192.168.1.024 (AXT 4 v )
©192.168.1.024 (XA F I v 7)
«10.1.1.024 (A&7 14> 7)
©192.168.1.1/32 (¥ A F I v 7)
©172.16.1.024 (XA F v 7)) (7Y =2 | def)
©172.16.1.024 (¥4 F v 7)) (7T =2 | abe)

ZOfER, FHINDIEFIFRO EEBY T,
©192.168.1.1/32 (XA F 3 v 7)

«10.1.1.024 (AF¥T 4 v 7)
*192.168.1.024 (AXT 4 v )

< 172.16.1.024 (¥ A4 F v 7)) (A7T =2 | abe)
«172.16.1.024 (¥ A F v 7)) (7Y =7 | def)
©192.168.1.024 (¥ A F I v 7)

NATA B2 —T x4 R

TV TN—T A=A F—T 2 AZREMANEEDOA L FZ—T A A (DFD,
FTRTDOA L E =T o2 AA) ITHHTEDLIITNAT L= ZFHETHZ LD, FFEDER
DA VE—T A ABIO~ B T A H—T oA A5 TH b TEET, EEOT
RURIZIHMEEDA VB —T oA ABFETEET, v v BT A X —T = A AIIFFED
AV HE—T oA AZFECTEET, F2iE, TOHHARETT,

723, HEDOA A —T A ATRILTTAX—=FT RLRAEZFEHL, IMB~DT 7 A
BRI _RTDOA v B —T oA AZRR L0 — )L F—) VBT A6, EBEOT L AIZ

Network Address Translation (NAT) .



B wosqrsay

NAT D 4 4

Network Address Translation (NAT) |

FEEDA v E—T oA AFEEL, v L7 7 RLXZZoutside £ ¥ — 7 = A AEFEE
L/\i‘é—(]

1:EBDA B —T T4 ADIEE

722l UEED| A v F—T7 x4 ZDW&EIE, 7V v T —TF A N"—=DAf v F—T
A AT SNEFA, EEDO) AV F—T x4 AERETHE, TXTOTV ¥ 7
N—T AU N—=DA L H—T 2 AFRANENET, LEEBST, TV v T N—T A3 —
WICNAT 2T 5I10E, A=A X —T = AZRETIHLERH Y £, T T,
1 2DA LB =T x A ADHNRIL D% QU 2NV — A RHAETHRREERH Y £, 7
U A B —T =4 A (BVD) BIRIZNAT Z2i%ET 252 LIXTEEHEAN, AL 3—
DA VHE =T 2 A ZADIRINAT ZRETDHZ LT TEET,

R

TIZTIE NAT ZEBET A0 DOHA RT A4 ATHOWTEEICHAL 3,

NATD D747 24—ILE—FDHALESA4 Y

NAT X, V=T v RE—KRKENTFTUVART LU N T 7 AT 94—V E—RFRTHR—FEINT

WE,

2L, TV oD ITN—T A NR—=DA v B —T =2 A (T VP T N—TIEA o Z—T =

AAD—FTHDA v F—T7 A A, BVID) TO NAT ZEIITKOEHIRZH Y £5,
TV TN—T DA NR—=DONAT ZRETHIIE, A=A X —T =1 ALIEE
LET, 7V I N—F A F—TxA4A (BVI) ®NAT HIAZZETAHZ LT T
FH A,

TV oD TN—T A N—=DA B —T =4 AW TNAT #E/T74 2 & &2, EEOR
TR~y B 7 ENTT RVAZRETHAVLERDOVET, A F—T7 x4 AL LT T
B ZEETAHZLIITEEYA,

A UH =T 2 A ATHERENLTWDHIPT FLARRW=D, v~ v B 7 EN=T FL &
NI oD TN—TF A NR—DA VB —T 2 A THIERE. A X —T A APAT %
RETHZLIXTEFER AL
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I Network Address Translation (NAT)
s NAT 07 4 k51> [

CEETLEFRA L H =T 2 A ARRI LT v TN—T DAL N—ThDHGHE. IPv4 &
IPv6 % v b U — 7 BOEWITTE £ A (NAT64/46) ., AHX T 4 7 NAT/PAT 44/66.
HAF 3 w7 NAT44/66 B L OF A F 2 v 7 PATA4 123 SEFa S B FETHY . X4+
2 w7 PAT66 1TV AR — hSnuEHA, 2L, SEFIERTV Y IT—T DAL~
M, FE7 Y v 7 —F A o— (EEx) EBEEL—T Yy RA v ¥ —T7 x4 R (58
%2) M T NAT64/46 % EATTE £,

IPVe NAT DA K54 >

NAT TiZ. IPv6 DY FR— MIRDHTA KT A » EHIFIDENE T,
e N—T v RE—R AU Z—T 2 A ZADYAEIL, IPv4 & IPv6 & D DZHLE TX £7,

WU TV Y TN—=T DA NR—=ToDA L F—T A ATILIPv4 & IPv6 DI DI
TEEHA, 220D IPv6 £721L2 DD IPv4 X N —7 B TOREBRTEET, Z O
RBix, f v X =T 2 A ADRRET ) 9D ITN—T DA NR=THIEE, £72137V v
I N—T DA N ERERE e —T R A U H—T = AORIITZE LER A,

R T Y P TN—T DA B —T 2 A TEHRT H L ET, IPV6 DX AT 7 PAT
(NAT66) ZAEHTEERHA, ZOHIRIE, A F—T oA ABRRL TV v T —
TDAUNR=THDHHEE, T2 T7 ) oY T—T DA = LU I —T v B A
VH =T oA ADRITITZY LEH A,

« AXT 47 NAT DAL, 164 FTOIPv6e 7 Ry MEEETEXET, XV K
EWT TRy MIR— SN FEHA,

« FTP % NAT46 & & I 58415, IPVAFTP 7 51 7 + 25 IPv6 FTP - — 2 #ike
THEEZ, 7 I9AT v MIYEEASAYy 7 E— K (EPSV) E7/IIIER—KF E—F
(EPRT) ZfEfH+ 20BN H Y £9, PASV 2= RE I OPORT =1~ RiL IPv6 Tl
PHR—hENERA,

IPv6 NAT DR R TS5 F4 R

NAT 245 &, IPv6 %y hU—2Z ], EHICIPVERBIIPV6 Xy U — 27 DB TEHT
XFET =T v RE—FKOHR) , WOXRAKN T T 7T 0 AR LET,

* NAT66 (IPv6-to-IPv6) : AX T 4 v 2 NAT 2+ 2 L &R LES, ¥4Iy
NAT 721X PAT 2 TE £33, IPv6 7 RL AT KEICH D720, ¥4 v 7 NAT
AT AMERG D A, VE—2 NI T4 v I EFALANEAIE, A4T 4 vV
NAT V—/L & H—HRIZTE £7  (twice NAT D &) |

* NAT46 (IPv4-to-IPv6) : AX T 4 > 7 NAT #fifT 25 L &L ET, IPv6 7 KL X
ZEMNT IPv4 7 R L AZERI LD 0720 KEWD T, BEIZAXT 4 v 7 BHITHIGETE
T, V=V T 74 w7 BFAILRWGEEIX, AF¥T 4 v 7 NAT b— /L& H—J50)
IZCTEET (twiceNATDHA) , IPv6H 7 % v MIEMT 2855 (96LLTF) | fRO~ >
BT T RUVRIET 740 RTIPVAOIAZRIPV6 7 KL AL 72 ¥4, ZOF7 KLAT
X, IPV4 7 RLAD32 Yy WIPV6 7' LT 4 v 7 ADBITEDIAEN TWET, 72& 2
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Network Address Translation (NAT) |
B wozotons ks

WZ.IPV6E T VT 4w T AN T VT 4 7 ADEE. IPVAT RL AL, 7 RLADOKHE
D3y MIBIMENET, 72L& 21E, 201b:0/96 (2 192.168.1.024 2~ v &' 7+ 58
A, 192.168.1.4 13 201b::0.192.168.1.4 IZ~ v B 7 SnE T (BRERLTER) , /6472
EL X0NENWT LT 4w ZDOBE, IPVAT RLANT LT ¢ v 7 ZADOBITIEBNE L,
BT 4T AD0s B IPvE T RLADOKIZEBMSNET, £/, EE T, Xy NMEOT K
VAZEHBTEET, ZOEE. HAUIDOIPV6 T R L RO IPv4 T KL A, 2% H IPv6
T RLVRAIZ2BBDIPVAT FLA, ODLHIc~vy BT LET,

« NAT64 (IPv6-to-IPv4) :IPv6 7 KL ZDEITKIETE B5+075D IPvd 7 K L A2
BAENHY FT, KED IPv4 BHERMTE=DITH A F I v 7 PAT F— V2T 5
ZEHEMELRELET,

NAT D ZDMDHA 54>

e TNV ITN—T DA N—=THDEA L Z—T =2 ATIE, ANN—DA L H—T A A
WNAT V— V&R LET, 7V v A v F—7 = A A (BVI) BHIKIZ NAT L—/L
T A LixTEEY AL

e VA FE VPN TEHASNAEAE N rvA v Z—T =4 A (VTI) O NAT b—/LidERK
TEXEHA, VIIOFEETA v F—T =4 ZADNV—LEAERET 5 L. NAT I VPN ko %
MZER SNERA, VII TR RY U7 SN2 VPN b T 7 ¢ v 72 S5 NAT
N—VEER T DI, A v F—T 2 A AL LT [any] ZHEATILERNHD £, A
B —T 2 A AL EWRINICHRET 5 Z LIXTEEH A,

+ (Network Object NAT D#A) , FFEDA T V=7 MIxF LT 12D NAT L—/L721F & E
BTEFET, A7 V7 MR L THEEO NAT L— V2 RET D51, RCIPT KL
AERET DR DAMOBEEDOLT V=V NeERTH2XLERH D £77,

*VPNRA VX —T 24 ATERINDE, AV F—T2AADEFESP 77 4 v 71T
NAT V— Vi S EH A, AT A TIEHMENL SIZ VPN > RVDESP b7 7 4 v
7 DIRFFA[E A, BEFO b R VICEEMAT SN TWRW R T 7 ¢ w VBRI NE T,
Z DOHIFIIL ESP & UDP A— bk 500 3 X 1UV4500 iz@H S,

AT I v PAT T 57 A ADEHRDT /SA A (VPN UDP AK— k 500 & 4500
IXFEBCEH SN DR — N TEZRVY) THA ME VPN 27E% L72A. PAT 7734 AD
WRIZH DT NA ADLER ARG T 20 ER’H Y £9, ELWEA— FESRDNLRN
72, VARV HIIEXa2 T4 7Y vm—Tay (SA) BB TEEHA,

NAT 22 7 4 Xal—a 2B RLEEXC, BEOEBRNY A LT 7 15 FE T
TZFTIEHLWNAT 20 7 Fab—ra VEBHTES L OICT DI, 731 A CLI
Tdear xlate 2~ RAEH L TLEHBMT—7 L2 MELET, 7L, BT — 7L %21
EToE, BHEMGHL CODBEOEGN T TR E 7T,
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I Network Address Translation (NAT)
NAT Dz Dt 74 k54> [

N

GE) A AF3I v 7 NATE7-IZPAT L — /L ZHIFR L, RICHIER L7 0—
MCEENDT RVALEBET LB 7T RLRAEZEHHL
VL= L BB S &L HT LUVLIL—LiE, HIBR S v — Uiz B
HAT ONTZT XRCTOBRNR YA LT 7 b3 50, clear xlate =
< REHEALTZ VTSNS ECTHEHINERA, ZOTHE
BDOBMNF T, LT RUAPEHDOARA MIED B THWN
XolzcEET,

*SCTP N T 7 4 v 7 B2 EWT DT, AT 4 v Xy NU—2 ATV =7 k NAT DA
EEHALET, AT v 7 NAT/PAT IFFF A SLEH A, AH¥T 1 v 7 Twice NAT %X
ETEXFETN, SCTP 7 Vo T—3 3 VDSEHSD FARa R RTH L0, 2k
RN EHA,

*NAT CHERHEINAAFT7 V27 PBLOA TV =27 N IN—T 2 REFTICT A EIXITE
FHA, IPT RLAZEOHIMLENRDHY 9,

1 ODFATV = N TN —TIZIPvA L IPV6 DS DT RL AZEDHLHZ EILTEER
ho T2l N ITN—=T120F, 1DODFATDT RLADRHREEGEDDHLENRH Y £,

+ (twice NATOHA) , %577 KL A& LTany % NAT L— L CHEMAT 554, Tany)
77 47 DEF (IPv4 & IPV6) 1T — LI X > TR Y £, ASA 2337w Mt
L CNAT % FE{TT DR, 737 v b3 IPv6-to-IPv6 F 721% IPv4-to-IPv4 TH D MNENRH Y
F9, ZORMHESMETIZ. ASA L, NAT L—/L® any DIEARETXE4, =& 213,
fany| 2B IPVO Y — "D — L EZRELTED, ZOT—NRIPvET RLANHY v
U7 EINTWAEE, any ik EBEDOIPV6 N7 7 4 v 7| ZEHRLET, lany] 15
lany] ~DONL—LZRELTEY, FELEA L F—T A ZAIPVET RL ALY vy BV
TTHEE. ~ v VT ENIEA L E—T oA AT RLRAIZL > Tk IPvd THDH 2
EWRENDTZD, any X HEEDIPvE b T 7 4 v 7| #EWRLET,

R~y T F TV NI N—T 5D NAT L— L TEH T £,
v U IIPT RLA =, IROT RLRAEZEHRIENTXERTA,

XYL AUE =T 24 ADIPT RV A, L—/UZ Tany] 4 > X —T =1 A% 5

ETDHE, TRTDOAL L E—T =2 ADIPT FLANESEESNET, v 4 —T =
AAXAPAT (V=7 v RE—RDOR) OHFEFT, A F—T A AT RLAODRDY
WAV E—T oA AL ERRELE T,

e Tx—)VF—NR— [ B =T 2 A ZADIPT FL A,
e (RFVART LY FNE—NR) HBHIPT LA,

o (XA F 37 NAT) VPN RBA Z—TNLDBEAIT. AFZ LN NAL L2 B —T A AD
IP7 RL A,

« BEfFD VPN 7 — /LD 7T R L A,
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CART A4 I BIOFATI v I NATRY —TITEET7 FLAZFEH LW TLEE
W, 72zt BHET FLAERBHTSEE, PPTPOBL U FVERENZ A F I v 7 xlate
TIIRL AZT 4 v 712 v N LT=85E . PPTPESGOMESLIZ R T S ATREMRN H Y 17,

e NAT L—/LDEETT KLRAELEVE— T 7 ERAVPNT RLAT—/LOEHET KL AL
fEHTEEHA,

cNATRPAT 1T T F U —a v A LV AXRT 2 a VOFIRIZOWTIE, 7440k A
VARY v a vl NAT T AHIRHEEEZSR L TS EE,

o (83(1). 83(2). 84(1) TAT T 47T 4 NAT DT 7 4L NEET, 7'mF¥ T ARP IE
TAE—TMIENET, THIEFRECTEETA, BAQ) LK) TAT T 47 4 NAT
DT 7+ NEWET, BX T ARP IFA X —T7 IS, MORAZT ¢ > 7 NAT L—/L
E—HLFET, BEIISUTTX T ARPET 4 E—7 /LI TE £4, FHIC OV T,
INAT X7y hODOV—T 4 7] LTS &,

- arppermit-nonconnected =~ &G T DL, vy BT INTET FLARER S
TWAHH TRy hO—ETIER, Lhb, vy B 73N TNIAS L F—T oA A%
NAT V= VIZFRE Lo Tz (0F 0, lany] 4 ¥ —7 = A A&RIRELZ) HAIC,
AT AT ARP EARIZISE LEY A, ZORMBEEMRET HICIE, vy BT IR
A —T A AERELET,

=LA VHE—T 2 AEFRETDHE, =T 4 T T =T N TI— BRI
LOTERL, FOA L E—T oA ABRMIA v Z—T = AL LTHERSNET, 7272
L. TAT T 47 4 NAT OB51F, RbVicv— vy o 7y 72T 47 v 3
VB ET, 83(1)—84(1) TlE, TAT T AT A4 NAT X EINV—T 4T T—7
NEHEHLET,

« NFS P — "~DEEGHIMHH S35 SunRPC -7 7 ¢ v 7 TPAT i3 584, PAT ©
KRG L DR — 231024 L0 HREWE, NFS — "8 2 554 5 mREMEN B 5D 2
CIZHEBLTLEE W, NFS =07 7 4/ FERETIE, 1024 1V H K& WA — R
DOEFRITERINE T, =9 —X v —1%, 8% [Permission Denied (FEFRMERS X
NELR) | T, TMLOR— IBFIHTERWGAI 177y N 47> a V&2 E
MALTREARAR—FESEZ2FERATLE, 102450 bREVWF—FDO~ oy BV ZREAETSH
REMENH Y 9 (BRI T7 T v M TIOR— b2 G0 547 a U EBIR LTV
WSE) o TLOR— BRI TERWEEIZ 177y M) A7 a U EEHLTK
XA —FEFEERTSE, 1024 X0 b REVWKR— hO~ v B T RFAET 5 ATREMEN
HVFET FRHZT7 Ty MBI TMOR— a2 EH LA TV a VR L TR nEE) |
ZOMEEERET 212X, T XTOR— MEBZFFAIT 5 K 9 IZ NFS H— Dtk & 22
HLET,

NAT/Z, BB N T 7 4 v 7 IZOHBHINET, VAT AL oTERINZ N T 7 4>
71X, NAT OXGITIER 0 £/ A,

NATD F T %7 varyaliy b ETAVEMATLE VAT LDONT 3 —< A L(E
A EESED Z ENTEET, FEMCOVTIE, R B ERET A FOIEARE
DEEZSRLTLLIEEIV, ZOF 7T a i, [Configurations] > [Device Management] >
[Advanced] > [Rule Engine] ® FIZH VD F7°,
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I Network Address Translation (NAT)
TYEVT FRLRATSY bDFy k7= A 7524 FNATDHA k51> [

e Xy NU—IF TV NERIZT V=T D PAT 7— VT, RIF &N FEEE
DR LAFIE TN TLIEEN,

cHAMA TV a VEEICT A NAHICAZITHY, T_TOT 1 s /L THEET D L ITIR
DEHA, 72&2I1E, SIP T, NAT 2 L TSIP ~y ¥ —42 I 57201271 b
A VAT g VIRLETT N, BEAHEFRIZT D & Z OB TONERE A,

IVEVS FRLARA TSz FORY EIT—9 AT x4 ~NAT
DHAKFSA4 2
HAF I w7 NAT DBAIE., ~ v V7T EINET FLAIZH L TA T V=7 hERITTV—
TEERATALERGLY ET, thDF A4 7O NAT DBEIE. A7V NERIZINAN—T %
BT 252, A TA T RLVAZERATHZELTEEST, XY NT—2 ATV

N =%, FEEGENRIP T FUAOHFHEAE LITEBEORA MO 7 2y N THEKR IS
Vv BT T RUREERRT D 5A TR ER] T,

vy BT T RLADE T V2l FEERTLIHAIE. ROTA RIA4 0 2EBFB LTS
v,

1 DODFRYy NT—7 F TVl b =12, IPvd 7 KL AL IPv6 7 KL AD W
DDA T 7 A TA T RVAEAND Z LN TEET, IPv4T KL AL
IPV6 7 RV ADM % T N—TI1CAND Z EIXTEERA, 120X A TEINREENT
WAHRENRH Y 9,

HEREENAETYE LT IPT RLAIZOWTIL, NATDFDMDO T A KT 4 (10 ~=2—
D) ABBLTLLEEN,

Xy NT—=IF T2y NERIZTN—T D PAT 7 —/LIiid, KRXFE/NCEEBAE
DR AR TR NTL &N,
« XA F w7 NAT :
A UTA T RVAIMEHTEEHA, Xy NV—7 TVl FERIFINA—T
ERETLHMLENDH Y T,

ATV VERRIA—TIUE, FT Ry bEEDHZERTEEFA, ATV
7 M, REREERTHUERSY T, FIA—T L, KA D LREAEEDHD L
MTXET,

BT ENTEFR Y NI =7 ATV MCEHPALERARNIP T FLADHE TG
FHNTWAEE., #iHIIF AT I v 7 NAT IS S, A A NP7 FL A PAT
D7 =)L Xy 7L L THEHEINET,

« XA F v 7 PAT (ki)

TVl VEEHTARDVIZ, FETA VU TIA LV FRARNT RURERET DD,
FFA L F—T 2 A AT RLABIBETEET,
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B =07 L2470 hBEURYELT FRLRA A TO Y +O Twice NATDFHA K54 >

T NEERATAESIE, AT NERIFINN—TICY T Ry FEED D
ZEIFTEFERA, ATV NI 1 ODOFRA M, £-ZHEE (PAT 77—/ D8
B FEFBRTHVLERSHY ET., VA —7F (PAT — L OEE) 1%, BEORA -
LHHAGD LN TEET,

« AHXT 4wV NAT £7213FR— NEHAFEHTDHAXT 4 v NAT :

ATV MEEATOIRDVIC, A TFA L T RLAEZRET D0, Fii3A
H—=T 2 A AT RFLVAZRETEET (= EHE2HEHITDEALZT v 27 NAT D

H_/\
i

o

ATVl NEFEHTAEASTE. ATV NERIZIA—TITA A N, #iH, £
72y FEANDZ ERTEET,

« T AT T 4T 4 NAT
ATVl bEMBHATARDVIZ, A T4 T RVAZRETEET,

ATVl FEEATIRAR. AT V= M BRI IEROT LR L —BT
HUERH Y ET,

EEOT7RKLRAA TSz FEEUVITVYELT FRLR AT Y
kD Twice NATDHA KSA4 >

NAT L—/LZ 2o, RICHET ARy FTV—27 727 FERIFIIN—T 524 5FTHEL
i—g—o

o« 1&f

I

TDOEEOT KL A

ol

O T R A

ST

.« 1
BEAEDFEBEOT KL

SFEEDY Y EL S T KL

TRTCOLNT T4 v 5RT anyX*—T— R A TA 0, ELTHDOZ A 7D NAT O%E
IA v H—T7 24 AT FL A& FTinterface ¥— T — FEFHFELARWESIZ. 27V =7 b2
VETY, Fy NU—2 37V b Z—1%, IEEFNARIP 7 R L X0 E =138
DHEA LY T Fy NTHREINDI~ vy BT T RURAZERT DGEIFRCERN T,

Twice NAT DA 7V = 7 M E2AERT AHE1E. ROTA RTA4 0 2ZE L TLIEEN,

1 ODFRYy NT—7 F TVl b =12, IPvd 7 KL AL IPv6 7 KL ADWNT
N—HDOFET ol hRA L TAY T RVAEZEAND I ENTEET, IPVAT KL AL
IPV6 7 RV ADM % T N—TICAND ZEIXTEERA, 1 ODX A TETNREENT
WHRENRH D F,

HEEINAZYYELUTIPT RLAICOWTIL, NATOZDOMDO T A R4 (10 ~2—
V) BEBRLTLTIEE N,
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FBOT LA TUTH bEEURVELY 7 ELR ATV +O Twice NAT0H A E51> [l

e Xy NU—IF TV NERIZT V=T D PAT 7— VT, RIF &N FEEE
DR LAFIE TN TLIEEN,

« XfFEILH AT I v 7 NAT :

GHEIT. EEOT FLADOKEXWIT L —TFIWNENWIT L —F v B 7 Ens k)
WCRRELET,

Y BE VT EINTA TV 2 NERIFTA—TE, PRy FEEHDH I LIETE
FHh, AT V=7 NI @HEZERT OXLENDHY £, Z—T1E, FAME
HHEZODLZENTEET,

v BT ENTR Y N —7 F TV MIEFHERA NPT R AOM NG
FNTWAEES, #IZA A F I v 7 NAT IS &, A A RIP 7 RL AT PAT
D7 F—L XNy 7L L THEHEINET,

« EETEH AT v 7 PAT (BEil)
cH TV bEERTIRAE, ATV FERRIA—TICY TRy FEED D
ZLIRFTEERA, ATV ML 1 ODKRA M, LITHH (PAT 7— L0
) BEZETHLERDY £, Z—T (PATT—ILOHFA) 1TIE, EEOKA b
LHIHAZODLZENTEET,

CEEITLALZT 4 v 7 NAT £72013R— NEHARELIZAXT v 27 NAT :

vy BT EINTEAT V2 NEFIFII =TT, RA N, . YT Ry
FNEEGHAZ LN TEET,

CARAT 4w o EUTIE, BEIXN1I T, Lo T, EBEOT FLRE<oE
YT RLAOHIFREILTY, 72720, MBI TERZHICTEZENTEE
TO

CEETLT AT T 4T 4 NAT
CEBOA TV 2l Mo BT ENTEA T2 R BT ARLERHD FI, W
FICRICAZ7 V=7 b+ b, RCIPT RUAREGEND[EBIOLT P =
7 NEERT AL TEET,

CSEIEALT 47 NAT 73R — NEMARE LI AX T v 7 NAT (SEEDOEHITHE

\ZAZT 47 TY)
* Twice NAT O E72HRBIX, SEE P T RLAZEHDH Z L TTR, 55T FLAIEA
Ta s TY, 5k FLRAZBRELLGE, 20T FLVRAIZAZT 4 v 7 Bk
ETED), BICTAT T 4T 4 NAT 2l c& &4, 5867 FLAZ@HES
IZ Twice NAT ZiXE LT, EEOT NLRAIZXHT LRy NU—2 ATV =7 7
=T DM E I IXFE TOL— LV ONEFAHT &2 & e, Twice NAT OLOKE D
PIEHAT 22 ENTEXET, FEMIZ OV TIX, Network Object NAT & twice NAT @ bt
B (4—2) ZBRL TSN,
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B =0k 85U EL T R— kDY —ER 4TS FO Twice NATDHA K5 A >

T AT UT 4T 4 NAT TlI, EEOA TV =/ e~ o B 78N ATV=7 k
MN—FTAEZLENRHY ET, MHFICFELAT V=27 T 226, RUIPT
RUABREENLWEAOFT T =7 FEAFRTHZ &b TEET,

CARAT 4w o B UTIE, BEIN1ITY, Lo T, EBEOT FL R o
Y7 T RLAOEIIFEILTY, 72770, HBEIZG U TERRDIEICTHZ LN TEE
‘a—c

e AR—FEH V=T v RE—ROKR) BERESNTZAZT 4T A F—T xR
NAT Tit, v BT T RVADORY NU—7 7Ty NI =TT,
interface ¥ — UV — KA fFECTE £,

EEOR—FELUVIVEVT R—FDY—EX ATV D
Twice NATD A K54 >
VEIR LT, KOV —ERA X T Vx7 FERETEET,
cEETXTDEBEDOR—F (RET4 VI DH) £ITREDERDR—
CEERDIVEVT R—F (RETA4VIDH) FIREDIYELT R—

Twice NAT DA 7V =7 S EERT DAL, ROBVA T4 0 2FBE LTI IEEN,

« NAT /X, TCP, UDP, BLUSCTP DHZ VKR — kL ET, RN— r2EHRmT LA, FE
DYV —EAFT V2l bOTFr barttwy 7 =R F TV O v haji
O GFEFECIZLET (2L 2IEM G EH TCPIZLET) . SCTP A — b DLk & Te A
2T 4 w7 Twice NAT L— /L ERETEFE T, SCTP 7V v— a3 VDRI E DD b
A UBRARHTHDLD, ZIUIHELRE S EE A, SCTPIZX L TROVIZAXT v 7
F7 V=7 NNAT #EHA L £,

 Inotequal (FL <72\ | (neq) WEFIIVAR—FShTHEEA,

cTATVT 4T 4 B MEBRTIE, EROR— b vy B2 F— b OW IR Y-
EAFT V=7 FefATEET,

c XFEILH AT I v 7 NAT : ;REH 17X v 7 NAT Tid, R— MBI R—FShE

A,

EFEIA AT v PAT (Bl : HExXFAF I v 7 PAT Tk, A— MEHITVH—
FEnEHA,

CEETLAXT 4 v I NAT, R— "NEHERTELIZAXT 4 v I NAT, 1237470 T 4

T A NAT : h—ER AT V=7 MIE, EEILR— N EFER— NOBFEZEDDH T &
NTEET, 2L, MAOYH—E A AT V=7 M, FETR— FERITFEER— RO
WINNERET DHERHY £3, THEHOT 7Y r—ya URBEEDRE LA — M &
T 2546 (5@ DNS — 72 &) IZEEFE LA — FB XU AR— NOM G &2 E
THMENDH D FTR, FEORETR— MIb-s IS ETA, & 2E, HE
TEARA FDR— FBEHBET LA, FETI—ERAZRELET,
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g14+zvonar

CFLIHAZT 47 NAT 7013 — NEWARE LT AZ T 4 v 7 NAT (GiieDEHITHE
WCAZT 47 TY) 1 IERAZT 4 v 7 IRF(EIC NAT Tlk, 580 TORR— MEHLE F
1ITCEET, 47“—1:%%7/:7B W E TR — b &SR — FOE FE2ED D Z L)
TEXETH, ZOHAE., A — MR FEREINET, EETR— bR ELLE
é\ﬁﬁénifo

A4+ =v% NAT

ZIZTEH, AAF v NAT EFORTETFIEZHOWTHALET,

SA4F w9 NATIZDU\T

HAF v NAT TlE, EBOT RL AT A—F1F, s8ery NI—27 L TCr—F 47
FRER~Y Y BT T RLADT = VIEBINET, vy BV 7SN —MIHDHT R A
X, EBE, BEOI V=T X000 T, BEGRORA MRk ry NV —2IZT 7
2T HE, NATIE, v~ v BT ENEZT—ANBIPT RLAZZORA MIE D 5 TET,
BT, FEREORA MR ABMG LT & XTI ER SN E T, BRI kR LT\ b
M7EZTESHTHY, BRRIALT IR THE, ZO2—WERCIP T RLAZERFLEE
o LTERST, T RBAN—ILTEDHEHRBTAISNTVDIHEATH, Ry NV—27 D
=X, XA T v 7 NAT 2 HT DR A b ~OffdE ik 2 b T ¥ A,

GE) B L CWARL, 7278 R Lb— L THFrENTWIUE, UE— b RA MIEHE R
2h~®%ﬁ%%%f%i? T FLURITHIARTRETH D720, A M~DOEGFIIMEL S 1
FHA, L. 2OBAT. TZ7EAAL—NLOEX2 )T L ITIKFETXET,

WO, — IR ZAF I I NAT DY T VA ZRLET, EEOKRA NEZTNNAT & v
a v EERTE, IWE N T4 v IR ENET,

K 2:54F+ 32 v NAT

WDOKIZ, ~ v BT 7T RLUANOERBMGERATHNDYE—F RARERLET, 20D
T R R, BEE TSR T — T v, Xy i Fey 7 ENnET,
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B s rzvonarorsens

3:RYEVYT T RLA~NOERRBERA TS E—F KX b+

BALFIVvINATOREEF A
XA F I w7 NAT IZiE, RORENRH Y F97,

BT EINTET I HDT FUAREBED T N—T L0 D nigAe, FHREMEIC B
TIT 4TINS NE, T RUARRETH[REENDH Y £,

PAT TliE, 1 OD7 RLADOKR— & H LT 64,000 282 5B HA NI TE 5720, =
DA R FBEBICRAETHHA1T. PAT 72X PAT D7 +— Ny 7 FREFEH L E
ﬁ—o

e B P TIIN—T 4 VI RRERT R AZEZBERTAULEN DL H DT, L—
T A VT RRERT RUVRIIZHEHETERWEAERH Y £7°,

HAF w7 NAT OFEIF. —Ho 7 ha /LR PAT #FEHTX RN WH 2 LT, =&
ZIE, PAT [ ZROGAIIHEE L £/ A,

cGRENRX—Ta L 0REDLEH e, A—_—ta— KT B7-00OR— NP 7P k=L
TIItERE L £ A,

o« DN TF AT AT TV = a0 rol, 12OKR—=hMEIT—H% AR —
L2EFDG, BIOFR— b EIZHEANRAEZREG, ABRBK CIE2WT 7Y r— g U THEE
LEHEA,

NAT BEONPAT OV R — FOFEFRICONWTIE, T 74k A ARSI g 8 NAT ICRET
HHIRFEEZSR LTIV,
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I Network Address Translation (NAT)
g4+29y 2w ra—s 470zt oxE |

BALFIvY 2y bT—0 T2 b NAT DERTE

COETIE, FATIVINATORY NU—7 377 K NAT ZHET HHTEICHONT
BALES,

FIE

ATV TN FHELZEGEDOR Y NU—2 7V =27 MINAT 2B L £,

LWy NU—F A7V =7 MEBIIT 5121, [Configuration] > [Firewall] > [NAT Rules]
%% L. [Add] > [Add Network Object NAT Rule] #7 U v 7 L%,

WOy T —2 ATV =7 NI NAT ZBI$ 5121E, [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] Z R L, K> NI —7 A7 =7 M EfHEELET,

AT T2 HLWAT V=7 FOYEIE, IROT 4 — /L RIZEEATILET,

a) [Name]: 7Y =2 b, a~z, A~Z, 0~9, VAR NA7v hr~, £72iX
ToH—=AaTOXFEMEH LTSN, 4A1E 64 LFLUTIZT20ERH D £7,

b) [Type] : WA b, Xy hU—7 F7oIX&EiPH,

¢) [IPAddresses] : IPv4 £721XIPv6 7 FL A, KA FDPFHITH—DOT FL 2%, #HDOBEA
BT RLR LT RL 2%, 73y hOBEITIPVE Ry T —2 7T RLAB L
O~AZ7 (=& z21E, 10.100.10.0255.255.255.0) £721XIPv6 7 RLABIRT LT 4 v 7
25 (7= & 21X, 2001:DB8:0:CD30::/60) = A/ LET,

RAT9 T3 [NAT]BEZ v a U PRFERENTWRWEAIX, [NAT] 227V v 7 LTk v a v 2 REELE
D
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B s s x0r9—s470z0 rNATORE

ATy T4
ATy TH
ATvT6

ATy 717

ano Add Network Object
MName: MylnsMet
Type: Netwaork H
IP Address: 10.1.2.0
Metmask: 255.255.255.0 L
Description:
NAT 2

v Add Automatic Address Translation Rules

Type: Dynamic
Translated Addr:

PAT Pool Translated Address:

wia

Fall through to interface PAT(dest intf):

Advanced...

Help Cancel 0K

a3

[Add Automatic Translation Rules] &= v 7 R v 7 A& A 12 LET,
[Type] Ku v 7% 7> U A R)b, [Dynamic] 23R L 97,

[Translated Addr] 7 4 —/V ROEDOSRAX 27 Vw7 L, v BT T RLAREGEND
Iy NT—0 T2l VERIEIRY NI —0 T V=27 N TNA—TEHERLET,

MENIE U TH LWA T V=7 bEERTE E7,

FTV 2 NERIZITNAN—T1E, 7Ry bEEFLZ LIXTEERA, [PV 7T KL X L IPV6
T RUVADOEEEITN—TICAND ZEIFTEERTA, 1| DOX A TETREEN TN DHLE
BH FI,

(BB, ~ v T ENTA v E—T 2 A APRFET Y v T—T A R"—=DLEDH)
D=y BT T RUARTNTED G THELOGECA v F =T =4 ZAIPT RV REN YT
T w7k E LCEAT AIZiE, [Fall through to interface PAT (dest intf)] = v 7 R 7 A% 74
NILTC, A H—T a2 A A Ry A VA INNLBBRLET, X4 —T A AD
IPv6 7 KL A ZME AT 5121%, [UseIPv6 forinterface PAT] F= v 7 Ry 7 A% A LET,
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544395 wiceNAT 0%z I

. failif
'rﬂana.genl'nent
™ Fall through to interface PAT(dest intf): LLLEL: 0

Use IPvE for interface PAT
Advanced...

3T

ATy 78 (EE) [Advanced] %27 U > 7 L. [AdvancedNAT Settings] ¥ 7 12 7R v 7 A TIROA T 3
VERELTOK]Z27 Y v 7 LET,

* [Translate DNS replies for rule] : DNS JSENDIP 7 R L A B L F7, DNS A A7

arPAR—T NIRRTV DL I LR LT ESW (F 74/ FTEAFR—T LT
) o FEMICOVWTIE, INAT 2 L7 DNS 7 = ) LISEDFEE Mz ] 25HLTL
TEEW,

s (TV oV ITN—=T A N—=DA v Z—T = A AZNH) [Interface] : Z D NAT L—/L %
WHTDEBREOA 2 =T =4 2 FEER) BB~y 7 A2 —T7=A X (585%)
EIRELET, T 740 FTEH, —UET ) vV I—T A R—=FRLTRTDA
VE—=T A ATHEHIIVET,

ATwF9 [OK]. F\T[Applyl 27 U v 7 LET,

A4 F = v Twice NAT D% E
ZOWETIX, AT I v 7 NAT O Twice NAT 23R ET 5 HFIEIZOWTHH L £,

FIE

AT w71 [Configuration] > [Firewall] > [NAT Rules] %R L T, kOWFNrEETLET,
« [Add] % 7-1% [Add] > [Add NAT Rule Before Network Object NAT Rules] %2 U v 7 L £,
* [Add] > [Add NAT Rule After Network Object NAT Rules] #7 V v 7 L7,
» Twice NAT —/L &R L C[Edit] 27 UV v 7 LE7,

[AddNAT Rule] ¥4 70 77K v 7 ANRFRSNET,
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B 5727 wicenaT iz

800

Add NAT Rule

Network Address Translation (NAT)

Match Criteria: Original Packet

Source Interface:

Source Address:

Action: Translated Packet
Source NAT Type:

Source Address:

Options
¥ Enable rule

== ANy ==

any

Static

-- Original --

Translate DNS replies that match this rule

Disable Proxy ARP on egress interface

Lookup route tabie 1o loc:

Direction: Both

Description:

ite egress interface

Help

O

&L

Cancel

Destination Interface:

Destination Address:

Service:

Destination Address:

Service:

OK

== ANy ==
any

any

-- Original --

-- Qriginal --

QO

@ e

ATYT2 (TVyT TN—=T AN—=DA B =T = RLHE) EETLA v F—T =4 ABLV%

AL =T oA AEFELET,

N—Fy K= RT, 77 7 MEREETE LS OT S OA 2 4 —7 =4 ZATF, L
FREMFTOA T a N, BEDA v E—T =4 AERIRTEET, L, 7V yY 7

N—T AUN=DA B =T 2 A A=V ZTLIRTHEEIT, A F—T oA AZBRT5H

VERHY FT, Tany) [IZINHDA U H—T oA ANREENTHERF A,

a) [Match Criteria: Original Packet] > [Source Interface] K& v X 7 U X kv XFLA

H—T 2 AEFENL £7,

b) [Match Criteria: Original Packet] > [Destination Interface] K2 v 7% 7 U 2 kb FEieA

VH—T 2 AEFERLET,

Match Criteria: Original Packet

Source Interface: |inside

v_| Destinabtion Interface: | cutside

240014

¥

AT w73 [Action: Transated Packet] > [Source NAT Type] Ku v 7% 7 U A K5, [Dynamic] % 3R

L%,
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I Network Address Translation (NAT)

ATvT4

4+ 3w Twice NAT DERE .

DFREITEE LT FLAICORBEA SN ET, S0EOEHITHICAZT 1 v 71270 %7,

Action: Translated Packet
Souroe NAT Type: |Dynamic v

240840

Xy ROTEDOIPVAET-IXIPv6 DT FL A, 2F V0 FETA X —T 2 A Xy NT—7

WCHHTDEEZOR7y hOT KL A (FEOEELT RLAR L~y B 75T KL R)
EHEAILET, Oy FEEBRINT Ny ORI ONWTIE, ROKEZZRL TLEE
VY,

Source Destination
/_f"_'\_\ /_/_“L_\I
I:llﬁside ) ( Outside )—|:|i
——— _'—/_/' __‘\H__J_/’ —
Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1

Original Packet Translated Packet

a) [Match Criteria: Original Packet] > [Source Address] {IZ 2\ T, A X %7 VU v 7 LTEE
TFOXy NI—07 FT7V 27 NERIZTN—T%EINT %), [Browse Original Source
Address] XA 7Ry I AMLH L WA T V= NERIZITN—T2/ERK LET, IPv4
7T RLAEIPV6 T RLAD & T V—TICAND ZEIXTEEHA, 120X A 772
NEENTVDIRERDY EF, 7744 Miany TT,

b) ({£E) [Match Criteria: Original Packet] > [Destination Address] {Z-2OW\\C, A ¥ % 7
Vo2 LTHFOR Y NU—7 ATV b, TN—T Eid3A v F—7 = A A% 3R
9% 7>, [Browse Original Destination Address] A 7 R 7R v 7 ANLH LA T V=7 b
FIITN—TEER LET, IPvd T KL AL IPv6 7 RV ADI % 7 V—TIZ AL
ZEIETEERA, 1 ODXATEFNEENTWVALERSL Y £,

Twice NAT D E7eREREIX, S8EIPT RLAEEDDH T ETTMN, 58T RLRITAF TV g
/T? ST RVAZRE LSS, ZOT RLVACAY T 4 v 7 B RETE S
N, BUIZTAT T 47 4 NAT 2 CE £9, %687 F L A2 M3 Twice NAT
T EL’C EEOT RLAIZKT DRy NU—7 TV r b I A—T7ORAEIZ

FETONL— IV ONEFTT 2 ETe, Twice NAT ODMMORBEO—HZ2IEHT 52 LN TE
T, FEMIZ DUV TIL, Network Object NAT & twice NAT Dbl (4 X—) LT
<IEEW,

R NEMEFRELIZAXT 47 A2 —T A ANAT IZBRY | [Browse] XA 7 1
T/7275>B/f/§7 T A AZERLET, P—EALBMEUTRELET, ZOF
3 T, [Source Interface] IZFFEDA » H—T = A AEHRETHLENH Y T, 7
MZOWTIE, [R— MEBMARELTZAZT 4 v 7 NAT (50 X—2) | ML TL
7230,

AT TE Ry NOEBINTZIPvA 721X IPv6e DT RL A, ©DF V| silef v X —T A A F v k

J— 7 FICHBT AL XD hOT FL R (o U 7EELT FLR L EEEOsET R
R) HBIUET, MBS U T, IPv4 & IPv6 D CEB T £,

Network Address Translation (NAT) .



Network Address Translation (NAT) |
B 5727 wicenaT iz

a) [Action: Translated Packet] > [Source Address] (Z DWW T, A Z %227 Y v 7 L TEEFD
Fy NU—0 A7V NEFIFITN—T%3INT 50>, [Browse Translated Source Address]
HATaT Ry I ANLH L WA T V= NERIEITNA—TEERLET,

HAF I v I NATTliL, B8F. KEWIEETT RLAD T NN—TRWIRESWTN—T 1< v
v rsEnEd,

GE) A7V=7 bPEREIZAN=T1F 37 xy ba@h Il LT TEEEA,

b) [Action: Translated Packet] > [Destination Address] IZDWC, ZAR X &7 U v 7 L CEEFF
DFy NI—7 TV =7 hEIXTNV—T %3] T 50>, [Browse Translated Destination
Address] A4 70 TRy 7 AMBH LA T V=27 bERIFINV—TEERL ET,

T RVADT AT T 47 4 NAT Tld, EEDOT FL AL~y BT 7T RLADM
FIZBIZR ATV bEREFEINA—T2FEHLET,

SEET RUVREEMT DG, AXT v v U7, @E 1A 1TT, Lieho
T, EEOT RLRE<= o B 7T RUAOHIIRE LT, 72720, HEIZSUTRELRS
BIZTHTENTEET, FEMIZOVWTIE, A¥ T 4 v 27 NAT (49 ~—2) WL T
L&, HEEINA~YELTIPT RLRIZHOWTIE, NAT DFDMO T A K54
(10 X—2) ZZRL TSV,

ATv76 (EER) V—EREMROsIEY— X R— &l LE 7,

« LD/ b AR— |k (v B I%EEAR— ) &AL £ 9, [Match Criteria: Original
Packet] > [Service] {IZDW T, ZAZ %2 U » 27 LCTCP AA— hE721Z UDP RK— b %
BETLHREGFOY— A AT V7 NEEIRT 520>, [Browse Original Service] % A 7 & 7
Ry 7 AMWBHLNWAT V=7 MEERLET,

s BHLXNT Ny N AR— N (B0 — ) &#BI L E 9, [Action: Original Packet]
> [Service] IZDWT, AKX %27V v 27 LCTCP A— b £ 721X UDP A — L & 457ET
LEEFDOY —E R AT V= N EBEIRT 520>, [Browse Translated Service] %A 7 17 778 v
JAMBE LWA TV =7 FEERLET,

ZAF 2 w7 NAT TlE, N— FEHITI YV FR— SN EEA, LML, 5BEEHITFICAZ
T A I IROT, FEER— M L TR— NEHAFETTEET, =X AT V=7 M
EETLR— N ESEER— O G EEDDZ ENTEXETN, ZOHAEIL., sk — FETR
RIS ET, FEILAR— MEEE LSS, BRI ET, NAT TiE, TCP £721X UDP 72
RV R—FraInEdT, A= ME2ERT 56, EEOV—EA A7V ho7a hank
BT YR ATV O a bl GNRECICLET (FHE L TCP £721%
W5 & HUDP) o 7AT 7 47 4 NAT Tl, EBEOR— KL~y 7 R— MO HICH
CH—bRAAT7 V=7 bEFEHTEET, Inotequal (FELLZ2\Y) | (=) HE XY AR—
FELTWEREA,

I &R L ET,
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ATy 717

A4+ = w4 Twice NAT DETE .

800 Add Service Object
Name: web
Service Type: | e tep [y

Destination Port/Range: | 80

Source Port/Range:

Description:

( Help :] :’Cancelj; ( Ok 3

LS

Match Criteria: Original Packet

Source Interface: [ inside E:] Destination Interface: [outside ‘":'"}
Source Address: . obj-192.168.251.164 D Destination Address: . obj-172.25.23.32 D
Service: web D
7 Ye¥s) Add Service Object
Mame: web_map
Service Type: | m= tep v

Destination Port/Range: | 808(

Source Port/Range:

Description:

( Help ) I’Cantel_‘} ( OK }

Action: Translated Packet
Source NAT Type: | Static .-:i

Source Address: obj-192.168.252.128 G Destination Address:  ohj-172.25.23.32 B

PAT Pool Translated Address D Service: web_map E]

UEBE., v~y BT EINTA L E—T 2 A ANETV v TN—T A NR"—D L XDH)
D~y BT INICEETLT RUARTTIZED Y THONTWDIEAIL, S ¥ —T = A AP
TRV RAZNy 7Ty T OFEE LU THMT %IZIE, [Fall through to interface PAT] F = » 7
Ry 7 AeA AT LET, IPV6A X —T A AT RLUAREMATSIZIE, [Use IPV6 for

interface PAT] F = v 7/ Ry 7 AH AT LET,

SideA B =T 2 A AP T RUAMEHSINET, TOA T a iE, FFED [Destination
Interface] Z X ET DL AT TE £7,
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B s r=zvuemr

Action: Translated Packet

Source NAT Type: Dynamic H
Source Address: groupl E] Destir
PAT Poaol Translated Address: [:] Servic

¥ Fall through te interface PAT

E k]

Use IPvE for interface PAT

RATv 78 ({LE) [Options] fHIK CTNAT A7 > a v ZHELET,

Options
Wf Enable rule

|| Translate DNS replies that match this rule

Direction

Description:

" Help ) ( Cancel ) (0K

e [Enablerule] : ZD NAT L— /L&A X—T I LET, ZDL—UITFT 7 4L T R—
TN o TVET,

o EETLHHANL—/VDYE) [Translate DNS replies that match this rule] : DNS &2 PN D DNS
ALa—RazFEIWIET, DNSA U ART Vg UPRA R—T /W75 TWD Z L Z D
LTLZESW (F74N FTREAR—=TNNTY) , 51%7 FLAZRIET 256, DNSE
EERETEET A, FFIZONTIL, INAT 2l L7= DNS 7 = U LJREADEX
Z1 #ZBL TSN,

* [Description] : /L —/VICBAS 2R & 200 SCFLANTIBIN L £,

AT T [OK]ZZ7 Vw7 L, T [Applyl 227 UV v LET,

SA4F=v%9 PAT

WD N7 TliE, ¥4 FI v 7 PATIZOWCHALES,
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I Network Address Translation (NAT)

HAF =

s4+zvoparizont [

v/ PAT [ZDULNT

HAF w7 PAT TlE, EEDOT RLABIOEETLAR— IR 12O~y 7 7 RLAR
FOBEBAOR— MIEBRINDZ LICL > T, BEOEEOT RLANR1 DO~y B 7 1P
7 RUVRICEBRIIET,

EEITEAR— IR T L IC B 5700, BFERICIIBIOE T v g URKETT, e X
1, 10.1.1.1:1025 1TiZ. 10.1.1.1:1026 & 1 IRIODOZEHAA LB T,

WO, — R EZ A F 07 PAT DYV F VA ZRLET, EEOKRA NZIT N NAT & v
LA vEERTEX, ISE NI T4 v I RHFREINET, v BT T RLRIZEDOEBRTE[AE
CTIN, R—=F"RNEAFT I 7IZEYYTHNET,

X 4:54+3vY PAT

Security
Appliance /
10.1.1.1:1025 - 209.165.201.1:2020 »
10.1.1.1:1026 § 209.165.201.1:2021
»
10.1.1.2:1025 Z 209.165.201.1:2022

>

Inside /Outside

EHKGE L T DI, 72782 — L THFFr S TWhiu, s ry hv—727 EoUE—
RA MIBEWBF B A S~OER A TE T, EBEOR—F 7T RLABIO~v v 7
A= 7 RLRZIELLLFRIRFARETH L0, RA M~OEGIIHSLSNE A, 7277
L. 2OBAIT. 7T7EBRA L—NLDOEXa2 T (IEETEET,

BB OB RN YIS &, A— NEELEDIBRYINICZY £3, v~ LTy a2 PAT
TliX, PATOZA LT N (74 FTIX30) BNMEASNET, By 3 T& D PAT
TIE (9.0(1) LLF%) | xlate 237= 72 HICHIBRS L E T,

GE)

AVE—T oA AT LIZRBRDPAT 7 — NV E2FEHTHZ L aBEID LET, BEEOA ¥ —
TxA A, BT Tany) A X —T 2 A AR UCT—NVEERTLE, T—ARTITHB L,
FLWAHIZHEHATE DR — h3/el 720 9,

FALFT IV PATORZEF R

EAFIv I PAT TlE, 1 DO~y BT 7T RLARFEHTEXL20, L—TFT 4 7 A[RER
T RUARHEHRENET, S5, ASAM LV Z—T A AZADIPT RLAZPAT T KL AL L
THEHTxET,

RCTU Y TN —TDA 2 —T A AR TERT D L XL, IPv6 DX AT v 7 PAT
(NAT66) ZfiHCTEEHA, ZOHIRIZ, A F—T=2A ABRRLDL TV v TA—TD
AUNR—=THIEE, FRETV v TN —T DA = LR —T v KAV H—T =
A ADRNZITFZY LER A,
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B rao—nroozsronssm

FAF v PATIE, HlI A LIZRRLT =5 A M) —L2ffo MO~V FAT 4T 7
TV =g CTIEEEEL 8 A, NAT B8 KU PAT O¥ R — b OFEMIC SV TIE, 77 4 /b
b A AT T2 & NAT ICBET D HIRFEEZ S L T 2S00,

HAFI v PATIZE T, B—DIPT RLANLEEENT- L O ITR 2 5% < ok
TERREND ZERHV ET, ZOHA, ZORNT 7 4 v 713 —/3T DoS B & L TR &
NAHFREMERHVET, T RLADPAT F—AERELT, PATT RLADT 7 Rt
OB CTEHERTDHE, ZORMEEMTEET,

PAT 7— )L AT x4 FDEESEIE

PAT 7—NVDX v NT—27 FT7 V=7 NEERT25E1E. ROTA RTA4 A>T
éb\o

PAT 7—LDi5&

fEHTX DGA, EBEORFELR— MEER~v Yy BV R— ML THERSNET, 7=
7L, EBEOR— IBRERATERWEAIL, T 74V 8T, = v B 7 R— MIEED
A= EZLFEUR— FEEPH (0~ 511, 512 ~ 1023, B L1024 ~ 65535) 75K &
NET, 20H, 1024 L0 H FOR— FTlE, NSWPAT S — VL OAHREHFHTEET,
AR — MNEFHEZERT D 87 7 0 v 2 B3 S HGAIE. TA XBRR L3 50D
ROVIZT7T Ty MR — B EZEHT X ICHEETEET, 1024 ~65535 F721 1~
65535 T9°,

«PAT 7 — /LI LT 7 ry Z7EID Y TEAMT25EG. A— K 7w v 7131024 ~ 65535
OHIPFATOAE VY ToHNET, TDOD, 77V r—ra RnA— &S (1~
1023) NHLERGAIL, BEELZ2WAMREMERSH Y £9°, 72L& 21X, A— 122 (SSH) # %
KRT2DT7T 7V r— a3 0%, 1024~ 65535 DFIPAND AR A MZEID Y ToHNT=Tm v 7N
Ty b rsENEAR—FNERELET,

WU PAT 7N ATVl Va2 O0DRBDIZNV—NOFTHEATIEHEIL. HTRECA
T g U EZL—IVHRELTLIEE N, 728 21E. 1 20/L— /L THEE PAT MR E &1L
DA, b DN L THILRE PAT MEESNDZMNENH Y 9,

PAT 7— )L D15k PAT DIHE

L DT TNV —a L A AR a T, JEPAT I R— FENTWERA,
PR— FRBHD A VAR 2 a DFERRY A MIOWTIE, T 74/ A VAR
va b NAT IZBT 2HIRFEEZSI L T EE 0,

« XA F w7 PAT V— Wk U THEREE PAT 24 32— W2 T 586, PAT 7—LO7 K
VA%, R—F T AL — gy b—LEFORDOAXT w27 NAT ® PAT 7 KL
AL LTHBHHATIZ EIETEETA, 28 21E, PAT 7—/LIZ 10111 BREENTWD
Y&, PAT7 RLALLTI101.11 Z2HT25, A—h 7 AL — gy b—)L &k
DAHXT 4 v NAT [IERRT&E £H A,

sPAT 7—VEFHL, 74— NNy DA EZ—T x4 AERET D%5E. JLIEPAT %
EHTEEHA,
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I Network Address Translation (NAT)
B4F3v0 %y k=0 ATy rpaT (88 o [

+ ICE %7213 TURN %7 % VoIP BlE CTix., $EE PAT 2 L2V T &, ICER
L OYTURN (., T RTOFEICH L TR L TH D 72D PAT /31 5 4 ZITHEIEL T
WET,

PAT 7—)ILDSH > K OEVAXDES
o TRA MG OEERH DA, FOFR R M6 O OESHXE U PATIP 7 L X
ZEALET (R—"B3EHRETHILEE) . 7720, 20 DEEE) X, 72—
F RN ET D ERbNET, XA ANT 2— LA — =T 5L KA INLDE
BEOBEG TITRAIDOIP 7 RLUAMMERA ENARWEENH Y 4,

ePAT /— L )L—)L/T 7 Rab s )b—iLbf B —T A APAT V—ARE LA v H—
T2 ALTIRIELTVWSDE, IPT FLAD (27 ¢ vt bEELZTET, f5EL
ToA 2 —T 2 A ATPAT 7= NVELIFA L H—T 2 A4 APAT DWTNEERINLE
+ BT B PAT L— WIERE LAV T 2 &0,

s T UL R B TIE, FRCILE PAT EHASDOETZGAIC, KEOAEY MHESINE
9, NAT V— Vi~ v o7 Ehs7 e ha/UIP 7 RUA/R— MM Z S IC/ERR S LD

720, Sy Ra b rTIIHE < OREENAT F— A MERR S, AT U BMEHINET,
PLAE PAT Tl. & HI2% < OFIKE NAT 77— L MERR S E T,

FAFIVvO 2y NI—9 ATy FPAT ([Eikk) DERTE
ZDIETIE, PAT 77— OO D ICEWD IO DHE—~DT RLAZMFHTH LA v 7 PAT
(i) OFy FU—2 7= hNAT R ET DHHIECHOWTHHAL X7,

FIE

ATy Tl FHREFZEFEOR Y N —27 77 MINAT 2B LE9,

cH LAy NU—2 A7V MEBINT 521X, [Configuration] > [Firewall] > [NAT Rules]
Z IR L. [Add] > [Add Network Object NAT Rule] #7 U v 7 L£7,

WO R Y VT —2 A7V =7 M NAT ZiB14 5121%, [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] IR L, * v NV —27 A7 =7 FaiRELET,

AT T2 HLWAT V=7 bOGEIE, ROT 4 — LV RIZEEATILET,

a) [Name]: A7 V=7 M, a~z, A~Z, 0~9, BUFRF NAT7 Do~ £l
T —AaTOXFEMEH LTSN, 40E 64 LFLTICT 20ENH D £7,

b) [Type] : mRA b, X MU—7 F7oIXHEiPH,

c) [IPAddresses] : IPv4 E£721XIPv6 7 KL A, KA MDFAITHE—~DT RL A%, #iFHOHE
BT RLR LT T RL A%, 7%y hOBEITIPVE Ry NT—27 7 RLAB X
C~A7 (=& z21E, 10.100.10.0255.255.255.0) £721XIPv6 7 RLAB IR T LT 4 v 7
A5 (=& 21X, 2001:DB8:0:CD30::/60) # AL ET,
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BAFIvO XYy RIT—=9 7Ty +PAT (Bik) DFHRTE

ATV T3 [NAT| &7 v a U RFERINTOWRNGAIX, INAT| 227 Vv 7 LT va v ZRALE
D

AT 74 [Add Automatic Translation Rules] = v 7 R v 7 A& A2 LET,

ATw 75 [Type] Re vy 7 X2 U A Kh)E, [Dynamic PAT (Hide)] 23N L £,

ano Add Network Object
Mame: MylinsMet
Type: MNetwaork H
IP Address: 10.1.2.0
Metmask: 255.255.255.0 L
Description:
NAT 2

|_T-‘] Add Automatic Address Translation Rules

Type: Dynamic PAT (Hide)

Translated Addr: |

() (]

Advanced...

Help Cancel | oK ]

i
A
AT9T6 v 7 T KL R% 1 DFEFHELET, [Translated Addr] 7 4 —/L KT, IROWT g
To T 7 IPT RLAZERELET,
e HRARNIPT RLZAZ AN LET,

MR F L HE I I L, RAN R MU= AT V27 FE@ERLUET (F2TH L
WARA RN Xy NT—27 A7V =7 VEERLET) .

s TV ITN—=T AN —=DA B =T 2 A ADIR) AV H—T A AZ % AT
B, FIIBMAR S %7 ) v L, [Browse Translated Addr] ¥ 4 7 2 7R 7 ATA

VH =T 2 AEERLET,
= Interfaces

| Ehinsde i

B outside E

AU B =T 2 A AL ERETDHHEIE, A V¥ —T =4 APAT A F—T /ML TL 2
SV, ZOLEIHRELEA LV HA—T oA AIPT RLARY Y EL 7 7 KL AL LT
fAanvEd, IPv6 A > ¥ —T7 =4 AT RUAEMHT HIZIE, [Use IPv6 for interface PAT]
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ATy 717

ATvT8

PAT F—LEEAT 551+ 3 v 1y kI—s 17514 reaToiz |

Tzl Ry ALFNCTHULERHVET, A X —T7 A APATIZL > T, NAT
N—IVE TN oY TN—T DA NR—T7 D T ENRWRESN~ vy BT A F—
T2 A ACORBEHENET (o F—T = A APATEMHH L2WEE, V—ET 7 %
NVETTRTOA U H—T oA AZ@HEINET) . FTUVAXRT L ME—RTHE, A
VE—T A AREETHZLITITEEYA,

(f£#&) [Advanced] %7 YV v 7 L. [Advanced NAT Settings] # A 7 2 7R v 7 ATIROA T+ 3
VERELTCOK| 227V v LET,
s (TV OV ITN—T RUN—=DA U H—T = A AZLE) [Interface] : D NAT L—/L %
HWHTOERBEOA L F—T7 =4 2 (FEER) BIO~ vy 7 A7 —T7=14 2 (585%)
ERELET, 774NV RTIE, = E TV v T—TF AU N—=ERTRTOA
VH—T oA AZEAESNET,

[OK]., #W\TC[Apply] 227 Vv 7 LET,

PAT 7—ILEERT 534 FTI v Xy b T—9 AT 4 FPAT

DETE

&

ATy T2

ZOETIX, PAT VNV a2 FEHATAHEHAFT IV I PATOFR Yy NU—0 A7V =2 h NAT &
RETAFIEIZOWTEHBALET,

FIE

HHEFIIBFEOX Y NU—27 777 MTNAT Z8Mm L £,

cHLWRY NU—2 F 7Y/ FNATL—/L 4819 %121, [Configuration] > [Firewall] >
[NAT Rules] %37 L. [Add] > [Add Network Object NAT Rule] 2 U v 7 L £,

BEfFDOR Yy NU—27 A7V =7 NI NAT ZiBI5 %121%, [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] ##IR L, v hV—27 A7V =7 MafHEL £
‘j‘o

FLnAT Vs FOLAEIX, ROT 4 —V RIZfEE A LET,

a) [Name]: A7 V=2 "M, a~z, A~Z, 0~9, VUL K, "M 7>, o~ £
T —=AaTOXFEMFEH LTSN, 4A0E 64 LFLFIZT 20ERNH D £7,

b) [Type] : mRA b, X hU—7 F7oIXHEiPH,

¢) [IPAddresses] : IPv4 £721XIPv6 7 KL A, FA NOFHITH—DT RL A% #HHDOEA
EBIGE T RLR LT RL 2%, 7%y hOBEITIPVE Ry NT—27 7 RLAB L
O~A7 (=& z21E, 10.100.10.0255.255.255.0) £721ZIPv6 7 RLABIRT LT 4 v 7
25 (7= & 21X, 2001:DB8:0:CD30::/60) # A1 LE,
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B v zEmT 843z vs Ry kD=4 F T PATORE

AT9T3 [NAT]BEZ v a U RERINTWRWGAIE, [NAT] 227V v 7 LT v a v ZREELE

j—o
ano Add Network Object
MName: MylnsMet
Type: Netwaork H
IP Address: 10.1.2.0
Metmask: 255.255.255.0 L
Description:
NAT [

v Add Automatic Address Translation Rules

Type: Dynamic
Translated Addr:

PAT Pool Translated Address:

@ia

Fall through to interface PAT(dest intf):

Advanced...

Help Cancel 0K

a3

AT 74 [Add Automatic Translation Rules] = v 7 /R v 7 Z& A4 N2 LET,
ATV TS PAT 7= NEHERATHXAT Iy 7 PAT ZRELTVWAEHAETY [Type] Kuy7F o1 &
k7>% [Dynamic] 23R L 9,
RATYT6 PAT 7=V AEBET HITIE, ROFIEEZFATLET,
a) [Translated Addr] 7 « —/V FIZIZEZ ANET, ZEHOEFIZL T EZSIN,
b) [PAT Pool Translated Address] ¥ = v 7 Ry 7 ZA%&F N L Thb, ZHRAZ %27 ) v
LT, PAT /=L 7 RULANGEEND XY NT—0 77 NERITTNV—T %8R
L ¥, F721%. [Browse Translated PAT Pool Address] # A 7 02 7R v 7 ZnHHH LA T
V7 FEERLET,
GE) PAT7—NAT V=27 bEREIN—TIH T2y FREENTHTI AR 8
loo IPVAT RLALIPV6T RLADW S % 7 V—TICAND Z LT TEERA,
1 ODEZATETNEENTNDIMERDH Y £7°,
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PAT F—LEEAT 551+ 3 v 1y kI—s 17514 reaToiz |

NAT 3
M Add Automatic Address Translation Rules
Type Oynamic %]
Translated Addr: D
[ PAT Pool Translated Address: l C]

__ Round Robin

) (FFvary) mEIIJSLT, WOF TV a rZBRLUET,

*[RoundRobin] : 7 RLABIOAR— 2T v Ky FTE Y THEE, 7
TANRTIEZ 7 RrEAMEA ST, 1 DO PAT 7 RLADR— M3~ TH
DVETHNDERDOPATTY RLUAMEHSNET, U RrberFX TR, 7—n
DK PAT 7 RLZNEH 1 OFTOT7 RLA/R—MRED Y THRL ERIIOT R
AR, WIZ2FBEHDOT FLAEWD LY IZAICER S ET,

[Extend PAT uniqueness to per destination instead of per interface] (8.4(3) LARE, 7272 L
8.5(1) £721x 8.6(1) IXFH £ : L8R PAT 23 2 5A ., JE9E PAT Tlx, ZHlE#H
DFEIET RLVAELR— R E2ED, IPT RLAZTETIEARL, —ERAZT L1 65535
OAR—FBEAENET, BEIX, PAT BHEERT 5 & XA — T RLX
ITBE IRV, PAT 7 RLAZ LT 65535 DR — MIHIREET, 72L& %
1E. PLIE PAT 24 LT, 192.168.1.7:23 IZ[f72 9 HBA D 10.1.1.1:1027 OZEH#H, B X
X 192.168.1.7:80 IZ[H] 7> 9 ¥4 0 10.1.1.1:1027 DZEMAAERRL TE £97,

[Translate TCP or UDP ports into flat range (1024-65535)] (8.4(3) LAR&, 7272 L 8.5(1) %
7 8.6() IXEET) A= FOEVYTHIC L >O7 T Mg & LT 1024 ~
65535 DR — MEFAAEHT 256, Ao~y 7 F— MEFERIRT L L=
2, ASAIZ L o T, ARG AIIEBORGE LA — MESRERA S ET, 7272
L., 2OFTvarvaRELRNE, EEOR—IBREHATERWVEAIT, 7740
FT, vy B 7 R— MIEREDOR— MES LR UAR— M (1~ 511, 512~
1023, LUV 1024 ~65535) ORI ET, TAEHTHR— FARET L0 %[
WET DI, ZOBREEITWVET, 1~65535 D2FPHZ T 5121%, [Include range
1101023] F = v 7Ry 7 AH A NI LET,

[Enable Block Allocation] (9.5.1 LIf§) : AR—bDT7 v 7EYYTEA R—TIZL
T, ¥ VT FL— REIIKIF PAT TiX, NATIZ 1 EIZ 1 DOR— Nk
ED LB CSHLDOTIERL, EHRANMIFA— b OT vy 7 2ED Y TH ENRTEE
T, R—bDOT v 7 E2EY Y THHE, SAMNPLORGEOERIZTT v v 7 NOH
LVWMEEERIRS AR — M2 LET, REIDLUT, A MBIEOT 2y 7 ND
TRTOR—NMIBELTT 77 4 7T REHREZFFOGAEITEMDO 7T vy 7 3E 0 4 ThH
NET, "—h 7o v 7L, 1024 ~ 65535 OFPHTOLEI D B THNET, H— b
D7y 7 OB TUEIT U Fae & AEERH Y £5 725, JEEPAT £721X7 7 &~
MR — MPHOA T v a v E—IEHT I LIXTEERA, o, A ¥ —
TxAARAPAT D7 =N\ 7 EFHTHZ L HTEERA,

ATFvT1 (FEE. ~ v T ENTA v EZ—T oA ARETY o2 TN—TF A R—D L EDH) il
DT T RUARTRTEN) Y CTHEALAOGHRIA X —T A AP T RLRARENRY T
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7w L UCTEAT HI21E, [Fall through to interface PAT] = v 7 Ry 7 A% AL
T AVE—T 2 A Ry T HE T YA RDPLEIRLET, A F—T A ADIPV6 T
KL R &I 5121E, [Use IPv6 for interface PAT] = v 7 Ry 7 A4 2 LET,
o i _;ai-llif . .
managemant
™ Fall through to interface PAT(dest intf): Lol 00

Use IPvE for interface PAT

Advanced...
B
"

ATy 78 (EE) [Advanced] %7 U > 7 L. [AdvancedNAT Settings] ¥ 7 12 7R v 7 A CTIROA T 3
VEBRELTOK] Z7 Y v 7 LET,

s (TV YT ITN—T AUNR—=DA U H—T = A AIHEE) [Interface] : Z D NAT /L—/L %
WHTLDEREOA 2 —T7 24 X FEER) BB~y 7 A 0¥ —T7 (X (3585%k)
EIRELET, 7740 FTE A= ET U v ¥ TA—T A UN—ZRTRTOA
VHE =T oA AZEHAINET,

ATw 79 [OK], W\ T [Apply] 227 U v 27 LET,

A4+ =4 Twice PAT ([Z2#&k) DIRXTE

ZOHETE, PAT =L DOROVICEDT-ODE—~DT RLAZHEHT 54545 v 7 PAT
(Bifi) @ Twice NAT Z 2 ET 5 HIEIZOW T L £,

FIE
AT w71 [Configuration] > [Firewall] > [NAT Rules] ZER L T, KOWTNNEFITLET,
* [Add] F£721% [Add] > [Add NAT Rule Before Network Object NAT Rules] #2 V v 7 LE 7,

* [Add] > [Add NAT Rule After Network Object NAT Rules] 27 U v 7 L%,

s Twice NAT L— /L& IR LU T [Edit) 7 Vv 7 LET,

[AddNAT Rule] ¥4 71 7R v 7 ANRFRSINET,
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ATy T2

ATvT3

S4+3 v wice PAT (188 0z [

an0 Add NAT Rule

Match Criteria: Original Packet

Source Interface: == Ay == Destination Interface: | == Any == H
Source Address: any E] Destination Address: | any D
Service: any [3
Action: Translated Packet
Source NAT Type: Static ]
Source Address: -- Original -- E] Destination Address: | -- Original -- E]
dd
P vl D Service: -- Qriginal -- [3
1 PA 1 |
TCF 1 UDP ports into flat range 1024 ~§ 1
s A
Options
¥ Enable rule
Translate DNS replies that match this rule
Disable Proxy ARP on egress interface
Lookup route tabie to locate egress intarface
Direction: Both
Description:
Help Cancel OK

(FV oD ITN—=F A NR=DA o H—T = A ATWNE) EETA X —T =1 2B L%
A v HZ—T oA ZABEFELET,

=Ty RE= KT, 77 40 MERIET LSOR S OA ¥ —7 x4 2T, Wih

FREWIFTOA T a N, BEDA v E—T =4 AERIRTE LT, L, 7V yY 7

N—T AUN=DA B =T 2 A A=V ZTIRTHEEIT, A F—T oA AZBRT5H

VERHY FET, Tany) [IZINHDA U F—T oA ANREENTWVERA,

a) [Match Criteria: Original Packet] > [Source Interface] K& v 77X 7 U X kv, ¥FLA
H—T o f AR LET,

b) [Match Criteria: Original Packet] > [Destination Interface] Kv v 7% 7 U A hinD | 36561
VH—T 2 AEERLET,

i@ Add N

Match Criteria: Original Packet
Source Interface: |inside

240014

v_| Destinabon Interface: a_ur_xade -V|

[Action: Transated Packet] > [Source NAT Type] K v 7' # 7 > U A ki 5, [Dynamic PAT
(Hide)] %8R L E T,
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B 5592 wicePar (2R o

DOFEIFEETT FLRICORMH INET, SEHROEMIIEICAZ T 4 v 712780 £7,

G¥)  PAT V—NZEEHT 244 )3 7 PAT 3% EJ 5%, [Dynamic PAT (Hide)] D1X
Y IZ [Dynamic] Z3&R L ET, PAT 7 — V%= HHT 5 XA F I 7 Twice PAT D%
E (B9 —) ZZMLTIEIN,

Match Criteria: Original Packet
Source Interface; |inside | Destination Interface: | cutside |
Spurce Address: | mylnsidahlatuark G Destination Address: | DMZratwerkl

G

Service:

Action: Translated Packet
Source NAT Type: |Dynamic PAT (Hde)  w]

248819

2Ty T4 Xy NOTEOIPVE ET-IZIPV6 DT KL A, DFD . EETA v F—T =24 ARy NT—7
WCHHTDEEOR7ry bOT KL A (FEORELT RLRA L~y B 75T KL R)
EHAILET, O Ty FEEBRINTZ Ny ORI ONWTIE, ROKEZZRL TLEE

AN
Source Destination
/_r‘_' /_/—'H_,\I
I:l!ﬁsid\g} ( Outside )—|:|i
— g —_ P
Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1

Original Packet Translated Packet

a) [Match Criteria: Original Packet] > [Source Address] (DWW T, SR Z %227 Y v 7 LTBE
TFOFRy NI—0 ATV =7 NEIZTNV—T%3IRT 5D, [Browse Original Source
Address]| XA 7 a7 Ry I AMLHT L WA T V= NERIZITN—TE2/ERK LET, IPv4
T RUVREIPV6O T RLADM G 2 7 NV—TICAND Z LT TEERAL, 1 DDZA T2
WEENTVDRENRDHY £9°, 774/ MMEany TT,

Hame a4 TP Address Hetmack

=} [P Network Objects -
B oA 10.1.1.1 255,255.255... [~
_ﬁlmmrm 209.165.201.0  255.255.255... E

b) (f£&) [Match Criteria: Original Packet] > [Destination Address] D6, ZARX %27 U v
JLTBFEDOR Yy NT—0 ATV =l b, IN—T Fle3A v —T=4 A FET Vv
CIN—T AUNRN—DA B —T 2 ADRH) ZEFIRT 50, [Browse Original Destination
Address] XA 7R TRy 7 AMLHLNAT V=7 hERIFINV—TZ2ER L £, IPv4
T RVREIPV6 T RLADW 2 7 V—TICAND ZEITTEERA, 1 DDA T2
DEENTVWDOILERD Y 77,

Twice NAT D FE7ofREIX. S8 IPT RLAEEDDH T ETTMN, 56T FLRITAF TV g
VTT, ST RLAEBELEES. 207 RLRIZAXT 4 v IV EMMERETX S
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S4F3v2 Twice PAT (B8 iz [

M BT AT T 47 4 NAT 2 CE £, 56567 N L A2 A3 Twice NAT
EHRELT, EBEOT FLRAZHT LRy NI—2 7V =7 N TA—TOEMAE71E
FEHTON—IVONEFA T ZETe, Twice NAT DfMOFFE DO &2 iEH T2 2 &N TEx %
9, FEMIC DUV TIE, Network Object NAT & twice NAT Okl (4 <—3) &ML T

<TEEW,

R— NEMERE LIZAFT 47 £ H—T x4 ANATIZ[RY | [Browse] ¥4 707
Ry I ANBA L E—T = ZAEERLET, V—ERABMELTRELET, 04T
=3 TlE. [Source Interface] IZFFEDA ' H —T7 = A ALRET HMENDHY £7, 7
MZONWTIE, [R— MEBARTE LIAZT 4 v 7 NAT (50 X—2) | ML TL
72EW,

ATy TS Xy NOBHEINT-IPvd £721FXIPv6e DT KL A, DF0, 5idef v F—T A A Fv b
U—7 FICHBT 2L EZD0RT7y bOT RLR (o B 7 EETLT VA EEEDOET R
LA) BFAMLET, LEIZSEUT, IPv4 & IPv6 O TEHBRTE £,

a)

b)

[Action: Translated Packet] > [Source Address] (ZOWC, AKX %27 U v 7 LTHA L
T RVARAEFA =T 2 A AZEETDRFEORY NV =0 ATV 27 MEBRT S
7>, [Browse Translated Source Address] % A 7 27 ARy 7 AMBH LWA T V=7 h&{ERK
LET, AV F =T RAFTV vV ITN—T A R—l 5 LIXTEEHA,

A BZ =T 2 A ADIPv6 7 L AZEMT 5IZ1E. [Use IPv6 for interface PAT] F = » 7
Ry I A A A LET,

Source Address: outside D

| W

-3' Use IPv6 for interface PAT 5

(f£&) [Action: Translated Packet] > [Destination Address] IZ DWW C, AR X %27V v
LTHFEOR Y NU—7 7 V=7 FERIFTN—T 28R4 5>, [Browse Translated
Destination Address] ¥ A4 7 2 7Ry 7 AMBHLWAT V=7 NELIZITNV—TZER L
F9. IPVAT FLARLIPV6 T RLADW G 2 7 V=TI AND Z LT TEEEA, 12D
A TETVREENTVEIRLERD Y 7,

ST RVADT AT T 47 4 NAT Tit, EBEOT RL ALy BT 7 KL AD
FICBIZRI LA T V=7 hERIIINAN—T %2 L F7,

50T RUVARABEBRT HYGE, AXT 47 <~y BT, @ 11 TT, Licho
T, EBEOT RLAL~ v BV 7T RLAOEITIFRI L TY, 72770, LEIL U TERRD
BZT D2 eNTEET, FMICOVWTIL, A¥T v 7 NAT (49 ~—2) ML T
LIPEW, HESNDA~YELTIPT RLARIZOWTIE. NATOH A KT A2 (82—
V) BRBRLTLIEIN,

ATvT6 (EE) Y—E RO —E X R— FZ2ik L ¥4,
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s LDy b AR— b (wy B U UsmAeAR— k) &AL E9, [Match Criteria: Original
Packet] > [Service] IZDW T, AKX %7 U » 7 LCTCP AA— hE72/Z UDP R— b %
BETLHBMFEO—E A A7V x 7 N &EIRT 572>, [Browse Original Service] # A 7 17 2
Ry I AMBEH LA T V=7 MEAER L ET,

c B INT N b AR— b (OSSR — ) %5 LE 7, [Action: Original Packet]
> [Service] (IZ2WTC, AR X %27 Y v 7 LCTCP R— 721X UDP A— b & fRET
LEAFOY—E R A7 V= NEIEIRT 57>, [Browse Translated Service] % 4 7 1 7 78 >
JAMBE LA TP =7 FEIERLET,

HAF I w7 NAT CTid, A— MEHBIFTFR—FEINEFA, UL, SBEAELEHBRITEICAHX

T A I IROT, SR — M LU TR— MEAFITTEET, h—EXFT7 V=7 M
EETLR—F EFER— T OMGE2EDDLZENTEETR, ZOEAIF, sieR— 20N
FHINET, EETAR— MERE LGS, BH I ET, NAT Tk, TCP 721X UDP 72
TR R—brEnET, A= NELERT D56, EEOV—E2X 47V boTdr harl
2wy PRI TV bOT e baVOBERFECICLET (M EH TCP £721%
W& HUDP) . 7AT 27 47 4 NAT Tl EEOR— e~y 7 R— FOFIZH
CH—bRAAFT7 V=7 FEFEHATEET, Inotequal (FELLZRVY) | (=) HEFIXHA—

FERTOWERA,
RIZH 2~ L ET,
. Yals! Add Service Object
Name: web
Service Type: 1 tep [

Destination Port/Range: [ 50

Source Port/Range:

Description:

N

" Help (" cancel ) [ oK )

Match Criteria: Original Packet

Source Interface: L 1n5|de _:] Destination Interface: | outside :]
Source Address: obj-192.168.25 1. 164 D Destination Address: | obj-172.25.23.32 D
Service: web [:]
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PAT F— L&A 551+ 3 v Twice PATOEE [

. Yals! Add Service Object
Name: ‘web_map
Service Type: = tep b

Destination Port/Range: . 2081

Source Port/Range:

Description:

Help ) ( Cancel ) oo

Action: Translated Packet

Source NAT Type: Static T]
Source Address: obj-192.168.252.128 [3 Destination Address: | obj-172.25.23.32 [I]
AT Pool Tra ited Address D Service: web_map D

ATw 71 (EE) [Options] fEIKTNAT 47> a VAR ELET,

Options
;q[ Enable rule

| Translate DNS replies that match this rule

Direction

Description:

" Help ) [ Cancel ) ( oK )

« [Enable rule] : Z D NAT L— /L&A X —T /I LET, ZDONL—UEITF 7 4/L hTA R—
TN TWET,

« [Description] : /L —/UIZBAF 214 200 SCFLANTEIIL £37,

ATV T8 [OK]ZZ Vw7 L, HEWT[Applyl &2 U v 7 LET,

PAT 7— L% {ERT %4 4+ 2 v ¥ Twice PAT DR E

DT, PAT 7=V 2EAT B XA F I v 7 PAT @ Twice NAT Z 5% T T 5 FFiEIZDOWT
L ET,
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FIE

AFw 71 [Configuration] > [Firewall] > [NAT Rules] 23R L T, ROWTN1EETLET,

* [Add] %7213 [Add] > [Add NAT Rule Before Network Object NAT Rules) 2 7 U v 7 L %
‘j‘o

« [Add] > [Add NAT Rule After Network Object NAT Rules] #7 U v 7 L%,
» Twice NAT L — /L &I L C[Edit] #27 UV v 7 LET,

[AddNAT Rule] A 7 0 7R v 7 ANFREINET,

800 Add NAT Rule

Match Criteria: Original Packet

Source Interface: -= Any -- v Destination Interface: | -- Any -- H
Source Address: any E] Destination Address: | any E]
service: any D

Action: Translated Packet

Source NAT Type: Static ]
Source Address: -= Original -- B Destination Address: | -- Original -- E]
id
....... Idres D Service: -- Original -- [3
1 PaA ]
TCF 1 UDP ports into flat range 10
A
Options
¥ Enable rule
Translate DNS replies that match this rule
Disable Proxy ARP on egress interface
> locate egrezs intarface
Direction: Both
Description:
Help Cancel OK

ATvT2 (TV T TN—T A NR—=DA B —T = A ANTKE) EETLA v F—T7 =4 AP L 0%
AL HE—T oA AEFHELET,
N—T v RE—RTIE, 774V MIERILRESFEILOWMGTOA 2 —T 24 A TT, T
FEIITW O T a Nz, FEDA VH—T oA AZ@RIRTEET, 7L, 7y 7
N—TRAUN=DA L F—T 2 A A=V ELIRTDHEEIL, A X —T oA AZERT D
VERNHY ET, Tany) ITIFZHEDA =T 24 ANEGENTVERA,
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ATvT3

ATvT4

PAT F— L&A 551+ 3 v Twice PATOEE [

a) [Match Criteria: Original Packet] >[SourceInterface] K v 7 & 7 U X Minb | 5T
A B =T AEERLET,

b) [Match Criteria: Original Packet] > [Destination Interface] Kz v 7 &7 U 2 hnb | 50
A HE—T oA AEBINLET,

i@ Add

Match Criteria: Ociginal Packet
Source Interface: | inside v-i Destinabion Interface; | cutside v |

240044

[Action: Trandated Packet] > [Source NAT Type] Kr > 7% 7 U A k5, [Dynamic] % &R
LET,

ZOREITXELT FLRAZORBEH SNET, SEEOEMIFICAZT 1 v 712720 7,

Action: Translated Packet
Source NAT Type: | Dynamic »|

240040

Ry ROITEDOIPVE F72IXIPV6 DT RL A, DF 0 | BETXA X —T 2L A Fy NT—7
FICHBT 22L&y FOT RV R (EEOEELT KL A<y B 75%4ET K1R)
EEAMLUET, Ty MEBHINTZ Ny OOV TIE, ROKESHRLTLEE
/AN

Source Destination
/__/"_""x_\_\\ _/_/—-L'\.
I:l!—(\_[nside ) ( Outside ) |:|i
— S g —_ —
Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1

Original Packet Translated Packet

a) [Match Criteria: Original Packet] > [Source Address] (2D C, AKX %2271 v 7 LT
BEOXy NU—2 7Vl NERIZTN—T%EINT 57D, [Browse Original Source
Address]| ¥ A 7Ry IV ANLFH L WA T V= NERIZITN—TE2/ERK LET, IPv4
T RLVALIPV6 T RLADWE & 7N —TICAND Z EIETEERA, 1 ODXA T
DEENTVWDILERHY 9, 77 4/L MEany T,

b) (L&) [Match Criteria: Original Packet] > [Destination Address] D4, BRR K % 7
U2 LTEEFORY NI—0 ATV b, INA—T FloldA v 2 —T A4 X FET
VP TN—T RANR—=DA U H—T =2 ADRH) %iEIRT 57>, [Browse Original
Destination Address] %4 7 27 Ry 7 AMLH LWAT V=V NELIXTNV—TEER L
F9, IPVAT RLALIPV6 T RLADW & 7 NV—TIZANDZ T TEXEFA, 10D
HATTETNEENTHEIRLERHY 7,

Twice NAT D E7eEEEIX, SECIPT RLAZEHDH I ETTN, 5T RLRAFZAT v =
YT, ST FUREIRELIZSE, ZOT FLRICAZT 4 v IV ERERETE
2, BUCTAT T 47 4 NAT M TE £, 5657 F LR & 91 Twice NAT
ERELT, EEOT FLRICKT DRy NI =2 727 N I V=70 £
FHTONL— NV OIEFAHT 2 & T, Twice NAT OfMORE O M ETEHT 52 LN TEE
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9, FEAIIZ DUV TIX. Network Object NAT & twice NAT O fbil: (4 X—30) Z&M LT
<TEEW,

N NEERTELT-AZT 47 A F—T A ANATIZ[RY | [Browse] # A 7 1
Ry I AN =T 2 ABRLET, Y- AEBMELTHRELET, 2047
T 3 > ClE, [Source Interface] IZFFEDA X —T = A AERETHILENH Y £7, §f
AZONWTIE, TR— MEREZRE LAY T v 7 NAT (50 *—2) | #BHLTL
7230,

ATwTE Ny NOEHENTZIPvE £721XIPv6 DT KL A, D%V, sidifA v F—T = A X b
U—7 FICHBLT 2L EDONTy FOT FL A (wy B 7FETLT LR EERDERET N
LA) EAILET, LEIZIS U T, IPv4 & IPv6 D CEH T £,
a) [PAT Pool Translated Address] F = > 7 Ry 7 A A AL Thb, ZRAZ %27 v
LTEEFOR Yy NU—7 A7V NEFRIZTZNV—T%3IRT 5 ), [Browse Translated
PAT Pool Address] ¥ A4 7 2 VAR 7 ANLHLWAT V=V NELIZTNV—T %/ L £
9, 3£ : [Source Address] 7 4 —/V NIZEDOEFIZL TEHEET,

Action: Translated Packet

Source NAT Type: Dynamic
Source Address: == Original -- [_J Destination Address:
¥ PAT Pool Translated Address: [_J Service:
Round Robin

Extend PAT uniqueness to per destination instead of per interface
Translate TCP and UDP ports into flat range 1024-65535

Fall through to interface PAT

(B) AT7V=7 bERBIAN=TE, 372y bE2EL I LIITEEEA,

b) ({EE) [Action: Translated Packet] > [Destination Address] (2 DWW T, A X %7 U v
JLTRGEDOR Yy NU—0 37V NERIZTN—T %N 50, [Browse Translated
Destination Address] %4 7 27 Ry 7 AMBH LWAT V=V NELIXTNV—TEER L
£7

ST NVADT AT T 47 4 NAT Tid, EEOT RLRb<woy 7 7 KL AD
FHWCHIZRCA T V=27 VERIIIN—T 2R LET,

T RVAEZEWT DA, AXT 4 vy <~ v 7, @ 1x1 T, Lizdio
T, EEOT LR BT 7 RLUAOHITRE L TY, 72720, HEIZSUTELRS
BT D ENTEET, FFICOWVWTIX, AXT 4 v 7 NAT (49 X—) LT
LIPEW, HEENADA~YYELTIPT RLARIZOWTIE, NATOH A RI A (82—
V) EZBLTLLEEN,

ATvT6 (FE) —v 2oy — v 2 S— M a2 LEd,

LDy b AR— K (wy B I5EAR— ) 5 LET, [Match Criteria: Original
Packet] > [Service] IZDW T, ZMAZ %7 U » 7 L CTCP AR — MEIXUDP A — &
BETLHREGFOY— R AT V7 NE&EIRT 50>, [Browse Original Service] % 1 7 & 2
Ry 7 ADLH LNAT V7 NEERLET,
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ST Ny b AR— b (FEEOsEER— ) Z#AI L £, [Action: Transated
Packet] > [Service] (DWW T, A Z %27V v 27 LTTCPA— hE7IXUDP A — %
BETOHEFO—E X A7V xr FERINT 575>, [Browse Translated Service] % 1 7 1
TR I ANLH LA T V27 FEERLET,

KA F I v 7 NAT ClE, R— NEHUTHR— b SNEEA, UL, sEeBHLEicax

T4 IO T, SR MR L TAR— MEMEZFEITCEET, Y—EAxAFT V=7 M
FEILHR— N MR — FDOEFEEDDZENTEETN, ZOEEIL, sEhER— TN
RIS ET, FEILAR— MEE LSS, BRI ET, NAT TiE, TCP £721X UDP 72
Y R—FEShET, A— F2ZRT 856, EEOY— 2477 ho7me hart
BT YR ATV O a O GNRECICLET (FHE L TCP £721%
W& HUDP) o 7AT 7 47 4 NAT Tl, EBEOR— KL~y 7 R— MO HIZFH
CH—bRAAT7 V=7 bEFEHATEET, Inotequal (FELLZ2VY) | (=) HE XY AR—

FSNTWERA,
WIZHZ R~ L ET,
800 Add Service Object
Name: web
Service Type: e tep =)

Destination Port/Range: [ 50

Source Port/Range:

Description:

“ Help ) ( Cancel ) ( oK )

Match Criteria: Original Packet

Source Interface: L :n.'n de ?3 Destination Interface: | outside = ]
Source Address: obj-192.168.251.164 [3 Destination Address: | obj-172.25.23.32 D
Service: web G
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. Yals! Add Service Object
Name: ‘web_map
Service Type: = tep [

Destination Port/Range: . BOB(

Source Port/Range:

Description:

( Help ) ( Cancel ) (oK)

Action: Translated Packet

Source NAT Type: Static T]
Source Address: obj-192.168.252.128 [3 Destination Address: | obj-172.25.23.32 [I]
D Service: web_map D

ATy T1 (&) PAT 7— LV OEAI., LEIJSUTROA T a v ERELET,

*[RoundRobin] : 7 RV R/FR— %2 TF 0 R FRTEY Y CTE5E6, 774V 8T

X7 R il ENT, 1 DDPAT 7 RLADKR— R T RTE VLY THND &
WOPAT 7 RLAMEHENE T, v Feer Tk, 77—V NOK PAT 7 KL
AN 1 DFTODT RVRA/R—IBEN L TOND ERPIOT RLVRIZREY . RIZ2EH
OF RLRELWH Ko IRICHEH S ET,

[Extend PAT uniqueness to per destination instead of per interface] (8.4(3) LARE, 7272 L 8.5(1)
£7F 86 IFFHET) ¢ LI PAT 29256, HL5R PAT Tid, ZHfFHoOs LT
RLALAR= R EEZD, IP7 RLRAT LTRSS, =B R T LIT65535 @D AR — Rl
MENEd, B@EIX. PATEHAZENT 2 & IR — T FLRITBE SN2V
. PAT 7 F LA ZEIZ 65535 fHDOR— MIHIRS N ET, 72& 21T, HLE PAT Zfi ]
LC, 192.168.1.7:23 IZ[A] 9 %A 10.1.1.1:1027 OZH#, 35 L1V 192.168.1.7:80 1210 H> D
L&D 10.1.1.1:1027 DEFEAFRTE 7,

[Translate TCP or UDP ports into flat range (1024-65535)] (8.4(3) LAKE, 7272 L 8.5(1) 721
8O(N)IFEET) : R—FDEIVYTHIZ 1 DD 7T v FREIPHE LT 1024 ~ 65535 D
AN— N Z AT 256, BRO~ Yy 0 7 R— MESEZIERT 5 L X2, ASAICL -
T, fEHATRER G B ITFERDORGE LR — P ESHEHNSNET, 2L, ZoFTvar
ERELRWE FEEOR— IRMERATE RS, 774V 8T, vy BV IHR— |
IEEBEDOR— FES LR UAR— M (1 ~ 511, 512 ~ 1023, B L1024 ~ 65535) 7
LBEIRSNES, TEHTHR— PO RET20L2EMET 512X, ZOREZITVET,
1 ~ 65535 O2HPHZ# 9 5 121%, [Includerange 1t0 1023] F = v 7R v 7 AH, A L
EJ a8

* [Translate TCP or UDP ports into flat range (1024-65535)] (8.4(3) LAKE, 7=72L 8.5(1) 721X
8O6(N)IFEET) : R—FDEVYTHIZ 1 SDT7 T v FR#EIPHE LT 1024 ~ 65535 D
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PAT F—LEGERAT 551433 v Twice PAT OE I

A— NEEHAE AT 256, BRO~ vy BV T R— FNESEBIRT S L &2, ASAICL -
T, HEHARERESIEFEREORE LA — MEFMERNINET, L, o4 a v
ERELRWE, EEOR— IBREHTER2WEEITE, 774V 8T, v v B 7 HR— kK
IXFEBEDOR— R 5 &R UA— M (1~ 511, 512 ~ 1023, L1024 ~ 65535)
DBEIRENET, TAFEFATHR— B RETHO%EMET HI2IE, ZOREEITVET,
1 ~ 65535 D&M 3 5121, [Includerange 1t01023] F = v 7 Ry 7 A (412 L
EJ AN

[Enable Block Allocation] (9.5.1 LIf%) : R—FrD7 vy 7E VY TEA x—TNIZLE

To Fx¥ VT 7 b— REIIKEUE PAT TIE, NATIZ 1 FEIZ 1 DOKR— MEHZE VY
TEHLOTIERLS, HEHRANMIFA— I OT vy 7 28D Y CHZ N TEES, R—F
DTy 7 EEY Y TIHEE, BmANPLORBOERILIT 1 v 7 WO LUVMEERIR X
Ni=AR— b 2R LET, LESCT, FA MR IEOTa v 7 NOTRTOR— M
LCT 7T 4 7 A oA Bmo7a vy 7 nEn S conEd, K—h7nvr
1%, 1024 ~65535 DFAFH TOAEID Y ToNET, A—bro7mry7E0YTUIT VR
oyl HEMENRDH Y FT0, JERPAT £72137 7 v MR — MO A T a v & —
BRI i3 TcEaERA, T, AV F—T A APAT DT 3 —L 3w 7 %l H
THZELTEERHA,

ATvT8 BB, ~ v BT SNA v E =T 2 AZABET I ¥ TN—T A R"—=DLEDH) i
D=y B 7 SNIZEFEILT RUARTTIZEY G TONTHWDHERIC, A X =T A AP
T RVRAENy 7T vy TOFEE LTHEMT 2I2IE, [Fall through to interface PAT] 7 = > 7
Ry A A N LET, IPV6A X —T A AT KL A&EMHT 521X, [Use IPv6 for
interface PAT]| T = v 7 Ry 7 A b A2 LET,

A HE—T A AP T RUVAMEHESNET, ZOAF 7 a3 0%, FFED [Destination
Interface] Z X ET DL AT THEHTE £,

Action: Translated Packet

Source NAT Type: Dynamic H
Source Address: groupl E] Destir
PAT Poaol Translated Address: [:] Servic

¥ Fall through te interface PAT

E k]

Use IPvE for interface PAT

ATvT9 (f£&) [Options] fEIK CNAT 47> a v aREL £,
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B & r+onvsavucizszraronE

Options
™ Enable rule

| Translate DN% replies that match this rule

Direction

Description:

Help ) ( Cancel ) G0k

s [Enable rule] : =D NAT L— V& A X —T W LET, ZONL—)IUIT 7 4/L K TA F—
T o TV ET,

* [Description] : /L—/VIZEAF 20 & 200 SCFLANTIBAN L £97,

AFyF10 [OK] %27V vZ L, #\WT[Applyl 22 Vv 7 LET,

R—k TOy &Y HTIZKS PAT DERTE

F¥ U7 7 L— REFLIIRHELPAT TiZ, NATIZ 1 EIC 1 DOR— MEHAEZE Y Y TEHED
DOTIFRL, BERANMIA— b OTry 7EZEVBTHZENTEET (RFC6888 &ML
TLEEY) , A—=bOT7ay 7 %E0YTHE, FANNPLOZOHROBEHFTIX, 7av 7
WOT U FNTRIRSNDFH LWV — "BAEHENET, HEIZSELT, AR MBIEOT 7y
JHNOTRXTOR—NMIBELTT 77 4 7B 2 ouA B0 7 vy 7 3E8 0 4 Thi
F9, Ty OR—EEHTAEED xlate BNHIRESND &L Ta w7 BNMEBESLET,

A=k 7y 7 BRI THERARIT, 2 X T OM/NTT, A—F TRy 7 OFED YT
NRogk S, Bt snE 2, A— b 7 vy 7 N TER Sz xlate l3fd SN EH A,
—F., a7k v R 9,

R—TrDT7 1y 7131024 ~ 65535 DFPHTOREID B ToHNES, FOD, 77V r— 3
ANARWAR— &S (1~1023) BAUERGAIL, BEELRWAEEERH Y £9, =& 2.
AR—hr22 (SSH) 2HRT D77V r—3a 0%, 1024 ~ 65535 OFEIPAN DR A MMIEIY 4
Tonle7ry /7 NTwy B 7 ENA— eRGLET, BOFA— NESE2EHT7
Vor—va Aol Tray 780 Y TEEH LARVERIO NAT V— v ZER TE £,
Twice NAT DAL, V— A fEFICT 1 v Z7E Y Y TL— L ORNIIKD LI LET,

48 HREIIC

NAT V—/VDfFEH EDOEE -

* [Round Robin] 7' a I&EHDH T LN TEXETMN, PAT —BMEOILE, 77 v M
BOMH., 134 Z—T A APAT ~D 7 +— )L A)L—IZHT A4 3 NIEH
HIENTEERA, TOMDEFILFILOT RUA LR — MEROTAISNET,

WHFEON— N EEXBRZ DG, NAT 22 LT 5T _XTOr—A LA, #X#25
= VZBET B xlate 227 V) T TAMERHD £9, it LW AL— L2/
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N PE R T L |

DIOITHETT, THOEHIRINCZ VT 320, FIFHRIZAA LT T MIRHET
BbEd, 77 A2 TOMMEOEE. 7 7 A2 2K Txlate 27 0— W27 VT T 54
LR E£T,

 BEED PAT F— L, FOF— N ZHEHT 5T X TONL— IR LT T r vy 7ED
BCTERETSD (FRIFHELRY) LERHD ET, | DONL—ITay 7 &8 Y
THZEEFTET, BIOAL— BB THZ b TEEHA, EETDHPAT /—L Y
Fuy 7ED Y TCREERESEDLZEIFTEETA, T2, A= E#L—LEETe
ABZT 4y NAT L — VA EHEIEHZ LIFTEEEA

FIE

AT w71 [Configuration] > [Firewall] > [Advanced] > [PAT Port Block Allocation] % i##R L, RO E %

TET,
* [Size of the block] : &7 1 > 7 DAR— Mg, #iPHIX 32 ~ 4096 TJ, 77 4/L ME512 T
‘a‘o

T 7 MEHEALBRWEEAE, BIR L7V X2364,51212WFITHEILTCWD Z L o hk
RLET (1024 ~65535 DEIFHOF— b)) , fERERD &, FHTER20A— FREA
LET, 2E21E 1002 ETHE, REOKRFEHR—IRZH £,

[Maximum block allocation perhost] : IR A F T EIZHIV HTHZ ENTEXDHT7 1 v 7 DK
B, HIRIT7 2 harZEICRESNHSDOT, IR 4] X, ZFANZED RPN 4250
UDP 7 v 7 45O TCP 7Ry 7, BIXR4ODICMP 7y 7 ThnH I L H#EKL
9, HECTEAMEOHPAIX1 ~8 T, T 74/ ~ME4TY,

[PBA Interim Logging] : flEZ A1+ 25 L, VAT LATEER X 7R, 2—T LR %
To 774N NTIE, A=k 7 r v 7 OFEREB K OHIBRHFIZ S AT AT syslog A v tE—
UHNEREINET, HERX T EA X —TNMIT DL, FBE LR TV AT ATRD
Ave—URERINET, AvE—VF, TORRTEHD S TOATWDLTXTOT”
T4 7 RKR—hT7uyrxLAR—FLET (Fm = ICMP, TCP, UDP) . £fExH
KOS A v —T A A, IPT RVA, A=k Trv 2 %8t , FREIX 21600 ~
604800 # (6 l¢ffl72H 7 HIE) ZfRETDHZ LN TEET,

%ASA-6-305017: Pba-interim-logging: Active protocol block of ports for translation from
real_interfacerreal _host_ipto mapped interface:mapped ip address/start port_num-end port_num

ATV T2 PAT 7—ND7 1y 7EDYTEMEHTHNAT L— /L EZBINLET,
a) [Configuration] > [Firewall] > [NAT Rules] Z &R L £,
b) A7 V=2 b NAT £720% Twice NAT /L —/L 2B E 72 13MRE L £7°,
) DR EBIRDA T a AIRELTLEE,

« (Twice NAT, ) [Original Packet] > [Source Address] THIZILT RL A &2 E&HT DA
TV MEEIRLET,

* [Type] = [Dynamic]
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. Per-Session PAT & = (& Multi-Session PAT (/X\— 3 > 9.0(1) LAB%E) DERE

« [PatPool Translated Address] PAT 7 —/L Ry NV — 27 ZEHRKT DRy NT—27 ATV =
7 hEEIRL £,

* [Enable Block Allocation]

d) [OK]%27YUv2r LET,

Per-Session PAT & 7= (& Multi-Session PAT (/N\—<3 > 9.0(1) LAf&) D

=JL ==

ax AE

T 74N FTIE, $_XTOTCPPAT F 77 4 v 7 BX T XTDUDPDNS N7 7 o v 75
Per-Session PAT #fFH L ¥ 3, ~7 7 ¢ v 7 |Z Multi-Session PAT %1 9" 51Z1%. Per-Session
PAT /L —/ V&% E L E 3, #FAl/L—/ LT Per-Session PAT Z{# [ L, fE¢5/L— /L C Multi-Session
PAT ZfEH L £,

Per-session PAT |2 1> C PAT OJRIEMERM EL, 77 AX Vo T OHHITEA L N—2 =
NI E O PAT Bt 2 i CT& 5 X 912720 £9°, Multi-Session PAT #£#ci%, HlfHl—=v>
ICEEE L CHilfle =y FE2FTEE L T H4EENH Y F9, Per-Session PAT & v o g L DK THE
12, ASA 2B Uty FABEE S, BEIC xlate NHIBRENET, 20V kY MMck-T, =
VR — BIZENEE B 2 R L. TIME WAIT {RAEZ [A8E L £, >FEAYIC, Multi-Session
PAT CiX, PAT# A 27 U7 hBMEHENET (T 74 FTE308) .

HTTPCHTTPS 72 & D e v b= KT 2| FT7 4 v 7 OA ., Per-Session PAT X, 12D
T RLRIZK o THAR— F ENDEERE KIBICHESCT Z E N TEX £9, Per-Session PAT % fif
HAL2WGEIEL, FFEDIP 71 hauizxt3 2 1 7 R RO RKEREFRITR 2000/F T,
Per-Session PAT 2 9 25415, #FFEDIP 7' 1 b a/liZx3 5 17 N L ADBEGERIT 65535/
ST A T HA LT,

Multi-SessionPAT D A U » NEIEHTE A N7 7 4 v 7 7= & 21X H.323, SIP, Skinny (ZxF L
T Per-session PAT %7 1 &—7/LIZF B121%. Per-session fEG/L— /L &{ERR L E T, 727201,
b0 kL THEMT S UDP AR— Mk v ¥ a VHALO PAT T 58412, Th
BIZFFAI N — VBT D ER DY £7,

BREH BRI

F7 4 R TR, RONL—ARA VA =L ENET,
cany (IPv4 B L OVIPv6) 75 any (IPv4 38 L OVIPv6) ~0 TCP Z#Fr4 5,
eany (IPv4 BELOVIPV6) /D RAA L~ UDP Z#F A3 %,

INBDN—E, T NVICERINERE A,

INLDOL—TFHIBRTEER A, IS DO—EEID. FEMER ST — L DI TETE
LET, L= VIFERICGGHEESN LD T, T 74/ MA— LV EERNITHZENTEET, /-
X, INLDON— L EREIINESE DL, ROLOEZBMLET,
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2551y NaT |

cany (IPv4 B L OVIPV6) 75 any (IPv4 38 X OVIPv6) ~D TCP 24754 5,
sany (IPv4 BLOVIPV6) D KA A L ~D UDP ZHEHKT 5,

FIE

AT w71 [Configuration] > [Firewall] > [Advanced] > [Per-Session NAT Rules] Z 3R L 9,
RT9T2 RONTNNERITLET,

* [Add] > [Add Per-Session NAT Rule] % i®R L £ 7,

= VERIRLC[Bdit) 227 U v 7 LET,

ATFYT3 L—LEHELET,

s [Action] : [Permit] £721% [Deny] %2 U » 27 LE$, FFA[/L—/LIiX, per-session PAT % fifi F
L. & /V—/ 113 multi-session PAT %5 L £,

e[Source] : 7 KL AZAJITHM, FRF[.JRZZ7 Vv 7 L, A7V FEER
LT, B(ELT FLAEZRELEY, —EADHA, UDP 7213 TCP #3IR L £,
WEITSEER— NETEZRELETH, ALETHEEILA— MEETE £, [UDP/port]
F X [TCPport] I AT B0, [L]ARE &7 ) v 7 LT, Il EITA 7Tz
MR L ET,

s [Destination] : 7 RV A& ASTEHD, FRF[L]AF 27V 7 L, A7V MEiE
RLUT, 587 RLAZEELET, —E2ADEA, UDP £721X TCP Z# &N L £,
CHUTEGE Y — AL —HKTIMERH Y F¥, LETHILER— MR ETEET,
[UDP/port] £ 721X [TCP/port] IZATI T2, [ AKX %227V v 7 LT, HBEOEEIX
FTV 7 NEBRLET, HET (1= FELLR2Y), > (EhKRx) | < (Lh/hs
W) ) BERTAZEL, N Ty (T2l %I 100-200) ZEETAHZEHTEET,

ATFY T4 [OK] %227 Y w7 L, $\T[Applyl 227 VU v 7 LET,

A32T 497 NAT

ZIZ T, AET 4 v 7 NAT & EDOEIEFIEZOWTHA L ET,

A3 T4 92 NATIZDINT

AHBT 47 NAT TiE, EEOT RLANL~ vy BT T KU ANOREELBRNPER S E
T, vy B T RUA LT DR CRI RO T, AZ T > 7 NAT TliL, MmO
Bt (RA M~O#EHL L R A WS EROW ) #FE T ET s 7567 78X

= VINFIET DHA) o — . A4 F v 7 NAT BEOVPAT TlE, %A A FBUUBEOAZE
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B o rzmegEL285 09 NAT

B L TRRDT FVAELER =P 2T 20T, BHERORKITY R - FSnEt
A/o

WO, — IR AZT 4 v 7 NAT DTV FE R LET, ZOBWIIFHICT 7T 4778
DT, EBEOFRANE U E— KRR NOWFRES BT ET,

H5:25F4v%9 NAT

\}

G MEISUT, WHET =7 T ET,

R— FEBERELIZX2T 1YY NAT

A= FEBERE LIZAXT 4 v 7 NAT TliE, EEO7 o ha Bl R—rewov 7
Shi=7a barBIOR—b2EETCEET,

AZT 47 NAT #fE L CAR— NEHEET 285G, A— FERITIP 7 RLA%ZFE UEIC
vy BT TH, BIOEILY y B ST ERRTEET,

WO, R— NEWRRESNT—RIRAZT 4 v 7 NAT DY F VA2 R-LET, BY
W~ BT LizdR—hE, IO~y B 7 LR — Ol FERLTHVET, T
—ZATh, IPT FLAFOEICY v B T ENTWET, ZOEHIIFEIZT 7T 4 778D
T, BHENTEZARA ML VE—F AR NOWGTREGLBBTE ET,

R6:KR— FEREBRELRRZ T4 v NATO—RBRESF )+

R— MEHN—VERELIZAZ T 4 v 7 NAT 3, FEESNAR—FD5EEIP T RLADH
W7 7B AZHBRLET, NAT L— LB DOBIDOR— N THEIP T RL AT 78 AL L
FrTAHL, HENRTay s ENET, X5, twice NAT D4, NAT L—/LDXE(ETC IP
T RLARAL—H LN T 7 4 v IR T LR E—FTAHEE. sadeh— MR
< Rav7FEnNFEFET, LER-T, sBEIPT RLAIZX L THFIEINHZMOTXTO T
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\}

(NAT)
—5502487 1 v NAT |

T4 ZIWGEBIM— VB BIMTAMNERS D T, L2, A—bE2HEEETICIP T KLY
AWZABT 47 NAT V=V EFREL., R— MNENL— L OHBAIZEFNEZRE T £7,

GE)

— X ZDAIAT 4

THHEY FYRNADT T — g A AR g URMERT Y —3 3 (FTP.
VoIP 72 &) ZHEHT 2581, NAT AHEIMICE L XY R— b2 LET,

WIT, R— "EHEFRELT-AZT 4 v 7 NAT OFDOMOEAFO—EH 25~ L ET,
FATOTATA R—FEBRERELIZRAZ2T 1499 NAT

WY ) —A~OINET 7B A% ff#LTEET, e xif, BAsdFR—FTh—tv 2%
B2 3 0B DY — 3 (FTP, HTTP, SMTP72 &) NHLHBEEITL. FhHDP—E
AT VB ATAEZDDE—DIP T FLAZNHr—F IRkt x4, 2%, 74
TUTAT A4 R— NEWMERELTLAZT 4 vV NAT Z3xEL, 77EALLSELT
WHR— MMIEASNT, B—DANEHBIP 7 L AZEYF—SODIELWIP T RL R vt
VITHZENTEET, = NTEREOR— F (FNFR 2L, 80, BLN25) ZfH
LTCWA7d, A= a2ERTH20ETIH ) A, ZOBIOREHIECONTIE, FTP,
HTTP, BXLOSMTP DH—7 KL A (R— NEMAERE LIZAXT 1 v 7 NAT) =&
LTLTEENY,

BELUNDR—FOR— FEBREERTE LA 2T 1YY NAT

R NEHERE LA T v 7 NAT 235 &, TRBEHZR— FBIERELS D
R— b ~DOEEL, TOWOEMEFITTEET, & L, HNE Web — 303K — k
8080 4+ A4, RN— b 80ICHT 5 Z &L 22 —VITHFAI L, Tk, Lfs
JEDR— FROSOIZRT I MM TEXET, FERIZ, EX=2U T 4 23 DICHEDDHITIE, Web
Z—WITHERELIAN DR — b 6785 I8t T 2 L O ITHER L, £ D%, Btz R — b 802K
FTENTEET,
R—FEBRERELIZRITA YT 4122 —T 4 X NAT

ABRT 47 NAT 1L, BEOT RLRAZA L Z—T 2 AT RLALR— FOEAED
I~ B TFBEICRETEET, e xE, T RADOHEA v H—T = A A~
D Telnet 7 7 B AN FA MV XA V7 bT 2585, WEHHAARDIP T RLUA/KR—
M23 &AL H—T 2 AA AT RLA/R—F 231wy BT TEET,

v %7 NAT

WH, AXT 4 NATIF1I 1O~y BT TRELET, LOLEAICL-TE 1o
DEBEOT RLAEEBO~ v E L7 T RLRAICEET IR0 ET I xt%) . 132
DAZT 47 NAT ZRET DHHE. EBEOERA NN N T 7 4 v 7 #B6T 5 &, &Ik
DO~y BT T RUAMERASRET, LML, AR NI CHRBENEZ N T 7 4 v 7 D8
BBy T T RVASND N T 7 4w 7 I TE, 1 DOFEEOT R LU RITITEHR
SNFEHEA,

WO, — 72 1 K% DA ZT 47 NAT T U AZRLET, EEORZ NG
DL, FICRAD vy ES T T RUARERAIND D, EBEORR N IPROO~ v E T
IP OZEHIL, BRI T MO BB ThILET,
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B to<vcssorusr Gt

7:—REDREZT 1499 NAT

7o ZIE, 101227120 — R AN U RGFEETLHELET, ERESND URLICIHUT, 7
T4y EELWWeb b — NIZU XA L7 FLET, ZOBIOFREHTEZHODWTIE, #HED
v BT T RLVR (RXT 4 w7 NAT, —xf%) #FONEHo— K X7 a5 1L <L
72 &0,

8:—XEDRAZT 4 v NAT D)

v ELT VFUF (FEHEE)

NATIZHE, 1R L IS IZT TR, D, 230, ZX 12 EEEORED AL T 4
Iy BT TV FEEHTEDLE VI FZHMERH Y £7, Ik 1~y TERITIXZE
YV ITRETEERTAZEEBEIO LET, ZNbDMo~y BT AT g iE, T
LZ2WRER DB AET D alRetEn dH 0 £,
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towvery vrut Gz ]

EERICIZ, DRZIT. 1dZ ERLTT, L, 27 4 Falb—a VMM LT,
EEO~ v B M —H TIEA LN TRWEER S T2, LEETHEEDOET KL AITX
LTCIXE0ar7 4 Xal—va b BERTHIEEHRLET, 2L xiE Do)
VAT, DEOEEOT RLANEZH O~y B 7 7 RLAZIERIC vy 7 Ea&NET
(AlX1, BiZ2, Cix3) ., 9 XRTCOEBEDOT RL ARy B TENTH, RICwy BT
INDT FLRE, BRUIOEREOT FLAZw y BV 7 Sh, TRTOT Yy BV T FLANR
vy BT ENDETHRATSNET (AF4, BiE5, Cld6) . ZORR, EEOFT FL2
W L THEEDO~ B 7 T RVARFETHZ LRV ET, 1x1E0ar7 1 Xal—
TarDEIZ, BHOy B TIEFRRGRTHY O~ >y B 7 Tid, FEEOFRA
DT 7 4y 7 BBETEETN, EBEORA MNLDOTXTO T 7 4 v 7%, HET
DD~y BT T RUVARETEFEHTE E7,

WO, — R DRIZD AR T 47 NAT v F V) A& Rk LET,
R9: DREDZET 4 9% NAT

ZRDELIISE I a7 4 X2l —va TR, vy BV T RLRALD L OEBEOT
RUANFIELE T, FEEOT RUARRETH XD BHENZ, vy BT T RLARARELE
T, MIFBOEZFEHETELDIE, & MIOEEOIP T RL At~y Eniz7—b
DT B T E2ITHoIEEETTT, B D EMOEEDOT RLVAXNT 7 4 v 7 #EtG
TEETH, INO6~D T 74 v 7 BB TEETA, BV X¥—0 b T 7 4 v 713, B
DA DS H>OEFE (EEICIP, Si5EIP, EEILAR— b, SiER—F, Tmbhan) 2L
THY) 72 EEEOT LA ZHEE SN ET,

G

L%t E 121325 1 O NAT 12 PAT TlEdb Y XA, 2 DOEBEDOKR R F23FE UiEETHR— k
FeBaMEH L CRUAMNTY— "B I OE L TCP 4R — M7 7 B AT 541X, WFOR
A RRRCIPT RLRIZERSNDL L, 7T RLVADBEANDD 5ODX FILR—F TR
7=, WMFOERENRY) Yy hahvET,

WO, —fRIIRERIDDART 47 NAT > F V) 4w Rk L ET,
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. ABFAVI 2y b T—=9 F TP H FNAT Fl=(FR— FEBRERELE=RAE T4 v NATDRE

10: 2 VDRET 1499 NAT

s

TOEICAZT 4o I = VEFEHTHOTIERL, RGRORGEVLEELETE N T 7 4y
TIWZIR 1D —NVEER L, O DT RLAZEZAFTI v I —NEERTDHZEE2BED
L/i‘j—o

ARBATA4vD 2y b D=0 FT2xH FNAT £21E5R— FERFEH
EL=AZ2T414 Y%7 NAT DFRTE
ZOWETIE, *rYy NY—27 AT V=27 FNAT ZfH L CAX T 1 v 7 NAT b— V&% ET

2B DWW T L E1,

FIE

ATV TN FHELZEEDOR Y NU—2 7V =7 MINAT 2B L £,

LRy NU—T A7V =7 MEBINIT 5121, [Configuration] > [Firewall] > [NAT Rules]
Z3#IN L. [Add] > [Add Network Object NAT Rule] #7 U v 7 LE£7,

WOy T —2 ATV =7 NI NAT B3 5121E, [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] # R L, X NV —27 A7V =7 M EfRELET,

AT9T2 LA T V=7 NOBFEIT, ROT 4 — )V RIZEEADLET,
*[Name] : 7Y =7 b, a~z, A~Z, 0~9, EUF R, A7 B~ £l2iE
T —=AaT DX FEMEH LTS EEN, ARNL 64 LFLUTICTHHERH D £97,
*[Type] : R A b, R NU—27 F73HPH,

« [IP Addresses] : IPv4 £7-1ZIPv6 7 KL 2, A FOEAIFH—DOT FL 2%, #HOE
AEBIET RLALETT RL R %, 7Ry NOBFEIXIPVE Xy U —2 7T RL 2B
O~z (=& ziE, 10.100.10.0255.255.255.0) F72I1XIPv6 7 RLAB LT L7 4 v
7 25 (=& 21X, 2001:DB8:0:CD30::/60) & AL £,

ATY T3 [NAT] BEZ v a U RFERENTWRWEAIE, [NAT] 227 Vv 7 LTk v a v 2 RELE

R
AT 74 [Add Automatic Translation Rules] = v 7 R v 7 A& A4 2 LET,
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ARBFAYY 2y R T—=H FTPH FNAT FER— FEBRERELI=RAE T« v9 NAT DERE .

ATY TS5 [Type] K w7 Z o A Rnh, [Static] ZER L £,

ano Add Network Object
Name: MyLBHost
Type: Host H
IP Address: 10.1.2.27

Description:

{NAT 2
™ Add Automatic Address Translation Rules

Type: Static

Translated Addr:

Advanced...

Help Cancel | 0K 3
]
=]

AT v F6 [Translated Addr] 7 4 —/L R T, = v 7P 7 RLAZKROWTANE LTHEELET, #
OISR IOy B ST, EBEOT RLALEIUEO~Y Yy 7 7 RLAEZHRELET,
LML, 7 RLVAOEBR—FHL2WEAELH D £7, GOV TIX, A¥ T 1 v 7 NAT (
49 X—) ML TIES N,

¢ RARNIPT RVAZANLET, ZHICEY, FANET V=7 MZIXx 1O~y BV
ThRREENE T, YT Ry bAT V2T FOBFEIF, A TAUKRA T FLAICHL
TRLCFRy hb~A7B™EHEN, ~ v EVTENTA L TAVEA MDY TRy RRNDT
RL Rk LTt 1 o3 fThiET, fE4 7 =7 ho%GAIE, vy BV Sh
7 RLRIZE, @A 7Y =27 MZHDLFRI CEDFA MREER, Zhbld~vy T
ENTZAHRART RLANDLIED 9, 72& 20, EBEOT RLA210.1.1.1 ~ 10.1.1.6
OHIFAL LTERSN, 1722011 2~ v BV 7 7T RLRAE LTHRETAHEE, v v BV
JHEIPAIZIE, 172.20.1.1 ~ 172.20.1.6 & AL E T, NAT46 F721L NAT66 ZEH#2TiX, IPv6
X RNT—27 7 RURAZEETXET,

CBBEL L EI VI L, Fy NT—2 ATV s FE@IRLET (ER3H LVFy b
J— 7 727 FEERLET) . IP7 FLAOHEHFIZ 151 O~y B 7 E24T91T
X, RCEDOT FLA2gte#iflagied 7o/ FaBIRLE T,
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Network Address Translation (NAT) |
. ABFAVI 2y b T—=9 F TP H FNAT Fl=(FR— FEBRERELE=RAE T4 v NATDRE

o (K= "EBMERELIZASXT 4 v 7 NAT DFADR) A V4 —T =2 A% EANITD
M, FRFBRAZ %27 Y v L, [Browse Translated Addr] 4 7 2 7R > 7 ATA v
H—=T oA REBIRLET, TV TN—T A R—=DA o F—T = A%EIRT B
ZEITITEERA,

e
Bl outside

240775

IPv6 A > Z—T7 = A AT RLUAZMHT HIZI1X, [UseIPv6 for interface PAT] F = v 7 7R
JABEANTDEMENSH Y £3, [Advanced] 7 U v 7 L TH—E R R— AL ML
RELET (FZUVAXRT LU ME—RTIE, A VX —T oA REEETHZLILTEE
HA)

ATwT1 (EE) NAT46 D4, [Use one-to-one address translation] % A4 12 L %9, NAT 46 D4,
RAID IPvA 7 RL A& RAIDIPv6 7 KL A, 2FBHBDIPVvAT RL A% 2FHDIPv6 7 KL
AL LURFERRIC 1% 1 THRICABT 2 LD ITHREL ST, 2047 Y a VEEELRWES
X IPVABLOIAL G ABMEN S E T, 1 X1 BROLEIT. ZOF—TU— N2l T 5 0E
N ET,

ATy 78 (EE) [Advanced] %7 U >~ 7 L. [AdvancedNAT Settings] ¥ 7 12 7R v 7 A CIROA T 3
VERELTCOK| 227V v LET,

* [Translate DNS replies for rule] : DNS JSZEND IP 7 F LA ZEH L F9, DNS A A7
A YBA R =T Mo TND I EEMER LT IEEW (F 740 FTEAR—T LT
) o FEMICOVWTIE, INAT 2 L7 DNS 7 = ) LISEDFE M L] 25HLTL
720N,

+ [Disable Proxy ARP on egress interface] : ¥~ v B 7 IP 7 KLV A~NDERF /Ty ho7a X
VARPET 4 =TI LET, XY ARP DT 4 B—T AL NEL L 7p B AREMEN
HDHRWIZHONWTIL, v~ v BT T RLAEL—T 4 T EBRL T &N,

s (TV YT ITN—T AN —=DA U H—T = A AIHEE) [Interface] : T D NAT /L—/L %
WHTLHEEOA 2 —T A4 A (FEETX) BIR~oy 7 A ¥—T7x1 A (38%)
ERELET, T4V TE, = Z T oY T h—T A R—F R TRTOA
VHE—T oA AZHEHINET,

s [Service] : N — NEHAARE LIZAZT 4 v I NATARELET, 7' ha/LzERL T
NoH, FFEOR— vy BV R— 2 AN LET, A— bESELIEIBEMOR— N4
(http 72 &) ZEHTEET,

ATv7T9 [OK], #HWT[Apply]l] &7 U v LET,

ABT 47 =N HHTHD BlhEEREORA NOMTHFT5) 72D, NAT L—
VT =T MIFEAEZT 47 =R LT, FHANZ 1 DT D2 2072 R R LET,
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I Network Address Translation (NAT)
AB T 4% Twice NAT Ff=zlE/R— FEBRFRE LA E T 1 v NAT DRE .

Configuration = Firewall > NAT Rules
%add - FHedt (fodete 4+ & | 3 838 - Q Fnd B Disgram <7} Packet Trace
= Match Criteria: Original Packet Action: Translated Packet
- Source Intf Destintf | Source Destination Service Source Degtination Service
1 insde outside = ctatic] 2| HTTP_SERVER 1o servicel | static2 (5} = HTTP_SERVER et servicel
outside inside Bl HTTP_SERVER B static? Eek- service 1 Bl HTTP_SERVER (5} M statci P service 1
= "Metwork Object” MAT (Rule 2) o)
2 insde outside B HTTP_SERVER & any 1 hitp B, 209.165.201.3(5) - Original - we bt
autside inside & any B 209.155.201.3 - hitp == Ciriginal - B HTTP_SERVER mee hitp 3

AT 4 v Twice NAT £ /= (I R— FEBZERTE LRI T4 v
NAT D&

ZDETIE, Twice NAT #fifH L CTAX T 4 v 7 NAT V— V&R ET D HFIEICHOW T L
iﬁ—o

FIE

AT w71 [Configuration] > [Firewall] > [NAT Rules] ZER L T, KOWTNNEFEITLET,
* [Add] %721 [Add] > [Add NAT Rule Before Network Object NAT Rules] %7 U v 7 L &7,

* [Add] > [Add NAT Rule After Network Object NAT Rules] 7 V v 7 L %1,
« Twice NAT L—/L 23R L C [Edit] 227 V v 7 LEd,

[AddNAT Rule] #' A 7 0 77K v 7 ANFR SN ET,

Network Address Translation (NAT) .
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B 257 vy Twice NAT £ - i3K— FERERE LIRS T 1 v 5 NAT DERE

ATy T2

ATvT3

an0 Add NAT Rule

Match Criteria: Original Packet

Source Interface: == Any == > Destination Interface: | == Any == H
Source Address: any E] Destination Address: | any D
Service: any [3

Action: Translated Packet

Source NAT Type: Static
Source Address: -- Original -- E] Destination Address: | -- Original -- E]
dd
AT Pool Translated Address D Service: -- Original -- [3
1 PA 1 |
L 1 UDP ports into flat range 1024 1

s A

Options

¥ Enable rule

Translate DNS replies that match this rule
Disable Proxy ARP on egress interface
Lookup route tabie to locate egress intarface

Direction: Both

Description:

Help Cancel OK

(FV oD ITN—=F A NR—=DAf o H—T = A ATWNE) EETA X —T =21 ZABL0%
A v B —T oA ZABEFELET,

=Ty RE= KT, 7740 NIRRT LSOR S OA ¥ —7 x4 2T, Wih

FREMFTOA T a N, BEDA v E—T =4 AERIRTEET, L, 7V yY 7

N—T AUN=DA B =T 2 A A=V ZTLIRTHEEIT, A F—T oA AZBRT5H

VERHY FT, Tany) [IZINHDA U H—T oA ANREENTHERF A,

a) [Match Criteria: Original Packet] > [Source Interface] K& v X 7 U X kv XFLA
H—T 2 AR LET,

b) [Match Criteria: Original Packet] > [Destination Interface] K& v 7% 7 2 U A hinD | 36561
VH—T 2 AEERLET,

i@ Add N

Match Criteria: Original Packet
Source Interface: |inside v_l Destinabion Interface: | cutside ',,.l

240014

[Action: Translated Packet] > [Source NAT Type] Kt w7 # &2 U 2 k7nb . [Static] %3841 L
F9, [Static] BT 7 + /L FDRETT,
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R85 4 v Y Twice NAT 13— FEBRERELER 27 ¢ v NATORE

ZOFREIFTEETLT FLARIZOAZMEH SNE T, SBHREOBRIIEICAZ T 4 v 712780 £7,

Acsan: Translated Packsl

Spurce MAT Type: |Stabc v1|

240042

ATV T4 Ry FOTEDIPVE £721XIPV6 DT KL A, DFV | KEXA VX —T =2 A Xy hT—7
FIZHBT 2 EEZDO7y FOT LA (FEEEORELT KL AL~y B 75T RLR)
EWAILET, DTy FEEBRINTZ ATy ORI ONWTIE, ROKEZZRL TLEE

Wy,

Source

P
-

B )

._./_'/I

Real: 10.1.2.2
Mapped: 192.168.2.2

10.1.2.2 --->10.1.1.1 >
Original Packet

Destination
‘/_/_“L_\I
( Outside )—|:|i
. p—

Real: 192.168.1.1
Mapped: 10.1.1.1

192.168.2.2 -—-> 192.168.1.1

Translated Packet

a) [Match Criteria: Original Packet] > [Source Address] {IZ 2\ T, A Z %27 U v 7 LTEE
FOXy NI—0 FT7Vxl NEFRIZTN—T%EINT %), [Browse Original Source
Address] #A 7T TRy 7 AMBH LWAT V=7 bEIFINV—TE2ER L £, IPv4
T RUVAEIPV6 T RLADWM % JNV—TICAND Z LT TEERA, 1 2DZA 72T
NEENTVWDIVERHY 9, T 740 Mtany TTH, 74T 7T 47 4 NAT %k
WTIEZDOAT v a 2 LRV TS ZE0,

Hame a i TP Address Netmask

=i [P Metwork Objects -
=oAL 10.1.1.1 255,255.285...  [-
(afl DMZnetwark1 209.165.2010  255.255.255... g

b) ({£E) [Match Criteria: Original Packet] > [Destination Address] {Z-2W\\C, AKX %7
Vo2 LTHFOR Y NU—7 ATV b, TN—T ETidA v F—7 = A A %8R
9% 7>, [Browse Original Destination Address] A 7 R 7R v 7 AMBLH LA T V=7 b
FIRTTN—T B L E T,

Twice NAT D E72HRBIX, SEEIP T RLAZEDH T ETTMN, 58kT RLAZA T v 3
VT, ST FLAZIRELESA. ZOT RLRIZAXT 4 v IV EMRERETE D

N BIZTAT T 47 4 NAT 2 CTE £9, 568087 KL A2 HE 31 Twice NAT
ERELT, EBEOT RLRIZHT 2%y NI—2 ATV N I —TOFHEIX
FENTONL—LDIEFAT T Z & T, Twice NAT DORFE O —EZ2iEH+ 52 LN T& %
T FEMEIZ DUV TIX, Network Object NAT & twice NAT D ik (4 =—7) 2B LT

TEEWY,

ATV TE Ny NOEBEINT-IPvA 721X IPv6 D7 RL A, DF V0 $iA v F—T A A F v k

U—7 FICHBRT DL E07y bOT FLA (wy BV I EETLT VAL EBEO5ELET R
VA) Al LET, LB C T, IPv4 & IPv6 DR CEHTE 4,
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B 257 vy Twice NAT £ - i3K— FERERE LIRS T 1 v 5 NAT DERE

a)

b)

[Action: Translated Packet] > [Source Address] {22\ C, ZAZ %7 U v 7 LTHEFD
Fy NU—0 A7V NEFIFITN—T%3INT 50>, [Browse Translated Source Address]
HATaT Ry I ANLH L WA T V= NERIEITNA—TEERLET,

ABT 4 I NATO< v B 70, @BEIx1TT, LieRoT, EEOT FLAL<y
BT RLAOEIIFREILCTY, 72720, MBS U TR AT B LR TEET,

R— MEBPRESNTAZT 4 v/ A B =T = ANAT Tk, vy B2/ T LA
DFy NT—7 ATVl NIN—TTlEel, A v —T = AERETEET, A

VHE—=T A ADIPv6 7 KL A ZHEHT HIZIE, [Use IPv6 for interface PAT] 7 = » 7 78 v
TAEBFANATLET, TV P TN—T A NR—DA VA —T o AZERTHZ LT

T EHA,

Source Address: outside D

| -

3' Use IPvE for interface PAT 5

FANZOWTIL, R— FEWEBRTE LI AT T 4 v 7 NAT (50 X—) ML T2
S, HEHENAS Y ELYTIPT RLAIZOWTIE, NATDOH A R4 (8§ 2—)
FHRLTLLIEEN,

(fE&) [Action: Translated Packet] > [Destination Address] IZ 2>\ C, A X %7 Y v 7
LTEEGFORY NU—7 A7V =7 NERIZTNV—T %IRRT 5 ), [Browse Translated
Destination Address] %4 7 27 ARy 7 AMLH LWAT V=V NELIXTNV—TEER L
£9

ATY76 (R V—EALBMOEELY —E R R— FEITsEr— 2 A= &l L7,

« JLD/NT y FOFEFEILAR— M EITSER— b (FEOFRELR— FERIE~v vy B 7%
JeAR— ) ZFBI L £ 9, [Match Criteria: Original Packet] > [Service] {Z-DUNT, BHEAR ¥
27 Vw7 LTAR—MEBETHIHGFEO —ERX 47Ty hEEIRT D0, [Browse
Original Service] ¥ 4 70 7R v 7 ANHLH LA T V=7 NEER L £,

c BHASNT ATy FOREILR— P ELIISER—F (Y ErVHETLAR— PEREE
BiozEseAR— k) Z#5BI L £, [Action: Original Packet] > [Service] IZDW\T, ZAR ¥ >
Vw7 LTHR— NERETHBEFO—E X 7Y =7 MESRT 57, [Browse
Translated Service] ¥4 7 2 7Ry 7 AMBH LA T V=7 FEERRLET,

=R AT Vs ME, FEILAR— MR- FOM G EELZ ENTEES, EED
P—ERA LTV hewo BT =R FT V=7 bOMFIZ, EETXAR— bFEII5
TAR—=FOWTNOERETH2LENHY 3, THEHOT 7Y r—r a URBEEOEEIT
A— NEFEHT 256 (—30 DNS — 370 &) ITEEA— B LO%EEAR— O %
RETHIHLERHY I, BHEDOEKETLR— MID-IERSNERA, 7V b T
EETR— P ESER—FOMFEZIBEETHZLITFEAEH Y FHEAN., ZOBEAITIE, T
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R85 4 v Y Twice NAT 13— FEBRERELER 27 ¢ v NATORE

DOy ROV —E A FT7 V=7 MIEBREOREGFETAR— M~y B 7 Inisfei— g
FNFET, BREINZ ATy FOY—E A AT V=7 MIF, v~ v BT SRR ETR—
MEBEOSEHER— EBEENET, N— FNaE#RT 256, EEOV—EXA A7 V=7 bD
e hrartwy B/ h—ERA ATVl rOTa haloOmFERCICLET (kX
S EBTCPIZLET) o TAT T 47 4 NAT Tl EEOFR—FE~v o7 R — R
OEFIZFE Y —ERA ATV =r MR TEET, Inotequal (FELL VW) | (=) JHE
FiEAR—FENTHERA,

IR L ET,
N Tals) Add Service Object
Mame: web
Service Type: | = tcp v

Destination Port/Range: | B0

Source Port/Range:

Description:

( Help !rCanteI_‘J; ( oK )

Match Criteria: Original Packet
Source Interface: | inside :?3 Destination Interface: [outside -'--}

Source Address: obj-192.168.251.164 D Destination Address: | obj-172.25.23.32

Service: web

0.0

. Tals) Add Service Object
Mame: web_map
Service Type: | metcp v

Destination Port/Range: | 808(

Source Port/Range:

Description:

( Help ) !"Cam:eI:; ( Ok j
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B <5710 Twice NAT E1-5K— FEBRERE LI R8T 1 v NAT OBE

Action: Translated Packet

Source NAT Type: Static T]

Source Address: obj-182.168.252.128 [3 Destination Address: | obj-172.25.23.32 [:]

D Service: web_map D

ATy T1 (FEE) NAT46 D4, [Use one-to-one address translation] = v 7 R v 7 A& 4 (2 L £,
NAT 46 Der. D IPv4 7 RL AR RKPID IPv6 7 RL A, 2FKBADIPvE 7 L 2% 2 %
HOIPve 7 R LA LUFREARIZ 15 1 CHAICAEHT 2 KO ICHEELET, 2047 va %
BE LA WIGEIE, IPVA DAL ARER SN ET, 13t 1 BOLAEIL, ZOF—U—FK
EHEATAMLENRHY 7,

ATy 78 ({EE) [Options] K TNAT 47> a v ZRELET,
Options

ﬁ'f Enable rule

_ Translate DNS replies that match this rule

rection

Description:

" Help ) [ Cancel ) ( oK )

* [Enablerule] : 2D NAT L—/L &2 A X—T M LET, ZONL—VITF 7 4L FTA F—
T o TV ET,

o (EEILHH/L—/L DA [Translate DNS replies that match this rule] : DNS J&2 N @ DNS
AL a—RE2EXHZ £9, DNSA VAT 2 a U ing XF—T R > TW5D Z & ZHER
LTLEEEN (F74NVNTIEAF—TNVTY) , 3BT RLAEZRET H%5E. DNSEE
EFRETEEA, FEHICOWTIE, INAT 2 L7ZDNS 7 = U L&D E X
Z] EERLTLIIEEN,

« [Disable Proxy ARP on egress interface] : ¥ B 7 [P 7 RLASNDERF 7y o7 m%
VARPEZT 4 E—T M LET, FHMICONTIE, =y BV 7T RLRLL—T 1~
7] mBRLTIEI N,

* [Direction] : /L —/ L% H 27 HIZ1%, [Unidirectional] Z3E8R L 9, 7 7 # /L ;i [Both]
T, W= VEHGENZT DL, 58T NUABREEDOT R A~ LG+ 20%
EfECE £,

« [Description] : /L —/UIZBIF 2B A 200 SCFLANTEIIL £,

RATYF9 [OK]Z27 Vw7 L, EWT [Applyl &2 U v 7 LET,
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I Network Address Translation (NAT)
7457574574 NAaT [l

7AT2T47T 4 NAT

IP7 RLAZBEFICERT AIVEDOHLHNAT 2 7 4 F 2l —ya VU ERETEET, &
ZIE, NAT 253y NU—ZIZ#T5H0D, 1 OOy NU—27 % NAT LRIV &0
) INFIR N — IV EAERR T DA, AXT 4 v 7 NAT b— L ZEK LT, 7 L A& HHICE
Wt DN TEET, 74TV T AT ANATIE, 24T F FT7 7497 % NAT 25
AT 2 MEDHDH Y T— b 778 A VPN OBAITHETT,

WO, — 72T AT T 47 4 NAT DOV F VA &R LET,

11:7A4F2T 14T 1 NAT

T TAT T 4T 4 NAT OFREFEIZHOWTHA L £,

TATUOTATA XY NI—9 AT FNAT DETFE
TOWETHEH, Xy hNI—7 7727 PNAT2FEHLTCT AT T 47 4 NAT L— )L &2F%
ET B HEICHOWTHIALEI,

FIE

ATy Tl FHELFEFEOR Y N —27 727 MINAT ZBMNMLE9,

LWy NU—T A7 V=7 MEBIIT 5121, [Configuration] > [Firewall] > [NAT Rules]
Z3#I L. [Add] > [Add Network Object NAT Rule] #7 U v 27 LE£7,

WOy VT —2 ATV =7 NI NAT B3 5121E, [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] # R L, X NV —27 7V =7 FEfmELET,
ATYT2 HLWAT V=7 FOBEIT KOT 4=V FITEE AN LET,

*[Name] : 7Y =7 b, a~z, A~Z, 0~9, EUF R, AT B, £l2lE
T —=A2aTOXFERMEH LTI EES N, AHNE 64 LFLUTIZT20ERH Y £,

«[Type] : RA N, Ry MU—2  FiTHH,

« [IP Addresses] : IPv4 £7-1ZIPv6 7 KL &, AR FOEFHIFH—DOT FL 2%, #HFHOE
BEBBT RLREKTTY RL 2%, 7%y NOBEIXIPVE Xy NT—7 7 RLAE
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B 7770 xvro—0 4700 rNATORE

T~ 7 (=& z1E. 10.100.10.0255.255.255.0) F72I1XIPv6 7T FLAB LT L7 ¢ >
7 2 F (7= & 21%. 2001:DB8:0:CD30::/60) Z# AL £,

RATY T3 [NAT]BEZ v a U RFERENTWRWEAIE, [NAT] 227V v 7 LTk v a v 2 REELE
D

AT 74 [Add Automatic Translation Rules] = v 7 R v 7 A& A4 2 LET,

AT9 TS5 [Type] Re vy 7 X w2 UR NG, [Static] 23R L F9,

[ EaNs] Add Network Object
Name: MyLBHost
Type: Host a
IP Address: 10.1.2.27
Description:
[ NAT &

|_T-f| Add Automatic Address Translation Rules

Type: Static

Translated Addr:

Advanced...

Help Cancel | OK

[ITE

AT 76 [Translated Addr] 7 4 —/L KT, ROWTHNOEMELZITNET,

cIRANA TVl FOBEEIE., RILT RL2AZ AN LET, @A TV =7 NOHEEIE.
FEEOFIHICBIT DRI OT KL AZ AN LET EEHNOR UEOT KL 2R S
EF9) . VT Ry b AT V=7 FOBEIR, EEOV TRy FNIZHDTEEDT RV A%
ADLET (7 Ry FNOTRTOT FLABRFEHINET) |

MR EZ L H ) L, Ry NI ATV FEBRBIRLET (FRIH LRy
J—0 377 VBl LET) . 7 RVAORPAICT AT 7T 47 4 NAT 2% €T
HExF, ZoX T a B FERALET,

AT9 71 (EE) [Advanced] 727 U > 7 L. [AdvancedNAT Settings] % 7 12 7R v 7 A CIROA T 3
VEFRELTCOK]Z27 Y w7 LET,
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74707 17 4 TwiceNAT0EE [

s [Translate DNS replies forrule] : 747 7 47 4 NATICZ DA > 3 VEFFHELRNT
<IEEW,

* [Disable Proxy ARP on egress interface] : ¥ v B> 7 [P 7 RLA~NDERF Ty o7 v ¥
VARPET 4 =T NI LET, T uFTARP OF 1 B —T ALK L 72 5 ATREMED
HHRMUZHONWTIL, v~y BT T RLRENL—T 4 T HZRLTITEEZN,

e =T v RE—FR, f ¥ —7xA A%&HE) [Lookup route table to locate egress interface] :
NAT =2~ RIZHEE LA v 2 —T = A 2T RDVIZ, v—F oI T v T %
HLTHIA =T 2 A ZE2RELET, FFMCO VL, THAOM 2 =T = A R
DRE] #ZRL TSI,

s (TN T ITN—T A N—=DA L H—T = A AZHE) [Interface] : T D NAT L—/L %
BT 2EEROA =T =4 X (FEER) BLO~v v T A2 =T =2 (5B5k)
EHRELET, 774NV BNTEH, = ET ) Y T—T A N—FRTXTOA
YH—=T oA AT S ET,

s [Service] : TAT T AT A NATIZZ DA T v a R E LRNTLEEN,

ATw 78 [OK]. F\W\T[Apply] 227 U v 27 LET,
AT 4T N—)VINTHFATHD BlEEEBEORX MO THAT5) 72, v— kv
I F T arBERLURWEY . NATL—)L T —T I ARAEZT 4 v 7 J—) LTk L
T, BHMIT1 DT D207 F - LET,

Configuration > Firewall > NAT Rules
%add - FEdt [Jocete + & 3 83 B - Q Fnd B3 Disgram < Packet Trace
Match Criteria: Original Packet Action: Translated Packet
- Source Intf Dest Intf Seurce Destination Service Source Destnation Service
1 inside outside =l static] 2| HTTP_SERVER 1t servicel =l static2 (s) =} HTTP_SERVER | Kt servicel
outside inside &l HTTP_SERVER 3 static? Beb servicel &l HTTP_SERVER (5] 8 stabel P service 1
= Metwork Chject™ MAT (Rule 2) o
2 insde outside B, HTTP_SERVER @ any &b hitp B 209.165.201.3(5) ~ Original mehtp
autside inside & any B 209.165.201.3 Ep hitp == Origirial - & HTTP_SERVER. i hitp E

7AT2T 4T« Twice NAT DERTE

ZDIETIE, Twice NAT 2 LCT AT T 47 4 NAT b— LV ZRET B IFEICHOWV TR
Eﬁ L/iﬁ‘o

FIE

AT w71 [Configuration] > [Firewall] > [NAT Rules] &R L T, kOWFNrEETLET,
s [Add] ¥ 7213 [Add] > [Add NAT Rule Before Network Object NAT Rules] 27 U v 7 L£79,

* [Add] > [Add NAT Rule After Network Object NAT Rules] 7 V v 7 L %7,
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B 75551 TwiceNAT OB

ATy T2

ATvT3

s Twice NAT L— LV ZIBIRLC[Bdit) 27 U v 7 LET,

[AddNAT Rule] ¥4 70 7R v 7 ANRFRSINET,

Tl Add NAT Rule

Match Criteria: Original Packet

Source Interface: [ -- Any -- Fd  Destination Interface: [--Any-- &
Source Address: any = Destination Address: | any =l
Service: any \;:

Action: Translated Packet
Source™WAT Type: | Static I
Source Address: -- Original -~ ._ Destination Address: = Original -~ =2

PAT Pool Translated Address Service: == Original -- L=

ound Rob
] o interface PAT

Options

M Enable rule

|__ Translate DN5 replies that match this rule

,_ Disable Proxy ARP on egress interface
Lookup route table to locate egress interface

I

Direction: | Both .

Description:

-

{ Help [ Cancel ( OK )

(TV oY TN—T A NR—=DA L H—T =24 ALHE) EETLA F—T = ABLV%
Ao B—T oA ZAEHELET,

N—T v FE= T, 7740 MIEE LR EFEDT T DA » F—7 = A AT, Wi

EEWM O T a s, FEDA A —T oA ZAZBIRTEES, 2L, 7V vy 7

N—T A N=DA B =T oA A=V EFTIRTHEEIL, A F—T oA AXERT D

VERNHY ET, Tany) IIFZHEDA =T 24 ANEGENTVERA,

a) [Match Criteria: Original Packet] > [Source Interface] K& v X 7 U X kv, #FEA
=Tz A AETRLET,

b) [Match Criteria: Original Packet] > [Destination Interface] K& > 7 # 7  U X kv 8561
VH—T o ABRIRLET,

[@ Add NAT Rule

Match Criteria: Original Packet
Source Interface: |mside :| Destination Interface: | outside :J

240044

[Action: Transated Packet] > [Source NAT Type] Kr > 7% 72U A hnD, [Static] &3 L
£, [Static] 23T 7 4 /L FDOERETT,
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ATv74

Acsan: Translated Packsl
Spurce MAT Type: |Stabc v1|

74707 17 4 TwiceNAT0EE [

DFREITEE LT FLAICORBEA SN ET, S0EOEHITHICAZT 1 v 71270 %7,

240042

Ny FOTEOIPVAET-1XIPv6 DT RL A, oF 0 BETXRA v HZ—T =2 A Fy NT—7

ICHEBLT 2L S0y bOT FLA (EEOKEILT FL AL~y B 75587 RV A)

EWAILET, DTy FEEBRINTZ ATy ORI ONWTIE, ROKEZZRL TLEE
Wy TITE, WHIHEARNCTTAT T 47 4 NAT ZFITLETH, INBAA NEEHR L F

‘j—o

a)

b)

[Match Criteria: Original Packet] > [Source Address] (22 C, AR X %27 U v/ LCEE
TFOFxy NI—0 ATV METIZTN—T %N 5 ), [Browse Original Source
Address] ¥ A4 7 7Ry 7 ANLH LWAT V=7 NEFIZIN—TE2ERLET, IPv4
T RVREIPV6 T RLADW A7 N—TIZAND ZEITTEERA, 1 DDZA T2
NEENTVWDIVERHY 9, T 740 Miany T, ZOAF T aid, ~v 7
T RULAL any ICERETDEAICORER L £,

Hame a3 TP Address Hetmask

=i IPw4 Metwork Obgects
= oa 11 0,411 255,255.255. .-
_@mmﬂkl 209,165.201.0  255.255.255...

248775

({L&) [Match Criteria: Original Packet] > [Destination Address] {22\ T, ZRA X %7
Uo7 LTHEFEORYy NI—=0 ATV b, JNA—T FlldA ¥ —7 = A ZA%IER
9% 7>, [Browse Original Destination Address] A 7 2 7R v 7 ANHLH LWAT V=7 K
FINTITN—TEAERR L ET,

Twice NAT D E7efEREIX, S8EIPT RLAEZEDDH T ETTMN, 58T RLRITAF TV g
/T? ST RVAZRBE LSS, ZOT RLVACAY T 4 v 7V B RETE D
N, BUIZTAT T 47 4 NAT 2 CE £9, %687 F L A2 M3 Twice NAT
T IELT EEEOT RLAIKTDHRY NU—7 TV r b IA—T7 A EIZ
FETONL— IV DIAFATT 25 Te, Twice NAT DMOFFE DO—H2IEHTH LM TE F
T, FEMIZ OV TIL, Network Object NAT & twice NAT Dbl (4 X—) 2L T
<TEEW,

RN— M EHAERELT-AZT 4 v I A HZ—T A ANATIZRY, f vV H—T = A A%
@Rbiﬁ“o AVE—=T 2 A ABBETIHHEF., BTV —EALTHBLBREL 9, 7L
WZOWTHE, A= NEWAERTELIZAXT 4 v 7 NAT (50 X—7) 2B LTLKEX
v,

Network Address Translation (NAT) .



Network Address Translation (NAT) |
B 77277« wiceNATOBE

ATV TS BHENT Ay 8T RLRAEZHBNLEST, 2FV, 58X —T = A Xy hT—T

FRINDNNTy P T FVA (wy B 7RELT FLRAEEEDET FLR) TY,

a) [Action: Translated Packet] > [Source Address] IZ DT, AR ¥ %7 U v 7 LT [Browse
Translated Source Address] 4 7 B 7R v 7 AP BLEBEDIREILT RLURITERIRLIZHD &
MRy NT—=2 A7 V=7 hEFRIIIN—T 2R L £, EEOT FLX(Zany 245
ELZSEA T any ZEH L £,

b) [Match Criteria: Translated Packet] > [Destination Address] (Z2OWC, AL 227 U v 7 L
THFOFR Yy NI—0 A7 V=7 bERIFINV—T%3INT 50>, [Browse Translated
Destination Address] % 4 7 27 Ry 7 AMLH LWAT V=V NELIXTNV—TEER L
£

T RVADT AT T 4T 4 NAT Tld, EEOT FL AL~y BT 7T RLADM
FHICHIZRCA T V=7 VERIIIN—T 2R LET,

SEMET RVAEBEWMT HGE, AXT vy v~ v EU71E, @F 131 T, Lk
T, EBEOT FLRE~wy BT T RLAOHKIFRICLTY, 7L, BEISUTRR S
BIZTHTENTEET, FEMICONWTIE, A¥ T 4 v 27 NAT (49 <—2) ZZWL T
LIEEW, HEESNDI~Y Y ETIPT RLAIZONWTIE, NATOHA KT A2 (83—
V) BBBRLTLIIEEND,

ATv7T6 (EE) h—EALBOEE LY —E A R— hE3sk— 2 A— F 2B L7,

« DTy FOKREITLAR— FELITSER—F (BEORETR— M ERE~y B 75
JeAR—B) %5 L E 9, [Match Criteria: Original Packet] > [Service] IZ- DT, BHAR ¥ >
27U w7 LTHR—FERETHHGFEOY —E R 7V =7 M 3IRT 55>, [Browse
Original Service] ¥4 7 0 VAR 7 AN LWAT V=7 MEER L £,

« BHAIINT- T v FOREILR— P EITSER— b (v B ZEEIRAR— PEREE
FED5E AR — k) &5 L E 9, [Action: Original Packet] > [Service] (Z D\ T, SR X v
27 Vw7 LTHR—MEBETHIHEOT —ERX 47Ty hEEIRT D), [Browse
Translated Service] ¥4 7 2 7Ry 7 ANBH LA T V=7 NEERLET,

F—ERA ATV M, FEILR— NESER—NOWFEELI ENTEET, EBED
Y—bERAA TVl heww B =R ATy FPOEHIZ, HETR— MELITS
HR—=RFOWTNNERET HMLERNSY 3, THEHOT 7Y r— 3 UREEDEREIT
R—FE2EHT 2546 (—H0 DNS — 370 L) ICEFEILA— hB X O% R — Foli %
BETLHIMLENDY TN, BEOEEFE LR — NI ENEEA, A7 V=2 b T
EETLR— F EFER—FOWMGEIEETHZEITNFEEALEH Y FEAN, ZOHEITIE, T
DRy OV —E R ATV x 7 MIEBREOFEETLR— M~y B 7V SnfsdeR— g
FhEd, BHINEZ 7y bOV—E R ATV x27 ML, v~ v B SRR ETR—
MNEBOSEER— MR EENE T, N— ML T 2856, EEOV—LRX A7V 7 b
Juahrartey s —ER ATVl fboTa halomFERICICLET (e
Wl G EBTCPIZLET) o 74T T 47 4 NAT Tl EEOFR—FE~vo L7 R —h
OMFIZF Y —EARA ATy N TXxET, Tnotequal (FELL 72V | (I=) HE
FIEVFAR—F SN TWERA,

I &R L ET,
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ATvIT1

T AT 2T 4T« Twice NAT

Service Type: [ m tep

Destination Port/Range: | 80

Source Port/Range:

Description:

.'[ Help ) l:l:am:elj E—"GH

Match Criteria: Qriginal Packet

Source Interface: [ inside

zz I}

I#]  Destination Interface: [ outside

Source MAddress: obj-192.168.251.164

D Destination Address: = obj-172.25.23.32

Service: web

web_map

Service Type: [ 1 tep

Destination Port/Range: | 808(

Source Port/Range:

Description:

.': Help ) [:CanceI:] E‘-Ull 3

Action: Translated Packet

Source NAT Type: Static

B

ofa]:

Source Address: obj-192.168.252.128

_| PAT Pool Translated Address

D Destination Address: | obj-172.25.23.32

G Service:

web_map

(f£&) [Options] fEIK CNAT 47> a v a&ELET,

00
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B woz=sy>4

Options
™ Enable rule

| Translate DN% replies that match this rule

Direction

Description:

Help ) ( Cancel ) G0k

s [Enable rule] : =D NAT L— V& A X —T W LET, ZONL—)IUIT 7 4/L K TA F—
T o TV ET,

o GEEILHHNL—/LDA) [Translate DNS replies that match this rule] : 5657 K L A %%

ELRWEATHLZOF T v a v EERTEETN, 7 RLRAZZRAHITERL TS
D TDNSIGEIEENBERNZD, ZOF T a ET7 AT T 47 4 NAT 13
SNFEHA,

+ [Disable Proxy ARP on egress interface] : ¥~ v B 7 IP 7 KLV A~DERF /Ty ho7a X
VARP ET 4 E—T M LET, I ONWTIE, [y BT T RLREL—T v
7 BTSN,

s NM—7 v RE—R, £ ¥ —7 =1 A%E) [Lookuproute table to locate egress interface] :
NAT 2~ RIHRE LIcA v =T = A AT 5001, v—F Vw7 v T %
EHLTHOA =T oA R RELET, FBMICOVWTIE, A F—T=A R
DRTE] BB L TIIEEN,

* [Direction] : /L —/ L% HLFEIZT 521X, [Unidirectional] Z#8&R L %9, 7 7 4 /L ;i [Both]
TY, = VEZHEEMIITLE, NTT7 4 v I REBRDT RUA~OERiZRET 50 %
B CEET, ZORTIE. TAMNOEDIHERTIIHAERHY 7,

* [Description] : /L —/VIZBET BB % 200 SCFLINTEIM L £,

ATv T8 [OK] %7 V> 7 L, i\ T[Applyl &7 Vw7 LET,

NATOE=AR Y
WRDR—=T 35 NAT I A7 7 7 2R R TEET,

+ [Monitoring] > [Properties] > [Connection Graphs] > [Xlates] : {# ] FF @ xlate 3 JZ O bl i &
N T2 xlate 23779 5 121%, [Xlate Utilization] 7°7 7 Z38R L £ 9, ZiuiL, showxlate
o< ]\\‘ & IEJ%TTJ*O

* [Monitoring] > [Properties] > [Connection Graphs] > [Perfmon] : NAT D /X7 #+—~< A {EH %
FoRd HITiE, [Xlate Perfmon] 77 7 @R L £9°, Ziuid, show perfmon =2~ Kb
O xlate 1§ & [R5 TY,
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NAT O & &

nat oz I

F3v b
TA—LY)
e 1) —2X 5 BA
X NU—2 7Y/ b NAT 8.3(1) Iy NI—=2 A7V 7 hOIP T KL AD NAT %%
ELET,
WROBEMAZEANEIITEHE S E Lz, [Configuration]
> [Firewall] > [NAT Rules] [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups]
Twice NAT 8.3(1) Twice NAT Tl, 1 DD/L—/LTERETT RLAB IO

5097 R L ADMWT il T& £,

WOE R NE T Z41E L7, [Configuration] > [Firewall]
> [NAT Rules],
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B wors
73wk
F+—L4LY

HEER IJ—2 e

TAT T 4T 4 NAT D% ENAlRE R 7 1
FYARP BLON— P} Ly I T v

8.4(2)/8.5(1)

TATYT 4T 4 NAT DLUHIOU U — AT, 7a¥x
VARPIIT 4 =T M EN, A VA —T = A R
DOWEIIEFIZN— b vy 7 Ty IREH ST E
L7z, INHERETHILITTETERATLZ, 84(Q2)
LIBs, 74T 2T 4T 4 NAT OF 7 4 /L NEIEIZMO
AXT 4w I NAT 27 4 X2 b— 3 OEMEIC—
BIdL2EEsNE Lz, Zhucky, 77401
TR FY ARP (34 F—7 &, NAT 27 ¢

Fal—valZhOVHNA v Z—T oA ADBREZ I
HEDIRVELE FEESNTVWDLIEE) ., ZIbD
REEZTOEFFRITLLTEETL, @A *—7
NEREIT A =TT HEHTEET, BEDOA
2T 4 v I NATOTF xS ARPET 4 B—7 NIt 5
TEHLTEDIHITRHoTVET,

83 LV LRHIDEREDSGE . 8.4(2) LAFE~D NAT kR
JL—/L (natOaccess-list =~ F) OBITICIE, 1%
YV ARP T 4 £—7 WIZT HF— T — R no-proxy-arp
BIONV—=F VoI T v T a2l T5%F—U—F
route-lookup 23% 0 £9°, 8.3(2) B L 8.4(1) ~DFEAT
(A &7z unidirectional & — 7 — RiL, BITICfE A
SN0 E LI, 83(1). 83(2). 8.4(1) 75 8.4(2)
Ty I 7= T 5L, B R T 5720,
RCDTAT T ATANAT 2L T 4 Falb—Ta s
(\Z no-proxy-arp % — Y — K & route-lookup ¥—7— R
NEEND XI5 TWET, unidirectional ¥ — 17—
RIZHIBR SV E LT,

ZDOWDEHBNEF I4LE L7, [Configuration] >
Firewall] > [NAT Rules] > [Add/Edit Network Object] >
[Advanced NAT Settings], [Configuration] > [Firewall] >
[NAT Rules] > [Add/Edit NAT Rule],
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nat oEE

HaE

iy

TS5y bk
Th—LY
y—2

B

PAT ’—VEBLORTZ v Rrey 7 RLXA
VNG

8.4(2)/8.5(1)

1507 RLADRKDYIZ, PATT KL ADF— L5 f8
ETEDX T E Lz, £72, A7 3T, PAT
7 RLVADOTRTOR—FEHEHLTOHL T —LNOK
DT RVAEERTZDOTIZZRL, PATT KLAD T
TR EIY Y CEALS R—TNMITHIELTEE
T, ZHDHOKEEIX. 1 DD PAT 7 FL A TEH D
B AT> CODIEAIZZIND DoS WEBOX G L 72D =
EERBIETADICENLLET, I 0REICLY, £
BDOPAT 7 LA ZfHHICERETE ET,

ZDOWDEHNEF I4LE L7, [Configuration] >
Firewall] > [NAT Rules] > [Add/Edit Network Object].
[Configuration] > [Firewall] > [NAT Rules] > [Add/Edit NAT
Rule],

7 Ra by PAT 77— /LVEID YT T, BE [8.4(3) T Ra b BN YT TPAT P — L&+ 5% & X
FOFRANDEICUIP T RLAZFEHAT S W2, BA NMIBEFOEGERH DGH. TDRA RNLOD
Bl DB TlX, AR— FAMEHAFTRE THIULIE U PAT
IP7 FLARNEHINET,
ERINHEEITH Y TR A,
Z OFREIL. 85(1) 721X 8.6(1) Tl TE £H A,
PAT 7 —/L @ PAT "— ~D 7 5~ Fo&ipa | 8.4(03) EHTE 2546, EBROXELR— MNEFR~ Yy B

A—MILTERAINET, 2720, EBEOFR— IR
FHTERWEAIE, T 74V T, v~ BT R—
MIFEBEOR— FEZ LR CR— REE (0~511, 512
~ 1023, BLV 1024 ~ 65535) NOBIRENET, #
D=, 1024 LV H FOR— MMIIE, /NEWPAT 7'—
INDBRH Y F9,

TALAR— NEEEEHAT S T 7 4 v I B EEL BH DY
Bl PAT 7 — V2T 5 & &2, A XNERR 5
3oDBOMRDVIZT T » MR — M AT 5 &
INHRETE £9, 1024 ~ 65535 £721L 1 ~ 65535 C
7T

ZOWDHEHAZEF I4LE L7, [Configuration] >
Firewall] > [NAT Rules] > [Add/Edit Network Object].
[Configuration] > [Firewall] > [NAT Rules] > [Add/Edit NAT

Rule],
Z OFREIL. 85(1) 721X 8.6(1) TIXfFH TE £H A,
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B wors
TS5y bk
TA—LY
HERER )—2 ELE)
PAT 7 — /L D HLEE PAT 8.4(3) % PATIP 7 R L A TlE, K 65535 DA — k2 H]

TE X1, 65535(HD AR — h TEHN AR5 78E81T,
PAT 7 — %t L CTHEIR PAT 2 A X — 7 /LI T H 2 L
MDTEFET, JLEE PAT Tix, BHE®ROET N LA
EIR—IEED, IPT RLATETIERL, H—E X
T LIz 65535 fHOR— FAMERH SNET,

ZORDHEEMNEL SLE L7z, [Configuration] >
Firewall] > [NAT Rules] > [Add/Edit Network Object].
[Configuration] > [Firewall] > [NAT Rules] > [Add/Edit NAT

Rule],
Z OMBEIX. 85(1) £71L86(0) TIIEHTEEHA,
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nat oEE

TS5y bk
T4H—L4L1)
HEeS IJ—= Bz
VPN ET7Oua—h/LIP T R ZA&254 1L T |8.4(3) Fhiz, WEry hU—27 T, By YTon/-e—h

BT DOEBED P 7 R L AT H#) NAT
JL— )

IP7 RLATIEARL, VPNETDEEDIP T KL A%
AT 2HBE1/HY £4, VPN Tld@s. WNEx > b
U— T 78 AT R0, BoYToni-a—nb1
IP7 RLABRETICHEESNET, 2721, N —
NRBLOR Y hU—7 X2V T 4 NET OFEEED IP
T RLARICESS ARSI, u—AVIPT KL A%
L CET OEEONRTY v 7 IP T KL AR THE
ANHY ET,

ZOMEEIZ. PRI IN—TF T oD L H—
T2 ATARX—TINITHIENRTEET, VPNt Y
Va UNESLETIRUII S NS & AT Y27 R NAT
JL—LISENIZIE NG K OHIBR SV E T, /b—/bidshow
nat =2~ R&EHH L TERTEET,

N—T 4 T DORIEDTS, T OFREN ML TRV
X, ZOMREOBMITHER LA, THEHOX Y b
T — 7 L OMERED AN A ffEi8 3 51TI1E, Cisco TAC I
BREWELELIZEI W, ROFIRFHEZMRL T LS
AN

* Cisco IPsec 35 & TN AnyConnect 77 7 1 7 > F DHD
PR—=FINET,

*NAT RV —BLIOVPNRY >—REHINS L

AN, XTI IPT RLVA~NDY X —2 bT
T4 TIZASACNV—T 4 VT EINDEVLENH Y
T,

e — FKRT Uy IF Y AR—-FahEEAL Ob—
T4 T OMEDD)

e —30F (N7 VI IPER) IV R—FEN
FH A,

ASDM TliiZa<r Nig¥hAR— SN EHFA, <
VRIA Y= VEFERA L Cavr REAHLLTLE
él/\o
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HaE

iy

TS5y bk
Th—LY
y—2

B

IPv6 1D NAT DR — k

9.0(1)

NAT 23 IPv6 N7 7 4 v 7 2 AR—NTDHL51270
IPv4 & IPv6 ORIOZEH G AR — hSivEd, IPv4 &
IPv6 DRIOZE# L, FTF AT L v kN F— R TIEH
A—hSHNERA,

WOHEENEF SILE L7z, [Configuration] > [Firewall]
> [Objects] > [Network Objects/Group]. [Configuration] >
[Firewall] > [NAT Rules],

Wi X DNS/Lw 7 7 7O NAT DR —
K

9.0(1)

NAT /L—JLI3A 2 —T JVIZ ST DNS A VAT v g
V&S B IPv4 NAT, IPv6 NAT, B X UNNAT64 %
EHT 556, NAT 135/ & DNS vy 7 7 v 7D
DNSPTR L a— ROEWEZ VKR — T 5L 912720 F
L7,

Per-Session PAT

9.0(1)

Per-session PAT #EHEIZ X o T PAT O4EaRMEN A B L
JTAZY T DGHEITEA N — =y MIME D
PAT #ft A fEH T& 5 X 91272V £9°, Multi-Session
PAT #f5e1d, M= M=k L CHlfl2== > b &
FIEE & THMLENDHY F9, Per-SessionPAT & v 2 3
VO THRIZ, ASA S U 'y MAEE S, BIEIC
xlate ’HIBRENE T, 2DV kY MZLoT, =K
J— RIZRNAEZ e & fiftfit L. TIME_WAIT JRHE % [a]58E
L %9, XMAYIC. Multi-Session PAT Ti, PAT # A
LT MBMERENES (T 74 FTIE308) .

ey b= KTv) b7 4 w7, 728 ZITHTTPR
HTTPS D541, Per-sessionfEREIC L > T, 1 7 KL &
THR— R ENDEHRDKIBIEMTHZERH0 £
J, Per-session HEREZEH L 72 WEEIE. FFEDIP 7
03RS D 17 R U RO REEGERITHR 2000/F)
T, Per-session BREAFH T 25581%. FFEDIP 7
0 k3T H 1T R U AOEEERIL 65535/ %) 7 A
THALNTT,

T 74N K TiE, TRTOTCP b7 7« v 7 B L VUDP
DNS k7 ¢ w7 7, Per-session PAT xlate Zfif f§ L &
9, Multi-SessionPAT 2 L &5 8T 7 4 v 7 T
Z X H.323, SIP, Skinny {Z%} L T Per-session PAT %7
=TI T BITIL, Per-session fHG/L— /L& AERK L F
R

WOWE DA S4E LTz, [Configuration] > [Firewall]
> [Advanced] > [Per-Session NAT Rules],
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nat oEE

HaE

iy

TS5y bk
Th—LY
y—2

B

NAT/L—)L =D RT3 g0 a
Ty hETH

9.3(1)

A FZ—TINDOEPA . NAT L— /LD EHFITL—/L 2%
ANDFETHRICEH S, V—IVRBEDNT y—< R
B R RIFTZL1IH Y FHEA,

[Configuration] > [Device Management] > [Advanced] > [Rule
Engine] i |2 NAT 23 BIIS L E LT,

X4 U7 Z L— K NAT O¥LE

9.5(1)

Xy V7T 7 b— FEITREUE PAT Tld, NAT T 1
W1 DDOR— FMEHAZRI D B TLHOTIE RS, FHA R
WCR—hrDO7ay 7280 YTHIENTEET (RFC
6888 AL TS Z&EWY)

[Configuration] > [Firewall] > [Advanced] > [PAT Port
Block Allocation] =< > K238 & 31E L7z, [Enable
Block Allocation] 473 = 7 ~ NAT 3 L O Twice NAT
AT aT Ry 7 APBIMIIE LT,

SCTP IZ%f3 % NAT R — k

9.5(2)

ABT 47 Ty NT—7 ATV =7 FNAT L—/LIZ
SCTPAR— hZFRETEH LIV E LIz, AFT 4>
7 Twice NAT T SCTP DfEITHEE S N EH A, &
A 72 v 7 NAT/PAT |Z SCTP ZH7R— h L T\ EH
oo

WOMHAAE T X UE L7z : [Configuration] > [Firewall] >
INAT] BIVAREEA 2T 4 v 7 Ry NI =0 TV =)
K NAT /b—/L, [Advanced NAT Settings] % 4 7 &2 7 7R »
7 A,

NAT D=k 7wy 7810 T 58
w7

9.12(1)

NATOAR— b7y 7 OEVYTEFHNTHE, F—
kN 7'a w7 OFERI L OHIBRHIZ S A7 A Tsyslog A v
t—UnNERINET, BERZ OREERNICT S
L HEELERBETA v E—305017 BNER SN ET,
AvE—UF, TOREETED Y THLNATHDTRTO
TI2T 47 R —h Ty l&ELAR—FLET (Fu b
=z (ICMP, TCP, UDP) | *fEtd K U%ESEA v ¥ —
TxA A IPT RLA, R"— K Ty 7 %258 .

WOBHAZEEL SFVE L7z, [Configuration] >[Firewall] >
[Advanced] > [PAT Port Block Allocation],
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