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a) [Add]Z 27 Uy 7 LTH LW A—T2AER]T 20, 70— %% RLT[Bdit] 27 U >~
7 LET,

b) a—N ==V s INA—FD[GroupID|ZASILET, =2— =T = F T —T
T, 12U EDa— L ==V = ba2 1 DL EOMGCP AT 47 7 — b U = A & B}
TET, 0~ 2147483647 DEPHOMEEE T 7,

o) BEffTLNTNEa— L 2=V ML THIBIEND AT 4T 5 —bsU A DIP
7 RV RZTZN—TIZBMT 512X, 6D IP 7 KL A% [Gateway to Be Added] (Z A )
L, [Add>] %227V v 7 LET, R LR kotc— oA ZHIBRLET,

AT AT = U= 13—IZ, Bt Er@EC-ERETE. A ¥ —3y MEIEMM
DTy b Fy NT—=J 5@ LT —% N7y b EDOROEHREITH Ry b U — 7 85
TY, WHE., F—bhv=AlFavr KE, a— L 2=V hOT 7 4Lk MGCP 7R —
~ (UDP2727) IZEfELET,

d) MGCP AT 47 F—btvxAZHlflT5a— N -2z hOIPT KLAZBINT 51
I, £ 5DIP 7 F L A% [Call Agent to Be Added] IZAJI L, [Add>> %72 U v 7 LE
T, RERoTcz—Y v bEHIBRLET,

W, a— NV z—Yxr Miavr KaE, Y= hT =2 DF 7 4/ s MGCPAR— ~ (UDP
2427) IZEELET,

e) [MGCPGroup] ¥ A4 7R 7Ry 7 AT[OK] %7V v/ LET, LEISELTT rE R &
DL, o7 V—T%BIMLET,

[MGCP Inspect Map] ¥4 72/ Ry 7 AT[OK]Z#27 U7 LET,

P EFLETAOTORANDA VARG Y3y
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RTsP A v 25 v ay [

INT, ZOA AT ary <y TEMGCPA VAR gy —ERARY —THEHAT
DL FET,

RDEZRY

< TEFERTEEODOAL AR g R = ERETEL LRV ELE, 77
r—ar A T hal A AT gV DOBRE] EBERBLTLEE N,

RSP VAR 3y

RTSP A VAT g I T 7 4V b TA R—=T M2 > TWET, T 7 2V b USOALEL)
VBRI OLRETHMERH Y £, ZZ2TIE, RISPT U r— g f VAR
e T L

RTSP £ VAR L 3 VOBME

\}

RTISP A VAN Vg 2P a4 52 L1280, ASAIZRTSP X7 v h @i S 2
ZEMNTEXFEJ, RTSPIE. RealAudio, RealNetworks, Apple QuickTime4, RealPlayer, 35 J O
Cisco IP/TV D& THEM SvET,

GE)

Cisco IP/TV Ti%. RTSPTCP " — k 554 B L 18554 L £,

RTSP 7 7'V /r—y a i, #iliHlF v x/L & LTO TCP (FISMAIZ UDP) & & HITTFHRIFE A
N— b 554 M L9, ASA L, RFC2326 ([ZH#EMLL T, TCP 22V HR—rLET, 2D
TCP T ¥ XX, 7 74T P ETHRESIN TS R T AR— K E—RISLT, &
FIETA NI 7 4 v 7 ORBIEHINDGT —4% Fy ORI vm—a I E
7

PAR—KI TS RDT k7 > AR — NI, rtp/avp, rtp/avp/udp, x-real-rdt, x-real-rdt/udp.
x-pn-tng/udp T,

ASA X, AT —H% A 32— K200D SETUP LA A v — T %fENT LET, SETUPIGE A vt —
DN, BEITAICBE L CTW DA, — NE ASA & ORI EBIR THMEBICHFIET D 2 &
W72 5720, Y=L ERTIEFICH L TCHAA T I v I Ty EH< 2 EBRMEITRDY
FT, ZORBEAE—YNT U INNT Y RERTH LS. ASAIX, ¥4Iy 7 Fxx
NERLSBEEIH D A,

RTSP A AT g d. PAT 72137 27 /U NAT R —F L TWERHA, £7-. ASA
IZ. RTSP A v EZ—UBHTTP A v —VHNIZESNDHTTP 7 v —F U 7 285 CE £8¥ A,

gELETHOTorarns o zRsvay ||
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EELETADTARALDA YRRV a Y |
. RealPlayer 2 E &4

RealPlayer % € 24

RealPlayer Z i 9% & X%, SmEE— RZEL<EETDH I ENEETT, ASA TiE, ¥—
INING T T4 T > MZ, £72013%F Ol access-list 2~ > KZ&iBJI L £ 7, RealPlayer D355,
[Options] > [Preferences] > [Transport] > [RTSP Settings] 27 U v 7 L THzibE— FE2EE L F 7,

RealPlayer C TCP &— K% 3 5554 1%, [Use TCP to Connect to Server] = v 7 R 7 A%
F UM [Attempt to use TCP forall content] = > 7 AR v 7 A& A NI LET, ASA T, A LAY
Vary VU ERET HDLEITH Y EE A,

RealPlayer C UDP & — R &9 %354, [Use TCP to Connect to Server] 33 J2 UY [Attempt to use
UDP for static content] = v 7Ry 7 A% AN LET, AT F ¥ X NTOFEHANRTE 20
TAT AT VIO TIE, ASA T, inspectrtsp 2 ¥ 2 RZEM L E7,

RSTP 4 VAR 3 VDFHIEEIE
RSTP A AT ¥ g NZIIROFIR R EH S nvE T,
* ASAIZ, ¥/ FHF ¥ A KNRTSP £72I1XUDPIZLABRTSP A vt —U %2R — K LEEA,

cASAIZIE. RTSP A v E—U A HTTP A v E—YHICBENTWS HTTP 7 o —XF /%
AT ARERIIH D FH A,

HDIASLIP 7 RLUANHTTP A v t®—YF7ERTSP A v =YD —E& LTSDP 7 7
ANVNIZEENTNDT=H, ASAIL, RTSP A v E—UVIINAT 2 FE(TCE A, Ny
M7 T 7 A METEETA, ASA TIET7 77 A2 MEERT= 37w M2k LT NAT
BEFEITTHILIITEERA,

Cisco IP/TV TiZ., A vt —® SDP E43Z%f LT ASA NFEITT 2 EHDEIL. Content
Manager ([CHH 7027 T 5 A NOEIZHEILET (70775 UM, 274l
L 6 HDOHBDARIP T RLAEZESHAIENTXET)

Apple QuickTime 4 F 7213 RealPlayer 1D NAT % E CX £ 9, CiscolP/TV X, B =—7
& Content Manager 3MMHBR > hT—2Z12H 0, H— PRy hT =TI D & XIT
7217 NAT 2l T& £9,

RTSP 4 VARG 3 R)O—T v TDHTE

X NU—=ZIZR LTT 74V hDA AT 2 g VEIER 5 T alE, RTSP A A
Ryvary R — <y T EERLTCRISP A VAT v a DT 7 arbeh AR AR
TEET,

A7 art LT, RISPA VAR v ay 7T A<y TuEIER L, RTSP A VAT v g v
DT T 490 IV TARERTEET, oA 7 a & LTE, RISPA VAT 2 g ViR
Vo=~ TChIT 47 JITAZEBEERTDHILHTEET, 7 IR vy T a2ElkT
LA AR ary vy TRTI T4y OREZEBEERTHZEOENVX, 77X
~ v TCIIEME R REFEERER T, VI A~y T EFAATE LN RTT, ZOFIA
TIEA AR vary=yIZOWTHHALETN, 77 A~y " THEAIND UL,

P EFLETAOTORANDA VARG Y3y
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RISP 1 v 2 X5 a3y Ky v— vy 0%z |

[Inspection] &% 7IZBHT A FIHTHBH E N TWAD L L[H U TJ, [Configuration] > [Firewall] >
[Objects] > [ClassMaps] > [RTSP] Zi&IRT 570, £72ldA P AXRT v a v <y T ORERFC
ER T 5 Z 812X » T, RISPZ T A vy P HRETEET,

ATy I
ATv T2

ATvT3

RTv74

ATy TH

LIFCTHMAT L FIESMA T, =X RY —=DERKPICA VAT v a v vy T2BE
TEET, v v 7ORNEE, ERGIECBERZRFE LT TY,

1R BHHIIZ

—¥BD T T 4 VBREF TV a T, BADEDICERERZHEHALET, b7/
=IO 1 DEFEATIHER. RN ERFRELIZERKREH O 79X v 72 ERLE
7,

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [RTSP] #i#&R L £ 7,
RONWTNNEFEITLET,

c[Add] 27V v 7 LT, LW~y 7ZiBIMLET,

vy TERBERL, [Bdit) 27 U v 7 LET,
L~y 7OE 40l (kK40 CF) EHPZ AN LET, vy 7 E2mET 5 L &3,

EHETEDDOEMHADHTT,
[Parameters] ¥ 7% 27 U w7 L, %R A T a VR ELET,

» [Enforce Reserve Port Protection] : A7 4 7 Ah—h x 2 x—3 g VHOFRELHR— RO
FEAZHIRTD0E 9 D,

« [Maximum URL Length] : A vt — CfHEHTE 5 URL O KE (0~ 6000) .
[Inspections] ¥ 7% 27 Vw7 L, N7 7 4 v 7 ORIEICIESWCEET HHRHEDA L ALT Vg
CEEHRLET,

o747 —BEUHEL, RISPV T A~ T H_X—R T 5 A VAT g~y T
— WA EBERET A0, FRIEIOMAFICL > TERTXET,

a) ROWTNNEFATLET,
c[Add] 27 U > 7 LT, FILWEHEZBMLET,
« BEFORMEZEIR L, [Edit] %27V v 7 LET,

b) [Single Match] Z i8R U CTHREZEHER T 57>, £ 7213 [Multiple Match] %184 L T4
ZEFRTDHRISP 7 7 A v T HIEBRLET,

gELETHOTorarns o zRsvay ||
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ATvT6

EELETADTARALDA YRRV a Y |

c) HUMERZ I TERLEGAIE, REO-HZ A 7L LT [Match] (T 7 4 v 7 3HUEL
—HTHMENRDH D) £7X[NoMatch] (T 7 4 v V7 IZEEL B ZMERNH D) #ik
WLUFET, 7=&2iE, UFH] lexample.com] T[NoMatch] 28R L7254, [lexample.com]
EEL NI T4y 7 IETRTI TAYy TORMGINIIR 0 £3, WIZ, BELZLITDO LD
IZRRE L £,

« [URL Filter] : B4R L 72 IE#RBLE 71 ZEHREBLY 7 2125 L CURL G LET,

* [Request Method] : announce, describe, get parameter, options, pause, play. record,
redirect, setup, set parameters, teardown DT ILNDOFERGFA L HE L ET,

d F7 74 v I OBAETEITTDLT 7 v a a2 LET, URLOBEDEHEIL, #kix K
Ry 7T LpmX L, Ry P LIEEROR X V24 X —T VT HIENTEE
T, BERGADOREDLEIL. L— IR (N7 vy M) ZEHATEET,

e) [OK]Z#27 U7 LT, A A7 ayaEBMLET, LEIZSU TR &2 0R1L
£7

[RTSP Inspect Map] XA 7R Z Ry 7 AD[OK| %27 Vw7 LET,

INT, RTISPA VAT v gy P—EARIV—TA VAT vary v TR TES
L 2lThn F9,

RDBERY

<~y T EERTAEODAL AR a R V—ERETEL LRV ELE, 77
r—arv A Fabhal AR g VORE] EERL TR,

SIPA AN 3y

SIPIZ, A2 —Fv bEH, TV 74=—, TLEUVA, AV MBH, BIXORA v A2Z
F A= FIELFERHENTWD 7 a Fa/L T, TF%2 M_—2DOMWE & F D ZikiE
LD, SIPRy hY— 2138 E< D2 T o BBICEb SN ET,

SIP7 7V r—var A VAT a TR, AvE—V Ny X —BIOALOT KL A%
e, N—NOBWRA—7 0 BLOEAWNRBEEET = v 7 BMThivEd, SIP A vE—Y
DOREEMEZFEBT L7 7V r—rareXa V7 0B8R0 1 hab~OHEjLE | SIPX—2A
DHEEOKRH LY R—NEnx7,

SIP A > AT 2 a9 U NEFT 7 4L b TA F—=T N> TWET, ZHUL, 7740 bSO
BN LB G . T3S b ENTE N T T 4 v I DAV ANRT g Va4 X —TWITT D
TeOIZTLS 7 e F L 2RET D HENDOHRET DHENDH Y £9, T T, SIPA AN
7 a AT T R EERINCEHB L E 9,
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sip1oz2xsvavonz [

SIPA VAR 3 VOBE

IETF TERINTWVWDHSIPICL Y, FRC2 FROBFTFRFH R EOa— VAl y v a v
W Ta— ) BMEHAAEEIC72 D £4°, SIPIESDP & i U CEGELF 24TV E4, SDP I, A
FTA4T AR —bHOR—FEEELET, SIPEZHEHTLZ L1250, ASA L SIP VoIP 7 —
F72ABLORVoIP a2 — %P R— hTXEJ, SIP & SDP DEFKIL, KD RFC
IR S TVWET,

 SIP : Session Initiation Protocol, RFC 3261

» SDP : Session Description Protocol, RFC 2327

ASARRHDSIP 2 — V&P R— b T 258K, 7V 7 X ve— I PRE RO R—
I (UDP/TCP 5060) fEH CEEIIN, AT 4T ANV —A@FXAFI v 7I2EDETHERD
72D, AT ATHERT RLAOY T F VT Ayt— AT 47 A—b, BXOAT 4T
OB AR TA2LERH Y £9, Fiz, SIPIL, IP X7y hO2—FF —HEHZIP T
RUL R ZHDIARLET, ASA Y R— h9°5 SIP B3R URI D KEIL 255 THHZ LICHEE
LTLEEWN,

AVAB N A= (M) 77V r— 3 Tk, SIPYLIEMEEE (RFC3428 CEFE S
NTWn3) BIOSIPEADA X @ (RFC3265 TEFESNTWD) bEHLET, =—
YRFry bhtvviay B T2R7)Fay) B LEE, 2a—FRAEWITF ¥ v
25 EXIZ, IMT 7Y r—3 3 > CTlk, MESSAGE/INFO J53X 202 Accept Jitn& Z i L %
T, T2 2R, 2ADZ—PFIXNDOTHA L T A TR D AR H U T4, R L T v v
et L0 EHA, TDED, SIPA VAT vary moPuid, RESNTNHD
SIP ¥ A L7 0 MEIZWES THA LT U R THEAR—AEZHREET, oM, Bk
MLV LS DU ERESEET DLENH D 9, BEMFHERFMH X Contact Expires fE TEFE L .
HWHE 30 50 TT,

MESSAGE/INFO Z3Rki%, % . A— bk 5060 LA OEIJIZEID 4T HAL7eA— M &2EH L T
BENDTD, SIPA VAR gy oD@ o 0ER™H D £3,

G¥)

SIP A VAT v ait, Fv v MERBODHEZYR—FLET, mUA FAR—F, 77 A /L5
R, TV =g AEHEFYR— FERTWER A, RTC Client 5.0 1ZH AR — RSN TWE
A,

SIPA U ARY S 3 VDHIEEIE

SIP A > A7 Iz X, Cisco Unified Communications Manager (CUCM) 7.0, 8.0, 8.6, &
V105 TT A F&f, PAR—=FSNTHET, CUCMES £/ 9x.THH R —FShEHA,
SIP A Y AT va U E, o) ) —2 L/ THRET 2560700 £7°,

SIP A VA7 ra vt HODIAENZIP T RLRIZNAT 2@ LEST, =70, HETE
SASEMI T DT R LA BT 5 XD ICNAT 23 E L TW A6, SMHET R ( Trying) IS
BEA Y=V DSIP~y Z—HNO [from| ) FTESMIONEEA, ZOTD, 5ET FLA
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B 7orrrosprozrosay

DEWZERET DL IICSIP b T 7 4 v 7 2FHLTWAHEAIT, 7Y =7 b NAT 4 H
THULERHD FT,

X2 VT4 VNABRREICAS F—T 2 A, FRHEEX2T T 40 LUV GHETL) 05
EEFa T4 Loyl (Fi) ICEBEAL U F—T oA ZZK U TIENAT 7713 PAT 2R E L
BRNTL SN, ZOREFTR—FEINERA,

PAT % SIP T 256, IROHIRFHIEHN S E T,

c ASA TIR#ESNTWAHERY FT—ZDSIP 7axiZVE—h = RiRA o M a2 &L
kLT3 L, MOLI B —EDOLRMETFTHRENKIK L ET,

*PATNUE—F = FARA > PHIZRESINTWS
SIPLYARNT =P Ry hT—T12H D,
.Iyﬁf4yb#%7n%y%~ﬂ:%FéﬂtRKﬂﬂR%wﬁ—V®%ﬁ%
T 4 =)L RIZAR— FMMTRE I TR,

« SDP S OFTEHENERSE 7 4 —/ K (0=) ODIPT RLARERE T 4 —/L K (c=) OIPT
RLRERI2 By NESIP TN ABREEFETDHE, o= 74— /L FDIP T RLANIE
LSEBEINWGERH Y £3, T, m74~wF?ﬁ~bﬁ%%ﬁbﬁw$rf
2 k2 LOFIRIZE D DT, PAT TlE, BT 57201 — MBAXLERO T, AHlE
KL ET,

-Mﬂ%ﬁ%?éﬁAi A= FEFFRVWNEBIP 7 L A2 ETe SIP ~y X — 7 4 —)L
RIZZEH SR WATREHE DN H D720, NEFIP 7 R U ADNAMTIZIRIVE T, Z ORH 28
T A12iE, PAT DS D IZ NAT 2% E L 9,

TIAIWEDSIPA VARG 3

SIP A > AT v a U NET T 4N R TA F—T Mmoo TEY, WEELT 74V hDA VA
X7 var R =~y T ERERALET,

«SIP A LV RAZ Uk AvE—Y (IM) OYLEMRE : 4 *—7 v

«SIP N7 7 ¢ 7 LIS D SIP AR— MER « 7]

e —NREZ U RRA LV MDIPT RLVADIERR : T4 8—T 1

VTR =T ON=T gL SIPLSD URIEZYRY @ T =T L

LU EDSEdeAR Y 7 I o N ERGE A R —T L

« RTP #EHL - 386 FH 581 L 72w

« SIPHEHL : A7 — h F= w7 Ly X —REEE FAT L7220
%%Méhth374/ﬁ@4yx&7yayﬁ4* TIAZI 5 TWRINZ SICHEE LT
KTEEV, kSN b7 7 4 v 7 AT 51213, TLS 7V u X e ET HMENH Y £
¥
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SIP A v2xsvav Ky v—vyInEE [

SIPA ARG g RYO—T Yy TOHRTE

Fy FT—=JICK L TT I AN DA AT g VEWED 4 TR WS IX, SIP A v A2
Iyary R — T EERLTCSIPA VAR v as DT Vark AR A A TX
i‘é‘o

A7 arvE LT SIPA VAR vay I Ay TH#ERL, SIPA VAT a0k
T4 0T VT AEERTEET, oA 7L ar & LTL, SIPA VAT a iR v—
VS TCNT T4 T VIRABEEERTHIELTEET, /7 7A T 2ERT A &
EAVARY v ay vy T ThI T4V ORAEEBEERTHILEOE WL, 77X vy
T CIIEME A EELERCTE, V7 AYy TEHAATEDL L VWO E T, ZOFIATIE
AVART T ay vy FIZOWTHHALETR, 77X vy 7Tl D LR,
[Inspection] &% 72T A FIHTHBH E N TWA H D L[H U TJ, [Configuration] > [Firewall] >
[Objects] > [ClassMaps] > [SIP] Z#&IRT 50, E7iTA VAT v a v <y TORERITIE
Kt DL AT, SIPV TRy PR ETEET,

ATy T
ATvT2

ATvT3

ATy T4

DT THATAFEIEIMZ T, Y—EZX RY —DERFICA v AR Vg vy TEHRE
TEET, v v 7TONFIL, ERFIECERZRFE T TT,

1R BHHIIZ

—¥DO T T 4 VBREF TV a T, BADEDICERERZHEHLET, b7
=IO 1 DEFEATIHER. RINCERFRRELIFZERRE O 79X v 72 ERLE
7,

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [SIP] Z&#&R L £7°,
RONTNNEFEITLUET,

c[Add]ZZ7 Vv 7 LT, HiLWwey7FZBMLET,

cHNRERTT Oy T HBRLET, EF2 U7 4 LYULVEEBEEFETLII LG,

[Customize] 227 V v 7 LT~ v 7 ZimBET 52 L b TEET, ZORDFIETIE, v~ v 7
HHAZ A ZEITBMT 56D L LET,

L~y 7ORE, ARl (RK40XF) EHEZ AN LET, vy 7 EamET 5 & &L,
EHETEXDLDOIFFHHADOATT,

[SIP Inspect Map] % 7 & 7' 78w 77 A D [Security Level] £ = —C, S%HE/Rpa 7 X o b—
varigbI —HETDH LIV ERRLET, T 740 bO LUV [Low] T,
Uty b LNLOWTRPREE T 555, LETKRTTI, [OK]Z27 U v7 L,
FEODOFEEZAXY T LT, SIPA VAR v a O —ERARY —)L—/LTv v 7% {HH
LET,
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B osriozxxovavkys—<yTiomE

ATYTE REEZSBIZAAZ YA XT DHLENHDH5E1E, [Details] 227 U v 7 L, IROFIEEZFETL
ij‘o

a)

b)

d)

2)

[Filtering]| # 7% 27 U v 7 L, SIPA LV AZ L K Av—Ur 7 (IM) JEEMEEZ A *—
TNCT DN EI D, FRIESIPAR—MEDSIPUSND N T 7 4 v 7 BFFA[TDHME D
IR LT,

[IP Address Privacy] # 7% 27 Vv 7 L, =L RRA L D IP T KL RAZIERRIZ
THNEIDEEIRLET,

[HopCount] ¥ 7% 7 U w7 L, 380E~DFR v THN0 LD KRENZ L E2ERTLHNE DD
FBIRLET, ZIUTEY, SEEICEETHETOICT DI &M TE 2V Max-Forwards
N —DENTF =y SNET, £, REAGR N T 74 v 7R LTIITT LT 2

vary Ny bhoRay7 o rkry 7 Uty b EFlErY) & vnX ook
ARX—=TNELZEZT A E—TNDOELLIZTENEERRTHIVLELHD £97,

[RTP Conformance] ¥ 7% 7 U w7 L, B HR—/LIZHiD RTP 237 v 37 a k 2/L(Z
WEILL TV 22Tz 7 TH0EIDERINLET, /-, ¥llZF = v 7 75856
E, VT IRICHE SN TR, B — REFFEIIE T AICRET 5089 ik
RTxET,

[SIP Conformance] # 74 27 V v 7 L, IREEBT = v 7 L~y X — T 4 —/L ROBE IR
FEZA R—=T VT DD EIMERIRLET, BIRLIoA T a T, MG N7
T4 IR LCFEITTET7vay KXy boruy”, o Key 7, Tk

b, FiEes) &, aX a4 F—TNAERIET 4= NDOEL BT H 0 E®RIR
LET,

[Field Masking] # 7% 7 U v 7 L. Alert-Info 33 & O Call-Info ~ v % —® SIP LL4+ @ URI %
MET H00E 5L User-Agent 35 X W Server ~v X — D — /x> RRA 2 FDY 7
2T N—=Va VERETLINEIMEIRLET, BRLI-A T a T Eic, #4779
L7V vay (A7 ERIFR IR ABRIRL, oX 0 724 R2—7NMIT D07 4

=TT BN ERIRLET,

[TVS Server] # 7% 7 Vw7 L, BEMGES—E X —N"EZHEELET, FHERGEY—E
A P — %, HTTPS OMENLEFIZ Cisco Unified IP Phone X7 7'V &r—3 3 v $— %343
TELEOICLET, ERABOV—N"EZ@HHTEES, Vo ~vTRULNZZIPT FLX
EATILET, SIPA AR ¥ a IR S B T Lo —NCx 5 8 h—
NERE, BRI ENEFEHT I 0ERELET,

CUCM Y — N TREFERFEN —E A P —RERELET, RETT 74V NS OFR— &
AT 25603, KN— hES (1026 ~32768) Z AN LET, 77 4/L b B— L2445
<7,

AT w76 [Inspections] ¥ 7% 27 Vw27 L, FF7 4 v 7 ORMEIZESNTIET HREDA VAT g
VEERLET,
T 7 4w —FHEYEL, SIPV T A~y THR_X=R T, A VAR g~y ST
WA EERET LI, FRIEOMFIC L > TERTEXET,

a)

KONTNNEIATLET,
c[Add] 27 U > 7 LT, FILWEHEZBMLET,
« BEfFORMEZEIR L, [Edit] %27V v 7 LET,
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ATy FT17

SIP A v2xsvav Ky v—vyInEE [

b) [Single Match] Z iR U CHRIEZ EHHEER T 5>, £7213 [Multiple Match] 4 3R L T4

¢)

d)

e)

HEFRTDSIP IV TA 2y T HEIRLET,

HUELZ I CERLEGAIE, BEO—HX A 7L LT [Match] (77 ¢ v 7 | 3HUEL
—HTHMENDH D) F7L[NoMatch] (M7 7 ¢ v V7 IZRKMEL BRIV ENH D) %
WLET, 7=&xiE, X7 Texample.com| T[NoMatch] 23R L7545, Texample.com|
EEL NI 74 v IETRTCI T A~y TOMGIMTI0 £, kI, REEZLITO LD
WCRRE L E T,

« [Called Party] : B4R L2 IEMIFRBLE 1T IEHEIL Y 7 2Tk LT, To~v &4 —THRE
SINTEEMEZRELET,

* [Calhng Paft}’] : E*R L/fCIE%E?EEﬁAi 7c !iﬂ_:j:ﬁ%fﬁy 7 A%t L . From ™~ &»—“(
BESNTREMEZRELET,

* [Content Length] : 8 € SN 72HE & (0~ 65536 /314 k) LVEWSIP 2T ~y
X—ZBAELET,

« [Content Type] : Content Type ~v % —. 5FE ) SDP ¥ A 77, BR L= EREH £/~
IFEHARBL TR —HT 544 72RAELET,

o [IM Subscriber] : R L7z EHRFRFEZIFERER S 7 R L TCSIPIM Y7 27 5
ANERELET,

* [Message Path] : 38R L 7= IEMEH F /2T EREB 7 7 A2k L TSIP Via~y ¥ —%
MELET,

* [Request Method] : ack, bye, cancel, info, invite, message. notify, options, prack,
refer, register. subscribe, unknown, update DV T A0 SIP ERK A HE L £,

s [Third-Party Registration] : B&#R L 7= IEMFR I E 72T ERFBLY 7 2%t L THF— K /3—
T A BERDOEREEZRELET,

« [URI Length] : fEESN/=E S (0~65536 31 b)) 2B TS, BIRLE=Z AT
(SIP £721X TEL) @ SIP ~v X —® URI #HBA L £7,

—HFTDHN T T4 I LTCHEITTDHT 7V ay Oy b Rkay 7| Bio e v
7. Uy b, vud) b Bl EAF—TNERET A =T ADEDL BT D0 EER
LEd, Tlinvite] BEO lregister] (Z—FT H2ERGFXDOGEIT, L— MR (37 > K/
B) b cTEET,

[OK]ZZ7 Vv 7 LT, A VAT varzBMLET, LBECLC T AZEY KL
£,

[SIP Inspect Map] ¥ A 7 27 Ry 7 ZAD[OK| %27 V27 LET,

INT, TOAL AR vay <y T HBSIPA VAR g O —ERRY —TTHEHT
XD L0 ET,
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<~ TEFERTREODL AR g R V=R ETEL LRV ELE, 77
=gy A Fabhal 4 AR g ORE] EERLTLIIEEN,

Skinny (SCCP) 4 AR 3V

SCCP (Skinny) 77V /r—vay A AT g v TlE, X7y b TF—4%, BEUh—L0H)
PRI HEDIAEN TS IP 7 RLRAER— b ESEAEBRLET, £/, BT m han
WPLTF = v 7 LHEARPRAT— N T vF T HIT0ET,

SCCP A VAT 2 a U ET 74 /b hTldEA X—T7NTT, ZHE, T 7 4/ FEIAA OB
B FIIE R AL SN T T 4 v T DAV ART g A =TT HEDIT
TLS 7 XL 2R ETIABRBICORRETIHLERDH Y 4,

ZIZTIE,SCCP TN r—v g A VAR Vg T OWTEBA L 97,

SCCP A4 VAR O 3 VDOME

Skinny (SCCP) 1%, VoIP *v bV —27 Tl s 55~ m b=/ TF, SCCP =T %
Cisco IP Phone |, H.323 BREi CHEH TX £, Cisco CallManager & fff3 2% &, SCCP 7 7
A7 v ME, H.323 HEfilGR & [RIRFE A T £,

ASA [X, SCCPIZxf L CPAT & NAT #H7R—hLEJ, IPEFTHEHATEE7 2 — L 1P
7 RUALD G IPEFENZWEEIT, PAT BB T, Skinny 7 7V r—ay f LV ARY
T a . SCCPL 7 F V7 3 RONAT & PAT #HR— b4 52 LT, TTDSCCP
VIFVT Ny NERAT 4T Ny RIS ASA BB TEH LI LET,

Cisco CallManager & Cisco IP Phones [} D@H O 85 7 « » 71X SCCP #FEH L CTE Y, FhlZ
REZ LR TH SCCP A VAT v g K-> TUER SN E T, ASA X, TFTP — i
% Cisco IP Phone & % Ofth> DHCP 27 7 A 7> MIk[F$ 5 Z & T, DHCP 47+ 3 > 150
BLV66 b AR—k LE9, CiscolP Phone TiX, 77 #/b h /b— h&F&ET D DHCP 4~
Tav3IEERIZEDHIELTEET,

GE)

ASA X, SCCP7'u k2L x— 3 2 22 VAR EBE L TV 5 CiscolPPhone 75D b5 7 4 v
I DA AR g oY R— N LET,

Cisco IP Phone MY HR— k

Cisco CallManager 75 Cisco IP Phone & bR TEEX 2V T 4 A VX —T =2 A AZHD hARu Y
TlX. NAT 7% Cisco CallManager ® IP 7 KL A IR GE, ~ v B TIEAXT 4 v 7 Th
HRERHY £, i, Cisco IP Phone Tl Cisco CallManager @ IP 7 KL A% 27 ¢

XFal—a V CHRPOICHRET AV ERNHDT-DTT, AT 4w I TATVYT 4T 4 =
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scep 1 v 2xy o3 oiEEE [

YERUIWZED, X2 T 4 DOEWA U H—T = A A ED Cisco CallManager /3 Cisco IP Phone
MO DORFREZITAND Z ENTEET,

Cisco IP Phone Ti, TFTP #—/3NZ7 7 & A LT, Cisco CallManager — NZHHi 95 721
VERBREFREF T n— RTH0ERHY £7,

TFTP $-—/ 3 & L L C CiscoIPPhone D 53 F 2 UV T 4 DIRWA X —T = A A RIZH DY
AL, ACL ZfE/H L TUDP AR — |k 69 DR 472 TFTP $r— N 2 BN H D £77,
TFTP Y — N2 L CUEAF T 4 v 7 =2 MU BRMBETT R, A ZT v 7 = FUIZT
LRENTH Y FH A, NAT 2T 256, @illA2 7T v 7 = FUIEELCIP 7 KL
v~y BT ENET, PAT Z#EHT %A1, WMUIPT RLAEFR—MNIvy B 7 ENRE
7

Cisco IP Phone 7% TFTP #— 335 &2 U Cisco CallManager & b _XTEFX =2 U7 ¢ DEWVA »HF —
7 A A LIZH D56 . Cisco IP Phone 3 #ft Z B TE 5 L 12T 572D, ACLRRH

T4 v T FUVIEKEHY FHEA,

SCCP 4 VAR L 3 UDHIREEIE

SCCP A A7 + 3 &, Cisco Unified Communications Manager (CUCM) 7.0, 8.0, 8.6, 3
FO105 TTF A RS, ¥R—FSNTHET, CUCMBS 7213 9x. TlEIA—hShEzH
lve SCCP A AT vad, o) V-2 R THIET 2560360 £77,

WD Cisco CallManager @7 K L A NAT % 721% PAT HIZBID IP 7 RV ADR— N Z & E
LCWA5E. ASA X TFTP %M L CHEET 5 7 7 A L DONFITHT L C NAT F£721% PAT %
PAR—F L TWRW28, FD Cisco IP Phone I D& ERIF R L £7, ASAIZTFTP A vt&—
CONAT ZH R —1rL, TFTP 7 7 A A HICE R — A 2B X F3725, ASA (TEFEOBERT
IZ TFTP IZ K - Tt & 4172 CiscoIPPhone D27 4 X2 b — g v 77 A VIZHDIAE R
72 Cisco CallManager D IP 7 R A LR — hEEHTAHZ LIXTEEHA,

G¥)

ASAZ, a— N &y Ty 7HOa—ERE, SCCP a—/VOAT— K7V 7 x—/LF—
N—%PR—FLET,

FIAILEDSCCP A VAR 3y

SCCP A VAR v a i, WOT 75/ MEZHRALTT 74/ b TA X—T NI/ ->TW
F9,

o BGk o g TR L7

« Ayt —YDRKID : 0x181
VLT 4y I ADRISDE/ME : 4
AT 4T XA LT T b :00:05:00
S TF VT BA DT TR 01:00:00
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« RTP #EHL : w6 FH5RH] L 722w

Skinny (SCCP) 4 VAR L 3V R)I— Ty TDERE

ATy I
ATy T2

ATvT3

ATy T4

ATy TH

AvB—=UNRTA—HITER LT EDT 7Y a U EEET HITIE, SCCP A v AT g
VARV — =y IEER LET, B LA AT g RY — =y %, SCCP A
AR g kAR —T I T A EEHTE LT,

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [SCCP (Skinny)] &R L £,
WONWT NN EFITLET,

c[Add] %7 UV v 27 LT, HiLnvwy 7 ZEMLET,

cNEERTT Oy THBRLET, EX2 VT4 LYV EZEBEEETLHZI LD,

[Customize]Z#7 Vv 7 LT~y 7 amET 22 b TEET, ZOBRDOFIATIEL, v~ 7
ERHASA XETITLENT A0 E LET,

L~y 7ORE, Al (RK40 XF) EHEZ AN LET, vy 7 amET 5 & &L,
EHETZDHOIFMHDOLTT,

[SCCP (Skinny) Inspect Map] Z A 7 & 7" i~ 7 AD [Security Level] B = —"T, MEQar 7
Xal—rarbRbI HTDHLNEZERLET, 774/ bDO LT [Low] TT,

TVt b LNV OWNTRPBREFE BT 55A, UETRT T, 0Kl 227V v L,
Y DOFINEE AF > 7 LT, SCCPA U AXRT g OYF—ERARY = L— /L Tv v S &l
ﬁH ]\/\i—éqo
RIEx S BIZHAZ A XTDMERH H5401%, [Details] 27 Vv 7 L, ROFNEZFITL
£
a) [Parameters]) ¥ 7% 7 U v/ L, ROF T a BB RLET,

* [Enforce endpoint registration] : = — /L& %&(5 £ 7213 E(E T HHIIC Skinny =2 KA A

NGRS DUNERDHDHNE D D,

+ [Maximum MessageID] : A/ SN D KDSCCP AT — a v Avyv—TID, T 74
VR DR RAEIE 0x181 T, 16 HEELAEIT 0x0 ~ Oxffff T,

* [SCCP Prefix Length] : fx KIS X OR/ND SCCP 7'V 7 (¢ v 7 AR, T 7 /v F O/
X4 T, 774V NORKEIZH Y THA,

e [Timeouts] : A7 A THIWN T TV U THHDOZA LT 7 NeRETHNEI D, B
TRENLDXA LT U ME, T74NVMIAT AT OEEES . V7 F V70
AT 1 BT,
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b) [RTP Conformance] # 7% 7 U v 7 L, BV AR—/LZ{iiLDd RTP /N7 v b3 m k@bl
EILL CWABZ R T =30 EIDERIRLET, £z, EBILEZT = v 772556
L, V7TV RSN T R, o — REE R I T ARET 2008 9 EiR
RTxFT,

(f£&) [Message ID Filtering] # 7% 27 1V v 27 L, SCCP A v —VDAT— 3 A vk—

VID 74— RIZESNWT Rey ST 5877 vV EREELET,

a) WOWTNNEIATLET,

c[Add] %7 U 7 LT, HLWEHEZBMLET,

 EFEOREEAZBEINL, [Edit) 227 Y v 7 LE T,

b) HEHEO KX AT L LT, Match] (FT77 ¢ v 7 3HEHEL —HT20ENH D) T2
[NoMatch] (N7 7 4 v 7 I 3FEREL R D50 ERNH D) ZIRIRLET,

¢) [Value] 7 4 —/L RC, 0x0 ~ Oxffff D 16 #EID AT — 5 A vE—V ID OfEIZESW
ThrI7 74 v 7 %ELET, 1 ODOA v —2ID OfEEAST 57, ID OO
BEHRTEEATILET,

d) eX T2 A F—TNERETT A =TT EINEIDERIRLET, 77 aidE
W2y ho Fay 7 T1,

e) [OK]ZZ7 Vw7 LT, 74NMZEBMLET, LEISLTCTrt 220 LET,

[SCCP (Skinny) Inspect Map] Z A4 722 Ry 7 AD[OK] %227V v 7 LET,

INT, ZOA AT gy vy T SCCPA VAR gy —ERARY —THHT
XD L FT,

RDEZRY

<~y T EERTLEDDAL AR g R =R ETCEL X010 ELE, 77
r—ary A T hal A AT g OBRE] EBEBLTLEE N,

STUN A AR 3 Y

RFC 5389 TEFE X1 TV 5 Session Traversal Utilities for NAT (STUN) 1%, 77 74 VB3 RHE
DX, TIIFR—ZADYTNEA L a3 a=/r—3 9 HIZWebRTC 7 547 >
MZE->THHENET, WebRTCZ T4 7 ME, £ OEA. 7T 7 KSTUN Y — % 1{f
HALTART Y w7 IP7 RLABIUOR— FZ5HE LEF, WebRTC (X, Interactive Connectivity
Establishment (ICE, RFC 5245) #fEH LT/ 74 7 MilO#wiz R LET, b0
TAT Y M, TCPREDMOD T 1 ha Vi il$ 52 &6 TEET A, @E., UDP ZfiH
LT,

T7AT A —E, ZLOAE, BEUDP N7 7 4 v &7 vy 735729, Cisco Spark
72 8D WebRTC 8 3 Bt 52 T CTERWZ E23%H D £4, STUN A > A7 3 Tl
STUN = R A > NHDOE R — V3B, STUN & ICES AR 7T 4 T 2 A5
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AEnEd, 2hicky., W TERT = v 7 DHERISESNTZHBEIL I T4 T FOBIEN
ﬁTéﬂi#O:@tb\;ﬂ6@77)&~v3/%41 7w_¢5t WoT 7 A L—
NTH LA — N EB BER R 2D F7,

FIFN DA AT 97 FTATSTUNA VAT Vg A F2—T 2T 5 &, STUN
N7 7 4> 712 L CTCP/UDP AR — k3478 NEEMR INET, DA AT g X, IPvé
7 KL A& TCP/UDP DA% HR— K LET,

STUN A > A7 2 3 ZIENAT IZBT 20 < OO HIRAH D £9, WebRTC 77 1 v
TIZDOWTIL, AHXT 4 7 NAT/PAT44 3% 7R — kN S4LET, Cisco Spark [T B > A — /L% 4
L LRWDT, Spark IZIBIMOD X A 7D NAT ZHAR—hT&xFE4, £/, FA4FIv7
NAT/PAT % & e NAT/PAT64 % Cisco Spark T4 252 L L TEx £,

EUR— A RERII L L&, STUNA VAR Vg i 7 o— vt —R—F— LT T RAH
F—RFTHR—bSNEzT, 7L, bTFo¥Fr7varDida=y METHEHE SN EEA,
STUN #RDOZEHRIC2=y MIEENRAEL, o=y NP STUNJEE 252G Lhd
STUN IGEIT Fe vy 7 anEd,

GE)

STUN A VA7 3 Tk, BREISEEZWET LD T U7 a v IDBMEHI
9, TR T EFEHLCERO Fay 72 NI TNy a—T 4 7T 58E1F, VAT AR
TNy ZHNDID O (T 4 Ty AR R) #EET 5728, peap TERINDID & EHEE
s nZ LICEE LTSN,

STUN A > AT v a DA F—T WULOFEMICOWTIE, 77V —Tar bA¥ 7u b
)N AVART a VDORE SR TLEEN,

EELETAOTORIILA VAR I VDER

HHeSR J)1)—2= BEREIEER

SIP. SCCP. BLNTLS u2 X Th IPv6 |9.3(1) SIP. SCCP, BXNTLS 7w % (SIP %£7-1% SCCP %

DY R—k ) ZEHALTCHWDEE, IPV6 F T 7 4 v 7 ZRAE T
XAHL9TFEL,
72 ASDM HiEIZH D FH A,

SIP TOEMEMIEY—E X, NAT66. CUCM |9.3(2) SIP A > AT g » CIEMEMRAEY— B A — %3

10.5, BELET /L8831

EEERE DT R — R, FETEDLIICARD FE LT, NAT66 bIEH T £,
SIP A A7 2 3 L CUCM 10.5 TF A hEHTT,
SIPA VAT Vg v RY —<y FIEEBEE—
A = ROYHR— kBN BEMEE LT,
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HEES J)y—= BERETEHR
B D a7 2P L7- ASA T SIP A > % |9.4(1) #BE DT T ASA il 5 SIP /Y TF T
R g v DINT F—< AN b, NEBFET BHEEDSIPA LV ART g VN T 3 —<
VANMEELE L, 7272 L. TLS, EEE. 721X IME
TaXxrEFEHT RS, N7+ - ADMREITRS
NEHE A,
TR X 7= ASDM EiHIZH Y A,
ASA Y T AZ Y T TOSIPA AT g |9.4(1) ASA YV 5 AHTSIPA Y ARY L a vV EBRETXEST,
YOY A=k FE 7 e —3, FEOL=y P TERTEETH (n—
KRG 7TDie) | F0OF7T—4% 7u—ERT
2=y MIFETALERH Y F9, TLS 7 2 F Uik E
I AR—FSHnTWERA,
EREINZHEEITIH Y /A,
Eih 7 1 ¥ VB LOUCIME 7 1 % A2k | 94(1) SIP A Y AT ¥ a VaEd DR, a7 n¥ v E
HSIPA U ARY v a OV R— FHEIRS [ZUC-IME 7' m % IR TE e < 72 0 £, BERfbE
nE L, NN T 7407 B2RETDHITIE, TLST X2
L/i‘é—o
[Select SIP Inspect Map service policy] # A 7 7 7 7R w7 A
7> [Phone Proxy] & [UC-IME Proxy] 23HIBR SV E Lz,
H.460.18 H.#aE |2 BiE# 9~ 2 H.225 SETUP £ » | 9.6(1) H.225 FACILITY #* v ¥—72% H225 SETUP A v & —3
Y — Y ORNCEET D H255 FACILITY A v DENZERETS (X, =2 FFRA > M3 H.A460.181C
T =TT HHI23A AR g DY EPLT D GAICHRAETHHARHV ) 2T
A=k, HEIICHIB A VAT gy R v— <y Taik
ETEDHLITmDFE L
H323 A AT g R v— < 7O [Call Attributes]
BTN A T a rNBMENE L,
Session Traversal Utilities for NAT (STUN) A |9.6(2) Cisco Spark % & 7» WebRTC 77U #/—3 3 > ® STUN

VAR g

NI 74y 7 BRETELLITRDE L, A AR
7varTiE, VE—V 8T T 4 v 7B R —
VIRBRE £,

[Add/Edit Service Policy] %A 7 & 77~ v 77 A® [Rule

Actions]>[Protocol Inspection] % 7 (247 3 = » ANBII S
NnFE L7,
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Communications Manager 10.5.2 D% 7R — k,

W55k SIP O TLS 7' 1 % > TO TLSv1.2, % 721% Cisco
Unified Communications Manager 10.5.2 T SCCP A > A
N7 varEfTE L IR E L, TLS Y m ¥
TE. client cipher-suite 2~ RO—#E L TBMEH
72 TLSVI2 W AA — F &Y AR— b LET,

AR SNHEEIZH Y £H A,

SCCP (Skinny) A > 2A~7 v = iE, TLS|9-13(1)
FaxTREIESNE L,

tlsproxy ¥ —7 — K, 3 XU SCCP/Skinny Hf 5k A > A
X7 varO¥R—MIFELEERE L, ZOF—U—
RIZ4#% DY U — AT inspect skinny =2~ > K> 5 B
SINDHTETT,

SCCP (Skinny) A > A2 v 3 > CiE, TLS [9.14(1)
TuaX OV R— R E L,

tlsproxy ¥ —7 — K, 35 X U SCCP/Skinny 75k A > A
Ry v arOPAR— MIAIBRENE L,
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