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A v —|Z 3GPP-SGSN-Address BN F ENDHMLERH Y £3, —HOV— K X—=F 1D
GGSN X, ZDEMET 74/ FTRHEELRZWGEERH Y £,

ENAIIL XYy FD—H TJORAILAVARIS I UD
42X

WKDOTa haLdDA AR g 00E, OBIZEEHFINTNDETA B ANKLETT,

. GTP
* SCTP,
* Diameter
* M3UA
ETIL AU REH
* ASA 5525-X F % U7 license
* ASA 5545-X
* ASA 5555-X
ASAV (&ET V) Fy VT TAE A (T7 40 P TEHAR=TN)
Firepower 4100 ® ASA Fr T T4
Firepower 9300 @ ASA XY VT TR
o+ _XTHOET L Xx V7 A48 RIMMOET VCIIEHTEERAL, ZNHOTm Ay
ITRAETEEE A,

. ENALRYRT—=IDA VARG 3y
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e 12y vavnF7rt |

GTP f VAR 3 DT IHIL bk

GTPA VAR v a U ET 7 40 b THEA X—T > TWEHA, 7272L, =2—FBHD
AVART vary v T EREYTICAR—TMITDHE, ROUEEITOT 74/ N <y
TIIMERENET, v~ v TERETIHIVNENDDLDIL, BARHMEDVERBEDHRTT,

s T — IR ENFEH A,
o RO R AHIL 200 T,

o MU RIVDEREILS500 T, 2L, PDPa T %A b (my RARA U ) OFITHY
LET,

*GTP—Y RARA L bDEA LT DU MI305TT, =2 KR A > MZiE, GSN (GTPv0,1)
BLOSGW/PGW (GTPV2) g ENTWET,

*PDP 2T HADHA LT D MI305TT, GTPV2 TiE, ZHNIERT IF- a7 XA
N & ALT T NTY,

c BRODEZA LT T NI 143 TT,

T F VT XA LT T ME30STT,
s hURV T DEA LT T NI ERITY,
s TIINELA LT 7 ME20TT,

s K7 A v —V IDMFFA & E T, matchmessagevl/v2idrange =~ > RARE L T,

PAR—hSh T avy FRRFRSATWARNIY Y P2 Fry 7 L7eh, 1 7IgiE
FRLTZD TEET, REXEDA v E—VRVATLATYR—FENTWRWGTP U U —
ATERINTZA v E—VFIAR LR esnET,

ENAILAYRT—D A2 ARTG 3 VDETE

ENRA N Fy NT—7 TEREND T haLdf v AT v a 37 7 40 N CHEIC -
TWERA, ERNAM VR NT—27 2B R — T 2I00%, TNOHERETDIVLENRDH Y 7,

FIE

ATFYT1 (IEE) GTPA v A7 v ary R — v 7O E (122—)
ATFw T2 (EE) SCTP A v A7 gy R — vy 7OHRE (16 2—)
ATv T3 (EE) Diameter 1 A7 gy RY— <= 7OHRE (18 2—) |
V7 R =T TIREELYR— RSN TWARWEMEERT (AVP) TTZ 4 NVEZ U 7T 5855

1Z. Diameter f V' AT a vy R — <y THEATIHAX L AVP Z{ERCTEET, b
2 A A Diameter BPHAELT (AVP) DOIERK (21 _X—) 2L T 7EEW,

AR E AN Z SV PEVE |



ENALRY bT=ODA VAR Y3y |

B oroxrsoasgkys—<viome

ATvT4

ATy TH

(ER) ikt & 472 Diameter TCP/TLS b T 7 1 v 7 AT DHEIE. ROFBBAICHE- T,
VB2 TLS X v 2B LE7, BE5{k X717z Diameter 7 v & g VOB (22 X—)

UEE) MIUAA A7y gy R — <=y 7ORE 303—)

ATFYT6 FERXAN Ry NT—T AL ART g DO —ERA R —0FE (34 3—)

ATy 717

(EE) RADIUS T DT 4 v T A VAT a VDOFRE (353—=)
RADIUS 7H T T 4 v AV ARY g 0F, BREERKENORH#E L ET,

GTP A VAR 3 RYL—T v TOHRTE

ATy T
ATvT2

ATvT3

ATV

ATy Th

GIP N7 7 4 v 7 TBIMDNRT A—H —52FITTHRICT 74 b = THR=— Xl &
RWEAIE. GTP ~ v F&2ERL L. REL £,

1R BHHIIZ

—¥DO T T 4w IV BREAF T a T, BADTEDICERERZHEHALET, b7
=7 D1 O&EEATIEAIE. R ERZRRFEZIIERER D 72 < 7 E2ERLE
7,

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [GTP] Z&R L £7°,
RONTNNEFEITLET,
c[Add] %7 UV v 27 LT, Ly 7 ZEMLET,

cHNEERRTHYy THRINLET, v v 7 Z2MHET 2121, [Customize] 2V v 7 L&
T ZOBOFIETIE, ~ v T E2IAZ~A XETBNTHH0E LET,

i~y 7OEE, Al (K40 0F) EAEZ AN LET, vy 7 E2RET D & 1L

ERETEDLOITHADHTY,

[GTP Inspect Map] % 7 1 778 »» 7 A D [Security Level] £ = — T, < v 7 OBAEDHE % HeZR

LET,

Ea—Z~vy 7T 74V MEZFERH L TWDEO0, FLEFEIAZ~A XL TWNDLONERL

FT, REXZSIDICHAZ~A XT HUENGH5EE, [Details] 27 U v 27 L, FlAZHT

£

£k [IMSI Prefix Filtering] 78 % 1L, ZOFIEOZY-THHIND IMSI 7L 7 1 v 7 X
TANG Y TR ET D a— by hTT,

[Permit Parameters] ¥ 74 7 U v 7 L CRER AT > a V&R ELET,

« [Permit Response] : ASA 75 GTP A » A v a V2 FITTHEA. 77 4/L FTASA
I, GTP ER THE I T2 GSN £721L PGW 7260 GTP It % Fu v 7 LE 9,

. ENALRYRT—=IDA VARG 3y
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ATvT6

ATy T17

6P v2xsvay Kys—vy Tz [

ZHiE, GSN/PGW = RARA » bDOT =l Tar— RT3 7 %R LT, GPRS
DHREAT—FTEVT 4 H@EHDTND EXITRELET,

GSN/PGW 7/ — VU v 7 %R EL, B— K T TP R— T 572012, GSN/PGW
T RKRA LV MEREET A XY NU—D T2 N T —T%4EK L. Z#E [From
Object Group| & L CEIRL £, [FEEIZ, SGSN/SGW D=l xy NU—27 +T7 V=
7 N I —T7%{ER L, [ToObject Group) & L TEIRL E7, InEEITH GSN/PGW
28 GTP TR DIEENE GSN/PGW L RILAT V27 b ZA—FIZBLTEBY, &L TW
% GSN/PGW IZ L % GTP IWVEDEEDFAI SN TWDLEDOLA TV =7 N 7 v—TF|Z
SGSN/SGW 3% 55412, ASA TIENFFI SN E 7,

Ry N NT—2 F T2 N I A—T1F, o RBRA L M EFRAN T RLAEAIT R
KAV NEBLH 73Ry MBI TEET,

s [PermitErrors] : #EZh72 /37 o hROA VAR U a VIFICZ T —NRONS TNy N
Fey 7 LRNWTASANGIMETHZ L AT 2 E I PRELET,
[General Parameters] ¥ 7 %27 U w7 L, LBt 7 a R ELET,

* [Maximum Number of Requests] : JEZEFRFDH TH = — 2N S LD GTP BR O KEUE 7% E
LET,

* [Maximum Number of Tunnels] : #F R 457 7 7 1 772 GTP b RNVDERKRBERE L
F9. ZAUL, PDPa T H R MEEZ Y RARA  FOEITHY LET, 7740 M
500 T, B LWVERIE P RADRREICET D & Fry 7snEd,

* [Enforce Timeout] : IROEMEDT A KV XA LT T NEFATTHNEIFEELET, ¥
A A7 7 b hh: mm: ss BT,

* [Endpoint] : GTP =2 RARA » b RHIBRS N D ETOIET 7 7 4 TR OR KBTI,

%l

« [PDP-Context] : GTP £ v+ a > ® PDP 27T F A h&HIRTAHETCOIET 7T 47
RF O ARMETT, GTPV2 TlE, ZAUIRT 77— a3 7TF A KT,

*[Request] : U7 = A RBY 7 AN Fa—nbHIlRENDETOIET 77 ¢ THREH O
BRETT, Fuy P INERSNOBRBEOINED ey 7SI ET,

* [Signaling] : GTP > 7 U » FBHIBREN D ETOIET 77 4 TR O KIETT,
* [T3-Response timeout] : #fE & HIBRT 5 £ TO, INEFFHIRFH O R KAETT,
* [Tunnel] : GTP kU RADBEIWT S D ETOIET 7 7 4 TR OB KBTS,

MBI U C[IMSI Prefix Filtering] # 7% 27 U v 7 LC, IMSIZ V7 4w 7 A 7 4 VXY T
ERELET,

FIFNRNTIE, BX2 VT4 TFIAT L RE, BHRESAL LB Y 23— K (MCC)
LEANA N Ay PT—F a—F (MNC) OfirEb¥sTF v/ LEHAL, IMSIZ LT (v
JATANEY T EFRETDE, ZE7 Yy OIMSIOMCC & MNC3, #%E S 17-MCC
& MNC OfiAE R LS, —H L2 b DI Ry 7anEd,

AR E AN Z SV PEVE |



ENALRY bT=ODA VAR Y3y |

B oroxrsoasgkys—<viome

ATvT8

ENAN AR a—=RF0UADIHOETT, IMTEII2MfioEO T V7 4 v 7 AL L
TONBIMENET, EAAN Ry NT—2 a— NI 2HE-1E 308 FE T,

DB THNTZTXTDMCC & MNC OfAHEDLEZBEINLET, 77 4/4 FTlE, ASA X
MNC & MCC DFAEDOENENTHLINE I NET = v 7 LieWicd, RE LIMAaG by
DHNTHLNE D DEHERTHILENRH Y £9, MCC BLUMNC 22— ROFEMIZONT
IZ. ITUE.212 @45 [ldentification Plan for Land Mobile Stationsl] # &R L T< 72 &0,

[Inspections] # 7% 27 Vw27 L, NT77 4 v 7 OFHEICHESNTERET DREDA VAT g
YEEFRLET,
a) WOWTNNEFATLET,

*[Add] 227 U v 7 LT, HILWEHEZBML £7,

cBETFORELRIRL, [Edit) 227V v 7 LET,

b) REHEO—FHZ AL LT, [Match] (b7 7 4 v 7 3HHEL KT HXLENRH D) 21T
[NoMatch] (N7 7 ¢ v 71 3EEHEL B DZ0ERNH D) Z@BRLET, KRIT, KEZRE
L/ij‘o

* [Access Point Name] : f8&E L2 IERERBLE T ERRBL Z A LT 78R RA LV M
W—BLET, 774NV T, BRRT 7V EARA Y MERFOTRITOA vE—
UREIN, EOARITHIFAENET,

« [Message ID] : 1 ~255 DA v — IDIC—HLET, | DOME IO %
ETEET, A vE—I2 GTPvl [MIFH (GTPvO & de) | GTPV2 M A4 ET
DRENRHVET, T 74N BFTEH, IXTOEDRA v E—VIDRHFRIEINET,

* [Message Length] : UDP <A 10— RO I3, & LIi/IME & I KIEDRMIZH D A >
“TZ*“‘/“(Z*@Q Ljﬁj‘o

s [Version] : 0 ~ 255 D GTP N— 3 NZ—HK L ET, 1| DOEE 7B O 2 &
TEET, T7AHNVETHE, TXTOGTP N—V a UBRFAEINET,

« [MSISDN] : PDP = > 7 F X MEZEER, v g UMERESR, BT T —&H
JEED A = NDFENAL L AT — g VEBRY T R 5 A NEEERE (MSISDN)
OIERERZ T L IEAEREIIERER 7 A LA LET, EHERETIL,
7€ ¢ MSISDN % 7213 MSISDN D #iilH % Fef1) D x M2 H DWW TRk C & £97, MSISDN
74N T GTPvI B OVGTPV2 DA THR— FENTWHWET,

* [Selection Mode] : PDP =1 > 7 & A MERELRNOBRINE— FOIFHRERZ G L E

T, BIRE— RFTIE, AvE—JICT 27 EBARA L M (APN) ORETEIEELE
TR, WOWTINTRD T, BRE—F 7400 &V 7%, GTPvl B L U'GTPv2
DHTHHR—FINTHET,

e 0 : MEERWEIr, APNIZENRA N AT — g U FERIIR Y N2> THES
NTEY, Y722V F g UBRHERINTWET,

el EFENAIN AT =23 APNIZTENSA L AT —3 g ko THREESNTE
D, 727V F g ANIFERINTOERA,

. ENALRYRT—=IDA VARG 3y
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6P v2xsvay Kys—vy Tz [

2: Xy hU—2, APNIZR Y hU—ZIZLkoTHREENTEY, 722717
Va VFHERINTWER AL

<3 THRIEA CREA)

) AvE—YIDO—HKZIX, ry hERay T TL03y MO L— NIlRR %5 5
HZDDONTNNERIR LT, LOTRCTO—HDOT 7 v aif, "y hE ey L
FI, TRTO—FIH L TaF U T oA X—TMITH0E I MRINTE ET,

d) [OK]ZZ7 Vw7 LT, A AXTvaryzBMLEd, LESUTTrEAZ# YKL
£

ATw 79 [Anti-Replay Protection] ¥ 7% 27 U w7 L, ToF VT A 7 varaRELET,

* [Enable Data Packet Replay Window] : GTP-U A v &—YDATAT 47 U4 RU %R
ELT, TVF VT VLA ZBINCTENEIDERELET, AT9A4T 47 U4 Ky
DY A RFA =D THY, 128, 256, 512, F721X102412720 £3, Ah7p A >
T URERENDE, U4V RTIEH LW — AR FIIBITLET, —A 2%
F1E 0~ 65535 DHEIPHTH Y, IRKMEICET HE T v B 73INET, £, Zhbid
PDPa T FA NI LIZ—ETY, Avt—IF, VT RAEENTY 4 FUNTHN
FHEBERRENET, ToF VT VAL ANy =B GIPT—H Ty h Xy 7T x
L. oz LA T5 X BRETHARERO LBy v a sy N Y x v 7 < DoS
B Z S OITHESL B £,

ATw 710 [User-Spoofingl| ¥ 7% 7 U L, TVFATS =T 4T FTva B ELET,

* [GTP Header Check] : GTP 7 — 4 /37 > hOWHANA 02— REZER L, P~y X —ndH
LDBEITEONTy N Ray P T omE I, Ty FRAT—T 4 0 T &FET 5T,
ZOFTva rEERTOINEND Y T,

[Anti-Spoofing] : Wii<A 2— RDIP ~y X —HNDENA /L 2—HF P T RLAR, &>
a UERRISE R E D GTP Il A v —JIZB0 S THNTWAIP T KL R E—FT 5
MEIMERRL, IPT FLAR—HLRWGHEEFZOA vyE—V% Ruy 755059
7 GTP-CZEUTEIN U THELOTIERWIIDIP 7 RUREMEH L TNy I—2R50
BETHLLICES (RS =T 4 07) ARHELRHV T, 7o F AT =T 0 T
SN TWD GTP-U T RLANHEFRIC GTP-C #H L CEV LY TEEDTHLEINE D
MEERLET, ZOMIRTIE, IPv4, IPv6, LUV IPv4v6 PDN ¥ A 73R — h &
S

ENANIHAI DHCP 2 L CTEDOT KL AZBET 5846, GTPv2 TOT Y Ro—
PFOIP 7 FLA1X0.0.0.0 OPv4) F72i% prefix:0 (IPv6) (2720 £3, TOHA, VAT
LEINE A7 TR LERIIOIP 7 RLAEZEHA LTy R2a—F P 7 RL A% E
FHLET, RKOF—TU—RZHEH LT, DHCP CTHAE LT RLADF 7 4/ hOEES
EETXET,
* GTPV2-DHCP-ByPass : 7 KL% 0.0.0.0 £ 7= (% prefix:0 Z# HH L A, OV
(2. T RF2—FDIP T KL A2 0.0.0.0 £721% prefix:0 OEEI1T/ 7 v &L
9, IP7 FLAOHFIZDHCP 235 L, 20T a L EFT7 v FAS—7 ¢4
VT Ty T ENANALET,

AR E AN Z SV PEVE |



B scrroxxovasRys—<yTomE

ATy I

ATvT12

ERAL Y RT=IDA AR vay |

« GTPV2-DHCP-DROP : 7 KL % 0.0.0.0 E7-1% prefix:0 # HH L A, ZDORDY
2, = F2—HDIP 7 FLAD0.0.0.0 £7213 prefix:0 OHEXTXTONT > |
FRay 7 LET, ZOFTvaid, IPT KL AOTFHIZ DHCP #3252 —
PA~DT 72 HGFEET,

[Location-Logging] # 7% 7 U7 L, nir—ar axXr 7 A7 var#xELET,

« [LocationLogging] : /A AR DOGET DR 2B 572012, 7 A7 T A SO
O Z\ZEERT 2mE I M ERELE T, BITOELEZ BT 5L, RERR—I U5
KREFA T DD E T, Hion 72/ + 5 &, A7 LldInternational Mobile
Subscriber Identity (IMSI) Z &2 LV (X v E—7324010) GrEmidER I (A
t—30324011) SO syslog A v —T&2ARKLET,

Z—FRBIEREE SN TS EAL Za— L ID (CGI) F7-1% E-UTRAN &L 7 —N
VEERIF (ECGD) Znm 2 A vt —IIlEGo o%a1%, [Cl-ID] A 7Y a &R L £,
[GTP Inspect Map] ¥ A 7 a2 /7Ry 7 AD[OK]| %27 Vv 7 LET,

INT, GTPA VAT a DY —E AR —T, VAT vary vyl eERATE
i‘ﬂ—o

RDZERY

<~ T EHERT OO AR v a R U ERETEDL LRV ELE, TS
NRYy FT—=0 L ART gD —EZARY —DORE (34°—) | #BBLTL
72 &0,

SCTP 4 VAR g R)O—T v TDHETE

Y

L— MEIRZREDT Y r— g VEEDODNA e — R 7 h=/LID (PPID) (23T SCTP
N7 4w 7IRET 7 a2l T 503, Y—EARY —THH I 5SCTPA > &
Ry ar RN v— <y T EERLET,

GE)

PPID 17— O£V OFIZH Y | BEDO Ny MIEROT —4% Fv o7 £7-13 150
T v 7 2RO ENTEET, Xy MC1OOFKIET v o 7 238K OT—% F v
VIOBEFENTWAES, B S TohT 7 varBRRey 7EnTeyE 7y MIFey 7
SNFEHA, 2L XX PPID26 % K2y 795 SCTP A Y AT va vy K v— <y aik
ETDHE, PPID26 T —H F ¥ 71, Diameter PPID 7 — % F v 7 o7 v MIHES
S, FOXRTy MIFryFEShEdA,

. ENALRYRT—=IDA VARG 3y
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ATy
ATvT2

ATvT3

ATvT4

ATy TH

SCTP A v2xs a3y Ky v—vyT0EE [

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [SCTP] #&{R L £7°,
RONWTNNEFEITLET,

c[Add] 27 UV v 27 LT, HLWw~y 72BNl ET,
e~y VEEBIRLCIBI) 227 Y v 7 LET,

LWy 7O8E, a1 (K40 XF) EHAZANDLET, v~ v 72RET D & XD,
EHETEXDDITHADHRTT,
SCTP 7—# Fx 7 DO PPID IZHESNWC, I 74 v 7% Kuy/, L— MR, £iinm

A

a)

b)

d)

e)

TREk L £,
RONTNNEFATLET,
*[Add] 227 U v 27 LT, HILWAEZEBINL £,
WEfFOREELZRINL, [Edi) 227V v 7 LET,
HHEO—H 2 (7L LT, [Match] (F7 74 v ZIXPPID & —ETHMENRH D) F72lZ
[NoMatch] (F7 7 4 v 71X PPID & R7RDZMENRSH D) ZEIRLET,
7o & 21X, Diameter PPID T [No Match] %8R L 72354 1%, Diameter % & < 9T PPID
WITA~Sy T InbERINSIET,
[Minimum Payload PID] Z &R L, {LE T, A7 5 [Maximum Payload PID] %8R L £ 7,
ATETITFE S (0~ 4294967295) TPPID # AJTE£7, PPID DU X Finbi&EIRT 5
Wik, 74—V RTLIRZ%Z27 Y w7 LET, KO PPID 2R L6, B
&1 PPID OFEPHICIEH S AL E 9,
SCTP PPID OEAED U A it
http://www.iana.org/assignments/sctp-parameters/sctp-parameters.xhtml#sctp-parameters-25 CTHERS
TEET,
—HET Ly e RFey 7 (LTrZICEER) T250, v ZIZiekd 20, £0Fr—
IR (FFr ey M (kbps) HAL) T 2200 &@IRL £,
[OK]ZZ7 Vw7 LT, AV AT varzBMLET, LEOSL T e RAZ2E YKL

£,

[SCTP Inspect Map] XA 7 R Ry 7 AD [OK] %27V v 27 LET,

INT, SCTPA VAT gy P—ERRY—TA VAR vary <~y EBEHTES
Lo F9,

AR E AN Z SV PEVE |
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ENALRY bT=ODA VAR Y3y |

B oviemeter 1o zxRxH a0 KL — <y ToRE

RDERY

< T EGHT DDA AR v a R = ERETEDLX TR0 E L, TEA
VR NT—=07 L AT a DY —E AR —O%E (34—) | #BBLTL
fiél/\o

Diameter f VAR 3 RYS— Ty TOHRTE

X F XF 7 Diameter 712 h I )VBEFETT 4 VEZ Y T 5780 Diameter A AT g v
R v — =2y TEERTEET, TO%k, EREZEBRPICRe y FEida ZICEEsTE E
j—o

Diameter A & — 74 V2 ) 7 EHFET DI, 207w ha/VERITIRFC B EIW
B TER SN TND DT, ZNDLDOBERIZOWTH LWHGZ R > T HRERH Y £
9, 72 & 21X, IETFIZIX. http://www.iana.org/assignments/aaa-parameters/aaa-parameters.xhtml (2
RYBERFEHT TV r—var, avr Fa—F BROBEMHEST DU X RBRH Y 328,
Diameter f > A7 23 TV A RSN TWAHLTRXTOHEAZYR—FLTWEREA, il
HARIZOWTIE, 3GPP Web A F 2B L TS 7Z&0y,

A7 a & LT, Diameter f Y AT gy 7T A <7 a{E L, Diameter A > A~XY
arPAyE—U T gNE ) T HEELFERTEET, MOF T a L LTI, Diameter
AVARI Y ary R o=y T TTIANE Y T HREREEERT LI b TEET, 7
TART BT D LA VAT v ay vy T TTANE ) VA EEERT D
ZEDEWE, 7 TA Yy I TIIEMRREREELERTE, V7 A vy TEHAIATE S
EVIETT, ZOFETIEA AT v ay v v TICOWTHALETRN, 7 7A <y
THEH &N 25—, [Inspection] # 7T B2 FIETHHAINTHE LD LR L TT,
[Configuration] > [Firewall] > [Objects] > [Class Maps] > [Diameter] Z 3R 50>, F72idA
AR vay vy T OFRERFITHERT D Z LI L - T, Diameter 7 7 A ¥ v 7 ERETEF
R

-

DLFCHATAFIEIINZ T, y—ERA R —DERFITA VAT ay vy TEHBIE
TEET, v~ v 7ONFIL. ERFIECERZRLFELTTY,

1R BHEIIZ

—¥D N T T 4 VBREAF T T a T, BAEDTEDICERERZHEHALET, b7
=IO 1 OEEATLIHEIE. AW ERZREZIZERERO I 72 v 7 E2ERLE
7,

FIE

AT w71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [Diameter] Z &R L 9,
RT9T2 KOWTNNEREITLET,

c[Add] %7 Vv 27 LT, Ly 7 ZEMLET,

. ENALRYRT—=IDA VARG 3y
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ENALITY RT—=IDA VARG 3y

ATvT3

ATvT4

ATy TH

Diameter f VAR 23V K — Ty TOHRE .

vy TEBBRLUT[EA) 227 ) v 7358, TONKERRTEET,

L~y 7ORE ARl (RK40 XTF) EHEANLET, v v 7 ERET D L XL,
EHETELHOITHADOAHTT,

[Parameters] % 7% 7 U v 7 L, HA— Fxt44b D Diameter BFE A Fe A v —V % 1 7|25
BT DME I DICONWTIHET DA T v a yERRLET,

* [Unsupported Parameters] : 73— %54t D Diameter R A Fie A v — V% 1 7508k
THME DD, AR — hREIL D [ApplicationID], [Command Code], T 7213 [Attribute Value
Pair] D#EF A 0 JICFEkCTE £,

* [Strict Diameter Validation Parameters] : RFC 6733 ~®D ik 72 Diameter 7' 12 b =2 /L O HEHL A
BN LET, T 74N TR, A AT Vg 128K 5 T, Diameter ® 7 L — A7JSRFC
CHERLL TV D Z e 3R s E T, By va Vl#A v E— VORI L OAT— b~
T DRGEERBINTE T,

[Inspections] ¥ 7% 27 U w7 L, T 7 4 v 7 OFEICHESNWCTRETIHEDA LV ART g
YEERLET,
Diameter 7 7 A ~ v FIZHESNWT, FRIFA VAR v ary vy I T BEAEERETDH 2
LIk T, FRFZOWG T, b7 74 v 7 O—BHEEEZERTEET,
a) WOWTHNEFATLET,
*[Add] 227 U v 7 LT, HILWEHEZBML £7,
c BEfFORMEZ N L, [Bdit) %7 U v 7 LET,
b) [Single Match] Z R U CHIEZ BEHEER T 5. F£7213 [Multiple Match] & 3R L T
% iEFeT % Diameter 7 7 A ¥ v T EIERL E T,
c) HHEZZ I TERLEGEIZ., KO- AT L LT [Match] (77 4 v 7 3HHEL
—HTHMENRDH D) F£7IL[NoMatch] (FT7 7 4 v V7 IZEMEL B DM ERDH D) ik
WUET, KIZ, BEZLUTO XS ITHRELET,

* [Application ID] : Diameter 7 7'V 7r—3 a3 V OLRTE 7213E S (0 ~ 4294967295) %
ANLET, BETHEGE TV ENTET 7Y r—a COEBPRS 25513, 2
ZHODZEDHZENTEET, 77V —va COARTE L IXE SN HE %
EFRTE, F1IDBLUE2ID OBOTRTOFZITHEHSNET,

INGOT Y r—a VTIANA BRI NE T, RoaT 77U r—va R
A—=FENETN, MOT TV r—ra b7 VAU TEET,

* 3gpp-rx-ts29214 (16777236)
« 3gpp-sba (16777251)
* 3gpp-s9 (16777267)

« common-message (0) , (F5A Diameter 7= | =1/L)

* [Command Code] : Diameter 2~ > K 21— ROLRTET2I1ZEF S (0 ~4294967295) %= A
HLET, BETAEERESNfTEN-a~r F a— RSN LBEIT. 2&B

AR E AN Z SV PEVE |
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B oviemeter 1o zxRxH a0 KL — <y ToRE

d)

DA—FEZFHHIENTEET, Iv2 N 2— FOAFTEIZITH RN FHPE 2 &5
TE, F1a3—FBIUHE2 23— FOBOTXTORSITHEHSNET,

72 & 21X, Capability Exchange Request/Answer =~ > R =— K CER/CEA &7 5 1C
1%, cer-cea & ASJLET,

» [Attribute Value Pair] : BIEOAIZ L D AVP, AVP OFIFH, F2I3EMEOMEIZIKS<
AVP # & T £9, [AVP Begin Value] DAL, B A X L AVP D4 T, £721%
RFC & 721 3GPP HAIARICEEE I N TWNC, Y7 MU= 7 THEHEYR— ST
LDLDOD4FIERETEET, VA IPO@REIRTHIZIX, 74—V RFTL)RZ %
7w LET,

AVP O EZBAT AT, FBE DAL D [AVP End Value] Z48E L9, fHIC
KXo TAVP 2 AT HHEIE. 2BFHOa—RE2HEETEEHA,

F 7 3 @ [Vendor ID] % 0 ~ 4294967295 O#iPH TIRET 52 & T, BAEEZ I LIT
WiAteZ N TEET, 7= xIE, 3GPP XU ¥ — 1D (% 10415, IETF (%0,

AVP DT —4 XA TRV HR— SN TWIEEIZOR, [EOREEZRETETET,
Tl ZIE, TRVAT =X XA TRNHDAVPDIP T KL AZFRETE £, AVP
DV AN, FNENOT—H XA THRFRENET, FOLHIEEEET D0
X, AVP OF — X X A FIZL > TR £,

+ [Diameter Identity], [Diameter URI], [Octet String] : 2L HDT —4 X A T %A
THOINTEREBRFELIEREFRO I FA G TV FEERLET,

* [Address] : FRAT 5 IPv4 £72121Pv6 7 FL A ZFRE L £4, 72 & 21,
10.100.10.10 % 721% 2001:DB8::0DB8:800:200C:417A,

o [Time] : BRAGHRE LK T HEFZIBELET, W2 EETILNENDHY £, HF
M 24 BRI CHRE L £,

* [Numeric] : HHOHHZIFEE L ET, ANRFEFORMMBIX, 77— XA F12ko
TEp £7,

« Integer32 : -2147483647 ~ 2147483647

« Integer64 : -9223372036854775807 ~ 9223372036854775807
« Unsigned32 : 0 ~ 4294967295

« Unsigned64 : 0 ~ 18446744073709551615

* Float32 : 8 1D /MEUR KRBl

* Float64 : 16 A5 D /NMIURF L

—HTDHNT T4 v I L CFETTHT 7 vay Xy b Ray | #50O Re v
7L EREFeX ) BBIRLET,

[OK|ZZ VU7 LT, A VAT aryzBMLET, LEISCTTrERALZEEY KL
£,
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$ 2% L Diameter BEE~7 (AP) fer: [

AT 76 [Diameter Inspect Map] ¥4 7R Ry 7 AD[OK] %27V v 7 LET,

T, Diameter f > AT L a DY —ERA R —T, f AT ary vy TxfEH
TEFET,

RDRERY

<o TEFEHTRIEODOAL AR g R —ERETEL LRV FE L, A
NIy NT—7 L AT a3 DY —E R RY L —DFEE 342—) | #HLTL
7230,

$H X 32 L Diameter BE{ER T (AVP) DYERL

ATy T
ATy T2

ATy T3

HLWBEMERT (AVP) NEFHEIIL, BRI b &, I AH L Diameter AVP & {ERL L T,
Diameter f V' A7 v a R o—<=oFFNOLEERZL, FHTDHZ N TEFET, RFC
F 71T AVP ZEET HFDMD ) — 2036 AVP DVERRIZ LB/ E R A2 TS L £,

B AK I AVP L, AVP BBAE A Diameter f  ART g v R) v—~<ovTEREFITA Ty
TTHEATLIHAICOR, ERLET,

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [Diameter AVP] Z3&#R L £,
[Add] #7 U v 7 LT, HLWAVP 2B L £,

AVP ZiRET D & XX, SiHOAEETTEXET,
WDOF T g EBRELET,

* [Name] : fER L TW 5 A% L AVP OAHT (K32 3CF) o BHEEE~T ORE 2 E#H
HEE1X. Diameter f v AT g R — <o T ERNT T TA v T TIDOLEZE
ZHRLTLLIEEN,

« [Custom Code] : 77 A X I AVP 21— R (256 ~4294967295) , ¥ AT LA CTEFRFHD T —
RERUE—ID OMAHEDOEEATTTSHZ LT TEERA,

« [Data Type] : AVP DF —% X A4 7, IROWTNNOTTAVP ZEHETE £, HLWL
AVP 3BIORIDBEA X, Z DD I A % I AVP 1T/ERRTE £ A,

7 L2 (IPT FLADHR)

* Diameter ID

+ Diameter Uniform Resource Identifier (URI)
«32 By MREVINEUR

e 64 B MEEIINEUR
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B ==ishi Diameter v 3 v oBE

+32 by MK

<64 B ML

T Ty NIFS

« BFZ

+32 By FOFFE R LK

<64 By hORFE e LI
* [VendorID] :  (fEE) AVP &ZEH L7z ¥ —D 0~ 4294967295 O ID F 5, =& 213,
3GPP X 4 —ID |% 10415, IETF |3 0,

* [Description] : (fE&) AVP Ot (F Kk 80 L)

ATy T4 [OK]Z27 V7 LET,

=S5 I f- Diameter v 3 U DBEE

Diameter 7 7V 7r—3 3 N TCP LTI SL N7 — X 2T 256, 1 VAT V3

VNEA =TV DT 4N E ) TN N E T DI DIy NNEER T H I LILTEE

@m LTl oT, Z4VZ VT —EERL, ZNDEREB{EINTTCP N7 7 4 v

WHEATHEE, TLS 7 a X v 2R ETLHMLENDY £7, bz T 70>

Tﬁﬁ@7mhzw% EAHT2I2E, Ped b B TY, ZOKEIXSCTP/DTLS h 7 7 1 v
T SN EE A,

TLS 7 3hFH L LTHELET, co7uxiid, hF 70 v7 %L, BEL
THODLHERELL, BIOEIZHELET, Lion-> T, #ROmfll (Diameter Hh—/3 &
Diameter 7 74 7 2 8) X ASA ZEHTHMERH Y . T XTOYFEEFEDLERFEEZ IR
HLTWARERDY 3, TLS /' m X U2 RET LXK, 7 VX VG EE 0B fiE LT
BLYLERDY 4, ASABRBRENA FOF P HNVFFAEICET 5 EA2BR LT 2 &0,

WD, Diameter D27 T A4 7 2 B L O — 3L ASA OFOREMRE . BEEHENTA720D
DREFEMEZRLET, ZOFFT/LTIL, Diameter 7 74 7> MIMME (£ YT 4 v % —
VAUV ZUT 4T 4) THY, = Ra—HTEHY FHA, V7 OKAO CAFEHE
L. V7 ORGHAOGEHZEOBZAIEAINA LD TY, 72& 21X, ASA7 2 X TLS H—
/X CA FEFAET, Diameter/TLS 7 74 7 FEAEOZBL IHEH SN S DT,
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2:DiameterTLS A VAR 3>

B5{t &Ntz Diameter £ v v 3o 0BE [

—_—

Diameter TLS 7 54 7 >+ (MME)
e 7547 IDIFAE
« ASATLS 7% H— 30D ID

AEEDZEAIHE S D CA
AIERA

ASA 7' %> TLS #—N
o — N ID FEBHE
e Diameter TLS 7 7 A 7 > @ 1D

AEEDZEAIHE A S D CA
AIERA

ASA 7uaxT TLS 7 747 b

« JTIAT LV RNID (REZT (47
721X LDC) FiFE

« Diameter TLS #—/3® ID ZFIAE:
DELIHHENS CAFEAE

Diameter TLS ¥— N (7))L 7
V)
o — R ID FEHE
cASA' B XL TLSZ FA4 7 b

DIDFEAEDELIZFEH SIS
CA FFF &=

Diameter TCP ¥—/ 3 (TLS 47 o —
K)

Diameter f ' AX7 2 a VDO TLS 7 a X E2RET HITIE. ROFT T arndhv £9,

« 7L TLS 7' %3 : ASA 1 X O Diameter 7 71 7 > b & ASA 1 K O\ Diameter H—/3f#]
DT T7 4y 7 BB LET, TLSH— L OEHEBEMREZMIT 521, ROAT > =
YRBHY ET,

CRBT 4w TR IITALT N NTANKRA Y FEMHEHLET, ASA X,

Diameter ¥ — N & OIRIFHEFIZ, TXCT? Diameter 7 74 7 > MR UEBAEEZ R L F

9, Diameter V— NI L > T2 TA TV FRREICEIICRZDADT, 77347 b

TEEINEY — R R R MET S Z LIXTEERA, —Ji, TOF T a3 LT LDC

FAE Y bEmd#E T,

s —HNHAF Iy iaEE (LDC) A LET, 2047 a v a2EAT5 L,
ASA X Diameter ¥-—/N & OR{ERZ, Diameter 7 74 7 > b Z LI —EDHFAEL
RLUET, LDC I, ABF—L ASADLDOH LWEL ZRE, ZIG LI T7A4 T v
FIDREAENS DT XTOT 4 —/L FEEFFLE T, ZOJFETIE, Diameter —
INCITAT N NI 7407 OHENRR EL, 7 T4 7 > MEHZEORMIZHS
WTCENNE Y —E R ERETE D L9120 7,
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B oiemeter 55072 F Loy —EEERORE

* TLSA 71— K : ASA & Diameter 7 7 A 7> NED T 7 ¢ v 7 ZEEAL L T4, ASA
& Diameter — N T2Z U 77X A MERZEHALET, 2047 a ix. 754 A
DRNTT 4w 7 DMRESNIGIINLEEND Z L3720 LFEE LTV 535E 12, Diameter
Y= ASA LRILT =2 B 2 —ICHIILXFATAIRETT, TLS A7 rn— R&HT5
b, BB LR ENED DT, N7 —<v  AEM LSRR TEET, Zh
X, A7V a v OPTERIETY, Diameter —NX, 7T A4 T FDIPT RLADRKIZ
HEONWTEINEY— A Z@EHATEET,

30T _RTDOAT L 3 F, ASA & Diameter 7 7 A 7 > MEOEHEBARIZ T L TR Uk E & ff
ALET,

GE) TLS 7 F NI TLSVIO~ 12 Z2EHALET, TLSDNRX—V g U EFFAAL — ME2RTETEF
KR

& OIETIX, Diameter £ > A7 2 g VDO TLS 72X 2RET D HEICOWTHHALE
7,

Diameter 7 54 7 > b E DY —/\EEEFZRDETE
ASA IX. Diameter 7 74 7> Mk LTTLS a3y —E U CHGREL 9, fHAIZHERY
1R &ML DI
o ASA O — NGEHEA~DBLIHFEH SNFRGER (CA) FEBE% Diameter 7 7 A 7 2 b
WA VA= T DHERHYET, ZiUE, 7747 PO CAFEHERA N T E2IT7 T
AT SNBMERTAMOBEFNICRAESIN TWAEERH Y £4, EHEOMH FOZEMICD
WTIE, Z2I7AT VD RF2 A FESRLTIEEND,

CASAWN T TAT v M EEETE S L 51T, DiameterTLS 7 T A 7 M DFFHAE~DE4L |Z
ER&ENTZ CASFHELZ A VAR — MTAMLERND D F17,

RO TNETIL, Diameter 7 7 A 7 > N DOFEHE~OBLITMEHA SN CAFEBHELZ A AR — |k
L. ASATLS 7u X —_THEMHT L IDFEAELZ A R — M B HEICO N TP L

9, IDFEAEZ A VAR— 150002, ASA THCOELEHAELER T 9, £/, TLS
TaX T EERTHEXICINODHEEA VR— b THZ L TEET,

FIE

AT w71 Diameter 7 74 7 2 FDOFEHE~DZBLITHEH S TS CAFEHEELZ ASA N T A iAo v~
MZA v AR—FLET,

ZDOFEIZ L > T, ASA 2 Diameter 7 7 A4 7 FEIEHETE E9,

a) [Configuration] > [Firewall] > [Advanced] > [Certificate Management] > [CA Certificates] %
EIRLET,

. ENALRYRT—=IDA VARG 3y
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Diameter 1 Y ARI LI VADRE T4 v I V5472 MEAEICE S ILTS TOXF L ORE .

b) [Add] %27 Vv 27 L, FTZARMKA L bOARIZATILET, 72L& 2L, diameter-clients
mEE AN LETS,

c) FEFAEZEBMLET,
RERAELZ 7 7 A DB A VR — N3 50, PEMIBERTRE D £+ 57>, F 721X SCEP % H
LTCA VAR —FTEET,

d) [Install Certificate] %27 V v 7 L7,

ATV T2 GEHEFEEA VR —FL, ASAT XY = ANDOIDIERAELLIOF—XTHO F T A FARA
M EAERCL £,
ZOFNEIZ L > T, Diameter 7 71 7 b A ASA ZFHTE ET,
a) [Configuration] > [Firewall] > [Advanced] > [Certificate M anagement] > [l dentity Certificates]
IR £,
b) [Add]Z7 VU >Z L, hTAMKRA LU FNOLARIZATILET, 72L& 2L, tlsproxy-server-tp
mEEANLET,

¢) [Import the identity certificate from a file] ZFR L, @5 X7 L —X&E AL, 77 AV
(pkes12 ) 2L £7,

FlE, FLVGEAEEZER X £,
d) [Add Certificate] %7 V v 27 L £,

Diameter 1 AR O 3 VDR BT A4V I V54T MEBRAEIZKBHTIITLS 7O+
TDEERTE
Diameter — 38N FT _RTCD Y FTA T > M L TR CAFAEZZ T AND Z N TE 584
1%, Diameter ¥ — N EBIETHEXIMHEHTAASAFHORE T w7 7547 MEHERS
RETEET,
TOFETIT. ASA LV 547 M (Diameter 7 5 A4 7> & OV — MEHBGBORE (

24 X—) TEHHAEN TS LIIT) . BELWASA & Diameter V— AR A O #E %
BHENLT AMLENRNH Y £9, ASA & Diameter — NOEBEELEIIRO LB Y TY,

* Diameter Y —/ D ID GEHFE~OEBLIZHEH SN CAGEHEL A VAR — T A2 0LERD
DT, ASAIL, TLS N> Ry =A 7 Y — D ID fEHEZHFETE 7,

e Diameter ' — "L EBL TWDE T T4 T v FFHEZ A VAR — N TAHAMENH Y 9,
Diameter V" — NP EZFEHEZEH L TWRWEAIL, ZOBLIEH IS CAFEHE
= NZA R — R LET, FEIC OV TCIE, Diameter — 3D K% = XA > M &SR L
TLEEW,

Tu
X

FIE

AT w71 [Configuration] > [Firewall] > [Unified Communications] > [TLSProxy] = &R L £,
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. Diameter f VAR LA VADRAT A VY V54TV MEBHEIZKSTILTS TOXF S DHRE

ATy T2
ATvT3
ATv74

ATy T5

ATvT6

[Add] 7 U v 7 LET,

TLS VX4 & EELET (72 & 2 if diameter-tis-static-proxy) . [Next]ZZ7 U 7 LET,
Diameter 7 7 A 7 > k& DY — MEEBBROKRE (24 ~—) TEMLZ TLS — 71
¥V IDREAELERLET, Next] 227 U v 7 LET,

FRIDFEAEEZER L TR, [Managel 27 U v 7 L CGEIITCE £97, [Install TLS
Server’s Certificate] # 2 U v 2 LC, Diameter 7 7 A4 7> D CAFEHELZ A VA F—LT5 2
L TEET,

WIS L, Y—"\BMEHATE 28X T 0 7TV XL BEEHFR) %2, EHFEERT L
TYRXADYARNET VT 47 TATYXADY A MEBITTH I LIC ko TERTE
T, B FREBELRZWEA, 774V MOV AT AORESHABNEHR I ET,
GE)  TAMHEHBOLA, 72X Diameter 7 7 A 72 M EGHHTE 2 LfEE LTV D55
X, ZOFIEEZAF Y7 LT, TLS 7% 227 ¢ ¥ 2 L— 3 2T [Enableclient
authentication during TLS Proxy handshake] %z SRR CT& £ 97,

[Specify the proxy certificate for TLS client] Z &R L, RK&E=FEIT L ET,
a) ASATLS 7uxy 7747 NHOFEHELZEIRL 7,

FIEREHELAZBIML T RWEEAIL, [Manage] 27 Vv 7 LTAT<BIMLET,

b) Diameter % — SOFEHE~OZFLITHEH S 72 CA GEEZ L7281 L TW e WAL,
[Install TLS Client’s Certificate] 27 U > 7 L CiBML £,

o) ULE) Z7I7A4AT YV IPMERHTE2EX2 T 0 7T XA (HEEHFR) &, A6

BRTNVIYZXLDYANNST 7T 47 T7AT) ZLDOY A MIBITTAHAZLICL>TE
#LET,
TLS 7' & & U MER AREZe k5 A B L TV R WA, 7 1% 23 [Configuration] >
[Device M anagement] > [Advanced] > [SSL Settings] D 5 LF% EIC L » CTEZRINT- 7/ v —
I AL — N LET, T 740 h T, 7 r—ULlE 5 L ~UL i medium
T9, 2F V., NULL-SHA, DES-CBC-SHA, 3 X O'RC4-MDS5 % (< X TCTOR B H N
HTE £9, ASA T RICHEHATTREZR LD L IT R D AL — M EFATHHEAITDI,
TLS 71 & @B o 5 A fE LET,

d) [Next|Z27 Uwv7 LET,
[Finish) #7 V » 27 LT 6, [Applyl 227 U v o LET,

RDEZRY

Diameter f > A7 2 a V) TCTLS VX v E2HHATE2 L9220 E Lz, X1V Ry
FTD—0 A AT g DY —ERARY —DFRE B342—) | ZBRLTLIEZEN,

. ENALRYRT—=IDA VARG 3y
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Diameter 1 VXXV L3 VADA—AN FAFT I v VHAEICLS T TS TOF S DRE .

Diameter 1 ARSI O a3 VAOO—AIL ZAAF IV URAEIZLS LTS 7OXSD

[ 19—

ax &

ATy
ATvT2
ATvT3
ATv74

ATy T5

Diameter ' —/3T2Z T4 7 b T EIC—BEOEHAENLERLGEIT, e—O VXA v I3E
BE (LDC) AT DOEIICASAZRTETHIENTEET, TNHOFEHAET, 774
TV MRER L TCWARIFEL, TO®IIWIEINET,

ZORETIE, ASA L7 T A7 b (Diameter 7 7 A 7 > b & OV — MEHEHEBMROF T (
24 =) TEBHIN TS X H1Z) . BLUASA & Diameter H— I FH A D15 FEEI R
BHENLT AMERNH Y 9, &EIX Diameter f S AT v a VHOARA T 4T 7547
RAFFAEIZ LA 7 A TLS 7 v ORE 25-%—) T+ 5 6O & [EEETI 2, Diameter
74T MEAEEZA VR— T AHDVICASA ETLDC 2%y b7 v 79580887320
F9°, ASA & Diameter V' — \OEHBEHIIKRO L EBY T,

* Diameter — 3D ID GEHIE~DBXIHEH Sz CARENEZ A VR — M5 0ERH

HDOT, ASA L, TLS N Rz A 7 IS — 30D ID GEAE Z BRE T & £9

«LDC K7 A hARA » FEAERT HHLERH Y £9, LDCY— D CAFEHEL =7 AR —

kL. Diameter — NI A VR — b THMENRHY £9, =7 AFR— FEREFTKRD LY

T, FEAEDOA VAR — FDOFEMIZ OV T, Diameter —/3D K¥F 2 A h BB LT

<FEEW,

FIE

[Configuration] > [Firewall] > [Unified Communications] > [TLS Proxy] Z#R L £,

[Add] %7V v 7 LET,

TLS 7u x4 % HELET (7= & 21X diameter-tls-ldc-proxy) .

Diameter 7 7 A 7 >~ & OV — MR ORE (24 X—) TEMLZ TLS H— 7'n

FUIDFEHAEFLRIRL £, [Next] 227 U v 7 LET,

F72ID GEAEZER L Tt i, [Manage]l 27 U v 7 L CBIMTE £9, [Install TLS

Server’s Certificate] 22 U 7 L C, Diameter 7 7 A 7> FD CAGFHEEZ A VA h—9 52

L TEET,

MBS C, ="M TE B EX2 70 7Y XL (BEEHRN) &, HARERT L

TYRXLDY A RNST 7T 47 TNAIAY ZLDY A MIBITTAHZLICL-TEHRETEE

T WEHXEBELRWES, 774V DOV AT AR S HABMEH S ET,

GE) TAMNEBWOLA, £/l Diameter 7 74 7 2 M E[GHETE 5 LR L WA 56

X, ZOFIEEZAF Y7 LT, TLS72F Y 227 ¢ ¥ 2 L— 3 2T [Enableclient
authentication during TLS Proxy handshake] % SRAiEFR Tx £ 97,

[Specify the internal Certificate Authority to sign for local dynamic certificates] Z %R L. WO FH%E
FITLET (P 74 VBI#OT F 2 MIERL T ZIW)

COFNET, FEAFL F—DRIERLTH L Z L 2RHEE LTWET, LEREHEFEL F—%21F
REHDEGEIE, TNEZRIRL, EX2 VT 4 7T Y ZLAOFEICHEA T ZSV,
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B viemeter 1 2 RH LAV BOO—HL FAF S v HTRBICE B TS TOFLORE

b)

<)

d)
e)

2

h)

)

k)

)

0)

0= EA Ty VAAEOF— XTOHAIE, New] 227 Vv 7 LET, (BR¥v
BFRRTAHINIFA T TRy 7 ADY A ReBHTHLERHY £, )
FLnF—~7D4HE] (Idc-sgner-key 72 &) TIHH RSAGEHEZ/ERM L £7, [Generate
Now] #27 U w7 LT, ¥—%{ERLET,

[Manage Identity Certificates] & A 7 2 77K v 7 ZAIZRYD £7,

[Certificate] Z 3R L C [Manage] %2 VU >~ 7 L, ASATLS 7uXx 7747 N DL
HES IO —2ERL £,

[Manage Identity Certificates] A 7 227 7Ry 7 AT[Add) =7 U v 7 LET,

NI A MRA v MCAETZMITET (de-server 72 L)

[Add a new identity certificate] Z 3R L F 7,

[Key Pair] TiX, m—Hh/V A F I v Z7iEAEF—HIT/ER L2 D & [F L% — 28R
LET,

[Certificate Subnet DN] Cid, L E7eikil4 BIELZ S IRL £,

TR, ZAOIEA LT 7 4V hTF, Diameter 7 7Y r—a Y TV =7 R4AICH
TAHEEOEMLEND B E D DEMHR L ET,

[Generate self-signed certificate] Z R L E T, ZD/NT A —F [THHETT,

[Act as a local certificate authority and issue dynamic certificates to TLS Proxy] Z 3R L £ 77,
ZOFTva Il ko T, ZOEHEN LDC FHITIIC R £,

[Add Certificate] 27 V v 7 L £ 7,

[Manage Identity Certificates] &% A 7 1 77K v 7 AR YD £7,

FERR L7213 02 0 OFEAEZEI L, [Export] 7 U v 27 LET,

Diameter % — N2 A VAR — FTE D X IHICREAEL =7 AR — b T 20ERH Y £7,
77 A% & PEM ERXEZFEE L. [Export Certificate] 227 U v 7 LET,

[Manage Identity Certificates] & A 7 1 77K v 7 AR YD £7,
AEAEZRINLIZEET, 0K 227V v o7 LET,

[TLS Proxy] 7 « %' — RIZIR YD £9°, FEFAED [Certificate] 7 4 —/L RTEINI LT 72
WEAIE, AT EIRLET,

(EE) 7947 METEREX2) T 0 703 XA (5 HK) &2, W
RERTNALIY XLDY A NNST T 47T AITY XLDOY X NMIBITTAHZLIZk-
TEHLET,

TLS 7' & % o 3 MEH AIRE 725 B N a B3 L W24, 7 'a % 203 [Configuration] >
[Device M anagement] > [Advanced] > [SSL Settings] D5 5{LEEIC L > TERSINTZ S
0= U BAL — A LET, T 74/ 8T, Zu—UliEE L ~ULik
medium T9, 2% ¥, NULL-SHA, DES-CBC-SHA. 1 X U'RC4-MDS5 %#Fr< X TD
W FMER TE E£9, ASATRIZHEHFEER D EITERLR DAL — T %
Bz DI, TLS 7'u F AEBI oK 5 5 Nz e L £,

[Next] #7 U > 27 LET,

. ENALRYRT—=IDA VARG 3y
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Diameter 1 2<% >3 VAGTNS# 70— FIck 5 Ts 7o+ oz [

AT 76 [Finish)| Z#27 U 27 LThb, [Applyl 227 Vv 7 LET,
2T w7 LDC CA iFBHZE% Diameter — A U AR— R TEX A5 X910 E LA, FEITOWNTIE.

Diameter —/ 3D K 2 A hE2 BB L T E &V, T —H (L Base6d XX TH D Z LITHEE
LTLEZE, =2 A F U A FE 721X DER BB M E 7254 1X, OpenSSL Y —/L & ff
AL TEREEBRT IMLERDH D 7,

RDZRY

Diameter f ' AX7 2 a  CTILS 7ax v aFHTEL L5120 ELE, AL Xy
D= A AT v a DV —ERARY U—DFE B4X—) | 2L TLITEZZN,

Diameter 1 VAR 3 VADTIS A 70— KFIZKA TS 7OX L DETE

ATvT1
ATvT2
ATvT3
ATvT4

ATy TH

ATvT6

ASA & Diameter " —/SEDF v U —27 NANLEETHD MG L TWDEAIL, ASA &
=N OT —H 2 b T /7 p—~v A AR NEEECEET, TLS A7 — K& H
45L&, TLS 7r I Diameter 7 714 7 > & ASA DRIDOY v v a v ERESL/MEFL L
F 97, Diameter V— X TIXZ7 V7 TF A MEEHLET,

ZOKETIE, ASA LV TA T MEDOIITHBEDEFHBEBREMLT20ERH Y . 2k
D EREN L ESNET, ROFNEEFEITT DRI, Diameter 7 74 7 2 k& DO — FHEE
ROFE 24 X—) OFEEET LET,

FIE

[Configuration] > [Firewall] > [Unified Communications] > [TLS Proxy] Z &R L £79°,

[Add] 27 Vw7 LET,

TLS a4 % HELET (72 & 21X diameter-tis-offload-proxy) .

Diameter 7 7 A 7 k& OV — MEFEURORE (24 X—) TEMLZ TLS — 71
FUIDFFAELZEIRLET, Next) 227V v 7 LET,

FZIDAEAELER L TR UE, [Manage] #7 U v 7 L GEIITE £9, [Install TLS

Server’s Certificate] # 7 U »» 2 LC, Diameter 7 74 7 D CAGEAEEZ A VA F—1LT 52
EHLTEET,

VBHZSC, Y= "MERTE 28X 2T 0 7T XL (S HR) 2, EHAEERT L
FYZXLDVANSET 7T 4T TAITYZXLDY A MIBITTHILICL > TERTE X
T WS AZELRWEE. 774V bOVRT LAOK ST ABEH EhET,
G  TAMEHBOEA, £7-E Diameter 7 74 72 M EEEHTE 5 LEEL TV DHHE
T, ZTOFIEEZAXF LT, TLS 2% 27 ¢ ¥ 2 L —3 3 > T [Enableclient
authentication during TLS Proxy handshake] % SBERfiFR T X £,

[Configure the proxy client to use clear text to communicate with the remote TCP client] % 38&4R L |

Next] #7 U > 27 LET,
[Finish] #27 U > 27 LT 6, [Applyl 227 U v 7 LET,

AR E AN Z SV PEVE |
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B wuarozxovaskys—<yiomE

AT 771 Diameter I"n— KX TCP & TLS TIT R 5728, Diameter V' — 3057 T AT h~D b7
74 o7k LTHE, TCP A"— b & TLS iR — MIZEHL4 5 NAT L— L A#RELET,

% Diameter ' — SO AT = 7 b NAT L—VZ1ERK L %9,

a) [Configuration] > [Firewall] > [NAT] Z#R L £,
b) [Add]>[Object NAT Rulel #27 V v 7 L£7,
c) HARMTuRT 4 EBEELET,

*[Name] : =7 Y= 2 b4 (7o & 21X, DiameterServerA) .
*[Type] (A7 =7 FDBFE) : [Host] ZRRL 57,
« [IP Version] : i . IPv4 % 7213 IPv6,
« [IP Address] : Diameter #—/3 IP7 KL% (7= & % . 10.100.10.10) .
« [Add Automatic Address Translation] : Z D4 7Y g NIMLTIEIRNL TLZE W,
* [Type] (NAT L—/LD&4E)  : [Static] IR L £,
* [Translated Addr] : Diameter — /3D IP 7 KL A, Z{Ud, A7 =7 FOIPT Kb
AEFTIC2Y £ (72 & 213 10.100.10.10)
d) [Advanced] 7 V v 7 L, KO [Interface] 35 L U\ [Service] 7> a V EHELE T,
* [Source Interface] : Diameter V— N2t T 5 A V¥ —7 = A A& EIRL £ 77,

* [Destination Interface] : Diameter 7 7 A 7 > MI$ERET 64 V¥ —T7 = A AZER L F
ﬁ‘o

* [Protocol] : [TCP] Z3&R L £,

* [Real Port] : 3868 & AJJLET, Ziuk., 7 7 4 /L k@ Diameter TCP A" — &K 5T,

* [Mapped Port] : 5868 & Ay LEF, ZiuL, 7 7 4/L k@ Diameter TLS A" — h &5 T
R

e) [OK]% 7 U7 L. [AddNetwork Object] ¥4 7R 7Ry 7 AT[OK] % b D7V v
LET,

RDBRY

Diameter f > A7 2 a V) TCTLS VX o2 HHTE2 L9220 E Lz, EX1 LV Ry
NT—0 A 2T a0 DY —E2ARY O —ORE B42—2) | 28R LTIEEN,

M3UAA VARV RYS— Ty TODERTE

M3UA A VAT vary R vr— <o 7w FEHLT, A2 b a— NI T 7 & Al
ERELET, F72, 7 TARLKATHNZA vE—V% RNy 7B L — MlBETE £97,
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&
ATvT2

ATvT3

ATvT4

M3UA £ v 2<5 33y Ky v—yTnEE [

T 7 XNV RDORA Y b a—RFERZXITUTT, JIOEXEZFER L TCWAEAIE. AU r—<y
TTERINAIEXEZHEELET,

RAVEF a—FRFEHREFA =Y 7T RCESNTRY —%2@H L2 WnWiEaid,. M3UA R
VY — <o 7ERETHILETLYVETA, v TR LTA VAR g VAN TEE
-3‘0

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [M3UA] %I L £ 7,
WONWT N EFEITLET,

c[Add] %7 UV v 7 LT, HiLve vy 7 ZEMLET,

eV T EMmET DI, vy TEBRLTCIBA) 227 U v 7 LET,

B~y 7OEE, 401 (K40 30F) EaZ AN LET, vy 7 E2RET 2 & 21
EETEDL0EMPOHLTY,
[Parameters] ¥ 7% 27 Vw7 L, MERA TV a U EFRELET,

«[SS7]: X FU—Z THEHIHLHSSTD/NU 7> bk ITU, ANSI, Japan, China, Z D#
FralioT, KAV N a—RFOFENREABRELES, A7 a v EaRHELT
M3UARY v —%EAL72%IE, RY U—ZHIBRLARWRY EF I TEEA, T 741
kDR Y T 2 MZITU TY,

[Enable M3UA Application Server Process (ASP) state validation] : F#& 727 7Y r—3 3 v
=Tt (ASP) REOHEREFEITTENE I, VAT AIMIUA Y vV a v~
D ASP DIRREZHERE L, MGERERICESWTASP A v —V% Ru vy 7 LEd, ASP D
R TR IRRERMGE R T D &, TR TDOASP A v — VB E SN TICEINE T,
BB ASP DAT — h F = v 7 BUERDIZ, AT —F 7/ 7 = — )L F— =N %EER
Bt. £33 FAZNTOIMERKERGAETY, 72720, BER ASPDOAT— |
FrxoZit, FEXE—-FTOLEEL, — R =27 V7 ERE7e— Ry X b
E—RTETLTWDLEAIEFEELEEAL (RFC4666 LV) . AV ATzl =
VRBRA L RZEIWZASP RN 1 OB D EIREL £,

[Enforce Timeout] > [Endpoint] : M3UA = RARA > N OFEEHEREZHIBRT 57 14 Fv &
A L7 TN (hhmmss BR) o, A4 L7 T FEAHTRWIGEIL, 02 EEL T EEN,
77 /L MiE 3043 (0:30:00) T

[Enforce Timeout] > [Session] : g% 72 ASP IRREDHER ZH AT L TV DG D, M3UA
vy a v EHIBRT ATZODOT A KV XA LT DU M hhmmiss B THELES, A
LT U P eI RNERIE, 0ZIEEL TS EE W, 77 4/0 ME304 (0:30:00) T,
ZDEALT U BT LE, RILTcEy v a Y ORIBRZIIETE £,
[Message Tag Validation] : FEE L7 A vt —Y XA TORED 7 4 —/v KONEZ ERE
FORRGET 20 E 9D, MEETE Loz A vy =V ey 7 ERET, MREEE
A=V AATIZHoTRRV IS, BRET DA v E—VERIRLET,
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« A TE Z2VgEde—HE (DUPU) : —H /BB 7 —/L ROFEEL. Az HE i
BIOa2—Y a—ROAREENTWELERH Y 7,

s LT —  TRTOMET 4=V KBFE L., FrISNTZEOBRDE N TVDHLEN
HVFET, KT — Ao b—TIZF, FTOTT— a—RKOMHET7 1 —I/IV KN EEN
TWAMLERHD F9,

I AT —HRALA TBLIORT —X AERT 4 —/L RIZIE, §FA SNTEDOHN
BENLTVWOLERDHY 7,

AT w9 T8 [Inspections] ¥ 7% 27 Vw7 L, N77 4 v 7 OIS TIEET HREDA VAT g
YEERLET,
a) ROWTNEFEITLET,
*[Add] 227 U v 7 LT, HILWEHEZBINL £,

cBETFORELRIRL, [Edit) 227V v 7 LET,

b) HBEO—FKZA 7L LT, Match] (F7 7 4 v 7 I3RKEL T HLERH D) 2T
[NoMatch] (K77 ¢ v 7 3L B VENH D) ZBINLET, KRIC, BEZRE
LET,

*[ClassID] : MBUA X vt —T D7 T AL XA THRAELET, ROFKIZ, HiHATHE
EERLET, ZNHEDORX v E—UDFHMMIZOWNTIE, M3UADRFCE LN RF 2 £
UT—varEZRBLTLEIN,

M3UA A vt—C 95 R Ayt—TIDERAT
0 (BHEHAYE—) 0~ 1
1 (A vt—) 1

2 SSTV T F VT Xy hU—ZEE |1 ~6
A yt—)

3 (ASPHRIEA LT F A2 A vtE—) |[1~6

4 (ASP NI 74w AUTF LA Ay |1 ~4
—)

9 N—T 47 —FHAvE—Y) |1~4

«[OPC]: ¥IERA > a—FK, 2F0 + T 74 v 7 DEETEZRALET, A1 b
o — RX zone-region-sp JEZU T, A EEFRITMHH FTREZ2EIX SS7T NU 7 M Lo THE
ZAQL/B 3

ITU : RA v b a— R 3-8-3 XD 14 vy METT, EOFHIT,
[0-7]-[0-255]-[0-7] T,
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M3UA £ v 2<5 33y Ky v—yTnEE [

*ANS| : KA > b a2— RIiL8-8-8 KD 24 & METT, fEOFIFHIL,
[0-255]-[0-255]-[0-255] T3,

«Japan : RA >k 3= RIiE54-7 XD 16 £y METT, EOHFHIL,
[0-31]-[0-15]-[0-127] T,

eChina: R"A > b a— KX 888 XD 24 vy METY, [HDOHPHIL.
[0-255]-[0-255]-[0-255] T,

« [DPC] : #ESERA o h a—RERELET, AA 2 ha— &, OPCIZOWTHML
TW5 BV, zoneregion-sp XTI,

* [Service Indicator] : y—E R A P —2FKSERELET (0~ 15) . HEHAREZR
P—ER AP —HTROLEEY TT, TNHOH—ERX 4 D7 —X DI
DNTIE, M3UARFCBEURF 2 A FEBRL T EEN,

0:

« 10
o 11

<12

«13:

.14

« 15

VIFVT Ry NI ERRA v E—Y

I TFIV T Xy NI =7 TARNBIORA TR Ave—
T FV T Ry N TARBROA T F U RFRIIA vy E—Y
: SCCP

D HAG T — Y

: ISDN == — ¥

D T4 =W (2= B X OEREED A v &—)

c T8 A= BIEOBEIB I OFy L Ay E—D)

: MTP 7 A ko — PRI THIRE 2

: 7 — K% K ISDN 2 —H¥%f

: %7 Z 4 b ISDN == —H%

D TR A

CAALZA T2 7 F U 7

AT T —IEAT = — L

=T AHEHT 2 k=
PRI

) ZIZ7AIDO—HKZiX, Xy hERey Ty MO L— NHIBR AT 5 0
DOWTNPERIRLET, LOTRXTO—FOT 7 v a i, ~ry e Ry 7 LE

T, TRTO—HIZH L TRXF L T E2AR—TNICTLH0E I DEIRTE ET,

[OK]ZZ7 Vv 7 LT, A VAXZvaryZBEMLET, DB T rERAZH0 KL

d)

£7,

AR E AN Z SV PEVE |
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B = rrx0 b0 10250 3009—ER Ky v—0RE

ATvT6

[M3UA Inspect Map] XA 7 a 7Ry 7 ZAD[0K] %7 U v 27 LET,

M3UA A VAT g P—ERA R —TCA VAT vary vy TR TEE L9127k
D\i‘a—o

RDRERY

< TEFEHTREODOL AR g R = ERETEL LRV FE L, A
W Ey NT—7 L AT gD —E R RY L —DFEE 342—) | #HLTL
7230,

ENAILRY RT—=D A VAR a3 vDY—ER KR O—DEFE

ATy T

ATy T2
ATvT3

ATv74

EFERA N Ry U= THEAENL T hardf v 2Ry g ld, T 740 DA A
7ary R —TIEADIR>TNRNDT, TNHDA AT ¥ a Y PERGEITE
T HHERHY £, T 74N DT =N f AR T gy R U—kiRET D
JT, INHDA AR v a yEBINTEET, £0id, HEFAM 2 F—T7 A4 XEFD
RY o —7p 8 MBS UTH LW —E X R —2EfT 528 TxFET,

FIE

[Configuration] > [Firewall] > [Service Policy] Z#K L C, /L—/L & B & 7,

« T 7 AN DT a— LR Y —ERET HITIE, [Global] 7 4 /L4 @ [inspection_default)
N—)VERIRLC, [Edit] %7 U v 27 LET,

« B LUWL— L Z2ERET 5 121E. [Add] > [Add Service Policy Rule] 227 U v 27 L£4, 74
P — K® [Rules] X— Y F THeAFE T,

CENRAN Ry NT =7 AV ART g = ARNHLEE. EEIEINALDAL AR
varvEBMTAHL—ANHLGEF, FNERRL, [Bdit) 227 Vv 27 LET,

[Rule Actions] 7 « #'— K ~X—F 7213 % 7T, [Protocol Inspection] % 7 % R L F 7,
(FERFORY —2EHT GG, ) BRpHA AT ary R v— <y 7 E2EHTS
TDIERATORY =5 fFET 2HEE, A AT va & T =7 ML, HLing
AR arR) V= vy SHTHREA XTI LET,

a) PIHET LI TCICERIN TWAETF 2y I/ Ry 7 A% A T7IZLET : [GTP], [SCTP],

[Diameter]
b) [OK]%7 Vv 7 LET,
c) [Applyl %7 U v 7 LET,
d) ZOFNEZEMEY K L T [Protocol Inspections] % 7 2R YD 97,

BRIDOENSRA )L Fy hT—7 v b a)L&@RLET : [GTP]. [SCTP]. [Diameter]

. ENALRYRT—=IDA VARG 3y
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RADIUS 7 H o7 4 25 1 v2xs v avnEE [

RTFY TS b7 hard 1O EICR LT 7 40 NUSDOA VAR v g URRERGEE, A
T a ORIZH B [Configurel &7 U w7 LT, AP EFEITLET,
a) T7ANEY T EERTHIN, FRF—FRRELIA AT ary R v—~<y
TEERATANERIRLET, ZOKRTYy 7E2ERTEET,
b)  (Diameter D7, ) BEB{L SN 72 A v —? Diameter 1 > AT ¥ g VU EHNTT HIT
I%. [Enable Encrypted Traffic Inspection] 233 L, 18 S(LITMEH 32 TLS 71 & o 2 j384R
LET,

(G¥)  Diameter f ' A X7 2 a VHADTLS 7% 2 +EE L. Diameter —/N T 7 ¢ v
JIWIZNATAR— M UXA V7 varziilLiehs (e 21X, A— 5868005
3868 I — N N NTF T 4w BVFA LY NTDHRY) 1L, Fu—rLs, £
IANA B =T 2 A ADHTA LV AT v a v EFRELET, HhA v 2—
T AL VAR v a rEHEAT D E. NATed Diameter b7 7 4 v 7 134
AT a N NALET,

c) [SelectInspectMap] XA 7 a2/ Ry 7 AD[OK] %7 Vv 7 LET,
ZF w76 [OK] £72i% [Finish] 227 U v 7 LT, $—E 2 HY o— L— L2 R17 LET,

RADIUS 7HOUT AT AVARG I VDETE

RADIUS T H U v T 4 v T A VAT 2 g 03T 7 4V FTldA X—T N> TWHWERA,

RADIUS 7AWV LT 4 v T AV ART 2 a U RVLBERBESITHREL T EEN,
Fg

AFYT1 RADIUS TH DV T 4 v T A VAR g R — <y TORE (352—)
RATYT2 RADIUS TAHD YT 4 v T A VAR v a DY —EARY U—0DFRE 36 3—Y) ,

RADUS 7HO VT AT AVARY I RYS— Ty TOHRE
BEICLER B AR ETARADIUS TH YT A v T A VAR gy R o— vy Tk
ERS L £,

FIE

AT w71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [RADIUS Accounting] % 3 L £,
RT9T2 ROWNTNNERITLET,

c[Add] 27V vy 7 LT, HLnw~y 7ZiBMLET,

s v HIBIRLC[Edit] 227 U v 27 LET,

AR E AN Z SV PEVE |



ENALRY bT=ODA VAR Y3y |
B rows7aoo 505 0 rRI L v H—ER K L —DBE

ATYT3 HlLuwy FOLa, Al (K40 XF) EHHEZANLET, vy T aimET 5 & &3,
EETEDLDITRHADIATY,

AT v 74 [Host Parameters] ¥ 7% 7 U v 7 L, 4% RADIUS —/NE 721X GGSN D IP 7 KL A ZB/L
£7

ASANRA v —VEFATEH LY EETHMEX—2EDLZNTEET, F—2N20
EHVIPT RLAFETFNF v 7 SNET, ASAIZ, ZHHDKRA RNPBHRADIUS T B 7 T 4
VI A=V Davr—EZELET,

AT 75 [Other Parameters] ¥ 7% 27 U v 7 L, LBt 7 a 2R ELET,

* [Send responses to the originator of the RADIUS accounting message] : /37— % ESMTP H—/
MO AT T HNE I ERELET,

s [Enforce user timeout] : L—WF DT A KV XA LT U NaETTH50EI N, Flo, A
LT MEZRELET, 7740 MI1RRH T,

* [Enable detection of GPRS accounting] : GPRS i@ RIFER O LRFEL FITT D0 E 5 i E L
T, BB X UPDP 2T XA N EHEUNCAELT 5728, ASA X, Accounting-Request
Stop ¥ & U Disconnect A & —3? 3GPP VSA26-10415 J@tEa F = v 7 LET, ZOEME
DIFET DA, ASAIE, BEA VA —T =2 ADZ—FIP T FL AL KT 5V —A
IP ZFF O X TOHGHE 2 YW L £7,

* [Validate Attribute] : Accounting-Request Start A > E— V% Z(ETHFE, =—HF T 7 K

DT =T NEAERT DG T 28MERE, o 0RMEX, ASA Dkt Uk %
MEIMERET HHEITENLBET,
RRAES 2 BMEMEEIEE L722WEA 1L, FramedIP 7 RLABMED IP 7 KL ADIAIIED
WTIRESNE T, BIBEEEZHRE L, ASAVRBIEEMENTNDT RLAEZETN, £
OMOBFET DBIMEDBRR 2T T 0 VBB A v E—Va%ETDHE, HWVWELEEZ
R L CBsT 2 X CoEEE, IP7 FLARH L —HFICHERI D 4 Tanzénd
AT, IS E7,

EOHEPHIL 1 ~191 T, Zoa~vy NIEERALTE £, BIEESBIUHADOYU 2
MZ DWW T, http://www.iana.org/assignments/radius-types & S L T 72 &0,

ATy 76 [OK] 227 V7 LET,
INT. RADIUS T H I T A v T A AR a DY —ERARY L —T, f VAT g
vy EHERHTEET,

RADUS 7H 9T AT AARG I VDY —ERRY O —DHTE
FTIFIV DA LA g R —TE, RADIUS T H U VT 4 v T AV ART g
A X =T EN TRV, ZORENLERGAIIA *—7 I LET, RADIUS T
DT AT A AT g T ASAD N T T 4 v 7 AICHERENET O T, EHEL—LT
1272 BHA AR gy — e LTEELTLEEN,
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TR Lty rI—H 2R avnE=4 5 |

FIE

AT 71 [Configuration] > [Firewall] >[Service Policy] Z3#&{R L C, L—/LZB& £7,

o LWL — VBB T HI21E, [Add] > [Add Management Service Policy Rule] 27 U v 7 L
F9., VAP — RO [Rules] X—VFE TR ET,

sRADIUS T H VT 4T A AT ay b—/LETziE, RADIUS T AV T 47
A VAR g VEBINTAEBL—LANHHEE1F. THE2EIR LT, [Edit) 227V v
7 L. [Rule Actions] ¥ 7% 27V v 7 LET,

ATvT2 (HEAFRORY —2EET 51203 EHFORY —2HHE L THDOA AT v a R
==y FEMMTHITIE, RADIUST AT YT 4 7 A VAR Vg B L TNG,
HLWA AT gy R v— <~y TOLRITCTHEA X —7 M LTLEE,
a) RADIUS 7 #7747 < v 7T [None] R L £7,
b) [OK]#7Z7 Vw27 LET,
c) [Applyl %7 U v 7 LET,
d) ZOFNEEEY K L T [Protocol Inspections] # 7IZR YD 97,

AT w73 HEO [RADIUS Accounting Map] ZHR L 9, Z O T~ v 7 E2ERTE 9, Mo
WTIE, RADIUS 7 H I v T 4 v T AV AT gy RY— <2y TOHRE (35 2—)
EERLTLIZE 0N,

ATY T4 [OK] £/21& [Finish) 227 UV v 7 LT RV ALY N =R R v— L— L& RELET,

ENAILSZYRNT—HAL ARG I VDEZAR) Y

TITIE, BRI R NT—T L AR q o EE=R ) T T EFIECOWTE L
F9,

GTP A VAR a2 DEZR) DT

GIP 27 4 X a2l — g rEF AT HIZIE, R EXEC & — K C show service-policy inspect
gtp A~V REANLET, a~vr FEANT2I12iE, [Tools] > [Command Line Interface] %
BRL £,

show service-policy inspect gtp statistics =~ > K& {EH LT, GTP A > A7 ¥ 3 » OffFE
WaeFrLET, RICHCTVHDEZRLET,

firewall (config) # show service-policy inspect gtp statistics

GPRS GTP Statistics:
version not support
unknown_msg
unexpected data msg
mandatory ie missing
optional ie incorrect
ie out of order

msg_too_short
unexpected sig msg

ie duplicated
mandatory ie incorrect
ie_unknown

ie unexpected

O O O O o o
O O O O o o
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B crrixxsvaor=5ysy

total_ forwarded 67 total_ dropped 1
signalling msg dropped 1 data_msg_dropped 0
signalling msg forwarded 67 data_msg_forwarded 0
total created pdp 33 total deleted pdp 32
total created pdpmcb 31 total deleted pdpmcb 30
total dup sig mcbinfo 0 total dup data mcbinfo 0
no_new_sgw_sig mcbinfo 0 no_new_sgw_data mcbinfo 0
pdp_non_existent 1

show service-policy inspect gtp statisticsip_address =~ > RIZIP 7 RLAZ AN D L, KFE
D GTP = FARA > FORFHEREZ TG TE £,

firewall (config)# show service-policy inspect gtp statistics 10.9.9.9
1 in use, 1 most used, timeout 0:30:00
GTP GSN Statistics for 10.9.9.9, Idle 0:00:34, restart counter O

Tunnels Active 0
Tunnels Created 1
Tunnels Destroyed 0
Total Messages Received 1

Signalling Messages Data Messages
total received 1 0
dropped 0 0
forwarded 1 0

show service-policy inspect gtp pdp-context ==~ > RKZ{#f L C, PDP =7 % X M4 51
WEFoRLET, GTPV2 DS, ZHERT 77— arTF A KT, RIZFIZRLET,

ciscoasa(config)# show service-policy inspect gtp pdp-context
4 in use, 5 most used

Version vl, TID 050542012151705f, MS Addr 2005:a00::250:56ff:fe9%6:eec,

SGSN Addr 10.0.203.22, Idle 0:52:01, Timeout 3:00:00, APN ssenoauthl46
Version v2, TID 0505420121517056, MS Addr 100.100.100.102,

SGW Addr 10.0.203.24, Idle 0:00:05, Timeout 3:00:00, APN ssenocauthl46
Version v2, TID 0505420121517057, MS Addr 100.100.100.103,

SGW Addr 10.0.203.25, Idle 0:00:04, Timeout 3:00:00, APN ssenocauthl46
Version v2, TID 0505420121517055, MS Addr 100.100.100.101,

SGW Addr 10.0.203.23, Idle 0:00:06, Timeout 3:00:00, APN ssenocauthl46

ciscoasa(config) # show service-policy inspect gtp pdp-context detail
1 in use, 1 most used

Version vl, TID 050542012151705f, MS Addr 2005:a00::250:56ff:fe96:eec,

SGSN Addr 10.0.203.22, Idle 0:06:14, Timeout 3:00:00, APN ssenoauthl46
user_name (IMSI): 50502410121507 MS address: 2005:a00::250:56ff:fe%96:eec
nsapi: 5 linked nsapi: 5
primary pdp: Y sgsn is Remote
sgsn_addr signal: 10.0.203.22 sgsn_addr_data: 10.0.203.22
ggsn_addr_signal: 10.0.202.22 ggsn_addr _data: 10.0.202.22
sgsn control teid: 0x00000001 sgsn data teid: 0x000003e8
ggsn control teid: 0x000£4240 ggsn data teid: 0x001e8480
signal sequence: 18 state: Ready
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scroe=51u>7 |

PDP £ 72137 77— a7 % A MM, IMSI & NSAPI (GTPv0-1) F 721X IMSI & EBI (GTPv2)
DEOHAEHLETHD o x/lID (TID) IZX-> TikBlENET, GTP Fr Lk, #h?
NEMED GSN £ 721X SGW/PGW / — RiZh 5, 2 OOHET a0 T H A ML TERS

1,

Rz IDIZ L > TEBIENET, GTP hrxuid, ATy y hF—F 2y T —27

LENRLNYTRI T4 (MS) 2—H L DTy v b EEETIHEAICHKLETT,

SCTPOE=4)

9

WDa<wy REFEHLT, SCTP2E=FTX%Ed, I~ NEANTHIZIE, [Toolg >
[Command Line Interface] %33R L £,

show service-policy inspect sctp

SCTP A v AT v a »OfaHE#RAFR R LE T, sctp-drop-override 77 7 > % X, PPID 73
Ray 777 a Al—8T 27NTHEM LU E T2, /X7 > MIIEPPID BN ER 57 —4
DIPTZEDREENTNZOTR Ty ME Ry 7aiuEd A, RICHEZRLET,

ciscoasa# show service-policy inspect sctp
Global policy:
Service-policy: global policy
Class-map: inspection default
Inspect: sctp sctp, packet 153302, lock fail 0, drop 20665, reset-drop O,
5-min-pkt-rate 0 pkts/sec, v6-fail-close 0, sctp-drop-override 4910
Match ppid 30 35
rate-limit 1000 kbps, chunk 2354, dropped 10, bytes 21408, dropped-bytes
958
Match: ppid 40
drop, chunk 5849
Match: ppid 55
log, chunk 9546

show sctp [detail]

BI{ED SCTP Cookie B L7 Vo — a4 FR_LET, SCTP 7 Vi x=—3 3 2B
T AR EFRT HITIL, detail F—TU— RFZEBEMLET, FFHE—12X, ~LF
B—Iv 7, HEOA N —Lb, BXOT7 T 7 A FEERICET AERbEFETSSNE
ﬁ—o

ciscoasa# show sctp

AssocID: 7ladebl5

Local: 192.168.107.12/50001 (ESTABLISHED)

Remote: 192.168.108.122/2905 (ESTABLISHED)

Secondary Conn List:
192.168.108.12(192.168.108.12) :2905 to 192.168.107.122(192.168.107.122) :50001
192.168.107.122(192.168.107.122) :50001 to 192.168.108.12(192.168.108.12):2905
192.168.108.122(192.168.108.122) :2905 to 192.168.107.122(192.168.107.122) :50001

192.168.107.122(192.168.107.122) :50001 to 192.168.108.122(192.168.108.122) :2905

192.168.108.12(192.168.108.12) :2905 to 192.168.107.12(192.168.107.12) :50001
192.168.107.12(192.168.107.12) :50001 to 192.168.108.12(192.168.108.12):2905

show conn protocol sctp
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BIED SCTP Hfe(C A4 Dz #m L £ 7,
« show local-host [connection sctp start[-end]]

A B =T 2 A AT LT, ASAZFEH L CSCTPEHE 24T 9 AR A MCBT DIEHR AR L
F4, BrEOE - IIHPA O SCTP G 2 H5OR 2 h DA% FRT 5121, connection sctp
F—U—REBMLET,

« show traffic

sysopt traffic detailed-statistics =~ > RZHNZ L TV DGAIE, A1 v ¥ —T = A AT L
D SCTPHfe & A v AT 3 a v OFEERN TR INET,

Diameter D E=42 1) >4

WD a~<r K& LT, Diameter ¥ E=4% TX%E9, I~ K& ANTHIZIE, [Toolg >
[Command LineInterface] %2R L £,

« show service-policy inspect diameter

Diameter f > A7 ¥ a OfeHEREF R LET, RICHZRLET,

ciscoasa# show service-policy inspect diameter
Global policy:
Service-policy: global policy
Class-map: inspection default
Inspect: Diameter Diameter map, packet 0, lock fail 0, drop 0, -drop O,
5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0
Class-map: log app
Log: 5849
Class-map: block ip
drop-connection: 2

 show diameter

% Diameter it D A 7T — X AR EF R LET, RIHZEZRLET,

ciscoasa# show diameter
Total active diameter sessions: 5
Session 3638

ref count: 1 val = .; 1096298391; 2461;
Protocol : diameter Context id : 0O
From inside:211.1.1.10/45169 to outside:212.1.1.10/3868

« show conn detail
fmeiE A FRon LE 9, Diameter #5%, Q 77 7 &AL C~—7 SN ET,
« show tls-proxy

TLS 7’1 % L % Diameter f > AX7 ¥ a U CEHTIHAEIT,. 207 v X ICBT5EH
NFRINFET,
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muant=521>5 [

M3UADE=R2') 2T

WOa~<y REHLT, MBUAZE=FTx%E7, a2~ F& AT 5I2i%, [Tools] >
[Command Line Interface] % E4R L £,

show service-policy inspect m3ua drops
M3UA A Y AT v a AR D Fry 7OfmEHERE R R LET,
show service-policy inspect m3ua endpoint [IP_address]

M3UA = RARA » FOMEHERERRLET, =V RARA L FDIP T RLRAEZFEEL
T, BFEDOZY RARA Y MIBETAEREFRRTEET, A TA TV T 2137
TR ENTZ Y AT A TIE, FEHERIT2 =y P LRt s, 2=y FE TR S
NEFA, WIZHZRLET,

ciscoasa# sh service-policy inspect m3ua endpoint
M3UA Endpoint Statistics for 10.0.0.100, Idle : 0:00:06 :

Forwarded Dropped Total Received
All Messages 21 5 26
DATA Messages 9 5 14
M3UA Endpoint Statistics for 10.0.0.110, Idle : 0:00:06 :
Forwarded Dropped Total Received
All Messages 21 8 29
DATA Messages 9 8 17

show service-policy inspect m3ua session

g T 7Y r—yva =T ak A (ASP) IRREDOHERZANCT S L. M3UAT® »
va T AERNAFRRINET, HRICIE, EELT Y m—ra s ID, By s
VIRV NEIZE T NANNTNORBRTH DM, £, 7T AZDOERTT T AKX F—
T arit NI Ty arONWTNTHLILREENE T, 3o Eoa
= FEFFO7 TAXTIE, 2=y PRI T RAEINLRITTZRIZE S THRDIGE, &V
NPT o7y rarPRREINDZERHVET, ZNOLOH By aiE, By
ary AALT U REEHLTCWRITIUR, XA LT U MFICHIBRSLE T,

Ciscoasa# show service-policy inspect m3ua session
0 in use, 0 most used
Flags: o - cluster owner session, b - cluster backup session
d - double exchange , s - single exchange
AssocID: cfc59fbe in Down state, 1dle:0:00:05, timeout:0:01:00, bd
AssocID: dac2el23 in Active state, 1dle:0:00:18, timeout:0:01:00, os

show service-policy inspect m3uatable
DN —NEELT A DMUAA VAR gy T—TVERRLET,
show conn detail

Pt e R LET, M3UAEERLX, v 797 2L CT~v—27 & E7,
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B = srxvro—s 1021003 08E

ENAIL XY ST A VAR 3 VDERE

1) =2 HRETEER

HaE

GTPV2 A A7 g & GTPvO/1 A > A~2|9.5(1) GTP A VAT 2 3 L GTPV2 2B TX 5 L H T
Ja Dk DNEL, £, TRXTONRN—T g3 DOGTPA VAT
g TIPV6 7 RUANYR—FEND LR EL
.

GTPvl B LU GTPV2 IZ—ET HflBlD A v &— ID %
BHETE S L 912, [GTPInspect Map] > [Inspections] #
AT TRy 7 ANELIIE L2, [General] /X7 A —
% X 7T, [GSN] # A 57 7 K3 [Endpoint] % A LT 7
MZ72 £ L7z,

Y

SCTP A V AXRT g v/ 9.5(2) ~_Aue—K 7a havID (PPID) IZES3WTT 7 v 3
YEBAT LI, T v a VA VAR
< = % Stream Control Transmission Protocol (SCTP) K
T4y ZICHHATEDLEDIZRD E LT,

OB R SNEAINE 72 I1TEE SfvE L7z, [Configuration] >
[Firewall] > [Objects] > [Inspect Maps] > [SCTP].
[Configuration] > [Firewall] > [Service Policy] iBN/fwE
v ¢ % — F® [RuleActions] > [Protocol I nspection] % ~7',

Diameter 1 o A7 3 5 9.5(2) TS r— g VA v ALY 3 % Diameter kT
T4y ZICHMATEALIICRY, TV r—vay
ID, 2w Ka— K, BXOEMEST (AVP) O 7 ¢
NEY TSN TCT 7 v avra#EfTEs o7
nE L,

IROBHEABINE L IFEEL SvE L7, [Configuration] >
[Firewall] > [Objects] > [Inspect Maps] > [Diameter] 35 &

" [Diameter AVP], [Configuration] > [Firewall] >[Service
Policy] 1B N/#REE ™~ + ¥ — K [Rule Actions] > [Protocol
Inspection] % 7,

Diameter A > A7 ¥ 3 > D 9.6(1) TCP/TLS k7 7 4 v 7 |-® Diameter & # L, Bsi7e 7
o fa VLT =y 7 B L, 7 T A X £ — FTSCTP
E® Diameter ZHETE D L1270 F L1,

WOBEHE BN E I ITEE ZvE L7, [Configuration] >
[Firewall] > [Objects] > [Inspect M aps] > [Diameter].
[Configuration] > [Firewall] > [Service Policy] @ [add/edit]
v ¢ ¥— R o [RuleActions] > [Protocol I nspection] # 7',
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ERALFy rI—0 422202 300BE [

HEES J1)—x BERETEHR

75 AK F— RTOHSCTP A5 — K7L A |9.6(1) SCTPAT— NI ALV ART I a vy BT FAE T— R

VAR g TEET AL FELE, £/2, 7T AXZE—RT
SCTP AT — "IN A LV ART 2 g9 WA NAERET
HZEHLTEET,
BMEZEFET I N-EHIZH D T A,

MTP3 User Adaptation (M3UA) A > A7 [9.6(2) M3UA LT 7 4 v 7 ERAETEL LIV ELRE, £

va s,

7. ™A R a—F, $y—bER A TFr—% BIOY
A=V DI TARAELIATIHESNCTT /v a kil
MATELE21TRVEL,
WONX—UPNEMEIFERINE L
[Configuration] > [Firewall] > [Objects] > [Inspection
Maps] > [M3UA], #—E R RV ¥ — L—L DA
[Rule Action] > [Protocol I nspection] % 7,

SCTP v /VTF A MY —=I v T OW~KZ LV
TR TN, BIORTITTA T = a0D
PR— b, SCTP = RiRA > MO 1P
7 RUVANERE S 72 SCTP v /L F R —3
T OV R— b,

9.7(1)

ZDOVATF AL, SCTP = /LF A N —3 > F Ol ~%%
Z. VTRV TN, BEXOT I T A T—Vvarbms
IZHAR—RFLTEY, ZHNIZEYSCTP N7 7 4 v 7iZ
%9 % Diameter 3 L UXM3UA A AT 2 a OFER)
MERRBEESNTVET, ZOVAT AT, Fo RRA
v MZBEEDOIPT RUADRRE S L7z SCTP v /LT K —
R HYAR—FLTWET, vATEHR—I 7T
THTY T RUARZKERE VR —VE T AT N3
KDOT, ¥ T VT RLRZFAITHI2DDOT 7R
=V —WRERET HHMETH Y A, SCTP =
VRARA VM ENERIODOIPT KL AITHIRT 2
VENRHD £7,

2R Xi7- ASDM HEHEILH V FH A,

M3UA A v AT v g » DUE,

9.7(1)

M3UAA VAT g 0%, AF— 7V 7 =—)LF—
N— BT TAZY T B AT HR—I T
EYR—FTDHE9RVELE, £, 77V r—
YarHh—nTFat A (ASP) DIRFEDEE IRMREERC,
XFESERAVE—VORGELHTETE ET, ASPIREE
DB, AT — IV T 2— G —nR—L 75
2B T ELTY,

WOMEHEAEE I LE Lz, [Configuration] >[Firewall] >
[Objects] > [Inspection Maps] > [M3UA] [Add/Edit] % 1 7
ary Ry T A,
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HaE

iy

)1)—2R

BERETEHR

TLS 7' u % ¥ #—30D SSL 5 A A — h D
RE YR —

9.8(1)

ASAMNTLS 71 ¥ $— 3L L CTEEL TV DA,
SSLIF B AL — FEARETEH LT £ L, LUl
. [Configuration] >[Device M anagement] > [Advanced] >
[SSL Settings] > [Encryption] ~~— " CASA ® 7 1u— 3L
BIEDHMATRET LT,

WOMHEHNEFE Sk L7z, [Configuration] >[Firewall] >
[Unified Communications] > [TLSProxy]. B/iREZ A
7 war Rw A, [Server Configuration] ~<—37,

MSISDN B L V&ERE— RKDOT7 4 &2 Y
T, TrFV T BIO2—Y 27—
T4 U TIREICKT D GTP A VAT Tm
> DFEREIETR,

9.10(1)

EFEANAL N AT =V a VEBET T AT T4 NEEE S
(MSISDN) F7-13#RE— FIZHESWTPDP 2 T %
A RNDOERA v —T% Ky 795X HICGTPA A
R A ERETEDLHEIHICRVE L, 72, TV
FIV TV A a—V AT —7 ¢ 7 {R#ELFEETE S
ERS

[E%%E (Configuration) |>[Z 74 72 4+—IL
(Firewall) [>[#7> %9 k (Objects) >[4 VARY
L3> <7 (Inspection Maps) ]>[GTP] > [BN/#RE
(Add/Edit) | ¥4 TRy 7 AEERELE LR,

GTPvl U U —Z 10.12 DK — K

9.12(1)

VAT ATGTIPYI VU —R2 1020839 R—FENns k)
W0 E Lz, VX, VU —R61 03 KR—FIhT
WE L7z, HLWHaR— h Tk, 254F0 GTPvl A vt —
B IV 66 tEOBHREZORRMSBMENTOET,

Wz, BMEDEELH Y 9, AP A v E—VID
N IND L0 £ L, Daid, RBARRA
=iy a3, vl sncnE L,

BEIMFEZEFEAEINZEHEIEEH A,

ENRA N RO FTOu X7 (GTPA v A
RXRy7Tay) .,

9.13(1)

GTP A VAT v a VERETDH L. TAILEERDY]
HOLET & Z N LG OE T 2 0 JIZisk T £
T, BHTOEE LB+ D L, RiEu—I v IiERk%E
WRT D DI DL ENH Y £,

WOBE R AEHE S U L7z, [Configuration] > [Firewall] >
[Objects] > [Inspect Maps] > [GTP],

GTPV2 B L OYGTPvl U U — A 15 397K — b
SNTWVWET,

9.13(1)

2 AT 5T GTPV23GPP29.274VIS5.0 RY-R— h&h b
X 912720 £ L=, GTPvl ¥4, 3GPP 29.060 V15.2.0
EFTHR—FLTWES, FrLWYFR—FTIE, 240
Ayt —UB IO HOFRER ORI BMS T
WET,

BMEZFEFESNZEAENTID D T8 A,
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