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VARV a v EERTASKRN R FIECOWTE, 7Y A~ ary LAY S han A
VAR va rOEESZRL T IEI N,

*DCERPC A V' A7 gy (2°3—Y)

*DNS A v AT gy (5§3—)

oFTP A VAR vay (9X—)

HTTP A ' A7 gy (14 =)

s ICMP A AT gy (19 °%—Y)

ICMP =7 — A VAT g (20 3—)

CILS A VAT v ay (20 —)

A VAF U N A=V A AT g (21 =)

cIPATar A AR gy (23 3—2)

e IPsec NAANL— 4 L ART g (25 2—2)

o IPV6 A VAR gy (27 X—Y)

e NetBIOS A ' AT g v (29 _—)

*PPTP A > AT 3y (30 3—)

*RSH A A7 gy (30 2—2)

« SMTP 35 L UWEIE SMTP A A7 v g3 (31 ~X—Y)

*SNMP A AT g (35—7)

* SQL*Net f ' A7 a3 (36 ~—)

e SunRPC A V' AT v g (37 =)

«TFTP A VAT v g (38 X—)

¢« XDMCP A v A7 v gy (39 X—=)

e VXLAN A VAT gy (39 X—)

e AWM v —%y N Fa ha A4 AT g L DERE (40 2—3)
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B ocerrc i xxvLay

DCERPC 1 AR 3>

T I FINV DA LAY g KR —"TiX, DCERPC A VAT v g URA F—T I E
NTWeWd, ZOBRENRLERGEIFAX—TMILET, 774V DT v —r3L A
AR gy R —ZfRET ST, DCERPC A 2~ g v ABINTE XY, £
I, R FA =T 2 A AFFORY —72 8, LEIISELTH LW —ERARY o—%
BBz &b TEET,

WDIETIE, DCERPC A > AT gy AW THB LET,

DCERPC D&

DCERPC (Z£-5< Microsoft ) £— F 71—+ 22—/ (MSRPC) !X, Microsoft /37
AT B —AR"T TV r— g U TCREHEINTWS 7 r harThy, V7 hUx
T IIGAT U IR EOT e ST A E Y E— N TEITTEDLLIITLET,
WHE., 2078 haLoERTIE. 7 74T "R TRIBERR— &5 THEREZZ T ANS T
VRERA R wyN—L W)= NT, MERY—ERZONTHE AT I v ZIZEIDETHR
HF v bU—ZIEREMWEDEET, KIZ, 72747 M, P—ERX&EHELTNHE—
NDA VAR ANDEH o E VA y N T v 7 LET, ¥ T4 7947 %
I, WEIRAR—FERLE Ry NU—2 T RLA~DO® X V2T L, MEICSE DT
NAT Z@EH L E7,
DCERPC A VA7 v a v =V d, EPM & U =)V ) U TCPAR— 135 LDV T4 T
NeDMORAT 47 TCPHEREEHRELET, 7747 NHICEPM O~ v B 7 vy s
TN R—=FEINTWET, 7747 b —NF, EOBX2VT 4V —2iZH-T
bNFEWNERA, HDIAENTZY—DIPT KL R ER— FEEIE, EPMOSDIRE A vE—
TR £, 7 T4 T2 B EPM LRI — DR — Mkt L CTEE O &
AADFAREMEDRH DL DT, A= ADRNEEFEHTE, 2—FRZDXA LT U FERETE
HE Do TWNET,
DCE A VY A7 a3 Uk, IROPLH—E#@HI (UUID) & A vtEe—Y%R—KLET,

« =2 NFRA > b~y 8— (EPM) UUID, §XTOEPM A v &=V NHHR— hENET,

* ISystemMapper UUID (FE EPM) , AR — hSNDH A vt— XA 73RO LB TT,
* RemoteCreatelnstance opnum4

* RemoteGetClassObject opnum3

» OxidResolver UUID (FEEPM) , R — FENB XA v =KD ERBY TY,

* ServerAlive2 opnum5

cIP7 FLAFEZEIFR— MEREEERVMEEDOA vE—Y (INHD A vE—VTIIHRAE
DOERIRNT=D)
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DCERPC £ w2 <45 L3> Ky v— vy TnEE [

(] ~ o ~ O =
DCERPC f VARG 3 RYS— Ty TDHRTE
DCERPC A A7 ¥ a DIBINDO/NRT A—X ZRET 5121%. DCERPC A v AT 2 g v
RV — =R ER LET, fER LA v AT a3y R Y — < 7%, DCERPC A >
ARy avhEAFR—TNCTHLHEHATxXES,

N7 74y O—BHEELERTHEEIT, VIR TEERT D0, FEFAR) —~<
FZmatch A7 — M AV NEEBEGDDIZLNTEET, /7Ry TE2ERTHZEE, A
VAR ary RV = vy TNTHEHSE NI 74 v VBREEZERTDHZEOENL, 7T A
vy T EFERATEL8TT, RIZ, A AT v ay R v— <y 7OFIRIZOW TR
LCWETH, 77 A~y 7 THANER N 7 4 v 7 OO W THHALET, 7
T A~ v P EVERT 5121, [Configuration] > [Firewall] > [Objects] > [ClassM aps] > [DCERPC]
DNEIZEIR L F 5,

Evb DITFTHMATAFIECNZ T, yY—E2 RY —DERFICA v AT gy vy FERHBTE
TEET, v v 7TORNFIT, 1ERFIEICERAR SR LTI,

FIE

AT w71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [DCERPC] % &R L £,
ATY T2 ROWNTNANEFATLET,
c[Add] %7 UV v 7 LT, HLvwy 7 ZEMLET,
CTHNEERTTDH Y TEBRLET, EXa2 V74 VA ZEHBEEETLII LD,

[Customize]| =27 UV v 7 LTy 7 E2RETHZ L L TEET, ZOBROFIRTIEH, v 7
BRAAZ A RETITBINT 56D & LET,

ATYTI LW~y TOEA, 4R (K40 LF) EMHEZANLET, v~ v 7 E2mET D &3
BETEHDIFHHOATT,

AT w74 [DCERPC Inspect Map] %A 7 12 77K v 77 A®D [Security Level] D =—T, LT D
BTNV EBRIRLET,
Tty b L OWNT N EMSE T H5E, UETKRTTI, [OK]227 U v L,
O OFENEL LI L. DCERPC £ > A7 > a D —EZ RY — L— LT~ v T & f
L\i‘a—o
REE SDICHAF A AT HLEND DH5GEE, [Details] 7V v 27 L, FllEEHTET,

B>k [UUID Filtering] AR % %, ZOFIEOHLETHHINDI A vE—Y T4V H ) T
ERETHYa— by FTT,

ENZ—

R

ATy TS BB F T g o BRELET,

* [Pinhole Timeout] : B> R—/V XA LT U NERELET, 7747 MBMEHT L9 —
ANEBRIT, HEOBEROT S RRA b=y A= bIRENDZENH DD, F A4 LT
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B ocerrc L xxv ALKy — <y ToRE

ATvT6

ATy FT17

T MESZ AT NOT T = a VREEAER L CGRELET, &, 0:0:1 ~
1193:0:0 T3,

* [Enforce endpoint-mapper service] : ¥ —E XD N T 7 ¢ v 7 ZF BN IND L. N A
TATRCE Y RRA U b o= Y —ERZFTT o E I DPRELET,

* [Enable endpoint-mapper service lookup] : =2 KRR A > h v v X—H—E2ADNL v I T v 7
BEZA X =T MZT M EIMRELET, VY—ERA VY I T v TDIA LT T b
MTEET, ZA LTV FERELRWVIGEIE, BEUR—V 24077 FBEH SE
j—o

(fI=&) [Inspections] # 7% 27 U w7 LT, FFEDX A TDA = IR LTFEITTHT 7
varEERLET,
DCERPC 7 7 A = v FIZHADNWT, FlFA VAT v ary vy P T—HEEERET HZ
LIZEHoT, FRFEFOWMET, N T T4 v O—BIMELE TR TEET,

a)

b)

d)

e)

IKONTNNEETLET,
c[Add] 2727 U w7 LT, HrLWEEEZEML £,
 EFORYELRIR L, [Edit) 227V v 7 LET,

[Single Match] ZJ#4R L CHMEZ EHEEFRK T D0, F£ 7213 [Multiple Match] % 38R L TH:HE
% EFeT 5 DCERPC 7 7 A ~ v V&R L £,
HUYLR Z ZCERLESGAIE, BEO—HX 4 7L LT [Match] (K77 4 v 7 | 3HUEL
—HTHMENDH D) F£7L[NoMatch] (M7 7 4 v V7 IZRKMEL BRIV ENH D) &
WLUEF, KT, HET 5 UUID Z&IRL 9,

« ms-rpc-epm : Microsoft RPC EPM # vt — VA BAE L £,

» ms-rpc-isystemactivator : ISystemMapper A v — V&2 BRE L E7,

« ms-rpc-oxidresolver : OxidResolver A vt —YZ WA L £7,
Bz )ty b3 50, OTICREFTHINERINLET, Bz VY M52 L 28R
L7=%a, BX o 72NN 52 b TEET, #izV ey bTHE, Xy B R
2y 7 N, BRSO, b= NEEZ TA T MITCP Uy bREE SR E

7
[OK] %7 Vw27 LT, EEZBENMLEST, HREISCUTTrEAZEY KL ET,

[0K] %2V v 2 LET,
ZHT, DCERPC A Y A7 v a v OP—ER K =T, A A7 var ~y T %M
T&EET,
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RDBERY

<~ TEFERTREODAL AR g R V=R ETELLCRhRVELE, 77
=g A Fabhal 4 AR g ORIE] EERLTLIIEEN,

DNS £ VAR 3V

DNSA VAT 2 g AT 7 4L b TA R —T N> TWET, 57 4/0 MESAO LB,
BERPEAICOBRRETHVLERHVET, ZZ2TlE. DNST7TFU r—sa A VAT g
NZOWTHALET,

DNS 1 VAR 3>DTIHIL bk

DNS A VAT g 0%, RO X H 72 preset dns map A AT gy 7T A~y T EEH
LT, T74NFTAR—=TNITIR>TVET,

ey KDNS A v E—URIE, 51234 N CT9,
« DNS over TCP A > A7 3 3 35T,

e RKZTIAT L EDNS Avbt—VEIT, VY—R La—RZ—#HT5 X9 I CHBICR
EINFET,

¢ DNS H'— RiFA 2—T7IZ72 0 . ASAIZ X > TDNSISENEEIN S L3 <IT, ASA I
DNS 7 = U IZBH#fT HALTWADDNS v a a2 UIlr L Ed, ASAILEZ, A vE—
DR A E=F L TCDNSIGEDIDNDNS 7D ID & —FT5Z L 2R LET,

« NAT O EICH S DNS U a— ROEHIIA 2 —T I TT,

o 7 haLOFRHNIA R—T N THY, DNSAX v —UKF = v 7 ¥MThbitEd, KX
AU BDEFEEN 255 LFLUF., 7-ULOESN 63 305, JEMG, V—7F RA L ZDF = v
7 ETY,

DNS £ VARG 3 RYS— Ty TDHRTE

FIFN DA ARV a VEWER R Y RU =218 o TS TROWEA., DNSA v A
ar RV — <y FEEHRLTDNS A VAR gy T/ avh AR, ATEE
7T

F7ar LT DNSA VAR vay 7T A<y TEERL, DNSA VAT gD
NG T4 JTABRERTEET, oA 7T a0 LTiE. DNSA VAT g R
V=TI T4 VT ARABREREERTHIE L TEET, VIR Ty T EERT D
TEEA AN v ary vy TR T4 v IV OREEEEERT DI LEOEWNL, 7T A
~ v T TCIIEM R A RRERLER T, 77 A~y TE2HFATEL LWVWH HTT, ZOFIA
TEHA VAR v ar=y AZOVWTHALETR, 77 A~y 7 THEAIND —EHENE,
[Inspection] # 7 \ZBI4 2 FIECHA I TWVWAH LD LR L T9, [Configuration] > [Firewall] >
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B ovsozxrovaskys—<yTiomE

[Objects] > [ClassMaps] > [DNS] #ER 957>, £721TA v AT v a v vy T ORERIC/E
KT HZLILE->T, DNSV TR Yy TERETEXET,

&
ATFw T2

ATvT3

ATvT4

ATvTh

LIFCTHMAT L FIASNA T, =X FY —=DERPICA Y AXRT v a v vy T 2Bl
TEET., v v 7ONRE, ERGEICBERLRSFEL T,

1R BHHIIZ

WD LT T4 v IBEFT L a TR, REDLEOICERERZEMLES, ZhbnT 7
=y 7D 15T 56, RINCERKRREZBZEREZRO 72 < v 7 2Bl L £
ﬁ‘o

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [DNS] % i#R L £ 9,
RONTINNEFEITLET,
c[Add] 27V w27 LT, HLw~y 7ZBIMLET,
cHNEERRTDHYy THBNLET, X2V T4 LUVEEBEERET LI LD,

[Customize]#7 V v 7 LT~y 7 amET 22 TEET, ZOHDOFIATIE, v~ 7
HHAZ A ZETITEMNT 26D E LET,

L~y 7O%A, ARl (K40 XF) EERAEANTLET, vy T E2RET D & XL
EHETEDLOIEBHOALTT,

[DNS Inspect Map] %A 7 2 7 7R 7 2D [Security Level] B2 — T, MEpar 7 4 ¥a L —
varbRbILETLHLNERIRLET, 7740 bO UL [Low] T,
Ty N LAV ONTONESE BT 556, LETKRTTI, [OK]Z27 U v 2 L,
BRYOFNEEZAXF YT LT, DNSA AT v a D —ER KR — L— Ty T &l
HALET,

REZ EDIZHAZ YA XTHUERHL5E1E. [Details] #27 Vv 7 L, FlEEZHTET,
[Protocol Conformance] % 7% 7 U w7 L, ®BERA T a U EARIRLET,

* [Enable DNS guard function] : DNS 7 — RZfiH L £ 9, ASA (2L > TDNSJSENIRE X
5 ET<IZ, ASAIEDNS 7 = U —IZBH#fT T 6 TS DNS By v g &2 Uik L&
T ASAFE, Avb—VUKHAEE=FX L TDNSIZEDIDNADNS 7= DID &—
BT 52 L Z2MERLET,

» [Enable NAT re-write function] : DNS L 21— R % NAT OF%EICFKSWTER L F7,

« [Enable protocol enforcement] : DNS * vt —VHEAXDOF = v 7 &4 F—T7MicLEd, K
AL B DEENSLFLLT, 7V DOR SN I LT, Effi, V=T RA L ZDF =y
7R ETT,
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ATvT6

ATy T1

ATvT8

DNS 1 v 2R5 a3y Kys—vyTngE [

* [Randomize the DNS identifier for DNS query],

* [Enable TCP inspection] : DNSoverTCP k7 7 4 v 7 DA VAT v a U EHMLET,

DNS/TCPHR— K53 77 4 w73, DNSA VAR v a v &+ 57 7 A0—HTh
LIEERMRLET, A VAT a DT T 7T A&, TCP/S3 3G £ T
\i—a—o

* [Enforce TSIG resource record to be present in DNS message] : ¥E#L L T\ 2\ w37y h & R
By 7EFIeX S TEEY, METHIUL, Fry S ry her¥ o /T
£

[Filtering] # 7% 27 Vv 7 L, Bt 7T a 2RRNLET,

« [Global Settings] : 7 7 A 7> FE7ITV— DO EBL LML IERRL . HBELEZRKAE
EBZ Oy N Ray 7350 E ) naBIRLET (512 ~ 6553551 k)

* [Server Settings] : [Drop packets that exceed specified maximum length] 33 2 O [Drop packets sent
to server that exceed length indicated by the RR] : #—/YDNS 2 v & —T DR KEZHE L
£T (512~65535 34 h) | FoiF, mRARZY Y =X La— RTOEICHELET,
M OREEAR—TMITDHE INSWHOENMER S ET,

[Client Settings] : [Drop packets that exceed specified maximum length] 35 &2 UF [Drop packets sent
to server that exceed length indicated by the RR] : 7 7 A4 7> Kk DNS A v —V DR KEL
BELET (512~65535 /34 1) | F72iE, mARZY Y —A La— FTOMREICERE L
EFT, MTOREELA F—TNVITDHE, NSWHOEMER SN ET,

[Mismatch Rate] # 7% 7 U » 2 LT, DNSID R—# L — "EE L7 LEVMEE B2 7255
DRFLTHBENIT2MEINPEBRLET, L2 LEWEZIBHLD 30 HOR
—HUCRETEET,

[Inspections] ¥ 7% 7 U w27 L, b7 7 4 v 7 ORHEICIHESWTERET LR EDA VAT g
CEERLET,

DNS 7 T A = v FZHASNT, FHFA AT vary v v T TBEEERETHI LI
KoT, FHEFFOMET, NI 74 v O—FHBELTEETEET,

a) WMOWVWTINNEFITLET,
c[Add] 27 U w7 LT, HrLWEREEZEML £,
HEFORELTINL, [Bditj 227V v 27 LET,

b) [Single Match] 2384 U CTEEA EHEFRT 57 . £ 721E [Multiple Match] A i%4R L T HE:7E
ZEFTDHDNS 7 7 X vy T HBRL LT,

c) HMAEZZ I TERLEGEII. KO- AT L LT [Match] (T 7 4 v 73R HEL
—HTHMENRDH D) F7iX[NoMatch] (T 7 4 v VXKML B0 ERNH D) &k
WLET, 7=&z1E. CFF Texamplecom) T[NoMatch] Z23%R L7-5%54 .  lexample.com)
EEie N T 74 v 7IETRTI T Ay T OGN £, WRIT, EEEZLTOL D
IZRRE L £,
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ATvT9

d)

2

* [Header Flag] : 7 7 /7 NELWKLERH L0, FLIHESNTHEEELMLER D D
DERIRUEHR, N~y & — 7774 5BIRT 50, Fid~y & —0 16 il (0x0
~O0xfff) ZANILET, HEO~y X —lERIRT 5556, [FELW] [ ZTXTo7
TIWNRT y MIFETAMERS D Z EERL, G lTWnFhnl o777
TH7 Y MFEETIRIWZ L 2R LE T, ~v & — 77740, AA (RS
) . QR (/7xVU—) | RA (T 5HIF) . RD (LELFHR) . TC (W0 #H
<) TY,

[Type] : /8%~ FDDNS XA 7 7 4 —/L FOARIE-ITETT, 74—/ R4, A
(IPv4 7 KL A) | AXFR (7)v Y —i5ik) | CNAME (EEHLO4HED) . IXFR (M
53— HRE) . NS (HERRR—L H—3) | SOA (HERRY — > DBR) . TSIG (F
TV ayEL) T, I DNS 247 7 =L FD 0~ 65535 DIEE DK
FTT, BEDEEIMEOHPEEZ A LET,

[Class] : /3%~ B DNS 7 7 A 7 4 —)L KOLFITE72I1HME T, HHATRERME—D
7 4 —/V K413 Internet T3, fEi%X. DNS 7 7 A 7 4 —/L KD 0 ~ 65535 DEEDE
FTT, BENEEIMEOHKMEZ AN LET,

» [Question] : DNS * vt — Y OERHS T,

« [Resource Record] : DNS DY Y —Z L oi— R T4, B, &, HEROKY V—2 L
a—RFk7varybBETLNEINEBRLET,

—H LTI 74 v I L CEATTHFEERT Vv a VERBIRLET, Ty O R

0y BEROUW, v AT (N B =TT T —EOBEDOR) | T LRV, OWTh
NTI,

DX T AT NELXT 4 B—TMZT H0E I DEEIRLET, TSIG % 53
AHEEIT, uX S EF 4 —T AT AVERH Y 1,

TSIG U Y —A L a— ROIFEZEBHIT 5N E I 0ERIRLET, 7y b Ra vy,

Ry houaXo s, £y b Ryl aX o SRARETY, @, TSIG &
5l 9™ % |2 1% [Primary Action] C [None] Z 3R L. [Log] T [Disable] Z &R 5 MLE N3 H Y
T, 2L, "o X =TT T —HOGREIL, R IOT T4 T Irarvklld
W2 TSIG 2 H TE £ 7,

[OK]Z 27Uy 7 LT, A VAT arzEBNMLET, LECLLTTrERAZEY KL
£7,

[Umbrella Connections] # 7% 27 U v 7 LT, 757 RKTO Cisco Umbrella ~DHEERi &= HZhZ L
i TO

Z®O X 7%, [Configuration] > [Firewall] > [Objects] > [Umbrella] ~<— " C Cisco Umbrella £
ERELTEHAICOBEELES, ZOX T TH S a2 E L. Cisco Umbrella (27 73 A
AERGE LT, TDT /A ANDNS /Ly 77 w7 % CiscoUmbrella (IZ U # A L7 FT& 5 XL

g,

WCTH0ERHY EF, ZNEITH &, CiscoUmbrella (F FQDN X—ZXDEF = UF 4 R

—HWATE L L5 F9, FEMIZOWVWTIL, Cisco Umbrellaz 2 L TL 72 &y,

* [Umbrella] : Cisco Umbrella Z# HZNZ LE T, HEIIL U T, 734 R{Z#H T 5 Cisco
Umbrella 78 U > — D44 Hii % [Umbrella Tag] 7 4 —/V RIZEEL T, RY v —%HFELR
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WIEEIE, T 740 O ACL R INET, BENZETT 5 &, Umbrella DT /31 A
ID 3% ZORICFRTRENE T,

» [Enable Dnscrypt] : DNScrypt & H 202 L CT 734 & & Cisco Umbrella ] O 2 B 51k L
F 9, DNScrypt ZH2hZ9 % &, Umbrella V Y L NNEDF—ZHA L v RABBB SN E
T, F—RHA Ly NiE, 1L I AR DN R oA 7 52F(TL, F LW
B CTT N, A& FH LT, DNScrypt TiX UDP/443 2+ 572, ZDHR— FR

DNS A VAR v a NMEHT L7 TA vy FZEENTND Z L 2 MERT D2MNER D
DNET, TTHNVEIDA AR gy 77 ATILDNS A AT ¥ 3 2 UDP/443 )3
FTTICEENTNET,

« 7x—)LA—T > : UmbrellaDNS ¥ — 33 ] T & 2254512 DNS figitk 2 BifESH 5 12
X, 72— A =T B X—=T M LFET, 7= A4 —T7 2 DIRRET Cisco Umbrella
DNS Y —"BEHTER2WEAIL, 20K Y >— ~ 7T Umbrella BIKRT 4 E—7 /L
(2720 . DNS k%A v AT A BICERE SN DNS — 3 (f#ET2854) ([CBET
E5H L2720 £9, UmbrellaDNS — "B HEMHHAIGEIC2 D &, R —~ v 7%
NoOFEHAZHELET, 2047V a v ZRIRLRNVEA, DNSEXRIZT /7 EATER
VN Umbrella U Y /WS~ E) LT 2 O T, IREIFEBEG S ERA,

AT w710 [DNS Inspect Map] ZA 702 Ry 7 ZAD[OK] %27 U v LET,
DNSA VAR v ary P—EARY V—TA VAT vary v~y T2 lHTELXH127Y
i‘j‘o

RDBERY

<y TEFERHTREODAL AR g R V—ERETEL LRV ELE, 77
r—ay bAY IR AL AU AT g L ORE] BB LTLLEE N,

~ O N ~
FIPA ARG 3y
FTPA v AT v aifk, T 74NV TAX—T IR > TWET, T 7 /L FELINOMLEE R

VBERERICOBRET HIVLERH Y £, ZZTiE, FIPA VAT g P 02o0n
T L E9,

FTIP A VAR 3 VU DOE
FTP 7 U r—a A AXT3a s d, FIPEy T a v BBEL., RO4HODE AT &E
1ITLET,
«FIP 57— X BRED 7= DIZEI 2 h o # ) T— 2R T v 13V 2 LET, ZnbHo
F ¥ 2L DOFR— RE, PORT <=2 REZILZPASV o< REFHALTRIT=— &N
¥, B XY FrRrE, T ANVT v a—K, Iy yrn—R, £
FAULIZ MY URR AR hADIGETEID Y THENET,
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B z=nee

«FTP o~V NINEY —F7 U AZ B LET,
o EEREEIR A AR L £,
B FEIIT v e — RENE T 7 AN T EICER L 2 — F303002 3 Ea S E T,

* Audit record 201005 is generated if the secondary dynamic channel preparation failed due to
memory shortage.

HIWDIALIP 7 RLAZEH L ET,

N

GE) FIPA AT v ava2T 48— d5E, BEZ—TFII vy T E— RTLIEER 2B
WRTER< 72, FREFTPIXTRTT 4 =720 £7,

X 73 FTP

7 FTP 249 % &, Web 77 7473 FTP BERINOHLWAZ 2~ v RERETE /< 72
L, RSN Fy NU—2DEFa )T 4 Ni{bSNET, BERFTIP 2 A X —7 /L
9 51Z1L. [Configuration] > [Firewall] > [Service Policy Rules] > [Edit Service Policy Rule] > [Rule
Actions] > [Protocol Inspection] % 7 ¢, FTP OA§(Z4 % [Configure] R¥ > %27V v 7 LET,

BEER FTP 2T AL XX, A7 a v TCFIPA VAR v ary R — <y FHEEL
T, ASA ZBIRT 2 Z ENFHFRISNRWFIP a~w 2 REHEETEET,

B 72 FTP A L AT 23 VTl IROBMENSREH S E T,
*FTP 2~ RBHERIGE SN T O TRNE ASAITH LW a2 REFATLEH A,
cASA T, HALB A~ FERET LERE Fey P LET,
*227 A% FE PORT v R, =T —LFFNIFRINBRNE D ITHER SN E T,

FE O RER FTP 29 % &, FTP RFC (B ICHEMLL CTWRWFTP 7 74 7> MIKT 5 2
ENRBHY FET,

BRI FTP A VAT 29 o Cld, % FTP 2~y REIEED T —A L R EBH L. RO R
BT I TF A4 T ARV EF ey 7 LET,
WV TCTEN/Za~ 2 F:PORT 2~ FRBLOPASV InEa~y ROL U ~DHMN 5 T
HDHENEIDPHERSNET, DN 5 TROWEGAIL, PORT 22~ RG]V 5T
BNTWAD RSN, TCPH#miZA L b E7,
« RiEZ2a~< 2 K : FTP 22~ K3, RFC DFER EFF V1T <CR><LF> LFTHKR T LTWD
MEIPEREINET, KT LTWARWEASIT., AU ET,
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*RETR =<2 K& STOR =~ ROH A X 26, BEDERE T = v 7 ShvE
Ty VA ZXNEHLYRKREWERIL, =279 —Avb—UaForan, it on
i‘é—o

c ATV RAS—T 47 :PORTa~ RiE, ®iIZTZ T4 7T FhbHiEESNET, PORT
a=y R =L ESIND5E. TCP #EidiEs s E T,

ISEAT—T 47 PASVISE o~ R (227) 1. WIS — " BEESNE T, PASV

JBE A~ N7 TA4T v MipbisRENL %G, TCP IR ShE S, Zhick
D, =W 1227 xxxxx al,a2,a3,a4,pl,p2] ZFEITTLHAEDOEF 2V T 4 BB T

BT E9,
«TCP A bV —AfmE : ASAIE, TCP A MU —AfREEBH LB EICEEAH LN E
ﬁqo

cHELIR— F xR — gy xAT T — N ENTEF AT I v 7 R— MED., 1024 Fi
ThHANEIDRFARSNET, 1~1024 OFHO R — B3, THRF AR ICEE
ENTWATD, A — FENT-AR— MR ZOHFHPFANTH - =846, TCPHR Lk
EhEJ,

e v KA TFF A4 :PORT 2w KL PASV G E o< RNDOKR— hHFE B DHITH <
SUFEN, EED 8 LEHRONET, 8 LV REWEAIL. TCP#mn L b E T,

¢ ASA IZ SYST =2~ RIZKI 2 FTP — "D 2k L7~ X TEEXWZ T, +—1 0
VAT N LA TINFIP 7 F7AT 2 MZHLNRWESIWCLET, 20T 74/ hOENE
N3 HI2iE, FTP ~ » 7 C., nomask-syst-reply =2~ RZ2{HH L F9°,

FIPA ARG 3 R O—T v TDHRTE

FRE IR FTP A AR g AZE, X2 U7 o il zm LS dna~vr K7 40
GV TEExa T4 Foy 7BREPHESNTOET, 7'r bar o@D A AR
JvaAlid, ATy FORSOF =y FYIZ LAy FOBROF =y, av R
DHE—IF—EDF v/ Brlawy ROKRIENEGSENET,

Flo, 2P OEICESWCTFTPESfiZ 7 0y 7 TE 5D T, FIPH A MZFxvra— RHO
TrANEBEE, TI7RAEZFEOZ—FIEIFICHIRBTEEY, 774 VDH AT =N
£, BEIOMOBIEIZE SN T, FIPHEHitx 7y 7 TEXET, A VA7 v a VRFICFTP#2
MRS END &, VAT LA Avke—You lMERESNET,

FTP A L AT 5V CFTP H—R"REDI AT A BATHFIP V54T MCART 52
EEFFAI L, FFAIT D FTP a~ > REFIRT 256, FIPA VAT vary R v— <y
EERBIORELET, Bk Lz~ 7d, FIPA VAT v a A 31— T 5 L
AcxEd,

A7 arvt LT, FIPA VAR vay VT A <y TEERL, FTPA VAT 3D
N7 490 VTAEEFECTEET, oA 7 a E LTE, FIPA VA7 v a v R
V=TI T4y VT REEBEERTHIEHTEET, VTR Ty T EERT D
LA AT v ary vy T TCRTI T4y ORBEEEREERTH I LOE WL, 7T X
<y T TCITEME AR ELERCE, V7 A~y TEHAHTE S LWV KT, ZOFIA

BERAva—Ry bk Forarnsrzrovay |
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B rrxrsvaskys—<viome

TIHEA AT v a <y AZOWTHIALETR, 77 A~y X CHEAIND B,
[Inspection] &% 72T A FIHTHBH E N TWAH L L[H U TJ, [Configuration] > [Firewall] >
[Objects] > [ClassMaps] > [FTP] #&IRT 570, £72i3A v ART v a v <y TORERITIE
T DI EICE ST, DNSZ T A~y TEFRETEET,

ATy I
ATvT2

ATvT3

ATvT4

ATy T5

DT THATAFIEIMZ T, =2 RY —DFERFICA Vv ART Vg vy TEHRE
TEET, v v TONFIL, ERFIECERZRFE T TT,

4R8O SRS

—¥DO T T 4w VBREF TV a T, BADEDICERERZHEHALET, b7
=7 D1 OEEATLIESIE. RO ERERFEZIERER DO 72 < v 7 E2ERLE
7,

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [FTP] Z 2R L F7,
RONTNNEFITLET,

c[Add] %7 U » 27 LT, Ly 7 ZEBMLET,

cHNEERTT OV TEBBRLET, EX2 VT 0 LNV ZEEETETLHI LD,

[Customize]Z7 V v 7 LT~y 7 amET 22 b TEET, ZOBOFIRTIE, ~ v
ERHASA XETITBNT A0 E LET,

L~y 7OEE, 4l (K40 30F) LA EZ AN LET, vy 7E2RET D & 1L
ERETEDLDOITHADHLTT,

[FTP Inspect Map] %A 7 12 7 7R v 77 A D [Security Level] = —"C, SHE/Rar 7 Xzl —
varigbI ETDHLIVERRLET, T 74/ hO LU [High]) TT,
Tty b L OWTROREEE BT 556, LETKRTTI, [OK]Z27 U v 2o L,
BYODOFNEEZAXF T LT, FTIPA VAT a DOV —ERA R — b— )L T2 v T &ff
HALET,

REZ EDICHAZ A AT HMERH 55513, [Details] 227V v 7 L, FlaLEHKET E£7,

£ b [File Type Filtering] R % NE7 7 A )V AT 4 T ETIMIME # A T OA AT =
VERETDHREOOVa— Ny NTT, ZHUCZOWTIFR TR LET,

[Parameters] ¥ 7% 27 U w7 L, =L ORI —%2~ X7 FT50E20, X
SYST 22~ RDIREE~ AT T 50 E ) E R L ET,

INLOHAZYAITHZLICEST, 7747 MIKBEERT L Rtk D b 5% — M
WOMHZ < Z LR TEET,
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AT w76 [Inspections] ¥ 7% 27 Vw27 L, FF7 4 v 7 OREIZESNTIET HREDA VAT g
VEEFRLET,
FTP 7/ T A <~ v FZHSNWTC, FHRIFA VAT v ay v v P T HEEERETDHZ LI
FoT, FRFFOmMIT, b7 4 v O—HEHELEZTETET,

a) WOWTNNEFEITLET,
c[Add] 27 U w7 LT, HrLWEREEZEBEML E,
HETFORELATIRL, [Bditj 227V v 27 LET,

b) [Single Match] ZJE4R U THREZEHERT 57>, F£7213 [Multiple Match] %8R L T A4
EERTDHFIP 7 7R vy T HRINLET,

c) MR Z ZTERLIEGEE, KO A7 L LT [Match] (FT7 7 4 v 7 35EHEL
—HETHMENH D) F/oiX [NoMatch] (M7 7 ¢ v 7 IFEMEL B2 D0 NH D) #isk
WLUET, 7=& x5 Texample.com] T[NoMatch] Z3%#R L7-554 .  [example.com)
EEICRNT T4 v ZITT_NTCI T ARy TORMBINIA £, RIC, EHEEZDTOLD
WICHELET,

* [File Name] : #8163 5 7 7 A VD4 RTZ, SR LT ERRBLE L IXEHEI Y 7 2
EHRAELET,

* [File Type] : #85END 7 7 A VD MIME £7213 AT 4 7 ¥4 7% BIRULIZERE
BEITERAER Y 7 ALMAELET,

« [Server] : FTP " — D4 i %, BIR L7-IEHFHR EZITIERERHRZ 7 A LLBAELE

ﬁqo

«[User] : 7 A v 22— D4HTZ, BN EREREZITERER 7 72 LHEL
\i—a—o

* [Request Command] : /X% > N CEH IS FTP 2+ R TY, L FOMEEOMAE
b T,

*APPE : 7 7 A LTBINL £,

«CDUP : BIEDIE¥ET 4 L2 FUOBET L7 FVICERLET,
*DELE : =D 7 7 A L Z&HIBRLET,

«GET : =\ 7 7 A VEEBSS L ET,

* HELP : ~ V7 Z L L £9,

*MKD : ¥ —2F 4 L7 MU ZERLET,

*PUT : 77 A VEH—NITEELET,

*RMD : B—D7 1 L7 MU ZHIBRL £,

*RNFR : [ZEHRIDO] 77 A NAZFEELET,

*RNTO : [EHHZD] 77 ANAEHELET,

BERAva—Ry bk Forarnsrzrovay |
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SITE : H—SEHOa~ > ROWEICHEM SNET, B, LY E— NEE
[ S VET

«STOU : —FBHRT7 7 ANAEHEHNLTT 7 AV E2RFELET,

d) eX T2 RX—TNERITT A =TT EINEIDERINLET, 772 aidE
WA VY FLET, Xy bE Ry 7 LTEREZAL, Y—N"Ei37 747
MZTCP Uty hEEELET,

e) [OK]#Z Vw7 LT, A A7 ar&BMLET, LEOLMUTTr A2 KL
£7,

[FTP Inspect Map] ¥4 7R 7 Ry 7 AD[OK] %227 Vw7 LET,

FIP A v AU gy H—ERRYL—TA LA gy vy FEFEHTEXALHITRY
i‘j‘o

RDBRY

< TEFERTREIEODAL AR g R —ERETEL LRV ELE, 77
r—ar A Fr hal AR g ORTE] EBRLTLFEEN,

HTTP f V2R &3y

ASA FirePOWER 2 FO HTTP A L A7 3 a v BLIORT AV r— gy T4 0Z Y o JICH
ADEY 22— 2 FH L TR WEEIEL, ASAICHTTP A v AT 2 a VA FEICTRETE F
7,

HTITPA v AT 2 a NET 74N hDA L ART g R 2 —TliEA R —7 M2 EN7R 0N
2, ZOA VAN T a YPRRBERGEIEIA X T VT HARLERH Y ET, L, T
7 4 v R® inspect 7 T ANIET 7 A/ FO HTTP R— FBREENTWAEDT, T 74/ D
Ta—rN A AR g R U ERET DT THTTP A VAR g &2BIITE
FT, FE, HEAFA =T oA RAERORY =72 MBS U TH LW —E R
RY v —%ElTHZ b TEET,

-

P—ERXETa2a— /Ll ASADE ST THTTP A LV AT g VERELRNVWTLSEE D, v
AT g OREBIEILIH D A,

2T, HTTP A VAT gy DU HOW T LE T,
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WP« w2~ avoiz ]

HTTP A/ VARG O 3 D OHE

Je

Bk

TV —2arBIRURLDOD T A NE Y o T EEITTAY—ERE S a— L&A A h—
NTEFET, ZHITIE. ASAFirePOWER 72 ED HTTP A AT v a VNG ENET, ASA
FTEITENAHITPA VAT v a id, ZNHDEY 22—V & BEHMENRH Y £ A, HTTP
AVATvary R v—~y 7 E2ERLTASA ECHERICK 2R EEZRADL LY, HA
DEV2—NVEERLTT AV r—ar 740 Z2 ) TERETDHPILLNICHETH D
ZEITEELTLLEEN,

HTTP A > A7 gy 2o DU A LT, HITP T 7 4 v 7 IZBURT A EE DHIEERZF
DD OIRHEL £,
HTTP 7 PV —a v A VA7 g ) THITP DO~y X — KT E2F vy L, SFE&8F
BT —H Ty IPNTEET, INHOFT =y 7T, HITPHEE, a7V X A7 bR
7a kha, Ayvt—y Fu halkEntXxa V50 T I9A TV AZBERT AL %
FhELE,
PWEARHTTP A o AU g VREIXT U r—a v 77 A7 04— & b FEE. HTTP A
VAR R ) vy T ERETHEEIHATEET, T, WBRER R Y
NO—2 X2 UT 4 RY—IZEDRWHITP A v —V A TER VWL I LET,
HITP 7 7V or—ar A VAT a TRy T 7Y r—3 g & ASCI LSO S
&ty HTTP BRI E 27 0y 7 LT, BEOHDH a7 YN Web h— NZHIET S 2
LEBIEET, HTTPERLCIGE Ny X —D XS FREZOYV A XHIR, URLOT 1 v
7. HTTP =N~y X — B A TDAT—T 4 T H PR — SN THET,
YEBE HTTP A v A2V 2 g iE, T _XTOHTTP A v — I oWTRD HEHER L ET,

« RFC 2616 ~OD YEHL

«RFC TEEINEZFHFRZTE2FEHL WL &

< BN FLHE~ D HEHL

HTTP A VARG O3 RYSO— Ty TOHRTE

A=V NRTRA—FITER LT EEXDT 7 a rBBET DL, HTTP A VA7 g
VRN — =y FERERLET, ERLEA AR gy RY — < v L, HTTP A >
AR g kA X —T T A EEHTE LT,

A Fvart LT, HTTPA VAT v a vy VT A~y T uEIER L, HTTP A VAT g v
DRNTT 4w IV TAEERTEET, o472 LT, HITPA VAT v 3 ViR
Vo=~ TChIT 47 JITAZEBEERTDHILHTEET, 7 TR vy T EHElRT
HZEEA VAR ary vy TRTI T4y OREZEREERTHZLEOEWV, 77X
< T CIIEME A ELERCE, V7 A-y TEHAHTES LW KT, ZOFIE
TIHEA AT v a <y AZOWTHIALETR, 77 A~y P CHEAIND 8,
[Inspection] % 72T 5 FIHTHBI &N TWA b L[H U TJ, [Configuration] > [Firewall] >

BERAva—Ry bk Forarnsrzrovay |



BERAVA—Fy F FArILDA VAR VA |
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[Objects] > [ClassMaps] > [HTTP] Z&IRT 570, £72idA VAT v a vy <y TOHRERT
ERR T2 ZICk» T, HTITP Z/ T A ~ v T2 ETEET,

&
ATv T2

ATvT3

ATv74

ATy TH

LIFCTHMAT L FIASNA T, =X FY —=DERPICA Y AXRT v a v vy T 2Bl
TEET., v v 7ONRE, ERGEICBERLRSFEL T,

1R BHHIIZ

WD LT T4 v IBEFT L a TR, REDLEOICERERZEMLES, ZhbnT 7
=y 7D 15T 56, RINCERKRREZBZEREZRO 72 < v 7 2Bl L £
ﬁ‘o

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [HTTP] &R L £,
RONTINNEFEITLET,
c[Add] 27V w27 LT, HLw~y 7ZBIMLET,
THNBEERTT Oy T EBIRLET, EX=2 V74 LV EZEEERTDLIZ LG,

[Customize] %7 U v 7 LT~y 7 amETLHILHTEET, ZORDFIATIE, v > 7
EHASA XETITBNT 60 LET,

L~y 7ORE, ARl K40 3XF) EHEZ AN LET, vy 7 EmET 5 & &L,
EHRETEDLDOITHHADALTT,

[HTTP Inspect Map] % 4 7 12 2 7R v 7 A @ [Security Level] E'=—"C, SLERa L7 1 F 2L —
varbRbIL—HETLHLNEBERLET, 7740 hO LU E [Low] T,
Ty b LNLOWTNODNESE —ET A5, LETKRT T, [OK]Z27 Vv 2 L,
KO DFNEZAXy 7 LT, HITPA Y AT v a O —E AR = )L— /LT v T Zff
HALET,

RELE S BIZNAZ A AT HMERDDH5EIE. [Details] 27V v 7 L, FlAZ&HTET,

B>k [URIFiltering] R ¥ NIER URI DA VAT g VERETDHEODOY a— by
T, ZHIZHOW B TR L £,

[Parameters]| ¥ 7% 7 Vw7 L, BRI T a U EFELET,

s [Body Match Maximum] : HTTP A vt — Y OARLIRERFICHRB I ND, ImRKLTFHTT,
T 7 ME2003A R T, RERMEEZIEET DL RNT =~ ARSI REEE L
2\§ETO

[Check for protocol violations] : /347 > RS HTTP 7’1 f I /UIZHEHL L TW A E 9 & e
BLET, EXLTWDGE, #ito Fay 7 Uiy b, Floidn 7/ ~0&Ea1ro =
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EMTEET, Fry7Eh3V 2y bT256F, eX 72/ 32— THZLH
TEFET,

* [Spoof server string] : $—/NHTTP ~v Z —DfEZEE L7 X FHNCE S 2 F9, &K
82 LF T,

AT 6 [Inspections] ¥ 7% 27 Vw7 L, NT7 4 v 7 ODREICESNTEETHHFEDA LV ART Vg
vEEHRLET,

HTTP 7 T A= v TIZEESNWT, FHiFA AT var vy P THEEERTET DI LI
LoT, ERIFFOWMIET, "I T4 v I O—FIHHELERTETET,

a) KOWFNNEEITLET,
c[Add] 27 U v 27 LT, FHLWEELZBMLET,
cBEFORELRIRL, [Edit) 227V v o LET,

b) [Single Match] Z i8R U CHIEZ EEEZE T 5, F£7213 [Multiple Match] & 38R L T JL¥E
EEFTDHHITP 7 7 A ~ v THERLET,

c) MR I TERLEGEII, KO AT L LT [Match] (T 7 4 v 7 3HEHEL
—HTHMENDH D) F£7L[NoMatch] (M7 7 4 v V7 IZEMEL BRIV ENH D) 2%
WLET, 7=&xiE, CFFH] Texample.com| T[NoMatch] Z3N L7854,  lexample.com]
EEHL N T T4 v 7 FTRTI TA~Yy TOMBINTR0 £9, RIZ, BEEZLITO LD
WCRRE L £,

» [Request/Response Content Type Mismatch] : JinZ D 3 7 2 X A IR D accept
T4 =)V ROMIME A 7D 1L —F LRV Ty FERELET,

* [Request Arguments] : ZROF[$ %, IR L2 EHRBLETITEHRELY 7 X L RE
LEd,

* [RequestBody Length] : BERDOAIRFEE L7cA MIEO REWSTy FE2RAELE
ﬁ‘o

* [Request Body] : EROAL A, BN L7 IEREHREITERER 2 A LLBALE
‘j‘o

* [Request Header Field Count] : ZR D~ ¥ — 7 ¢ — /)L ROZDBEE L7 KL D L
Ty hERELET, 74—V KONy X — 2 A TR IEHEBETITERFHLDOZ A
TEMETEET, ERBFHDZA TIXIRO LY TT, accept, accept-charset,
accept-encoding, accept-language, allow, authorization, cache-control, connection,
content-encoding, content-language. content-length, content-location, content-md5.
content-range, content-type. cookie, date, expect, expires, from, host, if-match,
if-modified-since, if-none-match, if-range, if-unmodified-since, last-modified,
max-forwards, pragma, proxy-authorization, range, referer, te, trailer, transfer-encoding,
upgrade, user-agent, via, warning,

* [Request Header Field Length] : ZLRD~ v X' — 7t —/L ROR EPHEE L7231 MR
FOREWRT Y FERELET, 74—V RO~y H— 2 A T HERRBE2ITE

BERAva—Ry bk Forarnsrzrovay |
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RELDOXA T ERAETEET, EFRFALDZA 7L, LD [Request Header Field Count]
x5 —EERLTTT,

* [Request Header Field] : ZRDEIR LIz~ X — 7 4 — )L RONE L, BN L7 IEH
RUELITERERB Y JALBELET, FMIERSNI~y X —F A TERET D
D, FTIFERRBEELMHEHL Ty ¥ —2RINTE ET,

» [Request Header Count] : R D~y X —OEPEE LTIV Z W ry bEREL

\i—a—o

* [Request Header Length] : ZR D~ X —DEIPNIEE LT-AA XY REW A7y
A LET,

* [Request Header Non-ASCII] : ZERD -~ ¥ —(Z ASCIL IS D SLFREENDH /N7 v b
ERAELET,

* [RequestMethod] : ER A YV > RINEREAD X A 7T EIITBR LI ERRBELS L <X
EHRBL TAL—8T 27y hERELET, ERFHOZA T ITROLEBY T
9, bcopy. bdelete, bmove, bpropfind, bproppatch, connect, copy. delete, edit, get,
getattribute, getattributenames, getproperties, head, index. lock, mkcol, mkdir, move,
notify, options, poll, post. propfind, proppatch, put, revadd. revlabel, revlog., revnum,
save, search, sctattribute, startrev, stoprev. subscribe, trace. unedit, unlock,

unsubscribe,

* [Request URI Length] : Z3RD URI DR S BFEE LT3 ML Y KREWSTy M &R
é\ Lij‘o

* [Request URI] : B3R URI DN Z, BN L IERERFZITERER 7 7 X LIRS
]\/i—g—o

* [Request Body] : ZROAL %, BN L IEREREZITERKRE Y 7 2H 50
ActiveX £zt Java 7 Ly FORNBELBREL £,

* [Response Body Length] : I8E DAL DR IDBHEE LI A ML REW STy b &
MAELET,

* [Response Header Field Count] : JRE D~y X — 7 ¢ —/L ROFMBRE LT LY L0
Ny NERELET, 74—V RO~y X — 2 A TEHERKRBETLITEREHLD X
ATLEMETEET, ERFLDXA TIXRD EFY TY, accept-ranges, age. allow,
cache-control, connection, content-encoding, content-language, content-length,
content-location, content-md5. content-range. content-type. date. etag. expires,
last-modified, location, pragma, proxy-authenticate, retry-after, server, set-cookie.
trailer, transfer-encoding, upgrade, vary, via, warning, www-authenticate,

* [Response Header Field Length] : JE D~ X — 7 — /)L ROE IPEE L7231 MK
FORENT Yy FNERAELET, 74—V RO~y X —Z A T EREBEITE
BHEHBDEA T ERETEET, ERFHDHX A 71X, O [Response Header Field
Count] |Zk}3 25— &R L TT,
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* [Response Header Field] : J&&DBEIN LTz~y X — 7 4 —)L RONEZ, BN L7-1EH
REELITEHAELH Y JALBELE T, FHIERS NI~y X —F A TERET D
Dy, FEITEREBREZFERAL T~y ¥ —Z2@IRTEET,

* [Response Header Count] : JGZE D~y X —DMPEE LT LY 20 ry FEREL

\i‘g—c
« [Response Header Length] : JEZ& D~ #—DESRE LI AA MMEE v K& w7y
FERAELET,

» [Response Header Non-ASCII] : J&& D~ Z—{Z ASCII IO LFENEEND /7 v
A LET,

« [Response Status Line] : JaE D AT — X A{TONKF %, IR L ERRBLE 21T ERR
Bl oALBAELET,

d #korkny 7 Uty b, £R30 7 ~0O58ET )0 E 2 ER L E4, #io R
oy 7ELFVEY NOBEIE, BX U P24 X —TNVERIETT 4 E—T7 M TEET,

e) [OK]|Z#27 Vw7 LT, A AXTvaryzBlLEd, LESUTTrEAZ#IRL
ij‘o

[HTTP Inspect Map] XA 727 Ry 7 ZAD[OK] %7 U v 7 LET,

HTTP A VA7 v ay F—ERA R V—=TA VAT vay vy T2 T&E 5 L o1k
nET,

RDBERY

<~y T EERTAEODAL AR g R V—ERETEL LRV ELE, 77
r—arv A Iabhal 4 oA a9 DORE] BB LTLIEE N,

ICMP £ AR 3>

ICMP A VAR v ay v Py EEHT5E ICMP N7 7 w73 TRy ay) ZFFO
£2127b7d, TCP v 77 4 ZRUDP b7 7 4 v 7 DX ITHRESTHZ ENAJREIZZRY
F9, ICMP A VA7 gy VU R LRWEAIL, ACL TICMP 728 ASA % @i
HDEMIT L L EHIRLEST, AT —F TN A AT g 0 EBFEITLARNE, ICMP R
Fy N = WIS ADAREERH Y £7, ICMPA VAT gV uid, ER
TENENI DT THDHZ L, V=T AR GNELWZ E 2R LET,

72720, ASAA v H—T 2 A RATEEENDHICMP b T 7 4 w7 iE, ICMP A VAT g v
EAFZ—T NV LIEHAETORASNEYA, LEB->T, ASABNRNY I T v 7 5740k
N— ME L CRIETE DRG0 b= a—ERDBEE SN HAR E, FEORI T T,
AE—=T A A~D ping (T2 —ZR) NRETHAREMERH D 3,

ICMPA > AT v a A X—TMIT HHEZONTE, 77V r—varbAv7ak
N AR g VOREESH LTI TEEN,
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B oovezs—qozxrsoay

ICMP TS5 — A4 VAR 3

ICMP =T — A VAR Va3 —TMIT5BHE, ASAIENAT OFREIZFESW T, ICMP
TT— Avb—VEEETLHMA Yy THOE Y v a U EER L E 9, ASA 1T, Btk
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ERRT %5 Z & b TE £,

IMA AR g o EFEETALEAIT. AvE—URRIGRA—=HIER LIEREDT 739
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ATvT4

a)

RONWTINZEITLET,

c[Add] %7 U v 27 LT, HLWAEELZBINL T,
« BEFOREMEZRIR L, [Edit) 227 Vv 7 LET,

b) [Single Match] ZJ#R U CHREZ EHIERT 57>, £7213 [Multiple Match] %2R L T EEHE
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IPAT > a DA VART v a NI T 74V N THEDZ/Z>TWETRN, RSVP T 7 4 v 7
WXL TOHERSDTWET, TTZFNV IO TNHF L TWDLEDOLUSMGBMOA T > 3
VEHFFRTON, FEET IANVNUNDOA AR v ay NI T 4T T TRy T EE
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inspect ip-options =~ > R&AMH LT, &4 7 a VOFEHERZRRLET,

PATLaoAVARG I RYO—T Y TDHRTE

FIFNRNUADIP AT g A AT g BFETTAEST. P SV ay A AR
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s IFTANI ATV TR vy FICEENTOARNAT Y 3 Y OF 7 40 b OB
MEESNET, Zh% [Allowed] U 2 MIBBH L2841, [Drop] U A MIRRENT
WHA T a bR EhET,
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[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [IPv6] % &R L £ 9,
RONWTINNEFEITLET,

c[Add]ZZ7 Vv 7 LT, HiLnwey 7 ZBMLET,

vy THEBBRLCEd) 27 Vv 7 LET,

L~y 7ORE Al (K40 3XF) EHEZ AN LET, vy 7 EmET D L XL,
EHETELOIEHHDOHRTT,
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B rrriozrsoay

BERAVA—Fy F FArILDA VAR VA |

NetBIOS A v A7 gy H—E AR —TA LA gy vy PHEATELLH(1C
AN/ S

RDEZRY

T T LD AR a R V—ERETE LI FELE, 77V
r—ary A T hal A AT g OBRE] EBERBLTLIEE N,

PPTP £ VAN 3 Y

PPTP %, PPP 7 7 4 v 7 D bRV IR EIND T banr T, PPTP Y v a v
X, 125D TCP F v %)L L@ 22D PPTPGRE b > /L CHERL & E 3, TCP F v /Wi,
PPTPGRE kDT x— f EEHICHEH SN D6 F v r/LT9, GRE b > R,
2ODFKEARNEDOPPP v g aiakLET,

PPTP 7 /U r—va A VAR v a i, A x—T7WZikbE, PPTP 7 u fai 7y
REMAE L, PPTP hT 7 4 v 7 AT 572D LE 7 GRE #t & xlate 4 A T3 v 71T
ERE L £,

BREIZIZ, ASAIX., PPTPDONN— g Vi@AI & BIEa— L DOERIGE S — 7 v A&t L%
4, RFC2637 TEZEINTWSHPPTP A=V g VI ZRBESINET, EH 600058
MENTZN—=T 3 U=V 3 1 TRWEGES., TCPHIEITF ¥ 2L TOEFNLIED A o AT
aAIT 4 =T NICR Y £, . BET-AOEREISEDOY—F v A TBF SN E
T, HER L Olate 1L, IO D HXVGRET —% T 7 4 v 7 AT 57201, ME
WIELT, XA FI v 7180 ETonET,

PPTP A v AT gy 2P d, PPTP N T 7 4 v 7 % PAT TEMATEZ 5L 912, 4 X—
TICTHHERDHY £3, Fiz, MTi]WWH?%@??Z»TWEA~V5/@®E
(RFC2637) NxIvm— hINGAICRY . £O GREIZX L TETEITINET, PAT
@\*@EA—VH/®@E(M@UM\MCNM)Li%ﬁéﬂiﬁAo

PPTP A v AR v a v R—TNMITBHHIEZO>WTCIR, 77V r—varbAv7Fuk
AN A AT g VOBREEZBRLTL &N,

RSHA VAR O3>

RSH A VAT v a NET 7 4/ b TA F—T W27 >TWEJ, RSH 7’1 b 2/1ix, TCP
AR—HrS14TRSHZ AT v ML RSHY—"~DOTCP A LET, 7747 b &
PF—\E, 7T 47 A STDERR tHJA R Y — A %%f59 5 TCP A— FNERFE R T =—
FLET, RSHA VAT va id, SBIOGUT, FAvT— h IR — RSO NAT
ZHAR—FLET,

RSH A v AT g DA R —T LD HOWTIE, 77U A4 —Yary LAY Fu b=
WA UART L g VOREESH LT IEE N,
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| #2414 58—%y b FOPaLDA VARSI
SMTP &5 & UiiEE SMTP 1 w2 <o v 3> [

SMIP B LK UHLEEESMTIP £ VAR S 3 Y

ESMTP A V' A7 g Tldk, AL, T4 v T, REEARA v VKB Ny 77
F—N—Ta— /T =T —RB EOREERELET, £, TSV r—varkEXa
VT4 &7a ha/L#ERLUC LY | EEFZRESMTIP A v —U 7R 2@ L, E2EEBI A —
NHHEO T vy 7 HITWET,

ESMTP A v AT 2 a NI T 74V b TAL RX—T N2> TWET, T 74V~ A L ARY
var vy ERRRLNEPNMERIGAEIIOR, RETHLERHY 7,

ZIZTHEH, ESMTP A v AR Vg TP Al OWCRHRIFL £97,

SMTP 8 XU ESMTP 1 VAN L 3 VDOBE

PEE SMTP (ESMTP) 77U r—a v A VAR a v i+ 56, ASA ZEETX 5
SMTP 2~ ROREEZHIR L, E=FHiEZENT 5 Z LI2X > T, SMTP X— A DLE)
5 X sREICR#E TX 9, ESMTP /X SMTP 7’12 b )L OJEE T, 1T & A & DL T SMTP
WL CnET,

ESMTP 7 7V r—a v A VAR vagt, a—PREATE 5o~ R — 0k
THERAyE—UEGHIL, TOEERS LET, ESMTP £ > A7 g if, kD3 H>DE
T AT HFITLET,

« SMTP R %A 7 DDA SMTIP 2i~v > K& 8§ oDfriEa~y FIZHIBL £4, AR —HKE&
nNada<r Rigko Lty T,

« L3k SMTP : AUTH, EHLO, ETRN, HELP, SAML, SEND, SOML, STARTTLS,
B LU VRFY,

« SMTP (RFC 821) : DATA, HELO, MAIL, NOOP, QUIT, RCPT. RSET,

e SMTP a2~ NIRE Y —rr v AT =X LET,
o BEESEBR O AR A—L T FLANICHDIAEN TWIEN R L ENBEER L DL &
12, B L a— R 108002 4Rk LE T, FEMIC OV TIE, RFC21#ZMM L T,
ESMTP A v A7 g T, IROBHERL T=F ¥y N0 E I, avwr REREDS —
U AERE=K LET,
cYnETonza~v R
e RIEZRa~ v Ff&UE (KCR><LR> TR T L TW7RWY)

e MAIL =< > R& RCPT 2~ RTlE, A—VOEEHEZEENECSINET, BER
LFINIRNI, A= T RUARAFT Yy ENET, fitE () 3EBsh (77071
EHEEINET) . <] BLEO [>] ZA—V T RLAZERTLIHAICORTFTENE
T (> Xvanc <) R0 RHY F3) |

¢ SMTP Y — N2 L B REDORAT

BERAva—Ry bk Forarnsrzrovay |



BERAVA—Fy F FArILDA VAR VA |
B esvwr ozxxsvavorFarn

s RENFIZVHR— bR Oa~v s RigxtL, A AT vary o PUd, Ny b
DFRTOXLFEXIZEREL, ZROIENEHT— NIZL o THERINE T, ZORRIT
500 Command unknown: 'XXX'| DX 92 A v —VTERRENET, Refha<vw N
X, BEESHhET,

PR — bxEAL O ESMTP =< > RiZ ATRN, ONEX, VERB, CHUNKING T, 77 A ~X—
MEETTY,

« TCP % U — AfRtE

cav L RS T T

Y

GE)  ESMTPA v A7 g A X—T M THHE. IROL—ZHEDLR W E | xtEER D SMTP
AT 2 Telnet By > a VAMEILT 52 03BV 9, SMTP 2> ROES(F4 X7 E
T DMERHY T, BIFESITTRTTO2XERH Y £3, ROIGEZFITT HANIBIE
DISE LT HMENH Y 77,

ESMTP f VAR 3 vDTI7+I)L b

ESMTP A > A7 2= &, default esmtp map f v AT T a v KR v— <y 7 E2HEHL
T, 774/ THEIIRD £,

e N NRNF— T X7 ENFET, ESMTP A > A7 gy o Puid, XF 2] .
o) . ToJ ZBRS<H—23D SMTP RN} —DLFET AX Y AT ICEELET, HIF
(CR) . BLOYAT (LF) 13RI ET,

I B {LBEfE 28 FTRE T 2%, MBS EH A,

« FEMEZEMDT R ADRBRLFITR @SN, 77 v a VIFETENLEE A,
AV RTOREIN 512 LV REWERIZ, Foy7ZshTr 7Sy,
« ZAEEN 100 XV ZWVEHHE, FryZanTr ZIZiEsnET,

e RLDEINIG A, P RENWA =V JICiiEk S ET,

ANy Z—TORIN 9B LV REWERIZ, FryZXshTr 7S d,

*MIME 7 7 A VZIN 255 LFELEDVEWVWA =3, FuyZahCaJicidsgkans
7,

+ lothers] (Z—%9 % EHLO J&ENRXT A —H I~ A7 I ET,
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ESMTP 1 ARSI 3 0 RYS— Iy TOHRE .

ESMTP 4 AR a3V RYSo— Iy TDHRTE

Ay T—UNRGRA—RIGER LT E2OT 7 a3 ZRETHICIE, ESMTP A A7 3
VAR — ww PEERLET, ERRLIEA v AT gy RY — < 1. ESMTP A
VAR g v kAR —T I T AL EATEET,

1R BHHIIZ

—¥BDO T T 4 VREF TV a T, BADEDICERERZHEHLET, b7
=IO 1 DEFEATIHER. R ERFRRELIZERRE O 79X vy 72 ERLE
ﬁ‘o

FIE

AT 71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [ESMTP] %z &R L £,
RAT9T2 RONTNNEFETLET,
c[Add] 27 Vv 7 LT, L~y 7ZBIMLET,
cHNEERTT Oy THBRBIRLET, EX2 VT4 LNV ZEEEETLHIEDL,

[Customize] %7 U v 7 LT~y 7 amETLHI L HTEET, ZORDFIATIE, v > 7
EHASA XEITBINT A0 E LET,

AT T3 HLW~y 7OGE, ARl (kK40 307 EFBEANLET, vy 7T EHETH L XX
EHETEDLDITRHADILTY,

AT w74 [ESMTPInspectMap] & A 7 1 7 7R v 7 A®D [Security Level] B == —C, SE/RaL 7 4 Fal—
varbgbI BT H L EBIRLET,

Ty b LS OWNT AR ELS L T B5E, UETKTTT, [OK]ZZ7 U v L,
Y OFEIEELZAXFY LT, ESMIPA VAT a O —EARY — )L— LTy %
ERLET,

RIEL EBIZHAZ A XT HRENHDHHEE, [Details] 227 U v 7 L, FlAzkT £,

£+ [MIME File Type Filtering] "% NI 7 7 A )V ZA T DA L ANRT a U ERET DI
WO a—hy bTE, ZHIZOWTIEIRTHHAL 4,

AT w75 [Parameters]| ¥ V&7 U w7 L, BRA T a v ERELET,

* [Mask Server Banner] : ESMTP % —/ "L DN F—% < A7 T 50 E 97,

* [Encrypted Packet Inspection] : A > A7 3/ = 72 L C ESMTP over TLS (K5 5k I 7= 8%
W) EFFAIT M E DD, VBN U T, bz e ZicidékcsEd, 7
TANBITE, A VAR aryDORWTLS By v a VY AFAILET, 2047 va v
DFRERIRT D &0 VAT LIt > 2 a3 UEGAIT S STARTTLS A & 27—
ZEHIBRL, BEC L — T X R MR R IT O ET,

RATw 6 [Filtering] ¥ 7% 7 Vw7 L, Bt 7y a b ZRELET,

BERAva—Ry bk Forarnsrzrovay |



BERAVA—Fy F FArILDA VAR VA |
ESMTP £ Y XR4 &3y RY v— <y TORE

* [Configure mailrelay] : A —/LHHED N A A A EFRELET, #id ey 7L, MLEIC
JELTe ICRETEET, FRE, e S ~0OREIETEITI L b TEET,

» [Check for special characters] : 1 A —/VOREE ETITZEET N L RIFR ST 3A 7

D RNy Z7 74—  NULBEENDA v E—VIIHLTEITT DT 7 v a V& fiE

LET, #ix Foy 7L, BREDSC T SRR TE£d, 03, v~k
JETOZELTEET,

AT F T [Inspections] ¥ 7% 2 Vw7 L, NT7 4 v 7 OREICESNTERET HRHFEDA LV ART Vg
YEERLET,
a) WOWVWTNNEIATLET,
*[Add] 27 U v 27 LT, #HLWEEZEBNLET,

 EFORYEZIEINL, [Edit) 27 J v 7 LET,

b) HHEO—-FHZ A 7L LT, Match] (K77 4 w7 3L —HTHXLERDH D) F2iL
[NoMatch] (FT7 7 ¢ v 7| 3FEHEL B DZMNERNH D) ZBIRLET, 72L& I, X5
lexample.com| “C [No Match] Zi®IR L7354, lexamplecom| #&ie b7 7 4 v 71X F
RCYTA Sy TOREINTTe D 3, WiZ, BEEHRELET,
* [BodyLength] : ESMTP AL A v —YDEEIMRE LI AL ME D REWA v E—
TE—HLET,
« [Body Line Length] : ESMTP A A v —Y DITORSVRE L7z bk v k&
l/\)( \\/)Z‘—?\/\\kgﬁbij‘o

« [Commands] : A vE—YOa~<wy F#jEE—HLET, ROa~v FO1OEITHE
HatEE CX £, auth, data, ehlo, etrn, helo, help, mail, noop. quit, rcpt, rset,
saml, soml, vrfy,

* [Command Recipient Count] : ZEFDOENIEELZEL Y KEWA vE—U L —8 L
£7

* [Command Line Length] : =~ > FE)FOITOR S BFEE LIS ML Y REWA v
?_Tykgﬁ L/ij—o

* [EHLO Reply Parameters] : ESMTP EHLO J&& /N7 A —& L —F L E3, IRD/NT A —
2D 1 DEITEE A E TE £7, 8bitmime, auth, binaryname, checkpoint, dsn,
etrn, others, pipelining, size. vrfy,

* [HeaderLength] : ESMTP ~ v ¥ — DRI BB ELIZAA MEELD RKRENWA vE—T L

* [Header Line Length] : ESMTP~ > X —DITOR I BHEE LI2AA ML KE WA
“‘Z _ ?\/\‘ k #ﬁ I/ i ‘/Jﬂo

« [Header To: Fields Count] : ~v % —® To 7 4 —/V KOENFEE LML Y KE WA v
-l —ELET,
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| #2414 58—%y b FOPaLDA VARSI
snmp 1 > zxxs o3y [

* [Invalid Recipients Count] : HEZWRZEHFOEPRE LML Y REWA vy -V L —
BLET,

* [MIME File Type] : MIME £7213AT 47 77 ANV XA 7%, fRELIZIEREHRE-
IXEREH S FALBAELET,

* [MIME Filename Length] : 7 7 A VAREE LTS MLV REWA vE—T L —
ﬁLiTO

« [MIME Encoding] : MIME = 2 —F 4 7 24 F & —HLET, ROXATD 15
FRIIEE A FRE CX 9, 7bit, 8bit, base64. binary, others, quoted-printable,

* [Sender Address] : E[FEHDE T A—/N T KL A%, F8E L7 IEHFHE-IXEHREDR
7 ITAERELET,

s [Sender AddressLength] : :6{EZF D7 RVABEE LA NI Y KEWA v E—T
E—ELET,

) BfioRay 7, Uty b, E3a s ~0OEEITINE I MRIRLET, B0 R
0y 7EREFV Y FOBAER, o X 02 A RX—TNERET =TI TEET,
a< 2 RBLWEHLOISE NN T A =X Df, a~v o ReEv A 7352 L TExET, o
<~ RO—HOEE, 1 Oy NEHIRZEATS2 2 b TEET,

d) [OK]ZZ7 VU7 LT, fAXT v arzBMLET, LESELTT e AEEY KL
£7

AT 78 [ESMTP Inspect Map] XA 7/ iRy 7 ZAD[0K] %7V v 7 LET,

ESMTP A v A7 g v P —E AR —TA VAT varvy TR TEs L9127k
Di‘é—o

RDBRY

< TEFERTREEODAL AR g R —ERETEL LRV ELE, 77
—ar A Fr AL AU ART L a L ORE] EBRLTLEEN,

SNMP £ AR <3y

SNMP7 7V r—s g A ATy gt TRAAND T T w7 TN ARRED |k
ST4v I OWMFITHEHENET, 2O A7 a0, 2—FRETEDSNMP A X MT
HIRZ41 5 SNMP v3 2R ET HIGEICHNETT, A VAT T a R LOSE, ERINT
V3 22— ITLEDOF A ENTARA NMNET AN, A2 R—U 7 TEET, SNMP A > A~
YA ET 7 AN MAR— N TIET 740 B TENIR > TWAHTD, T 7 4/0 PO R — K
EEHATLGAEICORFKET LHLENHY £F, 7 74/ hAR— MIUDP/161, 162 THY

(TRTDOF /A ZAX A7) | FXOS L UDP/161 TV v AL F 578, FXOS b FEIT4 553
4 ATTIL UDP/4161 T,
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BERAVA—Fy F FArILDA VAR VA |

B osonetrozxooay

&
ATvT2

ATvT3
ATy T4

MBS U T, SNMP 7T AU r— a4 AT 9 0 Cld, SNMP K5 7 4w 7 ZHED
N—= 2 O SNMP ICHIRT 2 2 & b TEET, BATDO/S— 3 20 SNMP (X222 MEAMER
72, BxX 2T 4 R —%2FHLTHED SNMP N— g U AIESTH0LENE L 5
AbdHVET, VAT LT, SNMP A=V g 01, 2, 20 ERE3EEATE LT, FATS
N—= g3 0%, LFICRHAT S L 512, SNMP~ v 7 Z2ERR L CHIEI L £9, /X— 3 &
92 MENRNERIE, v 7R L TSNMP A VA7 v a BRI £,

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [SNMP] &R L £ 7,

[Add] %7V v 735, ~v7&BNL, [Bli) 27 Vv 7 LET, v~y 7TOBINEHI~ v T
NI LET,

A2 SNMP O/ 8N— 2 V2RI L E7,

[OK]Z27 VU w7 LET,

RDEZRY

<~y T EERTLEDDAL AR g R —ERECELX0ChhvELE, 77
r—ar A T Al AR g DOBRE] AL T EE N,

SQL*Net f AN 3>

SQL*Net f Y AT > a3 NET 74/ ETARX—T NV TVET, A VAT gy =
YU, SQL*Net N—V a 1B I U2 2P AR — L TWET A, BT Transparent Network
Substrate (TNS) DLTH, £ LAY g Tlk, HFEARTF—% 2 U —24 (TDS) B %
HAR— L TWERFA, SQL*Net A vE—I0%, HOIAENTLT RL A LR — MIDOWTR
FrrEn, LEIEUTNAT OESBINEHASINET,

SQL*Net D7 7 4 /L h DR — FEID 2T 1521 TF, ZAUE, Oracle 73 SQL*Net FIZfEH L
TWAETTR, HEEBASEE (SQL) DIANAR— FEID Y TL & LEXA, 77V
= aynploR— T AGAIE. EOR—FNEE N T 7 0 v 7 7T AIZSQL*Net
AVART g rEBALET,

G¥)

SQL filf#l TCP A" — k 1521 L[ UAR— kT SQL 7 — X ik 23T 585401, SQL*Net DA
VARG a v ET 4 =7 M LET, SQL*NetA LAY Ua UINA R —T VTR 5T
L, X2 VT4 TTIAT L RATTax E LTHEL, 277947 MO 2 Ry
A A% 65000 7> 5K 16000 (T 5T 720, T — X ik OREREAEL £,

SQL*Net f Y AT v a A F—TNWZTDHHIEZONTL, 77V r—var bAy¥y 7
ORI AR a v OREEZSHRLTL XN,
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| #2414 58—%y b FOPaLDA VARSI
LR |

SunRPC £ VARSI 3>

COETIX, SmRPCT P r— g A ART S g 2O TEALET,

SunRPC 14 VAR S 3 VOHE

SunRPC 7' ha)L A L ART > g NITFT 7 4V b TEA X —7 NV TF, SunRPCH—/XF —
TNEEBRTHIETT, 77 A7 UV VOWEBEHF I IN TSP —EREZHITEET,
7-77L. NFSO U v AR—bid, =T —TNLORENLL THOHE P —"TETEINFET,

SunRPC (¥, NFS B L ONIS T &£ 9, SunRPCH—E R [ZEDR— h L THETTE
F4, =N EDOSunRPCH—ERIZT 7 AL LS ETH7TA4T 0 NI, FOF—E 2N
FAITSINTWOLR— M EMDMERH Y £, TO7DIIE, PRIFEAHAR— K 111 THR— b
~ 8= 7t A (@E T pebind) TR L ET,

54T IR —EAD SunRPC 71 /5 LAFKBEEETDHE, R—h vy 3— Fakx
=t 2DOR— b ESEZIEELET, 277947 MI, R—h vy = Fukv Rk
FRESNTEAR—FERELT, SunRPC 7 =) —Z2H—NTEEFELET, P—DBIETS
ELASAIFZ DNy FERITZIE L. £DOKR— K TTCP & UDP Oifi 7 D986 & B & £
7

Sun RPC A 1 — RIEHDO NAT £721L PAT XV R — FERTWEHA,

SunRPCH—EXNDEHE

SunRPC —E A F—7 /L&A LT, #ELZI72 SunRPC & v ¥ 3 {233V T Sun RPC
N7 7 47 B ET,

FIE

AT w71 [Configuration] > [Firewall] > [Advanced] > [SUNRPC Server] ##4R L £,
ATV T2 RONTNPEFITLET,

c[Add] 27 U v 7 LTH LW —_ZBINLET,

AR L C[Edi) 22 U v 7 LET,

RATFYT3 =R Ta T ERELET,
s [Interface Name] : —/"~D 877 4 v I PRESNDHA V H—T =4 A,
s [IP Address/Mask] : Sun RPC H—/ D7 KL X,

* [Service ID] : —"DY—E R FZ AT, F—ERX XA (100003 72 &) ZHET DI
L. Sun RPC #— 3 = @ UNIX £721% Linux 2~ K7 4 T, sunrpeinfo 2+ N
AL ET,

BERAva—Ry bk Forarnsrzrovay |
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ATvT4
ATFvTh

BERAVA—Fy F FArILDA VAR VA |

« [Protocol] : #—E AN 7 h=Lt LTI S TCP %7213 UDP,
* [Port/Port Range] : —E R L > THEH I TWAHR— FEITA— b OHiPH,

« [Timeout] : SunRPC A > A7 ¥ a N2 L » THRDO OB NI E R —LD 7T A K
IV EA LT T,

[OK] %27V v/ LET,
(EE) oo —vAHIZER SN m— N EE=F LET,

Sun RPC —E A TN TS E /‘J‘b*/l/%%rﬁ”é I%. show sunrpc-server active =~
Y REANDNLET, a~vr RaE AT 5L, [Tools] > [Command Line Interface] %8R L &
9, WIHlEZRLUET,

hostname# show sunrpc-server active
LOCAL FOREIGN SERVICE TIMEOUT

1 209.165.200.5/0 192.168.100.2/2049 100003 0:30:00
2 209.165.200.5/0 192.168.100.2/2049 100003 0:30:00
3 209.165.200.5/0 192.168.100.2/647 100005 0:30:00
4 209.165.200.5/0 192.168.100.2/650 100005 0:30:00

LOCALH 7 D=y M UL, WA v X —T =2 ADT FTA T FEZIF—"DIPT KL
A% LET, FOREIGN I 7 LDfEIZ, A v X —T =2 A ADT T4 T > bELITH—N
DIPT7 FL AR LET,

VNN T, ROa~»y REFHA LTINSV —ERAEZ 7 )V T7TTHZENTEET, dear
sunrpc-server active

TFIP A AR 3 Y

TFTP A LV AT 2 5 NIT 7 4V h T X—T M7 > TWET,

TFTP iZ. RFC 1350 IZF8IRENTWAB L HIZ, TFTP YV —NE T T34 T OB DT 7 A4 10D
FLREXLITHIT-OOES 7 fa LT,

AVANRT gy VU0, TRTPBEAERY Ek (RRQ) . HXIAAZER (WRQ) . BLW
T 7 —i#@% (ERROR) ZHMAEL. LES U THEA T v 7108k & Bz ER L. TFTP 7
TAT Y MEH—ROMDT 7 A NREZFFA LET,

Hh7paeHAE D FR (RRQ) F/2dEEZAATR (WRQ) #%ET 5L, MESLT, &
AFI v Il FY Fyrre PATEBANEID LY TOENES, Z0ovh AU FyrL
T, TR TFTP Ik o Co7 v A MiREE -3 7 —@amHcERA S E T,

TFTP —R7ZF R o F ) FYR2VUBREO N T 7 4 v 7 2Rt $£9, £/=. TFTP 7
FGAT U R —NOBICEETEAREERE I A Y F v UL DETTT, —3
SOOI —WHANHDHE, BH XY FyxWIBH L E T,
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xomep 1 > z2<5 o3> |

TFTP h 7 7 4 v 7 DV XA LT MIAXT 47 PAT BMERA SN TWBEE1E, TFTP A
AN g A X —TNMICTHILENH Y £,
TFTP A Vv AT v a v A X —TNMZT D HIEZOWTE, 77V r—rarybA¥ 7 a b
O A ART g VOREEBZR LT EE N,

XDMCP £/ VAR 3>

XDMCP %, UDPAR— M 177 2#fFHLCXEyvarezxave— 95702 haL T, X
Y g UIERESTERIZ TCP 2 L1,

XWindows v v g VEERFIZRITVT— N L THBT57-D12, ASATL, Xhosted 22 B = —
ZMNEHO TCP RV B 7F ] T2 LENRH Y 3, RO ERZFT T 521X, TCP A— k%
HFATLT /A =V EMEHTEE T, 7203, ASA Tedtablished 2~ REFATE F
T, XDMCP 37 4 A7 LA Z#ikET HAR— haexraTvm— 95 &, established =~ R
SIS, ZORVEREZTAITRENE I DPDBHERINET,

XWindows £ > ¥ g U v X =T ¥ X TRIFEAAR— B 6000 |n ETT 4 A7 LA Xserver & i
BLET, ROWMKREZITI & BT 4 AT LA ITHI & IZ Xserver & #fe L £,

setenv DISPLAY Xserver:n

nNiZ7r 4 A7 L A& 5T,
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