ZRDRH

ZB DK

WOy 7 T, BRI OREHE SIS L OA ¥y CHBIR I 2 RES 5 7B OV TR
LET,

BEOm (15—)
BB OT A KT A4 (43—=)
cBBRHOT 7k (4 8—=)
s B ORE (5 =)
BB OTE=2 Y T (8§ =)
« HEMOIEIE (9 X—)

ASA OB, BRIk U TR CRAT 2 ERE T3, B, X7y h Fey
7"0)%}%%%67\*}?1/\ NTT 47 RE=NIHADNWE Thy ) LiR— 28T 5HZ LT,
LAVY3IEAICNT T4 I DR—=RAT A4 U EAERLET, —F., IPS E7IF AR IPS ¥—
ERAEERMETEE 22— WiE, ASADRHFRI LTI 7 4 v OBEBERY MLV E LAY TE T
%Lf%ﬁéﬁi#% TTICASANR KRR Yy T LTI b T 7 4 v 7 3B CE A, %@t

L BER L TIPS RIS TS 2 LT K RAMIREBITT B B2 FTREIC L&
ﬁo

BRIRHITIROER N ORI N TOET,
« SESERBREINET D EB L L OFEEHE B

BRI FHEEIT, ASAICKT 2BBOEIRICESLHE T, 72& 2E, A¥% v VBB
Ha A x—T 0T b L, HiHERERD Z & TEBE DT TEE9, RO2FEHDOEH
RHFEHEREZ R ETE E T,
o AR EREFEHER : VAT AKTHHET 77 4 BT £ 1IZOWTOLREKH 21
WrEHET, ERGBERERGERILIT 74V F T X =T NI R>TEY, ~
T = RIKT HEEITIH Y A,

s PERBBRRHFEHE®R - A7 V=2 N LNV TT 2T 4 BT 4 BT 5 DT, ASA
WEERI DR A N A=k, 7o haj, FLFACLIZOWTDT 7T 4 BT 4

ggogt I



B 2xzrsnumstas

zRoBRH |

HECEET, JEREMR T EHERIT, NE SN AREERICE > I T —~
ANWCREL BT HDT, T 74/ Tl ACL OFEEHERZ T NA R —T -
"Cb\ivé—o

e RA MNP AF Y U EEITTHREZRET DAy VBBRESEES 7 a b LT, A
XY VB THDLZENFEINTAA MR TEET,

EAXRBRIRB MR

ASA I, EABBRIHHEHERAZMEN LT, WOBH T ey LTy FBLUOEF2 Y
TA AN PORIGEEZE=H LET,

« ACL |2 X HHEAT,
s RiE723%7 » FEA (invalid-ip-header <° invalid-tep-hdr-length 72 &)

« BEGHIROBEE (VAT LAEEDY VY —R{lRE a7 4 Fal—a VTREINTH
BHHEIR O IT)

e DoS WEDMH (MR SPI, AT — K7V 77 AT U+ —LREDREKE) |

HARKT AT U —NBEICREK, ZOF T ait, TOVARANDT 7 AT 74—/
WEE LNy b Rey 72T _RCELREAL—MTT, 4 ¥ —7 A AOmETRH,
TIVr—yar A VAT a V TREEONry b Ax vy VIBEORIR Y, 77
AT TF—NZEELRV Yy b Ry Ai3EFEnTnEEA,

DO LWICMP 27 v F DR,

TN — gy A VANRT g VNIRERRD Ny B,

A B —T = A ZADEATT,

Ax v VOB, ZO4 Ty a TR, 72 E ZIERAID TCP /37 v RS SYN /37
R T, FHEFAY =T = A N Ry =A 7 TTCP #HICKRI L2/ ED AR v K
BEE=FLET, 7VAXY VEBMRHTIE, ZOAF v BB L — MEREZINEL,
RANEREE L L CHEL CHBIMNICHERT 2 Z Stk TR L £,

s RFELtE v a OB (TCPSYN WEBOMRHSCRY 77— %72 L UDP v a VIED
MR L)

ASAIZ. BB AT A LBy 2T A nl Ayt — (733100) 2#3%ELFT. ASA
X, — MBI D EHA X b L— b EEAN—Z NERBIZBIT 23— A A X2 L—
rO2FEFEOL— FEBILET, N—AF L— MNERRIX, B L— FMEFEO 1/30 7213 10
BosL, EHLENREWVIEI) TT, ASAIL, ZETHA X T EITFEE L — MR & N—
AR L= MiREF =27 LET, MiFOL— FBEBELTWDHEE, ASA L, A—A b
FIZBT DL — A T TLICHRRIODDA v E—VDEIET2ODR XDV AT A A vE—
VERELET,

FEAREBREIE., oy 7 S0 BEN R BB PEE LA IR T y—~ o AT L
T, 20X IRIVFTIVATEH, N7 —< U ANDOEE TP T,

B zZeot



| zroBH

mpasatwitEg [

HiaRE BUR AT IR R

PR BRI HE®RIT, RA M, A=, Tm bai, ACLREDMEBDOAT Y =7 MTD
WT, RSN b T4 w7 b=l Ruy 7SN T 7 4 v 7 L= bOWGTZRRL
iﬁ‘o

JEIEREHE M E A X —T T D & A X =TT DMaHERD X A T LT, ASADR
THA =~ AN EEZTET, R FOFEFHERE A X—TNMCT DL NT A=A
RESEELET, T 74 v 7 DRMPEWEEIX. ZOXA T OMEHE Iz — KR A
AX—=TMITHZEEMET LTIV, 2L, A— MEHEROEEIZNIZEREL B
D EHEA

Ax v UBRRKRE

BRI 2 % v VIR TIE, HHRA BT TRy FNOIP T RLAIZT VB ATE L0 E
IME 1 OTORLET (T Xy FNOBEDEA MTRTCEIBIZAX Y T50, 1 OD
RARNEIFY TRy hOBEEOR— NI RTEIMEICAAL —TT5) . AX v BB H%EE
L. WORA SR AF Y U EFATTHNEHNLES, NF7T7 4007 7 =F v IZES<IPS
Ay R EITRR D . ASADBBIRIH AT v Tl BFRT — X _R—ANMER SN, 2
NICEENDRA MRHEREAX Y T 7T A BT 4T 0N TE £,

RARNT—=ERX=L, RERT 7T 4T %BWLET, ZORIRT 7T 4 ET 11T
. BT 7 F 4 ETF 4 D0, L TWAY—ER R— h~DT 7R, 857 TCP
FE GETZ U FLIPID 2 ) . BIOZOMDEL O@ENEGENE T,

A UL — R EBIET S L. ASA Idsyslog A v E— (733101) ZEE L. MLEIDN
UCHBEE PR L £ 9, ASA L, —EMRICRIT DB A X b b— h EEH—2 MH
fRIckBIT o N—A M AX N L= bhO2FEHOL— FEZBHLES, N"—A M A X2 L—
M L= FERD 130 £721X 10805 6, EHHNARKENEI T, AFx v A HBED
L RAREND AN FABHEN S-S, ASA T L — FEIR L S—Z |k L— Rl
BrETFzvZ LET, FRANDPOEREIND N T 74 v I NRELLPOL— b EBIDE, £
DARA MIKBEZLABRINET, FANIZELE N 74 v IR ELLAOL— 2B X
HE, FOFRANIF—F v MRS ET,

WDORIZ, Ax Y VEBHBHBOT 7V o L— MilBRZ R LET,

R1LRX Y VIZEDBROBEDOT 74U bDL— IR

EHL— IN—RXk L—F
EHID 600 BT S5 N v 77D, EITD 20 I 10 K v 7R,
EHID 3600 PRI T 5 R v 77, EAT D 120 FPRHIT 10 R v 7/F,

ggogt I



grRoB |
B zestonsrsq

A

AR AX vy UK ABEOBMBEEIL. A MBIV TRy bR—ADT — FHEEZER U
PIET LM, ASA DR T 3 —< L AL AFVICRELSHETLIZERNH D F7°,

EBRBREOHA K542

tXal)T4 AVTERFDHA FSA4 Y

BRI E AR E . BEREIEY L = FOATYHR— b EINET, v LF ET— K
TIX, TCP AT ME OMEHERNBME— VAR — F SN TV D ERTT,
EZARNBEIS T4 vIODEAT

» through-the-box b7 7 4 v 7 21T E =4 ZLE T, to-the-box b7 7 ¢ v 71X, ZREFRH
WCaENEE A,

CACLIZE > THEEINE NG 7 40 v 71%, A% v & BimtE N H—LEH A, ASA
MBS, 7a—%ER LI T 7 4 v 7 IR AT Y UEBREORELZ T F
7,

EZBREDOT 74Uk

HABEMIEHEERIZ, T 74NV P TAR—T NI R>TOET,

WORIZ, T7AHNVIEREEZRLET, ZNHDOT 74V FRET X TEERT DI, show
running-config all threat-detection =~ > K % [Tools] > [Command Line Interface] T L & 9,

EEREE R TIZ. ACL OFEHMERIZT 7 4L F T X —T NI > TWET,

R2:ERXNLEEBBOBREDOT 74U MERTE

) H—HRE
N7y b FayJnER FEHL— N—X Kk L—F
* DoS W& D RO 600 BT 100 F EUTD 20 P T 400 Kz >
. o 7D, TIE,

« RIEAR/S Mk 7P P

S ks N =i 2 S N 3 9N N N >

B RO gmqgwmwﬁtm% @ﬁ@l%@%f3%%m/
v 7R, IR,

5t LUWVICMP 2347 kO

H

B zZeot



| zroBH

EEBRHD

ATy T EAREBRIRGEHEROBE

FEAE B R HEBRICIL, DoSHEE (V— b A EHMEE) 72 & OB EE LT D Al RElE
NHAT VT AT A BREENET,

zrrtozz [

Ny b Fay 70EH

by A8

TigL— b

N—X Kk L—F

A ¥ VIEORH

ERTD 600 FPREITS Mo v
IR,

EHITO20ET10 K2y 7/

ELHTOD 3600 A T4 K v
71,

ETD 120 T8 Ku v 77/
b,

Rt v a Ot (TCP
SYN HEBEDRHCE Y 7 — & 72
L UDP &t v a VRO
£ (EE)

ERTD 600 FX[ET 100 K
o 7D,

HEUTD 20 BT 200 Kz >
71D,

ERTD 3600 FP[EIT 80 K
7y 7R,

EITD 120 BT 160 N
IR,

ACLIZ L AR

EHTD 600 [T 400 K
> 7D,

EUTD 20 FPHEIT 800 K »
71D,

EHTD 3600 FVH]T 320 K
=R AR

EITD 120 FL[E T 640 Kz v
IR,

« FERT 7 AT 7 F—IVEREIT
REHE

TV —g A AN
7 a NIRERED N B

EATD 600 FVREIT 400 N
o 7IED,

HEATD 20 FOEIT 1600 K7 v
IR,

EHTD 3600 FPRIT 320 N
=SS

EATD 120 FPREIT 1280 R m v
71D,

A H—T = A ZADMBATN

ERTD 600 FPREIT 2000 N
v 7R,

EATD 20 FPIH T 8000 K v
71D,

ERTD 3600 T 1600 F
o 7R,

EUTD 120 BV [T 6400 R
IR,

=JL e |
ax A&
HARGBMRERHERILIT 740 F TA R —T NI R>TEY, a—NNEE T LM —0%

BB —E 2 THLIEENH Y £T, SHICEBKBRHEY —E 22 EITT 585813, ROFIE
R LET,

FIE

(6-<—v) ,

Ao



gRoBd |
B 2xzrnusitanozs

2T v T2 MEGRRHSIHITRORE (6 <—) |
AT v T3 A% ¥ VERBBINOBRE (74—) .

r = = =L
EXEBBEHTETHBEROERTE
EARBBRHEREERIT. T 74/ TARX—T NI Ro>TWET, ToE—7icT52 L
b, ET 4 TN LEHEHEAX—TNMITHZ ELTEET,

FIE

AT w71 [Configuration] > [Firewall] > [Threat Detection] Z E&4R L £ 9,
AT w T2 MU T, [Enable Basic Threat Detection] % 384R F 72 1T UMEFR L £ 47,
AT97T3 [Applyl 227 U 7 LET,

R B BAR KR EHE MO E

JRFREHE R A NET DL O ASA ZRETH LN TEET, T 74/ FTid, ACLD
HRHEWRIZA R—T W7o TWET, MMOFFHERE A X —7 I TD12iF, RO FIEEE
TLET,

FIE

AT w71 [Configuration] > [Firewall] > [Threat Detection] Z 341 L %9,

AT 72 [Scanning Threat Statistics] fEIk T, DA T+ a »OWTINEEINL £,
* [Enable All Statistics]
* [Disable All Statistics]

* [Enable Only Following Statistics]

A7 73 [Enable Only Following Statistics] # &R L 745515, IROAT > a b 1 DL EZERRL E
o

« [Hosts] : R A MEEHERE A X —F M LET, KA RRT I T 47T, A% ¥ U BEH

AN T =HN=2ANMFET DR Y . AR MREHERIZIBRES N ET, S ME, ET 7
T AT RTINS 10 5HBIZT —ZN—AnbHIlRESNET GitE®Rb 27 V7 I E

)
* [AccessRules] (77 # /L s TA X—T ) : T R®ANL—ILOKFFEREA F—T ML
EJ RN

B zZeot



R
2xvvagptonz [

« [Port] : TCP/UDP R — h D#tEHEHZ A R—7 WVIZLET,
* [Protocol] : TCP/UDP LIAD IP 7’1 k 2 )L OfEFHER Z A F— 7 LI LE 7,

s [TCP-Intercept] : TCP AT EIZ L > TA v ¥ —k 7 b ENT-KBICET A 21 21—
TMZLET (TCP RATRIEZA X —T7 M D HIEIZ OV TIE. SYN 77 v R DoS &
BNO OV —"OR#E (TCPRITZE) 2L TEIWN) |

RAT9 T84 FAN, A—F BLOT 8 ha vOFEHERIZOWTL, IETH L— MEROKEZEE T
& ¥, [Rate Intervals] fHIL T, #itZ A 7OZFN L% LT [1hour]. [1and8hours], F7=
1% [1, 8 and 24 hours] Z IR L E ¥, 7 7 4/ b ORI [1 hour] T, AEVHHAENMI M
HBIVET,
AT v F5 TCP AT OFMEHEHRIZ OV TIX, RD AT+ 5 > % [TCP Intercept Threat Detection] #E1k C
BRETEET,
* [Monitoring Window Size] : JEIEE =4 U > 7 OB D YA X% 1 ~ 1440 5y DHIPHAN T
BMELET, 774V MI305TT, ASAIZL— MEBORIZKEOSE 30[EY 27 )
YIFTHOT, T 74RO 30 SHEETIE,. 60 I EICHFHERSIEE SN E T,

[Burst Threshold Rate] : syslog # » & — 4RO L & WMEE 25 ~ 2147483647 OFIFAN CTi%
ELET, 7740 MI1MIZ400 T, N—AF L— BRI Z@B2 5L, syslog
A wt— 733104 ARSI NVET,

* [Average Threshold Rate] : syslog A v & —ARKDNYE L — h D L & VMEZ 25 ~ 2147483647
DHEIPFANTRELE T, 7 74/ MI1BEIZ200 BT, FHL— IR INEHZ D
& syslog A v t—3 733105 WAERSILET,

F 7 4V MEZEEITTT HITIE, [Set Default) R¥ %27 VU w7 L9,
RATv 76 [Applyl 227 U v 7 LET,

AEx UBEBIRHDEKE
WEEEZHA L, LEIS U THRT 5720, AF v UBBREAZRETEET,

FIE

AT w71 [Configuration] > [Firewall] > [Threat Detection] %% L £,

AT 72 [Enable Scanning Threat Detection] % &R L %9,

ATYv T3 (EE) ASAMKA N &R LFHHI L7255 C BEIRIC AR A MR A/ T S 51213, [Shun
Hosts detected by scanning threat] 23R L, MLEIZJS U TROF T a v 2 AN LET,

e RA NP7 R U RZEGEEX G BRSNS 1Z1E, [Networks excluded from shun] 7 ¢ — /L
RIZ7 FLVAEIEZR Yy NU—I A7V NAREANLET, BEO7 KL AEX

| ggogt I


asdm-714-firewall-config_chapter18.pdf#nameddest=unique_442
asdm-714-firewall-config_chapter18.pdf#nameddest=unique_442

B zestoz=2y>oy

zRoBRH |

P72y ME, B~ TRYHSTANTEET, IPT RLA LT V=27 bOU RIS
Fy NU—J BBINT DL, [LJRX %27 ) v LET,

(EE) KR A bOBRAAM 2% ET 5I21E, [Set Shun Duration] 23R L. 10 ~ 2592000
BoMoMmEANLET, T 741 b@ﬂ;ﬁlﬁﬁi%oo@ (1Hef) <3, 774V MEZE
Tt HIZIE, [SetDefault] 227 V v 7 LE7,

ATy 74 [Applyl 27 Vv 7 LET,

ZERHEOE=A21) Y
WD Ny 7 T, BEBRHOET=FY 7L v T 7 4w 7 HEHEREFERTHHIELHBL
F7

ERXEZRREREFHROE=21 Y

FEARB B R E A R § 5 121X, [Home] > [Firewall Dashboard] > [Traffic Overview] % i3
RLUETF,

HEREEREREHIRHROE=21 2

RDOF v 2i— R L CTHRREBREREHE Rz E=2 ) > 7 TE £,

B zZeot

» [Home] > [Firewall Dashboard] > [Top 10 Access Rules] : ixH &< b v L7277 A L—1

ERRALET, FAIBIOERIIZOZ 7 7 ClERBlanEtA, EGEENEZN T 74
7 1%, [Traffic Overview] > [Dropped Packets Rate] 77 7 TiBBf C& £,

* [Home] > [Firewall Dashboard] > [Top Usage Statistics] : [Top 10 Sources] 35 &2 O [Top 10

Destinations] # 7121, A FOFFHEFERAFRRSINE T, ZBHBHT LT Y X AICER
LT, 72— A ==Y 7 RXTF— )7 DOfAELEE LTHERHINDS A V¥ —
TxA AIEMI0HDOFA MIERENDZENRHY ET, TUITHSINEETH
D, FRINDHIPT FLRAIEEH T ET,

[Top 10 Services] # 721X, AR— &7 a b a2V OE G OFFHERNF R I (FRT D

X, MARAR—=TMTRESIVTWDHLENRSH Y £9) | TCP/UDP AR— k& IP 7'
% ) B A T RGO EFEHERNF RS NET, TCP (v h=ve) & UDP (7
7 ha17) & IP7e haLORRITITEENTOEEALN, TCP AR — k& UDP A —
MIR—FOERRIZEENTVET, ZNHDOXAT (R—FrEmiE7r har) o1-o
DIFHERIZ T2 A R—=TNVICT DL, A XTI SNTHEHERIZE T NERRINE
R

f— s,

* [Home] > [Firewall Dashboard] > [Top Ten Protected Servers under SYN Attack] : TCP f81T75213

OFFEMERRLET, Detail| RZ %27 ) v o358, BEY TV T F—HN0
FRENET, ASAITL— bF’ﬁB%@F’%&:I&%@%&% 0[EY TV TTEHDOT, T
bV D 30 SRR TIE. 60 B T L ICHEHE RS INE SV E T,



| zroBH

ZEIRE DB

grrtorE [

HaE

Y

IS5y b Tr—b Y Y—R

A

FEART L OVER & B R E#R. A
X v BB

8.0(2)

BT K OMRaR B B ARG . <
¥ ¥ BB INEAIIVE Lz,
OB HEAINE LT,
[Configuration] > [Firewall] > [Threat
Detection], [Home] > [Firewall
Dashboard] > [Traffic Overview], [Home]
> [Firewall Dashboard] > [Top 10 Access
Rules]. [Home] > [Firewall Dashboard] >

[Top Usage Status], [Home] > [Firewall
Dashboard] > [Top 10 Protected Servers

Under SYN Attack]s

HEBRITIFE]

8.0(4)/8.1(2)

PRI 2R ETE DL L HICRD EL
7o

IROBRNEL S NE LT,
[Configuration] > [Firewall] > [Threat
Detection],

TCP fRAT32158 D FHE H

8.0(4)/8.1(2)

TCPRATRZAE OFERHEWMANEA S E
L7,
WOBEHNEANEZIIERSNEL
72 [Configuration] > [Firewall] > [Threat

Detection], [Home] > [Firewall
Dashboard] > [Top 10 Protected Servers

Under SYN Attack]s

RA MEEHER L — MERRO D 2 # < |8.1(2) EEHE WAL S5 L — MMERDOE

A X HEHNAZSAATELEIIZRDFEL
oo 774NV MOL— NIUE, 305
LICEHESNE LT,
ROWHPEL SE LT,
[Configuration] > [Firewall] > [Threat
Detection],

S A b L MRS T L— ko |8.2(1) SO Y U — AT, FHL— ko

130 ICEHSE LT,

1/60 TL72, AEV ZHKEKBIHEHT
L, oY o T RIRN S L —
rORIZ 30 FINIHE S ShvE LT,

ggogt I



B zuntomE

zRoBRH |

HaE

iy

TS5y R Th—bY—R

B

R— rBLOT 0 b a s L —
NUEBEDO D A S~ A X

8.3(1)

FEHERPNE SN D L— MEROK
HNALARXTELHEOITRDEL
re T7HNFDOL— MU, 3005
LICEBEINE LT,

ROBHENPELESNE LT,
[Configuration] > [Firewall] > [Threat
Detection],

AE VMR OR E

8.3(1)

BRERHO AT VEHAERmMELE L
77

B zZeot



	脅威の検出
	脅威の検出
	基本脅威検出統計情報
	拡張脅威検出統計情報
	スキャン脅威検出

	脅威検出のガイドライン
	脅威検出のデフォルト
	脅威検出の設定
	基本脅威検出統計情報の設定
	拡張脅威検出統計情報の設定
	スキャン脅威検出の設定

	脅威検出のモニタリング
	基本脅威検出統計情報のモニタリング
	拡張脅威検出統計情報のモニタリング

	脅威検出の履歴


