e

B a% IE

ZDOFETIE, ASA ZRRET . 721X, ASA &sidt &I A EEREG T OB 2 R E
B IFIEZOWTEB L E T,

« PEtaR BT T AR (1 2—)

c HEEORRTE (2 X—Y)

cFERROE=Z Y T (22 %—=)

« P EDERE (23 X—)

rIl+

EICET 515

et DR EIL. ASA ZRATDHTCP 7u—72 D T 7 (v 7 Hg0OERICEET 58 &
FRERE TR SN E T, —HOMEEIX. FFEOT —E A ERMT D7D ET D4R X
I AR—R N TT,

R OBEITIE, PG ENTNET,

cIFEITFHTOPIAILDTA—NILEBALALT I T_RTOT =)L XA LT 7 MZ
F T4V MERH B0, R OBEG O ARAE LTZAIC ORI a—r L 2 A DT T
FNEEETHLEND Y 17,

RS TUVI VSR EDEHGIALT O : P—EA R —%HAL T, BHFEDH
A TDNTFT T4 DT a—NRN)VEZA LT e bLEXTEET, T XTOINTFT T 407
TITADEA LT 7 NIT 7/ MER S D720, TNODOMEERETHLIEIIH Y £
Ho

cERHIRE TCPRITRIE : 7 7 4/V M TlX, ASA 295 (F72idsit e 45) B
OEICHIFRBIZH Y FHA, Y—ERARY— L— L EFHLTEED NT T4 v T 75
ZZHIRAERET H 2 & T, B—E2GE (DoS) WENLH— "ZR#ETEET, &
W2y WIEERE (TCP N> Ry = A 7 &5 T L CW WD) (CHIfRERE T £,
ZHUCEY, SYNT7 T vT 4V ITRENGLRESINE T, PIHBRORIREZE L5 &
TCPRATZAE 2 AR — v ME, 7o X EFICHEG L TEOHERIH SN TnD Z &
AR LET,

gwnzE B
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« Dead Connection Detection (DCD; T FIEfRIRE) 71 NV XA L7 U FOREEE
ZTI2Te O NA T O D X 912, HBIZT A RVIRRBIZ e > TH AN e 2 HEfF 7
5354, Dead Connection Detection %1 % —7 /W LT, 7T A FVIKEETH AR 29560
AL CENEMERF T 22N TEET BEROTA NV EA~—% Uy N5 8
ko) o TA FARRABZ 572N, DCD IZEEEOMMIC 7o —7 2% E LT, #
BWRAENTHLZ L EZHUTEELTHDNE I nEMEE L E3, show service-policy =
~ v FHINZIE, DCDMODT 7T 4 BT 4 BERTT2ODA T U ZREENTNET,
show conn detail =~ > REZMEHT 5 &, BEMEZEMOREHRL LT 7 —7 DEEH
EErBGTEET,

cTCPY—H5 2V AMS VAL : ZHFND TCP #6121 2 DD ISN (FIH#s — 7 v 2 F
) NEDEToENTEY, ZOH25D 12037 947 FTEMIS., b 12030 —
NTERENET, T 74/ bTiE, ASA 1X. E1E & BIEOM 1A Ti@i#d % TCP SNY
DISN#T7 X AMELET, T X AMUIZE D BEEEH UWERLICEH S b ko
ISNZTFHILTH LWy Y arvia MYy vy 7 3T50%MIELET, LEILUT, b
T4 PITARATEWE T MMEET 4 =T NMITHIENTEET,

s TCPIEFRIL : TCP / —~ T A WX, BERATy NI ORELET, —HD XA T DN
ey NRERENT T 4 v 7T ATUET L HIEEZRETXET,

s TCPRT—FNA/IR : Xy MU~ TN —T 4 T EERATE2NE I DET = v
735D TCP AT — F &R RATEET,

* SCTPRAT— kN /3R : SCTP 7' b 2 VRRFEDS M FE 72T 3UiE, Stream Control Transmission
Protocol (SCTP) DAF— KT LA L AT g L A /XA TEET,

« JA—DFAT7A—F: 7e—2NIC HETU D EX b5 BEEH A |IZEF7a— Raiud
N7 4o 7% CEBIRCTEET, 72— RIZLkoT, KEET 71 VOfRER
E.F—RERKT TV r— g ORI —w o ARB ESEBE I ENTEET,

PRI, 2 A 57 7 b, TCPERUL, TCP Y —> v AD T &7 2k, 1Efi nIREREE] (TTL)
DT 7 VA MIUE, IFEAEDOR Y NU—ZIZHEERT 74V MERSH D £, b O
FEORENLE L 7201, MADOEHERHY . Ry NT—=TIRFEDZA TOREN & H Y
B FRIZRMOT A RV 2 A LT 7 MK DBE RPN IEAE LTS AE DR TT,

Z DM OB B IEEAEI I 2> TOWET, RSOV —ERF, R —E 2L LT
TR, FED N T 74 v 7 7 TRAZOHRFELET, T OERRIZITIRO b ONREEN
TWET : TCPRATZAZ. TCP A7 — b 34 XA Dead Connection Detection (DCD; T v K#%
W) . SCTP AT — h NA A, 7u— A4 77—k,

RO—RZ2FIATIZ, BAOND TN TOEROBREIC OV THALET, LEIS U TE
I OREZBEBATIIZEN,
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ATy

ATvT2
ATvT3
ATvT4
ATvT5
ATvT6

ATy 17

sa—nns1675 roEE |

FIE

Ja—rL BA LT U MORE BN—Y) . TUHOREIL, T AEBEBRTHT T
DRF T4 Z7IZH L TCEESERT NaLDF T4V DT A RV EA LT 7 NEEFL
7T, BHOX A LT 7 ML VY bSNAERICHEEN S LGE1E, T 7e— 1%
ALTYU REERELTIIEEIN,

SYN 77 v K DoS WEB /o OV — DR (TCP R17%215) (63—2) . ZOFIEEfE
HLT, TCP fATZEZRELET,

FLE 72 TCP 27w MWD ) A B~ A4 X (TCP~ v, TCP / —~FA4Y%) (8 21—)
FFEDRNT 7 47 7T AZDNTT 74 /0 @O TCP EFULOEMEEZEF T H5E)
FERWIN—T 4 TDTCP AT — K Fx v 7 D/NAIRA (TCP AT — h XA R%2) (11 2—
V) (ZDXEATDON—T 4 VITBRENG DA

TCP > —4 LV ADT L A IMEDT 4 —T L (145—2) (F73NV DT Z IEDEE
DEeT — B H AT T TNV L TWVEEHS) &

K7 e—nA7e—F (15~—) (aryVa—T747ENOT -2 X —DoX
TA =RV AEWET DHULENDLHE)

WED ST 7 4 vV 77 ADEFORRE (TXTOY—ER)  (19X—) , T, %
OFREMOWHFIETT, ZNOLOREIL, V—ERA R — —AEFEH LT, FFED K
TIA4T TTADTa—NVDT 74 ) Mk EEEXTEET, 20— LEFEHL
T, TCP ) =~ TFA VP DOHAX~A X, TCPY =4 ADT o HZIMEDEE, Sy s OLERE
FRERFRIDOT 7 U A b, BIXOZEOMOA T > 3 UHREDFEEE LTV ET,

JB—NIL Z3A LTI FDEE

ATv I
ATy T2

SFESERTur baroERAn Yy FEBBAT Yy O =NV T A RV XA LT U N
MARETE T, HELET A KABHOMA Ry MR SN 5, )Y — 213
ZENTWND S — LR ENET,

Ta—N\)V A LT T NeBERTHE, =R RN —ICLBFEEDNT 7 47 7ua—
A FEETEDIZH LT 74V DEZA LT U FRREESNET,

FIE

[Configuration] > [Firewall] > [Advanced] > [Global Timeouts] % &R L £ 7,

BETIEIAALT T DRy I A F N L THLWVEEANTSHZ LT, X4 LT U bai
L,:.E_’L/\iﬁ—o

FTARTOHMIE hhimmss B TRR S, 1ZL A EOHE, RARMIMIZ 1193:0:0 T,
[Authentication absolute] & [Authentication inactivity] Z &< 3 X COHFEIBNT, F=v 7
Ry J AEAT7ICTDHE, ZALT U IMRT 74V MEZRED £T, L2005 EICTF =y
IRy P ReF 72T DT &I, FILWER I EICHZERET 2 22 B LET,

wmmne W
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HALTUNET 42— 02T 51CE, 0ATILET,

s [Connection] : ¥t A 1 v MRS ND ETOT A RURERE], ZoO#MIXsS 2Ll EicT %
VENHY ET, T 740 M1 ERETE,

s [Half-Closed] : TCP/~—7 7 0 — XA AL HE TOT A RAKEH, H/MX30FTT,
T 74 ME 1043 TT,

[UDP] : UDP##ii 2P U 5 E TOT A AR, ZOMMIX 152 EICT 208 RH Y F
T T 74N BMI25TT,

[ICMP] : &f%f72 ICMPIRFENSHL T2 ETOT A RAEEE, T 740 8 (B XU/
X2 8T,

[ICMP Error] : ASA 78 ICMP @ 21— 5% /37 v F &5 5 L TH 6 ICMP Bkt 2 IR+ % £
TOT A FIVIERIT, 0:0:0 225 0:1:0 Dff. £ 7213 ICMP timeout fED VT I AMEN T T
T, T7HNVEMI0 (T aE—TN) T, ZOXA LT T MHPEL T, ICMP A > A
7 arEAICTHE, ASATIE, =a—iENZE IS5 &3 ICICMP#e & HIBR
LET, LR TED (TTIAL N #HICAER ST XTDOICMP =7 —
FEENET, ZOXA L7 7 MIICMP EfOHIRAZE L 5D T, HERICMP =
T—hZETEET,

[H.323] : H.245 (TCP) 33X UVH.323 (UDP) AT o4 THEGENK T T HETDOT A RILEE
M, 7740 (BELOER/DN) 1E555TT, H245 & H323 DWTHD AT 4 THHEICH
B U7 7 VR ESNTWA T2, H.245 (TCP) #i% H.323 (RTP ¥ X O RTCP)
AT ATHRRET A SV EA LT hefFLET,

[H225] : H225 7 U v J g 25 £ TOT A RVEER, 7740 M 1 BT
To TRTOMRH LAY VT ENRICEREZ T <IC7 m—XF512F, A LT Uk
EZ 18 (0:0:1) IZT25Z L2HIRLET,

[MGCP] : MGCP AT ¢ 7Tk S HIBR SN D £ TOT A KA, 774/ MEIS5SHTT
B, BN TIRICRETEET,

[MGCP PAT] : MGCP PAT B & HIFd 5 £ TOT A KUK, 77 4/L ME 545 TT,
B/ NRFRDIE 30 BT,

[TCP Proxy Reassembly] : FiEZED T/ Ny 7 7 WTRHEL TWH Ty FE Ry 795
ETOTA RV EZAL LT (0:0:10 ~1193:0:0) . =74/ M, 14 (0:1:0) TI,

[Floating Connection] : 1 DD % v b U =7 [ZEEDO/L— b BNFHELTEBY, ZhENA k
U7 BRI DA, ASAITEEMN RS TA M) v 7 BRREDOL— NEFEHALET, X
VB 22— R OMERFTREIC R o 2RI, TOXA LT U Mk o TERMNH L bID
DT, ZOWYIIN— MM L T2 L CEET, T 740 M0 T (kX
HALTYUNLERFA) , EVEWL— R NEFEHATEDX9127T5I101%, #4477 ME
% 0:0:30 ~ 1193:0:0 DE TRE L F7

* [SCTP] : Stream Control Transmission Protocol (SCTP) ##t%PH U 5 E TOT A R/LEFRH]
(0:1:0 ~ 1193:0:0) . 77 4/L hE 2% (0:2:0) TY,

| iR
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* [Stale Routes] : fV\/b— k& /L—Z DIFHRAN— A HHIRT 2 BN RFTT DR, b
DN— NMIOSPF e EOWNEF— U =A Zu ha)VHATY, T 74V MIT70
(00:01:10) T9, $5E T 2L 00:00:10 ~ 00:01:40 TI~,

* [SUNRPC] : SunRPC A 2 v M IMRILE LD £ TOT A ROV, ZO®IRIX1 58 Bicd
HUENRHY T, T 74V NI 1053 TT,

«[SIP] : SIP 7' F U v 7 R— b%ﬁ%%uéif@74Fw%% ZOHIRIL S Ll ki
TOMENSY £, 774/ ME3053TT,

mmem SIP AT 47 R— MNE A LD ETOT A RAVBRE, ZoHIZ1 5k
WCTDHENHY T, T 74V ME20TY, SIP AT 47T XA ~—%, SIPUDP *
T 47 2y NEMIAT S SIPRTP/RTCP T, UDPFET /T 47 XA LT U FDORbD

WHERENET,

[SIP Provisional Media] : SIP B & AT 4 THfe DX A L7 7 ME (1 ~304)) o 77 4/V
~ME 23T,

[SIP Invite] : %Em%®EVT—ka?4TXME%%Eéi?@T%Pwﬁ%(&m
~00:30:0) , T 7 4/V L, 34 (0:3:00 T,

[SIP Disconnect] : CANCEL X vt —Y%£721X BYE A vt —C200 0K %%/ L7227 »
AT, SIPE vy a v EHIERT D ETOT A FVER (0:0:1 ~ 00:10:0) , 57 # /v
ME 24y (0:2:00 T,

[Authenticationabsolute] : FREF ¥ v > 2N X A LT U MR | 22— LW A B
PRET DN E LD ETOHM, ZDF A ~—IZ, AAADNLV—IVTHDHI v kA L—
Tuax v TORMEMENET, ZOMIZ, ZRAvy b XA LT 7 LD BEOLEDR
b EFT, AT AL, 1—*)37)3‘%)?Lb‘%ﬁ%ﬁﬁ#‘?‘éifﬁ@ébiﬁ_ FTARTOF LW
Pefor CRRRE A R 2% v v U VA BT T DENC, ROBIRFHAEZBREL T ES
U,

PR Ty VT FTP 2 AT 2581E. ZOEE 0 IZEE LN T ZE 0,

o [FRFEHMEEE 2 A4 7 7 b (Authentication Absolute) |75 0 D334, HTTPS #ZGEITEME L
RN ERHY EF, HTTPS BREZIC, 77 U5 TCP Bt & BiiA L C Web
A%V%H%%Ték\ﬁm@@ﬁiLﬁbifﬂ %@%@&ﬁfimﬁﬂt%é
ﬂi—a—o :@71:’_&) :L*"]j‘ Z ntunE@mZ%Tﬁi)l% \—ntuniEf\*“.‘/z))%Téﬂij«o Z
% ELEET 51T1E mﬁ@@ﬁ&4A7?%%1®_mﬁbiﬁ Z DIElER 2 i
T5 &, mﬁénfwﬁwnw#hﬂbﬁﬁﬁEThvxﬂ677tx¢ﬂi1$
MET 77 AT U —LEBBTEDLEBENLHY £T,

* [Authentication inactivity] : FRFEX ¥ v a2 NZ A LT U NI D | 22— Lk
FREREST DBENE LD ETOT A PV, ZOMEIL, A2y MELD bEVYL
ERHVET, ZOXA LT Y NMEIT 74V N TEHIZRS>TOET, ZOXA~v—IF
AAA DILV—ILTHLHH v b Z— Faxs TORMEH S ET,

* [Translation Slot] : NAT Z#a A7 v NP INDETDT A FAVER, Z o815
UBRIZT20ERHY £3, 77 +/0 ME3 KT,

| wmmne W
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B s o5 Fpes ks L0y —\DRHE (TCP 172D

ATvT3

«PAT ZH2 20O b (8.4(3) LUK, 8.5(1) BLUN8.6(1) #<) . PAT A1 v ARk
SNDHETOT A REEH (0:0:30~ 0:5:0) . 7 7 A4/L ML 30 FTT, AIOEERNT »
TAR) =LA TN ZATHEmEENTWD AREMNEN D D 7=, Bk &7z PAT R— k
AT DE LW T v T A N — L = PNEGT DA, ZOXA LT T M
RTENTEET,

+ [Connection Holddown] : #f5i CEH STV D — b3 H D FEIEL TV F 23T
IT 4 T ole b ZIZ, VAT AR AR T DR, ZoR— KT UHIENIC
N—NBT 7T 4 T B WEA, Bk snEd, SRt — L RET v F A ~—
DOHZ, V= ERBELTTSIZFA T THREBEERH LA, V— 7Ty
DEBEWROT L TT, L—hOIHB > L RS BETDHEIICHA—V KT T Z A
V—ZWOTIENTEET, T 74N MIISHTT, fHETE %X 00:00:00 ~
00:00:15 T3,

[Applyl 27 VUV v 7 LET,

,—

SYN T35 v FDoS EN LD H—/\DIREE (TCP RI1TZ(E)

| iR

BEEFEN—HOD SYN X7y hEFRAMIEETLE. SYNTT o7 4 7 h—ERE
(DoS) KEENFEALET, ZNHDO/ 7y MIEE, AT =74 7 ENTIPT RLAND
FEESNET, SINSXTY Y FNDOT T T 4 ITNEFEHNTAEL D &, SYN F 22— kIR
AR E . EH— 00 Ok BRI L T — R 2Rk e 20 7,

SYN7 T w7 ¢ > FWE S T DIc i flR e & £9°, Wik &1k, X150l
OB THEIZRDN Ry oA 7 EE T LTWRWERERD Z &L TF,

BEgt ORI L & WEABZ D &, ASA T — 07X L LTEEL. SYN Cookie /5
REFHLTYZ 747 2 b SYN EXR|ZHF D SYN-ACK )& &£ LET (SYN Cookie DFE
AZ DOV TIL, Wikipedia ZZ ML T 72EWY) o ASANTZ 74T "vb ACK %57 5
ELITAT Y IBRAHTHDLZ EERFEL, =" ~OERE A CEE T, TeXrEaE
179725 arR—xr ME, TCP RATRAE LI N £ T,

SYN 75 v RIKEEN LY — NS H#T A0y Y —x 2 K Fat 2Tk, EEEHiEE
FJEL, TCP RATZEOREHEREA X —T NI L, FREPT=FTHLERHY 7,

1R BRI

ARFET DY — D TCPSYN Ny 7 11 7 % o2 — L D RV ISR 23 E L TW\Wb Z &
EHEBLET, NI EWIIEIEEGHIIRA R ET DL, AR 747 b3, SYNK
BRI —NIZT 7 ERATERL 2D £, FIHEEH RICE D) o8 2 e+ 5121,
= RORE, Fv hU—7 P—_OMHRRE AT LTSN,

« ASA E7 /L E® CPU a2 7T K - Tid, RIREERLE X ORI O R K, £ a7
LR OEEFENRRT, RESINTWAIEEBZLIGE507H Y £T, KEOLA.
ASA TR n-1 OBENMFEEiR L OWIER 23 T LE T, 22T, nlZ=270 T,
LR ETMTAODOaTRBH Y, 6 DORIRFERF X OV 4 SOWEER 2 5% 0E L%
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ATy T
ATvT2

ATvT3

RTv74

ATy T5

ATvT6

ATy T17
ATy T8

ATvT9

SYN 75 K Dos Bt 5 D — iR (Tep k1723 [

BlE. LA T TIo0BMEREZEHTEET, ZHEHOET VO aTHEZHRT DI
ﬁ\mmmmaMSV/ S ANTTUET,

FIE

[Configuration] > [Firewall] > [Service Policy] % &K L 9,
[Add] > [Add Service Policy Rule] #7 U » 27 L&,

T3, RET LV — RO —ARTTIZH LA, VIV EmRELET,
V= IVEMFEDA VH—T 2 A AW T D0, T_XTDOA U H—T = A AT a— U
AT 2E2NEIDEBRIRLC, Next] 227 U v 27 LET,

T 7 4 v 73 FEDEATE, [Source and Destination IP Addresses (uses ACL)] 23341 L T, [Next]
27 )y 7 LET,

ACL L=V DAL, = 3D IP 7 K L A % [Destination] IZASJ LT, — D71 h=zv
ERRELET, BEIL. [Source]iCany ZHHLET, LT LEL, Next) 27 U w7 LET,
72 & ZIE, Web =3 10.1.1.5 B L 10.1.1.6 Z T 28HA1E. ROL A LET,

* [Source] = anyl
* [Destination] = 10.1.1.5, 10.1.1.6

* [Destination Protocol] = tcp/http

[Rule Actions] ~X—""C, [Connection Settings] ¥ 7% 7 U v 7 L, ROL S arEASILE
b@‘o

o [#1#18E6¢ (Embryonic Connections) | : A8 A b Z & O] TCP $ft O fe KE % 2000000 F
TOFPATIHELET, 774/ ME0 T, AWMERENT TSNS EE2RLE
T, 7mE X, IhE 1000 [CERETE 9,

[ T4 T hZ &Y (Per Client Embryonic Connections) 1: 7 54 7> hZ & D
[EIRFRTI ] TCP Bkt D e KE (2000000 £T) . 7 74 7 > b T & Om KU B O Hft
ZASADND T TICBHWTWND 7 T4 7 MAVHT LW TCP Bft & 2R 9% L. ASA I3 HEkt
ZIIELET, & 2E, ZNESOICRETEET,

[Finish] 27 U v 27 L L=V EZR1FE L, [Applyl 227 UV w7 LTCTF A ZAEFHLET,

[Configuration] > [Firewall] > [Threat Detection] % #4R L C, 72 < & % [Threat Detection
Statistics] 7 /L —7"® [TCP Intercept] #EatiEh 2z 1 F—7 M LET,

TRCOFFHERE A X—T NI LY, TCPRITZGELE T2 A X—T M LD TH5Z &N
TEFET, o, TE=XV 7 v Kb b— b 2RETH L TEET,

[Home] > [Firewall Dashboard] % %R L. [Top Ten Protected Servers under SYN Attack] % 3/ =
R— RaER L TREE=2LET,

gwnzE B
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B =sntcr sy rnBEONRETAX TP T YT, TCP/ —T 54 4)

[Detail| h ¥ %27 Vw7358, BEY TV 7 F—2RERINET, ASAITL— MH
WEOMICHEEDOKZ30EY 7Y 7 TH0T, T 740 FD3045HRETIL. 607 T & 1TH
FHERPIEE SN E T,

WRHE# A 7 U 79 5121, [Tools]>[Command Line Interface] % f# F§ L C clear threat-detection
statisticstep-intercept =~ > K& A L £,

BRI TCP /Ny FLIBOHARRZRIAX (TCPTy S, TCP/ —< 5

1)

ATy T
ATvT2

ATvT3

TCP / —~F A Wik, B¥ 72y NEFEBILET, ik, ASAIZ X DMHRscE (o3
o NEPFRL, Fuay 7 £RE70)7) SE5ZENTEET, TCP ESbIT. KBNS
ASA ZIRF#ET DO B E T, TCP IEBULITEIZA R—T M/ > TWETR, o —
MOEEE AL~ A4 X TEET,

TCP ) —~ T AV B AT <A XTHIZX, T, TCPw vy 7E2MHALCHRELERLET,
Iz, P—ERARV—ZFEHALT, BIRLE T 74 v VTR~ T HBEHTEET,

FIE

[Configuration] > [Firewall] > [Objects] > [TCP Maps] &R L £,

WONT NN EFITLET,
c[Add]ZZ7 Vv Z7 LT, HILWTCP~ v 7 ZBMLET, v~ v 7OL4HIZANLET,
vy TEBINRLCIEdt) 227 Y v 7 LET,

[Queue Limit] 7 4 —/L RIZ, /N 7 7T L T TCP HEHOIE LWIRFIZERETE 5, BE
e’y NOEKREE 0~250 37y FO#EBETANLET,

T3V MEDOIX., TORENT A —TNTHY, "TFTT7 4T DXATIIECTZT 7 %
WEDUAT A Fa—HIRNFEHEINDZ EEERLET,

TSN r— g 4 AR Vg v B X O TCP check-retransmission DHEEGED & = —ffil]
[RiX3 /%7y T, ASANRRDL T 4 R Y4 XD TCP /37 v F %5 LI5S
. T RRF A XEINTEHREE T DHEIICF 2 —HlBN A AT I v 7 IZEEEINE
7,

s LD TCP ¥ D AIE, BE R ATy NMIZToEFEB L ET,

[Queue Limit] % 1 LA EIZERET D &, T XTCTHOTCP FT7 7 4 v 7k LTI SN D BF 72
KTy NOENZOREE B LET, ILexiE, 77V r—varvA A7 var, BX
OYTCP check-retransmission @ s 7 7 ¢ v 7 DIGHE, TCP/X7 v EWB T RARAK A XS
TORENF 2 —H[ERELEL L T, BMEINET, ZOMD TCP v 77 4 v 712201 T

| RS
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ATy T4

ATy TH

ATvT6

REL TPy FMUEDHRETAX TPy T, TeP/—2544) |

i BE ey NIy 7 7 IS T, ZOEF@EET 2D TIHAR <, ELWIERFICH
EEnET,

[Timeout] 7 4 —/V KT, BFE72/\T v NNy 7 7 [TEIFCE L RARWIMEZ 1 ~20 O[T
RELET,

INHONT Yy EREAISIT. Z A LT U MIBNICES AR T2581E. Reyrsn
F9, 774/ MI4BTT, [QueueLimit] 230 IZRE SN WILAIL, TXCOMT T4 v
JIZELTHA LT MEERETEERA, [Timeout] NENI /2 H121E, #ilE%E 1 LA EIZE
ETHHLENDHY F9,

[Reserved Bits] TiL, TCP ~v # —IZTHIFEAE Y FR3d 537 v FOBET7E ([Clear and
allow] (/37 v h&FFATHENCE Y h&EIERT %) | [Allowonly] (B v hZZEHE LRV (F
74/ R) ) . Fl2iE [Drop] N7y FEHIRT D) ) EZIEIRLET,
WONWTNINDOAF T a @R L1,

s [Clearurgentflag] : /X7 v N &FFA[ T HENZ/X7 >y ROURGZ 77 %27 U7 LE7, URG
75 70F, ARV —2HOMOT =2 XV LT TAF VT 4 DOEWNERNZ DNy BT
BENTVWDHZ EZRTIDICMHEM LET, TCPRFC TlE, URG 7 7 7 O IEME/ RN
SN TWERA, ZDD, TR VAT AIREL 7y b S EIERFET
WMELLTERY ., ZADBEICKT M52 2 EnH D £,

* [Drop connection on window variation] : TABSAD ™ ¢ > R A XOEFERREA U - Hkt
ZRey 7 LET, V4V R PAXAB=ANIE ST, TCPITKE 72T 4V R %
T RNRNEAXTE, T, WRIREOT =X 22T ANTIC, 1 ZD0hshhy 4K
VET KR AXTEET, TCPHMRIZED . TU 4> FUOHi/N (3BT 5 Z &2
HAES N TVETS

« [Drop packets that exceed maximum segment size] : &7 T & L7= MSS Z#ild L7=/37 > k
ey 7 LET,

» [Check if transmitted data is the same as original] : —BMED 72\ TCP Bk 2 BH1ET 5 Hi%k
BT —4% Fzv 7 EHAMILET,

« [Drop packets which have past-window sequence] : 7 4 > RV ¥ —F U AK S HZBZTND
Ry by DFED, TCP N7y "DV~ U AF SN TCP ZEV 4> RUOEE D b
REWGEIZ, Ty ey LEST, Z0LOTy MEFF 1513, 2047
voa v ERPUERR L, [Queue Limit] # 0 (F=—#lfRET 4 E—7 2 d %) IZHELE
R

* [Drop SYN Packets with data] : 7 —# Z 5T SYN X7 v & ka7 LET,

« [Enable TTL Evasion Protection] : #%t D K TTL Z #0037 » h TTTLIZ X » TIRE S
HET, %7y POTTLIFAPRTE 723, T 2 LidTEEtA, VAT A
TTL %% OEHOLRTIOR/NTTLIZY By FLET, ZHUT L > T, TTL Z[EEEE L 72K
BENrORELET,

72l 2, WBEFIZTILZEFICELS LTHRY U —2@BiRT 5y hEEETEET,
TTILAEa|Z/2b &, ASAL =Y RARA Y hOMONL—F 37y & Fay 7 LET,
ZORET, WREITIL2ELS LEEZEOH L/ v hERETEET, 207y

wmmne W



wawaE |

B =sntcr sy rnBEONRETAX TP T YT, TCP/ —T 54 4)

ATy T17

| iR

M, ASAICE > THEEDOLIICR A A0, BBELET, —FH. = RERA 2 F &
APMTEoTE, 2Oy "RBEBEICL > TZIEENTZRYO M TR0 4,
ZOHGE, WEHFITEX 2V T I AR EBEONHIEEZ T, WRIZHKWLET,

* [Verify TCP Checksum] : TCP F = v 7 - A ZFREE L, MGEIZKI LT >y &2 Fr vy 7
LET,

« [Drop SYNACK Packets with data] : 7 — % % & TCP SYNACK /37 v h& R v 7 LE
R

« [Drop packets with invalid ACK] : #2572 ACK 2 &t 37 v bE Fuy 7 LET, kDO LD
R AR ACK M SN D FREMEDNH Y £77,

« TCP #5575 SYN-ACK-received 2T — & 2 Tl, Z{E L7~ TCP /347 v D ACK &
RO TCP /N7y MEED Y —r V AFF ER U TRWES, £0 ACK TS T
R

« ZELTTCP N7 v F D ACK B EDRDTCP 74 v FEED L —4 L ZAFBET K
EVGAITEIC, £D ACK 1T TF,

GE) ERh72 ACK &3 TCP /N7 v ML, WAAS #55 CHEIMIIZFF T S NET,

({EE) [TCPOptions]| ¥ 7% 7 Vw7 LT, TCPA v arvage/\ry NIktT5T7 7=
VEBRELET,

Ny NEHRTAHNCA T a2 VT L0, Ny MIKED XA TOH—~F T3
VINEENTWAEERII ATy NEFFRILIZY Ty NMIFFED X A T DA T v a B
EENTOTH 7y hEFAILIEV T2 ENTEET, T 740 b TR, o ~ToA
Taror VTR, BEOL T v a sy RTEIZIRIETERRINDGAE (FRL
HDOEEIT Ny MI Ry 7ENET) ICS5ODLRMNE AT avra#HFaf LET, £,
MDS £713B S E AT varonTiunasagtenry b ey 7T 5L 0IC®IRTS 2
EHLTEET, TCPHHiZ A v AT v a T 5856, REICERRI MSS A7 v a bk
RSB (SACK) A7 v a v &RE, 3 XTCOF T arnrz V7 ShET,

a) [Selective Acknowledgement] ., [TCP Timestamp]. I3 J O [Window Scale] 4 7Y 3 k9
BT arERIRLET,
BADAZ T F T arBHETDHE PAWS & RTT 37 4 B—7 L2720 £7,

b) [MSS] (RKEZ AL N YA RX) AT aiiwtdr77varz2@RLET,

WHOFAT 7 ay, BEHEAT 7 ary, BEXOZ VT 7273 a2 MA, [Specify
Maximum] 2R LT, i REZ A b HA X (68 ~65535) ZANTEET, T74/b
k@ TCP MSS 1%, [Configuration] > [Firewall] > [Advanced] > [TCP Options] ~X— " CTE#
ShET,

) MD5A T4 a3 EaET/NTy FEHRATENEI NEBIRLET,

Fro IRy 7 ARERMERTHE, MDS A Va3 vaagiery MiFey FXPEnE
T, A7 a v EBRINTAE, BET 7 ar (FFEn. BEGEE., £203207) Z2wEA
T&EET,
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ATvT8

ATy

ERMIL—T Y TDTPRT— bk Fru o014 5Z TP 27—k 1i4152) [

d) FBEORPEIICA TV a AT ET 7 v arEERLET,
6~7. 9~18, BLR20~255FDF 7> a  NITF 74V 7V T ENTWET, &
bOICH TS a rEFHaTH0, FR3F T arEEtery v E Ry S TExFET,
SESERAT g UHPEHSEICE AR LT Vv a rEEETE ST, BB LT
FHEANNL, 773 ar%FRL, [Add 227V v 7 LET, B—F T a i+ 57
JiavERETAHAICE. EToO&EEICR CRTEEZ A LET,
BRE L-FEE IR 25AE. To®AZER L, [HIEE (Delete) 127V v 27 LET,

[OK] B LW [Applyl 7 U v 7 LET,

P—E ARV —TCTTCP <y 7EMATEL LRV ET, ~ v TR NT 7 4 v 7 ITHE
THDF, V—EARY —%EBLCHEHINZHEET T,

P—bRARY =M LT, TCP~y 7% T 74 v 77 AZEMLET,

a) [Configuration] > [Firewall] > [Service Policy Rules] DEIZEIN L £ 7,

b) A—AEEMELERELET, V—AE2To— VLZHEH LY, A F—T A AT
BHLZVT5ZENRTEET, XX, TXTORTF T4 v 7K LTRER AT
PO Z N AZ <A AT DI, TRTDO T T4 v 78T D7 n—r v —v %
YER% L £, [Rule Actions] ~<— ICHER £ T,

c) [Connection Settings] ¥ 7 %27 U v 7 LET,

d) [Use TCP Map] &R L, {ERk L7c~ v 7 HRIRL £,

e) [Finish] 721X [OK] %7 U v 27 LThbH, [Applyl &7 U v 27 LET,

ERBIIL—T 4 VFTDTCPRT—k Fx vy s DA /18R (TCP R T—

A WAV

Xy b —2 THRAMN—T 4 v VBRELZRE L, FEOERORET7r—LHETr—12
DDRIPD ASA T NA A% B TE D5 61E, BB EZTH N T 74 v 7IZTCP AT — F A
ANAZFIET DZVE N H Y £,

7272 L, TCPAT — h NA RRZE S THy hU—=7 Okx 2 VT o BT D70, R
CHACIRES N N5 7 4 v 75 ATAL SR LT 5 L8R DY £,

TZTIX, BBE RIS OWT L EEICERBA L E T,

EREAIIL—T « > T DREIRE

T 74/ NT, ASAZ IR T 2T _XTO NI 74 v 7%, @Vt X2 )T 4 T X L%
RHLTHRESN, EX2VT7 0 R —IZESWTHAIERIT ey 7EhEd, ASA T
iE, K37y FOREE FHER CTH L), ERIEMNIFE AR TH D) BT = v 7 S,
ZONRTy Nty v a UEBENZ (Bl O SYN Ny b)) | mIE SR (NI A D8R
W) . FllFarbr— AT L= R (@ERA VAT v ay) [ZEVETHZ LICE
T, T7AT T —VDORT F—< ANERIEENET,
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B :ru—7 rome

EE S A DR ORI~ T 5 TCP /N > b, EX =2V T 4 KU v—0OH LW HHDFH
22T 2 R ASAZ BB TE £9, ZOMEICL > T AT r—< AT/ KITRY F
T, 7L, SYNAY Yy "EHEHALTTZ 7 A MR Ty v a U EHESIT A HE. BXOT 7
AR NRRATITDONATF =7 (TCP —4 v AT ) B, L —FT 47 V) a—
VarOEELRDIGENDHY T, THE, BROBET e —LERFE TR —DOWFRE T
ASAZ BT HVENHHT-DTT,

TezE, SO LWERNEX 2 VT 4 T T I7A T U ANCERIET S E LET, SYNXT v
Mty a VEEARZEBL, oy N BREEAR T =7 UBENSET, 20
B D%k Ny MR X 2 VT 4 T I7A4 T A1 &l Lo e, @ESANO=Z > ~Y
=T HDOTIONTy MIFZEEFEEINET, LML, HEONTry "R EXa VT4 775
AT VAICBFETDE, SYNAXTZy bty v g VEBSZZ@EB L CWen=dlo, @il
NANNEE OO N YRR Ny MIFay FEhET, ROMIE, FEXFRL—
TAVTORERLIESEDT, TURMTU R NT7 749734 R N7 007k
X725 ASA ZiiE L T\ ET,

1: EJdFHIN—T 4 25

- sRA ) C  18PB )

Security
appliance 1

e Security
: ﬁ/appllance 2
3 |‘

Outbound ?Traffic

Return?Traffic ( g Inside

network
ook 5

51155

T TAR) =B N—=FZIHERFIN—T 4 TRRESNTEBY, b T 7 4 v 7 BR2O0DASA
TNA AZBRTHZ LN LLEE, FEDNT 7 4 v Z7IZx LT TCP A7 — k /3A /3R
ERETEET, TCP A7 — h NANRF, MEASATOY Yy v a VO TEEZZER L,

B SADA VAR v a BT =TI LET, ZOERETIE. UDP B OJLEE & [FkE
DFETTCP N7 7 4w 7 BN ENET, FEESNRy NU—7 & —E L7=3E SYN /¥

7y RIRASAIZ A S TR TR AN A =2 N Y BNMFETE LR WA, R/ S A TR & N3 %
72012, TOXry Mgty v a VEBEARRZBEELET, ot AEBERAIZADE, T
T4 TINIEERADA ARG g AL NALET,

| RS
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TP 27— k 131 k20 H 4 F54 v enpEm [

TCP RT—k NANRDHA FS54 2 EAIREIA

TCP R T7— b NA /RRATHR— b Sh Az EEE
TCP A7 — b WA NZAZMEHT L & E1d, ROWREITTR— S EztEA,

TN —a A VARI Gy A VAR gy TIE BENT T4 v ERE B
F7 47 OEFGNET ASA ZBETHIMENDH DD, A AT a3 L TCP A
T—hFNRXA XX N T T 4w 7 ICEAINEEA,

cAAA TG v gy 2—TRH D ASA THRIEEN LS. o ASARHTRESD 7
T4 v 7iE, FDASA TZ—HPRFEEINTWARNWED, ERINET,

v

« TCPRATRAZ . I RWIWIEEREHIIR, TCP > —4 v 2FK 5T v & MMb + ASATITHE D RRE
DB IR0, b OREITEH S ET A,

« TCP IEHUL : TCP / —~TF A F1IT 4 E—T L TT,

e —ERETV a2 —LEERE : TCP 25— K /N4 %2 L ASA FirePOWER 73 E DILE D % A
FOYV—ERAE 2 — IV ETCEITENET IV A — a2 T2 L3 TEEHA,

e AT — K TV T =)V F—s—,

TCPRT—k INAIRRDFHA FSA4

i v v a VL ASA T EIERNCHEN. S NS T2, TCP AT — R XA NRA T 7 4 v 7 [
Wl DT INAATRAET 47 NAT R ET HDMENHY T, XA v 7 NAT Z{fEH
THE, THAARLITOEY Va ANTERENDT RLAIL, T4 A2 TOR YT a /|liEk
WENDHT FLREITRLRY £,

TCP R F— k N /INADERTE

FRAN—T 4 VTBRETTCP AT —F T = v 7 2 RXAT5H|21F, BEEZTDHHEA
FFRY NU—ZIZORCHEAT DT 7 4 v 7 7T ABERRS ERZ L ThDH, h—EX
RV —%2HHL TN 747 VTATTCP AT — h NANRREA F—T WM LET, N
ANRAZELSTRY N7 DX VT A WMET T, TOT7 7V 55— a2 TE5D
TETHIR L ET,

1R BHHIIZ

FeE DHEREIZ 2 0 N7 7 4 v 7 RIS BRI Z A LT U b LET, ZDOT 740 NI
TCP AT —h NANR 8T T 47 JTAD[TA RAEHEZ A 57 7 K (Idle Connection
Timeout) | #ZAE T 5 A — =T 4 RTXETIHE O TCP #ftix, 7 7 4 /L KT 60 &I
ZA LT RLET,

FIE

AT w71 [Configuration] > [Firewall] > [Service Policy] # &R L £,

gwnzE B
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AT w72 [Add] >[Add ServicePolicy Rulel #7 U v 7 LE7,
FoE, AR ROL—ANTTIZHIHE, VAV ERELET,

ATYT3 N—NVEREDA L F—T oA AT D0 TXTDOA U F—T = A AT 11— T#E
AT HMNEIDERINLT, [Next] 227 Vw27 LET,

RATY T8 NT7 4 w7 pHEOEAIL, [Source and Destination IP Addresses (uses ACL)] % 3#4R L T, [Next]
Vv LET,

ATv T ACL/L—/LDOEATL, [Source] & [Destination] |Z/b— k DHGFEDHRA FDIPT KL A% AT L
T, 7R bavzTCP & LTHELET, KT LEL, [Next] 7 U v 7 LET,

10.1.1.1 ~ 10222 DB TTCP AT — b F= v 7 XA RATEHEEIT, ROLIICASNILE
j—o

* [Source] = 10.1.1.1
* [Destination] = 10.2.2.2

* [Destination Protocol] = tcp

AT w76 [RuleActions] ~*—3"C, [Connection Settings] % 7% 7 U »» 7 L. [TCP State Bypass] % &R L
7

ATwF7T [Finish) 27 U v 27 LCTL—LEHEFEL, [Applyl 7 U v 7 LTT A AZFHLET,

TCP —4 VAN VA LIEDT 4 E—TIL
% TCP B5llE. 7 947 P TARKREN D ISN & — _THARKEN S ISN D 2 2D ISN A3
HFEI, ASA T, BRELRIEOWEGFHETEIET S TCP SNY D ISN %7 »Z AMELET,

RS RORA FDISNE T A LM 5Z LIk BOEENH LW I S s ko
ISNZFHILTH LWy a a2 APy v 7 T50%HIEL F9,

e, TENRI T TNVNENDTD, LBEISUTTCP Y —r v AE ST o4
MbET 42— M THZ ENTEET, RITHERLET,

HIOBEINER SN 7 7 A T 04—V THHM L — 7 V ABENRT X MMEE, bT
T4 v TIBETDEZ LWL, WD T 7 AT U — /LTI OIEEFEITT D4
BERRWIGE,

*ASA TeBGP v /L F Ry 72 FEHALTED, eBGP 7 TMDS #EH L TWAEHE, 7
VHELMMEIZEY . MD5 F v 7 AESEEINET,

cASA TEHi DL — L 2% T A MELAR WL S ICT ALENRH D WAAS 734 2 & fifi
M558,

¢ ISA 3000 D/N— R 7 =7 NSANRNZEFINT LET, ISA 3000 23F — & N ZAD—E T/ L
HE, TCPHHII e vy SN F T,

| RS
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AT w71 [Configuration] > [Firewall] > [Service Policy] %z &R L £,
AT w72 [Add] >[Add Service Policy Ruleg] 227 U v 7 L%,
FZ A=Y DN T T4 v T DL—ARNTTIZH LS. V=L ERELET,

ATV T3 V= NERHEEDA LV E—T A RATHEAT D0, TXTCOA L F—T oA AT a—r VLT
AT 2082 0EBIRL T, [Next] 27V v 7 LET,

AT T8 NI T4V HEOGET, NI T 4w B T EHRNLET, 7T A~y L, TCP
N7 4y 7 RICZLET, TCP AR — F—EZITOREDRA FEFEMN LY (ACL ZfEH L
) VfEBEON I 74w EBAELZVTHZENTEET, [Next]#27 U v 2 L, ACL TR
ANERET DN, R—hE2ERLT, [Next] ZFEZ Y v 7 LET,

72E 20, 10222128575 FT_XRTCOTCP F T 7 4 v 7K LTTCP v —H LV AFHT X
MMbET 42—V TDEEF. ROXHICATILET,

* [Source] = any1
* [Destination] = 10.2.2.2

* [Destination Protocol] = tcp

AT w75 [Rule Actions] ~<— ", [Connection Settings] % 7%~ U »» 7 L. [Randomize Sequence Number]
EATICLET,

ATwT6 [Finish) #27 U v 7 L TLV—VERIFL, [Applyl #27 U v 7 LTT A AZEH LET,

KFEJOoO—nA 70— F

T — X & % —O Firepower4100/9300 ¥ —3 (FXOS1.1.3 LAFE) TASA #JBBHT 525413,
N7 74 v Z73NIC BIETEID B2 N DBEENRICATa— FEND T 7 4 v 7 &l
LTCERCTEET, A7 —RILoT, REET 7 A NVOEERE, T—2EKT 7
= a DT F—w U ATM LSS ENTEET,

e NANRT =< AL Ea—TF 47 HPC) fHEYA b, T2 T, ASAIZA ML —
ViEAarta—7 47 A7 —a YETEBINET, 1| DOFRE YA 2 NFS #£
HOFTP 7 7 A MIBEEZIEZ 7 7 A NVEMEZFEHAL ANy 2T v 7 %2(TH &, REODT —
2 NT7T7 47BN ASA EOTRCOarTx A2 MIEB%E 52 %%, NFS 2/ 5 FTP
T ANMEBEREBIOR 7 7 ANLVRMOF 70— RickoT, D NT 7 4 v 7 ~DEENIR
WEnET,

« BlZar T T4 7 A HBYTHH &4 5 High Frequency Trading (HFT) . Z Z TiX, ASA
XV —27 A7 —3 3 L Exchange M CIRIHISNE T, BX =V 7 ¢ J@EF IIREICITZR
D EFAN, BIEIIRKERRMETT,

| gwnzE B
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. JO0—F 70— FOHIBREIE

FT7m— FENDRNT, ASA T DI T 7B R =LA VAT Vg i PO
HOvXa )T AU ERVICEHALET, ASADE Y arbUlishET, 72770, —H
BERPHLSND E, 70— RFEINHERBHENIE, S5 50H) ASA TIE7Z2 < NIC T
IThivEd,

Fra—Rasnlre—%, EAWRTCP 777 A7 varDF oy s HELEEAIC
EF = v 7 LOMERR ED, ﬁ@éﬂtXT KNI A AT g v EZE LT £,
VAT MIVLBEIG U TCELRDUFLD DI T 7 A T 0 4 —I)b VAT Lh~D7 b 2R
IR Z e N TEE T,

F7u— NRAERER 7 e —%FB43I121F. 7ue—F 77— Kb —ERE2@EHT B —E X
RY—N— NV EERLET, —EKT370—13F0%., ROSLEEREETESICAE7e— R
SNET,

«IPv4 7 R L AD 7,

« TCP, UDP, GRE D%,

AEMEF 721 802.1Q X /Mt EA—V Xy b T L—LDIx,

s (FRTUART LU N E—=RDH, ) A F =T A R &2DETELT V) v¥ J—
TO=NTF¥ AN Ta—,

F7u—Raie7e—D) A= TJu—F 77— REINnEd,

JO—# 70— FOFIREIA

TRCOT7a—4%F 70— RTEXHbITTIEHY FHA, 70— FDHTH, 7o—%4E
DEETTOF7a— Kb T s EnTEET, RIC, FIRFEO HA2RLET,

Aoo—FKTcELZLnvono—
WDOEATDOT7a—IA 70— R RTExFEEA,
cIPV6 T KL w7l IPVA T Ry v xR LR nwWT o —,

« TCP. UDP. GRE US> 7 a fajuizxt+ b7 a—,

A

(G¥)  PPTPGRE EiiliA 7 n— R T& ¥ A,

o LAY g IS £k7m~om?&kﬁA fKoTX, v bae—LrFyr b
WIA 7 — RTCEEHAREDI U FY T—F Ty X MEIA 7 e — R TEET,

» ASA Firepower 72 EBIDE Y = — /L& @i d 5 70—,

o T3 A THEET % IPsec 35 L O TLS/DTLS VPN #e,

o fEfEATRERERR] (TTL) EZ A SELRY v—2RE LT 7 v—,
W b £ E S bEanE LT 71—,

| iR
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JO—#70—FOEE .

e L—FT v RE—ROVLFXFY AN 71—,

3OUEDA L E =T oA ARDDLT Y vV TNA—TZxTDH T AT LU b
T— ROV TFHX¥y A KN Ta—,

*TCP A X —%7 b 72—,

CAAA Ty P AL—TF X T H—,

* Vpath, VXLAN BSi#ED 7 17—,

s ML —=AF T a VEMERLEAT Yy bR Y T TF v 74N FIC—HTHT7r—,
et X2 VT 4 IN—TTHIFENZT7e—,

o 7 T AL TIERIT 0 —DRAE LTIEGAEITA T, o7 T A% ) — RnbERES L
LY NR—=A T —,

VI RAANDO—TbENT-T7u— (Za—DF—F—nNHHla=y FTRWVIES) |

Z DD HIBREIE
e Jun—FT7u— KTy RiEgEHE (DCD) IXAEMERH Y T A, 71— RTE
DERHIUZ DCD 3% E L2V TL 2 &0,

e 7u—A 77— REHII—HTIEHRO Ve —0RFa—A LT ENT, "—FRu=T
LR CGFTZFERICA 7 n— RENHGE, BDO 70 —DHNA 71— RIiLE
T, MO7e—T@EE FEICUEINET, el vay (@) EVvWnE
T, ORI E &2 FERT DL, CLI T show flow-offload flow =< > K&l L
3

oA —REEMCT E5H
Tu—RnFT7a—RENlE, 7a—RNOTy MIROFMEET- 35512 ASA 1T
EN, SHICLESRET,
« BALARZUTLSND TCP A7 v a VNG EN TN D,
7T Ay MEENTWS,

e INBITEa R N v LTFRA (ECMP) V—F 4 T OXMETHY . A7 v M
1 ODOA L EZ—Tx2A AMBRIOA 52 —T = A ZAZBET D,

JO0—A 70— FDEFE

Ta—F 78— RERETHICIE, P—EREALRX—T ML THhL, 78— RT 555 K
7747 wZWT oV —EARY U—2AERTOMERDH Y T, V- RAEAEITE
T DTV 77— BRETT, 7720, P—ERXARY o—ZBINELITRET DI, VU
T— T OREEHY A,

7 u—@74 7 u— KX, Firepower 4100/9300 + v —3 @ ASA (FXOS 1.1.3 LAM) DA Cfii
AHETT,
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wawaE |

G¥)

&M

ATy T2

TNA A R — hOFEMIZ OV TE,
http://www.cisco.com/c/en/us/td/docs/security/firepower/9300/compatibility/fxos-compatibility.html %
ZRLTLZEN,

FIE

Ju— 47— RKRY$—EREBA F—T NI LET,
Y —EREHDELITENCT DN, VAT 22 a— RTH50ERHD £7°,
YAFALTEARNE-RTE, 7r—A47n— FeAELEENCTD L, 3 To=
VTXAMDTO—F T a— KPR ELITEN D FT, 2T AT IR DERTE
PEATLHZLIXTEEE A,
JIGARFERIT T 2 — IV — =T DEE. by FLARE— REFEZITHICIE. IROZEE
PEETHVLEND D 7,
e I SGARY LT mHICHIE =y FCH—EREEDCLETR., fifllz=y F 2T
WY =R LARNWTLEEY, RbVIT, 7T RAZDEA L NR—ZFINZY 7— h L Th
o, flffle=> MIRER->TYV 77— LET, KIZ, filflz=y P ETEH7Er— ) —EX
RY v—Z@ELET,
s TNV —N—  FNCT VT 4 T =y RTH—ERAEZFMZLETHA, <1
T—=FL2WTLZE W, VI, A L a=y ba )T = LT, 7774
T o=y bV T7—=FLET, RIC, TI/T7 47 2=y b ETEH7VR— K —E R KR
V—ERELET,

a) [Configuration] > [Firewall] > [Advanced] > [Offload Engine] Z &R L 9,

b) [Enable Offload Engine] % E&4R L £ 7,

c) [Applyl %7 U v 7 LET,

d) [Save]xZ7 U w7 L, BENEEAX = T v a7 4Xalb—a BRFELET,
e) [Tools] >[System Reload] # R LT, 731 A% U7 — FLET,

F7ua— TR0 RDNT7 7 4 v 7 H#WHTHE—E AR — — VB L ET,

a) [Configuration] > [Firewall] > [Service Policy] % &R L £ 7,

b) [Add]>[Add ServicePolicy Rule] %7 UV v 7 L£7,

F720F. AR RMOL—IANTTICHIHEE., V=V ERELET,

C) N—NVEREDA L Z—T A RZHWHT D, TXTOAL U F—T oA AT m—r3)L
WCHEHT 20 EI 0 ZBIRL T, Next] 227 Vv 7 LET,

d 774 v I BEOEAIE, 772 U AL ([Sourceand Destination | P Addresses (uses
ACL)]) £72iZA— 1 ([TCPor UDPor SCTP Destination Port]) 2 & 2 HBE& 2K b ki)
AT arTY, A7V arEBEBNLTC[Next) 27V v 7 LET,

e) ACL £72I3AR—FMOFHEEANLET, T LEL, Next] 227V v 27 LET,

| RS
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| #Ese
BED ST 190 9520EHEDEE (TATtoy—tR) ||

7zl 243 10.1.1.0/255.255.255.224 7 K  EOFTXTOTCP b T 7 (v 7 A7 10—
ROMBLETDHEEIT, ROLIIZANLET,

* [Source] = 10.1.1.0/255.255.255.224 (F£ 7213 10.1.1.0/27)
* [Destination] = any

* [Destination Protocol] = tcp

f) [Rule Actions] ~*—<""C, [Connection Settings] % 7%~ U »» 2 L. [Flow Offload] % &R L
£75

g) [Finish] #27 U v 7 LCL—VEEF L, [Applyl 227V v 7 LTCT A A HEH L ET,

BED S T4 99 V3 RADERDERE (FXTOH—ERX)

P—EA RV =2 LT HWED T T 4 v 7 7T AT LTI E S ERERDOBRE L
ToZ2eNTEET, =X R —2MHL T, KONEZFITLET,

*DoS WL SYN 7T v 7 o VBB BIRFET D DI S 42 sl IR & Hfoe 2 A L
TN AL~ A X LET,

o 7 A RIVIRRE T H BB/t & MEFF 95 & 512, Dead Connection Detection (DCD; 7 > K
Pefgit ) 2348 L £,

*TCP > —/ VU AFFT VX MMUBRERG A, ThEeT =7 M LET,
s TCP / —~ T A ¥INREE 72 TCP X7y "I OiR#ET D HFEE I A~ A XA LET,

RN —T 4 T OB THDH T T 4 v ZIZKLTTCP A7 — h NARRAERIEL
FT, NANRNZX ST T4 TIFA L ART g o ORBITR Y FH A

*SCTP AT — K7 )V A VAN a3 A 7129 HIZIE, Stream Control Transmission Protocol
(SCTP) AT — k /NA /SAZFUE L £,

s R — b GEDN—RU =T 7y N T4 —LDONRT —< A%H EEEDHITE, 7
H— j‘7m% F%%%Ljﬁ—g_o

cASAMMN L —R b— MHAICERREND L 5T, X7y FOLEReATRERERE] (TTL) %5
U X MLET,

R
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B s=z0r57/v5 v35208808E FTRTOF—ER)

N

GE) Ry MEReRf (TTL) 2727 VA R35 &, TTL 23 1 O3
Ty MIFRy 7SR ETR, SEHICTILA LY REVW Ty b
PEte L MESND Y a »rTlE, SN E T, OSPF
hello /X7 > R ED—ED /7w NI TTL=1 TEEIND T
W, FTUART LY hE—RD ASA T34 ATlE, 237 v b
fifeRefl a7 7 U A v b5 & TH L2RWEE R 5843 2 mlRENE
NV ET, ASAVV—T v RE— RTEEL TWAIGAIEL,
7y MR OREEZT 7V A ML TH OSPF O 7 vk R
WEE G2 EHEA,

FIRHCEHTERWTCP A7 — h SARRETCP /) —~<FA VDI AR~ A A &hx, FiE
DT T 490 IJTAKHLTINSDOREDEEDODHAZDOEEHRETEET,

ATy T

ATvT2
ATvT3

ZOFIEIZ, ASARBBRTAEN T T4 v /DY —ERARY —Z R LET, EFF (tothebox)
N7 7 4 v 71Tk L CTHER ORI E B OR K2R ETH L TEET,

1R BRI

TCP / —~ T AV & W AX~A XTHGEE, FATT DRNCLEE TCP ~ v 7 & {ERk L T<
7280,

FIE

[Configuration] > [Firewall] > [Service Policy] Z3#K L T, /L—/L &R & £,

o LWL — L EERT D121, [Add] > [Add Service PolicyRule] #7 V v 27 LE3, v«
P — KD [Rules] *— £ TR ET,

R ORTELELEETTIHINL—ANHLHEEE. TNEERLUC[Edt) 227 ) v 7 LE T,

[Rule Actions] 7 « ' — K ~X—F 72124 7 C, [Connection Settings] & 7 Z &N L £,
R 2 3% T 5 121E. [Maximum Connections] fEIE TR DMEARE L £,

T 7 0 TR, ERHIRIZH D A, HIREFRET D L, VAT AFEND OBH A BIE
TAVENBY FET, ZHUTEY ., CPUE ATY OFERZENREM L., ¥y T 2 X Climafr
BN T2V AT KMZEWE EORBEN AT 2 AeEnH v £,

* [Maximum TCP & UDP Connections][Maximum TCP, UDP and SCTP Connections] : (TCP,
UDP, SCTP) +7 74 w2 2T ADTXTDY FA7T » kCTRIKHIERE S 4125 i KA
(2000000 £T) . 77 4/V MIOT, RKFREEGESTFTSND Z L 2R LES, TCP
Pt OB e . TAUIREN. SN O AT S E T,
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BED ST 190 9520EHEDEE (TATtoy—tR) ||

+ [Embryonic Connections] : 78 A b Z & O TCP £t O e KA 2000000 F TOFiPH T

ELET, P &1L, FMEIL LSO TUREIZR DN Ry oA 72T LT
W ESR D Z & T3, 7740 MEI 0T, mARVMERENTISNDZ LE2RLE
T, 0 UADOHIREZHETHZ & T, TCPRATZEEZA F—7 M LET, RITZEIC
XoT, TCPSYN Xy b2 LA v F—T =2 A A% T T T (735 DoS B
MONEY AT LR LET, 7o, 7 I9AT 2 MDA T v a o &FE LT, SYN
TI9TF 4T BRELET,

* [Per Client Connections] : (TCP, UDP, SCTP) 7 7 A 7 bk Z & O[RRHE D Kk %

FRELET (K 20000000 , 7 74T > M- v O RER OB %9 TPV T
D7 T7AT Y MR LWERERAD L, ASAIL, TOEREHES L Xy hE Rry
TLET, TCPHHGRDYGE . T IICITMESLE A tlfe, ~N—T7 A —T U8, ~N—7 27—
RN EENTOET,

* [Per Client Embryonic Connections] : 7 7 A 7 > k Z & Dlfllks TCP #1145k D e KE &

2000000 £ COHPFEATIEELE T, 794 T v b2 & ORGSO % ASAD D
FTTIZBEHWNWTWAD T4 7 2 b LU TCP 56t 2 BRI 5 & ASA 1385kt 2 FHIE L £
7,

B4 A LT U N EFRET HI2IE, [TCP Timeout] SEIK CR OEZ R E L £,
« [Embryonic Connection Timeout] : #J#] (/N—7F—7"2) TCP #fi A1 v MRS 5

FTOT A RAKE, BHDOZA LT U T 4 B—7MIT 5120, 0:0:0 AT LE
T, T 74 ME 30 TT,

* [HalfClosed Connection Timeout] : ~—7 7 B — AR ZH L HETODT A KV ZA LT T

AR (0:5:0 (9.1(1) LARTOHE) £7215 0:0:30 (9.1Q2) LAEDOHE) ~ 1193:0:0) ., T
7 4V MEIZ0:10:0 TF, N—7 27 m—XOERKIIDCD DL IFEH A, £/, ASA
F. N7 n—XgREU T oLty FERELEE A,

* [Idle Connection Timeout] : (TCP 7217 CT7Ze<, HHWH 71 haLd) HfAa v Mg

BMENDETDT A RAREE, D ZA LT T M a7 4 B—7 0T 51T, 0:0:0 %
AN LES, ZOHMIES U ECT 248 DY £9, 7740 ME 1R TY,

* [Send reset to TCP endpoints before timeout] : ASA 73, i A v v b &S HRICHEED

T RHAA L MITCP Uty b AvEB—UBEETHINE DD,

+ [Dead Connection Detection (DCD)] : Dead Connection Detection (DCD; 7~ REEGMH) %

AR =TT HME I D, T A RAHERGOHRNBEIIL DRI, ASAIF=2 R A A MZ
Ta—TEEE L TERAANTHLINE I DR LE T, WFORA NNISE LTS
BlE. ERsHER SE T, TSN OGEIE, sk s i E T, RRKERITEE (57
T 4L ME5 T, #PHIZ 1 ~255) &, DCD 7o — IS E N WSS I Fa—7 %
EET 5 E CRET AWM CH 2RTRINE (77 4/ ME0:0:15°C, HiPFAIE0:0:1 ~ 24:0:0)
ERELET, NTUVART LU N 77AT7 U4/ E—RTHELTCWDHE, =
KFRA Y MRS T 4 v 7 V— R NERETILERDY 3, 7 v— FLiThbihdEk
IZIZIDCD ZRETERWEZD, DCD 7 u—F7ua—FKDONTFT T 4w 7 7T ANEHEL
PNEHICTLTLEE Y, BIEM EZEMTHE SN DCD 7' v —7 OE%k % 18545
IZ1%. showconndetail =~ > RZFEHLET,
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ATvTh

ATvT6

ATy 1

ATvT8
ATvT9

ATy 710

ATvIN

wawaE |

75 AR F 1T TSR CEEL TWA L 2T A TIE, BRE 14 (0:1:0) iR
ELRNZ LML FT, Bt v AT AWM TBEIT2XLERD L5, HEREEC
130 FLLED Y | BEMTOIDENCERDHIREN2BERH Y £7,

VIl VA HDT X MM ET B —T7 W2 T 5121, [Randomize Sequence Number] % 4~
WZLET,

PRFNEDRA FDISNE T VA2 THZ L8, WBERENH LWERICHERA S DR D
ISNZFHLTHLWWEY a2V v 7T 50%HIEL F9,

TCP / —~ T A VOENEE I AKX~ A4 XF 5|21, [Use TCPMap]l 4 2L, Rry 7 &y
YUANHOEBEFEDTCP~ y VBT 57 (BINATREZRSGS) . New]Z 27 U v 27 LTHL
WTCP v v 728 L £7,

7T AN—ET BNy Mk aTReREfl] (TTL) 27 7 U A F 35121, [Decrement time to
live for a connection] & A 12 L E 7,

TILDO7 7 VAV MEIL ASAR FL—A b= MRy 7D 1 2L LTRRENDEOITNE
T9, F72. [Configuration] > [Device Management] > [Management Access] > [ICMP] C ICMP %I
EARREA v =YD L — MlREZELTLELH Y £,

TCP A7 — k /A NRA%Z A X —TWZF HITIL, [TCP State Bypass] 4 2L £,

SCTP A7 — ks /XA N2 %A F—T M T HIZIE, [SCTP State Bypass] A4 I LET,

SCTP AT — b IV A U AT v a vk Ad 72T 5120%, SCTP AT — b NARNREFEELE
T, FEMICOWVWTIZ, SCTP AT — R 7L A VAT g U EABR LTSN,

(Firepower 4100/9300 > ¥ —3 @™ ASA, FXOS 1.1.3 LA A, ) 7ua— 47— REFRIC
3 5I1Z1&, [Flow Offload] A4 12 L% 7,

7ua—MANIC HE TV B2 o sBmE At 7a— RSnb#tie N7 7 v, 7
2— R Y —ERAEFENTHHLEL H Y F3, [Configuration] > [Firewall] > [Advanced] >
[Offload Engineg] % 3&4R L £,

[OK] £ 721 [Finish] # 7 V v 7 LE7,

EwRox=42Y)>20

RON—=V 2 LT, #Hiet=4 LET,

« [Home] > [Firewall Dashboard] C, [Top Ten Protected Servers under SYN Attack] % >+ =
R— FafE@R L CTCP RITRAE2E=2 LE T, [Detail] R¥ &7 Vv T2L, RE
P TN T RERREINET, ASA 1L — MEROMICEEBEO¥ % 30 [ 7Y
YUFHOT, T AN O30 ST 60 B T LICHEHERSIE S ET,

« [Monitoring] > [Properties] > [Connections] T, B/EDEEHi % £~ L £ T,

+ [Monitoring] > [Properties] > [Connection Graphs] T, "7+ —~v  AZE=F LE T,

| RS
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X 5|2, [Tools] > [Command Linelnterface] i L CkDa~r REANTEET,

+ show conn [detail]

iR e EoR LET, FEERIT. 77 72 L CRBI RO R LET, =
Lz, o) 79 70%, TCPAT— b XA NRADOKBTHDL T 74 v 7 - LET,

detail *—U— F2flifl9 5 &, 7 v FEkit (DCD) 7'm—7 OEWNF RS ET,
ZOEHRIT. BEWN L SEMTERS T e — T ShEBHEZ R LET, 72L& 21 DCD
ISR DB EMITIRD X D172 £,

TCP dmz: 10.5.4.11/5555 inside: 10.5.4.10/40299,
flags UO , idle 1s, uptime 32ml0s, timeout 1mOs, bytes 11828,
cluster sent/rcvd bytes 0/0, owners (0,255)
Traffic received at interface dmz
Locally received: 0 (0 byte/s)
Traffic received at interface inside
Locally received: 11828 (6 byte/s)
Initiator: 10.5.4.10, Responder: 10.5.4.11
DCD probes sent: Initiator 5, Responder 5

show flow-offload {info [detail] | cpu | flow [count | detail] | statistics}

BRI AT — 2 AER, A7 — RO CPUBEHE, 77— RREShi-7ue—0¥ Lt
M, A7e—RFEhlz7e—#EHERE2 &, 7e—04 70— RCETEHREZ R LE
9,

show service-policy

Dead Connection Detection (DCD; 7~ REEfifai) OftitE#Rs 5L — A R o—0
HEHEHRER R LET,

show threat-detection statisticstop tcp-intercept [all | detail]

BBEZ T TRESINTZ EAL10 P —"E2FR R LET, al F—U— &, Fb—22hT
WAETRTCOV—NORBERET — %2R LET, detaill ¥—7U— K, BEV 7V 7
T2 aFRLET, ASA T — MEROMIZEBED S Z 30 BV 7Y 745D T,
7740 D 30 IR TIE, 60 B I L ICHiEHERSINE SN ET,

BETEX T D FE R

T3y bT4—
HERES L))—R &5 EA
TCP A7 — k /3A /XA 8.2(1) ZORENNE A S UE L7z, set connection advanced-options
tcp-state-bypass =~ > RV EA S E L7z,
TRTCOT | F Aok Y A L7 |8.2(2) TA RNV EA LT Y ML, TCP 2T TR, §_XTOTm b
72N VIZHEHAT D X ICERENE LT,
WOBE AL T XjLE L7z, [Configuration] > [Firewall] > [Service
Policies] > [Rule Actions] > [Connection Settings],

| gwnzE B
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T3y bT4—
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W P T ART 47 )b— |k
AT D8O X A LT T b

8.2(5)/8.4(2)

FILCARY NI ~OEBDAZT 47 v— FDFELT
B, ZNFENA MY v 7 BRI DAL, ASA (3T
B CA MY w7 DN BOL—F2EALET, LA
Jo— NBMERFREIC R S T2 BT, 20X A LT 7 MZE-T
BHEPFA L OND DT, 20w — Nl L CEREH
WL CEET, T 74N MIOTT BERIIF A LT MLE
TA) o ZOWEERFHTHIZIE. XA LT T b EBLUVMHEIC
EELET,

WROBEHNEEL SLE L7z, [Configuration] > [Firewall] >
[Advanced] > [Global Timeouts],

PAT xlate (2%} 3 5 3% E Al RE72 & A1
LT 7R

8.4(3)

PAT xlate X% A L7 7 FL (F 74/ FTiX30 %) . ASA
D LWEBHICR— F2FEEHAT D& —8OT v 7 A B
U—2 =%, BIOBERNRT v 7 A MY — 5 T3, 2T
RE L TCTBIWTWARIEEMEN S B 720, Z O LW 2R
TAHEENH Y FT, PATxlate DX A LT 7 h&, 30~ 5
S DOFPHNOMEICHEETEXDH L IR0 E L,

OB HAEE Z4vE L7z, [Configuration] > [Firewall] >
[Advanced] > [Global Timeouts],

Z OFgREIL, 85(1) £721%8.6(1) TIXEHTE £ A,

Y= R R — L= L DR R
B oG & L

9.0(1)

=R R — =)L D KRR ED 65535 725 2000000
WZ5lE BEiFoivE L,

WOBEMNET XiLE L7z, [Configuration] > [Firewall] > [Service
Policy Rules] > [Connection Settings],

IN—T Ja—RX XA LT T Mg
B % 30 FUIZHI

9.1(2)

Ta—r\ B A LTI NBROEERZ A LT T RO D N—
77 u—RAX R ZA LT Y FOR/MER, XY ENT DoS i
BT A 70105 005 30 I EE S E L,

ROBHEPELESNLE LT,

[Configuration] > [Firewall] > [Service Policy Rules] > [Connection

Settings], [Configuration] > [Firewall] > [Advanced] > [Global
Timeouts]
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Jb— N OIRIZHRT DA —V K
g BA LT U R,

9.4(3)
9.6(2)

BTSN TOWDL— b3 D fEEL TV, £72133E
TIT 4 Tl oin & &IT, VAT NN AR AR &
WETEDLLIICRVE LT, ZOFR—/VRE T HRNIZ
N— RN T VT 4 Tl B WA BRI S vE T,
Jb— M OBCEN S SIS TOND L) ICh— v RE T
AA—%RMETHIENTEET, L, FEAEDRY
NI —7TlE, V= D75 T EBIET AT 7
b b D15 BHEG)I T,

[Configuration] > [Firewall] > [Advanced] > [Global Timeouts] &
WRAZEE SVE LT,

SCTP7 A KV ZA LT T FBXD
SCTP A7 — h /XA /XA

9.5(2)

SCTP #fiDT A RV ZA LT U MaRETEET, £/,
SCTP AT — b NANRAEHHZLT, NT 747 DI TR
TSCTP AT — b IV AV ART Y a v d 7ICTEET,
WO AT <Lk L7z : [Configuration] > [Firewall] >
[Advanced] > [Global Timeouts], [Configuration] > [Firewall] >
[Service Policy Rules] 7 ¢ #*— K| [Connection Settings] % 7",

Firepower 9300 =D ASA O 7 1 —
F7r—F,

9.5(2.1)

ASA DA 7o — R&Ek,  (Firepower 9300 0>) NIC |2 E £
U BEZONDIVERHL 7 —2FETEEY, Zhuck
D, T—HEF—DLYVRERT =X 70 —D/RT —~
VARMEELET,

Z OHEREIZIE. FXOS 1.1.3 2S4BT,

WO ANEME 72 13ZH Z4vE L7z« [Configuration] >
[Firewall] > [Advanced] > [Offload Engine]. [Configuration] >
[Firewall] > [Service Policy Rules] @ F T/L— L% BN & 7= (35
9 5454 @ [Rule Actions] > [Connection Settings] % 7,

Firepower 4100 2 — X L@ ASA
D7 u—F 78— ROPR— kK,

9.6(1)

ASA /b A7 m— K& 4L, Firepower 4100 Y — X @ NIC T
BB DUERD L 7 — 2 RETEET,

Z OBETIX. FXOS 1.1.4 BNMETT,

ZOMBEIZIX., FEloa~ > RELIZIASDM WHiIdH D £4
/1/0
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T3y bT+—
HEes L))—=R SR BA
NZ AT L b B—RTO~ [9.6(2) 7 AT Lk E— RO Firepower4100 35 L 189300 2V —
NF Xy A MNEFROT7a— AT o — X T NRA AT, NICIZE#EY Y Ex 5Nbd~ /LT X v A ME
RO¥FFE— K, feEAT7n— FTELEIICRVELE, vAFF¥ R b A
7a—KiE, A V¥ —T =2 RE2OFETELT Y v T —
TR TEET,
ZOMBEIZIX, FEHloa~ 2 REFIZIASDM WHiIdH Y £4
oo
TCP A7 a VLB DT, 9.6(2) TCP < v 7 HERET D7 v b D TCP ~v X —N®D TCP

MSS B LUMDS 47> a T 57 7y a s ZRETE 5
Ko7 FEL, EHI1Z, MSS, XA LARZLT U4 R
U YA X BLOERNERICE S 7> a v OFT 74 D
RPN ETINE Lz, VHNE, ZnbDF 7y a ik ~y
BT EDEA TDF T a B2 B ABETHIFA
SNTWE L7, BRI, Ty MCREDZ A TDOF T =
VIR2OLLEBENTWDIGE, Oy MIT 74V T
Fay7snEd, &z, BEiX2 2OX A LAZ T
F T a i’y MIFFRISAVTWE L7eA, BRI R
a2y FINET,

MDS5, MSS, BIRMFERINE, XA LAZ T BLOU (v
R YA Rkt L, MUZA TOBEEDF T a2 HNC
THDDTCP ~y THHETEET, MDS A7 a0l
By UHIOT 740V N TEA Ty a BN s U7 S0kt
L. BIfEOT 7 4V FTIEFFAI SN ET, £/, MDSA 73
VEGELANRTy N Ry TH5Z 88 TEET, MSS AT
varDEEIE, TCP~y Tk KE 7 AL b A XEHE
TEET (N7 7427 7T7ATEID) , MOTRTO TCP
AT a DT 7N NIERIIHY A, ZNHITZ T
ShET,

WO HE AT SE L7 : [Configuration] > [Firewall] >
[Objects] > [TCP Maps|[Add/Edit] %A 7 7 7Ry 7 A

NEF—h U =A 7 baLdl
WL— DX A LT T B

9.7(1)

OSPE2 EONEF— 7 =A 71 k32 )LD i b— b &I
TEEDDIA LT U NERETELLITRYEL,

[Configuration] > [Firewall] > [Advanced] > [Global Timeouts] ®
BIAIAEE SE LT,
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ICMP=5 —D 7 a—/ )L Z A LT
/AN

9.8(1)

ASA N ICMP = 2 — &R v &5/ LT ICMP ##ic &
HIFRT D5 ETOT A RAVKRIAZRETE DL 1T LT,
CDHEA LT NBNER (F 740 F) T, ICMP A v A
Ta UBAENCERE SN TWDGE, ASA T a— & %%
FT2LTICICMPERAHIBRLET, Lo T, &TL
TWDEDOHEHEITKR L TAR SN2 X TOICMP = 7 — (3
EINET, ZOXA LT T MIICMPERROHIFRZE L5
DT, BERICMP =7 —% %575 Z L NAREIC D 7,

[Configuration] > [Firewall] > [Advanced] > [Global Timeouts] &
B AEESNE L,

TCP A5 — h A RADT 7 )b
FOTA RVEALALT TR

9.10(1)

TCP AT — F NANRREEFEDOT 7 ANV DT A NIV 2 A LT
7 M 1B TR, 200D L,

T v Rt (DCD) D3]
BLOREROER, BELO7 TR
2N DCD OHHR— K,

9.13(1)

7 v iRt (DCD) # AN L7841, show conn detail
avy REER LU CREREISEANCET 252G TE £
T T v NERRHZERT 5 &, 7 77 4 77 iR
T&ZFE9, showconn DHJIE, =2 RRA >V BT a—7 X
NrEHENRSNET, S5, DCD A7 7 A X THHR— h
SINBH LR E LT,

HHYEEFE S NZEmE : 2L,
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