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16 X D54, 72 & 2 1E. AABBAS9AOBDEI485C912AFE (2720 £4, itk xR v |k
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[Configuration] > [Firewall] > [Objects] > [Umbrella] Z&&{R L £7°,

[Enable Umbrella] % 3R L £ 97,

[Token] 7 4 —/L RIZ APl h—27 > Z AT LET,

(fE&) DNS A v A7 v 3 KR v— <7 TDNScrypt A F—7/VIZTDHEAF. &
TG U CREAZEDOMGEIZ DNScrypt 7 23 X —ORBAF—2RETEET, F—ZHEL
RVGEIR. BUERAT SIVTWD T 7 40 FOAF—BBEECEH S E T,

XL 3284 FD 16 EHIETY, 234 FZLiZanm TR - 72 ASCIL @ 16 HEE A A
TLEST, F—EIT79 34 F T, ZDF—{L Cisco Umbrella 2> 5HE L £ 4,

F 7 b F—i%
B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79 T
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7 7 4 v EOARBAF—OFHIZETIZIL, ¥ —% [Public Key] 7 4 —/V KM HHIBRL £,

(%) [EDNS Timeout] Zi&IR L CTT A KV XA LT DU NEEHLET, ORI RIET
HETH—=RNEDIENRWEE. 7 T4 T2 b5 Umbrella Y — S ~OEFITHIRRE S
iﬁqo

A A 57 v b X hours:minutes:seconds DT, 0:0:0 ~ 1193:0:0 O#iP CIRE T F3, T
7 4V E0:02:00 (24y) T,

(EE) U YVILNIPVA B I VLN IPY6 T, i35 DNS EsR A2 fER4 55 7 4L b LA
4+ Cisco Umbrella DNS — D7 RL A ZEELE7,

INODOF T arERELRVES. VAT AIT I AN O —REFEHLET,
({EE) Umbrella D XA RAICHBE 0 —H )L RAAL 42 FHTELET,

Cisco Umbrella /34 )RR T ANEDH A DNSERTCa—h/L RAALUZREL. fShhic
BREFEHD DNS v — N[CEEBEITH Z N TEET, &2 iE, T XTONE RS Tl
SNDHZEEMBELT, WNEDNS Y — STHARD KA A 4 OT XTOL4RIEMLTEET,
O—H) RAAL U EERTHERERA TV =7 Nedte, | OOERERY T ALRIRET S

Y, ERRBAT 27 bELTHBAREANTAZELTEET, ZNHLDI TR E
MAEDLEAZEHLTEETN, HETEXDDIX1 DETTY,
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O—AL FAL D NAIRRERRBY SAA T a v ORICH S [ Manage | RZ %27 U
J LT 7AZERLET, o, ERERBLOLEIL[AIVEd) ¥ A 7 7 277K > 27 AT [Manage]
RELHI7 VI LT, INHDOFT V=7 NelElTHZ b TEET,

DNS 4/ VAR 3 R —<TwTTOH Umbrella D1 r— T )Lt

ATy
ATy T2
ATvT3

7' — /3L Umbrella 3% € DERIL., T34 ZOBEBLORDNS Ly 7 7 v 7 VEAL LT FD
BMEAZBNTH5TIEH Y XA, 77T 4 772DNSA AT g »O—E L LT Umbrella
PBEMTALENRHY F9,

Umbrella % preset dns map DNS A ' A7 v g R —~< v FITBML T, Zr—ULZ
A F—=TNMZTDBHZENTEET,

L, WAESA RENTZDNS A VAT g VEFERLT, B0 279 0 R
Vo— <X RBANT T 4T 7T AEATHESIT. Umbrella 2 —E X &2 M8 L
THIFTATLICAR—TNCTHELERH Y F7,

WOTFNETIL, Umbrella % 7 10— )W ZFEHET 5 HIEICOWCHIALE T, B AX~A XX
7DNSHRY o — = v 7TNHIEEIE. DNSA v A7 v g R v— <oy 7ORE #5R
LTL &N,
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[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [DNS] %8R L £ 9,

preset dnsmap { V' A~ ary v TEEZTNLI Y v 7 LTHRELET,

[Umbrella Connections] ¥ 7% 27 U w27 LC, 777 K T® Cisco Umbrella ~DH#c & A0 L
i?o

* [Umbrella] : Cisco Umbrella ZHZhZ LET, MBS LT, 7351 A2 3% Cisco
Umbrella 78 U > — D4 fii % [Umbrella Tag] 7 4 —/V RIZEEE L9, RY v —&fHFELR
WAL, T 740 RO ACL 3 SE T, BEMBE T T 25 &, Umbrella D7 /31 2
ID 23 % 7 DRRICFR R SNET,

* [Enable Dnscrypt] : DNScrypt Z#HZhZ L C7 734 A & Cisco Umbrella [i] O #EE & K51k L
%9, DNScrypt ZHNIT5H &, Umbrella U VLN E DX —AZHA L v KRB S E
T, FRHAL Y BIE, 1EE S LY AR EDANY Ry oA 7 HFITL, H LWL
EHECTT NA A% H P L9, DNScrypt TIL UDP/443 2T 5720, ZDOHR—FR

DNS A Y ANRT v a NMHT D7 7 A v~y TICHENTND 2 L 2R T 20BN H
WET, T7FN DA AT Va7 T AIZIEDNS A AT 2 2 UDP/443 /3
FTTICEENTVET,

« 7x—)L A= : Umbrella DNS H— 323 ] T X 22\ 5412 DNS ifik Z EfES 512
W, 72— A —F A F—T M LET, 7x=—/L 4 —7 2 DIRRE T Cisco Umbrella
DNS B — (A TE WA, ZOR Y v— < v 7T Umbrella HIANT 4 &—7 )1
(2720 . DNS TR % v A7 A BICRRE SN Mod DNS — X (fFET5854) ([CBET
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Cisco Umbrella |

B umbrena o sz

55912720 £9, UmbrellaDNS H— "0 FEMHAREIC R D L, R —~ v 73 %F
NEDOHEHAEZEBRLET, 2047 a VEBEBIRLARWES, DNSERIZT 7 A T& 7
VY Umbrella U Y /L ARA~BE LT 20T, IWBITREINERA,

ATy 74 [OK]Z27 V7 LET,

Umbrella O & §%FEE

Umbrella ® 7' 10— )VEREZEIT L. DNS A A7 2 g T Umbrella 2 A 2 —7 I L7z
5. T3 A)35 Cisco Umbrella (2856 L CB k21T O LEMNH Y F£9°, Cisco Umbrella (25
NAZID PERESIVTNWDMNE DN EHERT D52 LT, BEPEFICTET LIEnE S hg
Frv /7 TEET,

o< K& AT 5i2i%, [Tools] >[Command Linelnterface] £721XSSHE v~ a v &FEHL
£

BN —E AR Y U —ORFHER Z 72 L, Umbrella OB EREFREZ M L E T, 2 ZITIL,
Cisco Umbrella Tl S HARY o— (¥ 7) | B HTTP A7 —% A (401 X API h—7
UHRIELL RN EERL, 409 137 N1 AHFTIT Cisco Umbrella IZfFETHZ L& LE
T) L BEOT AL AID PRENTHDHUERDH Y 7,

Umbrella@ U URERRTIE, VY NVARNERETHDLZ EE2RTIEIITEEYA, EBLE

LA, 772 AHIEFRY =TI HDIP 7 L AT 5 DNS BENENTWS Z &

Mﬁw LET, AT BRI oFfEELH O T8, v—T 4 V7 OMEEZRL TS
LabdET,

asa(config)# show service-policy inspect dns
Interface inside:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns_map, packet 0, lock fail 0, drop 0, reset-drop O,

5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0

message-length maximum client auto, drop 0

message-length maximum 512, drop O

dns-guard, count 0

protocol-enforcement, drop 0

nat-rewrite, count 0

umbrella registration: mode: fail-open tag: default, status: 200 success,
device-id: 010al3b8fbdfc9aa

Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipv6 resolver: 2620:119:53::53

Umbrella: bypass 0, req inject 0 - sent 0, res recv 0 - inject O
local-domain-bypass 10

DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402

DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402

DNScrypt: Certificate Update: completion 10, failure 1

T, Frar T4 Xal—vary (R —<v 7 TO7 4 VH0H) biERTEET, &
Vo — <y 7 DOumbrella 2~ FETEHL T, TAADEFRRLET, ZOa<v RaeAg
X—=TMILThH, A AID ZEEXETHZ LI TEETA, ROBIT, HAOEMmEL
TRH#E T 5 FHRZR R L E T, Umbrella (IZEH S4LD DNS A UV AXT v a vy vy T &aREL
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Umbrella Connector DE=% 1) >4 .

TASDM DT NA XD %#FKART5HZ &b TExET, IDIEL, [Umbrella Connections] & 7 |ZZ~
SINET,

ciscoasa(config) # show running-config policy-map
|
policy-map type inspect dns preset dns_map
parameters
message-length maximum client auto
message-length maximum 512
dnscrypt
umbrella device-id 010a3e5760f£dd6d3
no tcp-inspection
policy-map global policy
class inspection_default
inspect dns preset dns map

Umbrella Connector D=4 1) >4

Z 2 CliE. Umbrella Connector %€ =% 9% F{EIZ DWW T L £7,

Umbrella 4 —E X 7R o—D#FEHIBEHRDOE=42") 25

Umbrella 14 X2 —T7NIZT 5 L. DNS A v AT 2 g v O IEROME L 26 % [l 5 £oR
T&EET,

a2 K& AT 5%, [Tools] > [Command Linelnterface] 721X SSHt v a v &AL
ij‘o

show service-policy inspect dns [detail]

detail ¥— U — FZFH L7V E&, T _XTOEARPZLDNS A AT g v # L Unbrella
DBRTEERNDFTRINET, AT —F A 7 4 —)L R|Z, AT AT Cisco Umbrella ~D B 4§k %
BITTA720ODHTTP AT —H A a— REZFETELET,

U VL RERRE, AT O Umbrella — 2R LET, ZNLDEFRIZE T, =038
BRLE I D, B ET— SBMERRENE O a5 72012V AT A TH— 1%
TO—THhnErnlbny 4, 72— A =7 F— ROPA, AT L TDNS ZERHN
FFAI S AU DNS —N (RESNTWDL5E) ICBEILET, TSN OE— RDOGA.
Umbrella V- — 323 SZ O E]1X DNS Bk TR 2 A TE 8 A,

asa (config) # show service-policy inspect dns
Interface inside:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns map, packet 0, lock fail 0, drop 0, reset-drop O,
5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0
message-length maximum client auto, drop 0
message-length maximum 512, drop O
dns-guard, count 0
protocol-enforcement, drop O
nat-rewrite, count 0
umbrella registration: mode: fail-open tag: default, status: 200 success,

Cisco Umbrella .
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device-id: 010al3b8fbdfc9aa
Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipvé resolver: 2620:119:53::53

Cisco Umbrella |

Umbrella: bypass 0, req inject 0 - sent 0, res recv 0 - inject O

local-domain-bypass 10

DNScrypt egress: rcvd 402, encrypt 402, bypass 0,

inject 402

DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402
DNScrypt: Certificate Update: completion 10, failure 1

ARl 72 I CIE, DNSerypt #EaHHHR & A SN0 F—DRRESNET,

asa(config)# show service-policy inspect dns detail
Global policy:
Service-policy: global policy
Class-map: inspection default
Class-map: dnscrypt30000
Inspect: dns dns umbrella, packet 12, lock fail 0,

drop 0, reset-drop O,

5-min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override 0

message-length maximum client auto, drop 0
message-length maximum 1500, drop O
dns-guard, count 3

protocol-enforcement, drop 0O

nat-rewrite, count 0

Umbrella registration: mode: fail-open tag: default, status: 200 SUCCESS,

device-id: 010af97abf89abc3, retry 0
Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipv6 resolver: 2620:119:53::53

Umbrella: bypass 0, reqg inject 6 - sent 6, res recv 6 - inject 6

local-domain-bypass 10
Umbrella app-id fail, count 0
Umbrella flow alloc fail, count 0
Umbrella block alloc fail, count 0
Umbrella client flow expired, count 0
Umbrella server flow expired, count 0
Umbrella request drop, count 0
Umbrella response drop, count 0

DNScrypt egress: rcvd 6, encrypt 6, bypass 0, inject 6

DNScrypt ingress: rcvd 18, decrypt 6, bypass 12,
DNScrypt length error, count 0
DNScrypt add padding error, count 0
DNScrypt encryption error, count O
DNScrypt magic mismatch error, count 0
DNScrypt disabled, count 0
DNScrypt flow error, count O
DNScrypt nonce error, count 0

inject 6

DNScrypt: Certificate Update: completion 1, failure 1

DNScrypt Receive internal drop count 0
DNScrypt Receive on wrong channel drop count O
DNScrypt Receive cannot queue drop count 0
DNScrypt No memory to create channel count 0
DNScrypt Send no output interface count 1
DNScrypt Send open channel failed count 0
DNScrypt Send no handle count O

DNScrypt Send dupb failure count O

DNScrypt Create cert update no memory count 0
DNScrypt Store cert no memory count O
DNScrypt Certificate invalid length count O
DNScrypt Certificate invalid magic count 0

DNScrypt Certificate invalid major version count 0
DNScrypt Certificate invalid minor version count 0

DNScrypt Certificate invalid signature count O
Last Successful: 01:42:29 UTC May 2 2018, Last

Failed: None

Magic DNSC, Major Version 0x0001, Minor Version 0x0000,
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Umbrella @ syslog A v £—CDE=2 12T .

Query Magic 0x714e7a696d657555, Serial Number 1517943461,

Start Time 1517943461 (18:57:41 UTC Feb 6 2018)

End Time 1549479461 (18:57:41 UTC Feb 6 2019)

Server Public Key
240B:11B7:AD02:FAC0:6285:1E88:6EAA:44E7 :AESB:AD2F:921F:9577:514D:E226:D552:6836

Client Secret Key Hash
48DD:E6D3:C058:D063:1098:C6B4:BA6F:D8A7:FOF8:0754:40B0:AFB3:CB31:2B22:A7A4:9CEE

Client Public key
6CB9:FA4B:4273:E10A:8A67:BA66:76A3:BFF5:2FB9:5004:CD3B:B3F2:86C1l:ATEC:A0B6:1A58

NM key Hash
9182:9F42:6C01:003C:9939:7741:1734:D199:22DF:511E:E8C9:206B:D0A3:8181:CE57:8020

Umbrella @ syslog A v &—TDE=Z21 Y
K@ Umbrella BIHE D syslog A v E—T % E=HF TXET,
« [%ASA-3-339001: DNSCRYPT certificate update failed for number tries. |

Umbrella —/S~D/— b BFEETDHZ L. BROWIA VF—7 = A ABRFRIIIEH
WCHEREL TV D Z & 2B LT 72 &V, 72, DNScrypt HIZFRE S AR —01E
LWZ & bR L TL 72 &V, Cisco Umbrella 7> H# LW —Z2 BG4 2 MBERA U 585
ANRHY £,

« [%ASA-3-339002: Umbrella device registration failed with error code error_code. |
HTT— 2= FORFIE, ROLEY TE,

2400 : EROEXFE T2 o T o VICHERH Y 3, b—2 UNETI D50, B
LTWABAREENRHY £, F—2Z v Umbrella® v afRh— RO h—27 & —F L
TN EEMHRLTIEEN,

¢ 401 : API F—7 UDERENTWER A, F—7 UV EZHREL T ZEV, Umbrella
Ay alR—RD =7 2B HTH58F. B9HLW =27 U 2HHLTLEE
AN

© 409 : TNA A ID BRIOHME & BEE L TWET, MEORNEIZ- DOV T Umbrella & #
% \—%E%L?\L/‘/C< f;él/\o

* 500 : WEB— =T —, MEONFIZ DOV T Unbrella BHEITHER L T 72 S0,

+ [%ASA-6-339003: Umbrella device registration was successful. |
+ [%ASA-3-339004: Umbrella device registration failed due to missing token. |

Cisco Umbrella 2>% API b—72 > ZHif5 L. Umbrella ® 7 10— N)LERE CTHRET 2 LEN
% D iﬁqo

+ [9%ASA-3-339005: Umbrella device registration failed after number retries. ]
syslog 339002 A v — V&R L, BIETONEDOH LT T —ZFFE L ET,

« [%ASA-3-339006: Umbrella resolver IP_address is reachable, resuming Umbrella redirect. |
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Cisco Umbrella |

COAyE—=Vd, VAT LAPHEEFIEEL TSI L2RLET, 07D, Kl

THEDHY FH A,

+ T[9%ASA-3-339007: Umbrella resolver |P_addressis unresponsive and fail-close mode used, starting

probe to resolver. |

Trxz—)b 7a—RXE— REHEHALTNDH728%, Unmbrella DNS — R34 T 14 IZRD
F T DNS ZRICHTAIGEZBS TE 8 A, BENMER LARWEAIE. VAT L0h5
Umbrella % —/S~D/L— " RFETBHZ L, BLOT 7 B AHEHARY > —TH—3~D
DNS 77 4 w7 BRFHFAIENTNDZ EEMHERL TSN,

Cisco Umbrella Connector 0) & F%

HaER

TSy bT4—
L))—X

BLL

Cisco Umbrella V7" — b,

9.10(1)

Cisco Umbrella TEEINTWA = X —TF A4 X F=l
T4 RV —Fa—WEEGICE ] TX % X 5 I1Z DNS #xk %
Cisco Umbrella ~U A L7 N T 5L HIT A ABRETE
F9, FQDNIZESWTHER A £7-1d7 vy 7 TEET,
F721%, B LU FQDN O #5413 Cisco Umbrella f > 7 VU ¥ =
YhTuedila—HE2Y XA L7 NLTURL 7 4 VXU
7% F4T7TE £, Umbrella D% iE L, DNS A 27 L g
VARV —IZEENTVET,

WO 2 BN E 72134 ® L% L7z, [Configuration] >
[Firewall] >[Objects] >[Umbrella]. [Configuration]>[Firewall]
> [Objects] > [Inspect Maps| > DNS.

Cisco Umbrella ®3#fl,

9.12(1)

Cisco Umbrella Z/NA N2 T HMENH LA —T RAA U4
ERFETED LI E Lz, TNHD RKAA 0 DNS
KiZ., Umbrella & ZLEH§" DNS — NCEFEXEE SN E T,
FE72. DNS ZEROMEPRIZAEM 2 Umbrella B— /S b FFE T
HEHTHRYELE, EHIZ, Umbrellah— &2 fFHTE 720
Laid, DNSERN 71 v 7 I L 9512, Umbrella o >
AR ay R —% T 2=V =T NEHRTHEN
T&EET,

WO NEE S vk L7z, [Configuration] > [Firewall] >
[Objects] >[Umbrella], [Configuration] >[Firewall] >[Objects] >
[Inspect Maps] > [DNS],
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