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EHHEXF—DNEENTVET, Z0ED, T ZOF—Z2LZRIZASAITRFEL T IEE N,

FIE

ATV 1 ISElcu 74 LET,

AT 72 [Administration] > [Network Resources] > [Network Devices] Z 3R L 9,
ATYTI THAAADY A 1D ASA ZIRIRL £7,

AT v 74 [Security Group Access (SGA)] C. [Generate PAC] %#7 VU v 7 L ¥7,
RATYT5 PAC 7 7 A VEMZALT 2I12E, "AT—FE AN LET,

PAC 7 7 A VHBEEALT BT DICANT A NRAT— K (73R ES—) 1. T/ R 7 L
TV NDO—EE L TISE TRE LZ/RAT— REFREZEH Y TH A,

ISEIZPAC 7 7 A VZARK LET, ASAIX., 77 v =, F7/~IXTFTP. FTP. HTTP. HTTPS.
SMBEZNLTUE—h P —EPAC T 7 AV EAVR—FT&EET, (PAC 7 7 A VT,
A= FENZASA 77 v V2 lZREINTWAMLETH D FHA)

Cisco TrustSec D HA K514 >

Z Z T, Cisco TrustSec ##% T DRNIHMER T ADMEDOH DT A KT A4 B L OHIRFEEIC
DWTHALE T,

Jz—I)LA—/\—

T ITATITITATBEORT VT 4 TIAZ N, 2T 4 Fal—a rOlT
ASADEX2)T 4 TI—TR=ZADR) > —%RETEET,

. ASA § & U Cisco TrustSec
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Cisco TrustSec DA K51 > .

CASANT = — VI —N—FEDO—HTHDHE. 774~V ASAT /SA AIZPAC T 71
WA VR— b TEULERHYET, F72. TT7A4~) TS ATRET — 22T HT 5
VELH D F9,

cASA X, N T_AFE VT 4 (HA) FICERESINZISE tBlETx$£9,

« ASA TIHHBHED ISE P — N ERETE LT, BAOT — SBEEREOLE, Jl&fiE 2
FHLUBEOV— Tzl £9, 72720, —s3 U X F2 Cisco TrustSec BR587 — ¥
D=L LTH Y- RFshichHe, O X MIEHIET,

CISEmH AT a— RENTZPAC 7 7 A V73 ASA THIREIN & 720 . ASA DNEHFT Sz
X2 VT4 IN—T T—TNE X7 ru— RTERVWEE, ASARNEHSNEZT—7
NEXyra— RTLHET, REICFVya—Ranlexa 70 IA—7F7—T )
WCESWTEX2 )T 0 RY v—%w@H Lt £,

DS5R%E

CASANT T AKX Y U ITHERO—ETH HEE, filill==> MIPAC 7 7 A /L&A R —
FNT2AUERHD ET,

*ASAY T ALY Y THERO—HTH LA, filfflz=y b CRET — 2 2 8T 5 0%
NV ET,

IPv6

ASA IE, IPv6 & IPv6 3ty b T —2 T34 AT SXP % AR — K LET, AAA — 3%
IPv4d 7 L AZERT20ERH D £7,

LAY 2SGTA VRO a3y

WA L H—T A R, YT A H—T A A, EtherChannel f > % —7 =4 A, BIW
TNEAVEZ—T 2 ATOHRYR—FENET,

B LA —T oA AF IR —T 24 A2 (BVI 2 E) TiIZYR—FEnFEH
}\/o

¢ SAP XA =— 3 VB XU MACsec 2 L7 V7B B{Lid AR — b &N TV ER
}\/0

o 7 x—)LF—N— YT R—FINFEHA,
« VT ALK v T AR— FINFER A,

«SGT AEFEEINTH, ASAIFEFO 7 o —2FH0E L8 A, LAETO SGT IZHSWTHT
PNTERY —IZBTDWREN, 7u—DTA 7V A I ITbizo Tl ST £,
7277 L. ASA L, 737w RRLETO SGT IZESWTHEIN- 7 e —IZ/B LTV ThH,
SGT OEHENEZ 137 v MZHEBICKBETE £7,

s Firepower 1010 A A v FHR— F B L VLAN A VX —T7 = A A, LA ¥2&Fx=VUT 4
TN—T" BT ARV arzhiR—rLTHEREA,

ASA £ & U Cisco TrustSec .
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. Cisco TrustSec D HA K54 >

ZOMDHA FS 4 >

e ASA I, SXP S—T 3 v 3 K= K LTWET, ASA IE. &F SF747 SXP RS F v b
U= FALADSXP A=V a v EFRAvE— R LET,

e SXP HEX A ~—DHIENUINZL XXV T 4 INV—T T—TNEEHTH LD
ICASAZRECTEET, X2 VT4 V=T T—T NI4T~ R THE U a—F
T&Ed, ASADEX=2UT 4 J—TF T—TNISENSLEHENTZHAE., ZOEE
DL X2 VT 0 AU —IT KIS ET,

e Cisco TrustSec I, > 7V aLTHA KN EF—RFRBIOR/LF arTHFAKE—F (&
AT h aryTx AL ET—R&EZKR<) T Smart Call Home #fEZ VAR — K~ L TWET,

« ASA %, Bi—® Cisco TrustSec KA A > COHMAERTH L HIITHETXET,

cASAE. TRAADSCTLD~V YL TDAET 47 a7 4 FXal—3a v
AR—FLTWWEHA,

*NAT (L SXP A v =Y THR—FINEHA,

*SXPiZRy NT—I DT T —ARX L N IRA 2 MIIP-SGT ¥ v B U 7 &5k L £ 77,
TIBAVLAY AA TN T —ARAL NRA L MEFRDLDNAT RAAL ITEL
TWAEE, 7Ty 7 a—RTHIP-SGT~ v FIXEHTH Y . F4T77 /31 AIZxHd 5 IP-SGT
Yy BT TR ARBEN AN R EGD ZLILTEEE A, FORER, ASA
FFETTAARAZE X2 VT 4 TA—T5bibtxa V70 AU v—%@ATEEHA,

« SXP HHGEIZHE T2 ASAIZT 7 4/ Kk NAT— REFRET H, F2IT8A T — REH
FALZ2WESICLET, 77 L, BEEA /SR T — RIZSXP 7 Tl R— S Ew
Mo BRESNIZT 74Nk SXP /RAT—RFEARy NT—7 2K T—ELTVWDHHLE
BHYET, BHRER ATV —RERETDI L, BEPRRTIAEEERH Y, LA
t—UNERENET, TIANV I RRU—RFEEA L TEREAHRELTHREINL T
WA FERIZ SR T — R LT 2k L7256 LR LT,

«ASA & SXP EEHELITZES. HDOVITOM G E L TRETE XY, 727-L., SXP
Bt DN —T1L, T3 RAET ~OBG B OEERN S D56, 13T A ART A
ADHEFINHR SN2 TF = —r O—HThHHEICHAELET, (ASAIX, T—% &
H—=DT ITBALAYNEDY VY —ADIP-SGT~ v B 722 TEET, ASAIL. =
NoDETHHT AN —A TN, AUEWRT 20 ERH L5508 H0 £7) . SXP
B — 72k > T, SXP A v — VRO TH LA WEEN AT D alfetEn H v £
T, ASA PEFEBIOZEE L LTHESNTWDEA, SXP #i/L— 7 034 L,
SXP 7T — X WERWNCZE DT — X kG LT CRESNDAREERH Y 7,

cASADE—HNVIPT RLAZEFTIHHAEIT, T_XTOSXPETTET VA MRERS
NTNWDZEEMERTIVNERSY T, IHIZ, SXPETRZEDIP T RLAZEET
AEET. BENASAICKMEINTWAZ L A2HERTANENDH Y 9,

cHEIPAC 77 A /L b Va3V R—FENEHA, ASA EHEIL, ISEEH A
VE—T 2 A ADPAC 77 A NEBERL, TN%&E ASAICA VA= FTHLERHD F
7,
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Cisco TrustSec &#i& 9 7= D ASA DERFE .

PAC 7 7 A WIZITHHIRR H O 97, BIFED PAC 7 7 A VS HAREIALIZ 72 2 Bl 5T
SENTZPAC 77 ANEAHR— T HZHERHY T, THLARNE, ASA FBREET —
ZDOEFERETEEEA, ISENBA 70— RKEN7ZPAC 7 7 A /LA ASA THIRY)
NERY, ASARER SNzt X2 VT 4 IN—TF T—TNEX T ra— RTXW
By ASAREH SINT—T N EX D a— RT5FET, KBV e— a3kt
Fa2VT 4 IN—T T—=TMIESNWTEF2 VT 0 RN o—2@EHA LT £9,

X2 VT 0 ZV—7WNISE TER I (BARTEE, HIBRZRE) HE. ASA X, £BF
EnteXa T4 IA—TICBEMTONTESCT £t Xa VT4 VT4 %55
DASAEX2 VT 4 RV —DAT—XRAEERB LERA, EL, ASAIX, ZNLHD
X2 VT4 R —DEFINTZZ L ERT syslog A vE—T&AKLET,

NN F Xy AN XA FILISELO TIEHAR—FINTWHERA,

SXP #5813, IROBNZART I H1Z, ASAIC L > THAEER SN2 >0 SXP 7 [ TH)
HIKIRRED E £ & 720 5,

(SXP peer A) - - - - (ASA) - - - (SXP peer B)

L7223 - T, Cisco TrustSec EHAT DL I IZASA ZRETHHAIT. SXPEHREZHRET
572012, ASA T, no-NAT, no-SEQ-RAND, MDS5-AUTHENTICATION TCP 4+~ = o
A X—T AT DMENH Y 3, SXP BT H D SXP AR— ~ TCP 64999 56 CTD k&
T4 7K L CTCPARIE NS A RA R —%ER L4, £ LT, @R ¥ —7 =
ARIZRY) o—m@ALET,

7ol ziX, Roa<wr Ry MI, TCPIRIENA RARY 2 —0D ASA DFRTEHFIEEZRL
Tb\i*ﬂ

access-list SXP-MD5-ACL extended permit tcp host peerA host peerB eq 64999
access-list SXP-MD5-ACL extended permit tcp host peerB host peerA eq 64999

tcp-map SXP-MD5-OPTION-ALLOW
tcp-options range 19 19 allow

class-map SXP-MD5-CLASSMAP
match access-1list SXP-MD5-ACL

policy-map type inspect dns preset dns_map
parameters
message-length maximum 512
policy-map global policy
class SXP-MD5-CLASSMAP
set connection random-sequence-number disable
set connection advanced-options SXP-MD5-OPTION-ALLOW
set connection advanced-options tcp-state-bypass
service-policy global policy global

Cisco TrustSec L& 9 571D ASA DERTE

Cisco TrustSec & #HAT D L IIC ASA ZRETHITIE, ROZXZ A7 #FEITLET,

ASA £ & U Cisco TrustSec .



ASA # & U Cisco TrustSec |

. Cisco TrustSec L #E& 3 571=5HD AAA H—/\DHRTE

ATy T
ATy T2
ATvT3

ATvT4
ATy TH

ATvT6
ATy 17

Cisco TrustSec

ATy T
ATv T2

1R BHHEIIZ

Cisco TrustSec EHEE T2 L 912 ASA X ET HHIC, ISE TRDHX AT BFITT HHENH
nE£9,

« ISE ~ ASA O%gx (9 =—3)
¢ ISE TOtFXx ol T 4 FI—TFOER (9 2—)

*PAC 7 7 A VDERE (10 ~2—2)
FIE

Cisco TrustSec & AT B2 D AAA V— "OEE (14 <—)
PAC 7 7 A VDA R—T1 (152—)
Security Exchange Protocol D% /E (16 ~—3)

TDOXRATTIE, SXPOFT 74N MEEEZL, ZELET,

SXP ¥ OE T OBEM (18 ~X—)

BRET—XOFH (19 =)

VNS L TCINEFITLTL N,

X2 VT R —0FE 20 ~—)

LAY 28X )T 4 IN—TDORX T LRI arORE (20 2—)

N E |—I—|
EHET 52D AAA H—/\DEETE
Z Z ClE. Cisco TrustSec D AAA H— REHET B HIEIZOW T L EF, ASA TISE L@
BT HLEIICAAA T — N TN —TERET HITIE. ROFIREZFATLET,
188 B

c ZREDOY— R ) —TF1F, RADIUS a2 h a L&A+ 5 L5 ICRETALERH Y £
9, ASA IZ3E RADIUS H—R Z L — 7 %8N+ 5 &, H/EITLKLET,

¢ ISE &, = —VEIFICH 3 58413, ISE 12 ASA %54k L7- & X|ZISE TAS) L7I=HEH
BERAELET, ZOBERICOW T, ISEEHEFICHWAEDLE TS ZE0,

FIE

[Configuration] > [Firewall] > [Identity By TrustSec] Z &R L £7°,
ASA IZH—/N T —T%B N9 512iE, [Manage] 7 U v 27 LET,

. ASA § & U Cisco TrustSec
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pac 77 A L1 vti—

[Configure AAA Server Group] ¥ A 7 0 7R > 7 ANKRIILET,

ATv T3 ASAMISE TER Lt X 2V T 4 JA—7D4F IR AT LET,

ZZTHRETDHY— R I—T41%. ASAHISE TIER L7zt X =2V T 4 Z—T D4R &
—HLTWABMERDY FT, 2007 NV—T4N—K LR VEAE, ASAIXISE L#E T FE
Fho ZOBERICHOWTIL, ISEEFHEICIIVEDLE T E N,

ATv T4 [Protocol] K7 &7 1) A KD [RADIUS] 23R L £,

[AAA Server Group] ¥ A T R 7Ry 7 ADFKY DT 4 —) ROATJZOWTIE, — KA 728(E
DREHA RO RADIUS DEZ SR L T ZS0Y,

ATvTH mm%&Uyabi#
ATV T6  TN—TITH—=NEBEIT DL, ER L2 AAA Y —/3 ZL—T7 %8I L, [Servers in the
Selected Group] fEIK T [Add] 227 V v 7 L ¥,

[Add AAA Server] XA 7 0 VR v 7 ANRFRINET,
ATF9 Tl ISEV—PEEINTCNDE Ry hT—7 f 2 —T = AERLET,
ATFYvT8 ISEV—R_"DIPT RFLAZ AN LET,

[AAAServer]| XA T B TRy 7 ADFKY DT 4 —/L RKOATNZOWTIE, — KAV EBIEORE
KA RO RADIUS DFEAZML T ES0,

ATFwF9 [OK] &7V vrLET,
ATYT10 [Apply]l #27 VU v 7 LTERNFEFI T2y 74 X2 b—ra VITRELET,

PACT 714 ILDA ik—

ZIZTIE. PAC T 7 ANEA UAR— T AFEICOWTHHLET,

4R HREIIC

« ASA X PAC 7 7 A V&R T BI21%. ISE D% &7z Cisco TrustSec R kU —27 53
AAELTASAZRETHVLENDY £7°,

«ISE TPD PAC 7 7 A VDAREFZ PAC 7 7 A VA REEALT 5729 ’ﬁ%éﬂtﬂzv—
REZEELET, ASAIL. PACT 7 A L&A L R— kL, EELTHHEICZDRAT —
RN L 720 F9,

« ASA . ISETERMENIZPACT 7 A NMIT 7B AT HHENHY £9, ASAIL. 7T v
Y=, F72IX TFTP, FTP, HTTP, HTTPS, SMB # /L C VU E— | % — 5 PAC 7 7
ANEAVR—=FTEET, (PAC 77 A ML, A R — MEIICASA 7T v = IR E
ENTVWALETIHY FHA) |

e ASA DY — RN T A —FZ2HELET,
PAC 7 7 A NEAVAR—FTDITIE, ROFNEEZFEITLET,

ASA £ & U Cisco TrustSec .
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. Security Exchange Protocol D% &

ATy
ATvT2

ATvT3
ATy T4

ATy TH

ATvT6
ATy 717
ATvT8

Security Exchange Protocol 0

FIE

[Configuration] > [Firewall] > [Identity By TrustSec] Z &R L £7°,

[Enable Security Exchange Protocol] = 7 Ry 7 A% 42 LT, SXP A X —7 /W LF
D

[Import PAC] #7 U w2 LC [Import PAC] ¥ A 7T VR 7 AR RLET,

WOTERD 1 DEMEH L TPAC 7 7 A NVDNAET 7 A N E AT LET,

e disk0 : disk0 D RAB LN T 7 A V4

o diskl : diskl D/XRAB IO 7 A V4
cflash: 75 v 2DRABLORT 7 A L4
«ftp : FTP ORAB L NT 7 A L4

s http : HTTP O XA LT 7 A V4

s https : HTTPS O/ NAB LT 7 A V4
esmb : SMB D/XRAB LT 7 A /L4

o tftp : TFTP D NAB LT 7 A L4

TILF E—F
e http : HTTP D /SAB L N7 7 A V4
s https : HTTPS D/ XAB LT 7 A L4
esmb : SMB OD/RAB LT 7 A L4

o tftp : TFTP D/XAB LT 7 A L4

PAC 7 7 A VDR FALITER SN AT — K& AT LET, ZDRRAT— KL, T3 A
JULT oy lO—HE UTISE CRELZRAT— R ETERH Y A,

MERBDTZDIZ/NAT — REF AT LET,
[Import] %7 Y v 27 LE 7,
[Applyl #7 U v 7 LTERNELZFI T2 74 Fab—ra VIREFELET,

PAC 7 7 A V& A U R— T 5886, 77 A /VE ASCIL 16 #ERRUE S, A 2570
T 47 F— RKTASAIZEREENET,

= =
a

X rE

Cisco TrustSec % i 9~ % X 9 |Z Security Exchange Protocol (SXP) ZHZNZ L CHET HME
B ET,

. ASA § & U Cisco TrustSec
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ATy
ATvT2

ATvT3

RTv74

ATy TH

ATvT6

Security Exchange Protocol 0% & .

1R BHHIIZ

Ll b 1 ODA v H—T A A% UP/UP AT — MITHMLERH D 9, TXTHA
B =Tz A ANZ T LIRAET SXP 234 R—T /W72 > TV 5455, ASA TlE, SXP 2 H)
FEL TV, HDWIESXP 24 R—TNVIZTERDNS T EERT A v —VIE3FREN
FH A, showrunning-config 2~ > FZ AN L TCRELMHRTHE, a2~ ROHDITKRD A >
T—UNRRINET,

“WARNING: SXP configuration in process, please wait for a few moments and try again.”

FIE

[Configuration] > [Firewall] >[I dentity By TrustSec] # &R L £ 97,

[Enable Security Exchange Protocol] = > 7 Ry 7 A% A N2 LT, SXP A X—7 /M L&
T SXPiE, T7ANBT, T4 =T IMIRESNTHET,

(TE. #RINEFA) SXPEROT 74NV hOr—H VP T RLAZASNLET, IPT
RLRIE, IPv4 £720X1Pv6 7 RV AEEHTE E7,

GE) ETIPT RUANBEAREREEA LV H—T = ADIP T KL AL LT, ASA N
SXP #ft D1 —H /L IP 7 FLAZIRELET, RESNIZ0—H/L T RLANA
B =Tz AADIPT RLRALEILDYE . ASA 1X SXP 7 IZHHE TE 3, syslog
Avt—UERARLET, SXPHHGRDOT 7+ FOEEITLIPT RLZAEZHREETIC
A%ﬁWwWM@@ﬁ%iﬁbf9@&&@%@x97FVX%&ET%%&D_
THZEEHLEL ET,

(EE) SXP 7 TDO TCPMDS BiFDT 7+ /L s XAV —REZAHLET, 74/ T
X, SXP BEIC /XA U — RIERESINTWER A,

FIANNDONRAT — REFERTAHEHIICSXPEHEE T 2R ELIES., SR ELE
BRI, TNV EIDNRAT—RERELET, NAT—RITIL, K80 XFEFEETE
F9, ZHUIRE S LS FERAL

(fEE) ASARITHIOBHMNEZZE L, [Retry Timer] 7 4 —/L K CSXP &E°7 [ D H L\ SXP
BmieRELE T,

ASA L, R LT8G HEST S D F TR 2R AT, R L 72307, BERITT 2 £ T
ICHERITRIE ORI L 4, HRITWIRICIZ0 ~ 64000 B OEEIEETCEET, T 74V 1
T 120 T, OREZIEET DL, ASAILSXP B 7~ a3 T L E ¥ A,

BRITH A ~—Id, SXP BT TS ALITRRLEICRET 22 L AR LET,
(EE) A ~—DHEEERE L ET,

SXP TN SXPHi ik T+ 5L, ASAITFR—IV R AT ZA~—%BBLEST, m—/L R
B ZA<—DFRITFIZSXP BT DN S D &, ASA TR A ~—%2BtLET, &
12, ASA X, SXP~ v BV T T—HR_R—2AEZHEH LT, KHFO~ v 7258 L E7,

ASA £ & U Cisco TrustSec .
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ATy 717

ATvT8

ASA # & U Cisco TrustSec |

TS A~ —DWIRENTIND & ASAIL, SXP~ v E LT F—AR—2 % 2%y L LT, &
Wy b s by (FiEOEEREE v a y TEEEINETD U RY) AL ET, ASA
X, oD ZFEILE LTv—27 LET, Y A ~—0WIREINIZR S &, ASA L,
SXP vy BT F—=H_X—=Z)BEEIE= MY ZHIBRL £7,

FHECHAM 2 1E 1 ~ 64000 POMEEISECEX T3, T 740 MT 120 BTF,

(&) [Network Map] T, SXPV2 UL F&fHTHET ~ODAE—h—& LU THEET 255D
IPv4 7%y MELEDRS 2 E L7,

ET N SXPV2 U T 2T 28EE. ETIEY 7Ry XA T 4 7 ~D SGT i T& £
B, ASAIL. A DHRA N NRAL T 4 U TICIPVAYT TRy XA T U T RYEIETE £
T (IPv6 A T 4 U ZIFIRESNERA) o TOav L RTE, W7y b XA T 4~
TINBAERTEDRA NN T 4 v T ORKEPIRESNET,

BREITIZ0~65535 8 ETEXE T, T 74NV MIOT, ¥ TRy b AL UF 4 o TNRERA
MRS T 4 U TITHEEEI NN L EER L ET,

[Applyl 27 U v 7 LTERNREEZFITar 74 Fab—rva VIR FELET,

SXP ##5k D E 7 DN

ATy I
ATy T2
ATvT3

ATy T4

ATy TH

ATvT6

SXP #ft D €7 2B MNT HI2iE, IROFINEZET L LT,

FIE

[Configuration] > [Firewall] > [Identity By TrustSec] Z 3 L £ 7,
[Add] 27 V >~ 7 LT, [Add Connection] # 1A 7 0 /iRy 7 AFrLET,

SXPETDIPvA T RLAEILIPV6 7 RLAZ AN LET, BT IPT FL AT, ASA ¥/E
A B =T 2 A ANET I EBATELNLENDY 7,

ROED 1 DZBIR L, SXP H#EFEIFBAEF — 2T 20 E ) haEELET,
* [Default] : SXP B ISR ESNTZT 7 4/ b NAT— RE&H L £9,
* [None] : SXP 45t/ S A T — R&fEH L EH A,

EE) ROED 1 DZEINL, SXP HEftDOET— REHEELET,
e [Local] : @ —H /L SXP T /34 AZFEHLET,
o [Peer] : 7 SXP 734 A& L ET,

SXP ##i T, ASA BEEFEEHELIIZEHFOVTNE L THIET 202 HELET,
* [Speaker] : ASA X IP-SGT ~ > B 7% T v A MY —A T34 ATHZETEET,

o [Listener] : ASA XX VA R U —L T3, ZANH IP-SGT v v BV 7V E2ZETEET,

. ASA § & U Cisco TrustSec
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mur—20E5 ||

ATy TT1 (A7 =ar) [Advanced] 7 U v 7 LT, SXP B — /L IPv4d 721X 1Pv6 7 KL A %
AHLET,
ASA L, = b Ay I Ty FEMHLTELWA v ¥ —T = ZERELET, 7T L A%
BETHHESIE. BEA X —T oA ADL— NV I T v T A H—Tx2f AT RLRL
—HTHHERHY T, SXPEHOEEFITLIP 7 FL AR ETTIZ, ASA 28 route/ARP &
RaeFITLUTSXP HEHDOEFEILIP T FLAEZRETE L LT HZ LML ET,

ATy T8 [OK]Z7 V7 LET,
ATYT9 [Applyl 27 Vw7 LTERELZFTa L 74 Falb—ra VRTFLET,

RIET—2DEH

ASA X, ISEbeXa T 4 JN—7 %27 (SGT) 4T —TI NI EORET —X &2 X 7
T—RFLET, ASATRDODH AT #FETT5HE, ASAIL, ISENLEE LI-RET — % % B#)
M) 7Ly a2 LET,

¢ISE LBIET A5 LT AAA F— 2R ELET,
*ISE/HPAC 77 A V& A v R—FLET,

« Cisco TrustSec Bglz 7 — & Z BUS T 272012 ASA THEHAT 25 AAA —) 71— %55
LET,

WH. ISENDLORET—22F#HTY 7Ly adHhMNEEIHY T, 2770, X2
TA TN—TNISE CELINDLZ ROV ET, ASA X2 VT4 INV—TT—T LD

T—HEV Ty aTHET, TNHOERITASA ICKMINERFA, TDOZH, ASA D
FT—HE) 7Ly a LT, ISETOEXaUT 4 ZN—TDOEENRHEFEIZ ASA I I
HEICLET,

GE) AT F U ARFEHICISE DR Y U —REB LV ASA TOFEFT—X V7L vy ak AT
Va—NTHIEEHELET, COXIICRY V—REOERELZNETLE, EX2 VT 4
TIN—T BRI SN D ATREME N IR b SN, BEX =2 U T 4 R U S —NASA CTRIERHC T 7 7 ¢
TleEnET,

BT — 2 2T 21203, WOFIEEFEITLET,

FIE

AT 71 [Configuration] > [Firewall] > [Identity By TrustSec] %z &R L £,
AT w72 [Server Group Setup] 7k C [Refresh Environment] > [Data] 27 V v 7 L£7,

ASA £ & U Cisco TrustSec .
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B cx205«kys—ome

ASA IZ, ISE 7>5 @ Cisco TrustSec BrinT — 4 % U 7L v a2 L, BREINZT 7 /L MEIZ
g2 f~—% )y FLET,

tXxal)T4 R)O—DERTE

Cisco TrustSec 78 U ¥ —1%, %< O ASA MEREICHAAGATe Z LN T& £9°, i8R ACL 2
HIBEE (ZDBETHYR— b ELTY A MENTWVWABEEEAR<) T Cisco TrustSec % {i#
ATEET, JBEACLIZ, ERDOFR Yy NT—I R—=ADNRFTA—=H L Ll Xa T 4 7
N—TBIHEBINTE ET,

T I EARAN—NEBETAIINL. TIZEANAL—NLOBRE EZRB LTSN, FOMO
LR ACL IZOWTIE, 53R ACL OB E 22 L TL7Z&W0,

cACL THHATE 22X 2 0T 4 IN—T F T V=27 N I N—T%FRETBHIFEIZHONT
. X207 4 IN—TFT7 =0 b IN—TOREESRBLTLIIETEN,

T2 T2 RANL=VE, Ry FT—IEREMENM LA =T = AA AD T T 4 v
ZFFAIE IS LE T, Cisco TrustSec Tix, EX¥ =2 VT 4 ZA—TIZHESNWTT 7R %
I c&x 9, 72L& 2IX. sample_securitygroupl 10.0.0.0 255.0.0.0 DT 7 & & Jb— )L & AERK T
TET, L BEX 2T 4 ZA—T BT Ry 5100008 EOEDIPT KL A& T
NWTHEWZ EZERLET,

X2 VT TA—=T DR (=N 22— FEFGIT A X732 E) | 2P X=X
P, BEIOEKRDIP 7 RLAR—=ZDA 7Y/ b (IPT7 KL A, Active Directory 47 2 =
7 b, BEIOFQDN) OMAADLEICHESNWTEF 2V T R —%2FETEET, ¥
VF g IN—T A=y Fua— LV EBZTIBEL, T4 A LRk E G052 &
MNTEXFET, Fh, BX2 VT4 INN—T A NRN—v oL, 22— T N—T A R—y
TIEKF L ERE A,

LAN2tEX2UT 4 GIL—TDEXUT ARSI VDERTE

Cisco TrustSec (L. &Ky hT—7 22— B LR V—2ADOEELIVIFZITV, X2 T 4
TN—7"%227 (SGT) LMHIN D16y hOFEZEZHVYTEST, ZOIDIX, *vy hT—7
Ry THICIEEIEHEINET, ZHICED, ASA, AAf vF | L—Fp EOEBEDOFMT N
AART, ZOID X TIZHASNTRY —Z#HTEET,

SGT & A —HF v h XX 7 (LAY2SGTA ARV arEbMEIng) 2RHAT L,
ASA TV AIMBEDA —H Ry b 71— 7 (BtherType 0x8909) %#fEH LT, 4 —H x>
A UE—T 2 A ATEX2 )T 4 TN—T X TEEZETEET, 22k, EFETO
X2 VT4 IN—T BT HTL—2 THRARNDA—H Xy N 7L —AITHATEXET,

ASA T, AV H—T A AT LEOFERREICHESNT, BEATFy MZEXF =2V T 4 Z—
T RTEFAL, EENNT Yy hOEXa VT 4 IN—T X TEMBLET, ZOMREEEEH
THIET, XY hNI—7 TARALAMCBIT D RRA > M ID OIEHEA T A o

Ry TRARy T TEITTEET, £/2, EHR Yy TR TY—ALRARLAY2SGT A VARY
VarEEBTEET,
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WO T, LAY 2SGT A VAR a »rDO— iz mr L ET,
3: LAY 2S6GTA VR ay
Switch Router
q Inline Tagged Inline Tagged
] SGT 100 g SGT 100
ASA

Untagged

Uszer 1

ERTUF

SGT 100 =User 1
ACL: Allow User 1

to access server

Untagged

—

=

Serve

=

ROEXT, ZOREZRELILGAEDAN N7 74 v 7 OFHESNLEEICHOW T L E

j‘o

R1U:ADRSTTa9Y

AVB—TIA4R AV T4 XalL—
vay

BTREDRENTY b

BITDIENRENT Y b

A= RSFEAT SR,

Ny SRRy FEND,

SGT 2% IP-SGT ~ % — ¥ % 7 & Bfs:
b,

ctsmanual =~ RRFITE N5,

SGT {73 IP-SGT ~ % — ¥ 7 b B
b,

SGT {73 IP-SGT ~ % — ¥ 7 b Buis
b,

ctsmanual =< > K & policy static sgt
sot_number ==~ > K37 & 63847 &
ns,

SGT fE 7 policy static sgt sgt_number =
~ v R CTHfFEND,

SGT fE 7 policy static sgt sgt_number =
~ R CTHEfFEND,

ctsmanual =~ > R & policy static sgt
sgt_number trusted =2~ > KA 7 & 4
FITESND,

SGTEN 7w hdDA T A 2 SGT
NHORGEND,

SGT fE 2 policy static sgt sgt_number =
~r R THfFEND,

IT2Ta
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GE)

\}

IP-SGT ¥ % — % & —T % IP-SGT ¥ v V' o I BIFEE L2 WA

( TAB) 2% Tox0) ) MEHSNET,

FHRIENTWD SGT B

ROFKT, ZOHKHE
—é—O

R2:BHZT49Y

RELIEGEDOHN T 7 4y 7 OFH SN DIEEIZOWTHB L E

AR —TIAR AV T4 FalL—23y

EENTY FORTORE

Ay RRFEITSNR,

XTI

ctsmanual =2~ RRRITEN D,

2 I &

cts manual =~ > K & propagate sgt 2~ > N3

W7 & bREITEND,

Z I E

ctsmanual ==~ > N & nopropagate sgt =~ >

BT L BFITSND,

» 7L

WDORT, Z OHEE
TSN AEVMEICOW T LET,

3 3:to-the-box b5 27 « v % & from-the-box 857 1 v ¥

FRE L7286 D to-the-box bT 7 4 v 7 & from-the-box b7 7 4 v 7 D

AR —TAR AV T4 FalL—23y

RENTY LD TDOEE

to-the-box N7 7 4 v VT HDATIA VX2 —T =
A AT, a<vy RRBITINR,

Ny bR RR YT ERB,

to-the-box N7 7 4 vV FHHOAN A v 2 —T =
A AT, ctsmanual =¥ RBFITIN5,

Ny MEIZIT ARG, R —0Di
FX° SGT Ofs#kiZ T,

ctsmanual =~ > R23EIT SRV, E7203,
from-the-box b 7 4 v 7 HAOH 1A v & —
7 A AT, ctsmanual =~ K& no

propagatesgt =~ > RNl 5 & TSN D,

BT LNy MR EENDN, R o—
O TN, SGTEAY IP-SGT ~ % —
Ty LG END,

cts manual =~ > RONFEITIN D, F72IE,
from-the-box ~7 7 1 v 7 O I1A % —
7 = A AT, ctsmanual =~ § & propagate
sgt AV RO G & bFITSND,

BT E Ny RREE IS, SGT fER
IP-SGT v~ % —Y ¥ O EGEEIN5,

G¥)

IP-SGT v % — % & —HT B IP-SGT v v U I BFEE LR WES, PRENTWS SGT &

( TRBl) ZR$ Tox0) ) MMEMSNET,

. ASA § & U Cisco TrustSec




| ASA # & U Cisco TrustSec

1v8—7x42TOeF1YT4 F—Ts508% [

AB—TIARTDEXFIYT A TIL—T25DEE

ATy T

ATvT2
ATvT3
ATvT4
ATvTH
ATvT6

ATy 17

A BZ=Tx2AATEF2 VT 4 IN—T ZTH2RETDHINE, ROFMEEZEITLET,

FIE

KONTNNDOAT > a @R LET,
« [Configuration] > [Device Setup] > [Interfaces] > [Add Interface] > [Advanced]
* [Configuration] > [Device Setup] > [Interfaces] > [Add Redundant Interface] > [Advanced]

* [Configuration] > [Device Setup] > [Interfaces] > [Add Ethernet Interface] > [Advanced]

[Enable secure group tagging for Cisco TrustSec] = v 7 Ry 7 A& F T LET,

[Tag egress packets with service group tags] = v 7 RNy 7 A& 4N LET,

[Add a static secure group tag to all ingress packets] F— > 7 Ry 7 A% A NI LET,
X2 VT IN—=T ZTDORSEANLET, ANRMEOFMIT 2~ 65519 T,

[This is a trusted interface.Do not override existing secure group tags] &= v 7 R 7 A% 4 2L
£7.

[OK] %7 U w7 LTRENEEZRTFELET,

IP-SGT /N1 VT 4 VT DFENETE

ATy T
ATy T2

ATvT3

ATy T4

IP-SGT XA T 4 T TFEITHRET DI, ROFIEEZFEITLET,

FIE

[Configuration] > [Firewall Identity by TrustSec] Z 3R L 9,

[SGT Map Setup] FHIK T [Add] Z 27 V v 7§ %70, ETIESGT vy 7 ZIEBR L C[Edit) 22 V v
7 LET,

[SGTMap] ¥ A 7/ ARy 7 AT, SGT~y7DIP T KL AL SGTIEAZ%YST 57 4 —/L R
AT LET,

2~ 65519 D SGTHEEEHEETEE T,

X v FU—2 % SGTIZ~ v 7T 5%, [Prefix] F= v 7Ry 7 A% A LT, 7%y b
FEIPV6 T VT 4 v 7 AEASLET, =& ZE, 10.100.10.024 &~ v B2 74 5121% 24
EATILET,

[OK]. [Apply] DIEIZZ UV v 7 L, HEEZHRGFLET,

ASA £ & U Cisco TrustSec .
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. Cisco TrustSec (2%} 3" % AnyConnect VPN O+ 7R—

Cisco TrustSec [ZXt 9% AnyConnect VPN ) H7R— k

ASAlZ, VPNE v arv DX VT 4 SNV —FEX 0 TP R—bFLTWET, STAAA
P—REMEHT L0, £, =NV 2—FNVPN IV —T R o—DXx=2 VT4 7
N—T BT RFBETHZELET, ¥FX2VT 4 FV—TF %7 (SGT) # VPNE v = ED
BMTHZENTEET, IHIT, LAV 2A4—H %y MERHE T, Cisco TrustSec ¥ A7 L&
LTCZIDETHGIRT 52 ENTEET, AAA — 308 SGT Z Rt T R WAL, &

X2 VT 4 IN—T BT T N—T R —THHRHLEY, e—b a2—FRFHLZY T
HIENTEET,

WX, VPN 2 —HIZ SGT 2E Y ¥ TH-OD— M7 ot A TT,

L =2—HE, SEF—"&2ED AAA Y — N TV —T &R LTS Y E—F 727EA VPN
WCHERE L £

2. ASAWISEIZ AAA FEMAERLET, ZOBERIZSGTHREENTWVAREARH Y 7,
ASA T, =—HFD RV 8T 7 4 7T HIPT RLZOEY B THITWET,

3. ASA D AAA BEHAFEHA L T —V2WAFL, X ERLET,

4. ASA N AAATEBRMOLEUE L7- SGT L E Y B THEADIP 7T FLAEZFEHLT, LA Y2
~wv A —NIZ SGT ZBI L £,

5. SGT #&#e/3% > M Cisco TrustSec %~ b T —J NDIRDOET T34 AESNET,
AAA —R_DJEMEIZ, VPN 2—P(ZEI Y B THZHD SGT BEEN TV WEA. ASA T

IN—FRY)—DOSGTEZHEALET, FA—7 R —ITSGTREFENTWARWNIESIT.
K7 0x0 MBI B THENET,

GE)

F7-. ISEZAZEE (CoA) ZHHLTRY >—DWEMHICISE Z#FHT AL TXFET, &
Vo —DmAEHRTT DITEICDOWTIEL, VPNORENA FESHR LT EE0,

JE—k7EAVWPN G IIL—T R)o—ELUO—H)L 2—HF~AD

SGT D;ENN

ATy T

VE—KT77EAVPN L —F R —Fmiin— ) a—% F—HFXR— A TCEZINE-
22— D VPN R Y > —TSCGT BMEEZRET HI21E,. WOTFNEEZFEITLET,

ITN—T R v—Fda—bL a2—FHDT 74/ F SGT 1TH VY £H A,

FIE

VE—h 7 27EAVPN ZL—7 R > —TSGT #RET DL, ROFIEEXZETLET,
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ATy T2

d)

Cisco TrustSec DE=% 1) >4 .

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] DJIEIZ
BIRLET,

[General] # 7% 2 V » 27 L. [More Options] #7 V v 7 LE7,

[Security Group Tag (STG)] 7 « —/L RiZ 2 ~ 65519 O&iPHOMEZ AT L £ 7,

SGT %% E LW GATE, [None] Z#INT 52 & 6 TX £,
OK1 %27 U v 7 LET,

n—HhNF—=H_XR=ZATa2—VHD SGT ZHXRTT D%, RKOFIEZFEITLET,

a)

b)

©)
d)

[Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users] DJIRIZEIN L
—é‘O

a—HEERLUTC[Edit) 27V v 7 LET,

[VPN Policy] #7 U » 7 L&,

[Security Group Tag (STG)] 7 « —/V FIZ 2 ~ 65519 O#EFHDEZ AT LE T,

SGT Z##%7E LW 5ATE, [None] Z#IRT 52 & 6 TX £,
OK1 %27 U v 7 LET,

Cisco TrustSec D E=42 1) >4

Cisco TrustSec DEERIZ DWW T, ROBEHEZ S L T 7230,

* [Monitoring] > [Properties] > [Identity By TrustSec] > [SXP Connections]

CiscoTrustSec £ > 7T AR T 7 F v BLOSXP a~ v RORTEFHLDT 7 + /b Mizr
%Lij_o

* [Monitoring] > [Properties] > [Connections]

X2 VT4 IN—TF—TE, X2 VT 4 TA—TD&4HE. IPT RLATF—&
MDEREINDEIIC,. IPTRVA X2 VT4 IN—TDOT—T N~y = N &
TUNH Y T LUET,

* [Monitoring] > [Properties] > [Identity By TrustSec] > [Environment Data]
ASADEX =2 VT 4 I N—T T —T WZE £ D Cisco TrustSec BBEfF A FKom L E T,
* [Monitoring] > [Properties] > [Identity By TrustSec] > [IP Mapping]

X2 VT4 SA—T F—T N, EXa2 YT 4 FA—TOLHI, IPT FLATF—4
NERENDIEIC. IPTRLA X2 )T 4 IN—TDT—T N~y T o b %

TANEZV T LET, BRLEEX 2T 0 Z—TF 4707 MR ACL TEH I
CUBEFT. b L EHOER= YT 4 FA—T AT V= s MIRA b SR BT
ZFRARTHITIE, [Where Used] 27 V v 7 LET,

* [Monitoring] > [Properties] > [Identity By TrustSec] > [PAC]

ASA £ & U Cisco TrustSec .
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. Cisco TrustSec D EFE

ISE 705 ASAIZA VF— RS- PAC 7 7 A AT A EHRAF L. PAC 7 7 A LD
BRI A, F2ITIREIN D 30 HEANIC R 5 123A121E, BE R v —
NEENET,

Cisco TrustSec D B

% 4: Cisco TrustSec O [BFF

TS5y hT4—
HEER Ly —x SR BA
Cisco TrustSec 9.0(1) Cisco TrustSec 1%, BEFO ID A A > 7 T A N T 7 F ¥ &

ETHT7 R ar b= TY, Xy NU—7 T X[HO
T AR E A E LTCEBY, X2 T4 T/ AY—
ER2%12ODF Ty h 7+ —Ah ETHESLET, Cisco TrustSec 14
RETIE, ET7 A AT —F Rl = RRA v FNEMEORM A
AEDLEEHEALT, B—AR_R—ZABLIRT AT T 4T 4 _—R
DT 7'Aaba—LERELET,

ZDU Y —ATIE, ASA IT Cisco TrustSec A S ThBY,
X2 )T 4 IN—IESNTHRY —REHA S E9, Cisco
TrustSec RAA LHNDOT 7 AR —iX, bR IIHEFEL
FHA, XY FU—=ZIPT7 FLATIEARL . RETBIOEED
F R AP — U ESNTWET,

ASAE, X2 VUT 4 IN—TIZH SIS EDMDZ A T DR
V= (T = ar A AT g ) 1T LT Cisco
TrustSec ZIEHTEE T, 7L 2IE, RETHVTFTA Ty T OH
W2, BX 2 VT 4 IN—FZHALTI7BAR) o—% AND T
LSTEET,

WOEHPAEANETIIERINE LTz,

[Configuration] > [Firewall] > [Identity By TrustSec Configuration] >
[Firewall] > [Objects] > [Security Groups Object Groups Configuration]

> [Firewall] > [Access Rules] > [Add Access Rules Monitoring] >
[Properties] > [Identity By Tag]
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Cisco TrustSec O /& E .

HrE

N

T3y bT4—
L)) =R

5158

LAvY2eR2 T 4 T—F
DET AR g

9.3(1)

X2V T4 IN—T EX L T —Y 3y b XX T LA
AOETHEHLT, RV —2lHTEL L1222 £ L7, SGT
A=Y Ry N EXLT (LAFV2SCGTA ARV a & bR
nz) ZRfA+5L, ASATYRAaBEOA —Hxy b 71L—=3
7" (BEtherType0x8909) #fHL T, /1 —V Ry hA ¥ —T =
AATEX2 VT 4 IN—T X 7% ETEEd, Znick
D, FRETOEX2 VT4 INV—TF 2T L—2 FTFALD
A—HFy N 7L —AIHHEATEET,

IROBIEPEFE SHE LT,

[Configuration] > [Device Setup] > [Interfaces] > [Add Interface] >
[Advanced Configuration] > [Device Setup] > [Interfaces] > [Add
Redundant Interface] > [Advanced Configuration] > [Device Setup] >
[Add Ethernet Interface] > [Advanced]

Security Exchange Protocol (SXP)
/N—37 = 3 @ Cisco TrustSec
A=k

9.6(1)

ASA @ Cisco Trustsec X, A N XA U5 0 7 L0 LRRN 22
SGT & H 7%y NED/NA T 7 & AIREIZT D SXPv3 & R4
TAHEITRY FE LT,

[Configuration] > [Firewall] > [Identity By TrustSec] & [SGT Map
Setup] XA 7 0 TRy 7 ANELINE LTz,

Trustsec SXP ¥t D% E Al RE72 HI]
PRAR—IV RN XD FA~—

9.8(3)

T 7 F VRO SXP AR — NV R X7 XA <—L 120 TT,
ZDHA~—% 120 ~ 64000 IR ETED LT E LT,

/A E S niza~ 2 R ctssxp delete-hold-down period, show
cts sxp connection brief, show cts sxp connections

ASDM #R— MEdH Y £ A,
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