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Firepower/FireSIGHT Management Center |Z € 3 = — /L & %45%9 521X, ASAFirePOWER € 3 = —
NVCLIILT 78 AT 20N H Y 4, CLICHIOTT 78 AT 5 L, WARENTA—FZD
AN %R BIET, £72. Management Center |ZF ¥ = — /LA BINTHLENH Y £97,

b B

*ASDM ZHA L CEY 2 — V2 EHTIEAIE. Z0o® 7 a V2B LT, ASDM &
FEF D ASA FirePOWER £ 22— /LOERTE (14 X—) 2L T EE N,

ASA FirePOWER €~ 1 —JL .



ASAFirePOWER E¥2—)L |
Bl AsariePower L~ 7 5 £ 2

s BV a—/LOEE % 1 50 Management Center 7> & 51/ Management Center (258192 M3
N LHEAE. £3F DT /XA A% Management Center D1 > X2 kU MNSHIERL £,
Iz, configuremanager add =~ > RZ i/ L C, #F LV Management Center % fif L %
7, RIZ, # LV Management Center 7 b EkA5E T CEET, 2O vkRIZLD, 7
U= 7oy A== HER I NE T,

ASA FirePOWERCLI ~D7 YV X
ASA FirePOWER CLI (27 7 B 24 BAI12i%,. IROWTNDFHFEZER L £,

FIE

RFYT1 2 — )L R— |
« TDOMDTRTHOETIV : £HEDDB-9toRI-45 > U T —T7 LM B O USB vV 7L

~

THETHEHEHLTASA 22— /bR — MIEEHE L9, ASA 5508-X/5516-X (1%,
—USBa2vYV— L R—+HLHYET, USB 2>V —/L R— FOfEHRAFNEIC OV T,
IN=RT =T A FEZRBLTLITEE N,

ASA CLI T? ASA FirePOWER £V =2 —/L~DE v g
session Sfr

ASANS Y T RN x2T EVa—~DEyary 265—) BB LTLIEFEN,

ARTw T2 SSH:

EVa—LDF 74/ FIPT FL A (ASAFirelPOWER OF 7 4+ /L b (8§ X—) ZHMW)
WCHEe T 570, 721X ASDM % ASA THEALTEBIP 7 RLALZEE L Tob, SSH Zff
ALTERLET,

ASDM T, [Wizards] > [Startup Wizard] DJIEIZEIR L, 7 ¢ #— KT [ASA FirePOWER Basic
Configuration] IZHEAE T, ZDON—ITIL, IPT RLA, w27, BROTFT 74k F— |
VA BRETEET,

ASA FirePOWER ) X A% F

ASA FirePOWER &Y = — /LD CLIIZHRHNZ T 7 B AT 5 & BEARFEE T A—F DA %R
HHNET, £, ASDM ZfEH L T e WiEEIE, ¥ 2 — /L% Firepower/FireSight
Management Center (ZiB 13 2 ME N H D 77,

1R BRI
ASA FirePOWERCLI ~D7 72 (12—) G0 TCEY 2—/VCLIICT 78 A LET,

. ASA FirePOWER €2 1 —)L


http://www.cisco.com/c/en/us/td/docs/security/asa/hw/maintenance/5506xguide/b_Install_Guide_5506/b_Install_Guide_5506_chapter_011.html#topic_E8E7F99A8291432C975F86C1A16753B7

| ASAFirePOWER €< 1—)L

ATy

ATy T2

ATvT3

ASA FirePOWER DE A% .

FIE

ASA FirePOWER CLI T, ==—#4 admin T2 A > LE7,

MOTa T AT AT, T TNV NONRZRT— RE2fEH LET, ASAFirePOWER OF 7
N 8 —=) EZRLTIEIN,

T M- TV AT AR EEITWOET,

Wl Ay hU—ZFE (kv FU—27 TOD ASA FirePOWER & ¥ =2 —/LDE A (9 ~—
) ) 1T ASA FirePOWER E V=2 —/LDOWRDF v N — V7B ERFEHALET,

CEBIA LB —T A A 192.168.1.2
BT R o b A 255.255.255.0

7= U x=AIP: 192.168.1.1

51

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: <new password>

Confirm new password: <repeat password>

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [yl: ¥y

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.86.118.3
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.252.0

Enter the IPv4 default gateway for the management interface []: 10.86.116.1
Enter a fully qualified hostname for this system [Sourcefire3D]: asasfr.example.com
Enter a comma-separated list of DNS servers or 'none' []: 10.100.10.15,

10.120.10.14

Enter a comma-separated list of search domains or 'none' [example.net]: example.com
If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

(Wait for the system to reconfigure itself.)

This sensor must be managed by a Defense Center. A unique alphanumeric
registration key is always required. In most cases, to register a sensor
to a Defense Center, you must provide the hostname or the IP address along
with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Defense Center are separated by a NAT device,
you must enter a unique NAT ID, along with the unique registration key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Defense Center, you must use the same

registration key and, if necessary, the same NAT ID when you add this
sensor to the Defense Center.

ASA FirePOWER £ ¥ = — /L% Management Center {28 &k L £ 7,

ASA FirePOWER £ 1 —)L .
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B Asom =m0 ASA FirePOWER £ U 2 — LR E

> configure manager add {hosthame | IPv4_address | IPv6_address| DONTRESOLVE} reg_key
[nat_id]

EIEFRO LB T,
« {hostname | IPv4_address| IPv6_address| DONTRESOLVE} iX, Management Center O 5E (&

fifi SNTZARA R ETILIP 7 KLU A%ZFRE L EJ, Management Center 2NEH%27 K L A5
ETERVWEE 1L, DONTRESOLVE 21 L £7,

* reg_key i%. ASA FirePOWER & ¥ = —/L % Management Center {2887 5 DIZME 2 — &
DHREFNT K DBk F— T,

e nat_id {X, Management Center & ASA FirePOWER & ¥ = — /L DGk 7 1 & A H i &
NHF 7Y a v OBERFLFH|TT, hostname 75 DONTRESOLVE IZiRE SN TV HES
@: ‘/Z‘g T—a—o

ATFTd a8 EALET, Y7 T V- LOEE, REASLET,

> exit

ASDM EIEFH ) ASA FirePOWER €< 1 — )LD RE

TRTON—2avBEEUVETFILOHAEDENYR—FEShEbITTEHOY FRA, CFEH
DETFTILELUN—DavOEBEMEERLTLESL,

ASDM 1%, ASA Nv 7 7L —2 %4 LT ASA FirePOWER £ = —/LD IP7 RL AZEFE T
XFTN, TRTCOBMOGHEITIT., T2 — LNRIFERFE/. ASDMA L ¥ —T7 = A A L5
BA =Tz ALDOMIZRYy NT—T T2 ARKLETT,

ASDM Z il L CE Y 2 — /L2 FH4 5(21%, ASDM #EE L., ZBE#HY 4P — FE2ETLF

7,

FIE

ATV T ASAICHFESIN TS Ea—F T, Web 77 W& LE4,

AFwF2 [Address] 7 4 —/L FiZ URL https://192.168.1.1/admin % A JJ L £9°, Cisco ASDM Web ~<—3
DFEREINET,

ATw 73 fHAEE/RA 7> 3 > ([Install ASDM Launcher] . [Run ASDM]. [Run Startup Wizard]) D\ 3
nnrEs7Y s LET,

ATY T4 EEOERIIESTH T a 2% L, ASDM % &) L £, Cisco ASDM-IDM Launcher 73
BRINET,

(GE¥)  [Install ASDM Launcher] 27 U v 7 L7284, HAIC X > Tk, [nstall an Identity
Certificate for ASDMJ (27t > T ASA @ ID FFBAE & ASA FirePOWER £ ¥ = — /L DFF
HELEZNENA VA RN—VTDHIERLBEITRY FT,

. ASA FirePOWER €2 1 —)L


http://www.cisco.com/en/US/docs/security/asa/compatibility/asamatrx.html
http://www.cisco.com/go/asdm-certificate
http://www.cisco.com/go/asdm-certificate

| ASAFirePOWER €2 2—)L

ASDM EZEF D ASA FirePOWER £ 2 1 — L DELE .

ATFY TS 2—PLHENRRT—FROT 4 — )V FEZEOFFEHEL, [OK] 227V v 7 LET, A1 ASDM
T4 RUBRRRINET,

ATFYT6 AL AL—/LT% ASAFirePOWER £ 2 — /LD IP 7 KL AEZIEET L L IRk SN HE
X, XAT IRy 7 A%kXy 2L LET, [StartupWizard] ZEH LT, 9, EVa—b
DIPT FLAZIELWIP T RLRAICRETDHSLENH Y 1,

AT 71  [Wizards] > [Startup Wizard] Z &R L £ 7,

ATV T8 WMEIEUTEMD ASAFKEZIT M, £721F. [ASA Firepower Basic Configuration] [H[fj /3 3
IRENDHET, BHHAHERLET,

[ Cisco ASDM 7.3 for ASA - 192.168.1.1 - Startup Wizard — [

( Startup Wizard

ASA FirePOWER Basic Configuration (Step 9 of 12)

In order to establish proper connectivity with the ASA FirePOWER service blade, please enter
all necessary information,

Mote: ASA FirePOWER-related configuration is intended for bootstrapping. Modifying an
existing ASA FirePOWER. configuration may lead to undesired results,

[] Eelect to Bypass ASA FirePOWER Configuration.!

Metwork Settings
IP fddress: | 192.168.1.2 I

Subnet Mask: |255.255.255.0w

Gateway: 192.168.1.1 I

Please read the following license agreement. You must accept the terms of this agreement
before continuing the wizard.

End User License Agreement -
| -
IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT

|CAREFULLY. IT IS ¥YERY IMPORTANT THAT YOU CHECK THAT YOU ARE
PURCHASING CISCO SOFTWARE OR EQUIPMENT FROM AN APPROVED

| SOURCE AND THAT YOU, OR THE ENTITY YOU REPRESENT (COLLECTIVELY,

| THE "CUSTOMER") HAYE BEEN REGISTERED AS THE END USER FOR THE 1]
PURPOSES OF THIS CISCO END USER LICENSE AGREEMENT. IF YOU ARE NOT
|REGISTERED AS THE END USER. YOU HAYE NO LICENSE TO USE THE |

SOFTWARE AND THE LIMITED WARRANTY IN THIS END USER LICENSE

| AGREEMENT DOES NOT APPLY. ASSUMING YOU HAYE PURCHASED FROM AN
| APPROYED SOURCE, DOWNLOADING, INSTALLING OR USING CISCO OR

| CISCO-SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS

| AGREEMENT.

| CISCO SYSTEMS, INC. OR ITS5 SUBSIDIARY LICENSING THE SOFTWARE INSTEAD OF = i
BN m r

() I accept the agreement

([<Bock | ext> ) (Eish | ((Goneel ] (0 )

T 7 AN MREEHEHTHITE, ROEEZHRELET,
« [IP Address] : 192.168.1.2

* [Subnet Mask] : 255.255.255.0

ASA FirePOWER €~ 1 —JL .
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B asariePower €2 —LogE

* [Gateway] : 192.168.1.1

AT w79 [laccept the agreement] 22 U » 7 LC, [Next] £72(X [Finish| 227 UV v 7 95L, 74P —FK
PETLET,
ATY 710 ASDM ##& T L, MiE L EF, R—LX—TIC ASA Firepower DX 7 RERSIET,

ASA FirePOWER £ 12— JLDEFE

ASAFirePOWER EY 22—/ TEFX 2 U T 4 RY L —52BRELTHD, "N F 74 vV E2FT a—
JWIZERET DL O ASA ZRELET,

ASAFirePOWER €2 2 —I)LTDEFa T4 RU —DEE

X2 UT 4 RY —I%. NextGenerationIPS D7 4 )V HZ U L TRT SV ir—raD7 4 )b
BV TRE, BV a—LVTIREENDV—ERAZHELET, ROWTIDHFEEHEHL
T. ASAFirePOWER £V 22— /L TEF a2V TFT 4 R —2RELET,

FireSIGHT Bt > 32 —

Web 77 U & 1] L T https//DC_address [ & £9°, Z Z TDC_addressi, ASA FirePOWER

DIEAHRE (12°—2) TEZELIZR—Y¥DODNSHE/IIIPT FLATY, 2Lz,

https://dc.example.com & L £,

F7-1%. ASDM T [Home] > [ASA FirePOWER Status] Z3&IR L, # v aRh— RO FEED Y

I EI7 Yy LET,

ASA FirePOWER D% EIZBIT HFEMIIZ DV TlE, Management Center DA > 7 A ¥ ~)L 7
[FireSGHT System User Guide 5.4)] & 7-13 [Firepower Management Center Configuration Guide

6.0] (http://www.cisco.com/c/en/us/support/security/defense-center/
products-installation-and-configuration-guides-list.html CTAFFHE) Z2ZM L T 2 &0,

ASDM

ASDM T, [Configuration] > [ASA FirePOWER Configuration] &R L £7°,

ASA FirePOWER DO EIZBT 2 56MIZ OV TIE, ASDM TEY 22—V DA T A~V
['ASA FirePOWER Module User Guide 5.4)] %7213 [ASA FirePOWER Services Local Management

Configuration Guide 6.0]]  (http://www.cisco.com/c/en/us/support/security/asa-firepower-services/

products-installation-and-configuration-guides-list. html CAFFHE) 2B L T Z &0,

ASAFirePOWER E2 12— I)LAD S T4 v DYSAL LY k

AVIAE=REA U TAEZ YT (F=FHH) T—RFROBE. NTF 7407 5FT a—
MV EZAVT b TEEICH—ERA R V=R ELET, Ny 7 T=FEHAE— FIC

. ASA FirePOWER €2 1 —)L


http://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/security/asa-firepower-services/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/security/asa-firepower-services/products-installation-and-configuration-guides-list.html

| ASAFirePOWER €< 1—)L
40540 = RERRAV54> 2y T E=28mE—rogE [

TAHEAIT. ASARI V—% A RRTERNT T 47 VEAL VI gy A2 —T xR
%ﬁELiTO
ZITHE, INH0E— RERET HIFECONTHILET,

A4V EF—FFERFAVIAVEAYTEZLAHBAE—FDERTE

EEITIHED N T 7 4 v 7 BT 5= A R —%ER LT, bT7 74 v7 % ASA
FirePOWER €Y a2 — /L ~U XA L7 NLET, ZOFE—RTE, 727 EBRAL—L7ED ASA
RUT—F, NT T4 IRETa—A~NUXAL L7 FENAFNCEREISNLET,

1R BRI

« ASA 1 L TN ASA FirePOWER £ = —/LZid, M T —EBHOH IR o —ERELTLE
W, WFORY—iZ, NI T7 497 DATA L F—RERIIA LV TA L F T T—
FaERBT A2LERNH Y 7,

cINFALTHEARNE—RTIL, £EX2V T4 aTFANTIOFIEELZFIATLET,
Fig

AT w71 [Configuration] > [Firewall] > [Service Policy Rules] DJIEIZER L %9,

AT 72 [Add] > [Add Service Policy Rule] % #4R L £,

ATV T3 RV —%REDA L F—T = A RTEHAT D5, FIITRRANTE T2 AR L, [Next]
7V v LET,

RT9T8 NI T7 407 O—HERELET, LE2IE AU ROT 78 AN—)L gl LTzT X
'@DF774/7#%/;~WAU§4V7Féh&ij . — % [Any Traffic] |Z5%E T
£9, Fo R— R, Mm(%ﬂﬁ&m%@gﬁ)\iti%f®%774/777zmgd
mf\ibﬁ&&%ﬁ% RIDHZLELTEET, ZORY —TE, TOMOAT v a T
HbEVHFHTHEDY VA, T 7497 IV TADERNE T LIZL, Next] 227V v 7 LE
—éqo

AT 75 [Rule Actions] ~— " C [ASA FirePOWER Inspection] ¥ 7% 7 U v 7 L %79,

AT w 76 [Enable ASA FirePOWER for this traffic flow] &= v 7R v 7 A% A4 N2 L £ T,

AT 71 [ASA FirePOWER Card Fails] 81 T, kOWInnz 27V v 7 LET,

o [Permittraffic] : €Y 2 —ABRHEHTERWEE, T XTO NI 7 4 v 7 OB E K& L
THATDHEIICASA ZFHELET,

s [Close traffic] : EV a2 —ANBFEHTERWEGAE, T XTONTF 74w 727 vy 7 T5 XK
)12 ASA ZRXE L £,

AT9T8 (TE) NI 74 v/ ORARVEAOa—%2FV 2 —VIKETDL (I X
(29 %) ZiE. [Monitor-only] %4 2 L &7,

ASA FirePOWER £ 1 —)L .
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B oo sovraRons

ATvT9

FIANLEITIE, I 74921340 T4 F— RTHEESNET, ASA BLOASA
FirePOWER (213, ¢ —EBMHOHERY o —ZRELTLIEE, WHFORY >—ix, b7
T4 ITDA LV TA L FERIFT=AEAZKT 0T RZH D F9,

[Finish], [Apply] DNEIZZ U v 7 LE T,
COFIEZ#HEVIELT, BMO T 7 47 7uo—2 IS U TERELET,

9T 3T 49 VEBEDRE

&

EFVa— VNN T 74w Dabt—E2REB L TEYa2a—L b ASA bRy N —J |CHEL L
AWy VT o A EAE— R TEY 22—V E2EATIHEE8IE. b T 74 v JHREA VH—
T2 A RAEBRELTEDAS L H—T =4 A% AL »F O SPAN KR — MIHEHE LET, Mz
WX, ASAFirePOWER Xy o7 F=HEHHA N T 7 4 v 7k E— K 4 =) 25MH
LTLIEEN,
WOHA FFA TR, ZOEAE— FOBEHIOWTHHALET,
CASAIZT VN A TFEFANBIRN I VAT LY N BE— R THAVLERHY 1,
e RKAODA L HE—T oA A%, %774/7%%4/& T AL LTHRETEE
T, TOMDASA A X —T oA AL, BEIBVFEHATEET,

e NI T 4w THEEA L EZ—T = A AT, VLAN E7-1EBVITIEI R . WA v F—T =4
ATHDHILERHY F9, F7-. WA L F—7 = A A%, FHUCEEMT 51072 VLAN
ERETHZ LT TEET AL

e NG T 4w IHEEA L E—T oA AE, ASA N T T 4 v 7R TEER A, B
LiETT 0, 72— A N OE B 2 ST ASABEREMNITICRRE L2V T5 2
LIITEEEA,

e NT T4 IEEEA L E—T oA ALY —E R R > —Dif % ASA FirePOWER K 5
74y 7 HICERETE TR A,

FIE

7T 4 ZEREICHERT O, =T 2 A ADA A =T 2 A AT 4 Fal—Tg
v E—RERBLET,

interface physical_interface

&1

hostname (config) # interface gigabitethernet 0/5

. ASA FirePOWER £ 2 1 —)L
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7o7 4 IRIEREY T4 7 K—aroant [

Z%vﬁz4V&%7x4x;ﬂ%éﬂt%m%ﬁﬁbi# DA E—T 2 A ARNTIID ASA

RETHEHIN WSS, ZOREITHIRINET, HELEA VX —T =2 A LETHT
PN R Eféiﬁh
no nameif

RT9T3 NI T7 4 v IEREEA =T M LET,
traffic-forward sfr monitor-only

:hﬁ\ﬁﬁ~béh1wéiﬁ%~%fﬁo

ATV A HZ—T 2 A% A F—TNIZLET,
no shutdown

BMOA L E—T 2 A RZONT, ZOFIEEZBREY KL ET,

£l
ROBIIX, GigabitEthernet0/5% ~ 7 7 4 v JHRIEA LV F—T 2 A AL LTHELET,

interface gigabitethernet 0/5
no nameif
traffic-forward sfr monitor-only
no shutdown

TOT4 IRMBXFYTT4 7T R—2ILOERE

ASA FirePOWER |Z1E, ==V IDHFMEMNET DL ENTELTAT U T 4T 4 RY =N
GENTVWET, =2—F IDIFEREZNETHZ LT, 77 B AL —LEZRHEOZ—FB L
Ra—H Z—FIZhbE T, 2=V TT 7 v A2 BRI B L ES T& £
T, £/, 2=V IDICESW T T 74 v 7 20T 2 b TEET,

HTTPHTTPS #6i DIGA X, 727 7 4 7 eidit 2 N L C2—VIDEWNET D TA T T 4T 4
N—VEERTEET, TITATRIATAT T 4T 4 —NVEFRETIHEAT, BGE7m
FUAR—RME L THEET AL OICASA TR Y 7T 47 R—FNVEHENT HLERH Y F
T BN T 7T 4 TRIEEBERT DT AT T 4T 4 —/UZ—ET D L. ASAFirePOWER
Y a— i, BEEERE ASA A VX —T =24 ADIPT RV A/FXX T T 47T R"—% T
XAV FLET, T 74/ b R— L85 TTN, ZHITELFEAHETT,

FRET O X DX T 4 T IR—=F VA T =TI LI WAL, Ny VT RREED A afH
TEET,

IR B
o Z DOFEREIL. ASA FirePOWER 6.0+ D)L —F v K T — R CTORHHFHE T,

ASA FirePOWER £ 1 —)L .
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Bl AsariePower 02— LoEE

RNFALTHFARNE-FTIE, FEF2V T4 a0 TFANTIOFIEZETLET,

FIE

AT w71 [Tools] > [Command Line Tool] &R L £,
ARTVT2 ¥ 7T 47 R NERHLET,
captive-portal {global | interface name} [port number]
ENENOFAITRD LBV TT,
eglobal T _XTDA L F =T =2 AA A THx Y T T A T R—=FN%" T a—r)UIA RX—=T ML
£

cinterfacename (X, FEE LA v X —T 2 ADHBTHR Y TT 4 T R—=F V%o F—T )L

WCLET, a~r FEEBEAN L TEEDA VX —T =2 AT, X—T M TEET, Z
DFHIEZ, —8DOA L H =T 2 A ADHD N T 7 4 v 7 % ASA FirePOWER E ¥ = —/L|Z
VEA VT NTDEAEITEHLET,

e port number Z 95 L, (EECTRIER— F2HETEET, F—U—FREEh T
RDNGEE, A R88SAEHENET, F—TU—FE2EDLLEIE. A— FEFE 1025
PLEIZT 20 EmRH Y 7,

&1

72 2E, A—F88STHX X T T 4 T AR—F )& 7 a—rUZENZT A2, ROXHITA
HLET,

ciscoasa (config)# captive-portal global
ciscoasa (config) #

XT9w 3 ASAFirePOWER T AT T 4T 4 RV —T, 77T 4 TRIRETEY TT 4 7 R— &w
HﬂLE&TELtd‘Q FEFRIUAR—= B EESNTNWA I EEZMER L. 77T 4 7TRIEL AR
DI BERE DMORETEZITVET,

ASA FirePOWER €L 21— )LD EHE

ZOHIZIE, BV a— VOERIZERYOFIENEENE T,

EDA—INDAAC=IFEEETFBEA A=Y

TOETIE, V7 NI 2TEY2a— DA LA N NVHFEFEFIEHA A=V 7 HIEZHOWT
B L F9,

. ASA FirePOWER €2 1 —)L
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YT rIIF ES1—LOA VR F—LEREES A—Svy

JILIIT7 ED2—ILDA VA= ILFERITEA A=V

ASA FirePOWER EY 2 —/L L L HIZASA ZHEALTCGA, EVa2a— L VY7 R =T BID
WHI2 Y Yy KR A7 — K K747 (SSD) 1FFFHIA P A h— A ENTEY, T<ICHET
X9, BEFED ASA IZ ASAFirePOWER Y 7 b7 =7 ¥ a— V& BINT 5546, £720%
SSD # A3 B LEN H 535615, ASAFirePOWER 7 —h Y7 b =27 %A A h—/L L,
SSD #X43fb LT, ZDOFMEIHEATI AT A Y T v =2T %A A =L LET,

EHZ ASA FirePOWER £V 2 — LV ET VA VA F— AT ALERL A SERNT, TVa—
NDA A=Y OFEMRIZIZNER CFNETT, SSDERBTIEEIT. VAT LEHA A—
Y7 LET,

SSD #WHRHNZ A o A b= T B IFIEIC DN T, ASA DNN—KRKT =7 HA REHR L TL
72 &0,

1R BHHIIZ

« 77 v a (disk0) ZEXfEERICIE, < Eb, T v VY7 b 2T OV A XIT3GB &
MR TZRE ENMETT,

eI F AT HFARNET—KRTIE, AT HFRANETAR=RATZIOFIELFEITLET,

e A —YPNRE[T L TWAFRREOH LMD Y 7 N7 =27 Ea— 52T T vy T
TAVERHYET, ASAIT. FFIC1 DO Y 7 N 27 EVa2a— L U0ETTXEHR
he ZOUIRIT ASACLI NSO EITTHAMLERH Y £9°,

 ASA FirePOWER & ¥ 2 — /L& B A A — 0 7+ 5 841%. sw-module module shutdown
o<y Réuningal 2~ > FEFEALTEHEWNA A—U 8B LET, RICHZRLET,

sw-module module sfr shutdown sw-module module sfr uninstall reload

cIPSE/LITCXEV2a— W NT T 4w B VXA VI NTDHT 7T 47 —ERAKY
=RHHGE. TOR) —FHIFRTAILERDY ET, L2 R —nTa—
2L R Y —D4 . noservice-policy ips policy global Z{#H & £4, —E R K
IR FFT AMED B HMDONL— NV INEEN TV AEGAEIL, JIRORY —~ v 70D
VA V7 varyavsy RERMICHIBRLE S, XV XA LT a NEDT T AIT
*TOME—DT I a DRI NT T 4 v T ARERERIRLET, CLI £/21%
ASDM Z A L CTHR U > —%HIRTE £,

CBIDEY 22— T T 4w I BVEA VY NTDHT VT 47 —ERAR) o—03b 55
By ZORY V—ZHIRTHMERDD E7, L RV =N ue— LR v—
D4, no service-policy module_policy global il T& £,

* Cisco.com 7*5. ASA FirePOWER D7 — h f A=V BNV AT A V7 b7 /Ny
=V O ERELET,

ASA FirePOWER £ 1 —)L .



ASAFirePOWER E¥2—)L |
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FIE

AFYT1 T— A A—VEBASA~E 7o —FRLET, VATALA Y7 hToTIHERELRWVWTLEE
WV, ZHUIETSSD I v re— RENET, ROBRERHY 9,

«ASDM : HNZ T — b A A=V E V= AT —va iy vra— RT5n, 7237 —
I A A—% FTP, TFTP, HTTP, HTTPS. SMB., F72(Z SCP % — NZiE L £7, &K
\Z ASDM T, [Tools] > [File management] Z &R L, 1#YI72 File Transfer 2~ N & LT
[Between Local PC and Flash] & 72| [Between Remote Server and Flash] DU N 71022 841 L
F9., 77— K Y7 MU =7 % ASA LD disk0 [ZHRE L E T,

* ASA CLI : I ¥liZ7— bk A A—T % TFTP, FTP., HTTP. F 721X HTTPS ¥ — \ LIZHiE
L. RiTcopy A~ REMHLTTZ 7 v a~Fyrun— RNLET, ROFITIEL, TFTP
PEEALET,

ciscoasaf# copy tftp://10.1.1.89/asasfr-5500x-boot-5.4.1-58.img
disk0:/asasfr-5500x-boot-5.4.1-58.img

AT v T2 ASAFirePOWER EEA ¥ —7 = A A5G T 7 & AFEE/ HTTP, HTTPS, F£721X FTP ¥—
28T, Cisco.com 7> ASA FirePOWER AT L V7 "y =T 2FA o a—RKLEd, #0Y
7 N =T % ASA ED disk0 (IZF 7 — RLARNTLEEWN,

RTY T3 kDa~wr &AL T, ASAdisk0 T ASA FirePOWER €V = —/)L 7 — k £ A=Y DT %
HELET,
sw-module module sfr recover configureimage diskO: file path

51

hostname# sw-module module sfr recover configure image diskO:asasfr-5500x-boot-5.4.1-58.1img

TERROR: Another service (cxsc) is running, only one service is allowed to run at any time,] @ X 9 72

Ay —UREREINTZHET, MOV T =27 EV2a—ARTTICRESNTNWDH I L%
BWLET, 2OV 7 =7 EVa— L%V vy MU LTHIBRL, Eorigsftts
arOHPIES TH LWEY 2 — L E A VA M= VT DR0ERH Y £,

ATy T4 ASAFirePOWER 7 — F f A— %o — RLET,
sw-module module sfr recover boot

AT v 75 ASAFirePOWER £ ¥ = — /LN ENT 5 £ TH S5 ~ 15 08> Th b, BIEEITH D ASA
FirePOWER 7' — F f A—V~pary Y — Lty a2l Ed, Evia 2@ty

A2 a7 MEFRRLEE T, Enter X — I R20ERLRWEENRHV T, T 7%
v s Oz—H4 1% admin T, T 7+ O ZA T — KX Admin123 T9,

hostname# session sfr console
Opening console session with module sfr.
Connected to module sfr. Escape character sequence is 'CTRL-"X'.

. ASA FirePOWER £ 2 1 —)L
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ATvT6

ATy 17

YT rIIF ES1—LOA VR F—LEREES A—Svy

Cisco ASA SFR Boot Image 5.3.1
asasfr login: admin
Password: Adminl23

TV a—DT— ERET LRWEAF, ttyS1 20 L TERTE RN E NI X v —UNRE
IREINTsession I RPKRMLET, LIZHLFHFoTOLHEBITL TSN,

VATUL VT NG 2T Ny b=V EA VA=AV TEDLLIICVAT LERELET,
asasfr-boot> setup

11

asasfr-boot> setup

Welcome to SFR Setup
[hit Ctrl-C to abort]
Default values are inside []

KoOTFar P IRERENET, BHT FLALF— T =, BLODNS EHRNEERR
ETHDHIEITHERL TSN,

e Host name : fix K 65 LFOFHFT T, AXR—RIFEHTEXEFA, "M 7 IIfFHTEE
‘a‘o

 Network address : A% T (v 7 IPv4 £7213 IPv6 7 KL A& ET 57>, DHCP (IPv4 @
BA) . E2IXIPve AT — ML AHERRELZMHFH L 1,

« DNS information : 272< &6 1 2D DNS 4 —REHETAMNENDH Y T3, KA A U4
ERELTCRAL VERBETDHZELTEET,

« NTP information : 3 2T LABZZ R ET H7-DIC. NTP Z AN LT NTP — 2% E
TEET,

VATLYT NI 2T A A=V EA A=V LET,
asasfr-boot> system install [noconfirm] url

B A v B— IS L=< e WE1E. noconfirm 473 a »&38E L$E4, HTTP, HTTPS,
FIIFTPURL 2 L4, 2—F4 L RAT— RRALEREAT. Z0ba AT 5 L
IRENET,

AVARN=ANETTDHE, YATAPHBEBLET, 7TV r—YaraR—xr oA
VA h—/)L & ASA FirePOWER % — E 205 fil#G 4 5 & T LB RIFRIZRIRIZEZ 220 £4,
AT RT Ty N7+ —LTIEI0GLEDPDDGERHVETN, e—2 0 R 7Ty N 74—
LTIE60~80 3 LA B Z EMNH Y £9 (showmodulesfr DH JiE, X THOT 2%
Up & LTRLET) &

I &R L ET,

asasfr-boot> system install http://upgrades.example.com/packages/asasfr-sys-5.4.1-58.pkg
Verifying
Downloading

ASA FirePOWER £ 1 —)L .
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Extracting

Package Detail
Description: Cisco ASA-FirePOWER 5.4.1-58 System Install
Requires reboot: Yes

Do you want to continue with upgrade? [y]: y
Warning: Please do not interrupt the process or turn off the system.
Doing so might leave system in unusable state.

Upgrading

Starting upgrade process ...

Populating new system image

Reboot is required to complete the upgrade. Press 'Enter' to reboot the system.
(press Enter)

Broadcast message from root (ttySl) (Mon Feb 17 19:28:38 2014):

The system is going down for reboot NOW!
Console session with module sfr terminated.

AT T8 ASAFirePOWER TV a—~Dt v a L 2HEXFET, 7VBEOTE 2 —1lca A 4
L0, Bloa s A4y a7 RRERINVET,

ciscoasa# session sfr console

51

ciscoasa# session sfr console
Opening console session with module sfr.
Connected to module sfr. Escape character sequence is 'CTRL-"X'.

Sourcefire ASA5555 v5.4.1 (build 58)
Sourcefire3D login:

ATFvT9 REZETTHITIE., ASA FirePOWER O EARE (12 2—) 2B LT IFEW,

O ~>
INAT)—FD) Ly
BHIO—YPONRAT — FEENTZHEAIT. CLIREHERZE OB O—nNa /(o LT,
AT — REERETEET,
VBLIHERR 2 FF ORI D 2 —FNIELE LR WAL, ASADNSEFE AU — K&y b T&
7, TIANIONRAT—RE, V7 b7 VY —R S U TR~ Y £9, ASAFirePOWER
DF7F/E @=Y) L TIEI,
IR& HEIIZ
s VLT ALTHERA LB RTH, VT RRPETAN—RATIOFIAEFTLET,

+ ASA ® hw-module 33 & O sw-module =< > K@ password-reset 4 7' 3 > 1L, ASA
FirePOWER TiIHEaE L £H A,

. ASA FirePOWER £ 2 1 —)L



| ASAFirePOWER €< 1—)L

Eva—royon—rErEEUy ]

FIE

2—H admin DEV 2 — /L NAT—RKET 74/ MUty LET,
session {1 | sfr} do passwor d-reset

N=R =27 Fa—LOBEEIFL Y7 =T TV a2—/LOBAITSr #FHLEI,

N

EDa—)LpYyo—FrFELEFVEY F

ASANBEY2— N Z)r—RLED, VEy LT Ur—FRL72Y 352 ENTEE
j—O

1R BHHIIZ
NV F arsTHFANE—RTE, a0 TFANEFTAN—ATZOFIEELETLET,

FIE

ROA~ R AHLET,

» sw-module module sfr {reload | reset}

N

ED1 LDV REDY

EVa— A VT YT EY Yy MUV THOE, v 7 4 Ral—var FAERD
LR BRICE Y a— VOBREATIZTED L) ICHERT 720 TT,

1R B
eI F ATHFARNE—KRTIE, AT HFRANETAR—RATZIOFIELFEITLET,
cASAZ VU B— RTB5AIL, BV 22— /WIEHBICIEE Y vy MU ER720VOT, ASA
DV BE—RAIEY2a—VET Yy MU UTHZ EEARELET,

FIE

ROA~ R AHLET,

ASA FirePOWER £ 1 —)L .
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B o orv7Evanax—voroavzr—n

VAV Nyl i 4

ATy T

ATy T2

ASA i T

« sw-module module sfr shutdown

FToa—IILAA—=—VDT A A M=)

V7T 2T BV a— VA A—VBIOE#ETL a7 4 X2 —a BT A A R—
IVTEET,

1R BHHEIIZ

“NVF AT HRRANE—FRTHE, 2V TFA NETAN—ATCZOFEEZETLET,

FIE

V7 M 2T BV a— VA A—VBLOEETE a7 4 X2l —aET A R—
IV LET,

sw-module module sfr uninstall

1 -

ciscoasa# sw-module module sfr uninstall

Module sfr will be uninstalled. This will completely remove the disk image
associated with the sw-module including any configuration that existed within it.

Uninstall module sfr? [confirm]

ASA %Y u—RLZET,
reload

HLWEY 2— L&A A M—/LT DRI, ASA 2V a— RTL50ER’H Y 9,

kYT 7 EDaA—ILADEYI 3 Y

ASA FirePOWER CLI #ffH L C, ARy V=B EEZMEL, EV2— LD NTT
VY a—T 4 VT EITWET,

ASA 75 ASA FirePOWER V7 F 7 =7 £ 22—/ /L CLIIZT 7 B 24 5121%. ASA bt v
va v TE £,

EVa— N~y aryEfETH5ZEb (Tenet2fEH) | K Y — Lty arsw
ERT 252 TEEd, avy—kyraii, aryta— L 7L —rnRnFxur L,
Telnet ¥ v > 3 VB HENL TERWIEAIMEF]TT, ~/LVF a2 THA K T—RTlL, VAT
LFITAR=ANL vy g VEREET,

. ASA FirePOWER €2 1 —)L



| ASAFirePOWER €< 1—)L
225697 ko707 IoL—F |

Telnet £72lFa > Y — Nty a T, =L ERRT—-RKDOANEZRDENET, ASA
FirePOWER IZRE SN TWAEED2—VF L Tr /A T3, ®aL. admin 23H—o
HEFHL—TFLTT (ZO2—FRHITFHIHEHFTETT) . mHDOT 74/ EO/NAT— R
X, A A—VDHAT (BER/AA—TVERITT P A A=) V7 =T UV U—R|Z
JG U TCHZ Y £9, ASAFirePOWER OF 7 /L kb (8 X—) #HBMLTLIIZE,

eTelnet vy g :
session Sfr

ASA FirePOWER CLI 2\ 5 & ZIZ ASACLIZEAIZIE, EV2—Anhbul7 v 15
a< 2 R (logout X exit 72 &) & AJ13 %70, Cul+Shift+6, x ZfL £,

eV — )Ly ra
session sfr console

oY= kyvarhbu Ty N AME—OJEL, Crl+Shiftt6, x 242 & T
T, BEVa—hbul 7T RNTAE EVa— ol A Tar7 MIRED £9,

(GE)  session sfr console =2~ > RKi%, Ctrl+Shift+6, x WX —IF /L P —XDF a7 MIREDHT A
=T =l ATHLE—I TN = REEHIHEH LN TLE SV, Cul+Shift+6, x
IZ. ASAFirePOWER 22> YV — VB TR —TF LASAT B VT NMIRDV—F VA THEH D E
T, LR ->T, TR T ASAFirePOWER 22 Y — L& & T LE D L9254, fbViC
Z—F NP =TT MIREY £T, ASAIZH —I /L — "R T5 L. ASA
FirePOWER 21> Y — )L 2y a VRELT 7T 4 TREETHY, ASAT v T NIREDZ
ENTEERA, ASAT BT MZay Y —La2ETIE, BH#EY ) 7 A2 5 %5
NHYET., ZOWRMNFAE LT-EE1E. console 2~ ROV IZ sessionsfr =2~ o R&{#
FALET,

AFLYIVITI N9 TFTOTYTHL—FK

T w77 L— REBEAT DRI, ASANH LW N—2 g NIHR/NBSLER D V— X &2 FIT LT
WHZEEMHRLET, BARICL o TUL, EVa—VET v 77— RT DRI ASA 27T »

T VL= RTHLENRHY FI, T 77— FO@EAICET 23>\ TiE, Management
Center DA T A > ~/)7, [FireSGHT SystemUser Guide5.4)] % 7z1% [Firepower Management
Center Configuration Guide 6.0 # &L T 72 &0,

ASDM T, [Configuration] >[ASA FirePOWER Configuration] > [Updates] % {# H L T,
Ty T L—REVATAY 7 by o7 BIORaryAR—xr MOEATEET, dEMIZONT
1%, [Updates] *—® [Help] 27 V v 7 LE7,

ASA FirePOWER £ 1 —)L .
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ASAFirePOWER 12 —JILDE=42 ) U5

WROFKEPE Y 7 TR, TV a—LOF=2 Y 7T EHA X 2R/ LET, ASA
FirePOWER BHi# O syslog A v &— 22OV, syslog A v&—Y T4 FEEHLTLEE
VY, ASA FirePOWER O syslog A v E—I1E, A v E—U%F 5 434001 2HAAED £7,

FT=X YT awr RefHT 5121, [Tools] > [Command Line Interface] L ¥ 9,

EDA—IL RT—RADRT

[Home] ~<— " "C [ASA FirePOWER Status] # 7 &R T 5 & | £V 2 —/MIET HIEFR N ER
SNFET, ZOHFRITIE. T, VITAES, VI MU= T A=V arREDEY 2 —)b
e FTFVr—av k. TTFUr— gy AF—H A F—H Fl—r AF—H A,
BIRDAT =B AR EDEY 2 — )V AT —H ANEENET, ¥ =2 —/L7) Management Center
WS NTWDIEAE, V2220 vy 7 LTCT ) r—ra v ZBE, sl oiret
Va—VOREETI I ENTEET,

ASDM Z#fEf L7=E ¥ 2 — L2 & B 55, [Home] > [ASA FirePOWER Dashboard] ~*— 3 % fiff
HALT, EVa2a—ATETHOY 7 b=, BEOT v T TF—h TA48 0T, VAT
LDOAR, T4 A7 DR, VAT LK, BLOA v H =T 2 AD AT —H A|ZONTD
WEFEHRERRTDH L TEET,

R =L=E —
EDa—ILDHETIEHRD TR
sfr A~ 2 REFRHEY—E A RY —OfGEHEHRIB LA T =% 22 FKRT 5121, show
service-policy sfr 2~ > RZEH L ET, v Z% 7 U T T 51T, clear service-policy Z i
ALET,
KIZ, ASAFirePOWER #—E 2 R Y 2 — LBHEDHFHERB LTV 2 —LDAT —F X%
KT 202 RLET, E=FHHE—RFNTIE, ANWITAZIFTERDOEETT,
ciscoasa# show service-policy sfr
Global policy:
Service-policy: global policy
Class-map: my-sfr-class

SFR: card status Up, mode fail-close
packet input 2626422041, packet output 2626877967, drop 0, reset-drop 0, proxied

ERENMEDSTHT (ASDM E1E)

ASDM % f#i [l L 72 ASA FirePOWER £ = — /L2 EHT 5B, RONX—J AL TEY 22—
IOERERE R R TEET,

. ASA FirePOWER €2 1 —)L
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* [Home] >[ASA FirePOWER Reporting] : L' AA— MEKOX—II21E, Web 7TV | =2—
PEET, EV2a—VEFBEL TR I 70 v 7 BN EIND5ERE, SEIEREY 22—
VORI LT EAL 10D F > & 2 R — R RS E T,

« [Monitoring] >[ASA FirePOWER Monitoring] : €2 =2 — V&2 E=F 3 572D DN D00

R=URHY | syslog, FAY AT —H A BV a—UHEH UTAEA LDA Rk
Ea—T7RNEENTOET,

EVa—-IERODE=S )T

ASA FirePOWER € ¥ = — /L&l T 2kt 2 X 21213, ROWVWThhroa~y RE AT
LET,

« show asp table classify domain sfr

~Z 7 4 v 7 % ASA FirelPOWER & o2 — )LCEET A7 OIT/ERR SN~ NP L— /L 25
RLET,

« show asp drop

ey 7rEnNiry b ERRLET, Rey 702 A4 FI2o0nCid, LN TR LE
‘j‘o

 show conn

[X - inspected by service module] 7 7 7 & RKR_T 25 Z LK D, HNAEY 2 —/LITHRE
SNTNDEINE I MERLET,

show asp drop =~ > RiZ, ASA FirePOWER & ¥ = —/VIZBHHET 2RO Ku v 7EHEEZE 0 5
TEBTEET,

JL—L FOovF:

e sfr-bad-tlv-received : ZINFEAET 5 DIL. ASA A FirePOWER 725325 L7237 v MR
U —IDTLV 23720 & ¢, FERE Ny hoT 7 3> 7 4 —)L KT Standy/Active
'y RRRESHTOARWEASIZ, 2O TLV MEEL TWARLENH D £7°,

s sfr-request : FirePOWER LORY & —NEH T, 7b—A% Na v 795 &L 9 FiePOWER
MHERESNELTZ, ZOKRY > —I2k > T, FirePOWER |%7 7 3 a2 > % Deny Source,
Deny Destination, F 721X Deny Pkt IZEXELE T, 7L —L0B K v I REThholih
X, 7o—ZEE L TWAEEY 2—LORY U —2iER L ET,

o sfr-fail-close : /X7 v b3 Ru v 7 ENT=DE, I— RBIEFRTIEAR L, BREFADRY
=3 Tail-close] ToHho7o22HTT GHRIC,  Tfail-open] OHEIX, I — KR FX T
YLTWTHEAT Y FOBERFHFAISNET) o W—FOAT—F AL, —ER
ZEHT 20, FEEILET,

o sfr-fail : BEfED 7 2 —{2% 3 % FirePOWER 2> 7 4 ¥ a2 L— 3 UBHIBRENLTEY .
FirePOWER THLEITE 20z, Fry 7 EhEd, ThRRETLHIZ LT, 1FLAE
HEFA,

ASA FirePOWER £ 1 —)L .
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« sfr-malformed-packet : FirePOWER 725 D /N7 Mg~y X —NEENFE T, T2& x
X, A~y X —RBNELIRWATRELRH Y £7,

s sfr-ha-request : EX = U7« 777 A7 2 A FirePOWERHA B3R/ v h&EZEL, *
NEBETE o268, 2O HZREML, oy MR Fay 7S ET,

s sfr-invalid-encap : ¥ X =2 V7 4 T TA T VAR Iz A vb—2 ~y X —%FD
FirePOWER /7w h&ZfET 0L 2O ZREML, N7y MR Rry 7ShE
j—O

e sfr-bad-handle-received : FirePOWER & = — /L2584 > N CARIEZ 02— > RV A252(E
L., 7r—% Ky 7 LZE L7, FirePOWER 7 2 —®O /> KN 7 o —HFPIcEHE X
nNaE., ZOBTUEANEML, Zua—L27y R ASA TRy 7 &,

s sfr-rx-monitor-only : €X = U T 4 77 T4 TV ANRE=FEHE— RD & Z|Z FirePOWER
Nry bEZETDE, ZOATEBEML, Ty PR ey ZFSRET,

JOo— koy 7

o sfrrequest : 72— %K T IH5H T &% FirePOWER NERLE L, 77var Ev 0
MRESNET,

s reset-by-sfr : 72 —DFK T & Uty % FirePOWER AER LE LK, 77V a v By b
1 BBRESHET,

o sfr-fail-close : 72— & T IEOLNEZDIE, H—FKBF T RETHY . REFHDRY
V=2 Tfail-close] THo7=N5H T,

il

&Iz, show asp tableclassify domain sfr =~ > ROl ZRLET, VAA LT veTa—
PNIVZRET D . AT —TNDIRIZT —ZNFR S, HAT—T VI 5D 2 LITHE
BELTLEESW, A2 =T ANV XA VT FERET D5H1E, MGOT—7/Z
T—ANEENTVWLILERSY 7,
ciscoasa# show asp table classify domain sfr
Input Table
in 1id=0x2aaae04034f0, priority=71, domain=sfr, deny=false
hits=0, user data=0x2aaadfdedf40, cs i1d=0x0, use real addr, flags=0x0, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

input ifc=management, output ifc=any
Output Table:
L2 - Output Table:

L2 - Input Table:

Last clearing of hits counters: Never

. ASA FirePOWER £ 2 1 —)L
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ASA FirePOWER £

ASA FirePOWER £ 2 1 — L DEFE .

a1—ILDERE

T3y bT+—
T RE L)) —R £ A
ASA5585-X (™ _TDOET/) TlHT 5 |ASA92(24) | ASAFirePOWER € ¥ = —/LiL, &AL IPS (NGIPS) |
ASAFirePOWERSSP/N— R =7 E ¥ 2— | AQA TV r—=varoafittl ar br—n1 (AVC) |
N R— b, FirePOWER |URLZ 4 V& U7 GER~L Y =T 1%# (AMP) 7¢
N N -, - - =l ﬂ: -
FirePOWER ¥ 7 ¥ =7 E a2 —/L & N : -
e (g B REA—Fy FEEEF TV ART LY b= KT
’ HRTXET,
ROBEENEANSILE LT,
[Home] > [ASA FirePOWER Status] [Wizards] > [Startup
Wizard] > [ASA FirePOWER Basic Configuration]
[Configuration] > [Firewall] > [Service Policy Rules] > [Add
Service Policy Rule] > [Rule Actions] > [ASA FirePOWER
Inspection]
ASA 5506-X T ASA FirePOWER ~ 7 k7 = |ASA 9.3(2) ASA 5506-X T ASA FirePOWER ¥ 7 b7 =7 £ 2 —
T 'Y a—VEYHR—1F (ASDM TOFE ASDM 7.3(3) VA FEITTEE9, FireSIGHT Management Center %15
Y a— )V DOFREDYR— FZETr) ASA LCEYVa2a—LEEHLEY, ASDMEZFEH LY 3%
FirePOWER LemTERT
S4.1 ROBEEAEANSILE LT,
[Home] > [ASA FirePOWER Dashboard], [Home] > [ASA
FirePOWER Reporting], [Configuration]>[ASA FirePOWER
Configuration] (¥ 7 _X— %% Tr) | [Monitoring] > [ASA
FirePOWER Monitoring] (7 X—T %5 Te)
N7 T4 VEAL LI ary A4 F— |ASA93(2) Y= AR =T ROV, FTT740 0%
7 = A A% ffH L7= ASA FirePOWER /3 | AGA EV 2K ETDHEIIC T T 4 v VHRIEA F—
7 E=AHEME—FR FirePOWER Tz A AZRETETLHIIICRVELEL, ZOE—RT
5.4.1 i, B a— Vb ASA L N T T v RS2 F
A,
traffic-forward sfr monitor-only =< > K352 2R —
FENTHWET, ZHUL, CLI TOAFKETEET,
5506H-X, 5506W-X, 5508-X, LW ASA 9.4(1) FireSIGHT Management Center % i {9~ % {40 ¥ |Z ASDM
5516-X [fliF @ ASDM Z T L7=E Y 2 —/b | AspM 7.4(1) | ZBHML T, E¥a— 2B TEET,
paras —
REOYH—F ASA FLOERE o~y RiBENEh T ERA,
FirePOWER
5.4.1

ASA FirePOWER £ 1 —)L .
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T5v k74—
1 L)y—x | EHEA
5512-X ~ 5585-X [fi]i} @ ASDM %41 L 7= |ASA 9.5.(1.5) | Firepower Management Center (IH4 FireSIGHT Management
T a— )VEBOYR— ASDM Center) Z{HEHTHRPDOVIZASDMZEH L T, £ 2 —
7.5(1.112) NEEHTEET,
ASA FLWEmE Lz~ RGBS TWEEA,
FirePOWER 6.0
ASA FirePOWER 6.0 TOT 7 7 1 7 %kl | ASA 9.5.(2) XX 7T 47 R—HLBERETIE, ASAFirePOWER6.0 T
Fx ¥ I T 4T R—2 L, ASA WMEDTAT T AT A R)—%ENLTCT 7T 47
FirePOWER 6.0 | #alE 2 AN T 20BN H Y £7,
WO~y RPNEAFIIERSNE LT,
captive-portal, clear configure captive-portal, show
running-config captive-portal,
ASA 5506-X U — X35 L UVASA 5512-X @ | 9.10(1) ASA 5506-X >V —XEBLV5512-X TlE, A E U Ol

ASA FirePOWER “E ¥ = —/LCi£9.10 (1) 1%
YAR—hShTHEEA,

(ZX V. 9.10(1) LAKE TP ASA FirePOWER £ = —/L (%
PAR—bFENRL< 2V ELE, ZOET2—LOEM%
LT D1TIE, 9.9x) LATORIEED E FIZ L THE I HSHE
NHYET, TOMDEY 22— Z A FII5I &k
R—RrENnET, 2.10)ICT v 77/ L—FT5 L,
FitePOWER E Y 2—/VIZ b T 7 4 v 7 B RET D200
ASARENHESNET, 7y 77 L— FENCREE &
TRy 7T v 7L TLIEEVY, FirePOWER A A — & %
DOFEREIXSSDIZEDEEDORETHRFEFSNET, ¥
TL— RTDHEEIE, Ny 7T v 7D ASA K EL =
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