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and 10.1.3.34 to 209.165.200.225
Deny all others

ASA

Ewéa

ACL Inbound
Permit from any te an

;i/ I:]IJ

10.1.3.34—» 209.165.201.8
Static MAT

".

ACL Inbuund
F"errmt from any to un

o

10.1.2. ﬁ?-—h 209.165.201.6
Static NAT

ACL Inbound
Permit from any te an

5

10,1174 209, 155 201.4
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ASA 1Z., #ESLEINT= R F RO X —2 T T 4 v 7 T XTHFALET,

72720, ICMP 2 XD axy va vy LA T o fa i onTid, ASAIFH Aty v a v %
MESELET, Lo T, (ACLEEETA LV H —T oA ALFEA LV F—T7 =4 ZTHEAT
HZET) TR NL—=ILTHITHODICMP ZFF [ § 57, ICMPA VAT v ay mry
EAR—T VT HULERHD ET, ICMP A VAT v ay mo VU id, ICMP &y v a v
ZRTmEGE L LCIRWET, 728 2IE, ping ZHEd 5121%. echoreply (0)  (ASA 725
HRABR~) F7zitecho (8 (KA RNH ASA~) HHEELET,

JO—FX Y XA ETILFXXYREF PS5 T4 9D
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NTIHLBEE S E R A,

)B3—> b5 74 921239 % EtherType JL— /L

EtherType (T2 RV v a U VABITH L7200, N7 7 4 v 7 ZWiimll@im I E 5 L8R H 5
éﬁ\ﬁﬁ@%y&—7m4x_w~w%ﬁﬁﬁéz£m&@i#o

MPLS D &F 7]

MPLS % #F Al 9 %3541, Label Distribution Protocol 3 & U} Tag Distribution Protocol ™ TCP #%#5¢
2% ASA % H L’Cﬁﬁiéﬂé EolcLT7Eawn, 2, ASAAM F—T A A LD

IP7 RLA%ZLDP v aE/2TTDP £y g @ router-id & LTEEHT 2 L 512, ASA
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FRHBOICERSNET, ChAO0AT V=2 M, b= F—T L Ea—DZFNb
DAL R—=F 2 k3= MIHBICIRE S FvE 23, [Tools] >[Preferences] T [Auto-expand
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YRTHELTOWARWACLZBB (72782 v—A%@EM) +52¢bTEERA, -
L, ZOT 7 ANV NOBEEER L, 7Y/ METILACL ZERT HANIZENLD
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7t AHIHDERE
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W IEA U =T 2 A AR L OHHEBNHR S, 7 a— L b= 3 b & 3RI0 7
N—=TIZELEDLENTWET, HET 7 ERANV—NVERETLHEIE, ZOX—UTHYIRS
NET, INLDT A=W MERENTT VBRI N—T L LTA v F—T = A ZRE2ZT
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A B —T =2 A (BVI) EET VP T N—T A NR—=DA B —T = A AD )7
2T VA N—VEER X ET,
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N—IVDEFRNTT LIzH, [OK]ZZ7 Vv 7 LTL—V T—7 VBN LET,

AT T4 [Applyl 227 Vw7 L, TR N—ILEREIMRELET,

. TOEX L—IL
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72 L—Ln7os7 ¢ [

TR IIL—ILOTAIINT 4

TIEAN—=NVEBNELITRET D2 LZICRETELTBRT L HZRITRLET, £<D
T 4=V RTIE, WERY 7 AOFIZHD[LIRAE7 ) v 7 LT, TDT 4 —/b RITHHE
TLHAT V=l MBI ERk, RETEET,

A3 —T4R

N—IREHSNDA U H—T A A, T a—rb )b— )V EERT 58613 [Any] % 3R
LET, Ty RE—-FDT IV ¥ INA—FIZx L, 7V v RSN F—T oA R
(BVD) FERTV v IN—F A R_R—D A F—T 2 AERINTXFS,

[Action] : [Permit]/[Deny]

RO ST 7 4w 7 HFFAIT 20MES () T2 ELET,
[Source Criteria]

BELEIELTWD NT 7 4 v 7 ORIEEDRE, [Source] IZRET HMENRH Y 7
N, FOMDT aXT 134T a T,

[Source]

BEITLDOIPvE 21X IPve 7 KL A, T 7 4/ MElXany T3, ZiUIT TP IPv4
FRIEIPV6 7 RLAIZ—H L ET, IPvd DLE X —4 » NMIT 5581 anyd %,
IPv6 DFH% 2 —7y MZT 585 EITany6 2 TN EVERTEET, BH—DKRA N7
KL A (10.100.10.5 F 721 2001:DB8::0DB8:800:200C:417A 72 &) . 7 % v b
(10.100.10.0/24 %7213 10.100.10.0/255.255.255.0 FE=, F 721X IPv6 DA IX

2001:DB8:0:CD30::/60) . X NI —7 77 "ERITIRY NU—7 ATV
N TNV —T D4R, ETFA X —T oA ADLAFIEIEETEET,

User

TATUTATA T7AT VA= VERHLTCOLHEEIE, 2 —FEida—9
IN—T% 87747 DFEELE L THRETEET, =2 —¥FRBEFHL TSP
7 R AFIN—MI—HLET, =2—¥4% (DOMAINwser) . +—H 7 )L—7

(DOMAIN\\group (2 DD\ I N—T % &R LET) ) | Flida—VF A7V =7
N IN—THBETEET, ZTOT7 44—V RTIE, [.]E7 VU v 27 LTAAA —R

T N—T DR RIS D130 BARTEZ AT L0 bIE50MH T,
Security Group

Cisco Trustsec Z AN L TWAEAIL, BEX 2 VT 4 JA—TO4RIRH 7 (1~
65533) . FEFEX VT4 IN—T ATV NERETEET,
[More Options] > [Source Service]

TCP, UDP F£721% SCTP #%65t— v R & LTHE L7=¥%AE1E,. TCP, UDP,

TCP-UDP, F721ISCTP#EXTERFADY—EARAFTT V= kv, MDA 7 V=
J RNeA 7y a rCRETCEET, @FIX, Y —ERAOAEERL, EETT—
ERTERLET A, FHEL—ERAZERT HIHE, st —v 2071 hanid

BELY—PR—HTIHIMLERSGD FT (ZE2E MFEbR—FEEDOH D/
BRUWNTCP 72 )

TR IIL—IL .
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[Destination Criteria]

WMELLOIELTWD T 74y DX =5y NOFE, [Destination] I$5%E T 2 M E
HYETN, TOMOT T 134TV a T,

Destination

SEHED IPvA £721X1Pv6 7 KL A, 7 7 4/ MilZany TF, ZHIETXTOIPv4 £
721X IPv6 7 KL AIZ—E L E T, IPvd DBE X —7 > MZT DAL anyd %z, IPv6
DOHZEH—2y MZT AT anye 22N EEATEET, H—DKRA N T RL
Z (10.100.10.5 % 721% 2001:DBS::0DB8:800:200C:417A 72 &) | 7% k
(10.100.10.0/24 % 721% 10.100.10.0/255.255.255.0 FEZ, £ 7215 IPv6 DAL
2001:DB8:0:CD30::/60) . v NU—27 ATV =/ NERIIFRY NI—T TV =7
N IN—TD&RI, FTFA L H—T oA ADLARHIEFRETCEET,
Security Group

Cisco Trustsec ZHNZ L TWAEARIE, BEX 2 U T 4 TNA—TDL4FIRFZ T (1~
65533) . £2l3EX 2V T4 IN—T F TV FEEETEET,

H—EX

IP, TCP, UDPRED T 7 4 v 7 DF v hajj, #7733 TTCP, UDP, F£721%
SCTP DR— hEFRETEET, T 74/ MIIP TR, kv BRkWR7e harz
BELT, ¥~y MZTDHRI 74w 72 LV RETHZENTEET, @
Wik, SO X A TOY—EA ATy bEERLET, TCP, UDP, BIW
SCTP D& 11X, tep/80, tep/http, tep/10-20 (AR— h&GFH) | tep-udp/80 (AK— k 80 ™
EED TCP £721XUDP F 77 ¢ v ZIZ—F0) . sctp/diameter D K 9 1T — kN ZF5iE
TEET,

Bl

=D BWIOFAEZ AT LET, 1 ITOERKITTFHIL 100 XFETTT, EEITE2 AN
TxF9, CLI TIE, 108X M LTEMEN, L—/LORNIEEBESNET,

GE) 12077 v b7x—2 (Windows 72 &) ETHFELANOLFTaAy hEBML, £
SOXFTERDOTZ v 874 —24 (Linx 72 E) DHHIBRLE S & LEHE, TOXXTHR
EL SN2 W OfRESCHIBRZ FIT T RWAREMER H Y £9°, Z OHIRIE, &FfE
SO THEIFEFIERFETELa—RTH7 Ty N7+ —L2OERGFHEICED DT

o

el

[Enable Logging] : [Logging Level] : [More Options] > [Logging I nterval]

0¥ AT g T, IO Tsyslog A v E—V %2 ED L IIZERT 0%
ERZRLET, RouX o r A7 va v aR EcEET,
[Deselect Enable Logging]

A= Dua Xy IR ET, ZOL—M BT ABEICOWTIE, F0¥
A 7D syslog A vE—YbLRITSNERA,
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[Select Enable L ogging with Logging Level = Default]
=T 74 hOu X RSN E T, BRI HEE D &I syslog A >
T—106023 BFITSINE T, TTITA TV ARKBEEZT TODL5EE, ZOA Yy
TV ORITHE T - RITEEE KT RN DD £,

[Select Enable Logging with Non-Default Logging Level]
106023 DOV IZ, HEHI S HT syslog A v E&—7 106100 Dt S ES, A vE—
2106100 1E, ETFHRMICE v b L EIRITESNE T, ZD%, [More Options] >
[Logging Interval] Tax & L7[ff@ Z & ICHRIT S, TORIBAOE v MIEZ R L E
T, HERINDuX 7 LU [Informational] T3,
FRA Y=V 2ENTDE WEORBZEH TELLLbIT, BRI TE
A=V OGN ELIZR Y £F, DoOSKEBEEZZITTWDLHAE, A »E—106101
WERSNDZENDHY T, ZHUI, Ay E—T106100 DE v b BT hDOARK
RSN XY v oo SNTHES 7 2 —0HR, 1 DOMRICE T DR KB EZE 2
oL ERLET, TORRT, 77747V ATKREZRBT 572012, RO
£ CHEHEROIEZIFIE L E T,

[MoreOptions] > [Traffic Direction]

= ®J5E ([In] £721L[Out]) ZHELET, 7 74/ ME[In] T, Za— v 77
TR NV EERT AN TIEIOF T a  LOERTE EHA,
[More Options] > [Enable Rulg]
IW—IVNT A RATT VT 4 T2l TWDHNE I, BIHZ > TN D—/LiE, —
NT =T MR B LG EDOTF A P TERREINET, V—AVEERNITLH L, L—L
EHIBRT 22 V=NV D T T4 v 7 ~DOEHEFIETEET, 20D, ZD
N VISR LM LT A E, RCHEARNICT L2 LN TEET,
[MoreOptions] > [Time Range]
V= IVINT T 4 TITIR o TV DEED B DI LA 2 ERK T DRH#HEA 7 ¥ = 7
~ DA, RERFIFE 2R E L2RWGE . v—WXEICT 7T 4 7T,

TOERIL—ILDHEMA T a > DETE

TIEAN— VDA S a v EFERH LT, V=L OBMEO—EE I AT A AT HT LR
TEXFET, 270, 2nboF 7 avid, FEAEDEASICHUICEET AL SICT 741
FCHRESINTWET,

FIE

AT 71 [Configuration] > [Firewall] > [AccessRules] % 4R L £,
ARTY T2 V=V T—=T VD FIZHD [Advanced]| R¥ %7 V) v 7 LET,
ATYT3 ROFT v a v BB U THRE LET,
» [Advanced Logging Settings] : 7 7 4 /L RSO X 7 E2FHETH L. A »E—106100
DOFEFHEREFDIOIEG 7 —R3Fry vy ashExd (727 R /L—/LDsyslog A~

TR IIL—IL
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B 7rex—romar 7o aone

=T O (19—) 2&M]) , AEVBLOCPU Y V—ANERIRICIHE SR
WEZT D7D, ASAIFFRIRHES 7 o —$UcHlfR 2 E LET, Ziuk, ES7a—
MEEZRLTWDHARMERH D720 T, ZORIRICETH L, A vE—106101 3
FITENET, 106101 ITOWTUTFTERETEXET,

+ [Maximum Deny-flows] : ASAIZ LY 70 —DF v v ¥ aBMEIE SN AN S5
7 v — O KEZ . 1~ 4096 OFIFATHHEL £9, 7 7 4/ hd 4096 TT,

s [Alert Interval] : E5 7 2 — N RBUCELIZZ L ERT VAT LA BT AvkE—Y
106101 233847 S AL D WsfEfERE (1 ~ 3600 F) ZfEELET, 7 74/ MI300 7T
‘g—o

s [Per User Override] D7 —7 /L : —HF OFBFEAIZ RADIUS h— "\ b X7 m— R L7z
FAFIv I a—FACLEA VH—T7 =4 AZED Y THNIACL LV HELTH0E
IMERELET, eziE, A X —7 24 ZAACLA 100002060 T 7 4 v 7 &3
RTHEEL, #4712 27 ACL2Y10.0.0005D NT 7 4 v 7 3T XCHFATIHA, £
Da—HFIZEHLTIE, 4TIV 27 ACLICE>TA v F—T7 A AACLH LEXENE
T, 22—V DO LEEEEZHATHEA L HF—T A AZOWT, [PerUserOverride] = v 7
RNy 7 ReF AT LET EREIMOR) , 2—HFTLD EEZMENT + E—T 1Tk
5HE. RADIUSH— N2 Lo T ENAT 7B A V—VE, FDA v HZ—T =2 A LT
BRESNTETI7EAL—LEEEENET,

T74NBFTIE, VPNUE—FT 27 B8R NI 74 v 7i3A % —7 A ZACL L A S
VEH A, 7272 L. [Enable inbound VPN sessions to bypass interface access lists] % &

([Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Connection
Profiles] ™~ ») D@ERZfEER L725E1%, 7 Vv—7 RY 2 —T VPN 7 4 L Z 03 EH &
NTWB 0 E 9 )y ([Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group
Policies] > [Add/Edit] > [General] > [More Options] > [Filter] 7 1 —/L' F) | ¥ X U [Per User
Override] 47> a VAR EL TNDENE I ML - TEHER R £,

» [No Per User Override, no VPN filter] : T 7 4 v 7 i3A ¥ —7 =1 XA ACL L FREX
ET,

* [No Per User Override, VPN filter] : T 7 4 v 7 i3ET A ¥ —7 =1 A ACL L B&
SH, WIZVPN 7 4 L2 ERESNET,

* [Per User Override, VPN filter] : 87 7 ¢ v Z X VPN 7 4 L X DHEWRESNET,

* [Object Group Search Setting] : [Enable Object Group Search Algorithm] Z#&{R$ 5 &, L v 7
Ty T ORI 3= AIMETFLETN, A7V N INA—TE2EHT L7 78R L—
IVORBITHLEIRAEY) ZMRA DM TEET, A7V =7 NI V—TREE A —T
MILTeHE, Ry NU—27 372 =7 MIERSNERAN, TNOLD T VL—TDiER
WHEANWT—HT DT 78R L— L RRBESNET,

[Enable Object Group Search Threshold] Zi#®IR L CL X VMEZHE L, X7 4+ —~v 2 ADIK
TEPIELET, LEVEZMER LZEWETIL, B2 L ICH B 5 0m 5D P 7

RLANRRy NT—=0 A7V x7 FERESNET, BELT FLRAIZ T4 7V =
7 MO, 5T RLRAE—ETHHO 1 TEEZB2 5 LHEwNulshEd, —&F
BOPRIZID Z L w2 <TeDIINV— L ERELET,
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GE) AT N ITN—TOKREIF, Xy NI—I ATVl MY —ERAL TV
7 bOKRTEELET, EX2V T4 7 N—7FT7 V=7 FTIHEMELEHA,
ACLIZEX 2 U T 4 ZNV—TREENTWEELEIR. ZOMEEZEIC LN
?<témOM1ﬂ#77747a@otb\%®m®%ﬁbﬁw@¢kﬁéﬁ
REERH Y £,

s [Forward Reference Setting] : % . ACLE/ZIIA 7V =7 b J—T1ZR\0WAT V=7 b
RAT V=27 N IN=T2ZR LY BAEZRENTWE ATV =7 FRAT V=7 b
TN—T%HIBRT 52 LIXTEEHA, F72. access-group 2~ R THE L TWRWACL
W (T 7 RAN—NVEEH) 7562 EbTEERA, ZEL, 20T 7 4L hOBE
EEEL, A7 V=7 PERITACL 2B DN T b2 THIAZH) T 58912
THLENTEET, A7 V=7 FERIZACLZERT HETIE, ZNHE22RT 51—
NRT VB A T N—TITEH I E T, FASE A X —7 /27T 5%, [Enable the
forward reference of objects and object-groups] Z#IRN L £4°, FFIZHE A X—T I T D
& BFEOAT V=7 SOBROANT) I ANFEFISZHAE ASDM THBITE <25 =
ITHEBE LTI,

ATy T4 [OK] &7 V7 LET,

EEBT7I9ER IL—ILDHETE

BEOYT (E713EEOET) 775 ASA ~D to-the-box FFL T 7 4 v 7 Z I+ H A >
B —T7 A AACLERETEXET, ZDOXA 7D ACLIL, IKEDoS (V—b i) WE%r
Tuy 73558 SICEHTT

WEDOT VA=)V ETRRY, A =T =2 f AD— $@£Ew~w®$% VL EER D
deny H VU FHA, TOMRDVIZ, BEHT 7R L— Il LARAWVERIZETOT 7 & A
L — L CRMI S L E T,

FIE

AT 71 [Configuration] > [Device Management] > [Management Access] > [Management Access Rules] % %R
L%,

N—WFA o F =T = A ZRNEL SN TOVES, B A—T N, fFEnTary br—L 7
v%/mxkbf4/& T a2 A ZZEND ETHNTIERACLIZAHYE LET, €460 ACL
% [Access Rules] ~— 3 X OV [ACL Manager] ~<X—VIZERINE T,

RT9T2 ROWTNNEFRITLET,
s FrLUVIL— L& IBINT 5120, [Add] > [Add Management Access Rule] DJIEIZIEIR L F 9,

o AT FTRNORFEDGZITIC N —/VEFAT 2121%, BINT 2550 FiZd DBEFOL—L
%34 L C [Add] > [Insert] DNEIZEIN T2 2>, [Add] > [Insert After] DJAIZERIR L F 7,

TR IIL—IL
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. EtherType L— L DR TE

o — L ERRET DT, V— L EZ®RIRL, [Edit] 227V v 27 LET,

ATYTI N—nNOTanT 42 AN LET, BRTDLERA TV a VERIRLET,

s [Interface] : V—NEHWHTHA LV X —T =2A AEHELET, VT Yy FE—FDT Y v
CIN—=T T, TV A v H—T A A BVD) EFTV T TN—T A N—
DA VE—T A ADMFIZT 78 A N—IVEERTE ET,

s [Action] : [Permit] £ 721% [Deny] : XfG:D k7 7 4 v 7 ZFF AT H0ES (B3 +2500%
BELET,

* [Source/Destination criteria] : £t (FBIET LX) L%% (M7 74 v 7 7un—0DF—
Fy N T RVR) #EHZLET, @FIZ, FANELEFY T XY bOIPVE T KL AE T
IXIPv6 7 RV AZFRELET, ZHUEFry NI —7 IRy NU—2 A7V b F
N—TTCRTZENTEET, FELO—FAELIT2—F I —TABIEETEE
T, F£7o. [Service] 74 —/V RThT7 74 v 7 OFEEERET DL, TXTOIP M7
T4y TERL, BED N T 74 v 7 2R ET D=V EAERTE £T, Trustsec &
FAEL TV DAEAIE, ¥ X2V T 4 I —T %ML CEELE AL ER T ET,

ERFEER T RTOFT v a VOFEMIZONTIX, 778X L—1O7 a7 ¢ (11 =_—
V) BZEBLTIEESN,
N—VDEZRNTET Lizh, [OK] %7 U v 7 LTL—/v T—7/MZBMLET,

ATY T4 [Applyl 227 U v 7 L, N—ILEHEIRITELET,

EtherType JL—ILDEEE

EtherType L —/VIZ T ) vV TN —T A N"—DA o H—T =2 A (N—T v RERITFT
AT VLY RN T7AT U= E—F) OFIPLAY2 VT 74 v 7 ICEASNET, Zh
SONL—NEMHEHALT, LA Y237y NN EtherType fHICESWCT N T 7 4 v 7 Z7F A &
T IXEHECX £9°, EtherType L —/LTld, ASAZRRHET HIEIP N T 7 4 v 7 O 7 v —%Hlf#
TEET,

TV Y TN—T A NR—=DA ¥ —T = A A YEHEF L O EtherType 7 7 £ A JL—/L D
F &M TE £ J, EtherType /L—/LiX, EIRT 7 B X —LITEBRESVET,

FIE

AT 71 [Configuration] > [Firewall] > [EtherType Rules] % 3#R L £ 9,

= VEBA U H =T 2 A ABLOH AN SN TOET, K7 =70 fElRSTA >~
H—7 x4 RZEIY YT ST EtherType ACL \ZFHYS L £,

ATV T2 RONTNPEFEITLET,
« B LUWWL— L& IBINY 5120, [Add] > [Add Ether Type Rule] Z &R L £,

. TOEX L—IL
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EtherType JL— L DR TE .

o 2T FHNORFEDBATICV—/L A AT A2, BT 280 Fiodh 2BFED/L—L
% 4R L C [Add] > [Insert] 238957, [Add] > [Insert After] 238K L £,

« V=L ERRET BT, V=L EBIRL, [Edit] 27V v 7 LET,

ATYT3 N—=NDTanT 42NN LET, BIRTDHERAT v a VERITRLET,
s [Interface] : V— NV ZEHAT HA v F—T =4 AZHELET,

* [Action] : [Permit] £ 7213 [Deny] : XD b7 7 ¢ v 7 ZFFAIT 2068 (BEE) T250%
fRELET,

s [EtherType] : IRDA T v a Vv EERAL TR T 7 4 v 7 ZAETEET,
cany : TRTHO KT 7 4 w7,

ebpdu: 774V b CTEHFRAIESNAT U vy Fu balrsy—Fa=y b, REZWHT
HE, ZOXF—U— RiET /34 A LT dsap bpdu (B S E T,

s dsap : IEEE 802.2 i#R U > 7 il DA — R T /R KA bOT K
LA, 512, [DSAP Value] (2 0x01 ~ Oxff OFFHD 16 #EEL CTHFA] 213G T 57
NL2AZEGEOLUHENDY £9, KIZ, —HOLET FLADHEERLET,

Ox42: 7V vy Fubharsy—%a=y L (BPDU) , REZHHATHE, =
AULT /314 A ECdsap bpdu (2B # S v E T,

» Oxe0 : Internet Packet Exchange (IPX) 802.2LLC, Ex#MHT 5 &, ZiuITs N
A A L Cdsapipx (SN ET,

+ Oxfe : Intermediate System to Intermediate System (IS-1S) , EXEZxwWHTH &, =
ET A A L CTdsapisis iCE# SN E T,

« Oxff : Raw IPX 802.3 B, REZWEH T 5 &, ZAULT /34 A 12T dsap raw-ipx
IS IVET,
« €ii ipx : Ethernet I IPX JE=., EtherType 0x8137,

* ipx : Internetwork Packet Exchange (IPX) , Z®X—U— KX, 3 2DOfEB]D/L— L%
BIET HTH O dsap ipx, dsap raw-ipx, BL W di-ipx D a—r By T, ZD
BHT, BREET NA AT LIcR R CEITSNE T,

iSiS Intermediate System to Intermediate System (IS-IS) , sx/ExEMHT 5 &, ZDF—
— NZF /34 A L Cdsapisis A S £,

mpls-multicast : MPLS /L F % ¥ & I,

mpls-unicast : MPLS =% ¥ X |,

[hex number] : 16 £ k® 16 #%x 0x600 ~ Oxffff TH&E CT& H{EH D EtherType,
EtherType ® U X MMZ-DUWTid, http://www.ietf.org/rfe/rfc1700.txt (27 7 £ X LT, RFC
1700 [Assigned Numbers] ZZHL T 7ZE W,

TR IIL—IL .
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* [Description] : /L—/L D BHOFHHEZ AT LET, I {TORKICFHIL100 LFETT, &
BITE AN TEET, CLITIH, £708aAr hE L TGBEME, —/VORNCELRE S
\i‘a—o

« [MoreOptions] > [Direction] : /L —/L D J5[A78 [In] 7> [Out] EFRELET, T 744 M
[In] T9,

N—VDEFRNTET Lizh, [OK] %27 U v 7 LTL—b T—7/MZBMLET,

[Applyl #7 UV v 7 L, M—VEFHEIHKGELET,

ICMP 75t X JL—ILDERTE

ATy T
ATy T2

T 74/ N T, IPv4 E720EIPv6 2 L TEE DA ¥ —7 = A AIZICMP /37 v N & ik
BFTEES, =L, ROBIRH Y £9,

*ASAE, 7E—RX¥ A KT RFLAFGTD ICMP =2 —FERISE L EH A,

cASAIZ. NI T4 v IDERETEAN L E—T A ZAFETDICMP FT 7 4 v ZIZDISE
LET, ICMP 57 4 v 2%, A v F—T A ARETHNT-A L2 —T = A ATEE
TXFEHA,

FONA A B BENLIR#ET B2, ICMP L— A ZFHEH LT, £ X —7 = A A~ ICMP
T RBABREDEAN, *v hU—27 F£RITICMP ¥ A FIZRETE 9, ICMP /L—/b
W7 78 2=V ERRRICIERF 3 &Y . 7y MIRIIZ—E LTI V—V DT 7 2 a9 D5
HanEd,

A B —Tx A AZxF LT any ICMP L — /L& ET H L, ICMP /L—/LD U A K D4 IZHE
KD deny ICMP /L — /L3 BN S AL, T 7 40 NOBEREE INET, D7D, —FHD A v
=T HATETEEETIGAE., BODAyE— XA T EFHFTDH L HIZICMP L—
DY A N DEA%ZIZ permit any /L—/L &G D HMBINH Y FT,

ICMPEETRGERA v — F A7 (ZAT73) OHEREZFIINGTLZ L 2L E£4, ICMP
BEREA v =R T 5 E . ICMPRAMTIUT 4 A BN BT 4B —T L2720 | IPsec
BIORPPTP b T 7 4 v 7 MEILTHZ 08BV 9, £/, IPv6 D ICMP /37 v M, IPv6
DAA N—EHZ T v 2 EHENET,

FIE

[Configuration] > [Device M anagement] > [M anagement Access] > [ICMP] DJIEIZER L F 9,

ICMP L — V2R ELET,

a) —L%ENMT 5 ([Add]>[Rule]. [Add]>[IPv6 Rule]. 7-i% [Add] > [Insert]) 7>, /L—
NEBRINL TR L E7,

b) HIEHTHICMP ¥ A 7 %R L EF, TXTOHX A FICHEHT 256 Fany 8RR L E 7,

. TOEX L—IL
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ATvT3

TOERRIL—ILOE=AY LT .

N—NEEATHA U H—T oA AR ET, KA ¥ —7 =4 A3 L TREBINC
N—IVEAERT DN H Y £,

—H LT 747K LT 7 AT H0EGET 50 E RN L ET,
TRXTORTT 4y 72— EEAT 25515, [Any Address] Z &I L £9°, FrEDOR
ANEITRY N7 2HlT 2561, 7 RV AE~RAT (IPvaDGE) /137 K
VAT VLT 4w 7 AR (IPv6 DE) #ANJTLET,

[OK1 %27 U w7 LET,

(A7 a ) ICMP OREFERFEA v &—UIZxt T HHIRIL, WOKAT v a o 2EHL TR
ELET, ASAZR YT D1 oL LTHERT D M L—R /b— NI LT ASA Ot 2 77 n 9
BH7=0HIiE, —E R KR Y 2 —T [Decrement time to live for a connection] 47" =

([Configuration] > [Firewall] > [Service Policy Rules] > [Rule Actions] > [Connection Settings] % 1
TRIRy I R) A F—TMITHIEN, b— MilllRZRESTHIMLERH Y 7,

* Rate Limit : BZEARFEA v =YD L — MillRZ, 1 BH72Y 1~ 100 OHFEPH THE L &

T, FTIANMI IBHED 1 A vE—UTT,

*BurstSize : /X— A s L— & 1 ~ 10 D&FHATHRELE T, HE, ZOMHEIZV AT LI

LoTEHSNTHEREA,

ATy 7Ta Applyz27 Y v LET,

TR IL—ILDE=R)Y

[Access Rules] X—IZK /N —/L Db v MERFRINET, By MRICH—YLEHEDED

k\

ZOFHEFR L HEAFRESNET, by MEEY By bTDIZIE, v—AE2EZ Y v

L T [Clear Hit Count] Z®IR L E£4, ZhxF(T7325L, RMUITRORITCA > Z—7 =4 X
HHINTWDLTRTOL—LDOE y MIBHEHEIND Z LITHERL TSN,
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