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F7, R ACL O E (8 3—Y) ZZHLTLIEIN,
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BT 7 ERAERET DI LT TT,

IS

AAANL—/V T, ACLEZERHLTRT 7 4 v 7 &5
Lij—o
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RY —IZHPEE ACL MEH S E 7,

N7 4 VTR S TOEY
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7 DFHI
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ACLEZEHT DL, VA TNONT T 4w 0 %
WmpcEES, Ty I BV T R — T
V— AU =7 &Y R— N HERICERSNNET, £
VaTRY =T L —AU— Y IR— b AR
%, TCP B L R B A VAT a v
REMBHY T,

TN TN—T A N—=DA L H—
T xA AIKTBIEIP T T 4T D
X NU—7 T U ZOHIH

EtherType

TV TN—T DAL NR—=THHTXTDA L H—
7 = A AD EtherType (Z3SW T, b T 7 1 v 7 &l
95 ACLEFRETEET,

Jb—h 74 VE ) 7B X OEEA D
KrE

STk
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KHEON—T 47 T haLTliE, IPT7T KLAD
N—hrTZ 4NV 7l (b—h~y 7% L) HF
BAATIZ ACLMER S vET (IPv4 7 R L ZADGEIIHE
#ACL 728, IPv6 7 N L ZDEITIEIE ACL N F N7
WERsnET) .

2747 hLASSLVPN D7 4 L4
V7

Webtype

Webtype ACL |, URL &5ica7 4 V21U 735 K
INIHETEET,

ACL Manager

ACL Manager |%, KD 2 DD HETRRTEET,

s AA T4 RUT, J=& %% [Configuration] > [Firewall] > [Advanced] > [ACL Manager]

DIEIZEIRT 5, Z D4, ACL Manager (21355 ACL OB NFRENET, 2 bHD
[Access Rules]. [Service Policy Rules], 33 UY[AAA Rules] DE-~<— 3 TIERK L
o= Ko THER ST ACL A5 £4vE T, ACL Manager CHde 217 2 arld., 2

ACLIZIZ,

NODON— VB L E 2 7200 IS ICEBE LTI, 22T LRI,
DO DAL — IS E T,

ns

« ACL WMLERARY =06, 74—/ NORRIZH 5 [Manage] Z¥ %7 Vv 735, Z
DA, WY 2 —THEEHRE ACL L HE5E ACL 23FF 7] STV UE, M50 ACL D% 7 H3
BINCFRRENFE T, FAl SN TORWIEGA X, B, IRk, F£ 7213 Webtype @ ACL D7
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T7OEXarvka—)L YR+ .



B aoz

ACL %

F7oERavra—Lyz |

AA 2 T 4 R CHEEHE ACL & Webtype ACL R ETx 5L 912, b ACL DRI
DOR—=UPHEINTWET, ZNHDOX—I%, 4RO\ ACL Manager & BEREIZIA U
Tj—o

« f=%E ACL : [Configuration] > [Firewall] > [Advanced] > [Standard ACL].,

» Webtype ACL : [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] >
[Advanced] > [Web ACL 4],

% ACL |21, outside in, OUTSIDE_IN, 101 72 EOAFTE 72 I13HE ID 23dH 0 £9°, AR
241 XFEUTICTHHERHY £4, ETa 074 FXalb—2a r2FRT5E X ICARTEMH
HIZARSTOND LI, TRTRLFICTHI L 2RI L T &N,

ACL @ B Z 804 2 OIZBALHomA A 2B L £3°, ASDM Tid,
linterface-name_purpose_direction] 72 E DA BAINMER SvET, =& 21X, D) 1~
H2—T A AZA Ry R THEM &S5 ACL O84121E,  loutside access in] @ X 9
2720 £,

BEk, ACLID IZEE T L7z, HEHE ACLIE, 1~99 £721% 1300 ~ 1999 DFIPHIZH V) £ L7=,
PEAR ACL 1Z, 100 ~ 199 F721% 2000 ~ 2699 D#FPFHIZH Y F L7z, ASA TiX. Zh 6 DOHFiH
Rl SN ERAN, BEEZEHATHHA1F, 1I0SY 7 by =T 2 FE 7+ H0—% L O—H
ROT-OIZ, ZhvbomARRlZs| AT 222 B8O L ET,

TR arvkckO— LI MN)DIERE
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LEHA, 72L& 21X, EtherType 8037 Z#F 7] 3 534A. ACL OFKEICH BRI 72 1T
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K)
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a< 2 R)

* AAA /L—/U (aaa..match =2~ K)

« WCCP (wecep redirect-list group-list =< > R)
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« L —FHAL ACL
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« DT T OEBED ACL
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Tl bEBEATHIENTEET, TOXATON—NEFERT DL L FEEORWICIEFF
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ACL 23T 77 4 72T D12 DIFEDK TIRZI D%, £ 80 ~ 100 B DEIENFEAET D56
NHYET, 72& 20E, FBEDK THZIN 3:50 DA, 2D 350 TR THZIICEEN TS
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s Webtype ACL |Z, V—T7T v KR E— ROARTHR—FINET,

 EtherType ACL |, V—T7 v REIX ORI F U AXRT LU N F—=FRT, 7V vV 7 —7
AUNR=DA L H =T 2 A AR L TOHYR—FENET,

Jx— LA —nN—EHSREYVY

a7 4 Falb—arvyvalidt, TaA N —N"—FT 7 T AL 2= ME TR
SNFE¥A, DDy ar TEFEaI v bTHE, BEEBYTNTOT = A VA —/3—
BLIOITASX 2=y N TEFOLEENKIINET,

IPv6

* JE3E ACL & Webtype ACL TiX, IPvd 7 KL A L IPv6 7 KL A& flAGbE A TE
£

« FYE ACL T, IPv6 7 LA FEACTE £ A,
s EtherType ACL CiZ, IP 7 LA IfFEH L £ A,

ZOMDHA FS 4 >
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1L, ClassC~ A7 255.255.255.0) MMEH X F T, CiscolOS~ A7 Tk, VA /L K —
FEey bk (28 20E, 00.0255) N™MEHSHET,

B, ACLERIIAT V=l b FN—TIFELIRNAT V=7 bEBRLY | BUE
SZRLTNWDEA TVl NEHIBRLIZV 52 813 TEXERHA, £72. access-group 2~
YRTHELTORWACL 2B (7782 V—NV%#H) $562LbTEEHA, -
L. ZOT 74V NOEMEEZEF L, A7V =2 NEILZACL ZERT DRIICZEND
 RIHFZR) CEXHL21CTH2ENRTEET, A7 V=7 bELIFACL 21ERKT 5
FTIE, ZNHESRTHNL—NRT VA T N—TITEREINET, AiFSRE A *—
TN T BITIE, [Configuration] > [Access Rules] # 3 L, [Advanced] R¥ > %7 VU v 7
LT, 778X NV—VOFFMREDA T v a @R L E7,

c FMELELITFET LA HOWTFEILE I — A TEEROHA 2 AT 5
L. ASDM TZNBDHEEICK LTF L7 4 v~ A DM_INLINE D47 = 7 h 7 /L—
TRHBIIHER SN E T, ZhbD4 T V27 NI, V=V T—T L Ea—DZnb
DAL R—=F 2 k3= MIHBICIREE SV E 23, [Tools] >[Preferences] C [Auto-expand
network and service objects with specified prefix] /L—/V 7 — 7 VR E & RINFEIRT D &, 4
TV MhERRTEET,

o (JEIREACLODO&A) WOMSHETIE, ACLZMEHLETN, TAT T 474 77 AT VA —
v (BENETNZTN—T2%F6E) . FQDN (FERERT N A A 4) | E721E Cisco TrustSec
iz &Te ACLIIMEHTE A,

* VPN @ cryptomap 2~ > R

* VPN @ group-policy =~ K, 7272 L. vpn-filter %[k <
* WCCP

* DAP

ACL D& E

ROEE7 a2 Tlx, SESERYATONH ACL OREHIECONTHILET, 7272
L. 77t&A L—/ (BtherType % &ip) . —ERARY T — b—b BIUNAAAL—/L L
LTHEHAESNSACL &, ASDM B ZNEDNL—ALR—ZDRY o —HIZEEBHDONR—U%
AL TV D ZOMOREIZHEH LD ACL IEFRE £97,

{3k ACL DERTE

L8R ACL IX ACE D4R & a T FE LTESINET, HILWACL Z2EkT 51213, 9
AT FEAERT BN Y £9, £Di%, ACL Manager T7 — 7 /L&l L T ACE %38
ML=V, BEfED ACE ##RE L=V . ACE 2~z /-0 Tx$7,

JLE ACLIZIE, IPVAT RL AL IPV6 T RL ZDMAEDbEEEHH LN TEXET,
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AT 71 [Configuration] > [Firewall] > [Advanced] > [ACL Manager] % &R L £,

ATFY T2 #HLWACL Z1ERT 585415, [Add]>[Add ACL] &R L. 4BiZ AL T[OK]Z27 Y v
7 LET,

ACL 2> T T —7MzBManEd, #cooars 2R L C[Edt) 227 Y v 735
ZEIiCky, arT o4 ELEETEET,
ATV T3 KOWTINNERITLET,

« ACL DKRIZ ACE Z B4 521X, ACLA £721X ACL NDOILE D ACE Z34R L, [Add]
>[Add ACE] Zi&IR L £ 7,

« ACE Z R E O TICH AT HI21%, BEFD ACE Zi&R L, [Add] > [Insert] Z &R L TZ
D)L—)V D 2 ACE Z3BINF 57>, [Add] > [Insert After] % 3R L £,

= VERET DI, VNV EERLUTC[Edt) 227V v 7 LET,

ATy T4 ACEOTuXT 2 AN LET, BRTIERAS TV a v idkoEE) T,

* [Action: Permit/Deny] : {EE L7= N7 7 1 v 7 ZFFa] (GEIN) T 520, G GRIUEER, K
—H) THLERRLET,

* [Source/Destination criteria] : £t BIET NV R) L%% (M7 74 v 7 7un—0DF—
oy b T RVRA) ZEFLET, @FIE, AAMELREFV TRy bOIPVE T RLAF T2
ILIPVv6 7 RV AZFRELET, ZHUEry NI —7 FiFRry NUV—2 A7V b F
N—TTRTZENTEET, FELO—FAFEIT2—F I —TAEIEETEE
9, F7=. [Service] 74— /VRTrT 7 4 v/ OREEEETDHE, TXTOIP b7
T4y TERL, ED N T 7 4 v 7 xR eT DN — VAR TE £7, CiscoTrustSec
ERELTOVDIEAIF. X2V T4 7 —7 %A L GEHE Lt ERTEET,

FEHFIRERR T RTOAT > a N HOWTIE, HERACE D7 X7 ¢ (9 X—) ZZH LT
<TE&EV,
ACEDEHRNFET LeH, [OK]ZZ7 Y v 7 LTT—7 M —vZBMLET,

ATv TS5 [Applyl 27 Vv 27 LET,

i3k ACE O 7' 0/3T 4

JEBEACL O ACE Z B ET-IIMRET D L X2, ROT e RXT 4 ZRETEET, < D7 4 —
JVRTI, MER Y 7 RADOEFIZHD .. REH )7 LT, 74—V RTHEHATE S A
TV =7 NEBRI, B, ERERETEET,

[Action] : [Permit]/[Deny]

RELIE NI 74 v 7 23Fn] (BR) 457, S GERIEER, R~ —8) T 2o0&@RL
£7,
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[Source Criteria]

BMELEIELTWD NT T 4 v 7 OFREEOFE, [Source] IZRET HMENRH Y 7
N, ZOMDOTa T 134TV 3 TT,

[Source]

PEAEILD IPVA £72131Pv6 7 R LA, F 7 4 /L M#ElZany T, ZHIIT~To IPv4
FXIPv6 7 RL A& L E9, IPvd DAEHX—7 v MIT D851 anyd %,
IPv6 DA% X —4y MZT 28T anye # N HCTE 3, H—DOKRA T
K1 2 (10.100.10.5 F 7213 2001:DB8::0DB8:800:200C:417A 72 &) . 7 x> b
(10.100.10.0/24 %721 10.100.10.0/255.255.255.0 JEZ, £ 721X IPv6 DA
2001:DB8:0:CD30::/60) . X hU—27 A7V " ETRITFRy NTV—T T V=7
N ZNV—T D4, £0FA v H—T 2 ADLHIEIEETE T,

User

TATUTAT A T7AT VA= VERANILTODLHEEIEL, 2 —FEida—W

IN—TabT77 47 DOFEEFETELTHEECTEET, 2—FRBEHEH L TV IP

7 R ——%LEd, =—H%4%4 (DOMAINwser) , =—HF 7 L—7

(DOMAIN\\group 2 DD\ X7/ NV—T % %R LET) ) | FlliFa—F A7 V=7

N IN—TEBETCEET, ZO7 44—V FTIE, [L.]EZ27 VU v 27 LTAAA —

TN—TIND AR EEIRT D139 NARTEATITH L0 BIXD0IHE T,
Security Group

Cisco TrustSec Z AN L TWDGAEIX, EX 2 VT 4 JA—TDLAFIRF 7 (1~
65533) . E£EEF 2V T4 IN—T ATV xs MEEETEET,
[More Options] > [Source Service]

TCP, UDP %721% SCTP Z4isc¥—b A & LCHELZEAIL, TCP, UDP,
TCP-UDP, F7/-1ISCTP# KT EHRFADV—EA LT V=7 b, MEOAT V=
J hNaeA T aryTHRETEET, BEIX, A —EA0AREERL, FHELTH—
ERFERLEREA, FELT—ERXAZERTLIHA, A —E207 1 haix
EELT—ERZ—HTHMERDY ET (L 2X, MHFELR—NERDOH D/
ZRWTCP 72 L)

[Destination Criteria]

MELEIELTWA NI T4 v 7 DF—57 > FOFfME, [Destination] IXXET 5 LEN
HVETH, TOMOTa T L1 34T a2 TT,

Destination

SEHCDIPvA £721XIPv6 7 KL A, T 7 4 /L MilZany TF, ZHIETXTOIPv4 £
721X IPv6 7 R L AIZ—E LET, IPv4 DA EH —7 v MITH551T anyd %, IPv6
DHEZ—T v MZTHEEFanye 22 NENFEHTEES, BH—DKRA N T N
2 (10.100.10.5 % 721% 2001:DBS8::0DB8:800:200C:417A 72 &) . 7% v b
(10.100.10.0/24 % 721% 10.100.10.0/255.255.255.0 JEZ. £ 721% IPv6 DAL
2001:DBS8:0:CD30::/60) . % v hU—27 A7V hERIEIFR Y hU—T ATV
N ZN—T D&, £ U H—T 2 A ADLAHIERETE T,

. TOEXarvkOo—IL YR+
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mirAcEn 7057+ [

Security Group

Cisco TrustSec Z# NI L CWAEEIL, BX 2V T 4 JA—TD4HRX 7 (1~
65533) . FEtEFXF VT4 IN—T ATV NEFBETEXET,

H—EX

IP, TCP, UDPXRED T 7 4w/ D7 v fhaj, 7 3 CTCP, UDP, F£7=i%
SCTPDAR— hERETEET, T 74/ MIIPTTHR, L0 BEAKKR T harz
BELT, =7y MZTDH T 74 v 72XV RET D ENTE XY, @
WX, ATBNDEA TOH—E R A7V FEBRLES, TCP, UDP, B3I
SCTP DA 1L, tep/80, tep/http, tep/10-20 (AN— M#iPH) | tcp-udp/80 (AR— k 80
EE D TCP £721XUDP b7 7 ¢ v Z71Z—%) . sctp/diameter D K 5 1ZHR— N & FEE
TEFET, T—ERAOHEEDOFHMIZ OV TIE, LK ACE OV —EADHAR (12—
V) EZRLTLLEEN,

BLL

ACE D HBIDOFAZ AN LET, 1ITORKCFHEIT 100 LFFETTT, T2 AT
EFET, FITIECLIDOERE L GEME, HRIZACE ORIZEE SN E T,

GE) 12077 v b74+—2 (Windows 72 &) ETHEFELUANOLFTTa A FEBML, 21
LOXFEPDOT 7 v 87+ —2 (Linux 72 &) HHIBRLE S & LIEHE. TOFR
E LSRR S NN OMESCHIBRZ AT TE W AEEMER H U £, ODFEIJBEU;R i
EHONFEIEIERFETEZ L a—RT57 7y b7+ —L2DERFMEICE D DT
T

[Enable Logging] : [Logging Level] : [MoreOptions] > [Logging I nterval]
aX T AT arTIE, U DWTsyslog A v E—V % EOXIITEKRT 20%
ERLET, 2ot 7Tvavid, 7782 —LELTHEHAIND ACL, £,
AVHE—T 2 A ATHERHEIILTND ACL £72137 2 — UUIZHEH ST % ACL DA
HWHINET, ZOFT v a AIMOBEREICHEHN S TWD ACL TIHEH I ES, K’
ouX T AT arEFEETETET,
[Deselect Enable L ogging]
=V DR X T PEENZ ) £, O ET DOV T, DX
A 7D syslog A vE—V BRITENER A,
[Select Enable L ogging with Logging Level = Default]
= IVZT 74 hOua X o gt SivE 7, HE S8 2 &1 syslog A v
= 106023 BFEITESNET, 7T ITAT UV APKBEEZTTWLGE, 20Xy
TV ORITHE T — BRI RET AR S Y £,
[Select Enable L ogging with Non-Default Logging L evel]
106023 DRV IZ, EHI iz syslog A v E—7 106100 BNt SivES, A vE—
2106100 1%, FFRMICE v b Lz ECRITSNE T, £D#%, [More Options] >

T7OEXarvka—)L YR+ .
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B iaccos—crouns

[Logging Interval] C¥%iE L7-[MfR Z & IZHITS, ZOMBANOE v MEAERL &
T, #ERENS X/ LUl [Informational] T,

HEA v E—VE2ENTLE, HBROZELRETE DL L LBIT, HHICE-TE
A=V DGHBES T £3, DOSKEEZZITTWAHEE, A v E—106101
NERENDZENRHY EF, 2T, AvyE—106100DE v N w2 FOAR
R ENDF Y v v a2 ENTHEE 7 2 —0FN, 1 DOMMRIZE T 2R Kz #E 2
Tl mRLET, ZOEFSNT, 777947 AR ELZBEET 572012, ROME
FCHEHEROIEEZ I L E T,

[More Options] > [Enable Rul€]
V= IVINT A ZATT I T 4 T2 TNBENE D D, o> TWBIL— L, —
WNT =T WD E LM ZOTFA N TRRSNET, V—EEhTHE, L—b
FHIRT D22 &R, =D RT 7 4 v 7 ~DEAZEILETEET, 20D, FO
S— VLTS LW LG AT, R CTHEANICT A Z ENTEET,

[More Options] > [Time Range]
W= IVT 7T 4 T2 o T DTN S LR I H 2 ©3% T 2 KA 7 v = 7
kD4, R A EE LR WEE. Vv —VXEILT 2T 40 7T,

Hi5k ACE DY — E X Dt#k

JEBE ACE OFE e — B A 12iE, ROFKMEERETE£T, BETT—EADEAITL, A7V 3
AT ET A, LVRBEINTEY, TCP, UDP, TCP-UDP, F 7213 SCTP 54 LIMEE
TEEH A,

I H B

FEEDOXATDOY—ELRFT V= NERITY— R T T V=0 N T A—TDLH, =
NoOA7 oy MZE, LT CAT 3 ESERMEREZEDDLZENTEET, 2D
72, ACLBICY—bERAEREZFHAHAT L Z ENMHICTE ET, EREFEAALT V=7 b
MNEHHEBEIN TS0, FEICHEZAN LD, MAOAT V=7 NEERLTZD
THIERL, MERFT V27 SRAODDIEENRHY £7,

Jobran
1 ~ 255 OFIPAOEE £ 7= 1Zip. tcp. udp. gre’e & OEEAID 4 i,
TCP. UDP, TCP-UDP, SCTP 7R— k

tcp. udp, tep-udp, B Vsctp F—U— RIZAR— b EHRETDHZ ENTEET, tep-udp
F—U—REFEHTDE, tep & udp ZEBICHEETTICEH O 2 haLDR— NEE
RTEET, A= MIKOFIETHETEET,

o H—7AR—F : tcp/80, udp/80. tcp-udp/80., sctp/3868, F72iL tep/www, udp/snmp, F
7213 sctp/diameter 72 & BRI O H— ¥ X4,

o« R— B#IPH : tep/1-100, udp/1-100, tep-udp/1-100, sctp/1-100 (X, AR— k1~ 100 (1
L 100 2&te) I LET,

. TOEXarvkOo—IL YR+
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e A= MIFELL 2V RO 1= 2B L £3, 72& 21X, TCP A— b 80
(HTTP) VISDAEEDTCP F 7 7 4 v 712 —E SHDI2IE, =tep/80 LFEE L £,

A= REBLV/INEN <EBIMLET, & xIE, 150 REOEEDAR— F D TCP
N7 7 4o 7 I —BSEDHITIE, <tep/150 EFRELET,

e AR—REFLVRE WV >ZBIMLET, & xIE, 150 OEEDOAR— FD TCP K
T 74w I B EIEDHITIE, >tep/150 EFREL T,

A\

GE) DNS. Discard. Echo. Ident, NTP. RPC. SUNRPC. ¥ L Talk I%£. FiLF i TCP @
EF L UDP OEZRDT HFNMLETT, TACACS+ Tix., A— F 4912 LT 120D TCP &
KON TT,

ICMP, ICMP6 *v+—%
FEDA vE— (ping Ta—ZTRVGEA vE—T7E) RAvE—Y a—FKe¥—
7y MZTEET, ICMP (IPv4 A1) B X ONICMP6 (IPv6 [A11F) % /38— 5 EFHE H
FTT 2 NREEAEINTWATED, FEITOFRUERDNABEIZRDIGENHD E
T, BRITKDO L S22 £7,
icmp/icmp_message type[/icmp_message code]
icmp6/icmp6_message type[/icmp6_message_code]
A= Z ATV~ 255 OFPFHAOEAE £ 72 1ZBEAOARTT, 22— R0~ 255 OFifA
OEETT, BIRUIEEDEEDO XA T /a— N—HTHZ xR LET, £5L
e ACEDR—HLEHEA,

B4 ACL DEEE

FEUE ACL 1Z ACE D4R & a7 LTREINET, H LW ACL 2EKRT 5123, 7
AT FEERT HMERHY £T, F0%, EHEACLT— 7V ZEH L TACEZEMLT-
0. BEFEDOACE ZfRE L2V, ACEZW~_EZ -0 T&EEd, ZOT—7 /L, ACLZ#TE
T5HELEELACLZHHT AR O—%FET H & X2 ACL Manager TH# 7 & L THRRINE
T, EHLLOEEDL. Vg RUADITEFERWTCFIAIXFE LT,

FEAE ACL TlL, IPv4 7 RV ADAHAEFEHA LT, %87 FLADODHAEERELET,

FIE

AT 71 [Configuration] > [Firewall] > [Advanced] > [Standard ACL] % &R L £,

ATFY T2 HLWACL Z1ET 585415, [Add]>[Add ACL] &R L. 4EiZ AN LT[OK]%Z27 Y v
7 LET,

ACL 2T FRT—T MBI E T, % ACL OA4FIITEE TCEEHA,

RATYT3 WOWTNNEFITLET,

T7OEXarvka—)L YR+ .
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. Webtype ACL D% 7E

* ACL ®KJRIZ ACE Z3 BT 521X, ACLA £721Z ACL NOILE O ACE #34R L, [Add]
> [Add ACE] Z R L £ 7,

« ACE 2B E DOLATICIH AT 5121, BEFD ACE 23R L, [Add] > [Insert] Z R L C%
DN— D FIZ ACE ZiBINT %2>, [Add] > [Insert After] Z i8R L £ 7,

=)V ERET HIIE, V=L EERLUC[Edt) 227 Y v 7 LET,

ATV T4 ACEOTunT 42 AN LES, ROFTT > a v By £7,

s [Action: Permit/Deny] : f8E L72 87 7 ¢ v 7 Z§Fa] (EIR) T 50, L GEIUERR, &~
—) THNEERLET,

*[Address] : T 7 4 vV T —ORNELITZ—F v T FLAZEFRLET, 10.100.1.1
REDKEARNT RLRAN, v hU—7 (10.100.1.0/24 % 7213 10.100.1.0/255.255.255.0 &
A) ZEECEET, FRF, XYy N2 3T 027 bEBRBINTHZELTEET (B
A7 V=7 FOWNED [Address] 7 4 —/V Rize— RENET)

* [Description] : ACE ® HBIZRE4 2% 1 17H720 100 XFLL FCTAN L £, EHIT
EANTEET, BITILCLIOERE L CEME I, HERIX ACE ORINICEE S VET,

GE) 12077y b74—24 (Windows 72 ) ETIFELANOLFTa A M BN
L. ENHDOXFENDT T v b7 4+ —2 (Linux 72 &) MHHIBRLE S & L
BA. TTOXTFNIE L < itk SN0z OFRECHIBR 2 BT TE AW ATREM N B
DET, ZOHIRIT, FRESHEOLTEZIFIERFETZ Yy a—RTE57 Ty
b7 4 — DORFHEIC LD DT,

ACE DEFRNTET LG, [OK]ZZ7 Y v 7 LTT—7 M — v ZBMLET,

ATv 75 [Applyl 227 U v/ LET,

Webtype ACL D% TE

Webtype ACL (X, 77 AT FLVASSLVPN T 7 4 w7 D7 4 NE )T FEEDFR Y b
U—7 7%y b, BAR, BEXOWeb Y — S ~Dax—% 7 7 2AOHIRIZHER S ET,
TANEEEZRLBVGEIL, T X TOERITFAT S4VE T, Webtype ACL (% ACE D44 Hifff
XarrFLlLTEREINET, HILWACL ZEKT 512X, T 20T T Z2ERT H0ER
HET, TDH%, WebACL 7T —7 V&ML TACE ZBIML7ZY ., BEEFD ACE ZiRE L
720, ACEZ WX 7-) TEEd, ZOT7—7MI, ACLEZRETHEEE ACLZFEHT
LAY —%FRET D E EIZACLManager T¥ 7 & L TERENET, EHL05EEL, vy
VR A~OITE 2RV CFIEIZR C T,

Webtype ACL (213, URL fEARIZINIZ TIPv4 7 KL AL IPv6 7 RLADMA G DOEEEDDH Z
EWMTEET,
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ATy T

ATy T2

ATvT3

ATv74

ATy TH

Webtype ACE ® 7 O /8F « .

FIE

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access| > [Advanced] > [Web] >
[ACLS] DJIEIZER L E T,

B LW ACL 21ERET 2541, [Add] >[Add ACL] Z3#IR L, 42z AN LT[OK] 227V v
y L/i‘@‘o

ACL 2 VTR T =7 MZBIMENET, B TCIoar7FE&RLCEd)Z7 V) v 735
ZEIZRY, 2T OARIEERTEET,
WONWTNNEFITLET,

« ACL DKBIZ ACE ZiBN¥ 521X, ACLA £721X ACL NDOILE D ACE Z34R L, [Add]
>[Add ACE] ##IN L F 7,

« ACE Z 8 E OBATICHE AT 121X, BEfFD ACE Z3##K L, [Add] > [Insert] 23R L CT%
D)V—)v D _EIZ ACE %3BT 575>, [Add] > [Insert After] %8N L 7,

=V EMRET DT, V=V EZEIRL TR 27 U v 7 LET,

ACED7ua T 42 AN LET, BRTHERLT SV a TR EEBY T,

* [Action: Permit/Deny] : f8E L72 8T 7 4 » 7 ZFFa] (GBR) + 2570, 5L GBIUFER, ~
—%) TOHNEBRRRLET,

o [Filter] : 485EICHKAS T 7 4 v 7 —8S M, 7o barz@BRLTh—% (7=
VTRAL T ANL) BATITHZ LI > TURL #¥5ET D7, IPvd L7201 1Pv6 7
KL AL TCP Y —EREZHBETHIENTEXET,

R ARER T R TOA T > 3 2OV TIX, Webtype ACE D7 /37 ¢ (15 3%—2) &5
LTLEEN,

ACE DEZRENTET LG, [OK]ZZ7 Y v 7 LTT—7 M — v ZBMLET,

[Applyl #7 V v 7 LET,

Webtype ACE @ 7' 01/XT «

Webtype ACL ® ACE ZiBINE7ZITMRET D L T, RO RXT 4 ZRETEET, £<D
74—V T, WMERY 7 ZA0FICHD [ REE7 Vv LT, 74—V ETHEAT
ATV =T FEER AR, ERITRETEET,

ERED ACEIZSWT, URLE7AIZT RLATIZANEZ Y 7T AZENTEET, 727710,
WMETT74NETHIETTEERA,

* [Action: Permit/Deny] : f8E L72 8T 7 4 » 7 ZFFn] GBR) + 2570, LG GBIUFR, K
—%) TONEBERRLET,

T7OEXarvka—)L YR+ .
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* [Filter on URL] : %65 URLIZHSL N T 7 4 w7 —8SM, 7a haz@R LT

Y—=H (AT ar TRRALET 7 ANA) AN LET, 22
http://www.example.com & F5E L ET, F70iL, TXTOF—"ZGICT HITIL,
http://*.example.com & f57E L £3, LLFTlE, URLDOFEEICET Db > b LilRFH
ZWL DR LET,

«+ T XTO URL # AT HHEE1X, any Z IR L £,

o [Permiturlany] L5ETHE, [7m haiy/P— N1P/3A ] OFAD URL
T _RTHFITEN, ZORE =N LR NT 7 4 v 7 (R— MEER D)
o7 my 7 SnEd, BRRORERENEAE LWL S, HERKR— K (Citrix D
B3R — 1k 1494) ~O# 27 r 3% ACE ZfEH L T 72 &0y,

e Av— K M) Eica T VA L. smart-tunnel:/ & ical// DX A TNZDIr—
B3 572, [permiturlany] Z#fiH L7Z ACLICE > TEEELZITHZ LIEHY
¥ A,

M T& 571 hauid, cifsy/, citrixy/, citrixs://, ftp://. http://, https://,
imap4://. nfs://. pop3://. smart-tunnel://, XN smtp:// T9, 712 ha/LTUA
NI —REFEHATLIZEbTEET, & xR, MﬁiMmkiUmm Z—3
L. 7AZ YA 3 _XTOTa haii—HLET, &z
*://* example.com [, example.com % kT —27 ~DFT X TDH A 7 @ URL ~—
A N7 472 —BLET,

e smart-tunnel:/ URL Z5ET 5 &, =KL TE2EFDLHZ LN TEET, URL
IR AEFZDDHZ LIXTEERA, 7L 21X, smart-tunnel://www.example.com /%
ZAF AFVATHE T 23, smart-tunnel://www.example.com/index.html (%52 (7 AFUAA]
T

s TAKXYRY (%) :*@i?ﬂ%@@ﬁﬁ@iiﬂﬁ*ﬁbiﬁo?&Tmmm
URL [Z—E & ®5121E, httpe//*/x E AT LET,
SRR O IHEE D 1 UFIC K L E T,

My 3 () XFORFAEZIEET BT 25E T, Ah vy aiic
EESNI-HMPBEICBTALED 1 LRI LET, =& 2.
http://www.cisco.com:80/ & http://www.cisco.com:81/ D[] 512 —E I HIT1E
Mhttp://Iwww.cisco.com:8[01]/] & AH L £,

« [Filter on Address and Service] : 48567 RV A L —ERZESWT R T 7 40 v 7 2BE L
i‘g—c

MMWM 56960 IPv4 £721XIPv6 7 KL A TY, T _TDHT KL A| *ﬁéﬁé
. TRTOIPVE £721XIPv6 7 KL RIZ—ET 2% any 2 H L £9, IPv4 DA
ﬁéﬁé IXany4 %, IPv6 DA —F S5 ZiFany6 ZEH L E T, H—DKA
7 KL (10.100.10.5 £ 721% 2001:DB8::0DB8:800:200C:417A 72 ¥) . ¥+ 7% v b

(10.100.10.0/24 %7213 10.100.10.0/255.255.255.0 B2, £ 7213 IPv6 DA T
2001:DB8:0:CD30::/60) #{EETEE T, FiF, Xy NUV—27 A7V =7 FEER
LT, A7V FONEEZT7 4 — NV Rile—RFT52 L6 TEET,

. TOEXarvkOo—IL YR+
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* [Service] : H.—® TCP ¥ —E Aftkk, T 7 4/ MIKR— KR LD tep TT 2, H—D
AR— b (tcp/80 <° tep/www 72 &) F72ldA— M (tep/1-100 72 &) ZIFETE &
T, WHRFZE0LZENTEET, & xIE, 1=tep/80 1% 80 LISL DR — k| <tcp/80
I3 80 KD T TOE— k. >tep/80 1% 80 BT~ THHE— F T,

» [Enable Logging] . [Logging Level] . [More Options] > [Logging Interval] : 2> 7 47T 3
CTE, EBUC N T T 4 v I BEE T H LI O W Tsyslog A v E—VE ED L D ITAE
KT DN EERLET, KouX o J A7 va 2Rl ETEET,

* [Deselect Enable Logging] : L —/lOu X 72 WP LET, ZONL—LTHELEIN
HRT T4 7IZONTE, EOX AT D syslog bRITSNNER A,

* [Select Enable Logging with Logging Level = Default] : /L —/LDF 7 /L k aX > 7%
L ET, HEINT ATy T E T syslog A v E—2 106103 23FITINET,
TTTAT UAPKEEZT TODEE, 20Xyt ORTHREIT N —ERICE
BENFTTARERH Y £7,

* [Select Enable Logging with Non-Default Logging Level] : 106103 O {tb vz, HEH S
7z syslog A v E—7106102 24t L £9, A v E—106102 1%, £FRplcE v b
L7z & ZTRITSNET, D%, [More Options] > [Logging Interval] T iE L 7= fH k@
TLICHET SN, ZTOMBEAOE v MiARLET, #ESh X LUl
[Informational] T3,

* [More Options] > [Time Range] : /v —/V 3T 7 7 4 T8> TV D MENH B IRFfEH L HEH
ZEFRT HDRFRGEIHA 7 Y = 7 4T, RREHAZRE LR2WEE, —/WETEILT 7

T4 7 TY,
Webtype ACL 051
PUFClE, Webtype ACL @ URL “X—AD/L— )LDz DhvRr LET,
TALE %
A url http://*.yahoo.com/ Yahoo! T XT~DT 7 & A%
EAELET,
BIEREN url cifs://fileserver/share/directory | 5 @& X - FTI2H 53T
D7 7 ANSDT 7 A%
HLET,
A url https://www.example.com/ WBESNEZ77ANL~DT 7
directory/file.html T ABELLET,
2] url BESNEZHFT~DT 7 & A
https://www.example.com/directory | 22y | % 4,

T7OEXarvka—)L YR+ .



F7oERavra—Lyz |
B rcoz=5u2y

J4ILAE 28

JEAS url http://*:8080/ RN— 1 8080 Z 1 LT fEE DY
FT~DOHTTPS 7 7 & A Z 445
L i —340

A url http://10.10.10.10 10.10.10.10 ~® HTTP 7 7 &
AR LET,

Eiaal] url any TEDURL ~DT 7 & A%
ALET, BFEIE, uwl 77 &
A& T D ACL D®H LI
MEnET,

ACLOE=AR1)2Y

ACL Manager, fE£%E ACL, Web ACL, 5 X O EtherType ACL 7 — 7 /LIZiX, ACLNE & T
FoRENET, 2L, TS ACHESNTODNEZ EMEICFRT DI, koa~w o K
EHEHLET, a~> R&E AT 5HI21E, [Tools] > [Command Line Interface] % %K L & 7,

» show access-list [name] : % ACE DITE by N UV hNEFRT 7R URANERR
LET, ACLAZIEEL TS, £HLnE, §XTOT 78R URRIRERS
ET,

« show running-config access-list [name] : BA/EEITLCNAHT7 7R VAR a7 4 ¥ =
L—ya v aRmRLET, ACLAZIEL TSN, £HLAgneE, I_XTOT 7k
UAMBERSNET,

ACL O & &

HaE

iy

J1)—x BLL]

FEUE . JE5E,. Webtype ACL 7.0(1) ACLIE, *y NT—2 77 AZHIH LD, SF I E 28
REZEHATLO N7 74 v 7 Z2BELTLD T 5D E
T, JHET7 78X a2 hr—/L U A M, through-the-box 7
JEA ary ha—EZOMDN ONDOEREIZHER S E
T, R ACLIEZ, V— b vy 7 & VPN 7 4 VX TR S
F£9, Webtype ACL X, 7/ 747> FLASSLVPN 7 4 /L ¥
Yo7 TEA & E T, EtherType ACL (%, IP LIAAD LA ¥ 2
No7 47 &HLET,

ACL %% E$ 572 ® ACL Manager 35 X OV DD ~L2— A3
BNEhE L,

. TOEXarvkOo—IL YR+
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accomEE i

HaE

iy

IJ IJ — X

Bl

PEIE ACL TOEBEDIP 7 KL X

8.3(1)

NAT £721X PAT 2325 & XX, S E I EBERET, ACL
TOSy B 7 7T RUVABIOR— OFERABAREIC/RY F
To ZHDHDOERRIZOWTIE, BHSN TV ZRWEREDOT L
ALR— R NEEHTHILERDHY £7, FEEOT RLALFR—
FAMEHENDDT, NATa V7 f Falb— g UPNEEX
NTH ACL Z2EE T H0BT <20 7,

JER ACL COT AT VT 47T 4
T7AT T F DI R— |

8.4(2)

TATYTATA T77AT UV —NDO2—FB LT L—7
EREITESEBIHHTE DL IRV ELE, TA4T T«
TA TT7AT T4 —I/VACLIET 7 &R /L—/L° AAA /L—/L
LBz, BXOVPNRRREICEH T E9,

EtherType ACL 23 IS-IS 7 7 1 >
7 &Y AR— b

8.4(5). 9.1(2)

RFZUAXT LU N 77 AT U4 —/LE— RTHL, ASA N
EtherType ACL Z i L CIS-IS b7 7 4 v 7 I T&X % &
2TV FE LT,

WOHEENET INE L7, [Configuration] > [Device
Management] > [Management Access] > [EtherType Rules],

$L3E ACL T Cisco TrustSec D
AN—k

9.0(1)

Cisco TrustSec ¥¥ = V7  ZI)—TF%E{E L L suielcfEi
EDREONERVE L, TAT VT AT A4 77A4AT T —)b
ACLZT 78X L—)L b L I TE £,

JIBE ACL & Webtype ACL T IPv4
7 RLURAEIPV6 7 R L ADHA

9.0(1)

J3E ACL & Webtype ACL TIPv4 7 KL A L IPv6 7 KL AN
PR—FEINDEIITRY FE L, FMExBLO%EHLICR LT
IPv4d BELOIPV6 7 KL 2ADFAADE LIRETE 7, any
F—U— R, IPVABEIOIPV6 N7 7 4 v 7 E£T L HICE
HENE L, IPVADHD T 7 4 v 7 KT anyd F— U —
K&, IPv6 DHD ~T 7 4 v 7 ZFKT any6 ¥ —T — RNEN
EivE L7z, IPv6 [EA O ACLIZIEHESECTY, BEFF D IPv6 ACL
IEHEIE ACL IZBAT S NE T, BATOREMIZOWTIL, VU —
A )= e TIIEIN,

WOBEEAEE SHLE LT,
[Configuration] > [Firewall] > [Access Rules]

[Configuration] > [Remote Access VPN]> [Network (Client) Access]
> [Group Policies] > [General] > [More Options]

ICMP =— R{Z X > TICMP <
T4 T HTANEN L TTHID
DOYEIE ACL & F 7 = 7 MREYE
ik

9.0(1)

ICMP =1 — RIZESWTICMP ~ 7 7 o v 7 OFF A E 723G
MTELEDITRD LI,
WOBEHPNEANEZIIERENE LT,

[Configuration] > [Firewall] > [Objects] > [Service Objects/Groups]

[Configuration] > [Firewall] > [Access Rule]

T7OEXarvka—)L YR+ .
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B roomE
HEES )1)—2 SRBA
ACLBXOA TV =7 MafmET 9.32) ML LTmar 7 4 X¥al—varytbEyiarTACLBLOA
LoD T 4 Falb—g T2V PERETEALIICRVE L, A7 V=27 FBX
tyg v WACL i 52752 L L AHETT, 2FE0, ELEFEL
P IR R A PCOHT CoRodT V=) b ACL T BN i SOT 7k %
F 35 L OV ACL ORI 5 T T ERET O - °
TR N—)VOFFMBEENEREINE L,
Stream Control Transmission Protocol |9.5(2) sctp 7 v ha A EEA LT, A— hOfEEEE T ACL V—/b
(SCTP) @ ACL ®H&R— k EERTE B L9170 E LT,
[Configuration] > [Firewall] > [Advanced] > [ACL Manager] ~—
UTT VR AR Y OBIRES A T a7 Ry 7 AN
EEHINE LT,
Ethertype /L'—/L G, IEEE 802.2 it | 9.6(2) IEEE 802.2 iHR U > 7 HilfEl R r » b DFEseh—E A 77 & A

V7S N ORI — e A
FOEARLY FOT LAY
H— hERET

RA Y FOT RV AIZxE % Ethertype D7 7 & A ifilf#i—/1
EERTCE L2720 FE Lz, ZOBIMCEY, bpdu F—
T— PRGN T 7 4 v 71— L72< 720 9, dsap 0x42
(2t LT bpdu /L—/b &2 EE Lz £,

WO E AL S3LE L7, [Configuration] > [Firewall] >
[Ether Type Ruleg],

TNV T—F A=A
#—7 = A AT Ethertype /L — /LD
N—7v RE—F, BIOTY v
IN—TDOEHRRA A —T = A
A (BVD) OIERT 787 A )L—)LD
PFR— b,

9.7(1)

Ethertype ACL Z{Efi L., VW —T v RE—FKDT VU v J)L—
TRAUNR—=DA U H—T oA AZHEHTE L LT EL
7o o, AUN— AU FZ =T A RIMAT, 7V v IR
A HZ—T x4 A BVD WKIET 722 L— L EZBEHTS
ZEbLTEET,

WO E AT S3E L7, [Configuration] > [Firewall] >
[AccessRules], [Configuration] > [Firewall] > [EthertypeRules],

EtherType 7 7 & AHlff#l U A kD%
EO

9.9(1)

EtherType 7 7 £ A 2> hm—/L U X M, EthernetI1IPX (EII
IPX) 2R —bTHEIIZHRVE L, SHIZ, DSAP F—
U — RIZH LWF—TU— R B E 4, 3@ DSAP B (BPDU
(0x42) . IPX (0xE0) . RawIPX (0xFF) . X OVISIS
(OxFE) ) ¥ AR—hFLET, TOFEFR, BPDU £721L SIS
X —U— N&E 3 2BEF D EtherType 7 7 & Aflffl=> K U
IXHEIIIZ DSAP (EERZ L35 K 9 ICEH S, IPX DL —
UL 3 5D L—/L (DSAP IPX, DSAP Raw IPX, 3L OVEI
IPX) (CE#HELET, & HIZ, IPX % EtherType fii & L Tt [
THE NNy B XYy I T3 EEINLE L, ZhE, IPX A3
SOAER] D EtherType (2595 7289 T,

WO E A SHUE L7z : [Configuration] > [Firewall] >
[Ethertype Rules].

. TOEXarvkOo—IL YR+
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