R —R—J)—F 4 5

ZOETIE, R —_"—R)L—F 47 (PBR) ZHKR— FT25K9IZCiscoASA Zi%ET
HHBECOWTHHALET, ZOETIE, RV —_"—=Z2)—F 47 PBROHFA KT A
> PBR OFREIZDOWTHB L E T,

e IR = R—=Z =T 4 L TIZONT (1 =)

R = R—=ZA =T 4 T DHA RTA v (42=2)

e ARY V—R—=R =T 4 VT DFE (4 3—)

e ARV = R—=Z =T T DR (8§ =)

e ARV v —_R—=2 —T 4 VT DERE (15 —)

R O—R—X JL—F 14 92D\ T

PERDN—T 4 TIIFEIHAR—ATH Y, /Ny MIFEIHRIP T KL AIZHE SN TL—T ¢
TENET, 7277, SENR—ADON—T 4 T VAT ATIIRE N T 74 v I DI—T
TEEWT A ENEEETT, RY —_—ZL—F (2% (PBR) TiL, kR y RT—7
TR RIS TN —T 4 VTR EFRTEET, PBR Tl BETLTT FL A, #ET
R— ., FEET RL A, siR— b, u hail, T35 0MLEDLEICHESNT NS
T4 T EN—T 4T TEET,
RY S —R— R JL—F 4 T

« XBI L7 F T 7 4 v 2712 Quality of Service (QoS) ZHEHtTX £,

o AR, K A FOKFSA L BAEIE, R A NDAAL v F RARRIZ, A H T

TAT N T T4 7N F N T T 4w T EpHTEET,

cA LS —Fy NP ER T A F—RTOMOMES, SE SRS £y hhb
BIESND LT 74 v 7%, WINCERSNIA 24 —F v MERERMLCL—F 12
rexET,

R —_R—=2A NV—FT 4 7T, XY NIV —07 =2y P Th I 74 w7 5B IN~—72

L. XY NU—JEETPBREZEA L TC~—2 L2 T 7 4 v 7 BEED /RN > TL—
T AT THZET, QoS EEETAIMENHY £, kD, sk FEUHETH, B
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B x5 oremmT28En

BRLBEINPOERESNL ATy FEJIDOR Y NU =N —TFT 4 T H LN TEET,
ZhiE BEOT T A=K Xy bV =7 AR T DGR LE T,

RYS—R—R NV—T 1 VT %&ERAT HEH

a7 —v a2 o000 7 BRBEAINTWAERELFNCTHALET, 1 2OV 7 L&
g, KB, maA DY 7 THY, b1 o0V 7 THHEE, ERIE, K22 o
Vo7 T, WkONV—T 007 Tu harEERT 58568, BiEY o7 Vo
(EIGRP #7213 OSPF A H L7z) HIiE/BEDFHEIZ LV EBT 25 A Y v 7 OHiKICHE
SWT, IFETRTO RN T 7 4 v 7 BREEESNET, PBRTIE, BEEOEHWN NI 7 4 v I %
AR Y VR TA—T o 7 L, ZOMDOTXTD T 7 ¢ v 7 ZARRIRE &
PAEY > 7 TREE LET,

RY—R—=2 )—F 4 VT ORHIBDONW O0ELL IR LET,
RE7 0 tABLVEETKFEIL—Ta YT

ZORMRaYTIE, HRR Y NU—J LEBRY NT—I 06D T 7 4 v 7 I1ZISP1 ZfEH T
BEINCHREL, = P=T VT Xy NT—=I MWD NT 7 4 v 713 1ISP2 BT 5 L9
ICRETEET, LEB->T, ZZWWRT RO, Ky bU—/FHEF, K —~—2
N—T 4 VT E2FERLTCR%E T 7 B 2B L OEE RN —T 4 v V2 EBRTEET,

: I15P1
HR Mfw }W&- =
™
3
i > “' -
-ﬁ{— - Internet
- » - =
Megmt Nfw 4 _/
. Lhh :
- I15p2
Eng M/w

QoS

Fy NI =7 FHEX, RV = R—=RAN—T T TRy NI T 52 82k,
Fy hT—=0 NT7T7 4w 7Ry NT—IHERTCIEIERY—ER T TADTDOITHIEL,
TIAFIVT 4, BAZ L, EFREFEAAMPTEE O 2 —A  TEFEH L TENLLOY—E
AV T ARy MU= OaTZRETEXET (TORESRR) . ZORETIE, Ny 7 HR—
YRy RT—=IDaATDEWANA VX —T 2 A ATIT T 4 v 7 RN 5 LN
R IpBlD, By FT—7 RTp—< o ANRHAELET,
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azrww [l
Use TOS or Precedence bits
for prioritization and gueuing
<_."l 3 ; E/_.
P —e & !
= Set TOS or Set TOS or 3
Source Njw Precedence bits Precedence bits Destination M/w

WAN

m B Qi F |

MARIL, BEDOT 7T 4 T 4 ICEEMT LN TS 45T 7 1 v 7 Zlik LT, HHE A
EWEI AN OAAEFRICL, SOICZZWERTIIC MR Y2 ERTLHZLET
BIRIEAMEVME 2 2 U 7 ORI ke TX £,

ISDM
¢ "< "
Corp Nfw J€====m=mmmmmnm-= WP, | e »
L \
%
11
.
['_ Frame
L Relay e
g o MRS L -

O—k>xz7U2y

ECMP B — R RS v Ik o TRk SN XA ST I v o ha—F =7V 7Rl
2. Ry NU—=JEHEL. T T 4 v 7 OEMHICESWTERO AR N T 7 4 v T &Sy
T A7DDORY —%rEETE £,

72 ZIE, RET 7 v ABLORGEUEKGEN—T 4 7OV F ) FIORT hARr oTiE, F8
FiX, ISP1 28 H 35 HRnetto OO 77 4 v 7 L ISP2 2T 5=V =T V7 Xv
NI =MD NI T4y — Ry z2TTHEICR) == V—TFT VT HRE
TEET,

b

PBR D

et
M

ASAIE, ACLEEALT I 74 v 7 ERELTHD, NI T4 I DAV—T 4T TV
VEFATLET, BEEMICIE, BEDTDIZ ACL ZHRET S5/ —F vy TEFHEL, RIZE
DT 7471 LTIOUEDOT 7 v a v aRELET, KEIC, T _XTOERFENT 74 v
JIWIZPBR 2T 54 v H—T7 = A AN — b ~ v T HEEMTET,
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R O—AR—=XJ)W—TFT A 2TDHA FSQ4 >

I7AT I+ =L E—F

N=Ty RT77A4T V4= E= RFTEFPR-FSnTEY, hTVAXT LTy
AT 4= E— IV HFR—FINFEHA,

J0—RDIL—F 45

ASA X7 =Bl N—F 4 T EITT D720, R o— =T 4 U TIIEID /37w MZ
WH I, FORRRE LI NN—T 0 U TMW, 2Oy MK U TER S IV 7 v —I2H#
ENFET, B—ERICBT2HED Ny MITR_RTZo7n—ERES, @iy —7 ¢
vITENET,

HAIL—F LS Ty FIZEBENLGZLPBRAR!) & —

RY —=R—=2)b—TF 4 VI ATERAEEE TS, DF V. Z OMEEITE LW SRR DK
DTy NIZFICEA S, ZORERTHERO 7 + U — R L7 DOHIA 5 —T = A ZRER
SENET, BEAY Y FRBFEOEFICE L TWAEEA. £7213 NAT 2N Shiangaic
IZ. PBRA MU H—EN2WNZ EIZEEL T &N,

V95X~
I TAZY TR R—FSNTNET,

IV TREDYFTIVATIE, AZT 47 —bEREIFATIv 7 — FBRRWGA
ip-verify-reverse /XA ZHINZ LIZFEXHR N T 7 4 v 71X ey 7SN D AREMENRH D F
T, L7223-> T, ip-verify-reverse /XA Z N5 Z ERHELRE S U E T,

IPv6 DY 7R— k
IPv6 (Z AR — SN ET,

Z0MOAA K542
N— b =y TREEOHAF DT X TOBREDOHIRFEN S| S @ Sh £,

R —AR—X JL—TF 4 VT DEE

N—h =y 7E, 12U EOL— R vy TUTHRENET, XTEIZ, V=T AFTL
permit A) F 721X deny FIAFINE I E T, K — b ¥ v 7T, match 2~ R set a2+
RBEENTWET, matcha~ > R, ~ry b TF—XITEH IS - BHEELRLET,
set av 2 R, N7y MCxHLTEITSNDT 7 v a v aRLET,
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&

ATy T2

Ky o—n—2 -7 1 v708% ||

« [Pv4 & IPv6 D 5 @ match/set i) C/L— b = v 72X E LT=5HA. 7213 IPv4 B LV IPv6
N7 74y 7 BRAET DA ACL 2 L72A, 56800 IP O/3—Y 3 TSN set
T varyPEAINET,

DX ARy TEINIA VB —T oA A% set T 7 ar & LTRETDE, HH
TEDLREMA T a v PRROMPDETTRATOL 7V a ARSI SN E T, RES
NEEEOF 7 a o — R XT3 ZIIEITERET AL

s verify-availability 27 > a &, <A T 2T FA KN = RFTIIHFR—FSnEEA,
F&E

ARG RT R EITIERTY 78 A VA MEERLET,
access-list name standard {permit | deny} {any4 | host ip_address | ip_address mask}

access-list name extended {permit | deny} protocol source_and_destination_arguments

1 -

ciscoasa(config)# access-list testacl extended permit ip
10.1.1.0 255.255.255.0 10.2.2.0 255.255.255.0

EHEACL 2 AT 56, BEIISEET R A L TORTHONET, LR ACL 24 H9
H8E. FET, s, FRIRFOmGICH L CTREEITAE7,

JE3R ACL TiL, IPv4, IPV6, 7A T T 4T 4 774 7T 74—/, F£7=14 Cisco TrustSec /37
A—HERETEET, BEPELIZOWVWTIEL, ASAa~v > R U 77 L AEBMLTLTE
él/\o

N—bt vy 7 T b EERLET,
route-map name {permit | deny} [sequence number]

1 -

ciscoasa(config)# route-map testmap permit 12

N—h =y 7Oz hVIFEFICHRARONET, ZONEFFIX. sequence number 545 % i H
LTHETEET, ZO5ETHRELRTEL, v— b~y 7= MY ZBINLTZIEF)S ASA
THEHINET,

ACL IZiZ, [EA ® permit 38 L W deny XbFHENET, /L— bk v v 7L ACL 7’ permit/permit
T—EHT 256, R —_"—2 JL—F ¢ U THUHEPHITINE T, permit/deny T—Ed 5
Bt, ZON—b T TORHEBKT L, BlONV—h <y TR F=v 7 ShET, TAT
b it K78 permit/deny THNIEL, BHEDON—T 4 7 T =T NABNMEM SN E T, deny/deny T—
I 256, R ==X b—7 1 » TR FITSNET,
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GE)  permitFE7ziddeny 77 v a b —F U AFFRLTL— by T ERELEZSEA.
Oy FIXT T AN NTT 73y Bpemit T, —F7 V AFKEN10 ThHDH EH
RENET,
RART9T3 77AVAMEERALCHEAESNDG —BHEELZERLLET,

match ip address access-list name [access-list_name...]

1 -

ciscoasa (config-route-map) # match ip address testacl

AT T4 1O EDset 77V arm#HELET,
cFTARKY T T RLVRAEZRELET,
set {ip | ipv6} next-hop ipv4 or ipv6_address
BEOXR I ARy TIPT FLAZRETEET, ZOHE, V=T 4 7 TELH%)
BATARNKRYTIPT RUARREONDHET, DT L ANEE S TNE TR

SNET, BEFAOXRTZ A MRy AL, BEEGRTHIVLERDY £, £ TRITN
Z. set 77 arNEAISNERA,

TITFNEDRIARR YT T RV AEZRELET,
set {ip | ipv6} default next-hop ipv4_or ipv6_address

—HTDB T T4 IICRTHRBEDN— NIV I T TN A E, ASAIXZ 2T
BESNERI AN Ay TIPT RLRAZHHAL TN 7 4 v 7 2k LET,

HIRRIZ AR ARy IPvAT RLRAZRELET,

set ip next-hop recursive ip_address

set ip next-hop & set ip default next-hop (X X5 54, 7 A MR v IR EEE R Szt
Txy N EICFEL T DHLENRH Y 97, set ip next-hop recursive TlE, 7 A bR v
77 RUARESEER SN TV DLETH Y FtA, ROVICRI A MRy T T RLR
TGNV 7Ty TIRFEITEN, — T DT 74 v 7%, V—F THEHEATWDHL—
TAT NS T, ZDON—h = P THEHSNTWDS R A MRy SRR S
WET,

N— b =y TDORDIPVA Ry THPMERTE 20 E D a8 LET,
set ip next-hop verify-availability next-hop-address sequence number track object

X7 AN Ry FOEEA LR T DL, SLAE=FBIfA 7V 27 FERETE
FT, HEDOX T A MRy O HAME RS 27201, HED set ip next-hop
verify-availability =~ N2 B2 50— VAR FLRR D N T v X I ATV 27 T
BIETEET,

Ty FOMNA =T 2 AERELET,
set interface interface name

F20%
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set interface null0

ZoavwrRIZEY, —BTDH T T4 v EERETHOIERT A =T A A
MERESINET, BEOA X —T oA AERETEET, TOHE, A4 ¥ —
T2 A AMRBOMBET, TNOEDA L E—T oA ANREINZIETIMMEIE T,
0 Z5ET 5L, V— vy e—HTLHTXTORNT T4 v I B ey FEET,
BEShIEA v 2 —7 oA A FEEEEIOWTND) BEATL—T 4 7 TX 5%
FeDN— FIFEL TWDHMENRH Y £,

FIFNV DA E—T A4 X% null0 IHTELE T,

set default interface nullQ

EHEONL—RN IV 7T v TIRERMTHE, ASAIZN TG 7 4 v 72 mull0 ICEEEL, T
Ta4vINn ey rInET,

« IP ~ #—|Z Don't Fragment (DF) ¥~ MEZHEL E7,
set ip df {0|1}

« /X% MZ Differentiated Services Code Point (DSCP) F72I1ZIP V'L T v ADHEZRTET
HZEIZESTIP VT 7 vV BGELET,

set {ip | ipv6} dscp new dscp
(F)  BEDsetT7 7 v a VIRRESNTODEE, ASAIL, 25 ZRONER TRl L £

9, set ip next-hop verify-availability; set ip next-hop; set ip next-hop recursive; set
interface;set ip default next-hop; set default interface

ATFYTE AL HZ—T A RAEZRELTC,. AV F—T AR AT (FXal—arT—REHBLE
7,

interface interface id

11 -
ciscoasa(config)# interface GigabitEthernet0/0

ATYT6 KRV —_—=R )L—F ¢ 7 % through-the-box +7 7 4 v 7 FHIZERE L £,

policy-route route-map route-map_name

1 -

ciscoasa(config-if)# policy-route route-map testmap

BFEORY O —_—=R =T 4 T =y TEHIRT HI2E, BicZoa<r RoneBExE A
HLET,

51
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ciscoasa(config-if)# no policy-route route-map testmap

R O—R—=R JL—TF 4 25 DO

PLFo®7varTld, v~y 7ORE, R —_—Z)—F (7 (PBR) Ofl&,
PBR O EARM 72 B ERI 2R L £ T,

—bryTa2T74FaL—3 2006

WOBITIE, T7varsyr—r U ARRESNRNTZO, BEEAIIC permit DT 7 3 a > &
10 D —7  AFEFPEEINET,

ciscoasa(config) # route-map testmap

ROFITIL, match AVEDRFEE SN2, BEBRAYIZ match |E Tany) & R72 SV £,

ciscoasa(config) # route-map testmap permit 10
ciscoasa (config-route-map) # set ip next-hop 1.1.1.10

ZOFITH, <acl> E—HET AT _XTCORNT T4 v 7B, R = b—T 47 I, A
VHE—T 2 A ARBE TCIEEINET,

ciscoasa(config) # route-map testmap permit 10
ciscoasa (config-route-map) # match ip address <acl>
ciscoasa (config-route-map)# set interface outside

WOFITIE, A F—T2ARELFERI ARy TOT 723 URFEEIIN TN,
<acl> T 5T XTORNT 747 OdfbitB L WNdsep 7 4 — /L KPR 7 4 Fa2lb— 3
NS TEE I, BHON—T 4 TR L CiEINET,

ciscoasa(config) # route-map testmap permit 10
ciscoasa (config-route-map) # match ip address <acl>
set ip df 1

set ip precedence afll

ROBFITIL, <acl 1> IC—FTDHTXTORN T T 4w 7B 7 ARy 7 1.1.1.10 ZEH L T
HRIE S, <acl 2> 1T DT _XTONTF 7 4 v 7 RR T A MRy 7 2.1.1.10 2 L Tl
EIN, OO 74y 7iE Rey 7 EET,  [match) EENRWEGE . KFERAYIZ match
% Tany) & RZ2SHLET,

ciscoasa(config) # route-map testmap permit 10
ciscoasa (config-route-map) # match ip address <acl_1>
ciscoasa (config-route-map) # set ip next-hop 1.1.1.10
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PBR D&%

TEWJ

per ol

ciscoasa(config) # route-map testmap permit 20
ciscoasa (config-route-map) # match ip address <acl_2>

ciscoasa (config-route-map) # set ip next-hop 2.1.1.10
ciscoasa(config)# route-map testmap permit 30
ciscoasa (config-route-map)# set interface NullO

WOBITIE, — b~y 7OFEIEL, (i) route-map 7 7 3 = > permit & acl 7 7 ¥ 3 > permit
Nset 77> ariimfd 5, (i) route-map 77 > = > deny & acl 77 ¥ 3 > permit /3l &
DOV— K )y 7T v NZAFy 95, (iil) permit/deny @ route-map 77 = > & acl 77
T a v deny 23R D route-map T~ U ZFATTH E Vo DL/ £, RO route-map T
YU EBEATERWEEIT, BEOL— NV I T v ICT =Ny 7 LET,

ciscoasa(config)# route-map testmap permit 10
ciscoasa (config-route-map) # match ip address permit acl 1 deny acl 2
ciscoasa(config-route-map) # set ip next-hop 1.1.1.10

ciscoasa(config)# route-map testmap deny 20
ciscoasa (config-route-map) # match ip address permit acl 3 deny acl 4
ciscoasa(config-route-map) # set ip next-hop 2.1.1.10

ciscoasa(config)# route-map testmap permit 30
ciscoasa (config-route-map) # match ip address deny acl 5
ciscoasa(config-route-map)# set interface outside

WOHITIE, BEDset T 7 aBRTETDHE, TNODOT 7 v a in Lt ONERF TR &
NET, set 7272 a DT RXTOFT v a UReHliSin, T E#HTER2WEEICOHR,

WD set 77 varPNEEINET, ZOIEFHEICEY, TICHEHTREREHEORZ 2
Ry TINERANCERIT S, 20Kk, ROT ITHEHFREREEDO R A MRy 7RIt
5, EWVnolX oy ET,

ciscoasa(config)# route-map testmap permit 10
ciscoasa(config-route-map)# match ip address acl 1

ciscoasa(config-route-map)# set ip next-hop verify-availability 1.1.1.10 1 track 1
ciscoasa(config-route-map)# set ip next-hop verify-availability 1.1.1.11 2 track 2
ciscoasa (config-route-map)# set ip next-hop verify-availability 1.1.1.12 3 track 3
ciscoasa(config-route-map)# set ip next-hop 2.1.1.10 2.1.1.11 2.1.1.12

ciscoasa(config-route-map)# set ip next-hop recursive 3.1.1.10
ciscoasa (config-route-map)# set interface outside-1 outside-2
ciscoasa(config-route-map)# set ip default next-hop 4.1.1.10 4.1.1.11

(c
(
(
(
(
(
(
(
(
ciscoasa (config-route-map)# set default interface NullO

S, RDOTF U AFICPBR Z#iRET DT OIMERREDFERLE v MIOWTHLHA
LiTo
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152.168.6.6

172.16.7.7

FP AT oA AERET DLENRDH Y £,

ciscoasa(config) # interface GigabitEthernet0/0
ciscoasa(config-if) # no shutdown

ciscoasa(config-if) # nameif inside

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa(config)# interface GigabitEthernet0/1
ciscoasa(config-if) # no shutdown

ciscoasa(config-if)# nameif outside-1
ciscoasa(config-if)# ip address 192.168.6.5 255.255.255.0
ciscoasa(config) # interface GigabitEthernet0/2
ciscoasa(config-if) # no shutdown

ciscoasa(config-if)# nameif outside-2
ciscoasa(config-if)# ip address 172.16.7.6 255.255.255.0

WIZ, VI T7 4w 7 BBETAHEDOT 7R A MNERTETHLELRD Y £77,

ciscoasa (config)# access-list acl-1 permit ip 10.1.0.0 255.255.0.0
ciscoasa (config)# access-list acl-2 permit ip 10.2.0.0 255.255.0.0

WBlpset T 7 ar b éble, —FHEREL LT EROT 7R A MEEETDHZ LT, L—
b~y T ERETOILENHY T,

ciscoasa(config)# route-map equal-access permit 10
ciscoasa (config-route-map) # match ip address acl-1
ciscoasa (config-route-map)# set ip next-hop 192.168.6.6

ciscoasa(config)# route-map equal-access permit 20
ciscoasa (config-route-map) # match ip address acl-2

ciscoasa(config-route-map) # set ip next-hop 172.16.7.7

ciscoasa(config)# route-map equal-access permit 30
ciscoasa (config-route-map)# set ip interface NullO

T, ZONM— b= T A H =T o2 AIEGTHDLENHY 7,

ciscoasa(config)# interface GigabitEthernet0/0
ciscoasa(config-if)# policy-route route-map equal-access
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R = N—TFT 4 VITREEFTRTHITIL :

ciscoasa(config) # show policy-route
Interface Route map
GigabitEthernet0/0 equal-access

TO2avTOR)ID—R—=R )L—TFT1 T

7ovaveorys—~—z2n—51>5 [

COTAMREEFEMLC, A5 —BEHEL I Pset 77293 VTR —_R—Z L—F ¢
VINRREIN, ENONREDLIICFHIB L TEH SN O EHRLET,

VLAN 391
25.1.1.61
0/1.1

Loopbackl 15.1.1.100/32
Loopback2 15.1.1.101/32

VLAN 391

VLAN 291
25.1.1.60 45.1.1.62

VLAN 291
45,1.1.61
0/0.1

- . )
0/1.2 0f0.2
10.1.1.100 10.1.1.60 35.1.1.60 55.1.1.62 65.1.1.60 65.1.1.100

VLAN 392

0/1.2
35.1.1.61
VLAN 392

VLAN 292

0/0.2
§5.1.1.61
VLAN 292

TP By b Ty SICEBRT AT RTOT AL ADOERREN OB ET, T2 T, A, B,

C. BEUDIZASA T A A%FK L, Hl BLUVH2
ASA-A :

config)# interface GigabitEthernet0/0
config-if) # nameif inside

config-if)# security-level 100
config-if)# ip address 10.1.1.60 255.255
config)# interface GigabitEthernet(0/1
config-if)# no shut

ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa

ciscoasa(config)# interface GigabitEthernet0/1.1
ciscoasa(config-if)# vlan 391
ciscoasa(config-if)# nameif outside
ciscoasa(config-if)# security-level O
ciscoasa(config-if)# ip address 25.1.1.60 255.255
config)# interface GigabitEthernet0/1.2
config-if)# vlan 392

config-if) # nameif dmz

config-if)# security-level 50

ciscoasa
ciscoasa
ciscoasa
ciscoasa

X 10S V—Z&FLET,

.255.0

.255.0
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ciscoasa(config-if)# ip address 35.1.1.60 255.255.255.0

ASA-B :

ciscoasa(config)# interface GigabitEthernet0/0
ciscoasa(config-if)# no shut

ciscoasa(config)# interface GigabitEthernet0/0.1
ciscoasa(config-if)# vlan 291

ciscoasa(config-if)# nameif outside
ciscoasa(config-if)# security-level 0
ciscoasa(config-if)# ip address 45.1.1.61 255.255.255.0

ciscoasa(config)# interface GigabitEthernet0/1
ciscoasa(config-if)# no shut

ciscoasa(config)# interface GigabitEthernet0/1.1
ciscoasa(config-if)# vlan 391

ciscoasa(config-if)# nameif inside

ciscoasa(config-if)# security-level 100
ciscoasa(config-if)# ip address 25.1.1.61 255.255.255.0

ASA-C :

ciscoasa(config)# interface GigabitEthernet0/0
ciscoasa(config-if)# no shut

ciscoasa(config)# interface GigabitEthernet0/0.2
ciscoasa(config-if)# vlan 292

ciscoasa(config-if)# nameif outside
ciscoasa(config-if)# security-level 0
ciscoasa(config-if)# ip address 55.1.1.61 255.255.255.0

ciscoasa(config)# interface GigabitEthernet0/1
ciscoasa(config-if)# no shut

ciscoasa(config)# interface GigabitEthernet0/1.2
ciscoasa(config-if)# vlan 392

ciscoasa(config-if)# nameif inside

ciscoasa(config-if)# security-level 0
ciscoasa(config-if)# ip address 35.1.1.61 255.255.255.0

ASA-D :

ciscoasa(config)# interface GigabitEthernet0/0
ciscoasa(config-if)# no shut

ciscoasa(config) #interface GigabitEthernet0/0.1
ciscoasa(config-if)# vlan 291

ciscoasa(config-if)# nameif inside-1
ciscoasa(config-if)# security-level 100
ciscoasa(config-if)# ip address 45.1.1.62 255.255.255.0

ciscoasa(config)# interface GigabitEthernet0/0.2
ciscoasa(config-if)# vlan 292

ciscoasa(config-if)# nameif inside-2
ciscoasa(config-if)# security-level 100
ciscoasa(config-if)# ip address 55.1.1.62 255.255.255.0
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ciscoasa
ciscoasa
ciscoasa
ciscoasa

config)# interface GigabitEthernet0/1
config-if)# nameif outside

config-if)# security-level 0

config-if)# ip address 65.1.1.60 255.255.255.0

HI :

ciscoasa(config)# interface Loopbackl
ciscoasa(config-if)# ip address 15.1.1.100 255.255.255.255

ciscoasa(config-if)# interface Loopback?2
ciscoasa(config-if)# ip address 15.1.1.101 255.255.255.255

ciscoasa(config)# ip route 0.0.0.0 0.0.0.0 10.1.1.60

H2 :

ciscoasa(config)# interface GigabitEthernet0/1
ciscoasa(config-if)# ip address 65.1.1.100 255.255.255.0

ciscoasa(config-if)# ip route 15.1.1.0 255.255.255.0 65.1.1.60

HI WO EEEND T T4 v I 2N —T 4 795X 9512 ASA-A TPBR ZRELET,
ASA-A :

ciscoasa(config-if)# access-list pbracl 1 extended permit ip host 15.1.1.100 any

ciscoasa(config-if)# route-map testmap permit 10
ciscoasa(config-if)# match ip address pbracl 1
ciscoasa(config-if)# set ip next-hop 25.1.1.61

ciscoasa(config)# interface GigabitEthernet0/0
ciscoasa(config-if)# policy-route route-map testmap

ciscoasa(config-if)# debug policy-route

HI : ping 65.1.1.100 repeat 1 source loopbackl

pbr: policy based route lookup called for 15.1.1.100/44397 to 65.1.1.100/0 proto 1
sub proto 8 received on interface inside

pbr: First matching rule from ACL(2)

pbr: route map testmap, sequence 10, permit; proceed with policy routing

pbr: evaluating next-hop 25.1.1.61

pbr: policy based routing applied; egress ifc = outside : next hop = 25.1.1.61

N7y MEL = by T DRI ARy T T LA L TIRE S BV ICE S E T,

PRI ARy TERELESS. ANNA—F T —T IV THRELTRELEZAXZ A MRy S0
e —bEREL, METAEIA =T A BFEHLET, ZOBHDATINL— KT —
TNERIRLET (—8T+T210—bh = P BBFARIINTWHET) |

in 255.255.255.255 255.255.255.255 identity
in 10.1.1.60 255.255.255.255 identity
in 25.1.1.60 255.255.255.255 identity
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in 35.1.1.60 255.255.255.255 identity
in 10.127.46.17 255.255.255.255 identity
in 10.1.1.0 255.255.255.0 inside
in 25.1.1.0 255.255.255.0 outside
in 35.1.1.0 255.255.255.0 dmz

WIZ, ASA-A D dmz A > % —7 = A AN D Hl loopback2 70 H k(G SND /N v b EL—T 4
YITTBHIIITASAA EERELET,

ciscoasa(config)# access-list pbracl 2 extended permit ip host 15.1.1.101 any

ciscoasa(config)# route-map testmap permit 20
ciscoasa (config-route-map) # match ip address pbracl
ciscoasa (config-route-map) # set ip next-hop 35.1.1.61

ciscoasa(config)# show run route-map
!
route-map testmap permit 10
match ip address pbracl 1
set ip next-hop 25.1.1.61
!
route-map testmap permit 20
match ip address pbracl 2
set ip next-hop 35.1.1.61

H1 : ping 65.1.1.100 repeat 1 source loopback?2
TNy TERLET,

pbr: policy based route lookup called for 15.1.1.101/1234 to 65.1.1.100/1234 proto 6
sub proto 0 received on interface inside

pbr: First matching rule from ACL(3)

pbr: route map testmap, sequence 20, permit; proceed with policy routing

pbr: evaluating next-hop 35.1.1.61

pbr: policy based routing applied; egress ifc = dmz : next hop = 35.1.1.61

ST, AJIV—F T—=TNADPLERENZAV—FOZ L M) A2 ZIRLET,

in 255.255.255.255 255.255.255.255 identity
in 10.1.1.60 255.255.255.255 identity
in 25.1.1.60 255.255.255.255 identity
in 35.1.1.60 255.255.255.255 identity
in 10.127.46.17 255.255.255.255 identity
in 10.1.1.0 255.255.255.0 inside
in 25.1.1.0 255.255.255.0 outside
in 35.1.1.0 255.255.255.0 dmz
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HEEEHR

R —_R—2 J—F 7

9.4(1)

R —_—2 )L—F 17 (PBR)
X, ACL %l L CTHE S 4172 QoS
ThI 74 v I BDREED/NNAERRET
BIOIHEHAT AN =ALTT,
ACLTIX, X7y hOLAFIBLD
LA X4~y X —DONFIZIHESNT R
T4 ENETEET, TV
Ja—aicky, FHEETREES
Ni-h77 4 v 712QoS Hfit L, K
HHRE, K2 2 DK SA L EAR
M, M2 A RDAA vF KXZADRT
ABTITAT NTFTT 4T ERy
FRI T4 TP TE, A F—
Xy b V=R T L —LZD
L OFARRI IR I ER ST A & —
Xy MERAMN LT HOSEIER
I—PNLRFEINDNT T v I E
N—T 4 T TEET,

set ip next-hop verify-availability, set
ip next-hop. setip next-hop recursive,
set interface, setip default next-hop.

set default interface, setip df, setip

dscp. policy-route route-map, show

policy-route, debug policy-route MO %
avy FRHEASHhELL,

RY L —_—Z JL—F 4 7D IPv6
PR — b

9.5(1)

R == JL—T (> 7 TIPV6
7 RUVARHR—REhE LT,
WDa~ RPNEAINE LT, set
ipv6 next-hop. set default ipv6-next
hop. setipv6 dscp

RY I —_R—Z JL—F 4 T D
VXLAN R — k

9.5(1)

VNIA v H—T 2 ATHRY —_—
AN—T 4 VT E/GHTED LI
e E L,

EHRINT-a~vr NIb £HA,
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TATUT AT AT 7AT U 4—/1L|95(1) TATUTATATTAT V4 —)b&
Cisco TrustSec TOR Y 3 —_—Z )L— Cisco TrustSec Z @& L, AR Y ¥ —~—
TAYTOY R AN—T 4 T DL k7 FTT A

TUTAT A T7AT T4 =&
Cisco TrustSec ACL #{ifi C& 5 X 9
2720 E L,

EHEIN-a~vr Fdd o £HA,
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