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0%,

e B — AV CAGEIEX, R UF— X7 2 H L CHIRE TRICE#INICE — /L F— " —1
9, m— /LA — R—FFBHEIL, base 64 A T/ AR — MIfEHATE £,

WIZ, base 64 THELENT-a— /L CAFFBHEOHZRL £7,

B 7osLianz
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MIIX1wIBAzZCCF1EGCSqGSIb3DQEHAACCFOIEGhc+MIIX0)CCFZzYGCSGGSIb3DQEHBACCEycwghejAGEAMI IXHA
YJKoZIhvcNAQcBMBsGCigGSIb3DOEMAQMwDOQTI jph4d SxJoyTgCAQGAghbw3v4bFy+GGG2dInB40LphsUM+IG3S
DOi1DwzG9nlSvtMieoxd7Hxknxbum06JIDrujWKtHBIgkrm+td34glNE11GeP2YC94/NQ2z+4kS+uZzwcRh11KEZ
TS1E4L0fSaC3uMTxJg2NUHYWmoc8pi4CIeLj3h7VVMy6qbx2AC8I+g57+QG5vG515Hi5imwtY faWwPEAPQxaWz
PrzoGlJ8BFgdPaljBGhAzzuSmEIm3j/2dQ3AtrolGInIsRHgV39fcBgwz4 fEabHG7/Vanb+£j81d5n101JjDYY
bP86tvbZ2yOVZR6aKFVIOb2AfCr6PbwfCIU8Z/aF3BCyM2sN2xPJrXva94CaYrqyot ZdAkSYASKWScyEcgdgmu
BeGDKOncTknfgy0XM+£G5rb3gAXyl1Gk]jyFI5SBm9IDo6RUROOGLIDSrQrKeqg/hj....

END OF CERTIFICATE

SCEP 7O %< H7h—

*ASA & CiscoISERY > — J—FN, FAUNTP V—_"%ZFEHLTCERHENTNWEZ L%
R L £,

« AnyConnect X =27 EE VT 4 7747 h 30BN RiRA > N TEITHTH D
VERH Y F,

o« I N—T7 R ¢/“0012£%ij7 07y AI)TE E§E§JfLZ§wugﬂij7itfj:\ AAA FRGE & ﬂE@q Rk
DM EMERT 25X ITHRET LHHENRHY £,

« SSL A" — kA3, IKEv2 VPN £t HICBAVWTWAME R H Y £77,
«CAIL, HENF R E— RIZ2> TV AMERH Y 97,

ZOMDHA FS54 >

CASAMCAV—RNFEITI TAT U FELTHRESNTWAEA, #HIEINAKTHE (2038
1A 19 H 03:14:08 UTC) 22 72WV L5, EBHEOHEDHAFHIRL T EZEW, Z0
HA RTA 0%, =K RX—=F 4 R_RF—nmb A AR — b LU7ZiFAEC EH I E T,

¢ 9.13.1 LI, ASAI. ROBESMEOWNT NI SN TWAEEITDIA LDAP/SSL
fe st UET,

* LDAP — NZERAENGEHINTWT (P AMKRA  FPEZIZASA FTF A T —
VIZHFET D) . AhiThrZ b,

cF 2=V EFITL T =050 CAGEHENMEHINTHNT (FT A FRA
NEZIZASA N T A RN T —VZFET D) . T=— 2 HNOTXTO FAL CA GEE
NEENOFANTH D Z &,

EAEORENTETTH L, ASAICKY, 22—V DOF— X7 LiAETF = — 25T
PKCSI2 7 7 A AMRAFSNET, ZHIUCIE, BRI LI 2KBDO 7Ty v a A€V E
TET 4 A7 SERBMETT, EBEOT A7 RO EIX, RE I TS RSA F— 4
ARELFEAET 4 — IV RICL o THERVET, FHTEL 77y a AEVOENRRELN
TUW5 ASA L2, TRE T ORETE %ﬁ%%ﬁﬁm#&ﬁA i, ZOHA RIA VICHEE
LTLESV, ZTNUHDPKCSI2 7 7 A /VE, REIINTWDLEERORIGH A LT 7 kD
M, 77 vva AEVICRESNET, F— ﬁ%xim%ui%ﬁmﬁé_k%k@@
LET,
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EHA LA —T A A~DASDM N T 7 4 w7 L HTTPS T 7 4 v 7 Z{Ri#ET H7-

Lv
=~

74’7/7474&%%%@%#6&9/;%72 RETHMLENH Y £9, SCEPIZ L

D EBRICAER SN D IDAEFEFLY 7 — O NCHAER SN D720, LA O IDFE
AEZFEH TS A =L LTSSV, SSL @%n CHEHENDZOT =Yy DI
DNTIE, RO URL 2L T2 &0,
http://www.cisco.com/en/US/products/ps6120/products_configuration _example09186a00809fcf91.shtml,

« ASA 3 J Y AnyConnect 7 7 A 7 > I THRAET & 5 DX, [X520Serialnumber] 7 4 —/L K
([Subject Name] D U 7 /L#&5) 73 PrintableString X Th HiEHEDATY, U 7L
B OIERIZUTF R DT a—7F 4 7 MER STV D56, EERIET AL

ij_o

« ASA TDA iR— ML, AR CF BT ZFEHEART A—=ZIHEH L T Z S0,

s UANKI—F (*) EBEMEHTIICIE, XFIMETCIOLTFEMEHTE L2 a—F
ZCAY—AN"THEHALTNWDZ L 2R L T ZSVy, RFC 5280 TlX UTF8String & 721
PrintableString Z i H 7% Z & Z#ELE L TV EF 23, PrintableString TIXZ DT A /L K —
RLTFTEHDTH D LB L7720 UTFSString 2920 EMAH Y £3, ASA 1L,
A VR NIRRT EIIERN RN D L, A VR — b LEEFEHEEESR L 9,
W Z R L ET,

ERROR: Failed to parse or verify imported certificate ciscoasa(config)# Read 162*H+ytes
as CA certificate:0U0= \Ivr"phOV°3é¥p0 CRYPTO PKI (make trustedCerts list)

CERT-C: E ../cert-c/source/certlist.c(302): Error #711h

CRYPTO PKI: Failed to verify the ID certificate using the CA certificate in trustpoint

mm.

CERT-C: E ../cert-c/source/p7contnt.c(169): Error #703h

crypto certc pkcs7 extract certs_and crls failed (1795):
crypto_certc pkcs7 extract certs _and crls failed

CRYPTO PKI: status = 1795: failed to verify or insert the cert into storage

T4 JLEFRRE

_)-L,-l-.
DEXTE

TR TUSNGEHEORESTIECOWTHRA L £,

F—RT7DHKRTE

F— T ZAERE T ITHIBRT 51213, ROFIEAZFATLET,

FIE

ATYT1 1 O50OF 74/ MALH RSA F— X7 &4 LET,

crypto key generate rsa modulus 2048

B -
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ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

s—~7ouzE [

ciscoasa(config)# crypto key generate rsa modulus 2048
TITANE = FV 2T AT 2048 TR, BERF A XEHFRITIIFT D720, BRMIC
EV 2T AREETLHALENH Y £, F—DAAEIIE Default-RSA-Key 12720 77,

FEM R T O 2 VEAL T VA Y X (ECDSA) F— 6 B2 8:5 13, Default-ECDSA-Key %/
KCEET, T 74/ bOEEIL384 TS, 256 £7-1% 521 AT £,

crypto key generate ecdsa elliptic-curve 384
(FA7vay) —BEOXAATTEMOF—2{FR L £T,
crypto key generate rsa label key-pair-label modulus size

crypto key generate ecdsa label key-pair-label elliptic-curve size

&1

ciscoasa(config)# crypto key generate rsa label exchange modulus 2048

ZOTZVE, F—=XTEMEHTHF A MRS U MZEoTERENET,

RSA F—DE, £V 27 AL 512, 768, 1024, 2048, 4096 £ F DWW TT,
ECDSA ¥ —D4, M E#RIX 256, 384, 521 £y hOWT AT,

ERR LI — XT ERFIELET,

show crypto key mypubkey {rsa | ecdsa}

i

ciscoasa/contexta (config)# show crypto mypubkey key rsa

R LTEF— T 2 RFFLET,

write memory

51

ciscoasa(config)# write memory

DEITGE T T, HLOF— X7 ZAERTE D L IO F— X7 ZHIFRLET,
crypto key zeroize {rsa | ecdsa}

51

ciscoasa(config)# crypto key zeroize rsa

(A7vay) m—JIV CAY—NGEHEB L OF— T 27— A7 LET,
copy
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1 :

ciscoasa# copy LOCAL-CA-SERVER 0001.pl2 tftp://10.1.1.22/user6/

Zoavy RiE, FTP E/IXTFTP #H LT, m— AV CA Y — NiEE L X+ — X7 B &
WRASANSDTRTOT 7 A )V Ea—LET,

GE) FTRTOE—HBIVCAT77ANETELRETHEIIANy 7T v 7 LTSN,

il
WIZ, F— T zZHIBRT 502~ LET,

ciscoasa(config) # crypto key zeroize rsa
WARNING: All RSA keys will be removed.
WARNING: All device certs issued using these keys will also be removed.

Do you really want to remove these keys? [yes/no] y

FZ R MRA D FDEEE
oA A L R ERET DI, KOTFIRE FATLET

FIE

ATvT1  ASADVGEAEAZITRAONLEDOH D CAILKHIET D T A MRA » FEERRLET,
crypto ca trustpoint trustpoint-name

&1

ciscoasa/contexta (config)# crypto ca trustpoint Main
cryptoca RZARKRA U h ar7 4 FXal—rar E—FRICAY, AT v 7 INLRETE
HCABEBEDNTARNRA L N NTA—ZEHIILET,

ATFvT2 ROWTIOLOAT v a rEBIRLET,

*SCEP LHRED R T A MKRA » FEFEH L CHENRGRAZZER L, B URL 2R ELE
j‘o

enrollment protocol scep ur/

il

ciscoasa/contexta (config-ca-trustpoint)# enrollment protocol scep url
http://10.29.67.142:80/certsrv/mscep/mscep.dll
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cCMP LFEED FT A MRA v MR L CHIVEGAZER L, BiH URL 2% L F
ﬁqo

enrollment protocol cmpur/

1l

ciscoasa/ contexta(config-ca-trustpoint)# enrollment protocol cmp url
http://10.29.67.142:80/certsrv/mscep/mscep.dll

« CADDEUAF LIREHEZ W RICI VT2 Z &2k »o T, FBELIE F T A PARA R T
FEVRERZZR L ET,

enrollment terminal

ciscoasa/contexta (config-ca-trustpoint)# enrollment terminal

c HEZBAREAEZZR L ET,

enrollment self

FROAT T TCMP 2EHATHEIIC N T ARRA V MERE LSS, A7 a0 TH
BICFEELZ BRT DA A X —T T HZENTEET, ZOHBER—2 LT 5
FREATREZR B U —IE, EBRFIC CMPV2 BEVE T 2T 22008 90, BRI LnF—
TEAERTHNEIDEGIEILET, SEAEOHSZ7 A 72 A4 L0056, BEPEERDS LI/
LETOMMZ S—8 7T —YTAN L, GEHEOHAERTIZH LN —%2 KT 5008 50
ERELET,

[no] auto-enroll [<percent>] [regenerate]
AR CRLAY 7 4 FXalb—var AT va BHEELET,
revocation-check crl

1 -

ciscoasa/contexta (config-ca-trustpoint) # revocation-check crl
ciscoasa/contexta (config-ca-trustpoint)# revocation-check none

GE) WMAFHIIMEEDOCRLT = v 7 A F—T7/MITDHI120E, iEAEZREGL T D,
CRLEFIHD T A MRA v bERELET,

AT OIFEL KON CA 7 7 72 HhE I3 L ET,

[no] ca-check

FARFIFIOIIRIZ X - T, GEAZEOY 7V =7 AFEAER (CA) 7 E 5 Dsigsl & E T,
%6, REAELEN L THOGEAFICELTHENTEET, CAT I 7, Tk
DO—TT, ZNDOLOHEANGEHAEIFET DI EI1X, sEHEOAMF—Z2MHH L CGEHED
BLERRECE D Z R LET,

ca-check =~ NIIFT 7 /L N CTHENI /> TCnbad, 2o~y N, EARFKIE CA~
ST RN T ARSI DOBRANTALENL Y 3,
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1 :

ciscoasa/contexta (config-ca-trustpoint)# no ca-check

ATV 6  BERHZ, IBESNZETFA—LT R A%, GEHED Subject Alternative Name 555 1125 6
5L CAICERLET,

email address

1

ciscoasa/contexta (config-ca-trustpoint)# email example.com

ATvT1 (A7 var) FRITHREZ 2 BACTHIE L. SCEP BEIZITICHEM L £,
enrollment retry period

&1

ciscoasa/contexta (config-ca-trustpoint) # enrollment retry period 5

ATvT8 (A7 var) HAESNDHERITORKEAZIEE L. SCEP Bk 72T ICH M L £,
enrollment retry count

51

ciscoasa/contexta (config-ca-trustpoint)# enrollment retry period 2

ATV BERHC, 1BE SN ERENM N A A 4 % FEE O Subject Alternative Name JE3E 125 6 %
EOICCAITERLET,

fqdn fgdn
i

ciscoasa/contexta(config-ca-trustpoint)# fgdn example.com

ATy T BEEFIZ, ASADIP 7 RLAZFEHAEICED S L HIC CAICERLET,
ip-address ip-address
1 -

ciscoasa/contexta (config-ca-trustpoint) # ip-address 10.10.100.1

ATYTN ARF DO G L2 DX — XT 2 HELET,
keypair name

1 -
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ciscoasa/contexta (config-ca-trustpoint) # keypair exchange

CMPIZ N T A FKRA LV FERE LG EDOA, CMP OFEE L OVH 8882 EDCSA ¥ —F
72X RSA F—%2AERTDNEIDERELET,

no keypair name | [rsa modulus 1024]2048[4096|512]768] | [edcsa elliptic-curve 256(384]521]

OCSP ®URL @ EFEE & OCSP OJSERIOFEAZEDOKIEICH TS 7 2 M4 > b &R E
L/i‘g—o

match certificate map-name override ocsp

1 :

ciscoasa/contexta (config-ca-trustpoint) # match certificate examplemap override ocsp

OCSPER D nonce LIk % T 4 £ —7 M2 LET, noncefiiRiL, U LA HEEBH DI,
FEREINEEZRESILL TS RFLET,

ocsp disable-nonce

1 -

ciscoasa/contexta (config-ca-trustpoint) # ocsp disable-nonce

ASA T, FTARRA L MIBEET AT RTOFHELF = v 745 & X2 HT %5 OCSP
P—NREHRELET, 727472 FEAEZED AIAGETHEESN TWAF—NIIEH L EH
/L/o

ocsp url

1 -

ciscoasa/contexta (config-ca-trustpoint)# ocsp url

BERIFIZ CAIZBEREND T ¥ LY ZL—XZdEELET, CAlL, BH, 2071 —X%
LT, TORDRKDEREZBIEL £,

password string

&1

ciscoasa/contexta (config-ca-trustpoint) # password mypassword

KhF = 7 DJiE (CRL, OCSP. BXWnone) % 1 D713 EREL T,

revocation check

51

ciscoasa/contexta (config-ca-trustpoint)# revocation check
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ATv 718

ATv 719

ATy T2

FSR RRA Y

ATy T

ATvT2

BERHRC, FRESNEY 7Y 27 FDN ZIFHEICED L L O I \ZER LEJ, DN XF
SN = INEENTNDEHE. _mﬁjc%ﬂ%_ﬁélﬁﬁﬁflifia“ (] : O="Company,

Inc.") .

subject-name X.500 name

&1

ciscoasa/contexta (config-ca-trustpoint) # myname X.500 examplename

BEEFIZ, ASAD TV Y TAEEZEAEICEDD LI CAICERLET,
serial-number

&1

ciscoasa/contexta (config-ca-trustpoint)# serial number JMX1213L2A7

FiTary 74X a2 b—Ya rERELET,

write memory

51

ciscoasa/contexta(config)# write memory

N CRL D& TFE

&%immﬁﬁ VEEIZA T a D CRLF = 7 #479121F, T ARSI L
Z CRL %3 E#ézgﬂ@@iﬁ KA RKRA 2 b CRL ZRET HIZE, ROTFNEAE
ﬂ,iﬁ“o

FIE

CRLaZV 7 4 Fal—a BB TDHFT7AMKRA L MIX LT, crypto ca trustpoint = >
T4 X2l —var E—RNIADET,

crypto ca trustpoint trustpoint-name

51 :

ciscoasa (config)# crypto ca trustpoint Main

GE) :@37VF%lﬁ¢6%’\G¢ﬁ4Z TNTHDHI EEERLTLIIZEN, £
77, BREER RN T A7 01CiX. CRL2MEMFIRETHALERH Y £,

BIEDRTAIRA LT, el a7 4Fal—ar v — FERBLET,

B 7osLianz
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crl configure

51

ciscoasa(config-ca-trustpoint)# crl configure

Evbhk FTRTOCRLIAV 74 X2l —2arDRTA—REFT 74V MEIZERET HIT
default =~ > F&fEfH L ¥3, CRL DFEH \VOT%:@ZV/%%AﬁLT
FlEZLYET I ENTEET,
BERY o —2HRETHITIE, ROWVTNNZ IR L £,
¢ CRL 1%, FREEFEADIEAETIHEEINTWD CRL OEARA v ML EBETE 1,
policy cdp

ciscoasa (config-ca-crl)# policy cdp

(GE)  SCEP OHUEHIL., FFHETHRESN TWASEHAR A » FTIZHR—FER TV E
A,

«CRL (I, RELZZURL EF LG TEET,
policy static

ciscoasa(config-ca-crl)# policy static

« CRL L. FBFEFEADFEFAETEEINTWS CRLEHARA » b E . BE L= URL O 7
MHERETE T,

policy both

ciscoasa (config-ca-crl)# policy both

CRL ARV 2 — DR EMFIZ static £7-1X both ¥ — U — K& H+ 254, CRLESHD URL &
ﬂﬁ?é%%#%@i#‘1~5®7/&%HTT\WkSOQWRL%AﬁT%iﬁon%ﬁ
X, URLIZEIV Y CTHT 7 TT,

url n url

1 :

ciscoasa (config-ca-crl)# url 2 http://www.example.com

URL #HIBR42121%, nourln =~ R&EFEALET,

CRL Htf3 5. & L C HTTP, LDAP, F7-1% SCEP #45& L £,
protocol http | 1dap | scep

51
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ciscoasa(config-ca-crl)# protocol http

ATV T6 ASANBUEDO RTARKRA LU RO CRLEF v v = LTWHRMZHE LT, refresh-time
FIEUE, CRL & 2zh & HIlrd~ 5 £ T ASA 3R 9 D5 (43) T

cache-time refresh-time

1 -

ciscoasa(config-ca-crl)# cache-time 420

ATvTT  ROVWTNNEERLET,
« CRL |Z NextUpdate 7 4 —/V RPMFIET 2 MERH D £3, ZNDBT 74V FEETT,

enforcenextupdate

ciscoasa(config-ca-crl)# enforcenextupdate

« CRL (Z NextUpdate 7 « —/V RBfFAEL 722 L ZFFrT L E 7,

no enforcenextupdate

ciscoasa (config-ca-crl)# no enforcenextupdate

ATy 78 LDAP BNHEASETm hant LTHRESN TWDEHAIZ ASA IZ LDAP —EZEE L £7,
LDAP H— N2, DNS A A M FEFIZIP 7 RLATIRETE F£4, LDAP — 303 F 7 4L
r 389 LIALDAR— N TLDAP 7 =) — %259 5551%, A— MEELIEECTEET,

Idap-defaults server

1 :

ciscoasa (config-ca-crl)# ldap-defaults ldapl

GE)  LDAPY—REZIEETHZDIC, IPT RLADKRD D IZARR M E2ERTH5EE1.
ASA N DNS ZfEHT DL HIICERESINTWNDZ L 2R LET,

ATY T LDAP H—NTU LT Uy halBEE LTS HEIC, CRL ORGEFFA LET,
Idap-dn admin-DN password
£

ciscoasa (config-ca-crl)# ldap-dn cn=admin,ou=devtest, o=engineering c00lRunz

ATYTI0 FEELEZFTARRALA L ML TOREND CANLEED CRL ZHEG L, BED T A b
RALYRDODCRLIZY 7 4 FXal—ardE7ANLET,

crypto ca crl request trustpoint
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ATvIN

SR bARA

&

FSR MRS Y FEEOT Y ZK— rEEA vR—

1 :

ciscoasa (config-ca-crl)# crypto ca crl request Main

EfTary 7 4 Fal—va A RELET,

write memory

&1

ciscoasa (config)# write memory

VEEREDIY AR—FFEEEFA VR—F

FTABRA Y MREEZT T AR— A VR— T 520, ROFIEZETLET,

FIE

KT A NRA LV MREZEET 5T R TCOF—L PKCSI2EROIFAEL & bl AR—k
LET,

crypto ca export trustpoint

51

ciscoasa(config)# crypto ca export Main

ASAIIPKCS12 T — X #WRICER LET, ZOFRRENET—XiFa—T&Et, P72
FRA VT —FFRAT— R TCREINETE, ZOT—X %7 7 A VRGET DHEEIL.
FOTF7ANNEXF 2T RGITICHDZ LR L TLTEIN,

ATYT2 =T & FTABN KAV FPRECEEMNT LTV D HITHEAFEAEL A AR —FLE

D

crypto ca import trustpoint pkes12
il -

ciscoasa(config)# crypto ca import Main pkcsl?2

Base-64 JEA T ARICT F A 2BV 1T D &L 9 ASAIC K~ TlRShE ¥, FTAFRA b
LEBITAVR=FENDF—TIE, BT D F T A RRA » FOARTE BT 5T ~Ub
WENY LB THENET,
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GE) [RUCAZMEETENT A RRA L PN ASARNICHEEH L2568, CAZETL T
ARRA L IDI B 1 OF T E2FH L Ca—VAEHEEZRIETE £9, CA 23T
HEDNTARRA Y MEFERL T, 20 CAMNEIT L2 —VIEAEEMRIET 5 0
Z 4 % 121%. support-user-cert-validation & — 7 — RZ i L £,

il

WOFITIX, R A RARA 2k Main @ PKCS12 57— & Z /38X 7 L— X Whozits & & &
I 7 AR—FLTWET,

ciscoasa(config)# crypto ca export Main pkcsl2 WhOzits
Exported pkcsl2 follows:
[ PKCS12 data omitted ]

---End - This line not part of the pkcsl2---

WOFITIE, 7SA 7 L —X Whozits & & HIZPKCS12 T — X 2 FEThT A MR A
k Main {24 AR — K L TWET,

ciscoasa (config)# crypto ca import Main pkcsl2 WhOzits

Enter the base 64 encoded pkcsl2.

End with a blank line or the word "quit"™ on a line by itself:
[ PKCS12 data omitted ]

quit

INFO: Import PKCS12 operation completed successfully

WIZ, BT A FKRA 2 b Main OFEAELZ FE)CA VAR — T 5612~ LET,

ciscoasa (config)# crypto ca import Main certificate
% The fully-qualified domain name in the certificate will be: securityappliance.example.com

Enter the base 64 encoded certificate.

End with a blank line or the word “quit” on a line by itself
[ certificate data omitted ]

quit

INFO: Certificate successfully imported

CAEEAZET v T IL—ILDEFE

FEBAFED [Issuer] 7 4 —/L K & [Subject] 7 4 —/L RIZHESNWT, — A ZRETEET, 1EK
L7c/b— L& # 4% &, tunnel-group-map =~ > RiZ XK > T, IPsec B'7 OFEHEL b x
N TN—=T~ B T TEET,

CAFFHE~ vy 7HAIZRET D I2E. ROFIEZFEITLET,
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ATy T2

castmE~y 7 —rozz ]

FIE

RETAHLV—=NLVDOCAFIHE~YYy Y a7 4 Fal— gy T—FFEBBL, V»—1DI—
FUABREERELET,

crypto ca certificate map [map_name]sequence-number

1 :

ciscoasa(config)# crypto ca certificate map test-map 10

v TR ERELRWGA, VI T 7 4V kb ~ v 7 (DefaultCertificateMap) (23BN S 41
FT, VAR SFITLIC, —BSELT 4= RE 1O ERETEET,

FATILDOARET I 7V =27 NMAERRELE T,

{issuer-name | subject-name} [ attr attribute] operator string

1 -

ciscoasa (config-ca-cert-map)# issuer-name cn=asa.example.com
ciscoasa (config-ca-cert-map) # subject-name attr cn eq mycert
ciscoasa (config-ca-cert-map)# subject-name attr uid eq jcrichton

Eefs—HsE2 b, —HSEIRMZIEET 2L TEET, AARMEITKRO LB
D b(“wg‘ﬂo

[

cc:
ecn : B4

edec: RAAL Y T R—x b
« dnq : DN f&ffi1-

cea: B A=/ T FLZA

» genq : HEARESS T

sgn: 4

it A=y b

eip: IP7 FLRA

o1 : FATk
*n : 4H
. 0 : FHAEA

* ou : FHfKEHAL

eser: VI T NVEE
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esn: Itk
* sp : ABIESTIL
t o ek

cuid : =—H% 1D
« uname : FEHEIE(LA
ARRERIIRO LY T,
ceq: 74—V NELITBENFTEDE L —ET 5,
ene: 7 A —/V REZITBMENTIEDMHE L —E L7,
cco: 74—/ NELIFTBMEO—IEITEMMAFTEDE L —ET 2,

enc: 74—/ REITIBMEO R NFTEDME & —H L7,

ATYT3 BT7v=s MEBLERELET,

alt-subject-name operator string

1 -

ciscoasa(config-ca-cert-map)# alt-subject-name eq happydays

ANRBHERFITRO LB TT,
ceq: 74—V RBFIEDMHEE BT 5,
ene: 74—/ RPFTEDMEE —B LRV,
cco: 74—V RO EIITEENFTEDEE —ET D,

enc: 74—V NOEENATEDMHE & —E L7z,

AT T4 LR —OEREEZRELET,
extended-key-usage operator OID_string

&1

ciscoasa (config-ca-cert-map) # extended-key-usage nc clientauth

B ERFIIRO LB T,
cco: TA— IV RO—EEITIRHBEDEE —ET 5,
enc: 7 4 — /v ROEHMPETEDE E —E L7220,

H%h7e OID XFFNIRD L0 TT,

s [string] : = —WFERD LTS,
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e clientauth : 7 74 7 > FadiE (1.3.6.1.5.5.7.3.2)

« codesigning : =— &4 (1.3.6.1.5.5.7.3.3)

« emailprotection : Z % = 7 EF A — /IR (1.3.6.1.5.5.7.3.4)
« ocspsigning : OCSP &4 (1.3.6.1.5.5.7.3.9)

« serverauth : % —/3FGE (1.3.6.1.5.5.7.3.1)

s timestamping : ¥ A LA X 7 (1.3.6.1.5.5.7.3.8)

ASANBTLS 7 A7 > b & LTEMET 2356, ASAIXRFC6125 TERSNTWDLT U r—
vary =0 ID OKFEV—/NVEYHR—FLET, ZTORFC Tk, 2 ID #FKH (ASA L
THE) L., (TFVr—var $—nbHE) RS- ID ISR L TR ID 2Ae7
HFNEZ TR L TCTOVET, BRI IDPHEFADOSIID & —E LT UL, Bidmf
nt, =y—nrmnZicidEgsnEd,

P ORI, P— NZEH O ID 2R T 572012, 1 DL EORT % 5 72—/ GEH
% ASA IR LET, ASA TREISNHZMIID 1L, O HIZ T — \GEIE TR
ENBHID L EnET, 2N HDIDIE, RFC6125 TERIN TS 45D ID XA 7 DFE
EDA LV AZLATT, 4ODID XA FIIXRDERBY T,

*CN ID : GEHEDOY 7V =/ b 74—V RIZRESND, Ll (CN) XA 7D 12D
RS A T EEOT TR E NSRG4 (RDN) . ZOEIE, ERRFEO KA A
vHE—HLET, CNMEIFHHEXROTF A M52 LIFTEEH A, CN-ID B ID
T, 770 r—vary —bE R ESNEE A,

* DNS-ID : dNSName % { 7°® subjectAltName = s U, ZHUXDNS KA A 4 TT,
DNS-ID ZHID Tik, 77V r—v gy =R TREINEE A,

* SRV-ID : RFC 4985 |ZiE % 41TV 5 SRVName TER DA HiTA D, otherName ¥ A 7D
subjectAltName =2 kU, SRV-ID i#5l F121X, RAA AT TV r—va s —E X
AT O SGEEH5L LN TEET, & xX, [ imaps.examplenet] ¢ SRV-ID (%,
DNS KA A 455D lexamplenet] &, 77V r—va s r—E 2 XA TEHGD

limaps] (27T HILET,

« URI-ID : uniformResourceldentifier % 4 7'® subjectAltName =2 kU, Z DOfEIZIE,
lscheme] =2 R— 2 k& RFC3986ICEFKIN TS [reg-name) /L—/MZ—ET 5
Thost)] Y R— b (FIXZNITHY T2 a0 R— M) OlGFREENET,

URL-ID @B 21%, IP 7 FLATEAR, BEORA M Tl <, DNS KA A~
HEEDLHMENRSY £, 72& 21X, Tsipvoice.example.edu] &9 URI-ID (%, DNS
RAA %@ Tvoice.example.edu) &7 7V r—varh—vERX XA 7D [sip) 23T
TET
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ZHID X, REAOLARIZHET 2 EERSNET, SRID BERSNH L, 4 DD ID ¥

A 7 BT SN EESIRIDIGEN, FRIESRIDMOHIBRT L Z N TEET, &R
ID (21X, DNS RAA VA ERFET HIHERPEZENTVWDOIRERNHY 5, £/, 77V 7 —
Vary h—ERERETLHHERLEOLENTEET,

1R BRI

« 2 ID X, syslog V—"BLURA~— |k T4 LA S —_A~OPEHRHZIOREH SN E
T, TOMD ASASSL 7 T4 7 > b B— RO TIE, BRATIE, 2R ID OBRES
FERITTAR— SN TOERA,

SEERT T4 T FOBEEFHERB LT +—1 3y 7 & . ASA X RFC 6125 T
ENTNWAID & —HEHL-0DDFTXTONL—LEFEELET,

FEAEABETCT DEREIIEEINEFYA, L7z -> T, [INo Match Found, Pinned
Certificate] AvE—UNRRETHI LIZOV EHA, £, VA3 THEETHIF
ATV MIXFERT T4 72 FTIERWED, —EDR RO 6 WG EIc e —FRFEE
EEETHIEHLTEERA,

FIE

ASA % ca-reference-identity E— NIZ9 512i%, /m— b a7 4 Falb— 3 F—RT
[no] crypto ca reference-identity =~ > KZ A )L F 9,

[no] crypto ca reference-identity reference-identity-name

Z D reference-identity-name 73MEH S TWBEIRID RO L RWESE, #T LWERID 23ME
EnET, FHPOZRIDICH L CZDavy ROone BREFKITT D &, BEA Y-
DERINT, ZHRID IFHIBRESEE A,

ca-reference-identity €— R C, 2 ID # A LET, R ID X, EEOX A TOEBOS
HID ZBmTE£7,

* [no] cn-id value
* [no] dns-id value
* [no] srv-id value

* [no] uri-id value

SRR ID ZHIRT 31213, Zoa<w> Fon BERXAHEHLET,

i
syslog %—/3® RFC 6125 % — NGEBEOKRFEICHER T 22 ID 2% E LT,

B 7osLianz



| #osrians

socoanzons [

ciscoasa(config)# crypto ca reference-identity syslogServer
ciscoasa(config-ca-ref-identity)# dns-id syslogl-bxb.cisco.com
ciscoasa(config-ca-ref-identity)# cn-id syslogl-bxb.cisco.com

RODARY
FRE L7-Z M ID 1L, syslog 3 & U Smart Call Home H— &5t 2 i B9 DB H L £ 37,

FETOERAE OIS

&

ATy T2

AEAEZ FEI TR 2103, ROFIEZFEITLET,

1R BRI

F T A RKRA L B TREINLTUVND CA DD, base-64 encoded CA FIFFAEZ S L TH < LETEMN
HFES,

FIE

RELIZ R T ARKRA L hO CAGEHELE A VR — M LET,
crypto ca authenticate trustpoint

1

ciscoasa(config)# crypto ca authenticate Main

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIIDRTCCAuU+gAwWIBAgIQKVcgP/KW74VPONZzL+JbRTANBgkghkiGI9wOBAQUFADCR
[ certificate data omitted ]
/TQEM8izyOEOTSErKu7Nd76jwfSedqgttkQ==

quit

INFO: Certificate has the following attributes:
Fingerprint: 24b81433 409b3fd5 e5431699 8d490d34
Do you accept this certificate? [yes/nol: y
Trustpoint CA certificate accepted.

[

% Certificate successfully imported

N7 A RRA 2 NOFERELZ FEICRIGT A2MERNHLNEINEL, O RN TAINKRA O
X EHFIZ enrollment terminal 2~ > RAfEHT N E I ML > TRED 77,
ZDORMNTARRA L MERDASA ZHE L ET,

crypto ca enroll trustpoint

51

ciscoasa(config)# crypto ca enroll Main

o

% Start certificate enrollment ..

o

% The fully-qualified domain name in the certificate will be: securityappliance.example.com
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)

% Include the device serial number in the subject name? [yes/nol: n

Display Certificate Request to terminal? [yes/nol: y
Certificate Request follows:

MIIBoODCCAQkCAQAWIZEhRMB8GCSgGSIb3DQEJAhYSRmVYYWxQaXgu¥Y21zY28uY29t
[ certificate request data omitted ]
JF4waw68e0xQxVmdgMWeQ+RbIOYmvt8g6hnBTrd0GdgjjVLt

---End - This line not part of the certificate request---

Redisplay enrollment request? [yes/nol: n

Zoawr X BAT A OMHELZER L, RELEF—DF A FIZL > TEHE b7 —
X DOFEAEL AR L FT, B4 EREEICH]I % O RSA F—%2 i3 254, crypto ca enroll
avy N2 OOFEHEZER (F—TLI212) 2R R-LET, BLH LR SLOE G ITILHO
RSA F—% 3 544, crypto caenroll =~ N CIIREAET RN 1 >ForEShE T,

BEAESET T DL, ST DH T AMKA L N TREND CAND eryptocaenroll =< > K
THAR SN T X TOFEFERICH T 2R FEZ TG L4, FEFED base-64 JTEATH 5
CEEMEEEL T IEE N,

NZARRA L FBCMP HIZRE SN TW DS, HAMEM () £33V 7= MNMIE4
THNEEZEL N T A RKRA 2V FOART (cr) OELLNEIRETEETN, MTEHET
HZLIFTEETA, ASAEHEND A v — Y OEHEME L A E MR T H72DD CAD
DT TR AT R FEEZRET D0 &5 VIE CMP B ERE R D B4 FHICLIRNCRIT S iz
TNA ZGEAEEZ T A RRA U MOARTNIRE LE T, LAWE B4R EDO S —
T— R, T A MRS FEET T F 2V CMP ICEESN TV LG AICORERTE £
7

crypto ca enroll trustpoint [regenerate] [shared-secret <value> | signing-certificate
<value>

BERERZAFRT RN, BT LWEERT AT _&ENE I a2l L £,

crypto ca enroll trustpoint [regenerate] [shared-secret <value> | signing-certificate
<value>

CAMNDOLZETALIEHEL A VR — b LT, FEHEZ base-64 L THARIZALT U fHTTWVW5 =
L EMERLET,

crypto ca import trustpoint certificate

1 -

ciscoasa (config)# crypto ca import Main certificate
% The fully-qualified domain name in the certificate will be: securityappliance.example.com

Enter the base 64 encoded certificate.

End with a blank line or the word “quit” on a line by itself
[ certificate data omitted ]

quit

INFO: Certificate successfully imported

ASAIZHRATSINTZFEAEDHME v T A MARA 2 FOCAFEAELZFR/RL T, BEETokzan
AL Z LR LET,
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scep z A L-iimEoanng

show crypto ca certificate

51

ciscoasa(config)# show crypto ca certificate Main

RITar7 4 FXal—va B RHFELET,
write memory

1

ciscoasa(config) # write memory

FEBRAERELIZ T AMRA L FTLIC, ZRNHDOFIELEEDIRL T,

SCEP Z £l L 1=;IEAZE D BB ES

ATy T

ATy T2

Z DIATIL, SCEP # i L CiEAEZ HEICEE T 5 HIEIZ DWW TR L £ 7,

188 BRI
F T A RKRA 2 B TREINTUVND CA DD, base-64 encoded CA FIFFAEZ S L TH < LETEN
HFES,

FIE

RELTE N T A AL b CAGEHFELZRG L ET,
crypto ca authenticate trustpoint

51

ciscoasa/contexta (config)# crypto ca authenticate Main

RTIARKRA U FERETDH L =12, enrollmenturl 2~ > REEHTHE, SCEPEEHL T
SEAEAZ HEMCEG T ALERNH D0 E S paHrcE £,

TDORNTARRAL FERFOASA 28 LET, Zoa~vr NiE, B4T — ¥ OREHELZ R
BL, RELLEXF—DX A TZL > IR BLT — X OFEHELERS L E9, CAOEIEIL,
CA DSFEEAZ A 59 AN FE CRSERZFBIE LRI NIER LR WEERH L0, Z0
a~ Y RE AT HHEIC CA OFHEISEE L TS EE0,

crypto ca enroll trustpoint

51
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ciscoasa/contexta (config)# crypto ca enroll Main

ASADNEERAESERZEZE LT 14 (F7 40 F) LNICCADGIERAELZZITES 203>
AL, FAFAEERAFRESNET, ASAICL - T, SFHEAZZETHETIH T LI
BEZERNEESINET,

N7 A RKRA L NOTERERM N AA 44D ASA DFERER R A A L4 L —B Lo oG
(FEEEHM R A A AP LFOHEbEL) | BEPFRINET, ZOMBEEHRT LI
I, BET A A& T L, REREIEZIT>THD, cryptocaenroll =~ RA AT LE
j‘o

(¥)  cryptocaenroll =~ RZFITL7%, GEHEEZZETDANZASANRY 77— FEh
7e5% 61, eryptocaenroll =~ RZFFASI LT, CAEEHEITHEL TIEIV,

ASAZRATSNREHEOFME b T A FARA & PO CAGEHFEZFIR LT, BT & A0
REI LTz Z Ll LEd,
show crypto ca certificate

1 :

ciscoasa/contexta (config)# show crypto ca certificate Main

EfFar 74 X2l —Ta A RELET,

write memory

B -

ciscoasa/contexta (config)# write memory

SCEP ZEXRD 7 AFxL HR— FDEERE

ATy T

PR R—F D CAZFH LTIV E— T I EBADT L R RA 2 2T S L 512 ASA
ERET DI, WOFEEZFEITLET,

FE
v Z—Tipsec Bl 7 4 Falb—v gy B— KB LET,

tunnel-group name ipsec-attributes

51

ciscoasa(config)# tunnel-group remotegrp ipsec-attributes
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ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

scep ERnTnxs H— oz [

JIA4T NP —EREA X—T I LET,
crypto ikev2 enable outside client-services port portmumber

51

ciscoasa (config-tunnel-ipsec)# crypto ikev2 enable outside client-services

F 7 4V kDR — "L 443 T,
GE) Zoa<wr Nt IKEV2 Z VR — T35/ DOBNETT,

Fo oy Zv—" general B2 7 4 X2l —v gy B— REBBLET,
tunnel-group name general-attributes

51

ciscoasa(config)# tunnel-group 209.165.200.225 general-attributes

RV 7 —T D SCEP Bk & A K —7 M LET,
scep-enrollment enable

51

ciscoasa (config-tunnel-general) # scep-enrollment enable
INFO: 'authentication aaa certificate' must be configured to complete setup of this
option.

IN—T R v—J@lar7 1 Fal—varT—RelBLET,
group-policy name attributes

1 -

ciscoasa(config)# group-policy FirstGroup attributes

TN—7 R —HDSCEP CA 28k LET, ZOa~vr NI, = N =7 10751
AENEZ YR — 27V —7 R =T8I 1 RIAALET,

scep-forwarding-url value URL

1 -

ciscoasa (config-group-policy)# scep-forwarding-url value http://ca.example.com:80/

URL 1% CA @ SCEP URL T,

ZERAZEAY SCEP 7' 1 3 2 WebLaunch DY 7R — MMIfEH T RWEAIL. t@otwh 5
WNRAT— R&EfFEHLET,

secondary-pre-fill-username clientless hide use-common-password password
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T

X

ATy T8

ATvT9

1 :

ciscoasa (config)# tunnel-group remotegrp webvpn-attributes
ciscoasa (config-tunnel-webvpn)# secondary-pre-fill-username clientless hide
use-common-password secret

SCEP 7 u %> %% iR— 95|21, hide ¥—7U— REZEHITZ20LERNH D 9,

7=e 2, GEER, TNEERTLIZ U R RSV P TIIfEHTEEFA, T REAAL B
WCREBENGET 5854, AnyConnect |X ASA ~O#Eki 2 I L, DKL T, WNES
Fy NU—=7 VY —=Z~OT 72 A%4td 5 DAP AR Y > —ICHAETH LI LET,

AnyConnect VPN £ > & a VO HFIAN SN TWE I TV 2—F L &I ERRITLET,
secondary-pre-fill-username ssl-client hide use-common-password password

&1

ciscoasa (config-tunnel-webvpn)# secondary-pre-fill-username ssl-client hide
use-common-password secret

PIFTD U Y — 2 Bk& U7 ssl-client 5 — U — FICEMR72 < . IKEvV2 £721% SSL # i fH42
AnyConnect v ¥ a VAV AR— M 5I0F, Zoavr FEBHLET,

SCEP a3 ZH R — 4 521%. hide ¥—V— REEHTI2LENRNH Y £,
SERAENMEHA T AN L T I —YP LA ERELET,

secondary-username-from-certificate {use-entire-name | use-script | {primary_attr [secondary-attr]}}
[no-certificate-fallback cisco-secure-desktop machine-unique-id]

&1

ciscoasa (config-tunnel-webvpn) # secondary-username-from-certificate CN
no-certificate-fallback cisco-secure-desktop machine-unique-id

DIBAZE R 1 TDEEAHE

B CE DIEABRLMELTDE. TAT T 4T A GEHEOMENL 72 E DFERI I 2 A7 <0,
17— H )V CAGEHESCa— FBLIFHEOHN 2 PO I LICEERRTEEITRZAD L OITRY
F7,

1R BRI

FTUXNGEREERRICAEZEL, BE T IEHELMILET, MEST—AHESN TV
W CAGEEIX, X THO VPN 712 b2/ L webvpn Tl S, h T A haRA > hTHEEZ
TAT v MEFAEZRIET 2 L0 ICRESNTWET, £/2. hT A FARA  h &%, HTTPS
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CAGEEAZE

CA H—/\EH

1—HIIRAEDERE

ATy T

casiziz i

P NZ 71 UG ST B A BEE L. smart-call-home FIEFH E A4 MGET 5. webvpn HEAEIC
LoTHEAENAEHETX AEHESD—EDZ L TT,

FIE

0— )V CAERETDHE, VPN T4 T M ASA D OHIFAER A EHERETE L L9127
DNET, ZTOFERFRTIZED ., ASA T CAICEHENE T, CAZERETDHITIL. CAEH
E (33— Y) EBRLTIEEN,

RDEZRY

FEAFEDOAMIRICT 7 — P aRET D0, 7 VA NVAEAEIEHEOEHRE L T =2 L ¥
j—o

ZON—=UT, CAGEHFEZERLET, RO My 7 TlE, FATTELZ LIZHOWTHAL
ESr

FEHED AT —Z A LB ESHI20E, ROFNEELFATLET,

FIE

[Manage User Certificates] XA > C, Z—HW L EITFEAED VY 7IVES CRIE DREAE 4 3
RLUET,

ATV T2 ROWTNILOF T a BRIV LUET,

s 2—YIEHED T A 7 X A4 DT L7254, [Revokel| & 27 U v/ LCa—H 77k
ZZHIBRLET, /o, m—H/VCAIL KDY, FEAET — 2 X—2ANIZH D% Dt FIC
KD~ —7 BHTF B, EFERPBBCEFHFIN T, CRL BAFEFRITINET,

o KA UT-FEAE AN L C[Unrevoke] #7 U v 7§25 &, ZTOFEHEBICEORT 7B AT
XD ET, Fo, v—HNVCAILEY | FEAET —FN—2ANITH 5% OFEE
\ZRERER O~ — 27 DMHT B, FEEOE R BERIICE S -k, B S 472 CRL
DEFBITINET,

AT9T3 BT LEL[Applyl 227V w7 LT, BEAERFELET,
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. trustpool EEFHED BE 1 o R— FDEETE

trustpool GEBAZE D BEN 1 VR— FDERE

Av—h T4 ATIL, SmartCallHome A > 77 A T 7 F v ™MEHINET, ASAIT Ny
7 77 7 > R C Smart Call Home [E4 VAR — N &5 ET 5 & 12, Call Home —/ FEH] 32 7%
ITLIZCADREREZ EL 8T X FARA » b2 ABIIZIER L £§, ASAIZ, H— SGEBFED
%ﬁﬁ[ﬁ‘%‘)%ﬁwﬁﬁéhf:%é\ilﬁi'ﬁ%@*ﬁﬁ%%ﬁ— M5 EHC720E Lz, BAX~—DGE
HEREOL T LIS HLETIH Y £ A, CAY—1 D E CELAGEHENE T SN E
(2, Smart Call Home 237 7 7 ¢ 7 72IRHEAHMERF T & 5 X 512, EMAY7R trustpool /X2 K/LdD
FHEAEETEET, ZOWEEYALT 2T A MBI T AR—FahvEtA,

trustpool DFEAFE N KL &2 BEIIIZ A AR — T 5121, ASARNY KL F 7 om— R
A VAR—=MIEMT 5 URL ZH5ETHLENRDHY £3, kOa~xr ReANT5E. 77+
/U k@ Cisco URL &7 7 /L ORfHE (22 B§fH]) ZEHA LT, BH —EOMMETA > A—h
WEITSNET,

ciscoasa (config-ca-trustpool)# auto-import-url Default

Flo, Woa~vy REH LT, #AZLAURLICEDHEA VR— FaAf R—7VIZTEE
R

ciscoasa (config-ca-trustpool)# auto-import url http://www.thawte.com

F 7= BEEIIFEOMOES D L WEFRHICRERIC A T e — RERETEH L9172
X, RMoa<> FEAJILT, BAX AERIICE DA Vv AR— oA 2=V LET,

ciscoasa (config-ca-trustpool)# auto-import time 23:23:23

HAS LNURL & AZ AEBOMGIZE D AEA VAR — FEFRETHITIE, ROavr Rz
FRHTLIHLERH Y 7,

ciscoasa(config-ca-trustpool) # auto-import time 23:23:23 url http://www.thawte.com

trustpool RV S —D AT —H ADFKR
trustpool 7N U ¥ —DBHED AT — X A% RRT HITIE, ROa~v REHEHLET,

show crypto ca trustpool policy

ooy Rk X BREREK L ET,

0 trustpool certificates installed
Trustpool auto renewal statistics:
State: Not in progress

Last import result: Not attempted N/A
Current Jitter: 0

Trustpool auto import statistics:
Last import result: N/A
Next schedule import at 22:00:00 Tues Jul 21 2015

Trustpool Policy

Trustpool revocation checking is disabled.

CRL cache time: 60 seconds

CRL next update field: required and enforced

Auto import of trustpool is enabled

Automatic import URL: http://www.cisco.com/security/pki/trs/ios core.p7b
Download time: 22:00:00

B 7osLianz



| #osrians

CA Trustpool 27 V7

CA Trustpool DY ') 7 .

Policy Overrides:
None configured

trustpool RV > —%F 7 /L MREBICY &y R T 5121, koa~vr REfHLET,

clear configure crypto ca trustpool

oA RAA L NEREO BB R MEF 7 4 hTATIERDOT, RO a7 Rl
ML THREEZT 4 E—7I2LE T,

EAEOEMEIRT 5— FOBE (D EHEE (L CA

sEBAE F)

\}

ASA T, FT A BFKRA 2 PO CAGFHER L OVID FEHEIC DWW TCAHSIHIR 2246 T & 12 1
BT =7 LET, EAZEOFIHBRRE L RKETIDEE, syslogndT 77— b & LTHEIT
INFET,

V=AU ABLIOHY IR LERARET H-DICCLIN SN Ed, 7+ Tk, U~
A U FIIAWIRO 60 BRI SN, 7THZEICHRYVIEESNET, kKOoa~<wr REEHAL
T, DT 77— bR EEEINIADIHBRETOAELEZRE L., U~ U IHREEINDMEE
EERELET,

[no] crypto ca alerts expiration [begin <days before expiration>] [repeat <days>]

7T — FNOFRTEICEGRR L . AFIHAROERIOEITY ~ 4 X1 EHEEINET, KO show
a<wy Réclear 22 RHEBMENTWET,

clear conf crypto ca alerts
show run crypto ca alerts

BRI ~A L HITAZ, a7 4 X a2 b— a3 VZHIRBEIN R EN RO 1254,
DFEHEFELEF T2, FRIFHIERTLZL T, ar74Falb—va VE2EBETLHEOHIC
syslog 238 H 1 [FIAERK S VE T,

72 20X, AR T 77— s 60 BICBHMESIL, TD% 6 HI LIV IET I OICRESN
TWbHELET, ASAN 40 HIZHEEIENA L, 77— MIFORIZERE SN, ROT T7—
MX36 HBIZEEENET,

GE)

IR T = 71F, T RN =V OFEHETIEEITENETA, B—H/LCAFT A K
A M, BRHBEF = 7 OBEDO N T ARMRA L MELTHITbILET,
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TURIEEBHEDE=42) VY
TUHNGERERT =X ADF=F Y o TIWZONTIE, ROa<wr RESRLTLEEN,

* show crypto ca server

Toa<wyRE, a— AL CADIAL T 4 X2l —a b AT —HAEHFHRLET,

show crypto ca server cert-db

ZoawrRiE, e— ANV CAICK s TRITEN 2 —VIEHAELZ LR LET,

show crypto ca server certificate
Zoawy RiE, ar Y=/l base 64 TEATr— /L CAGEMIEZFK R L, M RREZR

BEE, MOT S, AADA 2R — FRFITH LWREAEORFEAE S 72O —/L 4 —
N—fEHEOS LTV v FagGien — A — —FEHEDEREZ R R L ET,

show crypto ca server crl

ZDa<y Rk, CRLZFRLET,

show crypto ca server user-db

ZoawrRiE, a—PLa—HFoORT—F 2EFRLET, ZOFRICKRDEMFZ2H
ALT, BRENDLVa— FEEHOTZ ENTEET,

« allowed : BIEBG NI SN TWD2—F R F 2R R LET,

cenrolled : BRI, ARRFEHIFEL RO O2—PFEIT2RRLET,

« expired : HIEIl TIZ R o CiE B A FF O — V72T 2R R LET,

s on-hold : FERAHE Z R 7 THAERERDFF Al SN TR W2 —FIEIT 2R R L ET,

show crypto ca server user-db allowed

Zoavwr RNt B CTELH—YEERLET,

show crypto ca server user-db enrolled
Zoawy N, ARRGERAE L FFORBE A —F 2 RRLET,
show crypto ca server user-db expired

Zoa~r NiE W T LCiERE 2R 2 — P2 RR LI,

show crypto ca server user-db on-hold

Zoawy N, GERERR S BERTF I Sh T ina—FERRLET,

show crypto key name of key
Zoavwy NiE, ERLEX— T E2RRLET,

show running-config

Zoa<wy RN, =NV CAGEHE Yy I L—NERRLET,

B 7osLianz
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il

ROBITIZ, L RSA F—E2FRLET,

ciscoasa/contexta (config)# show crypto key mypubkey rsa

Key pair was generated at:

Key name: <Default-RSA-Key>
Usage: General Purpose Key

Modulus Si
Storage: c¢
Key Data:

30820122
00ea2c38
525fffc0
elf33e40
93bff98f
071a978c
da6e8fab
af8fele2
51lceabfb
7d020301

Wiz, a—H) CACRL ZFE T 542 R~LET,

ze (bits):

onfig

30040609
df9c606e
90da8adc
a6bce04f£5
df422fbl
6e81£073
411a841f
e58718c6
£8ade096
0001

2048

22864886
ddb7b08a
e696edde
92812894
2066bfa4d
0c4cd57b
e72bb8ea
edlda0f0
7217cf2d

£7040101
e8blalas8
0646c661
b0fe0403
2ff5d2a4
db6d9£f40
cf4bdb79
lc6f36eb
3728077e

01050003
65592d85
48b3602a
£8d7e05e
36b3bldb
69dc2149
f4e57££3
79eblaeb
89441d89

ciscoasa(config)# show crypto ca server crl
Certificate Revocation List:
cn=xx5520-1-3-2007-1

Issuer:

This Update:
Next Update:

13:32:53 UTC Jan
13:32:53 UTC Feb

Number of CRL entries: 2
e: 270 bytes
Revoked Certificates:

CRL siz

Serial

Revocation Date:
0x47

Serial

Revocation Date:

Number:

Number:

0x6f

12:30:01 UTC Jan

13:32:48 UTC Jan

4 2010
3 2010

4 2010

4 2010

16:39:47 central Feb 10 2010

82010£00
0711lcac5
960d7a3a
aea79603
edaebfl6
e755fb0f
a940ce3b
£098b5c4
9bf5£875

KT, 1 NORETDA—H 2 Fom T o0 2 R~ LET,

ciscoasa (config) # show crypto ca server user-db on-hold

username: wilmalOl
email: <None>
dn: <None>
allowed: <not allowed>

notified: 0

ciscoasa(config) #

Foargngnr=2y>7 |}

3082010a
fceddeel
52daelda
2dcd56¢cc
973b2bd7
590f2da8
4a2c7052
79e07658
c8d2db39

02820101
fad94297
5£983603
01261b3e
248e4dd2
b620efeb
56cldl7b
ab2d8c7a
c858bb7a

IZ. show running-config =~ > RO N2 /R LET, ZOHICIE, v—H /L CA
GEAES T L= A RNFIREN TV ET,

crypto ca certificate map 1
issuer-name co asc
subject-name attr ou eq Engineering

T

canisz ]



FoaLiEng |
B ivzes=oRE

AIBAEEHDERE

®1GIAESEEOERE

Hae TS5 bTAH—L))—R HL:L

AIERHEAE B 7.0(1) TV IVEEAE (CAGEE, 1D FEH
FE BLO=— FELAFEIEERY)
1. REEADOT 21D 2t L £
T, T UHXNGERAEICIE, 4T 2V
TN, =t $. E72EP TR
VAR Y, 2—WEIEIT A R EiH
BT DIEMN T ENET, CAX, GE
HEC B4 LT ORIEEHER
HTET, THRAAERIZ2—F DT
AT T AT 4 &BRGET D, BETE
HHEEI T, CAX., ABF—F 721X
X — DR S b 2R L TEXx =2 Y
T A EBRIETHPKI 2T F A R T,
TUHNVEEAEERITLUET,

iy

AIE P - PR 7.2(1) Roa~wr FeEALELE,

issuer-name DN-string, revocation-check
crl none, revocation-check crl,
revocation-check none,

crl {required | optional | nocheck} ==~

¥ RIHESRZ R LT,

B 7osLianz
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anzsEogE |

HRES T3y bIr—LYY)—R BTL:L
AL B 8.0(2) Koz~ FEEALELE,

cdp-url, crypto ca server, crypto ca
server crlissue, crypto caserver revoke
cert-serial-no. crypto ca server unrevoke
cert-serial-no, crypto ca server user-db
add user [dn dn] [email e-mail-address].
crypto ca server user-db allow {username
| all-unenrolled | all-certholders}
[display-otp] [email-otp] [replace-otp].
crypto ca server user-db email-otp
{username | all-unenrolled |

all-certholders}. crypto ca server

user-db remove username, crypto ca
server user-db show-otp {username |

all-certholders | all-unenrolled} . crypto
ca server user-db write, [no] database
path mount-name directory-path. debug
crypto ca server [/evel], lifetime
{ca-certificate | certificate | crl} time. no
shutdown, otp expiration timeout.
renewal-reminder fime. show crypto ca
server, show crypto ca server cert-db
[user username | allowed | enrolled |
expired | on-hold] [serial
certificate-serial-number], show crypto
ca server certificate, show crypto ca

server crl, show crypto ca server
user-db [expired | allowed | on-hold |

enrolled], show crypto key name of
key. show running-config, shutdown

Foanisz ]
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FoaLiEng |

HaE

iy

T bITH—L))—R

B

SCEP 7'm % v

8.4(1)

P— RX—F  CAMNDDT A RFE
BEALZ IR TE DHEEZEAL
F L7,

Roa~vr FeHALE L,

crypto ikev2 enable outside
client-services port portnumber.
scep-enrollment enable,
scep-forwarding-url value URL .
secondary-pre-fill-username clientless
hide use-common-password password.,
secondary-pre-fill-username ssl-client
hide use-common-password password.,
secondary-username-from-certificate
{use-entire-name | use-script |
{primary_attr [secondary-attr]}}
[no-certificate-fallback
cisco-secure-desktop
machine-unique-id],

2 1D

9.6(2)

TLS 7 74 7 > MLELX, RFC6125 D
7 varellERSNDLY—NID
DRFFEN— VA YR — T2 K 5127
D FE L7, ID#ERILsyslog h—/N& 2
~— bk T4 A P—~D TLS H
fe D PKIFERR AT O E T, 2R
N IDPRESNTZY 77 LA 1D
EHLRWGE, AL TEF
A,

WDa~y RPNBMELIFEEINE
L7z, crypto ca reference-identity,

logging host. call home profile
destination address

B 7osLianz
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anzsEogE |

HaE

iy

IS5y kTA—bY—R

B

a—H )L CA $—3

9.12(1)

ASA DR FQDN %3 5 1%
0 IZERE FTRE 72 B dF URL @ FQDN
ZAERT D720, BT LWCLIA 7 Y =
UREAINE LT, ZOHLWATS
v 3 &, crypto caserver @ smpt E—
RZiBEMEnET7,

We deprecated Local CA Server and will
be removing in a later release—When ASA
is configured as local CA server, it is
enabled to issue digital certificates, publish
Certificate Revocation Lists (CRLs), and
securely revoke issued certificates. Z (D1
BEIZ I < 72> 72728, crypto ca server
avy RFBELESTWET,

o —H )L CA P—°

9.13(1)

2 —71L CA ¥ — 3O H R — kA3HI B
SNE LR, LR T, cryptoca
server A< REZDW T a~wr Nig
HIBRZ AL ET,

cryptocaserver 2 v R & ZDF T
DY 7 a~<r RRHIERSIVE Lz,

CRL DE®E

9.13(1)

il # > CRL @ ~ U EDOHIRAH
BRE, FFRSNACRLF vy via
B ZOHIEHM L E LT,

Foanisz ]
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