ax>4

ZOFETEH, VAT A AvE—U%FELT, VT TN a—T 0V ZIEHAT D HIEICON
THBHLET,

03X OME (1 3—)

X TDHARTA L (8 3—)

e BX LT ORE (10 ~—)

e g E=HXY T (27 =)

axX 7ol 27 X—)

aX 7 ORERE (28 N—)

OX> D=

VAT A BX T, TN ADNG syslog T—E U EFITTHT— DX v -V EIE

TBHHIETT, HRODOsyslogh— X~ X 7E, e 7BLOT 77— FOEMNITHEILLET,

VA TFTNRAATE, INHORT A vE—T% UNIX A XA LD syslog B —E RZE[ET
EFET, syslog—ER L, Yo7 rary s Xal—rary 774 MIEST, AvkE—

CVESZELTTZ 7 AMIRET L0, HAOLET, ZoBEXoax o 7%, FRiEIN-EHN
PRSI A e IR LET, v v —F v R TA Y a—T 4 T BEOS T
NMLE O G TR B E T,

ASADYV AT A 72k, ASADE=X VLV IBIONN T TNy a—T (7 THLERIER
L EMTEET, aX L THREAFEHL T, ROBEEZFITTCEET,

s O 7\ZEEERT D syslog A v —VERET D,
*Syslog A v E—YOEKEDOT v —T /ML EIZER
c WETLe, syslog A vE—VEELRERD, 1 DL EOGFREZHET 5,

s NER Ny 7 7

« 1 &Ll E® syslog H—
« ASDM

*« SNMP EHIA T —3 3
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B 720752 2—rconxoy

cHHEDE A= T KL A
o« 1Y —)L

e Telnet »* SSHE v g

cHEHRKELANNRA =V VTR EICLD, JV—TNTDsyslog A vE—VERE
BLOEHT L,

« syslog DRI L— MHIRZBEH 2028 9 I &46ET 5,

s 7Ny T 7 BN IR S 2RI, TONFICH L TCEITT 0 (Ry 77
EEXTLH RNy T ONEE FTP U —NIEET D, £RIENEEZNEH T T v =
AEVIRGFT D) ZHEET D,

T, ERELNL, VTR FLREFAAZ LA yE—T U RANMILY, syslog A v E&—
CEITANEY LTI D,

TILFAVTFFANE—FRTOOXFLY

FNENOEXF2T T4 a2 THFANMUL, MEORX U J a7 4 Fal—varBEgE
NTEH, WEDA v E—UNERINET, VATL A TXFAMNERTEEH L TFA B
e 7 AL, JloarFXA MIEE LGS, By a v TERRIND A v E—VI38HE
DaArTHXFANMBET LA vE—VICREINET,

UAT BT AR ATEREND T = — /LA —r3— R yt— Dl P D syslog A v — VI,
BEHaLTXANTERSNDEA v E—VL LLICFa LTI R N TERRTEET, VAT
LFATANR—ATIL, BF T ORERLEF  VIHEROZRIITE EE A,

ASAIT, A E—VE LIy THRAMEEDLLIICRETEET, ZHITL- T,
H—0Dsyslogh— NZEEFEINDL2 2 THFA A=V KHITEET, ZOKEIR, B
AUTHFRAIMPLIEEEINTZA v E—V L VAT ANLEE SN A v =V OB b &S
HET, INURAERDIE, RETNR VAT LAETANRN—ATHDIA vE—TVTIEIVRATLD
THAAZIDMEH S, BEaTHRAMPREREILCTHLA vy E—VTIETNA AID & LT
B TF X NOARIBMEN SN0 HTY,

syslog A v t— 0 H
Ko, SEEERsyslog A v b VERERT B = L TRIBTE BIHY A 7 OBIERLET,

*ASAtF a2 VT 4 RYV—TRFA SN, ZhbDA Y=k, EFa VT 4 &K
Uy —=THWEEEDOR =NV E2ERT HDITHRILLET,

CASAEBF 2 U T 4 R —THESEINER, ZNOHDA yE—UiE, BX 2T 2N
Xy NT—=JIICEREESNTWAET VT 4 ET DX A TR LET,

cACEHEGEu X JHREE AT 2 L, AL TS ASAITx L THA L TWVBHIENR
FRENFET,
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syslog A v t—UHHK .

cIDSTV T4 ET 4 AvE—Il00%, BELEHENTRENET,

e 2 —HPRFEL a v ROBEHIZEY, EX =2V T4 R O —OEREEEIN T2 Z &N
TEET,

o« MR LRI A » & — 21203, 73 LW SN 7oAk D1 E D, A S LT RFfR] &
N7 T4y 7 BIRENET,

o« 7'm b a AR A v E— VX, FERTHEAINZ 2 Fa LR — FEEIRE
nEJ,

o 7 R U ABHEERZIEYE A~ & — 1%, FESLE 72 13U STV D NAT £ 7213 PAT #5554
TR LET, ZoOFERIT. NEEy NT—7 OISR ESNDIEBEOHLT VT 4
TADUR—E2ZE LSRRI ET,

syslog A v tE— TR
syslog A v =3 "—t v FOFE (%) THEV, RO LD ITHEELINTWET,

$ASA Level Message number: Message text

WDOFIZ, 74—V ROFBAZRLET,

ASA ASABAERT B A v —VDsyslog A vE—Y 77U F 4 a— R, =0
fEIZH T ASA T,

L~UL 1~7, LoULE, syslog A v E—VICRR STV AIRIMOEREZ R L
F9, EMEVNZEZDRMOEREITELS 20 £77,

Message_number | syslog A v & — 3 ZRET D 6 HDEA DE =,

Message_text KM EHHAT D7 X2 FUFF, syslog A vE—V D2 DEFIZIE, IPT R
VA, R—=FEH, FL3a—FAREENTNDLZERHY £,

EX

it

WDOEIZ, syslog A v—VOEKED LR LET, TNENOEKEICH AL LT —
ZEID YT, ASDM B 7 B2 —7 THRKELZM LT < TEET, syslog A v E—UD@FR
TE&1T 91213, [Tools] > [Preferences] > [Syslog] # 7 &R 50>, F/oldu s B=—7 HIK
D —)Ls3—" [Color Settings] 27 V v 7 L ¥ 7,

% 1:Syslog * v E—CDEKE

LRILES BEXE £ R
0 Ra AT AHME AR AT REAIREE,
1 75—k TICHET HLERNDH Y £,

nxyy
|



axyy |
. syslog * v &—Y T4 LB 1YY

LNLVES BXE 3

2 X PRI AR LT

3 T5— =7 —RETT,

! B AR TE,

> B EFHCTA, EEELELTHRITT,
6 154K A v — 2T,

7 TNy FRY T A=V,

N

GE)  ASAIE, EKFE 0 (emergencies) @ syslog A vtE—T %Ak LEHA,

syslog * v t— JaLB YT

ERR XD syslog A B — 0%, KEED syslog A v — 72T MR EDOH N LICEEFEEIND X
T4 NZ Y T TEET, T2l xiE, ASAZRTEL T, 73T Dsyslog A vE—V% 1D
DODHDFIZEE L., TR EDsyslog A v =Y OV 7y EJIOHNEICEETHZ ENT
TET,

BRI, syslog A v B =Y ROFEHEIZRE > THBICERE ST D L O I TEET,
s syslog X v&—® ID F =

e syslog A vE—TDEKE

INHORERET, HAOLERET D EXITHRETERA v E—Y VA MEER LT, hAX~
A RATEET, HDHWE, Avt—T VR EFEERIC, HFEDODAvE—Y VT RAEEH
A TOHIENTEET DL IICASAZRET AL b TxET,

syslog A vt—2 U5 R
syslog A vy =T D7 T ZRFTRD 2 SO ETHEMTE XTI,

esyslog A v —TDOH T AV BIKOH NGETAFEE L £ 7, logging class =2~ > N Z i [f]
LET,

A=V IV ITRAEETHA Yy E—Y URANEERLET, logging list =~ > NA&ff
MLET,

syslog A v&—3 7 7 RI%, T3 ADORHRE T2 I3HERE L A D X A 712 K > Tsyslog A v
= UEGET O FERRMLET, 2L XE RIPZ T AEIRIPAV—T 4 V7R LET,
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syslog A v E—2 U5 R .

KEED 7 7 A/ T 5 syslog A v E—2 D ID FHILT T, BHOIHAHERLTT, &z
X, 611 THEE DT RXTD syslog A vE— IDIL, vpne (VPN 27 FA4 7 F) 7 7 AZRH
FFIFHATWET, VPNZ T4 7 2 MEBRICBIES T 51T 5 syslog A & — Y OfaPHIL,
611101 ~ 611323 T,

F7o, 1ZEAEDISAKMP syslog A > Z— I EHHICMS =47 V=7 hodt@t > K
WEENTWDTED, PRV EBIT OOIKIHET, ZNbDA TV =r I, AW
RE/e & XIUT, syslog A v E—YOFT X A2 NOFNIAMAMIILE T, syslog A v &— ARk
ATV =7 NSRRI A REE D heading = value DFLAADEIZFREINE A,
FT7V = MIRO LIRS E T,

Group = groupname, Username = user, IP = IP_address

Group I b > /v 7 )L—"7 Username (X7 — /L T — X X— A F 11X AAA T — 30 b B
Liza—H4, IPT RLAZVE—R TR I TAT U NERIEIVAT2ETONRT Y v
7 1P 7 RLATT,

WDORIZ, AvE— 7 FREZT75ZADAy— 1D OHEHBEY A N LET,

z2:syslog A v £—2 VS RABELUVEEMTOATVWE Ay E—D IDES

25 R TE Syslog »* vt—2 ID &S
auth User Authentication 109, 113

— TR YRR 106

— TV —vay TrAT A —Iv 415

bridge NFGUARXT VY N 7 AT U+ —)b 110, 220

ca PKI #8FiEJ7) 717

citrix Citrix Client 723

— 7T AL 747

— A — FEH 323

config a<v KAV E—T oA A 111, 112, 208, 308
csd Secure Desktop 724

cts Cisco TrustSec 776

dap FAFTIvI TI7EBARY O— 734

eap. Fv hU—2 7 RIvvar arha— (333, 334

eapoudp ? EAP £721Z EAPoUDP

eigrp EIGRP L —F 4 > 7 336
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97 R & Syslog A v E—2 ID S

WA= | BFA—L TEFY 719

- REEE=42V 7 735

ha 7z — VA — R — 101, 102, 103, 104, 105, 210,
311, 709

— Identity-Based 7 7 A 7 7 4+ — /L 746

ids RABE S AT L 400, 733

— IKEV2 V— /L% v K 750, 751, 752

ip IP AKX 209, 215, 313, 317, 408

ipaa IP7 FLAEY ¥ 735

ips RABIE > AT L 400, 401, 420

— IPv6 325

— T YA FUARMURAL BIO (338

71— Uk

— T4V A 444

mdm-proxy |MDM 7' 1 33 802

nac Fv hU—27 7RIy ar arybha—i [731, 732

nacpolicy NAC R o— 731

nacsettings  |NAC 7V v — %3+ % NAC & E 732

— Fv NT—2 T HARLL b 713

np Fv U= Tukvh 319

— NP SSL 725

ospf OSPF L —F ¢ v 318, 409, 503, 613

— INAT — RO Ak 742

— A= 337

rip RIP V—F 4 7 107, 312

rm Resource Manager 321

— Smart Call Home 120
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syslog A v E—2 U5 R .

97 R E & Syslog A v E—2 ID S

session a—HFtyig 106, 108, 201, 202, 204, 302,
303, 304, 305, 314, 405, 406,
407, 500, 502, 607, 608, 609,
616, 620, 703, 710

snmp SNMP 212
— ScanSafe 775
ssl SSL A& v 7 725
sve SSLVPN 27 Z A 7 > | 722
Sys VAT b 199, 211, 214, 216, 306, 307,

315, 414, 604, 605, 606, 610,
612, 614, 615, 701, 711, 741

— B D 733

tre A AV I e e S 780

— UC-IME 339

tag-switching | +— v 2 % 2 A v F L 7 779

vm VLAN = v B 7 730

vpdn PPTP B L O L2TP L v v = v 213, 403, 603

vpn IKE ¥ J M IPsec 316, 320, 402, 404, 501, 602,

702, 713, 714, 715

vpne VPN A4 7k 611

vpnfo VPN 7 = — /)L F—/3— 720

vpnlb VPN o — R RZ v 718

— VXLAN 778

webfo WebVPN 7 = — )L A —/3— 721

webvpn WebVPN & AnyConnect Client 716

— NAT 5 L O PAT 305
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B rxs2x0e—vuzr

WAL AyE—2 )R B

NAZ I A= URABEAER LT, #MET D syslog A vt — & ZDHT) %A FaRITH]
WTEET, BWAHX LsyslogA v EZ—TDY AT, WOFHONTNUNEITTITEHEH
L Csyslog A vE—T D7 NV—T%ELET,

« R
e XA vt—TID
* syslog A v &— ID O#iH

cAvk—TV VTR

e ZE A=Y URA ML TROBIEZETTEET,

cHRKENIBEIO2Dsyslog A vE—VZRIRL, | QUL EOETFA—/L T KL RITEE
T2,

e Avt—U 7T A (Thal 72&) IZBHEM T BT X TDsyslog A v E—T % EIR L,
WEE S > 7 7 ITRAFT D,

Avt—Y URANMIUL, AvE—VERRTILDOBEEOEELZEDHL ENTEET,
2L, Ave—UBRPUEHEOBINL. ENEVERIOa~w Ry M) TITHIRERHY F
T, EELIEA v —VBRIREEZELA v —Y U A MPMERS D ATREMEDL H 0 £,
A=V VRAND2ODEEIZLSTRIUA vE—VBRBIRENDGE, ZOA vE—VF
— T SIS NE T,

syslog A v =%, VIAX VU ITBRETOT AT 407, £F=2) 07 BLOWLT
TNy a—T 4 T DImdDOIEFICEE Y — NV TT, 7 TAXNOH ASA 2= kb (K
8=y FEMHTEET) &, syslog # v —VFMBNCAERK L £9, FED logging =1~ >
REMEHT DL, XA DAL TBIOT AL AID ZGe~y ¥ — 74—V REHITE %
7, syslog #— N, syslog ¥ = R —F BT 272027 A AID ZEH L £7, logging
device-id 2~ > REEHTLH L, F—FIXRR D57 /31 X IDfF& Tsyslog A vE—T%4E
T HZENTE, VIAZNDRI—FITRR 2=y M LDA v E—VDLIIZRED
ZENTEET,

AX>90OHA4 K542

ZOHETIE, v XV eRET DANMERT 2MEDOH HHIRFHE TA BT A 2OV THL
Eﬁ]\/\iﬁ—o

IPV6 DHA K54
« IPv6 YR — h & E$, Syslog i, TCP £721X UDP 2l L TXET& £,
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e syslog EEHICRRESNTIA V=T = A APFHTHLZ L, IPVORNIGTHDLZ L, B

KO syslog r—"\WFEEAS V F—T = A ARHTREETEXHZ L 2R LET,
IPv6 ETCOEF =27 vX o 7idHR—bhILEEA,

Z0MOAA K542

syslog '—/ 3Tl syslogd E WO H— T 07T AEFATTHMENRH Y £9, Windows
TlE, ANV =T 4 7 VAT LO—{E LT syslog — "2t L TW\ES,

ASAWNAERR LT v 72 F£Rmd 510id, aXr 7o N EE2BETHIHERHY £9, ox
YT OMNEEREETICRX T EA X =TT HE . ASAIIA v E—TRAERLE
T, FNHDA Yy E—VITHRTRRTELGINRFINETA, X TOMI5%E
IXEBNZIRET AMER DY £7, 7=& 21X, M & L THEED syslog — " Zf5ET
DI, FrLna~wr RE AL, T, Jilo=> M Z2EELET,

AL RNA TR A TIE, TCP L TO syslog DE[E XA — S FEHA,

2ODRRDY) A NERITY T A%, 8D syslog P —"FFR L r—y g 2ED
BTHZLITTEEE A,

K16 5D syslog h—"ZRETEET, L, v AVF ar7F A E—RTiE, =
YTHRAPITEIZA = ANTHIRESNTOETS,

syslog — 33, ASA RH TEIETE RTIUIAR D EH/ A, syslog F—"REETE 5 A
VHE =Tz A AT, T ANICMPEIEARREA v B — VA HEA L, FL—N ;syslog
EEETODLICRET OIMLENS Y £, T XTOEKEICHL TR I NA RX—
NToHDHIEEMHRLET, syslogVr— D7 T v alWnWE 52T 5729, syslog
313001, 313004, X UN313005 DA ZIHI L E7,

syslog D UDP i DL, N— RV =T 77 v F 7+ —LDCPUDE L | ET D syslog
P — OB EERE L TV E3, ATEEZR UDP syslog B2t DT H 1Z, CPU O L % T
T 5 syslog P — O EFE LIEL R CIZR D £7, 72 & 2134 syslog — STk D
£ 7,

» Firepower 4110 ClX#x K 22 @ UDP syslog #%#5t 73 Al HE T3,

* Firepower 4120 Tl # K 46 @ UDP syslog #5#¢ 23 A RE T,

TSN TCWEEMETY, Za— L UDPE#HT A RV ZA L7 7 MIZh 60
Ty g ATEMA SN, T A MNE25 “Czibé }: IHEELTLEEN, Zhboty
YarEINLY LEWVRRTH L 2854 REXMETEETN, ¥4 L7 T H
I3 syslog 7217 T72 < §7_Td UDP ¢ Fﬁﬁﬁ éﬂiﬁ“o

TI78AVARDE v MEFETEBET DO AL L A= URNEHHATS
L. BXRUTERENRT AT (LULT) OT 78 A Y AR LT, 72782 U X
For ZIERESNER A, logginglist 2~ RO X 2 JEKEDT 7 4L ME, 612
RESNTWET, ZOT 74V FEMEIRGHC L2 bDTY, 778X VA Mar7y
Xal—varouXr TERELZT Ny ZICHRPUICER T H5581L, X7 av
TA4F¥alb—rva ARV ERTHINENRDY £,
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BXTERENT ANy ZICEFEINTTZD, 7278A VX MOy FREEATHRN
show running-config logging =~ > RO 1B 2 RITRLET,

ciscoasa# show running-config logging
logging enable

logging timestamp

logging list test message 106100
logging buffered test

Wiz, 727&A U ALKt k%&ETe show running-config logging =~ > RO /1527~ L
ivg—o

ciscoasa# show running-config logging
logging enable

logging timestamp

logging buffered debugging

TOEE. TI/EA VA Ny I 4 FXal—YayF3EEES, T/EA VA RNEY B
BRROBIO X S IcFRENET,

ciscoasa(config) # access-list global line 1 extended

permit icmp any host 4.2.2.2 log debugging interval 1 (hitcnt=7) 0x£f36b5386
ciscoasa(config) # access-list global line 2 extended

permit tcp host 10.1.1.2 any eq www log informational interval 1 (hitcnt=18) Oxe7e7c3b8
ciscoasa(config) # access-list global line 3 extended

permit ip any any (hitcnt=543) 0x25£9e609

ASA 73 TCP #%H T syslog Zi5{5 75 & syslogd r— B ADOFEENR, #EHOBIAIZH 1
GIININY ET,

syslog h— 30555 L7z — GEB#I, [Extended Key Usage] 7 « —/L NIZ [ServAuth
EEDLUENHYET, ZOF =y 7id, HOBARAFEUSNOEHFEICOLFIATIN
£9, BEBAEHEDE G, 207 4 —/L RIEITFE RSN EE A,

E

T, BX T OFREHEICHOWVTHBHALET,

OX> 7 DEME

S

FIE

B

YT HAR—TMTT DI, ROFIEEFEITLET,

VT A F—=T NI LET,

logging enable
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DH

Lt |

1 :

ciscoasa(config) # logging enable

N TNy a—T 4 TBLORT p—< ADFT=HF Y v 7 HAliTsyslog A v & — O IR
A i kT 512, syslog A v B—TDEEHR (NEHrZ Ny 77 1 DELIFEEOINS
syslog#—/3, ASDM, SNMPEH AT~ g, aY—)LR—h BELLEEFA—LT
RLUA, £72d Telnet BELONSSHE v a2 E) & 1 > IdEEEE T2 Z L2880
LET,

51 &R syslog H—/ X~ D syslog * v t—T DEE

ATy I

A1 syslog B — N TRIHATREZR T 4 AV fEBICIE U CA v =V 2T — 0 A7 L, TORIF
B, X T TR EEMETEET, LR FFEX A T D syslog A vE—Tha ZIZE
RSN, BT =2 RSN TLR— NHOBIO 7 7 A WIZEDOFLEDMRITE S NI
D, HLH5WEIYA NEFEORZ U7 MR U CHEHERMD B SN0 LI2SEEIT, Feil7e
T arNETENDLOIRETEET,

S syslog /I syslog A v —VEBEET HI0I1E, KOFIAZ AT LET,

FIE

syslog V=N A v =V E2KIET H72OIC ASA ZRELET,
IPv4 £ 7213 IPV6 syslog — N2 A v —V 2 %ETH LD ASA ZRETEET,
logging host interface_name syslog_ip [tep[/port] | udp [/port] [format emblem]]

1 -

ciscoasa(config)# logging host dmzl 192.168.1.5 udp/1026
ciscoasa(config) # logging host dmzl 2002::1:1 udp/2020

format emblem % — 7 — F|%, UDP [RiE C syslog ¥ —/3T? EMBLEM JE 1 ¥ > 7 & H T
L7, interface name 5151, syslog — NMZT 78 ATHEEZDA X —T = A A% fF
ELET, syslog ip 51EUTIE, syslog B— "D IP T KLU RAZIRELET, tep[/port] 721X
udp[/port] ¥ —7 — R & GIED T 1E, syslog F— NI syslog A v E—VZEET H72DIZ ASA
TTCP %+ %57, UDP #{EHT 20 &HEL £7.

UDP F 721X TCP DWWz i LT syslog h— N2 T — X #5595 L 912 ASA %3 Eﬁ“
HZEFTEETH, MHFEEHTHILIICERET DI LT TEERA, Y2 baVvaiEE
WS, T 740 o7 e k=)L UDP T,
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. 5487 syslog H—/3~ D syslog * v £ — T DEE

ATy T2

ATvT3

ATy T4

TCP #8ET 5 &, ASA [T syslog M —DIEEZRM L, BX =2 U7 i L L TASARKH
DOF L WA 71 v 7 LET, TCPsyslog Y — S~DOEFICBERZ2 < B LWERZHF R4 5
IZiE, FIH3 2SR LT 7ZEV, UDP Z457ET 5 &, ASA IE, syslog & —S3E)fEL T
HE D DICEMRZ K B LW A TR Lt 9, AR — MElZ, Ebb07 v han
TH 1025 ~ 65535 T, T 74/ h®DUDP AR— hE 514 TF, T 7 4/ h®D TCP R— ~Z
1470 T4,

syslog ¥—/NZE1ET 5 syslog A v E—VEBELET,

logging trap {severity level | message_list}

51

ciscoasa(config)# logging trap errors

HRELLT M U~7) FEEAAEZEETEEY, LEATHEREZIICHRETD L,
ASA T, HREMN3, 2, BLU1 D syslog A v E—VZFEELET, syslog h—NTEET
Lsyslog A v E—VERELIEANAZ L AvE—Y VA RNERETHZ L TEET,

(A7 a ) TCPHERE Slzsyslog P — "B Z 7> LA, HiLWEERiE 7 v v 7 3 D1
BET =T LET,
logging permit-hostdown

&1

ciscoasa(config)# logging permit-hostdown

ASA D3 syslog A v —% TCP ~X—AD syslog V— NMZEEFET D LI ICEESNTWDEA,
BLWsyslogh—"NE T LTWDEN, BT Fa—RN0 o 00%A, L0kt oy
7 SIET, B LWEERLX, syslog — B3Ry 7 T o7 S, v Fa—RN0 o 0T
RO BRICHETF TSN ET,

(ATFvay) aXo 77707 4 220UNOEICRELET, L, 1FEAEDUNIX
VAT ATHRESNTWET,

logging facility number
£l

ciscoasa(config)# logging facility 21
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X277 AXUTOEME

FIE

logging host 7+ R CTsecure ¥ —V — FZIFEL T, EF a7 nX o 72A2ICLET, *
72 BTG U T reference-identity # A7) L £ 7,

logging host interface_name syslog_ip [tep/port | udp/port] [format emblem] [secure[ reference-identity
reference_identity _namel]]

FNENOFMPITKRD LY TT,
« logging hostinterface_name syslog _ip \Z1%. syslog V' — "NWEESH4 L —T = A &
syslog = "D P 7 FLAZIBE L E7,

s [tep/port | udp/port] (21, syslog F—/ 3N syslog A vE—V% U AT 5K —F (TCP %
721X UDP) ZgELE7, tep F¥—U— N, ASA 23 TCP Z M L T syslog A v & —¥
Z syslog V= NICEETHZ EAEELET, udp ¥—7 — FiX, ASA S UDP ZfEH L
Tsyslog A »vE—T% syslog — NZEETHZ EAELET,

« format emblem ¥ — "7 — R|%, syslog — 3%t L C EMBLEM FEXD 1 ¥ 7 2 H5hIC
LET,

esecure ¥— U — KX, UE—hF BX 7 KA MO T, TCP O¥EIZ771F SSL/TLS
PHEATALOICIEELET, X7 aX 2 TIXUDP 2R — F L TWARNW=0,
ova harEFERALEL)ETEET—RNEBAELET,

* [ reference-identity reference_identity name) %, LRNIEREINTZZRTA T T 47 4 A
TV MIESSTEHETDORFCOI12S ZMT A 707 4 T A MEZADNILET, &
MIDAT7 V27 MZOWTEHELLIEZ, ZRID OREEZSRL TSN,

1 :

ciscoasa (config)# logging host inside 10.0.0.1 TCP/1500 secure reference-identity
syslogServer

syslog Y —/\[Z%{EF % EMBLEM 2 X D syslog * v E— S DAER
syslog " —/3~® EMBLEM £ syslog A v — U &K T 51213, ROFIEEZFATLET,

FIE

EMBLEM JERD syslog A vt— %, UDP O — b 514 ] L T syslog % —/NMZ24fF L &
D

logging host interface_name ip_address {tcp [/port] | udp [/ port]] [format emblem]
il -
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=E DV |
B 2ot n%~D EMBLEM T2t D) syslog # v £ — S DAEF;

ciscoasa(config)# logging host interface 1 127.0.0.1 udp format emblem
ciscoasa(config)# logging host interface 1 2001::1 udp format emblem

IPv4 F 721X IPv6 @ Syslog — " ZRETE £,

formatemblem ¥ — 7 — KX, syslog % —/3TOEMBLEMEXn x> 7260 LE3 (UDP
FRE) . interface name S51EZIL, syslog b — NI T 7 AT HLEEDA U F—T =2 A%
ELET, ip address 518021, syslog 4 — "D IP 7 RV AZFRELET, tep[lport] F7=1%
udp[/port] ¥ —U — R & GIED~T X, syslog — NI syslog A v =TV ZEXET H720DIT ASA
T TCP 23257, UDP 2T 20 EL £,

UDP F 721X TCP DWWz L Csyslog h— NMZT7 — X #6575 L 91 ASA 3% ET
HZEMTEET, e haERELLRWEA, T 740 07 a ka3 UDP T,

LD logging host =~ > RAEMHEH LT, syslog A v E—T%Z(ET HTXTOEMP— 1%
BETEET, 22 LorX o 7 —R"E2RETLHEIE. LT, TXTOrF 7 =N
IZBWT, BXF U ZOEKED ER% warnings (2L T 720,

TCP Z457ET % & ASA T syslog M — " DIEFZHE L., Bx =2 U T 1R L L TASA Zift
HI o8 LWt a 7y 7 LET, UDP Z45ET H &, ASA IX. syslog — "3 EEL T
WD E ) DITBMRZR S HT LWBSR A FF T LitiT £9, AR — MElX, Ebo607m ha
VT 1025 ~ 65535 T, T 74/ @ UDP AR— hiE 514 T, 5 7 4/ b® TCP AA— b
1% 1470 T,

GE)  TCP TO syslog DiEfF1E, AX /34 ASA TV AR—FENTWEHA,

fth > H 7155~ D EMBLEM F2 X D syslog * v — 2 DA
fitd> i /) % ~D EMBLEM JERD syslog A > B — 2 E/T DI12IE, RO FIAZFATLET,

FIE

syslog = "DISNDH 15 (72 & 21 Telnet £721XSSHE » 2 = ) (2 EMBLEM JEED syslog
Ave—VEEELET,

logging emblem

B -

ciscoasa(config)# logging emblem

REO S /8y T 7AD syslog » v t—TDEE

— W72 RAFIGAT L 72 DNER R 7 N 7 7 IZEET 5 syslog A v —VHEET HLER S
NET, HFLWA =, VARMORBIZENEINET, Ny 77BN iEWNIRotz &

. axyy
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ATvT1

ATy T2

ATvT3

RER T /8y T 7D syslog * v E—CDEE .

X ODFENORY T T oTNELEIRES. ASADWSIXWNICR o728y 7 7 2RO R
HFID2ICREENTORWVWERY , HFWA v —VI3ERENEH LA v =210k - T
EEXINET,

syslog A v B—VFNER T 7 Xy 7 7 ICERET AT, ROFIEEZETLET,

FIE

— W ZRRATIGAT & I DN 7 Ry 7 712G T D syslog A v E—VEEELET,
logging buffered {severity level | message_list}
il -

ciscoasa(config)# logging buffered critical
ciscoasa(config)# logging buffered level 2
ciscoasa(config)# logging buffered notif-list

LAY E—=F, VA PORRIZEBMSNET, Ny 77BN oFWIRo/cb &, OF
DRy 77Ty TREELIES. ASARWSIEWNNIRoT2Ny 7 7 Z R OGN 5 &
INCEHESNHTWVRWRD, Hn A vk— /i@é}ﬂZéﬂéﬂ?ﬁbb‘)‘ vE—=VICL o T EEEX
hi’g’“o Wi e 7 Ny 7 7 222123 5 121E, clear logging buffer =~ > K& AL £,

Wi 7 Ny 77 OV A ZEBHLET, 774/ DRy 77 ¥4 XL 4KB TY,
logging buffer-size bytes
i -

ciscoasa(config)# logging buffer-size 16384

RONTNDDOF T a3 o EBERLFT,

CHLWA Y E—UERNEIO 7 Ny 77 [ ZRIFEL, WoldWI7eoTou s Ny 7 7 ONE
ENE 7T vy a AEVIRTFELET,

logging flash-bufferwrap
i

ciscoasa(config)# logging flash-bufferwrap

cHLWAvE—VERNTO Y Ny 77 IZREFEL, WoldWIZeolzu s Ny 757 ONE
% FTP % — IR FF L E T,

logging ftp-bufferwrap
i

ciscoasa(config)# logging flash-bufferwrap
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B cronscemagEsRBIS YL 2 ATYOBEDEE

Ry 77 ODNBEZDOBANRFET D L&, ASAIE., ROZ A LAZ TIEREHEHT 2
Zuica s 7y ANVEERLET,

LOG-YYYY-MM-DD-HHMMSS . TXT

YYYYIIHE, MMIZH . DDIZ BT, HHMMSS IR, 4y, B L OB CTRENZFAITY,
1T Ny Ty ODNEERIFT D FTP — & EL £ T,

logging ftp-server server pathusername password

il -

ciscoasa(config)# logging ftp-server 10.1.1.1 /syslogs logsupervisor 1luvMylOgs

server BIBUZIZ, SN FTP — O IP 7 KL AZIRE L ET, path 515I21E, v Ny
T7 DT =R ERAFT D FTP Y=~ DT 4 L7 P RNAZELET, ORI,
FTP — b T 4 V7 ks UIZRT DX/ N A TH, username 3140121%. FTP ¥— "~
X T THEN VA ERE LET, password 5150E. 8E LIz —VAIZHT B8R
J—RFERLET,

cHEOR T Ny 77 ODNEERNBT7 7 v a AEVIRFLET,
logging savelog [savefile]

1l -

ciscoasa(config)# logging savelog latest-logfile.txt

AJDORBTHEATIERLBAT ISy 1 A EDERENERE
7 OFEKTHEM RN Y 7 v v a AF)ORELZEETDITE, ROFIEZETLE
ﬁ—o

FIE

ATYT1 0l 77 ANVORETHERFRENL T 7 v va AT ORREEREHELET,
logging flash-maximum-allocation kbyzes

51

ciscoasa(config)# logging flash-maximum-allocation 1200

F 74/ T, ASAIEZ, WE7 T v a2 AFY ORERKIMBZ /5 —Z I TE E9,
ASA TR 7T — X BRFT DO HEBRNG T 7 v 2 AT Ofg/NMEERKREIZ3IMB T
ﬁ‘o
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ATy T2

BEFA—IL T KLAAD syslog * v —TDiE(E .

WERZ 7 v v a 2AFVIRFESNTWDa 7 7 7 A ML), W7 7 v v a AE Y DEERE
BORE SN R/INROREEL THE>TLE 2HE, ASAlTRb TV 77 A L ZHIBRL .,
FLone 7 7 A VORTF% b ERBOFERHESIND X HICLET, HIBRT 27 7440
RWEE. FREHEVWT AN ETRTHIBRLTCHLEE AT ) ORENK/NEOREE Fhl-
TWAEA, ASAIXZFOH LW S 7 7 A LV ERGFETE £ A,

ASATOE T 7 7 A NVERIET DT OICMELRNEHL T T v a AT OR/NEXRFEEZIRELE
—g—O

logging flash-minimum-free kbytes

51

ciscoasa(config)# logging flash-minimum-free 4000

BFA—ILT ELAADsyslog * v E—TDEE

ATy T

ATy T2

ATvT3

syslog A v =V HE A=/ T RURIZEETHIZE, ROFIEEZFEITLET,

FIE

WA=V T RLRIZERFT 5 syslog A vE—VEEELET,
logging mail {severity level | message list}

51

ciscoasa(config)# logging mail high-priority

EA A=V TEREINDHEE., syslog A vE—JITEFA—IL A b=V OULZITICE RSN
T, TODH, TOAT T 3 TIL, critical, alert, 35X W emergency 72 &, ERKEDFHN
syslog A v =V A EWHEITEINTHEOICRET LI L2 BEIOLET,

WA= T FL A Tsyslog A v E—V&RETDEEIMENTLRXELEFA—NLT FL
AERELET,

logging from-address email address

51

ciscoasa(config)# logging from-address xxx-00l@example.com

B A—ILT RLATsyslog A vE—VaEETDHEEIMHT H5EOETFA—L T KL
AEBEELET,

logging recipient-address e-mail_address[severity level]

&1
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. ASDM ~ () syslog * v Z—2 DiElE

ATvT4

ciscoasa(config)# logging recipient-address admin@example.com

BT AN T R A Tsyslog A v E—T%KETDHEZITHEHT D SMTP — 2 fEE L £
T, P94~V EBIPREI L F VS —ROT7 FRLAZRME LT, KL 7 A ve—T 07
P —EREMET D ENTEET, MBS UT, 4 ¥ —T oA AP — NZBEERT
T, o X TIER]TAIN—T A T =T N E#AT b TEET, AV F—T A A
DIE SN TWRWEA, ASAIXEENL—T 4 7 T—T a2, L— b = M 2BF
FELRWERIE, T—F N—T 4T T—TNVE2BRLE7,

smtp-server [primary-interface] primary-smpt-server-ip-address [[backup-interface
1backup-smpt-server-ip-address|

51

ciscoasa(config) # smtp-server 10.1.1.24 10.1.1.34

ciscoasa(config)# smtp-server 10.1.1.24

ciscoasa(config) # smtp-server management 10.1.1.24 outside 10.1.1.34
( ) #

ciscoasa(config smtp-server management 10.1.1.24

ASDM ~ () syslog * - £— S DiAfE

&M

ATvT2

syslog A v E—% ASDM IZEET 2121, ROFIEEZFEITLET,

FIE

ASDM |Zi5{53 % syslog A vE—VZfRELE T,
logging asdm {severity level | message_list}

51 -

ciscoasa(config) # logging asdm 2

ASA X, ASDM ~DiE(E ZF# L T D syslog A v B—V DRy 7 7 iEIKZ MR L, A vE—
UNERESND ENy T 7ICREFELET, ASDM B Ny 7 7id, WEie 7 Ny 7 7 L35
DNy 77 TT, ASDMDO B TNy 7 7 BN [ EWNZR 5 & ASA TR D iV syslog A v & —
VEHIERL, B L\syslog A v E—T DNy 7w AR LET, &b oV syslog A v E—
P EHIER L TH L syslog A v 2— D20 D AR_R— R 2t 5 DIk, ASDM DF 7 4 /L k
FRETT, ASDM 1 7 /Ny 7 7 IZRFEE LD syslog A v B— T OEAEFIET 572012, Ny
77 DOY A XEERTEET,

ASDM B 7 /Xy 7 7 ITARFFS LD syslog A vE— VO ERE L £,
logging asdm-buffer-size num_of msgs

1 -
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ciscoasa(config)# logging asdm-buffer-size 200

ASDM a7 N 7 7 OBIIEONE % 22T HIZIL, clearloggingasdm =~ > K& ASJ LET,

OXYY 1 —ORE

BXT Fa—TRET DT, ROFIRZFETLET,

FIE

RIESINT-HAEICEESND ETOM. ASA NZEDF 2 — R FFTE 5 syslog A vE—
D EREELET,

logging queue message_count

&1

ciscoasa(config)# logging queue 300

ASAD ATV NIZIE, REINTZHIIE~DOEEEZFHFEL T\ Dsyslog A v E—T %Ny 7 7
THEOIZE YK TEND, —EEOT ey BNHY ET, HLERT a7 OIL, syslog

Avt—Y Fa—DES L, FBELE syslog M — O L > TRRVET, T 741D
Fa—DH A XL 512syslog A v E—V T, Fa—0h A XL, FRAARRT2 Y7 AEY
DY A XN ERTT, AMEIZO0~8192 A v —V T, 7Ty b7 r—AiCk-THR
RVEY, eX S Fa—2BallRE LG, TOF 2 —IREWRERRERNYT A X (8192
AvE—) 120 FET,

a2Y—I)LiR— bA®D syslog * v tE—DEE
syslog A vE—T % a0V —/L R— MIFHET DL, ROFIMEXZFFATLET,

il

FIE

a2V =)L R— MIE[ET D syslog A v E—VZEIBELET,
logging console { severity level | message list}

1 -

ciscoasa(config)# logging console errors
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. SNMP H—/3~ D syslog * v t— T D&EE

SNMP H—/ 3\~ syslog »* v t— L DEE
SNMP h— 3~ X v Fh A 21— MZT HITiE, ROFINEEFETLET,

FIE

SNMP 1 o 7 %A F—7/WZ L, SNMP B —NZHET DA v —VEEEL T,
logging history [logging list | level]
i

ciscoasa(config)# logging history errors

SNMP & ¥ 7 %023 5 1Z1%. no logging history =~ > K& A L E7,

Telnet £/=IXSSHE v 3 o~ADsyslog A v E—TDEE
syslog A v —% Telnet £721L SSH & v ¥ a3 VIZKETHICIE, ROFIEEZFITLET,

FIE

AT 9T 1 Telnet £721L SSH & v ¥ 3 NNIEET 5 syslog A vE—TZEELET,
logging monitor {severity level | message list}

1 :

ciscoasa(config)# logging monitor 6

ATFwT2 BEOEY Y a v ~puX IR A R —T T LET,
terminal monitor

&1

ciscoasa(config)# terminal monitor

—Er 77T L THORRIZA UTH5EE, Z0a~vy REFBANTLILERHY £9, 8l
EDE v g r~DaX 729 5121, terminal no monitor =~ > K& AL E1,

. axyy



| a2y

syslog A v 2—CDRTE .

=JL =

syslog X v — L DEERTFE

Syslog TO|NGEA—HBDRTEITIERT

&

ATy T2

77 A CRATICRIR L7256 O IR e o — 4 % syslog A » B — VICRARETITIERRITTE
FT, T 74N MRETIL, 2—FANERIGE, EITAE I ARG E, 22—
FNIHEERTY, L 2E, 2= RE-> T2 —F LD VIR — &2 AN LIEHA.
FERE LTAEMS LD syslog A v E—TC [o2—%4 | ZRTONLETT, 27 A T
HRTTNY a—T 4 VTITESLTHEDIT, B a—Paa2RR"THZLLTEET,

FIE

R — P ERRTDHITUT, KOXIITLET,

no logging hide username

M ip o — VP2 & IERRIZT BT, DX HICLET,

logging hide username

syslog A vE—CICEHEEZIZED S

syslog A v E—VIZHf ERRNZED 511X, ROFIREZFATLET,

FIE

syslog A v E—UIZRA v —UNERINIC A RN T END KO ELET,
logging timestamp

51

ciscoasa(config) # logging timestamp
LOG-2008-10-24-081856.TXT

syslog A =6 AP EREZI A HIBRT 5121%, no logging timestamp =~ > K& AJJ L &
D

syslog * v t— T DERE

FBE LTz syslog A v&—V%T 4B —T M T D121, ROFINEEZEITLET,
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. syslog * v E—CDERKENEE

FIE

ASA INEFED syslog A vE—VEAR L2WE I ITHEELE7,
no logging message syslog id

B :

ciscoasa(config)# no logging message 113019

AN LTz syslog A v B—T 2 FHOHENCT HI21E, logging message syslog id 2~ > K& A7)
L7 (i : logging message 113019) . fE5HIC L7= T X TDsyslog A vE—V DO ¥ 7 %
AT 5ITIL, clear configure logging disabled =~ > R & AJJ L £,

syslog A v Et—CDEKRENDEE
syslog A v E—VOERKELZEET HI21E, WOFIEEZIATLET,

FIE

syslog A vE—VOBERKEEZHEELET,
logging message syslog _id level severity level

1 -

ciscoasa(config)# logging message 113019 level 5

syslog A vB—VOEKEEZFDOFRTIZY v b3 5HI21E. no logging message syslog id level
severity level 2~ >} (no logging message 113019 level 5 72 &) Z AN LE4, AHEIN/=T
R TDsyslog A v E—VOEKEZZNENOREIZY £y FT5HITIE, clear configure logging
level =~ > K& ATJLET,

ABINLEBD syslog A v E—2DTOYY

A B S HEETRE D syslog A v — U MNAER SN2 NWE 2 I2T D121, ROFIEEFEITL
e

FIE

AL A BEETOEREZLRTIT 2y 7 SIVTWERFE D syslog A vE—T 07 v v 7 ZfEER
LE7,

. axyy
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3E EMBLEM T £ 0> syslog # v £ — 12734 2D 2855 [

logging message syslog-id standby
i -

ciscoasa(config)# logging message 403503 standby

AL N HEE TREE D syslog A vE—UNERINRZNE 7 ay 7§ 5I2E, Zoa~
Y RO no BRXEMEHL ET,

T =)V — N AR, T = — LA — R H N1 ASA D syslog A v E— T DOREIEAN
e SN 2D X DT 5121, logging standby 2~ > RAZfEH L 7,

GE¥)  logging standby =~ > FZ{ifI9 5 &, syslog —/3, SNMP $—,3 FTP H— 372
EOHAOFX L THTONT 7 4 v 7132510700 9,

JE EMBLEM B2 X D syslog A v £—IZTNNA X IDEEH D

7 /34 A ID % 3 EMBLEM JERD syslog A v E—IZE®HHITIE, WOFIEEZFITLET,

FIE

T /34 A 1D % JE EMBLEM JE D syslog A v E—IZEH D LI ASA 7% E L £, syslog
Ay E—VIZH L THEETE LT A ZAID OX A 71X 1 D11 TH,

logging device-id {cluster-id | context-name | hostname | ipaddress interface_name [system] | string
text}

1 :

ciscoasa(config)# logging device-id hostname
ciscoasa(config)# logging device-id context-name

context-name ¥ — VU — NI, BIED I TH A MNDLFIET A AID E L HEATLHIZ L%
RLET (A F ar7HFA M E—FNIETEHENET) . sAF a2 TFZAME—FRO
EHaTXANTCT A AIDOOFX L TEAR—TNMITDHE, ZDVAT KFLTAN—
ATCTHEMEIND A vE—VdsystemDT NA A D ZfFH L, FHa 7R NCAERKIND
Ay —UVIIERa TR NOARTET NAAID & LTEHLET,

GE) ASAZTIARAZTIE, BIRLIAA LV E—T oA ADTAEZ— 2=y  DOIPT RL A%
WAL ET,

cluster-id ¥ — 7V — F{Z, 7314 ZID & LT, 7 7 AZDERID ASA 2= DT — FRE
WC—EO4RTZEE L £ 7, hostname ¥ — 7 — RiX, ASADKA M %ET /A AID & L THf
HT 2 X9 IZHEE LE T, ipaddress interface name —"7 — RB$ DT X, interface_name
CLLTHESNIEA LV E—T 24 ZADIPT FLAZTFTNA ZID & LTHMTHZ L E2HEEL
F9, ipaddress ¥ — U — R&fHT 25 L, syslog A v —VDORELLERDA L H—T A A
WZBItR722 <, ZDTNAA ZAIDIIEESNTZASADA X —T = A AIPT KL R L2 7,
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B r=xs04x0ryz ok

7 T ARBREETIL, system ¥ — U — KX, T4 ZAIDBA U H—T 2 ADVATLIPT K
VAERDZEEBELET, ZOF—T—RIZED, T4 ADLEE DT TDsyslog
AvE—VICH—DO—B LT /NA A ID ZHETE E7, string text ¥— 7 — R5[ED~T

X, THFARLFHNETANAZAID ELTHERTLZLA2BELET, UFHNORIIE, &K
T 16 XFTT,

ZEHANR=RA & N2 | ROLFEEH LD T2 LT TEEEA,
& (TP R)
o (—ESIHR)
" (ZHEGIHA)
«< UNRVELE)
«> (K72 VFE)
<2 (BERITT)

GE)  AX—7NICT5HE, EMBLEM JERD syslog A v &—<°SNMP k7 » 727 /3 A
ZID R R SNEREA,

AABZBL AR )R DR

ATy I

SRy kYA ROERITIE, KO3 SOEHER R LET,
CANY I TR
N PN
e A vytE—1ID

BEOaX 7055 (SNMP — 72 8) ICEETIHAZ L ARV M VR NEERT D
Wi, WOFIEEZFEITLET,

FIE

WNEE 7 RNy 7 7 ILRFEEND A v —VORJIEHEZIEE L E T, 2L ZITEKREZ 3ITH
ETHE. ASA L, EREN3, 2, BLO1 D syslog A v E—TV%EEELET,

logging list name {level level [class message class] | message start _id[-end id]}

51 -

ciscoasa(config)# logging list list-notif level 3
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name BIEUTIE, VA FOARTZIEE L ET, levellevel ¥ — U — REFEOT L, EREL
fRE LE 7, class message_class ¥ — 7 — R L GIEOXTII, FFEDA v &—2 7T ZA%HRE
L E9. messagestart_id[-end_id] = — U — R & 5EDO_TI1L, % D syslog A v —TFK S E
7ol O ZFRE L E T,

G¥) HREOAHT syslog A v E—2 VA MDARTE LTHEHLZRWTS 720, A
FEIEDOARNZIX, emergencies, alert, critical, error, warning, notification,
informational, 33 J T\ debugging 235 FALE T, FERIZ, X2~ U R MAOIEHAIC
INDOHFEORMOILFIIEM LTl sy, &z, ler) THEDA
NUR VA RAREA LN TS IZEN,

RTFvT2 (A7var) VAMIAvE—VORBREELZ S LIZBMLET,
logging list name {level level [class message class] | message start _id[-end _id]}

B -

ciscoasa(config)# logging list list-notif message 104024-105999
ciscoasa(config)# logging list list-notif level critical
ciscoasa(config)# logging list list-notif level warning class ha

AEIOFIETHEM LD LR La~vy 2 AL, BHFEOA v E—2 U R FO4HT LB
WrefRELES, VA MIBMT2EHEI LI, Hilvav sy FeE AN LET, 2exid Y
A MBS D syslog A v =V DOHREHELEL LT, ROEELIFETEET,

« ID 73 104024 ~ 105999 O&iFHD syslog A v &—,
« R critical BL E (emergency. alert, ¥ 721 critical) D3 TP syslog A v &—,
o B KJEDS warning LL_E (emergency, alert, critical, error, ¥ 72(% warning) D3 -<T® ha

7 7 AD syslog A vE—,

GE)  syslog A vE—VIE, ZRHOFREOWT N ERIZTHEIC e ZICREkRSNET,
syslog A v & —VBNEHDOFMEZTIZTIHE. TDOA vy =3 —EE T v ZICiiek
ShET,

OX>T 24 IL3DETE
BELEEHAZXADY SAHDTARTO syslog A v E2—TDIEE

7 7 ARNDT R T Dsyslog A v t—VZHE LIZHIIEICEET 51T, IROFIEEZFITL
ﬁ—o
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B oo v t—CosmL— rosiR

FIE

BELEHhEa~vy RTtar7 4 Xal—avrd FEXLET, 26213 BERETOD
AyB—UNNEHT T Ny 77 ICEEEND L OICHEEL, ERE3Dha 7 T ADA vE—
URANEe 7 Ny 77 ICEREINDLVICHEETSHE, Koy T 4 Falb—a URMELS
nEJ,

logging classmessage class{buffered |console [history |mail |monitor |trap} [severity level]

1 -

ciscoasa(config)# logging class ha buffered alerts

buffered. history, mail, monitor, B X trap F— UV — Ri{X, TD T 7 AD syslog A v E&—
PO ERRE L E T, history ¥—U — N, SNMP TOrF 72 F20Z L E T, monitor
F—TU— KL, Telnet 8L USSH TORX L 7 E2FHIZLE T, trap ¥—7V— KX, syslog
PF—=RTOaX L TEANILET, a~v 2 RIA 2 M) BV 1 >OMNEEFRELE
To 12027 7 APNEEOMNIEITEREIND LI ITHEET 2HEG1E, kI LiTHLna
~ REANLET,

syslog A v t—DER L— FDHIE

syslog A v =Y 04K L — M EHIRT 521X, IROFIEEZFEITLET,

FIE

FRESNTEHRE 1~7) %, BEOKHANTA v =y FERIFEAxDA vyE—2 (H
HIETIERW) IZEHLET,

logging rate-limit {unlimited | {num [interval]l}} message syslog id | level severity level

1 -

ciscoasa(config)# logging rate-limit 1000 600 level 6

L— MBRIZ, 3 X TORESNTZHNEICEEINDIA v E—VORICHELE T, v
7 L— MlfRZ T 7 4L MEIZY &> R 9 5I2IE, clear running-config logging rate-limit = ~
YREANDLET, vX o7 L—NMlfR%Z Ut v 9 5I21E. clear configure logging rate-limit
avry Fa AN LET,
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nsor=su>y |

O nOE=RY2Y

RX T AT —=H ADERIZONTIE, ROa~vyr FEZRLTIZE0,
* show logging
Zoavwy RiE, EREEZET syslog A v E—VERRLET,

N

(GE)  FIRTE D syslog A v —T DR AL, 1000 T, ZiUuxT
T A RRETT, RRTE D syslog A vE— Y DOHRREIT,
2000 T,

* show logging message

Zoawy RE, BESNEZERELET 4 B—7 M ENTzsyslog A v — U & & T syslog
Ayt—DU A NERLET,

 show logging message message ID

Zoawy Ri&, FFED syslog A v E—TYOEKEEZRLET,
* show logging queue

Zoavwr NI, aX oy Fa—bXa—HEHERERLET,
* show running-config logging rate-limit

Zoawr NI, BfEOuX LS L— MNEBORELXF < LET,

Ox > 0

ROBZ, show logging 2~ R TR/ RINDLRF L VIFHREZRLTWET,

ciscoasa(config) # show logging
Syslog logging: enabled
Facility: 16
Timestamp logging: disabled
Standby logging: disabled
Deny Conn when Queue Full: disabled
Console logging: disabled
Monitor logging: disabled
Buffer logging: disabled
Trap logging: level errors, facility 16, 3607 messages logged
Logging to infrastructure 10.1.2.3
History logging: disabled
Device ID: 'inside' interface IP address “10.1.1.1”
Mail logging: disabled
ASDM logging: disabled

ciscoasa (config)# show logging
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Syslog logging: enabled
Facility: 20
Timestamp logging: disabled
Hide Username logging: enabled
Standby logging: disabled
Debug-trace logging: enabled
Console logging: disabled
Monitor logging: disabled
Buffer logging: level debugging, 330272 messages logged
Trap logging: level debugging, facility 20, 325464 messages logged
Logging to inside 2001:164:5:1::123
Permit-hostdown logging: disabled
History logging: disabled
Device ID: disabled
Mail logging: disabled
ASDM logging: disabled

WOHNE, syslog A v =T %A F—TNTT20E 9 0 EHIEIT 5 kL. FRE L7z syslog

Ay —VOEKREZHIET DG iEER L TOET,

ciscoasa(config) # show logging message 403503
syslog 403503: -level errors (enabled)

ciscoasa (config)# logging message 403503 level 1
ciscoasa(config) # show logging message 403503
syslog 403503: -level errors, current-level alerts (enabled)

ciscoasa(config)# no logging message 403503
ciscoasa(config)# show logging message 403503
syslog 403503: -level errors, current-level alerts (disabled)

ciscoasa(config) # logging message 403503
ciscoasa(config)# show logging message 403503
syslog 403503: -level errors, current-level alerts (enabled)

ciscoasa(config) # no logging message 403503 level 3
ciscoasa(config) # show logging message 403503
syslog 403503: -level errors (enabled)

OX> T DER

®3:0X 5 DERE

tHaE

T3y bITr—LY)—R BL)]

Logging

7.0(1)

SIFEIFRMIEERA L TASAR Y
NU—7 aX o rEREREL T,
0y 7y ANERRLTRGET DA
varyEgEnTtnEd,




| a2y

nxvroE [

HEEER T bITH—L))—R s BA

L— R RR 7.0(4) syslog A v E—UNERENLDL— b
Z iR L £
logging rate-limit =~ > R2VE A X
F L7z,

r¥r s JRA b 7.2(1) SEIERMEE (¥ 7 LL, A
RN TR BROA Yy E—VID)
TA Yy —VEBET DD fho =
vV RTHERESNLIeX T YR A
TERR L £ 7
WA~y RPEAINE LT,
logging list

X o aXL s 8.0(2) UE—h BX 7 KA M~OERIC

SSL/TLS #fE AT 2 L D IZHEE L E

T, ZOF T a0k, BRENES
o k2L TCP DA AR T
ﬁ‘o

logging host =~ > RWAEF I FE L
7o

aXo s 7T R

8.0(4). 8.1(1)

X T Ay—T0 ipaa £ X2 b
7T AT HYAR— R BEMNE L E
L7z,

logging class =~ ROETF I E L
7o

X T IALRFES e X T
Ny 77

8.2(1)

n¥X s AytE—I0 dap A b
77 AKT LY AR— hasE S E
L7z,

logging class =~ > RWEFE I FE L
7o

RESNT-eX o 7 Ny 75
(ASDM., WN#B. FTP, BX W7 T v
va) 7 VT T HBMYR— |,

clear logging queue bufferwrap =~ >

RAEASHE L,
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nxyy |

HRER Ty bI4+—LYY)—R £ EA

IRAT — RORE Ak 8.3(1) INAYT — RO EAGICKT$ 5% R — |
PHBINEE LTz,
logging ftp server =~ > RINEH I
F L7,

0y va—7 8.3(1) FEILIP T RLABIOSEEIP T R
VARBRY Ea—TIZBMSEL
7o

e X 7 eEm a7 8.3(2) TCP Z{EH T 5 & 5 (T syslog — %

BRETDH L, syslog h—"EFEHTE
RN G . ASAIE Y — NS OME A AT
HEIZ72 B & Tsyslog A v —T %4k
THH LW A Ty 7 LET (2
EZIX, VPN, 757 AT U4 —/)b,
1y N A — T a X UBHGE) . 2Ok
BEIX., ASADE XL T Fa—2Ro
(EARYORE-Z N 3Y TRPIAY 75 ¥ i i=1
THEOITPRSNE Lie, #E6tid.
aX T Xa—N7 VTIN5 EHE
SNET,

Z OF%REIL. Common Criteria EAL4+

OO T-DITEMEIE LTz, &
FETRWIRD | syslog A vEB—T %1k
ZETE WA TUE a5
TLEEHERLEY, Sairi T oI
X, logging permit-hostdown =~ > K

EEHLET,

414005, 414006, 414007, 414008 D4
syslog A vE—UNEASNE LT,
show logging =~ > ROZzVEE I E L
7o

. axyy
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syslog A v =Y DT7 4 NH ) Tk
V=

8.4(1)

ROV R— PR BIMEE LT,

s XFEIFERD T ATHIGT HEE
DT F A FILFFNZES < syslog
Av—=Y T4 NE YT,

o WAL I T 4 VB DIERK,

A=V DOHTATLD Y —
ko EEfIZOWTIL. TASDM A
RATA K] 2L TLEE0,

ZOHEREIL., TRTD ASA X—T g
CEMEERENRH D FT,

7T AL

9.0(1)

ASA 5580 B N5585-X DV T A F Y
VT ERBETO syslog A v —UERKRD
PAR— FBNSvE LTz,

logging device-id =~ > RV EH X
F LT

AHB L INAZEED syslog DT H v T

9.4(1)

Tz—VF—N—ar 7 X al—
a DAY N IEE TRED
syslog A ve—T0ERET v v 7T
LDV R—FEBMLE L,

logging message syslog-id standby =~
YRPNHASNE L,

syslog F— D& % = 7 2B O 7=
DL ID

9.6(2)

TLS 7 74 7 > MLELX, RFC6125 D
7 varellERSNDLY—NID
DRFFEN— VA YR — T2 L5127
D FE L7z, IDFRFEIX, syslog $—/
H—/3~D TLS #2fE D PKIfifEsE I 5
ITSNET, RSN ID BRES
NV 77 LU AID E—F LW
. Bhafe s cE EE AL

WOa~ s RPBIMELIFEEINE
L7z, [no] crypto ca
reference-identity, logging host,
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syslog —/NTD IPv6 7 KL A2dH |9.7(1) TCP & UDP #%H T syslog ik, £
ek 5. ZIETHDIT, syslog H— 3%
IPv6 7 RUATHRETE DL DIZ7Y
LT

WOa~xy FREEINE LT,
logging host
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