BEB7ItX

Z DOFTIL, Telnet, SSH, B L OHTTPS (ASDM %) fH TY AT AEHEITH 720DIC
CiscOASA LT 7B AT 5 kL, 2—WEFIAEB L ORI T2 ik, a7 A v N\ F—%{EK
T B HECONTHALET,

EHYE— N TV EADORE (1 2—)

« VAT LEHEH AAA OFRTE (20 X—)

cTNARAT IV EADE=ZY T (44 ~X—)

cEHT 7 ADERE (47 RX—)

BEHYE—FT7IVECRADEE

ZZTliZ. ASDM I®D ASA 77 & A, Telnet £721LSSH, BL a7 A v RF—REDED
DT A =2 DFREFEITOWNTHIALET,

SSH7 U EADETE

AT RIPT RLZZIBEL T, ASAICSSHEZFEH L T TE 22— 2 EETHIC
X, RMOFIEEZFEITLET, ROHA RIA L E2BRLTLIEEN,

cF7r  ASAA L HE—T A AZSSHT 7 EADHMWTT 7B AT B-012, RARNIPT
RUREHRTAHT 7R V—/VEMEHY AL, TO&T Va OFRIEICHES T,
SSHT7 7B AERETDHDHLERH DT TT,

« ASA ~DiEENL— LB A VB =T 2 A ALUNDA L H—T 2 A~DSSH T 7 A
Y R—bFENFEA, 72& 21E. SSHEA MRIEA X —T = A ATHDEE. IED
A UH—T 2 A A~DEEEBEROAPFGTEET, 20— L OFIFMNEL, VPN
NLTEHAEDHRTE, VPN R RV E2 N LEEEBT 72 A0%RE (13 —) 28R L
TLEEW,

cASA L, ZUTHFANE—DOE— ROV RKNS OORFSSHER ., T XTOa T
XA PMIELNY DS NTRK 100 DR E TR LE T,

EETIEX
I
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o (84LIF%) SSHT 74 /L h 2—H LT AR — a2 £ L7z, pix £/oidasa=x—
PhHERT A NAT—RTSSH AL TASAICEfiT 5 enT& e EL
72o SSH #{#1 95 121%. aaaauthentication ssh console LOCAL =~ > F%{#iH L T AAA
REZFXE L TH 5, username 2~ RE AL TCe—h)L a2—FEERLET, 7—
TN T —=H_X—=ZADMRD VI AAA Y — " ZRAECHEHT 556G, v — I ARIEL Ny 7
Ty7TOFELELTRELTRELLZEEzB#OLET,

*SSH =3 2 DAHANRYR—FENFET,

1R BRI

cINTF AUTHRALE-FTIE, AU THAPFTAN—ZATROFIEEZFATLET,
VAT ANLAVTXARN AT 4 X2 b— g UIZEET HIZIE, changeto context name
ZANITLET,

FIE

SSH (T2 RSA F— X7 2R LET (MWHE ASA DFEDOH)

crypto key generate rsa modulus modulus_size

1 :

ciscoasa (config)# crypto key generate rsa modulus 2048

ASAv DIGE . RSA F— N7 AZIC HEIMICIER SN E T,

ZEOME (B NHEAL) 12512, 768, 1024, 2048, 3072, E£721% 4096 T7, FEET 5 F*—1%
BOY A ZDBRRKEWVITEE, RSA F— X7 OERKIZHLAERIZEL 220 £, 2048 LU E
DEZHERE L £,

RSA F—Z KGR T 7 va AT VICRIFLET,
write memory

1 -

ciscoasa(config)# write memory

SSH7 7 v AR TE 2a—Y4 2 —hL T —EZ_X—A B LET, =2—% 77 B RIT
AAA P—NEMHTHZ L TEETN, v—I NV 2—FLZOMHEZHELE L 4,

username name [ password password)] privilege level

1 -

ciscoasa(config)# username admin password Far$capel999 privilege 15

. EETIEX
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T 74V hOFFHEL VT2 T, 0~ IS OFPFATLVZ AN LET, 15EHEETH L,
TRTCORHEEZEATEET, 2=/ AT — FFEAETIE 2 < 2B —F83E (ssh
authentication) % 38| 2HF AL, XAV — KRR L TCa—YE2ERT D L 2HRELET,
username I~ R CABF—RIFB LR — FO®HZ2&E LEHEES., 22—V
DHETHR A TEET (ZOFIET AAA FBIEZHRANCHRE LIZSEE) o . a—
KL NAT — REER LR T UL blen v ) FREZ AT 572, username =~ > N
nopassword 47" 3 “nopassword 47 > 3 U TiE, [EED/NAT— RE AN TEETRN, N
AT — R LIZARATHE T,

(EE) NAU— FRFETIER S AR —FERED A, 72X T bW OFBGEEL = — 7]
L. ASA TABF—Z AN LET,

username name attributes

ssh authentication {pkf | publickey key}
11

ciscoasa(config)# username admin attributes
ciscoasa(config-username)# ssh authentication pkf

Enter an SSH public key formatted file.

End with the word "quit" on a line by itself:

--—- BEGIN SSH2 PUBLIC KEY ----

Comment: "4096-bit RSA, converted by xxx@xxx from OpenSSH"
AAAAB3NzaClyc2EAAAADAQABAAACAQDNUvkgza371B/Q/f1jpLAv1BbyAd5PJICIXh/U4L0O
hleR/gqgIROjpnFaS7Az8/+sjHmgOgXC5TXkzWihvRZbhefyPhPHCiO0hIt40UF2ZbXESA/8
JUT4ehXIUE7FrChffBBtbD4d9FkV8A2gwZCDIBXEM260chbZCSTx90QC/ /wt6E/zRcdogiJG
P4ECEdDaM+561+yf73NUigO7wYkgcrzjmI1lrZRDLVcgtj8Q9gD3MgsV+PkIGSGigZwny Il
ObfYxXHU9WLAWxhUbA/x0jJuZl5TOMa7KLs2u+RtrpQgeTGTf£Ih60+xKh93gwTgzaZTK4
CQlkuMrRdNRzza0ObyLeYPtS1veLveF6dGtwlgrXS5a+w/tV/aw9WUg/rapekKloz3tsPTDe
P866AFzU+Z7pVR1389iNuNJHQS7IUA2mOcciTuCM2we/tVgMPYJ1l+xgKAkuHDkB1MS418b
Wzyd+4EUMDGGZVeO+corKTLWFOlwIUieRkrUaCzjComGYZdzrQT2mXBcSKQONW1SCBpCHsk
/r5uTGnKpCNWEL7vd/sRCHyHKsxjsXR15C/5zgHmCTAaGOuUIqORjo34+61+70PCtYXebxM
Wwml9e3eH2Pudzd+rjldedfr2/IrislEBRIWGLOR/N+xsvwVVM1QqwluL4r99CbZFINghY
NRxCQOY/7K77II==

--—- END SSH2 PUBLIC KEY ----

quit

INFO: Import of an SSH public key formatted file SUCCEEDED.

71— 77 /L username D5, /NA T — RFEZETIE R S A F—FFED I, FIX N6 T D
PAEEZ AN TE E T, SSH-RSAraw ¥— GEHEZR L) ZAERKATRETE O SSH F— /L
Y7 b =7 (sshkeygen’2 &) ZEH LT, ABFF—/EX—OXT7 2K TEET, ASA
TARF—ZANLET, £D%%, SSHY 74T 2 MIREX— (BILOF— X7 2ERT
DIZOIEH LI AT L—X) & LT ASA IZHE L £7,

pkf ¥— DA, PKF TT7 4 —~ v hINT-F—%2H K409 > MGV T 5 XK oRD BN
F£7, Basebd A TIIRETETCA U TA U THVAT L2 ENTERNF—ITTZ DT 4+ —
~v MEEHLET, 72L& 21X, sshkeygen > T 4096 £ FDOF—% Ak L TH 6 PKF
WCEHL, ZOF—|ZX LT pkf F—U— RBROLNDLIICTHZENTEET, F:

Tz VA= R—=Tpkf A7 a AT LI TEETA, PKF F—id, AZ A

VAT ACHBEMICER IV EE A, PKF X —Z[ET 521X, writestandby =~ F& A7)
TOMENRDY 7,

gB77t2 |}
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publickey ¥ — D34, Z LT Base64 T a— FENZABF—DZ L T9, SSH-RSA raw
X— GEBAZEZR L) Z2ARTERERED SSH X —4% Y 7 b =7 (sshkeygen 72 &) % H
LT, ¥F—%4ERTEET,

(AT =R T 7 RAOHA) SSHT 7 ADTdIZr—h (F121E AAA H—N) BFE%
A LET,

aaa authentication ssh console {LOCAL | server_group [LOCAL]}

£l -

ciscoasa(config)# aaa authentication ssh console LOCAL

o= Rk, sshauthentication a<wy RTCOZ—FZ DT — VAR —REIC T E L
FHA, ASA TIE, ABF—FREIX L, B—H 1 T—FX—AERHRMICEHRALET, =
Dawy RiE, 2—HH L2 T— K| @#%@Liﬁ 0 — )b — RN — R E 72
I RAT — REFATEXALHI12T3I00F, NATV— R T 78R E2G6DCTBEH, Z0a~
¥ R TCHRIZ v — 7 VESGE E’x’“ﬁ'ﬁ“ézgﬂ&pwi'ﬁ”

ASANRT RVARFELIZY TRy T ICERESITANDIP 7 KL X L&, SSH #{FH FHE/R
Ao B =T oA A ELET,

ssh source IP_address mask source_interface
« source_interface : I & A V=T 2 A AEHELET, TV v IN—TDOHAE, T
Vo ITN—=T AN, =T A%tFELET, VPNEET 7 £ 2ADAH (VPN k
YANENLERT 72 AORE (134—0) 2BBLTIIEIN) OB, 4Rt
EBVIAVH—T =2 AEHELET,

Telnet & 5700 SSHIFHR BIENEF2 VT 4 LV DA X =T 2 ATFTTEET,

51

ciscoasa(config)# ssh 192.168.3.0 255.255.255.0 inside

(EE) ASAD Ty a2+ 25 % TITSSHA T A R/VIREEA#ER T AR OR & 2%
ELET,

ssh timeout minutes

i

ciscoasa(config)# ssh timeout 30

BADLTTMIL~60DICRELET, T 74NV MISHTT, T7 4/ FOHIMTIT—#%
ETEADT, EFFIOTARNE NI TN a—F 4 v INTRTCETTAETIE. EDIC
ﬁﬁbfﬁw1<ﬁéwo

(f£EE) SSHIEFORHALT NI AL EHELET,

ssh cipher encryption {all | fips | high | low | medium | custom
colon-delimited_list_of encryption_ciphers}

. EETIEX
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1 :

ciscoasa (config)# ssh cipher encryption custom 3des-cbc:aesl28-cbc:aesl92-cbc

7 %V MMiZ medium T9,

o I RTOEF R (3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr aes192-ctr aes256-ctr)
AT AEAIZ, al F—U— RF&EHLE7,

s NAK LEBZA N T ERET HHAEIE. custom F—TU— REFEHL, &S5 A MY
VO ana TR TATILET,

* FIPS 3t D5 5 (aes128-cbe aes256-cbe) DAz AT 25E51L, fips ¥ —V— K%
AL ET,

s RN EOKF 5 RO (aes256-cbecaes256-ctr) Z M H T 5541, high — 7 — R & ff
HALET,

« FREEME, . EOREFE )7 (3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr aes192-ctr
aes256-ctr) AT HEEIE. lowx—U—F&2fHL £9,

« FRENH I L ONE DR S 720 (3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr aes192-ctr
aes256-ctr) AT AL, medium F—V— REFHLET (741 1H)

AT979  (EE) SSHEGOEAMET LIV ALZRELET,
ssh cipher integrity {all | fips | high | low | medium | custom colon-delimited list of integrity ciphers}

1 -

ciscoasa(config)# ssh cipher integrity custom hmac-shal-96:hmac-md5

7 7 4V h % high T,

o T RTOMREE . (hmac-shal hmac-shal-96 hmac-sha2-256 hmac-md5 hmac-md5-96) % i ]
THEAE, al ¥ —U—R&2HLET,

s WAL LEFA N T EHRET HHAIE. custom F—T— REFHL, KBS A Y
VT han s TRYISTANLET,

* FIPS %fiix D55 55 (hmac-shal hmac-sha2-256) DA% 5851, fips ¥—TU— R
AL ET,

s RENE O 55D A (hmac-shal hmac-sha2-256) %79 554518, high ¥—7U— K
EEALEST (7408

o RN, . HOWE S (hmac-shal hmac-shal-96 hmac-md5 hmac-md5-96
hmac-sha2-256) ZfEAT 2541, low ¥—TU— F&2EHL T,

« BRI L ONE O 73, (hmac-shal hmac-shal-96 hmac-sha2-256) Z {9 58512,
medium ¥—V — F&FEHLEI,

EETIEX
I
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(f£#) Diffie-Hellman (DH) F—AHE— REZRELET,
ssh key-exchange group {dh-groupl-shal | dh-group14-shal | dh-group14-sha256}
151 -

ciscoasa(config)# ssh key-exchange group dh-groupl4-shal

77 %V ~ % dh-group14-sha256

DH F—%ZHClx, WINOYEFE LM TIIRECE AW gELEH L4, T —5f
EEABLORA N F—LHMAEDLEDLZ LT, SAMGEREHLET, ZOXF—HHFX
WL D BRI — SFREEN FIRE & 72V £9, DH F—ZZ O L ORI DV T,
RFC 4253 #ZM L T 7230y,

1
KRIZ, PKF RO F—%EH L CRERET 262~ L £,

ciscoasa(config)# crypto key generate rsa modulus 4096
ciscoasa(config) # write memory

ciscoasa(config) # username exampleuserl password examplepasswordl privilege 15
ciscoasa(config) # username exampleuserl attributes
ciscoasa(config-username)# ssh authentication pkf

Enter an SSH public key formatted file.

End with the word "quit" on a line by itself:

--—- BEGIN SSH2 PUBLIC KEY ----

Comment: "4096-bit RSA, converted by xxx@xxx from OpenSSH"
AAAAB3NzaClyc2EAAAADAQABAAACAQDNUvkgza371B/Q/f1jpLAv1BbyAd5PJICIXh/U4L0O
hleR/gqgIROjpnFaS7Az8/+sjHmgOgXC5TXkzWihvRZbhefyPhPHCi0hIt40UF2ZbXESA/8
JUT4ehXIUE7FrChffBBtbD4d9FkV8A2gwZCDIBXEM260chbZCSTx90QC/ /wt6E/zRcdogiJG
P4ECEdDaM+561+yf73NUigO7wYkgcrzjmI1lrZRDLVcgtj8Q9gD3MgsV+PkIGSGigZwny Il
ObfYxXHU9WLAWxhUbA/x0jJuZl5TOMa7KLs2u+RtrpQgeTGTffIh60+xKh93gwTgzaZTK4
CQlkuMrRdNRzza0ObyLeYPtS1lveLveF6dGtwlgrXSa+w/tV/aw9WUg/rapekKloz3tsPTDe
P866AFzU+Z7pVR1389iNuNJHQS7IUA2mOcciTuCM2we/tVgMPYJ1l+xgKAkuHDkB1MS418b
Wzyd+4EUMDGGZVeO+corKTLWFOlwIUieRkrUaCzjComGYZdzrQT2mXBcSKQONW1SCBpCHsk
/r5uTGnKpCNWEL7vd/sRCHyHKsxjsXR15C/5zgHmCTAaGOuIqORjo34+61+70PCtYXebxM
Wwml9e3eH2Pudzd+rjldedfr2/IrislEBRIWGLOR/N+xsvwVVM1QqwluL4r99CbZFINghY
NRxCQOY/7K77II==

--—- END SSH2 PUBLIC KEY ----

quit

INFO: Import of an SSH public key formatted file SUCCEEDED.
ciscoasa(config)# ssh 192.168.1.2 255.255.255.255 inside

& OFITIE, Linux % 72 1% Macintosh > 25 A M SSH O IF F—% A% LT, ASA IZ
AR —FLET,

1. 2 E=2—2T4096 B> F® sshrsa A F—B X OB —2 4k LE T,

jcrichton-mac:~ john$ ssh-keygen -b 4096

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/john/.ssh/id rsa):
/Users/john/.ssh/id _rsa already exists.

Overwrite (y/n)? y

B gE7s+tx
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Enter passphrase (empty for no passphrase): pa$$phrase

Enter same passphrase again: pa$$phrase

Your identification has been saved in /Users/john/.ssh/id rsa.
Your public key has been saved in /Users/john/.ssh/id rsa.pub.

The key fingerprint is:
c0:0a:a2:3¢c:99:£fc:00:62:fl:ee:fa:f8:ef:70:cl:f9 john@jcrichton-mac
The key's randomart image is:

+--[ RSA 4096]----+
| . |
| o |
| +. o |
IBot..... |
|.B ..+ S |
| = o |
| + E |
| oo |
| ocoooo |
o +

2. PKFERICF—2ZHL £,

jcrichton-mac:~ john$ ed .ssh

jcrichton-mac:.ssh john$ ssh-keygen -e -f id rsa.pub

---- BEGIN SSH2 PUBLIC KEY ----

Comment: "4096-bit RSA, converted by ramona@rboersma-mac from OpenSSH"
AAAAB3NzaClyc2EAAAADAQARAAACAQDNUvkgza371B/Q/f1jpLAVIBbyAd5PICIXh/U4LO
hleR/ggIR0jpnDaS7Az8/+sjHmgOgXC5TXkzWihvRZbhe fyPhPHCi0hIt40UF2ZbXESA/8
JjUT4ehXIUE7FrChffBBtbD4d9FkV8A2gwZCDIBXEM260cbZCSTx9QC/ /wt6E/zRcdogiJG
P4ECEdDaM+561+yf73NUigO7wYkgerzimI1lrZRDLVeqgt j8Q9gD3MgsV+PkJIGSGiqZwnyIl
Qb fYxXHUOWLAWxhUbA/x0jJuZ1l5TOMa7KLs2u+RtrpQgeTGTf£Th60+xKh93gwTgzazTK4
CQ1lkuMrRdNRzzaObyLeYPtS1v6LveF6dGtwlgrXSa+w/tV/awdWUg/rapekKloz3tsPTDe
P866AFzU+Z7pVR1389iNuUNJHQS7IUA2mOcciIuCM2we /tVQMPYJ1+xgKAkuHDkB1MS41i8b
Wzyd+4EUMDGGZVeO+corKTLWFOlwIUieRkrUaCzjComGYZdzrQT2mXBcSKQNW1SCBpCHsk
/r5uTGnKpCNWEL7vd/sRCHYHKsxjsXR15C/5zgHmCTAaGOUIgORj034+61+70PCtYXebxM
Wwml9e3eH2PudZd+rjldedfr2/IrislEBRIWGLOR/N+xsvwVVM1QqwluL4r99ChbZFONghY
NRxCQOY/7K77IQ==

---- END SSH2 PUBLIC KEY ----

jcrichton-mac:.ssh john$

3. ¥—%7 Vv FR—Klzar—_L%7,
4. ASACLIIZHHGE L., AF—2a2—FLHITEMLET,

ciscoasa(config) # username test attributes

ciscoasa (config-username) # ssh authentication pkf

Enter an SSH public key formatted file.

End with the word "quit" on a line by itself:

---- BEGIN SSH2 PUBLIC KEY ----

Comment: "4096-bit RSA, converted by ramona@rboersma-mac from OpenSSH"
AAAAB3NzaClyc2EAAAADAQABAAACAQDNUvkgza371B/Q/£1jpLAv1BbyAd5PJCIXh/U4LO
hleR/qgIROjpnDaS7Az8/+sjHmqOgXC5TXkzWihvRZbhe fyPhPHCiOhIt40UF2ZbXESA/8
jUT4ehXIUE7FrChffBBtbD4d9FkV8A2gwZCDJIBXEM2 60cbZCSTx9QC/ /wt6E/zRcdoqiJG
P4ECEdDaM+561+y£73NUigO7wYkqcrzjmI1lrZRDLVcqtj8Q9qD3MqsV+PkJIGSGigZwnyIl
Qb fYxXHU9WLAWxhUbA/x0jJuZ15TQMa7KLs2u+RtrpQgeTGT££Ih60+xKh93gwTgzaZTK4
CQ1kuMrRdNRzzaObyLeYPtS1lv6Lv6F6dGtwlgrX5a+w/tV/aw9WUg/rapekKloz3tsPTDe
p866AFzU+Z7pVR1389iNuNJHQS7IUA2m0cciIuCM2we/ tVgMPYJ1+xgKAkuHDkB1MS4i8b
Wzyd+4EUMDGGZVeO+corKTLWFOlwIUieRkrUaCzjComGYZdzrQT2mXBcSKQONW1SCBpCHsk
/r5uTGnKpCNWEL7vd/sRCHyHKsxjsXR15C/5zgHmCTAaGOuIgORjo34+61+70PCtYXebxM
Wwml9e3eH2PudZd+rjldedfr2/IrislEBRIJWGLOR/N+xsvwVVM1QqwluL4r99CbZFI9NghY
NRxCQOY/7K77IQ==

EETIEX
I
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--—- END SSH2 PUBLIC KEY ----
quit
INFO: Import of an SSH public key formatted file completed successfully.

Z—PNASAIWCSSH TEBHZ L &R (T AR LET,

jcrichton-mac:.ssh john$ ssh test@10.86.118.5

The authenticity of host '10.86.118.5 (10.86.118.5)"' can't be established.
RSA key fingerprint is 39:ca:ed:a8:75:5b:cc:8e:€2:1d:96:2b:93:05:69:94.
Are you sure you want to continue connecting (yes/no)? yes

RDZAT O TRy 7AW, NAT L= AT HOICEKRINET,

F Enter your password for the S5H key "id_rsa”.

.

Password:

Show password

Remember password in my keychain

Cancel 0K

204010

—J7. Rty a Tk, LTEREREINET,

Warning: Permanently added '10.86.118.5"'" (RSA) to the list of known hosts.
Identity added: /Users/john/.ssh/id rsa (/Users/john/.ssh/id rsa)

Type help or '?' for a list of available commands.

asa>

Telnet 7 U L ANETE

Telnet A L CASAICT 7B RAA[RE/R 7 T AT FIP 7 RLAZIRTET HI121L. ROFIE
EIEITLET, ROHTA KT 2BZRMLTL I,

e F7r, ASAA U H—T A AR ZTelnet 7 7 BEAOBMITTY 72 AT 572012, A KMIP
T RUVAEHFR[TAHT 7 BA L= VEMEHY A, Z0OEBY Va v OFNEIZHES T,
Telnet 7 7 B AZRET DLERH BT TI,

* ASA ~DilE/N— Rl DA A —T 2 A AUNDA U H—T = A ZA~D Telnet 7 7 &
IV R—FENERA, 72& 20E, Telnet KA MPIEA X —T =4 ZTHDBEE.
WA 2 F—T 2 A A~DEE Telnet 2t D A BIETE ET, ZDOA—LOFIS L, VPN
B e N LB B DOHRTT, VPN b R EN LIZEET 7 B A0OKE (13 X—) %
ST ZEN,

* VPN kU F/VNT Telnet ZHEHT 25552, KLBR0EXF=2V T A ¥ —T A
ZUZ%F LT Telnet (ZfEH T FH A,

B gE7s+tx
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Telnet 7 7 £ R DERE .

cASAIE, VT HFANE—DFT—RFHZVRKS DOFREE Telnet #fit & . X TD =2
THRANMIELENY SHENT-RK 100 DG EZHTR L ET,

48 HHEIIZ

e wNT ATHANE—RTIE, 20 TFAMTAR—ATROFIEELZFITLET,
VAT ANLAVTXARN AT 4 X2 b— g UIZEET HIZIE, changeto context name
ZANITLET,

* Telnet ZfEH L T ASACLLIZT 7 £ A J 5ITI%, password =~ RCRELIZR T A
INAY =Rz AN LET, Telnet ZEMT DRI FET/NAY — FERET HLENH Y
i‘d‘o

FIE

ATFYT1 ASAPRE LA VI —T oA ADT RLAERFT TRy F DL ICEGEESZITANDIP T
RLAZRHEELET,

telnet source IP _address mask source_interface

s source_interface : %I & A VA —T 2 A AEHRELET, TV v IN—TDOHAE, T
VoD TN—T AN B =T oA AEEELET, VPNEET 7 ADH (VPN k
YRNENLTEERT 7B AORE (133—) 2R LTIV oA, 4RIl
EBVIA VA —T A AZBRELET,

A EB—=T A ANRT DL WVWESIE. AV Z—T 2 ZADEF2Y T 40 L-ULD 100 TH
BRY . FOA X —T 2 A AT IV EATBEEHIZ Telnet 2R ET AN TxES,

1
ciscoasa(config)# telnet 192.168.1.2 255.255.255.255 inside
RAT9T2 ASANE Yy a U T5E T Telnet &y a BT A RVREEEHERT2RHOE S %
RELET,
telnet timeout minutes

1 -

ciscoasa(config)# telnet timeout 30

HADLT T MI1L~1440 5K ELET, T 74V MI5H5 T, T 740 OB TIEI—
BZETEADOT, EEEIOT AR NI TN a—TFT 4 VI RTRTCETTAETIL. ED
ICRELTBWTL &N,

EETIEX
I
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B rsom. zotos 547 roHTIPS 75 £ 2 DERE

il

WOBENEL, 7 R A 192.168.1.2 DNERA > H—T = A ADHRARNTASAILT 7 &
24 BHEERLTOVET,

ciscoasa(config)# telnet 192.168.1.2 255.255.255.255 inside

WOFIE, 192.1683.0 DF >y hU—7 EOT R TO2—YFNNEHA X —7 =1 A L
DASAILT 7 BATEA LT B HEERLTWET,

ciscoasa(config)# telnet 192.168.3.0. 255.255.255.255 inside

ASDM. FDMDISA 72 O HTIPS 79U € ANDETE

ASDM F 721X CSM 72 EDfthd HTTPS 7 74 7> b &4 512X, HTTPS — & /3T
L. ASA~DHTTPS Bt & 3T r] T2 M1 & Y £5°, HTTPS 7 7 & AT T REDOT 7 +
VERREDO—EE L TAMMEEN TWET, HTTPS 77 B A ZHRET HITIE, ROAT v
EFERITLET, ROVA RT7A 2SR LTLIEEN,

e FEm, ASAAM VUV H—T oA AZHTTPS T 7B A B TT 78 AT 5722, mA KIP
T RVAZEHFATLT 72 A NL—VILEHY FHA, ZO®7 v a v OFIEIHES T,

HTTPS 7 7/ v A& RET DHMENSH L2 T, 7272L, HTTPY ¥ A L7 F&EHEL T
HTTP ##i% HTTPS ICHENIZ Y ¥4 L7 N3 5I2iE, HTTP 25 R[5 57 7 A L—

NEFIMET HHERHY ET, THLRNnE, A X —T =2 ABRHTTPAR— &2 U »
A TEEHE A

c ASA~Di@IEN— K72 DA B —T 2 A AUSNDA B —T 2 A A~DERT 7 & A%
PR—FINFERA, 2R, BEHERAIPIILA L F—T oA ATHDGE. IEA
V=T 2 A A~OEEEBEEROABGTEE T, ZOA—LORIIME, VPNEERLE T
LA DHRTT, VPN b mVEN LIEEHT 7B A0 E (13 3—) 2L T
<TZEW,

cASA Tlt, VT HFA I LIZHRKRS DOREFASDM A V AZ L ARFEHATE, 2o
T XA METHERK32 D ASDM A VA X ZAOFEHANAHE T,

ASDM &> g Tlid, 2 @O HTTPS BN SN E I, —HIEWIHFEET HIT=H
AT, b9 FHIZEREITHo I L T UFET DR ELEHTT, =& 21X, ASDM
Ty a DT AT AHIRM 32 OA. HTTPS By o a Uit 64 ICHIR S £,

1R BHHEIIZ

eI TF aTHFANE—FRTHE, 2 TFRAMFTAR—ATKROFIEEFITLET,
VAT ANLAVTHFARN AT 4 X2 b—a UIZEBRT HIZIE, changeto context name
EATTLET,

. EETIEX
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ATy

ATy T2

ATvT3

ASDM, z0tns 517> rouTPs 7o+ 20%E [

FIE

ASADELIA LV Z—T A AZADT RLUAEFITH T2y N T &2 HTTPS 86 2 52 17 A4l
HIPT RUAZEEELET,

http source IP_address mask source_interface

« source_interface : LRI & A VA —T 2 A AEHELET, TV v ITN—TDOHAE, T

Vo P TN—=T AN B =T oA AZBELET, VPNEHT 7 ADH (VPN k
VAN ENLTERT 7 AOBRE (13 23—=) 28R LTLEEN) OBE. L4t
EXBVIA VX —T A AERELET,

% -

ciscoasa(config)# http 192.168.1.2 255.255.255.255 inside

HTTPS Yr— %A X =T I LET,
http server enable [port]
£l -

ciscoasa(config)# http server enable 444

7 74/ N TI, port (3443 T, A— "EFEZEETL5E1L. 4T ASDM 7 7 £ 2 URL
AR LER—FEEZEDTLLESN, HExiE, B—FEEE24MAICETT AT, K
D URLZANLET,

https://10.1.1.1:444
JET S5 IR — 2D HTTPS 7 T4 7> 78 ASA 0 HTTPS H—E RIZT7 7 A TX 5 L 9

T B2 ENTEET, T 74/ M T, ASDM, CSM. BLORRESTAPI NI &SN T\ E
j‘o

http server basic-auth-client user _agent

« user_agent : HTTP KD HTTP ~» ¥ —IZ& 527 T A 7 > b ® User-Agent LT % 5 iE
LET, SBRRCFINE T LTI ERETEE T, #HCFFNTDOWTIE, User-Agent
LFHNOKIHE — B L TWDLRERDH Y £T, ¥F=2 VT 1 2k 2720078 a3
B8/ LES, CFHITIIRITF /TR END Z EIZERE LT EEN,

7= & 21X, curl [ZRD User-Agent X751 & —F L E 7,

curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1
Basic ECC zlib/1.2.3 1libidn/1.18 libssh2/1.4.2

curl (X, K@ User-Agent SLF8 &1 T—H LEH A,

abed curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1
Basic ECC zlib/1.2.3 1libidn/1.18 libssh2/1.4.2

CURL I%, &® User-Agent LF4 & 13— L £H A,

EETIEX .
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B rsom7oexE1355472 FLRSSLVPN OF=66D HTTP U 54 LY +DRE

curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1
Basic ECC zlib/1.2.3 1libidn/1.18 libssh2/1.4.2

fEploa<y REfER LT, %7747 bXFHEADLET,
&1

ciscoasa(config)# http server basic-auth-client curl

1

wOFNL, HTTPS — 2 Gt L. 7 FL A2 192.168.12 DNEA » Z—T = A A
FORARNTASDMIZT 7 ¥ 245 FiEERLTWET,

ciscoasa(config)# http server enable
ciscoasa(config)# http 192.168.1.2 255.255.255.255 inside

WOFNL, 192.1683.024 D%y NI —27 FOFT R TOZ—FRRNEPA v X —T = A A
EDASDMIZT 78 ATEH L5175 HEEZRLTWET,

ciscoasa(config)# http 192.168.3.0 255.255.255.0 inside

ASDM 7 R EF=1EH9S54F7 > FLXSSLVPN D=6 HTTP 1) &
ALY FDOETE

ASDM £721%7 74 7 M LA SSL VPN Zfi ] L T ASA ICHi T 5 12i%, HTTPS &3
LUENRH Y T, FIEMEOZ®IC, HTTP F B4 HTTPS ICY ¥ A L7 52 LR T
TET, L XE HTTP A2V XA L7 b4 25 Z LIk - T, http://10.1.8.4/admin/ F 72 1%

https://10.1.8.4/admin/ & A/ L, ASDM E#j<— THTTPS 7 KL AIZT 7B AT&E L7,

IPv4 L IPV6 DD N T 7 4 7 &)V XA LY P TEET,

1R BHEIIC

BE. RARNIPT RVAEHFATET VA L— VTN ELY EHA, 7277 L, HTTP U ¥
ALV7 FOEDIZIE, HTITP [T 5T 7 B A NA— L EGI{LT A LERBL D T, 5 L
W A E—T 2 A ANRHTTP AR— b2 v A TEEH A,

FIE

Enable HTTP redirect:

http redirect interface name [port]

. EETIEX
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VPN b RLENLEZEET Y L RADERE .

1 -

ciscoasa(config)# http redirect outside 88

porti&, A H—7 = A ANHTTP DY XA L7 MIERT 2R — hafaELET, 7
7 4V NE 80 T,

VPN F ORIV ZNH LE-EEBT IV EADERE

HHA B —T 2 A ATVPN F U FABKIEL TCWDEEHA, BIOA v H—T oA AT 7%
ZLTASA ZEHTHIZIE. FOA L E—T oA AEEHT VA A LB —T x4 AL LT
BETOIVENRHY £, 72& 21X, outside £ X —7 = A AND ASA IZADSHEIX, 2D
FEREZ I L C. ASDM, SSH. Telnet, % 7=i% SNMP #&H T Inside A > % — 7 = A AT
T 57, outside f ' F—T A ANH AL EEIT Inside £ ¥ —7 = A AT ping ZFATTE
=3

ASA ~DiE N — bt EIRDA B =T = A RLSDA L H =T = A ZA~D VPN T 7 & X TH
R—hENEEA, 2L ZIE, VPN T 7 BZPIEA v F—T = A AT D8, SMERA
2 =T = ANOEBEERODPMTE ET, HEOT FLAEZRZ D LENLZVE ST,

ASADEIET 7 X ATHEA 2 —T7 = A ADVPNZ AT L, LRI ZHEH L TS0,

BHT 7 /AL, IPsec 7 7 A 7 > b, IPsec % K[E. Easy VPN, AnyConnect SSL VPN 7 7
A7 PO VPN b ZA4 TRHATITAE T,

1R BRI

BADEBL/F — X V—FT v T —T N TDON—FT T EEETHL . VPN OERA >
=T 2 f RALEHT IR A —T 2 RAZECEETHD (DFOlFTELEHEHA
VHE—=T 2 A ATHBHND, BEDT—FZ AL H—Tx2AATHD) LERHY T,

FIE

BDA B =T 2 A ADE ASAICAD E XTIV B AT HAEHA LA —T = ADLHIER
E]\/\ijqo

management-access management_interface
Easy VPN LUV A RME h o LTt 4RI EBVIZIEETCEET (b—FT v RE—K)
i -

ciscoasa(config) # management-access inside

EETIEX .
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B rreponer2100 759 F I A —L E—F F—5 428 —T T4 RTH KOS DEET & £ RDRE

Firepower2100 75 v F I+ —L E—F FT—F 41 V3 —T 21 ATD
FX0S DEERT U L XADHRTE

ATy I

F—H A B =T 2 ANST T v b7 F— LT — RO Firepower 2100 D FXO0S % &9 % 15
A+ SSH, HTTPS, BLUSNMP 7 7 ERAZHETEE T, ZOMEIL, 73514 A% UE— |
BHT 56, BLOER 1V ZRES TRy MU =27 IZHERFT 258 10D, RS L
ey hU— 7L®Fxosa’77ﬁxa“é7t&)@?4’?47“&&5?22'6% Z DREZ AT
HE, B—ANT 7 RBACKH LERINEZERH LT ENTEET, ZOMEEZHH L2
NHFXOS DEBINNOLDVE— K 77 B RATFHFAITERNWZ LICEELTLEE N, 20
BEREICIZ, WSR2 (T 740 b)) ZHEHALIZASAT—H AV H—T 2 A~D KT 7 4 v
7 DELIENRME T, FXOSEBLS — MU oA % 1 DT ETE ET,

ASA IX, FXOS 77 B AZHERER— F2EH L4, BEER—NMIFRCA ¥ 7=2—AT
ASA BMERATH7-0FHINTWET, ASANRNFXOSIZ T 7 4 v 7 ZErikd 5 & X, FE
HEHED S5 Je R — ME 7' e b 2L 2 L2 FX0S i— Mo S uE$ (FXOS @ HTTPS AR— b
TEBLERTA) o Ty MEEIPT R A (ASAA 2 —T7 A AIPT KL X) &, FXOS
THEHTLINET FLRICEREINE T, HELT FLRIEESNEYA, N 77490 %
WA, ASAITBEDT =2 V=T 47 T—T N EFEHLTELWEIA v Z—T7 = A
AERELET, BET SV r—a VOASAT—HIPT RLRIZT 72T 584, FXOS
2P/ EFEH LTI A T HMERH Y £, ASA = — AT ASAEET 7B ADHKIZ
wWHINET,

ASAT —Z A2 —T 2 ATFXOSBEH N T 74 v 7 BBEANNCT D b TEET,
ZhiE, 722 201E. SNMP w7, NTP & DNS DY — R T 7 v AR PIChETT, T 7+
JL T, FXOSEH o 7 ¢ v 7 BAtkIE. DNS BLONTP O ¥ — i@z (A~—hk Y7 |
TxT TABLIUTBIETHNE) O ASAINEA v F—T =2 A ATHNINI 2> TWET,
1R BHHEIIZ

TN AT HRARN ET— RDH,

cASA BHEMP A LA —T = A ZTES L FET,

*ASAT—H A X —T A AZVPN bRV EFEHA LT, FXOSIZEH:T 7823452
LT TEEH A, SSH D[RR & LT, ASAIZ VPN Bt L. ASACLIICT 7 &AL,
connect fxos =~ R&fifH L CFXOSCLIIZ7 7 A L%%, SSH, HTTPS., B L
SNMPV3 (I B CTE D720, T—H A LV H—T = A A~DOESEERGIIZETT,

FIE

FXOS U E— MEH AR LET,
fxos {https | ssh | snmp} permit {ipv4 address netmask | ipv6_address/prefix_length} interface_name
i -

ciscoasa(config)# fxos https permit 192.168.1.0 255.255.155.0 inside

. EETIEX
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ATy T2

ATy T3

ATy T4

ATy TH

ATvT6

avv—n s 79 rozE |

ciscoasa(config)# fxos https permit 2001:DB8::34/64 inside
ciscoasa(config)# fxos ssh permit 192.168.1.0 255.255.155.0 inside
ciscoasa(config)# fxos ssh permit 2001:DB8::34/64 inside

(EE) V—ERAOTFT 74V OR—FEEFLET,
fxos {https | ssh | snmp} port port
WRDOT 7 4 b EZRLTIIEEN,

« HTTPS 5 7 # /L b AR— b : 3443

« SNMP 5 7 # /b b AR— b : 3061

«SSH 7 7 4/ b AR— |k : 3022

1 -

ciscoasa (config) # fxos https port 6666
ciscoasa(config)# fxos ssh port 7777

FXOS N ASA A v X —T = A ANLEMERZRB T2 L5 LET,
ip-client interface_name

F 7 x4 T, A o H—T oA ATEIN > TWET,

5 -

ciscoasa(config)# ip-client outside
ciscoasa(config)# ip-client services

HPE1/1 £ Firepower Chassis Manager |28t L £4 (7 7 4/ b Tld, https://192.168.45.45,
o —H4 :admin, /A7 — F : Admin123) .
[Platform Settings] % 7% 27 U v 7 L, [SSH]. [HTTPS]. F72IL[SNMP] ZH L £7,

SSH & HTTPS 1357 7 + /L F THINI 2> TWET,
[Platform Settings] % 7" C, BT 7 ¥ A& FF % & 5T [Access List] ziXEL £, 77 4+

JU b TCiZ, SSH B LUVHTTPS I3 1/1 192.168.45.0 % > h U — 27 OB %@ LE9, ASA D
[FXOS Remote Management] iX & CIEE L7727 RV RAEFHFATHLENH Y £,

A= ILAA LT O NDESR

ay V=)V XA LT MTIE, BERE R EXEC T— RERIZary 74 Falb—vay £—
RIZLTBL ZENRTEORMZHTELET, Y1 LT U NIETLE, BEyvarvida—F
EXECE— RV T, T 74V Tl By aidZA L7 FLERA, ZORE
I, 2V = AR — h DO A RFFCE DRI EB L EH A, BN A L7 U M5
ZEEHVEEA,

EETIEX .
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FIE

Hebet v a VIR T T 5 ETOT A R AZSBEA (0 ~60) THELET,

console timeout number

B :

ciscoasa(config)# console timeout 0

FITFIVEDEZALT T MIOTHD, BoarNFA LT T MLARNWZ EEZRLET,

CLIZA> T rDARETA R

Za s MIEREBINTHEREICL D, ROV 2 — R FEETDIHAICa A4 LT
émm% HCHERETAZ &#T%i# ZORREIY., T = — VA — R—BRIZ, WD ASA
WEICLAA MERRESNTND AR T,

CNT AT HFARN T RTIL, VAT AETAR—RAERFIEHa T AN T A
THEX, R e N EFRTEET, EEHaA L TFAMNNTIE, 7740 D71
VTR (RARMEBLOZUTXARARN) OBANEREINET,

FT7H/NNTE, 7T MIASADKRA MERFERENET, vV F ar7F A M E—FR
T, ey 7 MZarTX A MLFERINET, CLIZ e 7 MIE, ROEBRZFRT

xFET,

cluster-unit IR 2=y NMhERRILET, F T AKX
DEFE L=y MI—BOARIZFOZ LN TE
ij‘o

aAVTFRE (#VF EFT—RFOHR) BEOI L THFA LD
ik LET,

domain AL B EFRRLET,

hostname RA M ERTILET,

priority Tz VA== TFFAF VT & [pri] (7
FA4=V) Flld[sec] (B ZV) L LT
FRLET,

. EETIEX



| gE7 +Z

cwrnrTronzav1zx |

state 2=y N NI T 4y JBIEREEE 21T n—
NEFRRLET,
7z —)LA—R—DIFE . state F—U— N|Z
* L CIROERRRENET,
ofact] : 7 = — VA= N=DBHGHTHY
EECIXNT 74w 52T 77 4 7I20H
B EETWET,

[stby] : 7 = —/LA— 3—|FA F—T LT
T, 2=y MINT 74 w7 2l IE
TWEHA, AZ A R £700%
thoIET 77 4 TIREET T,

[actNoFailover] : 7 = — /L4 — S — [T HE%)
ThHY, EETIEN T T4 v 25T VT4
Tl STV ET,

[stbyNoFailover] : 7 = — /L A4 —/\— |31
WHTHY, EETIENT T 4 v 7 EiER
SETWEEA, ZhiT, AZ 31 2
=y P CLEWMHEZ ERHA L H—T =
A ABEENRFE L EEIZAELDZ LN
HYFET,

7T AR T DA state F— T — RITxf
L CIRDIERFRESINET,
* master

« slave

7o & 21X, prompt hostname cluster-unit state
ERE LT lciscoasa/cl2/slave>] & Fom Sz
%a. A Mdiciscoasa, = MM cl2,
REEL 73 slave T,

FIE

WKDa<w REAN LT, CLIZF ey e AZ~A4 X LET,

prompt {[hostname] [context] [domain] [slot] [state] [priority] [cluster-unit]}

1 -

ciscoasa(config)# prompt hostname context slot state priority
ciscoasa/admin/pri/act (config) #

EETIEX .
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B oy ir—onx

F—U—FREADNTDHEFICE T, e 7 NNOEROIEFAIRED £3, BRITIAT v
va () TREIY £,

N \\ E |-._|
A4 2 INF—DERTE
PN ASA TR T D L&, vl A T Dl ETILEHE EXEC E— RIZADRNIFE R S
NAAYE—VEB/ECEET,
1R BRI

et X2 VT A OBLENS, NF—TCRET 7B RAZIET A ENEETYT, [T d
Ll R TBEWLET] REORBUIBAZBEZHEANTND L BREISREE 2 DO THE
HLZWTL7ZEW, AT —Tld, RETZ A L TIELWEREZRE LTV
F9,

You have logged in to a secure device.
If you are not authorized to access this device,
log out immediately or risk possible criminal consequences.

o NPT —BIMMENTH. ROEGEIZ ASAIZXT 5 Telnet 721X SSHE v 3 UM & T3
HEREMENRH Y £97,

CNF— Ry VENIET DD Y AT A AE Y BRELTODEE,
s AF— A= VORFERBIL X, TCP HEXART T —RRAE LIHA,

e RF— Aot —TDOHA KT A 2O TIE, RFC2196 5B T F X0,
FI§

a—YREPICHER L& (TSR OBHMLHE] (motd) ) . =—¥Fhr s ALzl
(login) . — 0 EXEC E— RIZT 7 BA LT E & (exec) ODWVTIMNIERT H N
F—ZEMLET,

banner {exec | login | motd} rext

1 -

ciscoasa(config) # banner motd Welcome to $(hostname).

TN ASA T HE, £9 [SHOBMLE] NF—RNERIN, TO®IZO T A
NF—LFur 7 RERENET, 2—FNASAICEFICE /A T 5L, exec N —nN
FrEnET,

BEOITZBINT 58481, FITORNZ banner =~ > RZBINML £7,
NF— T XA MIET HEEFHE

. EETIEX
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EEtwy g

A\

gEtyraror—s208E |

e ANR—RIFEATEETN, CLIZHALTCHX 72 ANTEHZ LiIxTEEHA,
e N F—DEIDOHIBIZ, RAMBIOTZ T vva AEVIZETLZLOLMIHY ¥ A,

« ASA DR A ML ETZIX KA A 41E, $(hostname) L7451 & $(domain) SCF5 & FH A iA T
ZEIZ X o THMICEMTE £7,

VAT AALT 4 X al—a TN —ERETILHAEIE, AT XA a7 ¥
L—3 3 T $(system) LA EHHTHZ LICL-oT, 20 TFAMNTEDONF— T
¥AMEEHTEET,

1
Tz, TAR0BM6E] NF—2BNT 562~ L E3,

ciscoasa (config) # banner motd Welcome to $ (hostname).

ciscoasa(config) # banner motd Contact me at admin@example.com for any issues.

VDA —3FDETE

ASA TFFH[9 %5 ASDM. SSH., BL W Telnet DEIFR AT v a v EBERETEET, 20D
RAEIZET D &, TNLBEOE v > 3 SEFFR ST, syslog A v EB— VB ERSINET,
VAT Ay Ty NEEHEET LD, BHEY Yy a v ED B TEDOAI=ALTIEa Y
V=Lt rvarkrvuy s TEEREA,

GE)

ATy

~SNF AT HRANEF-FTIIHTIPS By v a VORARET L2 LITTET, kRt y
Ta IS CEESNTWET,

4R8O SRS

YNF AUTHERANE-RTE, 20T FAPFTASN—ATROFIELZETLES, ¥R
TAhAYT 4 Xal—TarNbarTXAhar7 X¥al—a 0Bz 51203,
changeto context name =~ K& AL 7,

FIE
RDa<r Rz N LET,

quota management-session [ssh | telnet | http | user] number

essh: | ~5OSSHEvYa  ORERREEHELET, 774V MI5HTT,

EETIEX .
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B  x7izmzmammoze

stelnet : 1| ~5 D Telnet ¥y a v DIRKEERELET, T 74V MI5H5TT,

«http : 1 ~5® HTTPS (ASDM) v a DR ABEHELET, T 74V MNMEISHT
_a_o

suser : | ~5SDO2—YP LDy a L ORREEZRELET, T 74 MEISHTT,

s number : DY a OEEZRTCELET, TOMDOF—U— REHREETTICATITDL L,
ZOBETIE1I~ 15Oy a VOERENEREINET, T 741 M 15 TY,

&1

ciscoasa(config)# quota management-session ssh 3
ciscoasa(config)# quota management-session telnet 1
ciscoasa(config)# quota management-session http 4
ciscoasa(config)# quota management-session user 2

ATv T2 AT OBREDOE y v a v BRKRLET,
show quota management-session[ssh |telnet |http |user]

51

ciscoasa (config) #show quota management-session

#Sessions ConnectionType Username
1 SSH cisco
2 TELNET cisco
1 SSH ciscol

AT LEHEERAADERTE

ZOHETIE., VAT LAEHE O, FEIFN, a~vy RHFWERTET A HFECOWTHA L
3

\'l

O —
#QEE IJIL,\ nIEo) HQE
CLIBXOASDM 77 B A DWIrEHTE L F1,
MIEHIL\HE':O (.I\—C
ASA ~Du 7 A VHER, FBEEEADNILTHENE I DI > THRARY 97,

SSH mL.\I'.IE@*EE%
AEH Y F/-1TERFER L TO SSH 7 7 B R ZDOWTIE, IROEMEZ SR L T 7Z 30y,
FREEZR U o SSHITERGER L CITfEH TE £H A,

. EETIEX
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Telnet EEE D E .

« BFEH Y : SSH FRFEE AN L% izMAﬁ%ﬂifiD%ﬁwl%ﬁT HR—
’**éﬂfk\‘én~b‘%k/\xv FEaANLET, ABIF—DFIETIX. ASA X
H—H) T —EX—=ADRHETR—FLET, SSHAMF—Bilx R E LA, ASA
T =NV T —HR—=ZEREBRANHEHA LT, /A ea—P4 E AT — R&ff

T 2580 EeDlX, SSHERREA IRIICERET D Z L DA TY, =—HEXECE—

Riz7 782 LET,

Telnet FZ2EEDHE

SEEDOA T D BT, Telnet 77 B A2 DWW TIE, ROEEEZSRB L T &V,
FREEZR L : Telnet OFSGEEZBAINZ LTV R WEEIL, 2—F L2 AT LERA, BT AV
NAT— R (password 2~ RTC&E) #ANNLET, 774NV FDRAT—RiEHY

FHA, LEB>T, ASA ~Telnet Hifc 92121, AT — REZRETHILERH Y F
4, =—HPEXECE— RIZ7 27 &AL FT,

o iGEH D : Telnetid uﬁ%ﬁfj L7 i AAA Y — "FE T2 i‘j‘_‘jjﬂ/:l‘_“ﬁ_T B _—
ALERINTWVWD2—V4 &/\XU_}‘%Y]\jJLiﬁ” a2 —HPEXECE— RIZT7 7 & A
LET,

ASDM EREEDHE

mﬁ%@it MﬁﬁbfﬁmmM77tx LT, ROBEEZZIRL TV, AAA
o uﬁo)ﬁﬁ D> b %j— E%iumu 54 Hﬂiﬂ‘é—é Z & ?E;Efﬁ'éfﬁ"o

R L T 7 ANV KT, 7T 7 O—H 4 L enable password 2~ 2 RIZ L o Tk
ES iz A F— 7wav%h(77¢w%1177/7)%ﬁmbfmmMmm74
UTCEFET, BAOEFIZLARNELIIZ, TEXHAREITRAAR—T N NRRAT— REEHT
LT EEBEIOLET, AA M., AL 4, BEOA X—T7 /L /NAT— K & Telnet
INAT— ROBREEBBLTLZEY, CLITenable 2~ REHRANICAS LIZE &2,
NAT—REEETHIHIROONET, ASDMIZr 71 Lz Zi2iE, ZoEER
WHEINEEA, 74 VHET (=427 707 OFEFICLRNT) 2—HF4 LN
AT —=RZADLEBAIZ, ASDMICL > T =0 T—ZR—=AT—HE N F v/ &
nonZe ;EE\LT@iéw

AERRERRGE (o7, =T v R E—RKOHK)  2—WFICHRRAEHELZERTE E
9, EEOZ—PLH E AT —REATITHE, ASANBPKI T A RRA > MIxFL
TREAEZEMRFE L £7,

AAAFRGE : ASDM (HTTPS) RFFZ AN L72HAIE. AAAV—_"Fmidu—hL 22—
P T == R :”E%%éﬂfb\én-—%%b\xv—l\%:)\jjbif’“o T, TIU
Da—PLZL L A X —T )V /NAT— KTASDM 2 C& <0 E L1,

o AAA PREE L EEHESEAE O (v, A—F v K E—KD&AL) : ASDM (HTTPS)
FEEE AN LI, AA AV —R_"FEmidu—hl a—F F—H_XR—RIEEXEINT
W5 —H4 9:/\%7 KEZADLET, GEHERTEHO 2 —VF LA T — FRRAR D
LA, o b AT ik onEd, 2—VAEEHENSRELTHLT
DAL THEL LHIBRTEET,

EETIEX
I


asa-913-general-config_chapter20.pdf#nameddest=unique_47
asa-913-general-config_chapter20.pdf#nameddest=unique_47

gE7tx |
B . 7rzaoms

) TILER HIEO)*E&E

utunE}})D ifx_ n:uniEch Lf@/) T ar Y —) j— ]\’\@77'[ZX E@L“Cﬂi\ Yj_\’@%h’ﬂz
LTS TEEN,

FAE7R L YU TNAT 7B ADFGEE BN L TORWERIL, 2—F4, "ATU— K%
AN LERHA, =2—FEXECE— N7 7 A LET,

M %h HIE&) D N ) 7/V77t1@utuuﬁ7&ﬁ)‘j Lf:%éi\cj\ AAA‘H_“_'/{if:u:H“_‘jJ/l/J‘_‘
PF—HR—ZATCEREINTND =T ERRT—-FEANLET, =2—FEXECE—
Rizr 72 L%,

enable ZZSF D=

a7 A ABIHMEEXEC E— RICADIZIE, enable2~ > REZAALET, ZDa~vwr RO#)
VEIZ, FBEENA X—TNADE I DT L > TR Y 5,

s FRE72 L @ enable FREA X E L TR WGAIL, enable 2~ REANTHEXIZVAT
LA F—T ) /NAT— R (enable password =~ > RTHE) AN LET, 774/ 1
IZZEEH T, enable 2~ RERUICATI LI XIC, TNEEFETLI O ITROLNE
T, 7272 L. enable BFEZEMH L7254, enable =~ > K& AT L72#IE, fF*fﬁ?@:L“*
FLlLTrZA L TWETA, ZHUTKY, avy FRAMR Ea—F_X— 204
WEEZTHZENOV ET, 22—V EZHERFT2I12I%, enable sBFEAHEH L T 72 é
U,

«FREEDH D : enableFRFEAFRT LG A1E. ASAIZT a7 ML D AAAY—"FE /- ldn—
) 2—H F—HR—ATIE éﬂ'@/‘éﬁ*‘ﬁ‘% ENATU—REERLET, ZOH
BElX. 22— BANTE B a~vwy RT3l a— AN EE 2 RE z Ri-da~
v R 2 FT T 5B IR H £,

a—H)L T —H =A% 5 enable iBAED AT, enable 2~ KOV (2 login =2~
Y REMEATEET, login 2~ FICE Y a—¥FARHERF S E T2, it A4 2T 27
DOREIINED O £ A,

be3

et

CLIIZT 7 B ATE Ha—PRREEXEC E— REBACTERWE T ha2—F2u—nL
T A RX—R BT H5EE, 2~y RBA 2R ETLHIHERHY £§, I~ REANAR
WA, FREL~LR 20 E Q23T 740 F) O—HX, CLI THGDO/SA Y — K&
L THHEEXECE—F (BXOIR_RTOa<R) 7 78ATEET, HDHWIE, FREELH
TE—INT —FZX—ATER AAAV—REFEH L Tr A a~vy RERBET 50, %
T _XTor— N a—FE2 LV ETDHIEICLD, VAT AL R—T )L /NAT —
RZfEH L CH#E EXEC E— RICT 7 B A TE Ha—HaHllcx £,

RRARNARL—F 4G DRATFLISASA~NDEY 3V

—EDT T v N T F—ATIE, ASADETEROT 7Y r—r g b LTHR—FLTWET
WWF%WWMWMMM®A%)Oﬁx%ﬁNV—?4777X?A#6M%A@f/
Ta DS, PO ZA TG LT TAB X N Tehnet F3BiE 2R ETEET, 72&x01F

. EETIEX
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cus £ vasom 72w x@iEnEE [

77 v N7 4 — 2% — RO Firepower 2100 TiX, connectasa =~ > NI U 7 Lk a# A L
£

“AF ALTFHRARNET—RTIE, VATFTL a7 4 F¥al— 3 TAAA I~ RERE
TEXFEHA, 72720, Telnet £/ ) 7VRAEEZEIH 2 7 ¥ X M TRE LG, WRGElX
b0ty valbEHINET, ZO%LA, B TXF A NDAAAY—ANE e —
TN 2= F—HR—=ZAREH S ET,

CLIE K T'ASDM 7 U & R FERED R E

1R BHEIIZ
e Telnet., SSH, £7/2IXHTTP 7/ A &HKELE7,

o INRRIEDGEIL. A A AV — R TN —T 2R ELET, m—DBIEOLEIX. a—h
TR R =Y BN L £,

« HTTP EHGRFETIL, AAA Y — X 7 —7 D SDI 7'u hainzHiR— kL TWERA,

Z OKEREIL. ssh authentication 2~ > NIZ L5 v —H /L = —HF4 I3 % SSH B x—
FOREIZITR B L E A, ASA TiX, AFF—38REIZX L, m—H /L T —F X— X ZKEER
PNCER L Ed, ZofREIx, =—V4H L2 T— R O)ﬁ%ﬁ%biﬁ‘o o—J )L a—H
DNABAF —FRAEE 721 i/\XU FEFEHTEL LT DITE, ZOFIRALEHL Tr—
HNVRFEZ B RANCERE L, NAT—= R 778 R&HaTHLERH D £,

FIE

EHT 7 ARO—VERIELET,
aaa authentication {telnet | ssh | http | serial} console {LOCAL | server group [LOCAL]}

&1

ciscoasa (config)# aaa authentication ssh console radius_1l LOCAL
ciscoasa (config)# aaa authentication http console radius_1 LOCAL
ciscoasa(config)# aaa authentication serial console LOCAL

telnet X — 7 — RN|X Telnet 7 7 £ A&l L 9, ssh ¥ —U— NI SSH 7 7 &A%l L E
T (RXRT—=FRDOH, ARF—FGECIIRRD S bizua— AN T —F_X—2ARMEHIhET) .
http ¥— 7V — NIZ ASDM 7 7 E X il L £7°, serial ¥ — 7V — NiZa Y —L R —k T~
ERAEHELET, 7T v b7+ —2L F— RO Firepower 2100 DA, ZOF—TU— KX
connectasa 2~ RZfEH L TFEFXOS 267 7 v AT A a ) — 2L £7,

FBAEIZ AAA =R TN —T T 55813, AAA V— "R EHTE RN EXlZe—an
F A R—=A % T F— 7 AL Lﬂ%ﬁﬁa“éoto ICASAZBRETCE LT, h— T —
THEREL, TO®RICZLOCAL (KXFEEL/NFORBIHY) ZEMLET, a—h LT —
AR—=ZTIZAAA =N LR L a—PLABLORA T — R+ A2 L2 HRLEST, =
nix, ASAO7a 7 T, FOFAPEHINTWAEDLRRINR2NWZHTT, LOCAL

EETIEX .
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B ocroble o~ rEmsE0EE i EXEC T— 1)

EdaEANLT, m= AN T —=F_X—=2AZRBAEDFESTNE LT (74— A"y 77 L T) filf
MTH52EbTEET,

enable <7 > I‘ HIL\DIEODEQE (CI:#*E EXEC €— I‘)
Z—H73 enable =~ > }‘%]\jjj«élg%% %@:L%'H-%nunl}f% i—g—

1R BHHIIZ
enable PRFEDOMIL (22 X—) ZHHL T Z &V,

FIE

i_ﬁ-%nuuﬁﬁéj‘_&b@&@j‘7 v /@U\ﬁ‘ﬂﬁ ;Eﬁg;l:}il Li?
s AMM Y — NFETFXLOCAL T —# X—RA & L Ca2—W2FFET 5 I121E, koa~<w R

. EETIEX

2 AN LET,
aaa authentication enable console {LOCAL | server_group [LOCALT]}

1 :

ciscoasa(config) # aaa authentication enable console LOCAL

2—PHENRRAT = RDOANERD LT 0 o7 FRa—FITk L TERRINET,

FOREIZ AAA H— N TNV —T 2T 255813, AA AV —"R3FEHTE 0L X
77/»7 57/\—2%77r—/W\/7j3ﬁ9:Lﬂﬁﬁ%?é;a ICASAZFRECTE £, 47“—
NIN—TZEREL, TDRIZLOCAL (KXF &/ XFOXRBHY) ZBMLET,
0—HN T —=HRXR=ZATILAAA V=N LR L2 —FH B L ORRA T — K2+ 52 L
EHELRELE7, ZiUd, ASADOT v 7 h T, EoFANFEHIN TV R E N2
WD T,

LOCAL7ZIFZ AN LT, =N T —H_XR—=RAEHEOTE AL LT (T4 — Ny
JRLT) EHTAZELTEET,

0—H N T —=ER=ZANnba—P L L Tur A T30 kOa<v RE AN LET,
login

1 :

ciscoasa# login

ASAICLX Y, 22—V ERRT—RDANERDD T P IRFRENET, SR T—
REANTZHE, ASAICEY, a—FiFu—h L F—FRXR—IATHREESNTW D EHEL
AUVIZEDIVE T,
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asomzimEziose

=PI EDZ—Y L ERXRAT—- R Tr T AV U THHEEXECE— RIZT 78 AT 52
LINTEDBDT, VAT AL F—T N NAT— RELBICHREIET ZMER 2L 20 3,
=R T A CRHIFHEEXECE— K (BX I _RTOa~v > K) 7 7EBATES X
INTT DI, 2=V ORHEL~LE2 (T 740 F) ~15ICRELET, v—HL 2
<~ RRAZRE LIS A, 22—V, TOREL VLT LU ZE D B ToHiu T
Ha~vr FOHBEANTEET,

ASDM FEBAEEERE DR TE

ATy T

ATy T2

AAA FRREDHEEZ 300 b T REERIELZ LA TE LT, ASAIFREMEFEZL PKI F 7 & bR
AV MIHA L THREEL £7,

1a s SR

O, YU I =Ty K = RTORYR— b ShET,

FIE

AEAERGEE A R— T VT LET,
http authentication-certificate interface_name[match certificate_map name]

51

ciscoasa(config)# crypto ca certificate map mapl 10
ciscoasa(config-ca-cert-map) # subject-name eqg www.example.com
ciscoasa(config)# http authentication-certificate outside match mapl

AEIERAEIA v ¥ —T oA AT LICRETE T, TORNRK, BHTE LM ¥ —T7 = (R
ETEWNEA =T = A A EOEERIZOWTUIREHEFEOIR RN AEII R £, avr Fa
BHRE T HIE, DA v F—T = A A L TAFAERGEE A XR—T I TEET,
AETENGE S~ v 7L =81 5 2 L A ZRCT 5T, match T — U — N &~ v TR EHEE
L £7, crypto ca certificate map =~ > RZHEH LT, v v 72X ELET,

(fEE) ASDM TREEN O 22— Z 2T HBICHEHT 2 BIEEZRE L £,

http username-from-certificate {primary-attr [secondary-attr] | use-entire-name |
use-script} [pre-fill-username]

1 :

ciscoasa (config)# http username-from-certificate CN pre-fill-username

F7 4L FTlX, ASDM IZ CNOU @& L £,

s primary-attr 315003, 22—V A OMBIHERAT 2B E2EE L E T, secondary-attr 5140,
F T arT, a—PLEMETOEDICT T4~V EE IR BN EN A
BELET, ROBMZEHTEET,

EETIEX .
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«C:

« CN : g4

« DNQ : DN {&ffi+
*EA:&ETFA—NLT FLA
* GENQ : #REATT-
*GN : 4

L R = oy %

<L : Jmprtk

* N : 40

« O : FEfk

* OU : FARkEAL

*SER : ¥ U 7 VES

« SN :
* SP : #RIENT I
o T« £k

+UID : =—¥%ID

«UPN : =—H% 71 4,

* use-entire-name ¥ — 7 — R CIZI DN L &K ZEH L £9,

gE7tx |

s use-seript ¥ — 7 — R TIX ASDM [ k> CTAER SN Lua A7 V7 &AL 7,

s pre-fill-username ¥ — 7 — R TiX, @BiEZ kD57 7y 7 M —FLARFFIATIENT

WET, ZOA—PABEMIATILIEbD L RRDLGE,

NIEFLWE AT a TRy 7 ARFRINET, £IIT,
\i‘g—(}

EMEFAIZL S CU E LU ASDM 7 7 £ X D HIR

RANDL—FHNHETAT] S

AL DO /RAT — R AJ)T&

CMA

ASA TlE2—VOFRGFICERT /v A a2a—VF L V=T 78R 22—V E2XBITEBL L)
o TWET, 2=V a— L ZXM+T252L T, VE—F T727ERA VPN =Ry b
U—0 TR 2—FN ASA [CEBEHGEZHS T H0EEZ ENTEET,

. EETIEX
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1R BHHIIZ

wEHAICL S cUsLUASIM 7 5 £ 204 [

RADIUS /=X LDAP (Rv EVTFEH) 21—

2 —WHLDAP R CRRAES LD & KA T 1 7 LDAP J&MEF L U DS Cisco ASA JE L
<~ v BTSN, FFEOFFAFSRES ML X E 7, Cisco VSA CVPN3000-Privilege-Level @Tﬁ%:

0 ~ 15 DHFGPH TR

RADIUS IETF @ service-type JB&IEDS |

L7,

A=V THREEINDISGE, ZORMLE

DN EIRET D120

RADIUS Cisco VSA privilege-level J& 1 (<> %' —
=Y TREEINIELEAEIL., 2= OHER L~V ERE

TACACS+ 1—H

WA S ET,

ldap map-attributesldap map-attributes =~ > K Zf# ] L T, LDAP
J&M: % Cisco VAS CVPN3000-Privilege-Level (2~ v B 7 LET,

RADIUS #FEF L OFFATEEROfAE R & LT access-accept

uunmémﬁ_ﬂ-‘_"& oA ATOY—E AEAET

ID 3076,

7 ID 220) 73 access-accept A
T5H720

(R S ET,

lservice=shell] CTEFAD3E R XA, —/ X PASS F7/21X FAIL TIGE L E 7,

a—AhJjL a—+

fik Ui — 4
/% admin T,

TR ANHEATESNET,

EEFRAIDREM

BHFFR[ O AAA Y —N H A4 7B L UOHE il

kI 5 service-type 2~ RERELET, 7 7 4/L hTik
aaa authentication console =~ > N CIEINZT_XTOY—E R LTIV

TIEINODEZFEALTERT 7 X LV ZRELET,

. service-type

IOWNTIH, ROERZSHLTSES, ASA

Management Level

RADIUS/LDAP 0D
(RyEVTEn

TACACS+ &%

A=A T—E3R—ADRE
i3

=) B
[Full Access] : aaa authentication console = |Service-Type 6 (7 K |PASS, #§# 1L~ | |admin
<~ K S=ARL—TF 4
7)) . Privilege-Level
1
[Partial Access] : aaa authentication console | Service-Type 7 (NAS |PASS, #§#E 1L~/ 2 |nas-prompt

avy RTCRET H L. CLI £721% ASDM
WX T 7B ARFFR S NET, 7EL

aaa authentication enable console =~ > N %

fFH L C enable ;8iE & 7% €T 584, CLI
y =—H T enable =~ > N & L CTHtE

EXEC E— RIZT7T 78 AT HZ L3 T& &

A,

Tar7h)
Privilege-Level 2 L |-
Framed 2) B L O}
Login (1) y—t 2 ¥
A ZIEREERICHF DN
£

ULk

EETIEX .
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B e=sacs s cuBL0ASIM 7 & £ ROHR

Management Level RADIUS/LDAP @ TACACS+ =% O—AIL T—ER—XDRE
(RyEVIENn %
=) Bt
[NoAccess] : HELT 7 B ANRESR SVET, | Service-Type 5 (77 |FAIL remote-access

—|Z aaa authentication console =~ > | /317 )
FTRESREWTFRoOP—E 2 BT
EFHA (serial ¥—7U— NiIRE £,
ODFED, VI TN T I RERTHFANINE
T) ., UE—hK 7278 A (IPsec BLW
SSL) =——#id, Sl&kE DY E— |
TRy va v ERBIMB LUK T T
9, oOFTXTOF—E R X A7 (KA
A, Ty ARE) bR S E T,

ATy T

ATy T2

ZTOMDHAA K1Y
T UTIN A= T R RTEMHFAIICEEREE A,

s TOMREA T AT, BT 7 B A AAAGEELRET AVENRH Y 3, CLIB L
RASDM 7 7 & ZAFRFFOFRIE (23 2—) ML T ZE W,

. 571~ FRRAEZ T 25815, ZOWEELZ A X —7/VICT DHENT, AAA Y —N T —T %
RELTELERDY i?‘o

sHTTP F#FF[iX., v 7N N—T v K E— RTOHAYFR—FINET,

FIE

Telnet & SSH OEBLFFA %2 A R —T M LET,

aaa authorization exec {authentication-server | LOCAL} [auto-enable]

auto-enable ¥ — 7V — R&fEH L C, +07RRGEHELFOBEHEN, n /A4 35 & & IHH
EXEC E— NICHEIWIZAD Z LN TEET,

51

ciscoasa(config)# aaa authentication ssh console RADIUS
ciscoasa(config)# aaa authorization exec authentication-server auto-enable

HTTPS OEHFHF %A 2 —7 MILET (ASDM) .

aaa authorization http console {authentication-server | LOCAL}

1

ciscoasa(config) # aaa authentication http console RADIUS
ciscoasa(config)# aaa authorization http console authentication-server

. EETIEX



| gE7 +Z
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ATvT3

1

WOBNL, LDAP gt~ v 72 EE T 572 R L TWET, ZofITIE, E¥=l
ar A v—IlZ X o> T, LDAPIZ J:Ofntuuﬁéﬂfl/\él““#ﬁ‘ :L"—"H- La— KD
T 4=V RETIIRT A —Z D title & company %, IETF-RADIUS service-type &
privilege-level ICZNEN~ v 7T 52 L ZEELTWET,

ciscoasa(config)# ldap attribute-map admin-control
ciscoasa(config-ldap-attribute-map)# map-name title IETF-RADIUS-Service-Type
ciscoasa (config-ldap-attribute-map)# map-name company

W OFITIL, LDAP Bt~ v 7% LDAP AAA — NIZEHA L E£9,

ciscoasa(config)# aaa-server ldap-server (dmzl) host 10.20.30.1
ciscoasa(config-aaa-server-host)# ldap attribute-map admin-control

ATy FEADETE

Ay RAD7 7 A& HIET 554, ASATIZa~y FFAARETE, 2—¥REH T
Lavwy RERETEET, 774V T, rZ A0 THEa2—WFEXECE—RIZT 7 EX
T&E, &KIEBRBOa~ 2 RETHPEEEINE T, enable2~ 2 F (£, e —H L5 —H X—
RAuEMEHT S L X Xlogin a2~ KN) ZANTHE, FHEEXECE— RBL a7 4 F a2 Lb—
varavwry NeEEhEERa~v L RT7T 78 ATEET,

WD 2 oD a<wy RFEFROWTNrEEHTx £,
o T —HVEHEL ~UL

* TACACS+ T — EfpE L~ )L

av Yy r‘nuA-_I(-—:)l/\-Z:
o<y RRA 2B L., KRBFAHADOL—FIZOHha~vwy RANEHFRTH ENTEET,

HiR—brahdavy FERAK
WD 2 oD a<wy RFAFROWTIhEEH T £,

e —HIVEHEL L ASATa~y REHEL~LARELET, v—Hh/La—H RADIUS
a— F£72ITXLDAP =—% (LDAP EM:% RADIUS Bt~ v Vo 79 544) % CLI
T 7R AZOWTCEREET 556, ASAIZFDO2—HF R —h )5 —%~—Z  RADIUS,
FTIILDAP Y — N TER SN TV DFHEL VTR S E T, = —FiF, FIV Y TH
NIZRHHEL SNV TOa~wy RIZT7 7 BATEET, 7 XTCO2—FE, fIoTrs A
THEXIC, 2—VPEXECE—F (L0 ERIZ I DOavwrR) 7782 LET,

I EETIEX .
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B cs2v5avssxteazorgm

Z—WE, BHEEXECE— R (L2l Fa~< > R) 127 7' 23 57- 92 Nenable
a2 RCRIET 52>, login 2~ RTrZ AV (BR—H) T—HRX—X|Z[RDH) TX

¥,
A

G B—AINT—=FRXR=2ZANIZ2—NFEELRLS TS, FZCLIGR
FEX° enable FFENN 72 WEATH, v—h/L a~< N[ &
T&FET, b VIZ, enable 2~ REZANTDHLEEITT AT A
ARX—=T NV RAT—=REANTBEHE, ASAIZE-TL~UL151C
BEIANET, RIS, TRTDOLULDA F—T IR AT— RE&AE
RLET, Zhicky, enablen 2~15) #ASLT-E &I,
ASAIZ L > TLUbp|ZEMIND L OV ET, ZNHD LN
M, a—Avavy M?T’ﬁ:ﬁfﬂ CTHETHEHINEEA,

* TACACS+ Y — 3Hi#E L ~UL : TACACS+ — T, 2—FFE=F I/ N—TNCLI T 7 &
ZZOWTCHIE L= A TE 5 a~r FERELET, CLIT2—Y R AST 5T
Tha~<r Nk, TACACS+ »— _THIESNET,

tXxal)TFs aTERAMEOATY REFA

\}

AAABRTEIFZ o TXF AP EICEMNTHY, = TFA MEITHREINEE A,

vy R ERETDHIHAIEFE. X2V T 0 arTXFAMELICRETHOLENDHD £
T, TOREICED, BR5F2VT 4 arTFAMKGL TR a~ R#FEAE2FATT
%i‘j‘o

X2 )T arT XA NEOYEZLHE, WAL, 17 CRREE Lo — 54 TR
ENDav Y RAFLWA LT XA My a r TERRR LTINS HS 2 &0, HL=
VITIXARTEHav Y FHFANRFE LS EBEEISNTWARWAREMENH D Z & 2 a28EI0Em VT L
EEW, vy FFIRALx2Y T4 arFF2 MCEo TRRZBARDH 5 2 L 2 HHEN
B LT RN E | RELVE LD RS H Y £F. ZOBIEIE, KOMHMAICE S TEbIC
BHEZ 720 £

G¥)

avy RFERLANIL

VAT LFEITAR—ATIZI AAA 2~ RRVPER—FINR2WVWED, VAT LAETAR—AT
o~y FFAEHTE EHA,

F7 N T, RO~ ROREHEL~L0IZED Y THoNET, ZOMMOITXRTha~v
RIZEHE L~V 15128 Y CTHNET,

* show checksum

* show curpriv

A 2—TJ Ik

. EETIEX
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* help
* show history
* login
* logout
* pager
» show pager
* clear pager
* quit
* show version
a7 4 Xalb—varyE—Ravr e 15 L0EW L IBEIT 58451, configure =

<2 REFEICL-VICBEI L TCLZEEN, ZoXolcLlirnt, a—HFiFar 7 4 Falb—
TaryE—RIZABZENRTEEREA,

A—AJ) a7 FRHFEADHRTE

ATy T

n—h)L a<vy RFAZFEHLT, 2~ RaE 16 DFFEL~L (0~ 15) O 1 D2E 4T
HZENTEET, 74/ FTIE, Ha~r NIZEHELL0 £ 1512804 THnE
T, BV ERREORMHEL NVIZERTE, Fa—HITH 0 Y TONTFHEL VLT D=
~V REANTEET, ASAIL, B—H /L F—Z~_X—Z  RADIUS #—/3, F/2|ZLDAP H#—
/X (LDAP B % RADIUS BYEIC~ » BV 7V 54556) ICERSN TN D — R L~ L%
HAR—FLTWNET,

FIE

HeE L~z a~vy REEY Y TET,
privilege [show | clear | emd] level /evel [mode {enable | cmd}] command =~ > N

&1

ciscoasa(config)# privilege show level 5 command filter

BED YT HrEa~vr NI L TZoavwy REBDIRLET,
Zoawry ROF a0t O EBY TT,

s show|clear|emd : 2N HDA TV gy F—U— REFEHTHE, 22 RDshow, clear,
F721% configure JERUTHK L TR FHEA R ETE 4, 2~ KD configure JEX 1T, @
W, RMEEa~2F (show £7zid elear 'L 7 ¢ v 7 272 L T) Fzidne & LT,
AT 4 FX2alb—varOEEEZGIETEITIEATY, ZnbDF—U— FonFing
EHLZRWGEIE, A~y FOTRTOBAPEELZIT T,

o level level : 0 ~ 15 DE KL,

EETIEX .
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ATy T2

ATy T3

gE7tx |

E—l

X JE

+ mode {enable | configure} : = — EXEC & — R /2|34 EXEC T— FB X O=a 7 ¢

Xal—varyE—RTavry ReANTLHIENTE, TOa~vy RREE— R THER
L7y arEEFTLHHAIE. FNHDOF— FORME L~V AHBICRET H 2 LN T
TET,

« enable : == — ¥ EXEC &— N & Fi#E EXEC E— FOW G2 fE L E7,
« configure : configure terminal =~ > RZfH L T7 7 EAxAanba 7 1 Fab—
varE—REREELET

« command command : FREL TWDHa~wr K, RETEDDIE., main 2~ FORHEL X
NPT T, 72 2E, 3 CPhaaa 2~ ROV EHRETE T,
aaa authentication =~ > N & aaa authorization 2~ FO LUV A ARBNCERETE £H
/Vo

(EE) a~r RBAOEDDO AAA 2—FE2HMNILET, Z0a~vr REAN LRV
Ay ASAE, BN T —HFR—RA =P OREL~NZ T YR — L, oA T D2—
YE2TRCT T+ N TLUL 152 Y TE,

aaa authorization exec authentication-server [auto-enable]

51

ciscoasa(config)# aaa authorization exec authentication-server

BT, Zoawy NIIEHREEAENCLET, BT ICLS CLIBXWASDM 77 &
ZDHIR (26 2—) BB TLIIEEN,

n—HOavy REHEL VOB HZRHIZLET,

aaa authorization command LOCAL

&1

ciscoasa(config)# aaa authorization command LOCAL

vy REELANLVERET 2561, 20a~vy FTa~vy RFFAaRELRWVWIRY, =<
Y RFAIETSNEE A,

!l

filter =~ > FOAIRO LBV TT,
« filter (configure 47>z izl vFINET)
* show running-config filter

* clear configure filter

. EETIEX
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)

TacAcss 4—icnavy koxz [

Rt L~ B T LI ERNCRET D 2L TEET, £hid, ZoF 7 varzn
HIE LTI NTORNICFE CREL NV ERETHILHTE iﬁ“ iz, Az
TERNZRBES 2 T EOFITY,

ciscoasa(config)# privilege show level 5 command filter
ciscoasa(config)# privilege clear level 10 command filter
ciscoasa(config)# privilege cmd level 10 command filter

72, ROBITIE, TTOD filter 2~ FZF U L-IUZERET D02 R LET,

ciscoasa(config) # privilege level 5 command filter

show privilege =~ > KX, IBX&2 3T CERRLET,

ROFITIL, mode ¥— 7 — FOMHHEZRLET, enable 2~ N, =—#
EXEC E— R)HANTHMEDNHY £9, —J7, enable password 2~ > NiX, =2
74X 2l —vary T RTTZ7EATE, HOEWFHEL VR LETT,

ciscoasa(config)# privilege cmd level 0 mode enable command enable
ciscoasa (config) # privilege cmd level 15 mode cmd command enable
ciscoasa(config)# privilege show level 15 mode cmd command enable

ROFITIE, mode F— 7V — F&E/H45EBM=a~F (configure =~ ) Z/RL
i‘j‘o

ciscoasa(config)# privilege show level 5 mode cmd command configure
ciscoasa(config) # privilege clear level 15 mode cmd command configure
ciscoasa(config)# privilege cmd level 15 mode cmd command configure
ciscoasa(config)# privilege cmd level 15 mode enable command configure

G¥)

Z D% DITIL, configure terminal 2~ > NIZRH3 517 T,

TACACS+ H—/ATHIAT Y FKDHETE

TN—TFHE % D2—FOIE T 7 740 a3 Rm—x2 k& LT Cisco Secure Access
Control Server (ACS) TACACS+H—/ "Ta<wy REaHETEET, — K/3—F 1 D TACACS+
P —NOGAEIL, 2~y R R— FOFEMICONWTIX, ZHEADOY—"O~=aT ViS5
LT 7ZE0,

Cisco Secure ACS /13— 3 3.1 Ta~<y RERETIHAEIL. WOIA R4 BB LT
<TZEVY,

cASA L., Yzl avwr RELTHATHa~vy REEEL, TACACSH — T = /b
aw  RELTavwr FERELET,

EETIEX .
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N

(GX)  CiscoSecure ACS (21, [pix-shell] EPFREND a2~ K XA 70N
GERTCVDHANDY T, ZOX A FIXASA a2~ > RFFA]
WA LN T &N,

« av Y RORYIDT— KX, AAf v a~vr RERRENET, TOMOU— KT+ CTH|
Bl RAAINET, ZuL, permit 7oL deny DRICELS LERH D F7,

72 & 21X, show running-configuration aaa-server =~ > N&ZFFr[ 9 52X, a~v K7 4 —
/b FIZ show running-configuration 2B/ L. 5147 ¢ —/L FIZ permit aaa-server % A7)
l./ \i —g—o

s [Permit Unmatched Args] = v 7 R v 7 A% A 2T 5 L BRMIICHESR L TnZeng
Tha~vy Rz TE£7,

7= & 2 0E. BFED show 2~ RERIET D72 T, TX3TD show 2~ RO S
F9, CLIOMEMNEZ RTRESFRCEMTE /2 L, a~vy ROERETXTTPET 20N
R IRBDT, ZOFEXFEHT L2228 LET (ROXEER) |

1:BET 2 _ATOITY ROFFA

show ¥ FPermit Unmatehed Args

114412

AddiCommand | Femowe Command |

s enable ° help 72 &', H—U— KO a~<> RiZOWTiE, £0a~» RZHERBRWGE
ThH, —BLBRWSIEEZFAITH0ERH £5 ROKESH])

. EETIEX
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H2:8—7—FOaT Y ROFA

[ Permit Unmatohed Args

114411

Add Command | Remove Command |

« SIBEHELT 51T ZDO5IEDHNT deny A LET,

72 & 21X, enable =~ RZFFA L, enable password =~ > R & A L2V EEIZIE,
a<wy K7 4—/L RiTenableZ AJJ L., 5137 4 —/L NiZ deny password # A7 L £ 7,
enable 727 3T &5 L 912, &9, [Permit Unmatched Args] = v 7 R 7 A%
LT 7ZSn (KDOKEZR) |

B 3:51%0EE

[V Pemit Unmatohed Args

deny pasanard

Add Command I Femowe Command |

114410

e v RIA L Ta~vy REBABIETATI LGS, ASAIXTT V7 4 v 7 AL AL o
v RESZEERTXAMIBRELETN, ZOMOFIHITIATI Lz LB D IZ TACACS+
P—IEELET,

7 & 2L, shlog & AJ1T % &, ASA [F5E472 =~ I show logging % TACACS+ #—
WZEFELET, — ., shlogmess & AJ77 5 & ASA [ZEBRI &7 =2~ > K show logging
message ClX72 < . show logging mess %2 TACACS+ H— Nk fE LT, AWELZ FHRL
TR LSIEDBEED AN EFRETEET ROMEZ]R)

EETIEX
I
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4: BT OIEE

[T Permit Unmatehed Args

permit logging
permit logging message
permit logging mess

Add Command | Remowve Command |

114414

c T RTOZ—FICH L TRDOEARa~ L REFAITHZ L EBEID LET,
» show checksum
* show curpriv
A 3r—TILit
* help
* show history
* login
* logout
* pager
» show pager
* clear pager
* quit

« show version

TACACS+ O <7 > FEFRIDEXTE

TACACS+ 2~ RiRa[# A X—7 /WL, 22— NCLITa~vr REANTBH L, ASAITF
Da<wy Fea—HF4% TACACS+H — NZEE L, a~< 2 RBERAEINTWENE 9 0 EH
AL ET,

TACACS+ =~ RFFA[ & A X —7 M T HHIC, TACACS+ Yy — N"TEZRSINTo2—HF L L

TASAIZR T AL L TWNDHI L, BEWASADRELEFT HT-DICH T ra~y RFAIRH
HZLEWMRLTLEE N, L2, T Toa~vy RRRITEShEEHa—Y L L Te s
AVTHRMERHET, ZOLICLenE, BRETr Y 77U FSNAHHREERH D F
7

. EETIEX
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A—AJL T—

O—nL F—a~A—2 1—Fn27—F K o—nEE [

BRLIZEBVICHIET A ZEPHRETEAET, REEZRTFLANTLEEIY, MEWCX
Day 7 7y NENGE, BEIXASAZFBEIT 52 LICL - TT 7 B A ZRETE ET,
TACACS+ VAT ANFERIZLZE L TEETE LI 4R LET, LEREREEL LIS
W, BT, EARTTE TACACSt H— 2 25 L& ASA ~D5EZRTTESEGNVLETT, -
L z2iE, TACACS+ H— R T — iz, A v Z—T oA A LIZEHRINTZ1 DO — L A v
H—T A A2IZHHR SN O — "2 EHET, TACACS+ h—"BEHTERWGEEIC
Tr—NANy 7 HFRELTe—H)L a~vy RFAEHRETHII L L TXET,

TACACS+ — "R LIza~ 2y R ZRET HI2IL, ROFIREZETLET,

FIE

WhDa<r ReEASILET,

aaa authorization command facacs+_server group [LOCAL]

1 -

ciscoasa(config)# aaa authorization command tacacs+ server group [LOCAL]

TACACS+H—RE2FHTEXR2WGEAE, v— N T —F_X—R% 7 3 — "y 7 L LT
FHT2EIICASA ZHRETEET, 74— ANy 7 2HNTTHITIE, b= T L—T4%
D%AIZLOCAL #HE L ET (LOCALIZ KT E/NLFEXBILET) , o=V T —X
NR—ZATIITACACS+ VP — N ER L2 —VFLBLORAT - RE2HHTLZ L2 MR LET,
ZHUE, ASA DT e T R TIE, EOHFRABNMEH SN TV ENRRENRNTEDTT, 47
O—hLF—H_R—=2ADa—Y Lavw REHEL~NLEREL T ZEN,

o> > o > o ~ =1L

BRAR—X A—HDINRAT—F R —DEHETE

a—H) F—Z_X—2%ffFH L TCLI £7/212 ASDM 7 7 ¥ 2 ORI ZHRET DAL, HBE
WM Z2BED L2 —FIZRAY - ROEFZER L, /NRAT— ROREE & RIREEXFH R
EDNRAT — NEHRIIHED Z e BERTHNAT R R —2RETXET,

NAT— KRR o—dn—hn 5 —F_X—=R5MHTHEH—VPIZH L COLBEHINE
T, B—HN T —=ER=RFHTIL2ZOMDEALTD T T 47 (VPNRLAAAIZ LD
Xy N =0 TR E) . AA AV — AN Lo THRIEEN -2 —VIZiTmA I ET A,
RNRAT— KRR —ORERIL. BOERIINNO2—FDORRAT—REEHTLH L, HFLLWR
AT —RIZH L TN AT—=RRY —NEHEINFET, BEFEO/ AT — RiZoW\W ik, HIT0
AU v—PEASNET, LAY > —iX, username =~ > N3 LU change-password =
< R LI NATY—RFOLFEICEASNET,

1R BHHIIZ
e — NN T —HRXR—=ZA5FH L CCLIEZIZASDM 7 7 & 2D AAAFRIEZ R EL F1,

EETIEX .
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B o575~z 1-—vorz7— Ky s—oBE

ATy T

ATvT2

ATvT3

e — ) TF—=ER—= AN —T L EEELET,

FIE

(FFvar) VE—F a—FO2RT— RO2HIME B CTRELET,
password-policy lifetime days

51

ciscoasa(config)# password-policy lifetime 180

GE) a Y —)LAR—= 2R L WS —WT, RAU— FOERREA N TH e v 7
TURINERA,

B2 EIZ. 0~ 65536 T, T 74V MEIZ0 HTY, ZOHFE, NAT— NiEik L TR
Tz 8 A,

INAT — ROBFZHRNEIND THFNZ, ZERX v —UNFREINET, NAT— ROFZ)
HBENNDLE, VE—F 22— DI AT L T 7 v RIEGINET. GIHENTINT-%
TR AT DL, WOWTN PO TFIEEZFEITLET,

 LDE P |Z username 2~ RE2EHA L CTXATV—RZEHELTHLHWET,
i — )L R—hMZue A LT, RAT—REEFLET,

(AT7Tay) FLWWRZT— REHEWWRZAT— R CEDLRITNIIR O W/ N T E R E
LET,

password-policy minimum-changes value

51

ciscoasa (config) # password-policy minimum-changes 2

B EIZ, 0~ 64 3LF T, T 740 MEIZ0 T

VFE o F U TIIVBEIEELETA, LIRS T, HTLUVWRRAT — R TEH I 25 U503,
BAEDNRAT— RO EZIZHHEHAINTORWESIZRY | RRAT— RREEINTZELRE
nEJ,

(FFvar) mAV—FRORNEERELET,
password-policy minimum-length value

51

ciscoasa(config) # password-policy minimum-length 8

HRh7 L, 3 ~64 XFTY, #EINDI XAV — FOKR/NEIL 8 LFETY,

. EETIEX
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ATvT4

ATvTh

ATvT6

ATy T17

ATvT8

ATvT9

O—nL F—a~A—2 1—Fn27—F K o—nEE [

(AT vay) NAT—=RIZED L RIFOFMEBERE LET,
password-policy minimum-uppercase value

51

ciscoasa(config) # password-policy minimum-uppercase 3

FHRNEIX, 0~ 64 3LFTH, 7 740 MK, F/MEER 2N EE2EEKT 50 TT,

(AT vay) NAT—=RIZEDL/NFOFMERERE LET,
password-policy minimum-lowercase value

51

ciscoasa(config) # password-policy minimum-lowercase 6

FHRh72EIE, 0~ 64 LFTT, 7 74V MEIX, S/MAEN N2 &2 EWKT 50 TT,

(AT var) NAU—=RIZEDLEF O/ MEEZHELET,
password-policy minimum-numeric value

i

ciscoasa (config) # password-policy minimum-numeric 1

BRMEIZ, 0~ 64 LFTT, 774/ MEZ, F/MEED 722 &2 BT 50 TT,
(A7 ay) RRU—RIZED DR LFOR/MEEEZHRELET,

password-policy minimum-special value

1 -

ciscoasa(config) # password-policy minimum-special 2

BHMEIZ, 0~ 64 LFTT, FEERCTFITE. 1L @ #. 8. % A & * (. BIO)»E
FNET, T AN MEE, B/MEEN RN EEEWRT S0 TY,

NAY— Rz fmHHEEIEL 7,

password-policy reuse-interval value

1 -

ciscoasa(config)# password-policy reuse-interval 5

RN S22~ THDONAY — R e —E T 52T — FOBAH 2L 5 Z 88T
£, LUATO/ XA T — KX, password-history =~ > R&fifH L C, Bia{b SN &2 —
PFLOBREIRFEEINET, Z0avry Rea—FRRETDLILIXTEEHA,

=YL KT HNRY — Rk LET,

EETIEX .
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password-policy username-check

(A7 ay) 2—FREHSO/RAT— RO E|Z username =~ > K Tl7¢ < change-password
avy ReATH20ERH LN ERELET,

password-policy authenticate enable

51

ciscoasa(config) # password-policy authenticate enable

TIHIVIRETT 4 £—TNTT, EHLLOHETYH, =PI AT —REEFEST L&
MTEET,

ZOMREZ AN LT, username 2~ REMH L TRV —REEHLLY LT5H&, &
DETT— A vbE—UNERINET,

ERROR: Changing your own password is prohibited

clear configureusername 2~ > RZEH L THSDOT B FEHIRT 22 L b TEEHA,
HEERBZGEIE, ROTT— X v—URNEREINET,

ERROR: You cannot delete all usernames because you are not allowed to delete yourself

NAT— RARY o —TRAT— NOAMYIM 2R E LGS, AOMEsRE 5 27— R
EHLVWRRAT — RIZEETANERLY T, SAT—RRY —Fif a2 A x—7 L
LA, ZORART— REFDAF—LNMETYT, RAT— KRR —3FE0RNA F—7 T
RWEERIE, ZOXA Yy REMEHTLZ S, BT IV NEEETHZEHTEE
7T

username /XA U — REEFFTH21E, ROFINEEZFITLET,
Fig
woa<r REASHLET,

change-password [old-password old_password [new-password new_password]|

&1

ciscoasa# change-password old-password jOhncrlchton new-password a3rynsun

a2 RIZHIEONRZA T — REZ AN L TWARWESIE, ASAICL > TAIRKRD N E T,

. EETIEX
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nsq omELEM-LTExT2 I

074 DBEEZEMLTRTY S

ATvT1

ATy T2

T 74N N TIE, v/ A VERIT 0 HRERGFESNET, ZOKEZ BT 50, Wi Z2 &K
K365 HETEETEET,

1R BRI
e /A VERIa=y b EE) JEIRFEINET, T A== BL V0T T AH
VU TBRETIE, =y bPRAHFOu A VIBREORZRF LT,
A VDORBRET—XE, Vn—RFEnd EEFEINRL< R0 ET,

o 1 DLLED CLIEFE S (SSH. Telnet, > U 7/ oY —) L) Ta—h/L AAARiEE A
F =T M LT E . AAA VP — RO —HF L FE - iTn—h)L T—FX RXR—=AD2—FZ4IZ
COMSREN A ENET, ASDM O u r A TBEICETE SN ER A,

FIE

v 7 A OBEOHIMARD XS ITREL £,
aaa authentication login-history duration days

&1

ciscoasa(config)# aaa authentication login-history duration 365

days % 1~ 365 BIZRRETEET, T 74/ ML T, vl A VEREZ NI DI,
no aaa authentication login-history 2 A Jj L £7°,

a—YRu s o35 UTOSSHOFIO XL 2, BHDr 7 A VBRERERENET,

cugel@l0.86.194.108's password:

The privilege level for user cugel is 15. The privilege level at the previous login was
2.

User cugel logged in to ciscoasa at 21:04:10 UTC Dec 14 2016

Last login: 21:01:44 UTC Dec 14 2016 from ciscoasa console

Successful logins over the last 90 days: 6

Authentication failures since the last login: 0

Type help or '?' for a list of available commands.

ciscoasa>

0 s A VREEZRO X DICERRLET,

show aaa login-history [user name]

1 -

ciscoasa(config)# show aaa login-history

Login history for user: turjan

Logins in last 1 days: 1

Last successful login: 16:44:32 UTC Jul 23 2018 from console

Failures since last login: O

EETIEX .
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B c=7rtx709 70 v08%

Last failed login: None
Privilege level: 14
Privilege level changed from 11 to 14 at: 14:07:30 UTC Aug 21 2018

EETIVCATHIVT AV ITDEE

ATvT1

ATy T2

CLI Cshow 2~ RUADa~ > REATTHGEE. TV T 47 A v&—T% TACACS+H
THOT 47 —=NEETEET, 22—l 35L&, 2—H7 enable 2~
VEREANTEHEE, FI - N av s RERITTALEDT AT 4 U T HRIETE
ij‘o

av U R THhHOUT 4 TIERTE 59—\ %, TACACS+ 7211 T,

BT 7B ABIOA F—T N a~w RTAT T 4 T HRET DT, ROFNEE FELT
L/iﬁ—o

FIE

RDa<r Rz N LET,

aaa accounting {serial | telnet | ssh | enable} console server-tag

1 -

ciscoasa(config)# aaa accounting telnet console group 1

Hihip— 7 —=7 71 k2 ,% RADIUS & TACACS+ T,

O RT AT 4o T AR =T VI LET, TACACSH Y — N7 NRa~wr KT Ao
T4 T EYR—-PFLET,

aaa accounting command [privilege level] server-tag

B -

ciscoasa(config)# aaa accounting command privilege 15 group 1

privilege level &\ ) ¥ —U — R EBIHDORT 13EH/NFHEL L TH Y | server-tag 51501% ASA
MARY RTAV T AT A=V %FET D TACACS+ H—3 ZIL—T DARFITT,

Oy o277 koD EE

RIIZ K-> TIL, 3~y RHFARCLIRIZ A 1275 &, ASACLI b2y 7T 7 hEN5
EARHY ET, BT, ASAPHEE L LIk TT 782 ZEETEET, =771,

. EETIEX
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FTCICar 74 X2l —a VERELEE

D E9,
wDF

RICUZBHES VAT FHFAIOOYITI T UA

2, —ken v 27y RRIEE ZOREIEEE R LET,

BlE. my 77U PSR EEITRD ATHE

nys 7y rnsonE [

PEDN &

Ay 79 kE

Hae % Bl WK : DU E—F |[®WEE: YILFE—F
O—F/V CLIRGE | —Hh /L T —% |a—) T —FX— |nJlAf4 L, NRAT—=RE& | AL T 05 ASA~DE v
NR—2|Ca—W | ANIZZ—NEEL laaa o~ FE2 Uty hL |[varz#EilLET, VA
DREL TV | Z2WERIE, vl a1 v | $9, T LEITAN—ZA G, 2

VY, TEJ, —FDiEmM VTR PMIEID LT
HLTXEHA, 2—HFEBEMNTSZENT

xFET,

TACACS+ <y |V—RBHx T | P—R"RREERETH|l. B f L, /SATU—|1. ASATHRy hU—7 2
RFFFT LTCWBNEIE | 2561, »n7 140 K& AAA o< K% V74 X2l — gy

TACACS+CLI 282 Kﬁ%f 77r‘a a<vw ROANHTE Vv hLET, 75§ftl<<“foc}z\f:&>c:
Ry 7 G E | E8 A e P — "\NEERFETH
RADIUS CLI 4 | #7E L L e 2T ARTVLLIE | s 2ty T
W, Slemy 770 RSt 5 ASA ~DE v g v

NI oI, m—An
T AN R E T
NNy 7 A E LT
ELET,

EHRELET, VAT
LDFLTAR—=ADNG,
T XA MY B
Z TRy NU—7 %
BETDHZENTEE
RS

2. =R Fx LT
EYa =27yl -V}
RN olc, m—hv
F =B R— 2T —
NNy 7 A E LT
ELET,

EETIEX .
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HrE

Ay Y7 k5
1

Bl

sk T E—F

SR YILF E—F

TACACS+ =2~
REFH]

T3 7R FHED T2
W —HFEIX
fFE L\ 2—
HLLTuesA
L,

a2 FRFAIAA F—
TIAZIR Y FF D,
a—HFFhll o<
Y REANNTE L2
nE9,

TACACS+ Y — "D —
THhY REEELET,

TACACS+ r— 3~DT 7
T AN IR, ASAET S
WICRET DREND H5E
X, AT T AN—=T 4
variie AT, N
AU— Rt aaaza~vr R%&
Vey hLET,

AA v TFH ASA~DE
alrhkEmLET, VA
T AETAR—=ANG, 2
CTRANMIYIVEZ T
V74Xl —T g DE
WERTTHILENTEE
4, £7-. TACACS+ =1/
74X 2l —v g EEE
THETaAvy FiFa &

Fae—TNIcTBHIEL
TZFET,

o—H) aw R

Gl

T3 7R FHED T2
W —HE LT
oz A LT
2o

A= REFAIA R—
TIAZIR Y ET A
a—WFIZhBl ba<
Y REASTERL 72
VET,

gy AL, NAT—RL
aaa 2~V RK&aUty L
7,

AA TN ASA~DE >
varEERLET, VA
T LFLTAR—ANE, 2
VTR MIYIY BEZ T
2= L EETTH T
ENTEET,

FINARTHIHEADE=ZZ) Y

TNRAAT I HVADE=H ) TIZHOWTIE, ROa<wr RERBLTLEEN,

* show running-config all privilege all
Zoawr R, TRTOa~y ROBHEL L ERRLET,

show running-config all privilege all =~ > KDIA | ASA LR L ~LIZxtd 54 CLI =
~ Y FOBUEDORID B TEFRLET, KIZ, Z0a~xy FOMNFIZRLET,

ciscoasa(config)# show running-config all privilege all
show level 15 command aaa

clear level 15 command aaa

configure level 15 command aaa

show level 15 command aaa-server

clear level 15 command aaa-server
configure level 15 command aaa-server
show level 15 command access-group

clear level 15 command access-group
configure level 15 command access-group
show level 15 command access-list

clear level 15 command access-list
configure level 15 command access-list
show level 15 command activation-key
configure level 15 command activation-key

privilege
privilege
privilege
privilege
privilege
privilege
privilege
privilege
privilege
privilege
privilege
privilege
privilege
privilege

. EETIEX
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» show running-config privilege level /evel

Zoawy NiE, BEOHRHHEL~LVOa<y RERLET, level B1E0T. 0~ 15 O&H
DEFIT T2V £,

OB, FHEL L 10T ha~vy FEIDYTERLTWVET,

ciscoasa(config)# show running-config all privilege level 10
privilege show level 10 command aaa

show running-config privilege command =~ > R

Zoavy NI BEOavy ROREL LV EFRELET,

WOBIL, access-list 2~ FiZxtTHa~vy REID Y TERLTWET,
ciscoasa(config) # show running-config all privilege command access-list
privilege show level 15 command access-list

privilege clear level 15 command access-list
privilege configure level 15 command access-list

show curpriv
Zoavr Nt BEOn Ay a—FERRLET,
Iz, show curpriv 2~ > ROH 2R L ET,

ciscoasa# show curpriv
Username: admin

Current privilege level: 15
Current Mode/s: P_PRIV

WDFK T, show curpriv 2~ > RO T HOWTHA L 97,

% 2: show curpriv 2 < > KH 1 DERBA

14—k B

[Username] [Username], 7 4/ b =—¥ L L Tr s
AT 5L, 4AfilLenable 1 (—
EXEC) F7-(% enable 15 (454 EXEC) (Z
20 ET,

Current privilege level L~ULO#IFHIZ0~15T4, ve—Hh/L a~<
VRHREAHREL Ca~vy RaHEEHEL
AYUZEID M TRWIRY | S D L
ST LU0 & 15 7215 T,

EETIEX
I
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. EETIEX

J4—IL R BLs
Current Modes FHFRERT 7 A F— Rtk Lt BY T
j_o
«P UNPR : ==—# EXEC £— K (L
Lo &)

«P PRIV : ¥## EXEC E— F (L2
~ 15)

*PCONF: a7 4FXal— g F—
.

show quota management-session [ssh | telnet | http | username user]
ooy RiE, FHTPOBEOY Yy v a v EERLET,

&IZ, show quota management-session =2~ > RO Bz R L ET,

ciscoasa (config) #show quota management-session

#Sessions ConnectionType Username
1 SSH cisco
2 TELNET cisco
1 SSH ciscol

show aaa login-history [user name]
Zoavy RN, a—FITons A VEREFRTILET,
IZ. show aaa login-history =~ > RO Il &~ L £7,

ciscoasa(config) # show aaa login-history

Login history for user: turjan

Logins in last 1 days: 1

Last successful login: 16:44:32 UTC Jul 23 2018 from console

Failures since last login: 0

Last failed login: None

Privilege level: 14

Privilege level changed from 11 to 14 at: 14:07:30 UTC Aug 21 2018
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enable @ 7' A VIEDO /AT — RO HE
DAL

9.12(1)

T 7 4/ k@ enable D/XA T — R|LZE
HT9, ASA THiMEEXEC E— F~D
TR AEITTHAHEEIC, NAT—
RN%& 3 P EOEICEE S5 2 &5
WHERD E LT, ZHOEEICTS
Z &I TE EHE A, noenablepassword
a<y RIFBEYRA— RS TnEd
Moo

CLI T aaa authorization exec
auto-enable = 5 2hZ3 % & | enable =
~ 2 R, login 2~ > K (FppEL L2
Uboz—H) | F7213 SSH/Telnet
g U EMEH L TR EXEC E—
RIZ7 782 T&EET, TNHDHE
TIEFTRT, A R—T N AT — %
RETDMENDHY £,

ZDONAY — NEEOEMT, ASDM
DrTA ATITEH I IVEE A,
ASDM OF 7 # /)L h Tli&, =—H4%
{3 enable /S A U — R&{FHHA LT
Oy AT HIENTEET,
FHIR/EEIN-2< 2 K : enable
password

EETIEX .
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9.12(1)

EH, 2 —VHN, BXOT e hay
BN OB v g v OR KR Z R E
TEET, ZhETIE, BEyiaro
LR LR ETCEERFATLEE, 2
DOHEREN L Y — )L v g T
HEZLHZ 3DV EHA, LT 2
T XA DN E— RTIIHTTPS & v

YarOREHRETDH I LIETET,
Rty v a TS CRES LT
¥, F£72. quotamanagement-session
A NIV AT LA a7 4 F¥ab—
arTiEmIFAnLLRAT, fbviz
aAVTHFAPILT 4 K2l —Ta v
THATE Lo TWnET, £
Kty g VORREMN 1512700 F
L7, 0 (FEFIFR) F7203 16 BLEICER
ELTTY vy 77— 95 L, fHIT1S5
WCEEINET,

BFB/AT Sfza~ 2 R @ quota
management-session, show quota
management-session

ERLMEIR L~ L O ZE B A

9.12(1)

H#h727 7 & A (aaa authentication
enable console) % iRGET 57>, FE7oIL
¥t EXEC ~DEHT 7 £ A (aaa
authorization exec auto-enable) % [
T5H &, HiEOr T A L LREIZED Y
THNET 7R LUV RERE I N
LA ASA b —F ~lMmE s
Loz ELE,

HFH/EESN-2< 2 K : show aaa
login-history

. EETIEX
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SSHIZL b tEF=U T 1 DHfk

9.12(1)

WDOSSHY X2 VT DWHEEZSRL
TLIEE N,

¢SSH R—U g v LT R—FEh
R FELE, XN—=TVa 20
BRPR— I THET,

* Diffie-Hellman Group 14 SHA256
F—RWOVHR— b, ZOFEDN
T 7 MR E LTz, LARIO
7 7 4V M X Group 1 SHA1 TL
720

* HMAC-SHA256 A E/G 5 D
R—b, T7x/V NI, BEFa
V7 ¢ OS5t ~ ~ (hmac-shal
F X hmac-sha2-256) (2720 £ L
77o LARIDT 7 4 v MIHFRE D
vy hTL%,

BH/AEE XLz~ R : ssh cipher
integrity . ssh key-exchange group
dh-group14-sha256. ssh version

HFT T IHFEX—ZAD HTTPS 7 T4 T
v MZ LD ASA ~DT U & ADEFE

9.12(1)

KT T IHFR—ZDOHTTPS 7 74 7T
~ FAASA £ HTTPS —E RIZT
JEATELLIICTHZENTEE
9, 7 74/ hTiL, ASDM, CSM,
BILO'REST API 3fF Al STV E

R

BB/A T Xz~ K : httpserver
basic-auth-client

RSA F— XT7133072 >y b ¥—%H
AR—FLTWET

9.9(2)

EFV 2T A YA A& 02 ICHRETE
LI ELE,
FRE-REEEINa~v 2 R

crypto key generate rsa modulus

EETIEX .
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TV ORUGHEA B —T oA R
(BVI) @ VPN &HT 7 ¥ A

9.92)

VPN @ management-access 7% @ BVI
THZZ2 > TWDHEA. telnet,
http, ssh 7¢ K OE I — 1 X% BVI
THEMMZTED LTV ELT, 3
VPNEHT 7 v ZADH1F,. 7V v
TN—=T AN A B =Tz AT
INHEDY—ERADRELZFATT HL
ERH Y FT,

FHRERIAEF SN a~v R

https. telnet, ssh. management-access

SSH/\E%J%"WL‘ nft%'fﬁﬁﬁﬁ—él“‘ﬁ-@
BAEE AU — REflfdT52—H D
FaREZ XA L E T,

9.6(3)/9.8(1)

9.6(2) LW IOV U —A T, m—h
b 2—H F—HX—Z (ssh
authentication) %4 L T AAA SSH
FOREZ IRINICA SN L < Th,
SSH /AR % —F8FE (aaa authentication
ssh console LOCAL) #HZh29 2% 2
LISTEE L, 9.6(2) Tl ASA T
AAA SSH #FEZ BURAICH RN T 2
VRSV ELT, ZOYY—AT
IE. AAA SSH #B8RE% BI/RAJICA 2T
TOHMEEHY A, 2—VITxL
< ssh authentication =~ > R &% E T
HE, IO TORGEFEHT S
a—HFDOr—H VRN T 7 4V T
AT £4, 61T, BRI
AAA SSH #¥FE%7 Hﬂiﬂj—é k. 2O
EIFNAY — R & Da—FH DR
WHENET, Fo, [EEDOAAAY—
/N X A 7" (aaa authentication ssh
console radius_1 72 &) AfifHC& %
T, &z, —EHo—FiFe—n
T =R _R—= R B LT X —R
AEEfEH L, o= —+ L RADIUS T
WA — REEHTEET,

EHEIN-a~vr Fdd £HA,

. EETIEX
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07 A R

9.8(1)

T 7 4V N T, B A VBRI 90
ARG SILET, ZOEEL BRI
T o0, WA RK365 HE TERET
XET, 1 OUEOBEHAY v R
(SSH., ASDM, Telnet 72 &) Tro—
TV AAARBREZ BN L TV D855,
ORI —h L F—H R—=ZAD
=PRI OHBEHINET,

RO~ RPREASNE LT, aaa
authentication login-history. show aaa
login-history

NRAT— ROFHHE -4 L
THNRNAT— ROfEH 2 IET 25 3%
U— R AR —DiEH

9.8(1)

R T HRICDTZ 52T — RO FF|
ME, 2—HPHE—HTLHAU—F
DM ZEEETE L LIV EL
7o

MDA~ RIREAShE LT,
password-history. password-policy

reuse-interval, password-policy
username-check

ASDM (Z%f9" 5 ASA SSL H—/3 £— [9.6(2) m%iv/fk%Aﬁét (2, FERA

KN~y Fo 7 mﬁ%ﬁoMmMi—% ﬂbf
&%%%%kf%éio 7 EL
776
WDa~y REZEBLE L, http
authentication-certificate match

SSH /A BA % —RBGED U3 9.6(2) DRiO Y Y —ATlE, v—ha—HF

7 — 4 ~X—Z ((aaa authentication ssh
console LOCAL)) #flif L T AAASSH
WAEZ AN L72< TH, SSH A
& —38GE ((ssh authentication)) % %)
WZTH2EeMTEE L, ZOREIT
BEIEX7=72%, AAA SSH #RGE% HA
RINCAENZT DHENH Y £77,
=R F—ORD Y T AT —
REMHTERNE S, RAT—FR
EROA—PHEERTE L L DIk
DELT,

WDa~<y RINEBRINE LTz, ssh

authentication. username

EETIEX .
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ASDM EHEE

9.4(1)

HTTP 7 7 & A & Telnet 3L OXNSSH 7
I ABNCEBREIEERETE D LD
2720 F L,

WD~y R EAINE L, aaa

authorization http console

EHEa T X2l —Ta D
ASDM . —H#4,

9.4(1)

ASDM DFEHIEFERE (http
authentication-certificate) % A %02J
% L. ASDMPREREN S 2 —¥ 4 %
T o HEEaRETEET, £,
=B/ VA=l N GE Ry P A o1
WAL TERTEET,

MDA~ RPNEAILE L7z, http

username-from-certificate

WEISNTZTU o Z A LAY — RIIE

9.2(1)

+3 e R TR HE A FE OB B 1, FRGE
I VTR NvE—EANTIT D LR
EXEC E— NIZBATTE £,
auto-enable 47" 3 /7 aaa
authorization exec =~ > RIZIBIN &L

F L7
WDa~y RINEBRINE LTz, aaa

authorization exec,

HTTP V) %A L7 h® IPv6 R — |k

9.1(7)/9.6(1)

ASDM7T 7B R EIZ7 74T ML
Z SSL VPN [l HTTPS |Z HTTP V) #
AV MEANTTHE, IPV6T R
ANEEEIND T T4 v bV HA
LI hNTEBHEIITRD ELT,

RO =~ NICHERESBMENE L
72, http redirect

. EETIEX
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A AE AIBE s SSHIE S HERE & BB AMET v
=) ISZNV

9.1(7)/9.4(3)/9.5(3)/9.6(1)

A—PIXSSHIE AL ZEFHT 5 L X
WElbE— REZ®RIRL, SEIER
F AT LY R LK L THMAC
EEFLERETEET, TSV r—
Ta LT, BEEOMELERS L
TeVFH T HUERDLGERH Y F
T, BEFaTRa bt —DRT p—v
AR BALT LT Y RN EERAE L
F9, 774/ F T, ASA L 3des-cbe
aes128-cbc aes192-cbe aes256-cbe
aes128-ctr aes192-ctr aes256-ctr DNEIZ T
NI XA hEexrIAz—hFLET, 1B
RENTRADOT L TY XA
(3des-cbc) MBI ET=H5
aes128-cbe 72 & DO—J@RNHA T L =T
UXLPEBIRSNTGE LD b RIEIC
NI = ANMETFLET, 2Ex
L R a5 RICEE T I
X, ssh cipher encryption custom

aes128-cbe Z i L £9,
WDa<y RPREAINE LT, ssh

cipher encryption. ssh cipher

integrity,

SSH @ AES-CTR K551k, 9.1(2) ASA T® SSH HP— XD EIEM
AES-CTR E— RO 5k &R — h 7
HEHITEDEL,

SSH 3 — A4 a1 b oot 9.1(2) SSH ##ci%. HEelsH 60 /3 &£ 7213
T—4% b7 747 1GB Z LIZHAE
RENnFET,
WD a< R EAINE L=, show
ssh sessions detail,

<N F arTF Ak E— KD ASASM |8.5(1) TNLTF ATFEFARNET—FRDAA >

28T, AL F 76 0 Telnet 8
BEOGHE = Y —VRGEE YK —
LE L7,

F 35 ASASM ~DFERHIL T AT LE
ITAR—RIZER LETH, b0
B AT 57— I EHa T X R
NCORBFEERETE ET,

EETIEX .
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DEFRH AT — REY —DH K —
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8.4(4.1). 9.1(2)

2 —H )T — =A% LT CLI
F7-1XASDM 7 7 ¥ A DAL E R ET
H%E0E. EMBEZRE S La2—W
\ZRAY— ROERZERL, /NA

U — ROEFHE & RARE T U787 &
D/RAT — NERIZHEH T & A Bk
HBNAT— R R —%FETEE

T

MDA~y RPEAIIE L,
change-password, password-policy
lifetime, password-policy minimum
changes. password-policy
minimum-length, password-policy
minimum-lowercase, password-policy
minimum-uppercase, password-policy
minimum-numeric, password-policy
minimum-special, password-policy
authenticate enable, clear configure

password-policy, show running-config
password-policy.

SSH ZABH & —RBAED H AR — k

8.4(4.1). 9.1(2)

ASA ~0 SSH#5t D LB —FEREIX.
a—YHMTHICTEET, AH
*—77A4/) (PKF) T7x—~v b
IN/=F—F7~1% Base64d F—%F5E
T&FJ, PKF¥—{%, 4096t b
THEHATEET, ASARYFR—FT5
Base64 20 (Fx K 2048 £ v k) Tik
RETELHF—I12OWTIE, PKFER
EEALET,

WDa<y RPEAINE LT, ssh
authenticaion,

PKF % — DR — M 9.1(2) LI
DIHTT,

SSH & —AZ#i® Diffie-Hellman 2 /L —
7 14 DY FE— 1

8.4(4.1). 9.1(2)

SSH  —2Z#4|Z Diffie-Hellman 2/’ /L —
TU4NBEMENE Lz, ZHIVE T,
TN—T 1IN R—FEINTWE
L7,

WDa<y RNEBEAINE L7, ssh

key-exchange,

. EETIEX
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8.4(4.1). 9.1(2)

[FRF ASDM, SSH. Telnet v a3
DERRBZRETEET,

WDa~< RPNEAIIE LT, quota
management-session, show
running-config quota
management-session, show quota
management-session,

SSHtF= U7 4N A LEL, SSHT
T b 2—PLITVR— &<
2 EL,

8.4(2)

8.4(2) LAKE, pix E7/2iL asa = —H¥ 4 &
07 Ay NATU— T SSH &2 L
T ASA ITHEfi T 2 Z LA TE R
W¥E L%, SSH ZfEHT 5IZiX, aaa
authentication ssh console LOCAL =~
> F (CLI) #721% [Configuration] >
[Device Management] > [Users/AAA] >
[AAA Access] > [Authentication (ASDM)]
AL TAAARBREZBE L TN D,

=N a—FEERT HLERD Y
F9, TFT DL, username I~
R (CLD) ZAJ1$ 570,

[Configuration] > [Device Management] >
[Users/AAA] > [User Accounts (ASDM)]

FERLET, B—H T —HF_X—2X
DDV IT AAA Y — N ZFBFEIC A
T o560, R—ANGIEb NNy 7 T
TOFELELTRELTELZLEE
B LET,

EETIEX .
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BT 7 A

7.0(1)

COMRENHEASIE LT,
Roa~vr FeHALE L,

show running-config all privilege all,
show running-config privilege level,
show running-config privilege
command., telnet, telnet timeout,

ssh, ssh timeout, http, http server
enable, asdm image disk. banner,
console timeout, icmp, ipv6 icmp.
management access, aaa authentication
console, aaa authentication enable
console, aaa authentication telnet | ssh
console, service-type, login,
privilege. aaa authentication exec
authentication-server, aaa
authentication command LOCAL, aaa
accounting serial | telnet | ssh | enable
console, show curpriv, aaaaccounting
command privilege,

. EETIEX
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