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NTT A7 =D =T = A AEFDHTHIERTEET, ZAUcky, BE
FOT7a—DRNTT 4IRS =V NOA B —T 2 A ATASAICHAY TEDH X HI1272Y
F9, ZOMREICEY ., ASA FTO%a X N w/LF /& (ECMP) DL—F 4 7=, ASA
ND KT T4 T DEEDA L H—T oA AT — R XTI ARRIZAR Y £
7

e hT T 4wy = DOE (1 X—)

c NT T 4wy — DRSS (8 —)

s NTT 4T = DA RTA Y (10 2—=)

s NTT 4w = DORE (11 =)

s NTT 4wy = DE=RY T (128—)

s hT T 4wy =D (153—)

s vNFT T 4wy S—rDERE (18 X—)

cST4 v -V OBE

CTOWETIE, Ry NU—VTRIF 74w =V EERTHHECOWNTHALET,

V= a8 SnTOEWEE

THETT AT X2 VT4 TAITVANE, VT 7497 OFRATERITEGEZRET HERC,
Ny NORREEZZBE LET, 7e—llBEHINTRTA—=2D120F, v T 74 v I BRELT
AVE—=T A AHANTLHZETT, B4 02 —T oA RZADBRFEOT7 0 —D N F
T4y 71, ASAICE o T Ry &N ET,

N7 74w =i, BEOA L F—T 2 A A 1 DIZE DD ENTE LD,

V= NOEEDA o H—T 2 A ZTHANT D NF T4 v IRTEFTF 47 &2V F 4
TNIYRXALDOEX2 VT 4 Ty I EMETIENTEDLLICRY ET,

EENEYD
AT —= KT A AT g v OE
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V—UZEERT HER

S EERLT, HEON—T 4 7OV F Y FITInT A N TEET,

ERHIL—T 4 24

e L=)IL— b

WD F VA TiE, Outsidel £ > F—7 A ADISP 1 #FRATANIARA RN ESAEHHRA RO
RUNCHERE NS SN TWET, sadex v MU — 27 OIERFRIL—T ¢ 7 DNEK T, Outside2 A
VHA—=T 2 A ADISP2 MBIV Z—2 NI T7 4w I RBEL TWET,

Outside
Host

= = = = Qutbaund Traffic Inside
Return Traffic Host

araga2

V—URBISNTWVEMEEDMRE : ASAIX, A F—T oA AT EITH T — 7 VERFFL
FI, V=2 I 7 4 v 7B Outside2 IZBIZET D E, FONT 7 40 w713, BT —T v
W= LW, Rey7E&EdT, ASAY T AXIZBELTiX, 7T AXBRE—/L—ZITxt
L CTHEEOBERR (7YYt v—) ZROEA. EIHL—T 4 U TIXFRTE W N T
T4 IR ORR L7252 BB 7,

V—oDE|Eht=v)a—23 2 ASAIL, V= T LT T — 7 VA2 FE L £, Outsidel
L Outside2 & 1 DDV — N NV—T{b LT=85E. VX —2 T 7 4 v 7 ) Outside2 (Z25E
TAHE, V=TT — N —T AT, BT S NET,

WD F VA TIE, Outsidel £ > F—7 A ADISP 1 #FRATANIARA RN ESAEHARA RO
BN HESL SN TUWE T, Outsidel & ISP 1 [ T/— MBS RE-IIBE LI-7-D, T
74w 7IZISP2 AT AR DON— N EFBBAILENDH Y 9,
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373593

V—URB SN TUWELMEEDMRE : WA A~ EAMRA A MO NHIBR SN D720, B
LWREDL— M LT LW 2 MENL T 20 RH D £9°, UDP DA, 1 DO
Ty R RayTE T EH LVIL— RMER &L, UDP A2 WAL, T LW ke & 7
LT DRENH Y F5,
JV—oRElEnt=v1)a—3ar  ASAIL. MRk LIZL—FERIHL, 7 —%ISP2#RHEO
FLWARIZEO B ET, T 740971k Ty bR Rry P T52 R —ALV A
Rk SN ET,

WD F VAT, Outsidel £ > F—7 A ADISP 1 #BHTANEA A RN EAEHARA RO
RIS HEN. SN CTWET, 2 FH OB Outside2 D ISP 2 R HT 5% a2 X h L— b &
ML THENL SN TWET,
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Arasa4

J—UREIENTUWERWMEEDEE : A v X — T =2 A AR Ta— RKRFT U U T H2(TH 2N
TEFEHA, ARERDIE, 1ODA L H—T =2 ZADEa A M L— MNILBa— RKNRT A7
aj— T—a—o
J—onBlEht=Y)a—32  ASAIL, V=V NOTRTDOA v Z—T = ATRKED
DE XN L— M OEEFEZ T — RRXT U ATHZ ENTEET,

CEDEHRT—ILEEIVIL—Ta 2T T—TIL

ASAIZ., R4V I M) —2 DA E—T oA ADNTINCEETX A LS I — Tk
O T — TNV R LET, F7-. ASAIL, ECMPHR— NHIZY —> T —F 407
T—7NVbIRFFLET,

ECMP )L—FT 1« >
ASA TliX, ax b =/LF X (ECMP) V—TF 4 v 7%V HR—FLTWET,

V—UREENTULVEL ECMP 7R —

=MWV EIE, AV H—T oA AT LIRS ODHEIARNDAFT 4 v 7 — b EE
I3 AAF I v N—bEaRETEET, 22X ROLIICERLF— b U =A BfET
HINEA L H—T 2 RT3 ODT TN — FERETEET,

route outside 0 0 10.1.1.2
route outside 0 0 10.1.1.3
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route outside 0 0 10.1.1.4

ZO%E. 77 4 v 7%, 10.1.1.2, 10.1.1.3 & 10.1.14 HDOHNEA v A —T = AT — K
NRGUZAENET, FF 749 21F, FRETIPT FLABLOSEEIP 7 FL2E2 Ay ad
BTN ALIFESNT, BELEY— by oA BIChBL SN ET,

ECMPITBEE DA v Z—T = A AW TIIHR— FEaNnizd, Bipb A F—T oA AT
s ~DN— N2 EFRTHI LT TEERA, ERROL—FOWTNNERETDH L, RO
N— MIESSNET,

route outside2 0 0 10.2.1.1

J—UREE Ntz ECMP H7R— b

V= BNHDHHERNE. S NDOEBRKRKEODA v H—T 2 A AWK ODDHEI A NDAX
TA I = R ERESAF Iy - FERETEET, 2L ROLIICY—VH
D3ODA L E—T o AIZ3 ODF 7+ R L— "NEBRETEFET,

route outsidel 0 0 10.1
route outside2 0 0 10.2
route outside3 0 0 10.3

1.2

1.2

1.2

FEEIZ, FA T I v I Vv—FT 407 Fa baiid, HEOIZE A M L— hE2RETE X,
ASA TlE, LVEBERo— RN ARG U T A=A LEZHEA LA v E—T = A ZARKT I
FT74 v —RKNTURALET,

J— MR L72E . ASA X7 a—%2 3 — AL R IIHD/L— MBI S £,

gEHmoo—k NS URAE

ASA TlE, "y "6 X7 GEEILIPT RLA, S8 1P 7 R A S5 — b, %85
R—=h, 7B har, AN H—TxAR) DOERSNI NNy Y2 2fHLT, Hax b
No— NME O AT — R AT A LET, — R LVERY | B iimh, 1>
H—T A A TS ET,

BNy I, — TR — RART U RAEINFRA, #FEFE T, TDL— FBERL
VR B—— hEEALET,

ASA T, B — R AT UV THRICA VB —T = A ZABIGERZF DM DT A —Z ZEE L
Fii, FULY—rHNOTRTOAL X —T A AN MTU, #I5E7 & OR Uit a2 > =
LEMRLET,

0D— R RSy T ANT, 2a—FRETRETIEH Y 8 A,

MDY —=2DIL—EANDTA—IL NV

N— WA E—T A ZATHE LI E XIS — N T RTRE R D L — k2372 WA
ASA TiX, B4 08 =T AR/ =0 NoDONL— b EfHLEST, 2Oy I T v
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AR —DT A AR—ADEFX1Y T4 R)—DHETF

AV EVRs

SV EMERTHE, NI T4 T IE S NDTRCOA U H—T oA ATHAD 23 &
NEITN, EX2VT7 40 R —HIK (T7E2A L—)L, NAT 72 Y) X, V' — VB TlEZR
S AVE—T oA ZABMNTHEASNET, Y—CHNOTXTOAS L F—T =4 AZFRLE
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WEUNCRETEET, BHADNRT LA E—T 2 A AREDFMZONTIE, b T 7 47
V=V DRHESMS 8 =) SR LTLIZEN,

V—2THHR—brEhdH—EXR
RDOY—E RN = THR—FENTNET,
« T UL L—IV
* NAT
*QoS FT7 7 4w RV THERES—ER L—)L,
« Routing
TR —rayRlEhc AR — MIFHTE £ AL, To-the-Box 35 J U From-the-Box k7

747 (72—) T8 LT= to-the-box ¥—E 2B L O from-the-box V' —E A ZHETH
EHTEET,

NST7 4wy =0 DA H—T A RO —E X (VPN., Ry FRXv N 574 v
TANHEIRE) BERELRNTLEEN, b0V —E R L, BEEB Y ITHEE S 7-I13PRE
LWZ ERHD ET,

GE)

X7«

X2 T4 R —DOREFEDTFMIOVWTIEL, VT 74 v F V= ORIHRSMS (8
N=) EBZRLTLEEN,

LA~

= NIERINGBMT DA v =T 2 A AL ST =0 DX T 4 LT F
T, BIMOA L H—T oA AL, T_XCRLEXF2V T 4 LNV THXRERHY 3, V—
VIRNDA B =T 2 A ADEF 2T 4 LYULEZEET DI, 10D, F—T = A A%
TRTCDOA Vv H—T =24 AZHIBRELTHhHEX2 T4 L-LEERL, /X —T (A
EEEBEMLET,
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J2O0—DT53A4X)BLVBREDA VEZ—T (4 R
K7 n—Ix, BRUIOAHRIIA v 2 —T = ATHESWTHERINE T, b0 A o F—
Tz A, TIA~I) A F—T A AT,

No— MEBEFE IR —T 4 7LD, HILWHA v —T oA ARFEHS TN D
BAlE. LA v =T oA ADBEDA VH—T = A A0 £,

J— D@iﬁhﬂif: (AR
A VB =T A ABEY KT DG, TOA Y5 —T =4 ADFATOBGERHIR S
PR T T B E D ST

=N A E—T 2 A AEHIRT AGA. DA E—T A AETTATY L H—

T2 A AL LTNBTRTCOFERPBHIRSNET, EHREFMELTAIVLERHY £, 04

VE—T oA ANBUEDA LV E—T = A ZADBA . ASA ITEEE S IA~) A E—T oA
ARLET, Y—rDOn— b TNV EHINET,

J—CRES T4

NTT 4y IR A L Z =T RN, RILY—=rDHDOA 2 =T =4 ZHHSHZ
EMNMTED X HICTT HITIL, same-security permit intra-interface =~ > % A r— 7 /L{Z LT
o274 BRICAVH—T 24 A MAY TEDHLHIZL, S HIT, same-security permit
inter-interface =~ > R% A X —7 /L2 LT same-security 1 & ¥ —7 = A A]O T 7 1 v 7
EHFALET, ZOXIECHRELRWES, 7r—EZR LY —r D200 ¥ —7 =4 AR
EN—T 4 T TEER A

To-the-Box & & Uf From-the-Box 5 7 4 v 4

* management-only f > % — 7 = A A F 721 management-access 1 > ¥ —7 = A A% —|Z
BINT25Z EFETEERA,

=V DBHEDA L E =T = A ATOERNT 7 4 v 7 TE, BFEO7 v — 0L —
T AT DHBPY A= ENET, ECMP VA= MIH Y £H A,

1ODY = A F =T 2 RZDHEHY —CRAZRETEETH, AL —T 1~
7 HH— P ERRT O, TRTOL v H—T = ACENERET DHENDH Y E
T BB TRTOL 4 =T 24 ATRTLATHLHATH, ECMP YK — h &h
ESI

« ASA X, Y — Y TIRD To-the-Box 35 £ U From-the-Box #r—E A ZH R — ks LE T,
* Telnet
* SSH
« HTTPS
* SNMP
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* Syslog

V—2ADIPT7 FLRADFA—IN—Fy T

V=GB ENTW WA X —T = ADYA . ASA TlX, NAT BNIE L REI LTV
X, AV HF—T 2 ATDIPT LA Xy NT—I DA —N_"—F TP R—-sLET, 7=
2L, ALY —r DA FZ—T 2 A ATIE, Xy hNIT—TDF—R_"—F v FHR— T
WEH A,

— N “.___ -~ —le Ea ‘SZ_
SO0 v V—2DEHEER
cHHI.IPT FL A, BIOEXF 2T 4 LRALEEGHTRTOA X —T oA AINT A —
BEZRELET, =2 DT RTOA L E—T 2 ATEXF2 T4 LB —ET BN
ERHDHZEICHER LTSN, #HEL LMD LA P20 7 a2 37 01220 T,
AVE =T 2 A ADL T N—TT HHBESLTHELERNDH Y 7,
KDY —ERE = DFT_XRTCDA L HZ—T 2 A ATHTDHLIIERELET,
T IEAN—IL [T IEANL—INES = DT R CDOA NN~ H—T = A
ZWCHHAT A, Fa—r L TR —LEERLET,
Wz & m L ET,

access-list ZONEl extended permit tcp any host WEBSERVER1 eqg 80
access—-group ZONEl in interface outsidel
access—-group ZONEl in interface outside2
access—-group ZONEl in interface outside3

eNAT : V= DT RTCDALNR—= A H =T 2 ATHRLENAT R > —%FRET D
D, Ir—sSUNAT V=V EERLET (OFY, Tany) ZfH L TNAT L—L
T = DAV E—T oA AEFELET) |

A H—=T 2 APAT VAR —FEINTWHEHA,
W & m LET,

object network WEBSERVERL
host 10.9.9.9 255.255.255.255
nat (inside,any) static 209.165.201.9
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GE) A Z—TxARAFEBFEDODNAT BLOPAT F— /2 fHLI- & X
WZTEDA v Z—T =2 A ADEENFEA LT-HE. ASA TR 2]
NEZDHZ EIETEERA,

AU B =T A AEFOPAT 7=V EAEHT 56, [FILARZ R
ﬂ%@@ﬁ@%ﬁ@\%@4V&—7:4xmm~ﬁﬂﬁyx

Oy TIPT RVAEEHTAZENHV ET, 2D
ﬁu\@ﬁwﬂﬁﬁﬁ%ﬁ%#54/&~x/%% EAMIE L
SHEREL W Z &3 £97,

e —bE R JL—)L: T u—rL P —E X R —FFEHT LN, S DEA v H—
T2 A AZRERY —%ZEFD Y TES,

QoS NI 7 4w RY U TIEYER—FENTWHERA,
Wz &Er L ET,

service-policy outside policy interface outsidel
service-policy outside policy interface outside2
service-policy outside policy interface outside3

N

GE) VoIPA v AT a Tk, Y—=rou—RK AT 027tk
0. NEFENIELL 27y RBMEINT A REMERN DD £4, 2
OWRPUNT, B D RRAE®@DH AT/ v FOENIEIT X7 v bR
ASAICEIZET HAREMNH D T-DIZETHZERHV ET, A
FERIELL RSy MM, RO K 5 ZRIERBH Y 97,

e X a— AT EERLIEEEIC, TH/ —F (AT U4 —
LEIDS) BLOZEZ L K/ — RTAEVHEHARNGE,

P BT R AE DR,

NS DB T AIZIL. VoIP T T 4 v 7 Du— RaoEIT
DIHIPT RUAZEMBHTHZ EE2HERLET,

cECMP V' — U HfEZZEE L TV —T 4 v V2R ELET,
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RN A ENIIOVIE B N X Y,

T77AT7 94— E—F
N—FTv R T77A4AT 74— E— RKRTETVR—bEINTWESF, T AT LU N 77
AT 4= T—FEHIIN—T v RE—FDOT IV o P ITN—T A F—T A ATV R—
MENFER AL
Jx—)LA—/—

o T x— )V E—N—= YT FEFREFAT R VT % =BT AZ EITTEEREA,

T ITATITIT 4T 72—V —R—F—RFTlE, FEaTFAIDAS L H—T = A
A& IERRV—T 4 > 7 (ASR) ZN—T BN B CTHENTEET, 2O —E R
L0, ETHEEDRKOA L H—T oA ARD VT T 4 v 7 EILOREEICELTHZ L
NTEET, IVTHFAMNICASRIN—TL v T T 4 w0 V= Ol E2RETHZ
LIITEERA, IVTXFAINIY =V ERE LGS, EOaVTXARN A HF—
Tz AL ASR VNV —TIZEHDH T LT TEEH A, ASR Z—TIZBT HREHIIZ O
Tk, ERFRICV—T 4 T ENTNTr sy NOYVR—NORE (T2 T4 TIT7 7T 47
ET—K) Z2RLTIZEN,

B DTTA <) AL H—T 2 ADBNAZ UL B GRS ES, FEDA
VH =T o ATERENFE A, RAFUNRLIEBNT VT 4 T B L FOEEIC
Lo TUBEIZSE UTHEDH LW, v ¥ —T o A4 ADRED B TENET,

DSR4
« VT ALGIHY U = TENT S EITTEERE AL

ETILOAA FSA4Y
Firepower 1010 2 A v FR—FB LR VLAN A V' H—T = A A% — BT 5 Z LT
A,
ZTOMDIA 4>
« K256 V=V BB TE £,
CRDEAT DA B —T oA A% — BT EET,
- PR
« VLAN
« EtherChannel

¢ Redundant
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cRDEAT DAL HE—T A ATBIMTE EHA,
o BB
s BELTY /R
e VT x— VA —N—FFIAT—F V7T
« 7 T ALY 7

e EtherChannel f > # —7 = A ZAFETIFTNNEA LV F—T =2 ADA L NN—A 2 F—T =
s

s VNI (XHlC, BEODT—Z A F—T A AR nve HEHE L T~—27 &N TWBH
B S DAURIITH LI TEERA)

eBVI, ¥/137 VoI N—T A NR— B —T = A,

1 DDA E =T 2 A ANAUNR—=ZRBENTEDLY =031 DT T,
= LR RSODA B —T A AR EHOAEI N TEET,

¢ECMP DG, V—r DT RTDA v Z—T =2 AMT, V= T LITHERREODDEaR
ML—REZBINTEXET, £/2, 8L — MRO—HE LTI DDA V¥ —7 =4 AZHE
BoON—FERETHZIELTEET,

S =UNIA VB =T A RGBT DHE, ZNODA U F =T 2 A ADFTXTDARALT
7 — FHIBREET,

oV —UINDA L HZ—T 2 A ATDHCP V L — ZHZHITE EH A,

s~ Y —
I N )—=2DERTE
ZHIEf T =V BRE L, A v F—T oA AZ D/ — 28 B TE,

FIE

ATV T1 = EFBIMLET,

zone name

51

zone outside

V=BT EK 48 LT,

ATFYT2 AV HF—T oA A% —2BMLET,

interface id zone-member zone name
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1 :

interface gigabitethernet0/0
zone-member outside

ATFYT3 A H =T 2 A EHILY—=ZEBMNMLET, CNODA v F—T =2 ADEF2VT 1 L
ANULR, BIILERUIOA v B —T oA ZADEF 2T 4 LYLERIUTHALAZ 2R LE
—éAO

1 :

interface gigabitethernet0/1
zone-member outside

interface gigabitethernet0/2
zone-member outside

interface gigabitethernet0/3
zone-member outside

15l
WOBITIE, 4 DDA IN— AU H—T oA AZFGLHNE —V EFELET,
zone outside
interface gigabitethernet0/0
zone-member outside
interface gigabitethernet0/1
zone-member outside
interface gigabitethernet0/2
zone-member outside

interface gigabitethernet0/3
zone-member outside

cSTaw D V= DEZZYY
COHETEH, T 74w V=BT HHECOWTEHRALET,
J— IR
 show zone [name]

V= ID, arTHFAL BF2V T4 LUL, BIURAUAR—ZFRRLET,
show zone =~ RIZ oW TIL, RO NESHRL T 7Z30,

ciscoasa# show zone outside-zone

Zone: zone-outside id: 2

. bSO vH =2



| 57495 v—>

Y — Ui

T |

Security-level: 0
Context: test-ctx

Zone Member (s) : 2
outsidel GigabitEthernet0/0
outside2 GigabitEthernet0/1

show nameif zone
A B =T A ALBIONY - A5 FRLET,
show nameif zone =~ > K{ZOWTIL, ROHAEZBHL T 7ZEW,

ciscoasa# show nameif zone

Interface Name zone—-name Security
GigabitEthernet0/0 inside-1 inside-zone 100
GigabitEthernet0/1.21 inside inside-zone 100
GigabitEthernet0/1.31 4 0
GigabitEthernet0/2 outside outside-zone 0
Management0/0 lan 0

show conn [long | detail] [zone zone_name [zone zone_name] [...]]

show conn zone =~ > Rik, Y —r DHfa R L ET, long ¥— 7 — K& detail ¥—
U— RNiE, BRPBEINT T IA~ I A E—T AR NI T 4y 7 OERRICHEH
ENDBUEDA X —T =2 A A& FRLET,

show conn long zone =~ > KOWRDH 12 EM L T 7ZE 0,

ciscoasa# show conn long zone zone-inside zone zone-outside
TCP outside-zone:outsidel (outside2): 10.122.122.1:1080
inside-zone:insidel (inside2): 10.121.121.1:34254, idle 0:00:02, bytes 10, flags UO

show asp table zone

TNy JANTEBEEX 2T 4 XA T =T N EaRRLET,
show local-host [zone zone_name [zone zone_namel] [...]]

V= ADE =T RA DTy P =7 REEFRLET,

showlocal-hostzone =~ > RIZOWTIL, RO DESRLTLESWY, 7I7A4~V v
BT 2 APRONCE RSN, BIEOA LV F—T =4 ANH v 2lZAENTOET,

ciscoasa# show local-host zone outside-zone

Zone:outside-zone: 4 active, 5 maximum active, 0 denied
local host: <10.122.122.1>,

TCP flow count/limit = 3/unlimited

TCP embryonic count to host = 0

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited

cS2499 =2 .
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Conn:
TCP outside-zone:outsidel (outside2): 10.122.122.1:1080
inside-zone:insidel (inside2): 10.121.121.1:34254, idle 0:00:02, bytes 10,

-

* show route zone
S A B =T 2 AD)— N EFRLET,
show route zone =~ > F{ZOWTlE, RO TE2EHL T30,

ciscoasa# show route zone

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set
192.168.212.0 255.255.255.0 is directly connected, lan-zone:inside,

172.16.1.0 255.255.255.0 is directly connected, wan-zone:outside2
10.5.5.0 255.255.255.0 [1/0] via 172.16.1.1, wan-zone:outside2

OO nOwn

show asp table routing

FRy JTHTEREEX 2T 4 RNAT—T NN EFRRL, Fb— MIBEEMNT Y —

YEFRLET,
show asp table routing =~ > RIZOWTIIRDOH N Z S L TS 7E X0y,
ciscoasa# show asp table routing

route table timestamp: 60
in 255.255.255.255 255.255.255.255 identity

in 10.1.0.1 255.255.255.255 identity

in 10.2.0.1 255.255.255.255 identity

in 10.6.6.4 255.255.255.255 identity

in 10.4.4.4 255.255.255.255 via 10.4.0.10 (unresolved, timestamp:
in 172.0.0.67 255.255.255.255 identity

in 172.0.0.0 255.255.255.0 wan-zone:outside2

in 10.85.43.0 255.255.255.0 via 10.4.0.3 (unresolved, timestamp:
in 10.85.45.0 255.255.255.0 via 10.4.0.20 (unresolved, timestamp:
in 192.168.0.0 255.255.255.0 mgmt

in 192.168.1.0 255.255.0.0 lan-zone:inside

out 255.255.255.255 255.255.255.255 mgmt

out 172.0.0.67 255.255.255.255 mgmt

out 172.0.0.0 255.255.255.0 mgmt

out 10.4.0.0 240.0.0.0 mgmt

out 255.255.255.255 255.255.255.255 lan-zone:inside

out 10.1.0.1 255.255.255.255 lan-zone:inside

out 10.2.0.0 255.255.0.0 lan-zone:inside
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192.168.105.1 255.255.255.255 [1/0] via 172.16.1.1, outside-zone:outsidel

10.2.2.1 255.255.255.255 [110/11] via 192.168.212.3, 2:09:24, lan-zone:inside
10.1.1.1 255.255.255.255 [110/11] via 192.168.212.2, 2:09:24, lan-zone:inside
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out 10.4.0.0 240.0.0.0 lan-zone:inside
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interface gigabitethernet0/0
no shutdown
description outside switch 1
interface gigabitethernet0/1
no shutdown
description outside switch 2

interface gigabitethernet0/2
no shutdown
description inside switch

zone outside

interface gigabitethernet0/0.101
vlan 101
nameif outsidel
security-level 0
ip address 209.165.200.225 255.255.255.224
zone-member outside
no shutdown

interface gigabitethernet0/0.102
vlan 102
nameif outside2
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security-level O

ip address 209.165.201.1 255.255.255.224
zone-member outside

no shutdown

interface gigabitethernet0/1.201
vlan 201
nameif outside3
security-level O
ip address 198.51.100.1 255.255.255.0
zone-member outside
no shutdown

interface gigabitethernet0/1.202
vlan 202
nameif outside4
security-level O
ip address 203.0.113.1 255.255.255.0
zone-member outside
no shutdown

interface gigabitethernet0/2.301
vlan 301
nameif inside
security-level 100
ip address 192.168.9.1 255.255.255.0
no shutdown

interface gigabitethernet0/2.302
vlan 302
nameif dmz
security-level 50
ip address 10.3.5.1 255.255.255.0
no shutdown

# Static NAT for DMZ web server on any destination interface
object network WEBSERVER

host 10.3.5.9 255.255.255.255

nat (dmz,any) static 209.165.202.129 dns

# Dynamic PAT for inside network on any destination interface
object network INSIDE

subnet 192.168.9.0 255.255.255.0

nat (inside,any) dynamic 209.165.202.130

# Global access rule for DMZ web server
access-list WEB-SERVER extended permit tcp any host WEBSERVER eqg 80
access—-group WEB-SERVER global

# 4 equal cost default routes for outside interfaces

route outsidel 0 0 209.165.200.230

route outside2 0 0 209.165.201.10

route outside3 0 0 198.51.100.99

route outside4 0 0 203.0.113.87

# Static routes for NAT addresses - see redistribute static command
route dmz 209.165.202.129 255.255.255.255 10.3.5.99

route inside 209.165.202.130 255.255.255.255 192.168.9.99

# The global service policy
class-map inspection default
match default-inspection-traffic
policy-map type inspect dns preset dns_map
parameters
message-length maximum client auto

. bSO vH =2
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message-length maximum 512
dns-guard
protocol-enforcement
nat-rewrite
policy-map global policy
class inspection default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225 default h323 map
inspect h323 ras _default h323 map
inspect ip-options _default ip options map
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp default esmtp map
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
service-policy global policy global
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zone, zone-member, show
running-config zone, clear configure
zone, showzone, show asp table zone,
show nameif zone, show conn long,
show local-host zone, show route zone,
show asp table routing, clear conn
zone, clear local-host zone D4 21~
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