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ATV T2 VNIA L HZ—T oA ZADHEE (10 2—)

RATv T3 (A7 ar) VXLANUDP R— FOEHE (123—2) AL TENICT L2 LR TEE
7,

VIEP EETTA V3 — T 24 ADHKTE

ASA Z &, FTEFX2VT 4 a0 THRARITLIZI DO VIEP KETGA v X —T =21 A%
BRECTEFET, VIEPIL, *v hU—Z{RE{k= RARA 2 b (NVE) & LCEEZINET,
VXLAN VTEP 23S CTH AR — F ZTW5 NVE TY,

1R BRI

YATF ArTFEALE-RTHE, ZOHEDF AT 23T H A NETAN—=ATETLTL
FEW, FELIEWa T XA RNEEFT 52T, changeto contextname 2~ > K& AL %
o

FIE

ATFYT1 (FTZUARTLU R E—FR) EETAN LV F—T oA ANNVEEHATHLZ L ERELE
KR

interface id

nve-only

1 -

ciscoasa(config) # interface gigabitethernet 1/1
ciscoasa(config-if)# nve-only

TORTEICFYV, A HF—T oA ADIPT NLARHRETAZENTEET, ZDav KN
. ZORTEICEISTR I T4 IDRIDA L EZ—T 24 ADVXLANB L OHHEOEH K5
T AT DOHRIHIRENDNL—T v K E—RRTEA 73 TY,

ARTYT2 BETXA VI —T oA AL L IPVAT RLAEZRELET,
B -
(L—=F v &= F)
ciscoasa(config)# interface gigabitethernet 1/1

ciscoasa(config-if)# nameif outside
ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
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1 -
(FF7 AT LYk E—K)

ciscoasa(config)# interface gigabitethernet 1/1
config-if)# nve-only
config-if) # nameif outside

config-if)# ip address 10.1.1.1 255.255.255.0

ciscoasa
ciscoasa

ciscoasa

NVE A v AZ LV AEELET,

nve 1

IDI TNVE A v AX U A% 1 DFEFRETE T,

(G¥)  encapsulationvxlan 7~ > RIINVEA U AX L ADT 74/ MLV BINESNET,
HURBIZIBINT 2 LEITH D £8 A,

AT w72 TRELICEETA vV H—T =4 AL ERELET,

source-interface interface-name

1 -

ciscoasa(cfg-nve)# source-interface outside

GE) HFETA L Z—T A ADMTIUMDN 1554 31 FRIEOEE . ASA X HEIIZ MTU %
1554 /XA MZHEC L E97,

(=N F arTFARNE—K (U INVE—RTIIA TV ay) FEICET VIEPOIP T R
VAERELET,

peer ip ip_address
£l

ciscoasa(cfg-nve)# peer ip 10.1.1.2

ET7IPT RLAZRE LGS, VT XY AN =T T 40 ANV FEHATEEEA,
2T XYy A NI, AT aATHA N T— RTEVFR— RSN TWiRWzd, FEREREN
Me—DA 7 a2 TT, VIEPIZIZ 1 DO T DOLEIBETE E7,

(FTvar, Yo ZNE—NOHR) BEMT HNIZTXTOVNIA X =T = AT 7+
NEDO=ALTFFXY AN TA—TEEELET,

default-mcast-group mcast ip

1 -

ciscoasa(cfg-nve)# default-mcast-group 236.0.0.100
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VNIA v HZ =T 2 AT LISV F Xy AN TN —T2RELTWARWESIT, 207 1—
TRERENET, FOVNIA L E—T oA XA LUV TINA—FE2RELTWDIHESIE, #
DI N—TNZDORELY BELINLET,

VNI A8 —2J x4 ADNEKE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

VNIA VX —T =2 AZBIMLTENE VIEPIEETA v ¥ — 7 = A AZBE#AT T, KA
VHE—T 2 f ANRT A=K ERTELET,

FIE

VNIA v Z—T = A AZVERL L ET,

interface vni vni_num

1 :

ciscoasa(config)# interface vni 1

1 ~ 10000 D&EPHCTID ZRELET, ZDIDIINEA v ¥ —7 = A ZAHI+ T,

VXLAN 27 A N ID #HEL £,
segment-id id

1 -

ciscoasa(config-if)# segment-id 1000

1 ~1677215 DHFPTID ZHRTELFT, B AL FIDIZVXLAN Z X JIEHINET,

(FZ AT Ly b FE— FOBEITNE) ZDOA 0 F—T = A2[EMNT L7 ) v 7
N—TERELET,

bridge-group number

1 -

ciscoasa(config-if)# bridge-group 1

BVIA VA =T 2 A AEHEL TCRAEDA Y H—T 2 A A% ZDT Y v ¥ 7 —7 2B
HITiE, OOT N o TN—=T A F =T 2 A ADREEZZRLTITZIV,

DA H—T A A% VIEP IXEI0A v ¥ — 7 = A AZBEEAT T 5,

vtep-nve 1

{25 =T = A ZADLRIEIE L ET,
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nameif vni_interface name

51

ciscoasa(config-if)# nameif vx1anl000

name |3 K 48 L FDT F A FLFHITY, RLFL/PLFEKM ST A, ARTEZEET
HIiE, ZOawr FTHLWEEZBADNLET, TOAHTZSZRT LTI Toa~ s R
Bra D7z, no JEAUTA LT ZE 0,

W=7y FE—F) IPv47 FL AL IPV6 7 FLAD—J 2 i3m 2% 4 TE T,
ip address {ip_address [mask] [standby ip_address] | dhcp [setroute] | pppoe [setroute]}
ipv6 address {autoconfig | ipv6-address/prefix-length [ standby ipv6-address]}

1 -

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0 standby 10.1.1.2
ciscoasa (config-if)# ipv6 address 2001:0DB8::BA98:0:3210/48

X2V T4 LUV ERELET,
security-level /evel

&1

ciscoasa(config-if)# security-level 50

number (21X, 0 (B FHL) ~ 100 (Fg bfr) oFEHEE2EELET,

(7N E—FR) SAFXXY AN TAV—T T FLAZRELET,
mcast-group multicast_ip

&1

ciscoasa(config-if)# mcast-group 236.0.0.100

VNIA > —T =2 ZAZXH LTI ATH ¥ AN T NA—T2FEL2WEEIX, VTEP #E i1
VHE—T A AREDT 7 AN N I N—TRMERSET (ERARERES) . VIEPEEIT
AV HE =T oA AZK L TCTFETVIEP BT IP 2R E LA, VNIA V¥ —7 = A AR L
TNV FHXFY AN TN —TE2BETHZ LI TEEYA, v AVTFF¥ A MNI, L F 3T
FAPN = RTEHYF—FEINTWVEREA,
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(+ 7 3>) VKLANUDP K— FDEE

F 74 T, VTIEP EE LA v X —T7 = A A|ZUDP AR— k 4789 ~D VXLAN ~5 7 ¢ >
TEZTANET, *v hU—7 TEAEDNDOR— M E2ERT 581, TNE2EETEE
ﬁéo

1R BHHIIZ

YNANTF AT IR T RTE, VAT LFATAN—ATROZ A7 2FATLET, 20T
FAINOTAT LAFLTAR—=RAIZEI Y 2 121X, changetosystem =~ > K& A LET,

FIE

VXLAN UDP R— b 2R E L £,

vxlan port number

51

ciscoasa (config)# vxlan port 5678

VXLAN f 23— A RADE=RA) YT

VIEPA v Z—T 2 ABIONVYNIA LV H—T =2 A AET=ZTHI21F, ROavr FE2R
LTLEENY,

* show nve [id] [summary]

ZDaAvY RiE, NVEA L Z—T o2 ZADNRFGA—H  ATF—F A BLOWEHER L
X VT A B —T x4 A EETA L F—T A RA) DATFT—F A, ZDONVE %
VXLANVTEP & LT 2 VNI, 5 NZZDONVE A ¥ —7 = A AZBEM T B
TWAHET VIEPIP 7 KL A%ZFKRLET, summary 47> a U #EETLHE, o=
< NI, thestatusofthe NVE A X —T7 =2 A ADAT—H A, NVEA UV FZ—T = A AD
HZIZHD VNI OF, Sz VIEP O xR~ L £ 7,

shownvel =< R{ZOWTiL, ROENESRL T 7ZEW,

ciscoasa# show nve 1

ciscoasa(config-if) # show nve

nve 1, source-interface "inside" is up

IP address 15.1.2.1, subnet mask 255.255.255.0
Encapsulation: vxlan

Encapsulated traffic statistics:

6701004 packets input, 3196266002 bytes
6700897 packets output, 3437418084 bytes
1 packets dropped

Number of configured static peer VTEPs: 0
Number of discovered peer VTEPs: 1
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Discovered peer VTEPs:

IP address 15.1.2.3

Number of VNIs attached to nve 1: 2

VNIs attached:

vni 2: segment-id 5002, mcast-group 239.1.2.3
vni 1: segment-id 5001, mcast-group 239.1.2.3

show nve 1 summary =~ > FIZOWTIE, ROMHESRL T EE0,

ciscoasa# show nve 1 summary

nve 1, source-interface "inside" is up
Encapsulation: vxlan

Number of configured static peer VTEPs: 0
Number of discovered peer VTEPs: 1
Default multicast group: 239.1.2.3

Number of VNIs attached to nve 1: 2

show interface vni id [summary]

ZDa<wy RiE, VNIA VX —T oA ADIRT A=K RATFT—F A BIOWFHERSE.
TV VINTNDEA L H—T x4 A (BESNTWDIEE) ORAT—HX A, 7ebONIHE
HAHT O TWHINVEAS X —T oA A% KR LET, summary 47> 3 VERET D
ELVNIA U H =T 2 ZADIRT A—HDBNFRREINET,

show interface vni 1 =~ > RIZ oW Tk, RO FIEZBHML T ZEW,

ciscoasa# show interface vni 1

Interface vnil "vni-inside", is up, line protocol is up
VTEP-NVE 1

Segment-id 5001

Tag-switching: disabled

MTU: 1500

MAC: aaaa.bbbb.1234

IP address 192.168.0.1, subnet mask 255.255.255.0
Multicast group 239.1.3.3

Traffic Statistics for "vni-inside":

235 packets input, 23606 bytes

524 packets output, 32364 bytes

14 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 2 bytes/sec
minute drop rate, 0 pkts/sec

minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec

(G2 RN G IO I i

show interface vni 1 summary =< > R{ZOWCix, ROETEZRL T I,

ciscoasa# show interface vni 1 summary

Interface vnil "vni-inside", is up, line protocol is up
VITEP-NVE 1

Segment-id 5001

Tag-switching: disabled

MTU: 1500

MAC: aaaa.bbbb.1234

IP address 192.168.0.1, subnet mask 255.255.255.0
Multicast group not configured
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* show vni vlan-mapping

ZDa<wy X, VNI®Z A FID &, VLANA VX —T = A AFETIIWEA 24 —7 =
A ADO~ U T EFRLET, ZOavy NI, L—FT v RE— RTIL, VXLAN &
VLAN OO~ v B JIZRRT HEEREIZED D ENTE LD, NT AT L
VKNI AT T — E— RCOLENTT,

show vni vlan-mapping =~ > FIZOW T, ROHIEZSRL T EE 0,

ciscoasa# show vni vlan-mapping

vnil: segment-id: 6000, interface: 'g0110', vlan 10, interface: 'g011l1l', wvlan 11
vni2: segment id: 5000, interface: 'g01100', vlan 1, interface: 'glll', vlan 3,
interface: 'gll2', vlan 4

* show arp vtep-mapping

ZoawryRiE, VE—bFEBITAN RALITHBIPT RLA L UE— K VTEPIP 7
RUVAHD VNIA VHZ—T =2 A4 AWK ¥ v a2 SNT-MACT FLAZFRRLET,

show arp vtep-mapping =~ > FIZOW T, ROMHITESRL T ES0,

ciscoasa# show arp vtep-mapping
vni-outside 192.168.1.4 0012.0100.0003 577 15.1.2.3
vni-inside 192.168.0.4 0014.0100.0003 577 15.1.2.3

» show mac-address-table vtep-mapping

ZOa<wr KX, VE—FVIEPIP 7 RLADBRREESNIZVNIA VHA—T =2, A DL
AV 20E%T—7 1 MACT RL A F—7)) #FRLET,

show mac-address-table vtep-mapping =2~ > RZOW T, RO N ESR LT EE 0,

ciscoasa# show mac-address-table vtep-mapping

interface mac address type Age (min) bridge-group
VTEP

vni-outside 00££.9200.0000 dynamic 5 1

10.9.1.3

vni-inside 0041.9£00.0000 dynamic 5 1 10.9.1.3

VXLAN 1 >3 —T = 4 XD}l

KD VXLAN OFFEHlZ B L T ZE W,
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S UART LY

F522X7LY R VKAN S — ko1 0 [}

b VXLAN 7— k7 = A D4l

VIS

10.10.10.0/24
ASA Go/1.100 .

Transparent
e, iNSidevm100

_vnil vxlan6000 10.10.10.1/24
v 2w| 8000
_______ fl'__".‘:*’l---- 10.20.20.1/24
v vant0000 | SR
60O i cidevm200 -m S
i 20.20.
b GO
insideps Yz

FCs

_10%30 0/24

* GigabitEthernet 0/0 DAMERA > % —7 = A AlL, VIEPEETEA v ¥ —T7 = A AL LA
S, LAY 3Ry hU—ZICERiSNET,

N

ZOBFIDOWDFRHAESHRL T EI0,

» GigabitEthernet 0/1.100 @ insidevm100 VLAN ¥ 7 A % —7 = A A%, VM3 BFHET D
10.10.10.0/24 %~ FU— 7 IZHHm ENET, VM3 7S VML L lET 584 (FREnEHE
Ao TITE S, 10.10.10.024 D IP 7 R L A% EFD) . ASA I VXLAN % 7 6000 &0 L
F7,

+ GigabitEthernet 0/1.200 @ insidevm200 VLAN # 7' A > % —7 = A A%, VM2 BFET D
10.20.20.024 %~ NV — 7 IZ#¥ SN ET, VM2 2 VM4 LiBIET 584 (FERENER
Ao WHTE D, 10.20.20.024 DIP 7 KL AZFFD) | ASA 1% VXLAN # 7 8000 Zf# i L
ESc I

+ GigabitEthernet 0/2 @ insidepc A > % — 7 = A A%, $H D PC BFIET 5 10.30.30.0/24 %
FUY—Z IR ESNET, ERNHDOPCH, ARy hT—2 (33T 10.30.30.024 O 1P
7 RLAZFD) IZETHYE—FVIEPDED VMs/PCs (FrENEHA) LillET 5
BA. ASA X VXLAN # 7 10000 Zf5H L £,

ASA DRTE

firewall transparent
vxlan port 8427

interface gigabitethernet0/0

nve-only

nameif outside

ip address 192.168.1.30 255.255.255.0
no shutdown

nve 1

encapsulation vxlan
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source-interface outside
|
interface vnil
segment-id 6000
nameif vxlan6000
security-level O
bridge-group 1
vtep-nve 1
mcast-group 235.0.0.100
|
interface vni2
segment-id 8000
nameif vx1an8000
security-level O
bridge-group 2
vtep-nve 1
mcast-group 236.0.0.100
|
interface vni3
segment-id 10000
nameif vx1anl0000
security-level O
bridge-group 3
vtep-nve 1
mcast-group 236.0.0.100
|
interface gigabitethernet0/1.100
nameif insidevml00
security-level 100
bridge-group 1
|
interface gigabitethernet0/1.200
nameif insidevm200
security-level 100
bridge-group 2
|
interface gigabitethernet0/2
nameif insidepc
security-level 100
bridge-group 3
|
interface bvi 1
ip address 10.10.10.1 255.255.255.0
|
interface bvi 2
ip address 10.20.20.1 255.255.255.0
|
interface bvi 3
ip address 10.30.30.1 255.255.255.0

FE
e VNI A ' Z 7 =—A vnil & vni2 DG, 7 EAALREIZNE VLAN Z 7 DN HIBR S E
7,

e VNI A > H#—7 = A Avyni2 & vni3 i, ¥/LFF ¥ A FTH 7 EIALENTZ ARP 26 LT
RIL<ATXr A RIPT FLRAEEFLET, ZoH-FGITHFTINET,

¢ ASAIE, EROBVIE T vV N —THREICHKESWTCVXLAN b T 7 ¢ v 7 ZIEVXLAN
THR—FENTNWAAL L EZ—T A RT Y v LET, HEERT-LLAY2%y B
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VXLAN L—TF 1 > Dl .

T —27 0%t 7 A~ (10.10.10.0/24, 10.20.20.0/24, 10.30.30.0/24) O¥GH. ASA X7
Uy LTHREELET,

« BHD VNI F 1213 OBEE DA X —7 =4 A (VLAN 73 HIIYELA v ¥ —T =
AR) TV Y IN—TICRETEET, VXLANEZ A D225 VLANID (48
AU H—T 2 A A) OEREFIIIBEAMTIL, 56 MACT RLAIZK > CikEsh, &
HLHEMNDA B —T A ANGESEICE SN E T,

* VIEP EGJiA v F—T = A AL, A VX —7 = A ZAFE T nve-only |IZ L > TRIND b
FUVART LY NI 7 AT A= VE—RDLAY3IA X —T A ATY, VIEPE(F
A A —T A AE, BVIAf v A —T =2 A AEFITEEAN L X —T =24 ATEHY £H
WIS, IPT RLARHY, V=T 47 T—TNEHEHLET,

VXLAN JL—TF 1 > 5 D4l

192.168.1.10/24 192.168.1.20/24

Virtual Server 1

VM2

Virtual Server 2

interface vni2, nameif vxlanB000 | interface vnil, nameif vxlan000
10.20.20.1/241 | +10.10.10.1/24
L Gon

192.168.1.30/24 i o1 cide

ZOHFIOWRDFHAZSI L T EI W,

*« VM1 (10.10.10.10) (ZRABY— N 1IZHA &, VM2 (10.20.20.20) THEAEHS— 3212
RARNINET,

cVMI DT 74/ N =72 1XTASATH Y, (RS =1 LRILOR Y RiZHY FH
D, VML IFZENEZR#H L EEA, VMK, EOT 74V N 5=y =ADIP T N
A7310.10.10.1 THHZ EZFER#ELET, RIS, VM2IZT 74V K F— R o= A
DIP 7 KL A031020.20.1 THAHZ LT EFRFHLET,

ALY — N T B L2 D VIEP ViR — RN =R PL, BT Ry hERITLA
Y3ty hU—2 (Fre L, ZOEE. ASA LB —_OT7 v 7Y o 7IZR I D2y
NT—27 7 RUVARHD) BRHEHTASA EBETEET,

e VML D87y ML, FEDNA 7= A PO VTEPIZ L » Th 7k &, VXLAN kv
FY T EFRHLTCEDOT 74V N F— b7 oA IZEEENET,
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VML /Ny hEVM2IZIEET D E. N7y NIZFOBENOT 74V N F—Fo oA
10.10.101 Z/r L CEEENE 4, (RET—,311310.10.10.1 28 22— H /U720 2 & Z385%
LTWADT, VIEPIZ VXLANRRH T/ v b &0 7k L., ASA ® VTEP IZ4{E L
iﬁ—o

«ASA T, Ty NMIA TR ESNE T, VXLAN £ 27 A M ID X, W 72k
BRERICEG SN ET, RIC, ASA L, VXLAN B2 A > K IDIZEESWT, VNI A & —
ZxA A (vnil) IZKHETHDNE7 L—L2F{HEALET, TORKIZ, ASAITL— KLy
IT v T EFEITL, BIOVNIA X —T =4 A (vni2) A THE A7 v hEEELE
9, vni2 ZRRETE5T_XTOH 17 > MiE, VXLAN © 2 A > bk 8000 TH 7k &
AU, VTEP #&H THICEHE SN E T,

BT, BT ENTZ Ny RIMEAES— X2 D VTEP IZ L » CRZIES ., B 7L
PR S, VM2 ICEEE S E T,

ASA DEETE

interface gigabitethernet0/0
nameif outside
ip address 192.168.1.30 255.255.255.0
no shutdown
|
nve 1
encapsulation vxlan
source-interface outside
default-mcast-group 235.0.0.100
|
interface vnil
segment-id 6000
nameif vxlan6000
security-level 0
vtep-nve 1
ip address 10.20.20.1 255.255.255.0
|
interface vni2
segment-id 8000
nameif vx1an8000
security-level 0
vtep-nve 1
ip address 10.10.10.1 255.255.255.0
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VXLAN 1 >3 —2J = 4 ADFERE

RI1:VXLAN A 8 —T 4 RDRERE

v £ v 45—z 4 20RE [

iy

HaE

)1)—2R

HEEEHR

VXLAN O H# 7R — K

9.4(1)

VXLAN O AR— k2B aSivE L=
(VXLAN h > %L = RFRA > b
(VTEP) OHR— h&&Te) . ASA

FlhidtX=2V T arTFANTE

\Z 120D VTEP £ A v & —7 = A

AHEFRTEET,

WDz~ RANEANSILE L7Z, debug
vxlan, default-mcast-group.
encapsulation vxlan, inspect vxlan,
interface vni, mcast-group, nve,
nve-only,. peer ip. segment-id, show
arp vtep-mapping. show interface vni,
show mac-address-table vtep-mapping.
show nve, show vni vlan-mapping,
source-interface, vtep-nve, vxlan port
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