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BN T v ARBL T DITE, RO NIC ZHEE LU E 7,
¢ PCI /R A ZJL—TD i40e : Y — X— O NIC 2 VM [ZBEfHT. DMA (A4 L2 kX
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KO, ASAv & KVM DX hU—7 hReYoflzR_rLET, ZO=THALTWALE
NEIZ, 20 R POFNIIESNTWET, ASAvIZ. NERy hU—27 E8xwy hU—2
OEDO7 7 AT Ur—nE L TEELET, £/2, IHEOEI Ry NU—7 BREESNET,
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« Cisco.com 7>5 ASAv qcow2 7 7 A /L& X 7> 0 — K L, Linux &8 A ML ET,

http://www.cisco.com/go/asa-software
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c IOV T ILOEAFTIE, = —% —2% Ubuntu 18.04 LTS ZfiH L T\ 5B Z & ZRiE &
LTCWE 9, Ubuntu 18.04 LTS "8 A s D EEICR DRy r—V% A VA F—V LET,

* gemu-kvm
* libvirt bin
* bridge-utils
* Virt-Manager
* virtinst
* virsh tools
* genisoimage
CNT F = UV RFRA D EZOREOREEZITET, A NEHHES LI LT KVM

TD ASAY DANV—Ty bR KL TE ET, —RAYRAE A FFEOPEIZ OV TR,
INFV Delivers Packet Processing Performance with Intel] #Z&M L T 7230,

« Ubuntu 18.04 O{EF 2 H&EGIZIE. RO O EENET,

» macvtap : FPERED Linux 7' U » ¥, Linux 7' U » YO 0 12 macvtap ZfEH T £
9, 7272 L. Linux 7'V v PO 0 |2 macvtap ZHFEHT 25H1E, FFEOREET
IMENRH Y ET,

« Transparent Huge Pages : A& U ~X— U0 A& S £ 9, Ubuntu 18.04 TiX, 7
7 x IV B TH U S TOVET,

Hyperthread disabled : 2 20 vCPU% 1 DD 7L a TITHI L £,

« txqueuelength : 7 7 4 /L k @ txqueuelength & 4000 /X7~ MIMEE, Rev 7 L—
2D L £

« pinning : gemu 3 X O vhost 7’1 B A ZKFEDCPU =17 [TV 45kt L £, FrEDSR
EF TR, EVERIC L > TR T =~ U AR ELE T,

*RHEL X—ADT 4 A FJ Ea— 3 O bic oV Tl  [Red Hat Enterprise Linux 7
Virtualization Tuning and Optimization Guide] #Z ML T Xy,

cASA VT MU =T B IASAV N A /8= PO BT DU TIE, Cisco ASA D AN
[KFE] #ZR LTS ZEW,

FOHDO 74X L—S32 7714ILD%E(E

ASAv ZEEITHENIC, HLOHHDay 74 Xab—vay 77 A VEHFETEET, 20
7 7 A, ASAv OREIFFCEMA SN D ASAV DREEZELT XA N7 A LT, Z0OWY)
WFEEIL,  ldayO-config) EWVWHTHA N 77 AL L THREDIEET 4 L7 R VIS
. EHIT day0.iso 7 7 A N~ EAFLEET, Z D day0.iso 7 7 A LRI DEEIRFIZ~ T
Y hENTEHEARONET, HEOAHAa Ly 7 X2l —ar 77 A MiE, el b, &
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BALHE—T oA RAET VT 4 T Da~vr Re, AR —33EH SSH — _N— %/ ET
Ha<vy REGDAIVLENRD Y TR, T RXTDOASAREEEDDHZLEHLTEET,

day0.iso 7 7 A /L (/1 A H L day0.iso £72137 7 4 /L b day0.iso) 1%, #IOLEHICHEHTE
HVENRDHY FT,

« B ARFIZ HEIRYIZ ASAV 12T A & A %A 53 %121%, Cisco Smart Software Manager
b A v — R L7 Smart Licensing Identity (ID) k—2 % [lidtoken] & 97 F A
Ty AL, O BT s ALV ERIUCT 4 L7 VIR LET,

c AR VGA 22V — )L TlE < . AN ANAFDOD Y FILR— D ASAVIZT 7 & A
L. RETHHEIL, FOAAER 7 7 A Moy Y — i U T ILOREZ BN L THE
T— RV T AR— b EFEHTOILERH D 7,

¢ FTUANRT LY = R TASAV 2 AT L5513, bT AT L hE— R THET
SNDHBEHD ASARERL 7 7 A V&, B0 BT 7 A VE L THATALERHD £
T, ZHE =T Y R 77 AT U= ADFEORHAa 7 X2l —ar T AL
WIS LERA,

)

GE) Z OB T Linux 2MF S TWE T2, Windows DB AICHLERO2—T 4 VT 423 H 0 F
9,

day0-config] £ W9 T FARNT 7 A NVICASAY O CLIREEZFRLALET, 3204 F—T A 2D
TE & ZDOMOVERTRE 2B L £,

RHIOITIZ ASA D= 3 T 2 0ERH Y 3, day0-config 1X, HZN72 ASA K TH 5 LERH
W £7, dayO-config Z Ak 3 % i 72 5ikIL, BEFD ASA £/ ASAV L F T2y 7 4 Fab—va v
OBFEE 7 2 B —7 5 {5 TY, day0-config NOITDIEFFITEE T, BEFFE® show running-config =2~ >
RHADIEF L —FH L TWALERH Y £9,

51

ASA Version 9.4.1

|

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.2 255.255.255.0
no shutdown

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level 0

ip address 198.51.100.2 255.255.255.0
no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management

KVM % F L 1= ASAv DE A .



KVM %R L 7= ASAv DA |

B 527y o7 noms

ATy T2

ATvT3

ATy T4

ATy TH

crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

(FEE) ASAv OYIHE AR HEINIC T A £ A &Gt 28413, day0-config 7 7 A /WIZIR DIEFHA
BENRNTVNDZLaMERLTIESNN,

A =T 2 A ADIP T FLA

+ ({£E) SSmart Licensing TFEH 3% HTTP 7'u ¥

«HTTP 7 m % (5E L72¥A) £7213 tools.cisco.com ~DHEREZ AT 5 route 2+ > K
* tools.cisco.com % IP 7 K L R |Zfi#ik9" 5 DNS P — N —

s B3RT D ASAv T A B RAEFEET B 72D @ Smart Licensing D% E

+ (fEE) CSSM T?D ASAv DR ERZIZT DD —BEDHRA M,

(ff=&) Cisco Smart Software Manager (& X > TH1T 4172 Smart License ID h—72 > 7 7 A L&x a2 B a—
ZIiZH =KL, Zurua—FR77ALipbID b—27 2=t —L, ID h—2 OAh%zaTe ldtoken)
EVITHRART 7 A NVEERLET,

THRAN T 7 AINEISO 7 7 A MZEW L TIRIECD-ROM 24K L £,
1 -

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

ZOID b—7 12X 5T, Smart Licensing —/3—IZ ASAv 28 HEIYIZ B GRS E T,

2Ty I ME S EMOIRL, AT S ASAV L2, WUIRIPT RLAEZELT 74V NORERKR T 7 A
NEVERLET,

RETY XML 774 ILDEEE

ASAV 7 A F & KVM AR A M L, 7 A NEMAESERE T EERy NU—27 2R ET D
EWRBH Y £,

)

GE) ZOFIATIE., KVM B A R BRI SN ET A,
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ATvT3
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wEIyvoxm 77 Lok ]

KVM 7= 2 k k| ﬁu7)//XML774w%EWLi¢ HBOHDaY 7 4 F¥al—gy
77 ANVDOHE (4 =) IZREIN TV DA FU—2 AR POFEITIE, 3OO0
KABT YV v 77 AL (vitbrl.xml, virbr2.xml, V1rbr3.xm1) NVLETT (INH5D3 207 7
ANZEERATLZVERNH Y £9, 72& 2, vitbr0 (I T TITFEL TV A TE 8
) o BT T7ANTIE, BIET Y v VOBRTEBICHERERNEENTVET, HETY vV
XL TAHTE —EDMACT RLAZIEET H20E N HY 3, IPT FLADIEEIFMEET

R

3ODFEA Yy NU—2 TV P XML 7 7 A NVEERLET, ROBITIL, virbrlxml, virbr2.xml, X
N virbr3.xml T9,

&1

<network>

<name>virbrl</name>

<bridge name='virbrl' stp='on' delay='0' />

<mac address='52:54:00:05:6e:00' />

<ip address='192.168.1.10"' netmask='255.255.255.0"' />
</network>

1 :

<network>

<name>virbr2</name>

<bridge name='virbr2' stp='on' delay='0' />

<mac address='52:54:00:05:6e:01"' />

<ip address='10.1.1.10' netmask='255.255.255.0" />
</network>

1 -

<network>

<name>virbr3</name>

<bridge name='virbr3' stp='on' delay='0' />

<mac address='52:54:00:05:6e:02"' />

<ip address='198.51.100.10"' netmask='255.255.255.0"' />
</network>

UTFa&EeA7 )7 FE2ERLET (ZOFITIE, A2 U7 MMZvirt_network setup.sh &\ 9 £ i % 1) %
ﬁ—) o

virsh net-create virbrl.xml
virsh net-create virbr2.xml
virsh net-create virbr3.xml

COARAT VT REFEITLC, Ry NT—22RELET, ZORXZ V7 NI, Ry VU —7 2
BRI LET, Xy FU—271Z. KVMAZ FBEELTWAEREY BE L E T,

stack@user-ubuntu:-/KvmAsa$ virt network setup.sh

G¥) Linux 8 2 b & U v— K3 58A1%, virt_network setup.sh 227 U 7 N & HIETTIHLENH Y
F9, A7 VT MIY 7 — MRSV ER A,

FAEFR > P U= PE SN Z L 2B L ET,
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stack@user-ubuntu:-/KvmAsa$ brctl show
bridge name bridge id STP enabled Interfaces
virbr0 8000.0000000000000 yes

virbrl 8000.5254000056eed yes virbl-nic
virbr2 8000.5254000056eee yes virb2-nic
virbr3 8000.5254000056eec yes virb3-nic
stack@user-ubuntu:-/KvmAsa$

AT TS vitbrl 7Y v ICE DY THENTWAIP T RLRAZFERLET, ZHE. XML 7 7 A /L THEY 4T/ 1P
7 RLAT1,

stack@user-ubuntu:-/KvmAsa$ ip address show virbrl

S: virbrl: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
link/ether 52:54:00:05:6e:00 brd ff:ff:ff:ff:ff:ff

inet 192.168.1.10/24 brd 192.168.1.255 scope global virbrl

valid 1ft forever preferred 1ft forever

ASAv O iZ &l

virt-install X—Z DB AR 7 Y 7 N EfEH LT ASAY 2 EEITE £9,

AT w1 Tvirt install asav.sh] &9 virt-install 227 U 7" s 2Bk L £,
ASAV ¥ ¥ VDAL, ZOKVM AR N EOMOE VM T—ETHHLULERSH Y 7,

ASAV TIER K 10 DXy N =7 B R—FENET, ZOFITIEI 2ORy U= BMEHIATHE
To Xy FNU—2 TV vy PONDIEFIZEETY, VA NORIIOANLEIC ASAY ODEHA 2 —T = A
A (Management 0/0) . 2 % H DfJiX ASAv @ GigabitEthernet 0/0, 3 #& H D4JiX ASAv @ GigabitEthernet 0/1
IZi%4 L. GigabitEthernet 0/8 F£ CRIERIZHEE £, AR NIC IX Virtio T2 T LT e v £H A,

&1

virt-install \

--connect=gemu:///system \

--network network=default,model=virtio \

--network network=default,model=virtio \

--network network=default,model=virtio \

--name=asav \

--cpu host \

--arch=x86 64 \

--machine=pc-1.0 \

--vcpus=1 \

--ram=2048 \

--os-type=linux \

--virt-type=kvm \

-—import \

--disk path=/home/kvmperf/Images/desmo.qgcow2, format=gqcow2,device=disk,bus=virtio,cache=none \
--disk path=/home/kvmperf/asav day0.iso, format=iso,device=cdrom \
--console pty,target type=virtio \

--serial tcp,host=127.0.0.1:4554,mode=bind,protocol=telnet

AT w72 virt install A7 U7 hEFEITLET,
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Ry b TSTA08—TJ14R FAECIZVY .

1 :

stack@user-ubuntu:-/KvmAsa$ . /virt_install_asav. sh

Starting install...
Creating domain...

T4 RUBRE, VMO Y —LBREREINET, VMPBEEBITTHALZ L2 RTEEST, VMOBIE
BT A FE TSP 0 T, VMBEEILEZS, =Y —/LEENS CLI a~> REFE(TTEET,

Ry FTSHAVA—T AR TAE 3= Y

ASAv Z1EIE L CHEE T2 <, A VX —T = AZHITBEMB L OHIBRTEET,
ASAV ¥ NZHT LA U H—T = AEBINT D55, ASAV (X2 DA > X —T = A A%i@
DAL HE =Tz AL LTHRHL T Y a =0V TEALERDY £, FEEIC, &y
NTZ 7 Taeya =TI o TEFEOA V¥ —7 = A AEHIBRT 2856, ASAVIZZE DA
VHE—=T A AEHIBRL T, BHEMTONTETRTOY Y —RAEMRTH2LER’HY F7,

FEFIREFINEIER

AVBR—DIARADIYEVYT EBEMIT

Ry NTT T A B =T 2 A RAEBINTH5G6, DA X —T oA AF L, BIEORK
BA L HE—T A AFZFIT 1 ZMAT-HIZ720 97,

ARy NI TTA =T oA ZAEHIRT D E, TNUWDBREDOBFZDA A —T 2 ATH
HDEEERE, A VA —T 2 AFFIIXF Yy v T BRELET,

A VE =T 2 A AFFIX Yy v T RDHDHE, RITKRY NI 7 Taeva=rr73IndA
VHE—T 2 AIFDOXy v T EMDLE S EHEAHLET,

Jx—I)LA—in—

AR NTTI A F =T 2 A AET =A== 7 L LTS B8R, Vv
IZ. ASAv D7 = — )L —/X—X7 L LTEESATWAR D=y hTFrb Yy =
VI HMERDY ET,

cFEITNANR—ANAYFDOT I T 4 TASAVIZHR Y NI T 7 A B —T A4 ZA%BILT
MO NAN=NAFDRAZ L NAASAVIZR Yy N T F 7 A4 B —T = A%BML
£

T I T 4T ASAV IZHIIZIZIBIM L2 7 = — VA== A U H—T = f AERELF
T OBREIFAY A EEICRS SN ET,

e 542 A=y DT 2 — N F—N—EENLET,
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KVM Z (&M L7 ASAv DA |
B coro—v1s—gzqz0kyrI55

s 7o — VA==V T EHIRT DA, BRUNCT 7T 4 772 ASAV T7 = — LA —/3—

RIEZHIBRL 9,
cNAN=NRAYTDT 7T 4 TIRASAVINS T = — )V —R— (L H—T = A& YK
Li—a_o
RIS, NAIR=RA P DRE A ASAVIN LR T HA v Z—T = A 2 %3 ITHI
[S//% L/i‘a—o

HIPREIE & HIKBIE
Ry NTTT A H—=T A AT BEY g = X Virtio RAE NIC IZ[RE S E T,
Y R—FENDA U F—T = ADFEKREIT10 TT, 10 2B IBDOA v —T =4 A
ZEMLEY ETDE, 27— Ry —URRRINET,
e A —TxA A J—F (media ethernet/port/id/10) ZBH< Z LIXTE XA,

Ry NTFTT A EZ—T A A TREY g =7 Tt ACPI BWILEE T, virt-install A 7
) Nl e -—noacpi 7/ 7 7‘%‘?@&)7L£b‘¢6< 72 &0,

2YRT—D AVE—T A RADKRY FTFJ
KVMNA IN—=NRNA DA o H—T = A A% BIMB LOHIBRT 512X, visha~v> R4 0%
FEHLET,

ATYT1 visha~vr R I4 0Dy va v EREET,
il -

[root@asav-kvmterm ~]# wvirsh
Welcome to virsh, the virtualization interactive terminal.
Type: ‘help’ for help with commands
‘quit’ to quit

ATV T2 A F—T A A%&BIMT 5HI21E, attach-interface =~ > &M L £,
attach-interface{ --domain domain --type type --sour ce source --model model --mac mac --live}
—-domain IZ1%, FHEEEL, 4TI, £735EA2 UUID #ETEE9, ~type /N7 A—H %, WEHI2x v b
T — 27 FRA A %&RT network, £721ET A A~DT U v P ERT bridge D E L LN ERETE T,
—-source /N7 A —HX L, BEHIDOHX A T HRLET, --model /XT A —HZ L, IRIENIC DX A T HERLET,
—mac/NT A—HZI, Xy hT—T AL Z—T 2 ADODMACT RLAZELFET, -live/NT A —HF L,
A2 RRETLTND RAAL NI BEL 52522~ LET,

GE) EHARE R A 7 a v OFEICHOWTIL, vish DA RF 2 A 2B LT EE,

1

virsh # attach-interface --domain asav-network --type bridge --source br hpi --model virtio --mac
52:55:04:4b:59:2f --live
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KvMm o AsAv /87 A —< o258 ]

GE) ASAV CA v H—Tx2Af A a7 4 Fal—varyET—FREfHLT, V774 v7D%%ZE
A B =T =2 ZeRE L TAHAMMELLET, FEMIZOVWTIE, [Cisco ASA &Y —AX CLI =2~/
T4 Xalb—Tar AR (k7R EHE) ] @ [BasicInterface Configuration) DFEZZHL
TLEE N,

RT9T3 A8 —7 x4 AEHIRT HIC1%, detach-interface =~ F&EHEH L £9,
detach-interface{ --domain domain --type type --mac mac --live}

(GE) FERREZR A 7Y g VOFEMIZIOWTIEL, VirshDAR RF 2 A FE2BHRL T EE N,
5 -

virsh # detach-interface --domain asav-network --type bridge --mac 52:55:04:4b:59:2f --live

KVM T ASAv D/N T #+—< R EFE

KVWMEBRTD/NT+—< 2 ADRALE

KVM A A FOREEZEEL T HZ LICE > T, KYMEBEND ASAV D/ 7 4 —~ Az | &
HFHIENTEET, ZNUHLOREIFX, FA RN —— O ORE & ILMER T, =
DA 7 = X, Red Hat Enterprise Linux 7.0 KVM T T& £ 9,

CPU B =V T E2HMTHE, KIMERTONR T +—~<v A& R ETEXET,

CPUEL =T DEE

ASAv TliE, KVM EREETD ASAV D7 3 —< L A% A LEE572DIZKVMCPU T 7 4 =
TAFTvarEFERTLIMNERLY ET, IYuky T 7 =74 (CPUE=V7) ITX
D, 7k AFEEAL Yy FEPRAEREE (CPU) SCHRIAV CPU DA v R &g v B
FRISAIREIZZ2 D | AEE D CPU TidZe <, fEESN/Z CPU TOAT BB AL ZITA L v KR35
ITSND L1720 £,

EUBHR SN TWARNA VAF UV ATEVERINNTND A Y AX L AD Y — A3 F
SINBNVWEDCT D0, CPUE =T EFERHLARWA AKX A LTIBIDAR A M CPU
VoV VAT A A RAERMTHE AR MENEZRELET,

)

FE NUMA "R UREERWA LV AZ U ALFEIUERA MINUMA MR P EFFOA VAKX R
FREBELAVWTLIEE N,

TOF T arEFEHATARASIT. KYMAARNTCPU Br =0 75k LE9,
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KVM %R L 7= ASAv DA |
B vwvaossrsqy

ATFY 1 KVM AR RRET, Vo= 7 TE 2 vCPU O EZFRE7-DI12, FA MO FARu PR LE
j—o

1 -

virsh nodeinfo

ATy T2 HHAEEZ vCPU O A TR L £,
1 -

virsh capabilities
ATy T3 vCPUETutyy ar7oky N ry=7 LET,
il -

virsh vcpupin <vm-name> <vcpu-number> <host-core-number>

virsh vepupin =< > R, ASAv E® vCPU Z & IZFEITTHMENH Y £9, WOHL, vCPU 7 4 fH D
ASAVHERRZFEF L, AR MZ8ED a7 PMHER SN TV DA ICHEEIC/ D KVM 22w REZR LTV E
—é‘o

virsh vcpupin asav
virsh vcpupin asav
virsh vcpupin asav
virsh vcpupin asav

+ & ]\0):7§%6j\ ON7@&@§%‘T%Z}‘$U\E’I&:/‘JO ﬁ—?ﬁﬂﬂl“)b‘f&i\ KVM @O I\‘J”\’lf T —va
VEBBLTLIIEE N,

GE) CPU Vo = 7 kT 285813, mA N —/"—D CPU bR PEEEICHHN LTS
W BEOa T TR SN — S—2FH L TWAIRAIET, BED Y 7y MTE-R% CPU
L= T EFRELRNTL SN,
KVM K TONRT 4 —~< 2 ADM EIZiE, HEHDOV AT A Y Y —ANKBEIZRD &0 BT
HbHD FEF,

w N~ O
g w N

NUMADHA RS54 >

Non-uniform Memory Access (NUMA) 1%, AT 7 at v Hh A7 2070t v i+ 25 A
A ATV EY 2= VOREIZOWTRBTLIEAT) T —=FT 7 F ¥ TT, Trty ¥
AED/—F (VE—FAFY) WIFELRWATVIZT 7 EZXTH5A1E, n—hLAE
V2T 78 AT 256 K0 bIREOHE T, NUMA 82 L7 — ¥ 2 kT 20 E R &
nDET,

X86 W — =T —FT 7 F x|k, HEEOY Ty FBLXOY 7y NNOEEO a7 TR SN T
WET, £CPU Y7y hEZFDAEIBLIOTO A, NUMA / — RERFENET, AEU N
5Ny MERIICEHEAI DL, YA NT ) r—v g B X OMEEMT 5 CW B E
s (NIC 72 &) MRELC . — FRICFEETLZHERH Y T3,

7 ASAy /X7 4 —< U AEFEHTHITIT

. KVM % F L 1= ASAv DE A



| KvM %GR L1 ASAv DB A

nuMA DA K51 [

s ASAV = UiE, 1DODNUMA /— R ETETTAMLERHY 9, 15D ASAV 732 D
DIy FTEITENDLIICTEASNTWAES, N7 3 —< AT KRBIZKTFLE
7

87 ASAv (¥ 2:8 27 ASAVNUMA 7 —F 7 7 F v D] (13 2—) ) TiL, FA
FCPUDE Y /7y b3, FNENSMELU LD a7 ZE2 TWAMLERH Y £, —r—
ETETENTVAMD VM IZOWTHBETAILERH D £77,

*NIC IZ. ASAv =3 v &[E U NUMA J — R EICHALERH Y £,

WOKIE, 22O CPU V47 >y b3H Y . £ CPUIC 18D a7 RNEFH I N TWH Y — _—% R
LTWET, 8§ 27 ASAv TlX. R A F CPU D%V 47 ML 8 HD = 7 BB T,

X 2:807 ASAYNUMA 7 —XT 49 F % Dl

— Numa 0 numa 1 =

8 core ASAv A
CPU Socket0 CPU Socket 1

NIC

NUMA O &3E1k

PRABAICIZ, ASAv v 03, NIC A EI{EL TW5 / — REE U NUMA / — R ETEITTS
VERH Y F9, FIETKRDO LB TT,

1. [listopo) ZEHEHA L CNICHAA 2> TNDE /—RZHBIL, /—ROXEFRLET,
NIC Z /2T, EO/ — KRR EINTHDLI0E AT LET,

2. KVMARART, virsh list ZfH L TASAv ZfH LET,

3. virsh edit <vM Number> ZfEH LT VM ZfmRE L 7,

4, FRL/Z/ — FIZASAV #/E LT, ROBITIE, 1827/ —RFEMEL TWET,
J— R0 ~DBLE :
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KVM Z (&M L7 ASAv DA |
B receive Side Scaling (RSS) FRD#EH®D RX ¥ 21—

<vcpu placement='static' cpuset='0-17'>16</vcpu>
<numatune>

<memory mode='strict' nodeset='0'/>
</numatune>

J— K1 ~DOfE :

<vcpu placement='static' cpuset='18-35'>16</vcpu>
<numatune>

<memory mode='strict' nodeset='1l'/>
</numatune>

5 xml OEEERIFEL, ASAV v OERZHFHEALET,

6. VM 75’55’3@/_ }‘Tgﬂ%ﬁiéﬂwcb‘é\: &%Eﬁ%ﬁﬁ“é&:&i\ ps aux | grep <name of your
asav > ZFEITL T, YukAID ZBELET,

7. sudo numastat -c <ASAvV VM Process ID> %—fgﬂ%ﬁt L. ASAVVC/Vﬁ§5@f@J&CQEIE§éMVCD‘
LR LET,

KVM T® NUMA O I 2 31>V TiE, RedHat O R = A >k [9.3. libvirt
NUMA Tuning] ZZH L T 7230,

Receive Side Scaling (RSS) FAMEE® RX & 1 —

ASAVIE, BE DT a vy aTIilxy NI—IZENT 7 4 v 7 20T 572Dy hT—
JTETRCE>THERAESNDT 7 /vy —"To D Receive Side Scaling (RSS) % ¥ 7AR— kL
TWET, RRKAL—Ty NEEBLTLI2IE, % vCPU (=7) 1A O NICRX F = —72V
EENTWALERH D £9, A7 RA VPN JEBITIE., 1DOONE/ANEST DA 2 —
T2 A ABERATHHENHDZ LIEELTLEEN,

| o

BEE HEEORX Fa—%MHT5121%. ASAv /S— 3 2 9.13(1) LIRS LB TT, KVM D4,
libvirt O /3— 3 3 1.06 LI TH I LE RN H Y £,

WNER/NE AT DA v B —T 2 ZA%Fi08 a7 VM DA, X3:8 27 ASAVRSSRX ¥ = —
(15 2—) ITRT LI, AL E—T oA ATIFT4 OO RX F2—2b 0 F4,
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| KvM %GR L 1= ASAV DA

Receive Side Scaling (RSS) AOEHDRX 21— [

3:837 ASAvRSSRX 21—

ASAv _
8vCPUs = 8 phyical cores on host

( \
Lkl

Inmld;)]J 0utsnde RX

WDFRIZ, KVM D ASAV D WIC B L OV R —FENTWARX Fa—0HERLET,
A= hEN TN D IWNIC OB OWTIE, HERESNDH WNIC 2 ~—2) Z2ZL TS
v,

SPISU| DINA
vNIC Outside

& 1: KM THE S 5 NIC/NIC

NICA—F |wNIC K354 | FS4/379 /8 BXFa2—0D |1\ T+x—T R
AN o— #

x710 i40¢e PCI 73 A A )L— 8 (FK) x710 @ PCI 73 A ZL—E LN
. SR-IOV E— Rid, 7R3
“0evf ISRAOV s T A= AERMLET, @
WL AR TTIX. #H5o VM
FICTNIC ZLFTE 5729
SR-IOV e X E 9,

x520 ixgbe PCI /S A A )L — 6 x520 NIC (%, x710 £V & 10 ~
. 30% /N7 F—< 2 ANPEL 2D
ixgbe-vf SR-IOV 2 E4. X520 D PCL /S A A JL—33
K OVSR-IOV £— RiE, [EHED
NI p—~ o Auff LU E4,
W, AR T, Eko VM
MTNIC ZfFTELH720
SR-IOV R HELES L E T,
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B vnosaEt

NICAH—F |vNIC K54 | RS4/379 /8 RXFa—0D |N\T+x—T R
AN o— #]

R%47e L |virtio HE(FRY L, 8 (k) ASAVI00 [ZITHELE S EH A,

OO ERIC OV TIE, KVM
TO Virtio D~ /LT = — PR —
rOBFRE (16 =) &%
LT EE,

KVM T® Virtio D7 ILFF 1 —HKR— FOAE

wOBIX, libvirt xml ZFRET 5 7=DIZ. Virtio NICRX F = — D% 4 ITRET D HEERL
TWET,

<interface type='bridge'>

<mac address='52:54:00:43:6e:3f"'/>
<source bridge='clients'/>

<model type='virtio'/>

<driver name='vhost' queues='4'/>

<address type='pci' domain='0x0000' bus='0x00' slot='0x04' function='0x0"'/>
</interface>

| &

EE O RX Fa—%FRE— b 253, libvirt 8= 3 U3 1.0.6 LIETH D LERH Y £
@—O

VPN O & E1E

ASAv T VPN X7 3 —< VAt T 2720 0BINOZEEEEREIT. ROLEBY TT,
« [PSec D A/L—"7F> MEIDILS L9 bEL 2D F9°,

* GCM 51213, CBC DRI 2{EDAN—T"> b D3H Y 4,

SRIOVA > 23—TJ A4 ADTREY 3=V

SR-IOV Z 31X, B DO VM THRA MNED 1 BED PCle v NI —27 T X 7% w3ty
THZENTEET, SRIOV IR DR EZ EZ L TWET,

o WPRKERE (PF) : PF . SR-IOV B¥REZ & dr 7 )L PCle SRETY, ZH HiL, &AA K ¥ —
N—FEDBEDALT 47 NIC &£ LTEREINFET,

o AEBERE (VF) @ VFId, 7 — X Rk % ET & PCle #HE T3, VFIZ, PF D
Eh. PEZANLTCERENET,
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| KvM %{EF L 1= ASAv DEA
SRIOV A v 2 —T x4 2DFOEC 3= it 254 |

VEIZ, (R ENTANL—FT 4 7 VAT L 7 L—LT—27HND ASAv ¥ 2 2K 10
Gbps D#EEfE Rt CEx E3, ZDkEr v a »rTid, KVMBEE T VF 3% E T 5 HIEIZ2N T
FALEJ, ASAv _ED SR-IOV B3R — MW TIE, ASAv & SR-IOV A VX —T = A ADT
nEYa = ESRLTIEIN,

SRIOVA VB3 —T 1A RADTOECa =Y ICBET 2EH

SR-IOV Z #7R— M 588 NIC 3% 5554, SR-1IOV xt)is VF £ 721348 NIC (VNIC) %
ASAV A VAL VAT X v FTEET, SRIIOV X, BIOS 721 T4 <, "— K7 =7 L THE
TLTWAARL—FT 4 T VAT LA VAR AETNINA =R FTOYR— F b b
T, KVMBREETEITHD ASAV HHO SRIOV A V' H—T = Af ATty a=7ICH
T5— 72 TA RTA DY A NELLTFIRLET,

o« IR Ak P — 3= 21T SR-IOV XIS FE NIC S MEE T4, SR-IOV A v ¥ —7 = A AT
HHARTA L EHIRFEEZZBL T LI,

¢« IR A kP ——D BIOS TIRIBMEN AN 72> TWAMLENH Y £9, FFHIC OV T,
RUF =D~ T VEBRLTLEEN,

o R A N H—,3—@ BIOS TIOMMU 7 &2 —/NL 7R — K23 SRIOV 2k L CHERNC /8- T
WAMERHD T, OV TE, "= Rz T R A —Dv=a T V2SR L TL
72 &0,

KVM7RRX ~ BIOS &£7RR + 0S DEE

ZOkr7varTiE, KWWMY AT ALEDSRIOV A U F—T 2 ADT 0 Y g =2 7
THESESEREYy Ny FIREFREFIRE R LET, Z0OEZ v a NORKE#RIL, Intel
Ethernet Server Adapter X520 - DA2 % {#i ] L 7= Cisco UCS C */ J — X #—,3— [ Ubuntu 14.04
ZEHL T, FED T RERENOT NA APBIERENTZHDOTT,

IR&H HEIIC
SRIIOVHH R Y NU—V A F—T A A H—FK (NIC) DBV fHTFoNTWAZ &%
o D= i
oIntel fRAYLT 7 /¥ — (VT-x) HEREL VI-dBEEEDRN AN R > TNAZ L 2B L%
‘ﬂ—o

N

GE) AT LA A—H—IZXoTUL, ZIDOIEEHEENT 7 4L R T
N> TWDEENRH Y £4, A7 LT LI BIOS REIC
TIRALTCERT D HENRR LD, XX —D~v=aT )L
TR AEMRTHI EaBEIDLET,

N —TFT 4T VAT LEADA A N—LH|Z, Linux KVWME 22—/, A4 T75 7,
a—YPY— BIOa2—T 4V T A DT RXRTNRA A=A ENTNDHZ LEHERLE
9, ASAv & KVM DORi#EEE B 2—) 2R LTI,
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B Mtz FBIOS LR FOSOZE

ATv T
ATy T2

ATvT3

ATvT4

ATy Th

ATvT6

WA L E—T oA ADPEERIETH D Z L AR L E T, ifconfig<ethname> Zffi ] L T
R LET,

"toot" L —P— T H UL R ERRT—REFEH L TCRAT A A LET,
Intel VT-d NI TWDH Z L 2R LE T,
B -

kvmuser@kvm-host:/$ dmesg | grep -e DMAR -e IOMMU
[ 0.000000] ACPI: DMAR 0x000000006F9A4C68 000140 (vO0l Cisco0 CiscoUCS 00000001 INTL 20091013)
[ 0.000000] DMAR: IOMMU enabled

REDITIER, VI-d WA > TNDHZ & amRm L THET,

letc/default/grub 3% € 7 7 A /LN GRUB_CMDLINE _LINUX = | U |Z inte_iommu=on /37 A — % Z {1
THZ LWL T, A—%VHNDO Intel VI-d 2T 7T 4 712 LET,

11 -

# vi /etc/default/grub

GRUB_CMDLINE LINUX="nofb splash=quiet console=tty0 ... intel_ iommu=on"

GE) AMD 7'ut v EFEH L TWA5EIE, D VIZ, and iommu=on % 7 — k /XT A — X (ZfY
mUET,
iommu DEFZ BN T B0 — =% ) T— K LET,
1 :
> shutdown -r now
WO EMH L T sysfs f > & —7 = A AR T sriov_nunvfs /3T A — 2 |2t ez EE AT Z &1
J:")T\ VF %:{’EB‘ZLE?LO

#echo n > /sys/class/net/device name/device/sriov_numvfs

P —N—DEFRZ ANVE T 72N E D VE BERR S VD K D129 5121, letcrcd/ 7 4« V27 R U ICES
BENhTWahrclocal 7 7 A /WiZ it~ 2 REMILET, Linux0SiL, 7— k et x0Hi#% Crelocal
A7 VT N EFITLET,

el zFE R=FHV 15D VF 2Bl T 57 —AZUTFIORLET, Bty b7 v 7 TidA
S =T A ANRRRDAREMENRDH D £3,

11

echo 'l' > /sys/class/net/eth4/device/sriov_numvfs
echo 'l' > /sys/class/net/eth5/device/sriov_numvfs
echo 'l' > /sys/class/net/eth6/device/sriov_numvfs
echo 'l' > /sys/class/net/eth7/device/sriov_numvfs
PN ) T h LET

B -

> shutdown -r now

. KVM % F L 1= ASAv DE A



| KvM %GR L 1= ASAV DA

asav ~o pel 7734 20E Y 4T [

ATw 7T Ispa A LT, VEIMERSNI-Z L 2R L £,

il -
> 1lspci | grep -i "Virtual Function”
kvmuser@kvm-racetrack:~$ lspci | grep -i "Virtual Function"
0a:10.0 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01
0a:10.1 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01

(

(
0a:10.2 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01
0a:10.3 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (

GE) ifconfig m~ > FEEH LT, BrLnA v F—T7 A A&FRLET,

ASAV ~D PCl 7/31 ADEIY HT

VF Z1E L7256, PCl 7 /34 AZBINT 25O EFRERIC, VF %2 ASAV [ZIBIICTX 7, IROH
TlX, 777 4 J1/v virt-manager Y —/VZEH LT, A —% x> K VF 22 hr—7% ASAv
BN 2 B OW TR L 9,

AT 71 ASAv BT, [Add Hardware] RZ > %27 U w7 L, HLWT A RE R~ SGBEMLET,
B 4:/1\— Ko 7 DBMm

wbuntulé Virtual Machine

Ble viusl Machine Wiew Send Sey
= cne -

R ..o

Performande
G Processor Harma: [ubunturs
LeAD: e M S o ol
B Mermory PR 5
fl' Book Oplsons. Ous ;
B vivo bisk 1
=) IOE CORSM 1
B rac 570104
Moute Hypandsor Detalls
Input Hyparviser: lvm
En—— Architesture: x85_84
> Emulator: jusritsnfiosm-spice
Sound: ichs i
G Serial )
B Pcico0086:10.2 Cperating System
HostRarme: uRknown
| TR
Product name: unknown
Vidwo Cirmus
B controler use v Applications
I Coraroler pei ¥ Machine Setlings
B Controler DE i
[ s Add Hardware l N cance | of Acely I

AT w72 JE~A > ® [Hardware] U A k C [PCI Host Device] #7 U v 7 L£7,

KVM % {&F L 7= ASAv DE A
|



KVM Z {5/ L7 ASAv DA |

B ssav~o o 754 2oy BT

VF Z &1 PCLT /NA ZAD Y A RPN HFRAL NIFERENFET,
X 5:{REHED Y X +

Add New Virtual Hardware

B storage PCI Device
&_ Metwork
input Mease indicate what physical device
te connect to the virtual machine.
Graphics
eaund Hast Device: 5
-
=8 Serid 06:00:0 Interface ethd (VIC Ethernet NIC)
=i Paralal O7:00:0 interface athl (VI Ethermet NIC) [
el Charaw Q8000 VIC FCoE HEA J
U158 Host Durace 09:00:0 VIC FEOE HEA
0A:00:0 Interface sthd (BZ599ES 10-Gigaba SFYSFP+ Network Connection)
Video 0A:00:1 Interface sthS (BZS99ES 10-Gigabd SFYSFP+ Network Conmection)
! watchdog 0A:10:0 Interface ethe (82599 Ethernet Controber Virtual Function)
Rilesyszemn @A 10:1 Interface ethld (82599 Ethemet Controller Wintual Function)
Srmarteard

@A 10:2 Interface ethll (82595 Ethemet Controller Wirtual Function)

&
@ use Rediection

QA:10:3 interface eth15 (82599 Ethemet Controller Wirtual Function)
i 104 interface eth12 (82599 Ethemet Controller Wirtual Function)
QM 108 Interface eth16 (82599 Ethemat Controller WVirtual Function)
Q81006 Interface sth13 (B24999 Ethemat Controller Wirtual Function)

08107 Interface eth1¥ (B2589 Ethemat Controller Witual Function)

OC:00:0 MegaRalD SAS5.3 3108 [Immader)

10:0020 MGA G200 [Filot] ServerEngines [SEPL)
q |
¥ cancel | ] Einish |

AT w73 HHARERBEEREO WA IR L C, [Finish) 227V v 7 L¥7,

PCILTNAARN—R =7 JRRNMIBRENET, T35 ZADELE DS Ethernet Controller Virtual Function
W5 TWNWDZ EIZHERELTLIEEN,

. KVM Z{Ef L - ASAv DE A
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crumzsLA—+ [

6:EME ni- B i&eEE

ubuRtuls Virtual Machine (on kvm:racetrack

Ele witual Machine Yiew Send Key

5]6 ne-| &

ﬂ Ermriew T Physical PO Device
Parformance Denice: 0Az10:3 82599 Ethemet Controller Virtual Function

L Processer
|ES Moy
(T Boot Options
£} vinio pisk 1
) IDE COROM 1
|Bhy rac 87:41:9d

Mo

Ingrk
Duslay WVHE
Sound: ighi

Serial 1

2
M roocoossn:
B Fooooose102

Vides Corug
B controller UsE
! Ceontroller poi
! Controller IDE =

s Add Mardware —Elnml & cance |

RDBERY

cASAv <= R I A4 um b, showinterfaceai~ > RFEEA LT, SILSERELI-A & —
T oA AR LET,

CASAVTCA VA —T A A AL T4 Fal—arET—F2lHALT, FF 74 v 7Dk
ZEAVE—T 2 AERELTHMELE T, FEIZONTIL, [Cisco ASA > U —X
CLIZ> 7 4 Falb—rar AR (—#N7eElE) ] o [Basclnterface Configuration)
DEEZZBL TSN,

CPUEREL LKR— K

CPUMER LR — M, & SRR Sz CPUDEISE D ERNFRENET,
\WE., I TIEE— 7 BELUAMTITIEE CPU BREDR 30 ~ 40% TEIMEL ., v— 7 ERTH 60 ~
70% ORETEHEL E7,
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KVM %R L 7= ASAv DA |
B Asavinal o vepu A=

| o

EE 9.13(1) LTI, A= SN TWDTXTOD ASA Virtual vCPU/ A € U LT X TD ASA
Virtual 74 B A& TE S L 91070 ASA Virtual ZfEH L TW A BEMIZ, & FE8F
BRVM Y V—AT7 v Y U R TEITTEET,

ASA Virtual 0 vCPU {3 Fi %

ASA Virtual @ vCPU fEHZRICIL, T —Z /"A, #lHAA > b, BLOIMNB T v A CHEH &
LTW5B vCPU OERFRINE T,

vSphere T &35 vCPU O =1, ASA Virtual DfERIZINZ T, ROLONEEN
ij‘o

« ASA Virtual 7 A R/VR#H
« ASA Virtual ¥ 3 A E 7z %SYS A—/N—~ v N

« vSwitch, VNICFE X UpNIC DI Z B8 T 5 /37 v ROF— =~y K, ZOF—/3—~y
NIZEFICREL RDGERH Y 7,

CPU = =D

CPU fE HEROMEHEF#R A &R 5121, showcpuusage =~ > REfEH L ET,
Ll

Ciscoasa#tshow cpu usage
CPU 00005000 1%01 000 2%05 000 1%
s 47z vCPU O F = RIEIC 72 2B 2 IR L E T,
« ASA Virtual L'7/R— b : 40%
«DP : 35%
HE T EE R 5%
« ASA (ASA Virtual LAR— 1) : 40%
cASA T A FILR—=U 27 1 10%
o A== K1 45%

Fr—rR—~y R, A 8= PRERED FEFT, I L O vSwitch Z{# [l L 7= NIC & vNIC Df#]
DTy MR ST ET,
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| KvM %GR L1 ASAv DB A
kmcpu RELA—+ [

KVM CPU fE A L R—

Bl

virsh cpu-stats domain --total start count

awy REFETTLHE, BEINTZF A MU~ O CPUKGRHERA R REINET, T 77
)V R TiE, T _XTOCPUDHKEHEAFHPERREINET, ——total A7 v a VERETDHE. A
HMEFFDOARFTRENFE T, ——count 7 3 L ZFETH & count {HD CPU DOHEEH D AFER
ENET,

OProfile, top 72 E DY — /L EBFEITTDH L NA /= AF L VMO 50 CPUEH A ETe,

FEED KVM VM OA 3t CPU RN R RSN E T, [FAEKIZ, Xen VMM IZ[EA @ XenMon 7¢
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