ARG S47
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fFHETEDAEHEO T —L (2 3—)

s T T TAANDT T T I EADHKE (5 3—)

o R— MEEOFRE (12 3—)

« T AN T I EADHE (18 <—)

* SharePoint 7 7 EADT=HD 7 v v 7 OIEfEMOfER (22 _X—)

» Virtual Desktop Infrastructure (VDI) (22 ~X—7Y)

« SSL #FH LENERF—_"~DT 7 A (25 2—)

cITGAT U NP —=NNT T ~DT TN T 7 EAOERE (31 X—)

ZURLDESH#Z

7 )L b TliE, ASA T T NT?D Web V Y —A (HTTPS. CIFS, RDP, ¥ /A4 72 &) 1T
KTHTXRTCOR—HN T T4 v 75 LET, 7747 FLASSLVPN L, ASA 72
FIZEMRO®H L HDIZHEURLEZ Y 74 M LET, =—HiE, ZRLE Web 1 MBS
TWAZ EaHERTHIEDIC, ZTOURLEFEHTEEYA, 747 Web T A R HD
fERRIC 2 —F NI L EINLDEHESITE, 7 I7A TV PLAT 7 BRAIZEELTNWDHRY v—
(IN—TF R — BAFIv 7 TIEARY —, £7201IFDMJ7) 12 Web ACL %%
DU TCTHR—HFNPOEDORNT T4y 7 7a—4%GlHLEST, ZHH6ORY —d URL = b
VEaF 7YV EZT, T 7 EATEENCONT2—YFRRELLARANEIICTHZ &%
BEIOLET,

B 1:1—YHAF LT URL DB

aloln :
creco. SSL VPN Service
@ RO Address | htipsi— T www.cisca.com

(:l,‘l Weh Annlicatinns
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R2:2Fa)T4 7TSATVRICKH>TESERA OGN, T5I9YF D1V FIICRFTESN{=FR L URL

: nujd-re?'"’A https:/{sic cisco,com/+CSCO+00756767633A2F 2FEAEABAZE7 076667 0622EFOEZTA++] v| ﬂ Go Links
3
||| ||| Werldwide [change] LegIn | Account | Reglsterﬁm
alfian ]
cisco [Search Go
&
5 Products & s Training & Partner =]
Solutions Sefrices Ordering Support i

Events Central

R—AIILR—STOURLTIV R DA ITIADY Y EZ
I—YRT T R— 2O AW LT- L ZICAR—Z )L R—IU R & £,

4O H RIS

74T MV ASSLVPN 77 B AR ML T 5T RCO—F DI N—T KR o —E&E
L., ZOIN—T KU —IZ%LTHEITFZF747 > FLASSLVPN & A X —7 /W LET,

FIE

ATFYT1 IN—T RV —DI T4 T ML ASSLVPN a7 4 X2 Lb— g0 — NIV
7,
webvpn

ATy T2 =—% 3 HTTP/HTTPS URL & A F14 D HERE A #I50 L £,

url-entry

ATFv T3 (EE) URLTY MU A 7YV LT,
url-entry disable

EFETEHIIAED T—IL

ASA X trustpool IZZHE T & Z5EAEL 7 L —7{b L £ 9, trustpool 1L, FEDOEEI D CA FEH
F2RKT BT AIRA U FORERIR 7 — AR T T ENTETET, ASAIZIE, Web 7 T ¥
FIMFDL > TNDEHDLREDO—HDT 7 4L FEAENREZENTHET, T b OFEHFH
I%. crypto caimport default =~ > REZFITLC, HEHENT 77 4 7L THETHREL £8
oo

HTTPS 7' &2 b 2V &EH LT Web 77 UHREHATY £— F =T 28546, —NF
HE ZFAT 5 7= OICREER (CA) BNEL LT VX VGEEHELZ ML £+, Web 75 U W
WZIE, =GR EO M MREET A - DI &N A O CA FRERES EFN TV E
—§—O
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)

trustpool AEFED BE) A »R— FDERTE .

7747 b LA SSLVPN #H TVUE— b SSL 3ty — SIZ#ki T 25 61E, Z0 Y E—h
= "PEETE L0, BLOWET R E— M — N L TV DN EMERT L2 ENEE
T, ASA9.01ZIE, 7/ 7 AT kLA SSLVPN O TX 5585/ (CA) FEHIEDY A K
(2K % SSL — NGEHEORGED 72D D AR — RSB E I TWET,

[Configuration] > [Remote Access VPN] > [Certificate Management] > [Trusted Certificate Pool]
T, https ¥ b ~D SSL el 2%t L CREIEMGEZ ANCT D Z &N TEEY, £/, 7
TELEAES =V HNOGEHELEHTE 7,

G¥)

ASA trustpool I & Cisco 10S trustpool IZFEHEL L TWET N, Fl—DHLOTIEH Y FH A,

trustpool GEFRE D BEIA > R— FDERTE

trustpool 7R'!) > —

A<v—hk A4 ATIL, SmartCallHome 1 > 7T A NI 7 F ¥ IMEA SN ET, ASAIT Ny
2 "7 v > RC Smart Call Home [E4 L AR — M &2 ET 5 & 12, Call Home ¥ —/NGEB % %
ITLI-CADFENEZET T A MARA > M2 BEIMICIER L E9, ASAIL, H— NiElEO
FHATHEENE R SN TG A IGEAZEORGEEZ VAR — 5518720 E L, I AX~—DGE
%%%E@%E%%ﬁ#é%%ﬁ%@iﬁﬁ/CA#~A®QE%%E%£ﬁﬁEéMt%Q
(2. Smart Call Home 237 7 7 ¢ 7 7R A HMERF T & 5 K 51, EMA7R trustpool /X2 K/LdD
EHAHILCTEET, ZOEREIIYALT 20T R X MNERTIEYAR— ML ERA,

trustpool DFEAAE N RL & HEIRIIZA VAR — T 5121F, ASARNY RLDX 7 oa— R
AR —=MERT 2 URL ZH8ET 2 MENHV T, KOa~vy REANTLHE, 774
JU k@ Cisco URL &7 7 /L kDR (22 Bifl]) AL T, HH —EOMFETA R —
WEFSNET,

ciscoasa (config-ca-trustpool)# auto-import-url Default

Flo, koa~vr REHEHLT, #AXLAURLICEDHEA VR — oA X—TMZTEE
R

ciscoasa(config-ca-trustpool) # auto-import url http://www.thawte.com

F 7 = BEE T OMOIE D LRI R A U o r— RERETE S LH1I2T 5
i, ROa< REASILT, HAZAERICE A A v AR— oA X —T7 T LET,

ciscoasa(config-ca-trustpool)# auto-import time 23:23:23

B AH N URL & AKX AEROM FIZL D HEA VR — FEFRET DL, kOavr R
ERAT2LER™H D F5,

ciscoasa (config-ca-trustpool)# auto-import time 23:23:23 url http://www.thawte.com

DAT—ZADFEKR
trustpool 7N U > —DBHED AT —FZ A% RKRT DI, WOa~vy REHALES,

show crypto ca trustpool policy

Zoawy REIRO L S RIEREZIRL T,

ERWGEI 54T RLRASSLVWPND IV T4 Fal—2 3> .
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0 trustpool certificates installed
Trustpool auto renewal statistics:
State: Not in progress

Last import result: Not attempted N/A
Current Jitter: 0

Trustpool auto import statistics:
Last import result: N/A
Next schedule import at 22:00:00 Tues Jul 21 2015

Trustpool Policy

Trustpool revocation checking is disabled.

CRL cache time: 60 seconds

CRL next update field: required and enforced

Auto import of trustpool is enabled

Automatic import URL: http://www.cisco.com/security/pki/trs/ios core.p7b
Download time: 22:00:00

Policy Overrides:
None configured

CA Trustpool D7 ') 7

trustpool N U > —% 7 7 4L MREBIZU £y M 2I21E, koa~v» REEHLET,

clear configure crypto ca trustpool

N7 X RARA » MEHEOBHEIA VAR — MEIT 74/ N TAHTIZRDZDT, kOa< Rl
AL THEEEZT c—7ICLET,

EEETEAIAET—ILORY) O—DFE

&

ATy T2

ATv7T3
ATvT4

FIE

[Revocation Check] : 7" —/VINDREENRKZNL TWENEINET = v 7T 5L HITHEL,
B, ROF = v 7 IR LTIZHE12, CLRETZIZOCSPOWT N EEAT 55, BLO
AEEA N T AN E I D ERIRT D LI ICHELET,

[Certificate Matching Rules] : 2N E 72 IZHIREINL DO F = v 7 DB ERANT DFEE~ » 7 4 %R
LE9, fEE~ > 7%, AnyConnect £721327 747 MV ASSL#EER 7T m 7 7 A4 (B4
[hoxn ZA—71 ) ICiEHELZ ) 7 LET,

[CRL Options] : CRL &+ v ¥ = O FEHAEEE 1 ~ 1440 5y (24 F;fE]) OMETHREL 7,
[Automatic Import] : > A2 TiL, [FHEACAD [T 740 OV R NEEMIIZHER LT
UV E 9, [Enable Automatic Import] #4212 LC, 77 4 /V M EEZRFFT 2 L O ICHE LS
By ASA T 24 R T LI A3 DY A M TREEFEA CA DR A MeF vy 7 LES, U
ARNNELEINDE, ASAITHLWT 74V hOFFHEACAY A MEX T a—RLTA
A—FrLET,
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T34 ~ADIT IO 7O EADETE

T FT T 0E, Web 7T UHFICL > TR ENLMN LIZT 0 /T LT, 777
PO RUNTYZ FAT M —NICHET 2R EOFPOMREZFITLET, ASAT
m\7?47VFVX$LWNﬁ/yayT)%~I7??$’ﬁ¢ymwF¢étw®f
FTA L EAVR—PFTEET, @FE., VAITHHEAMATLIT 774 DT A MEIT-oTE
V., HEMMCERWT T/ ot ET A T8 bHY 4, 2L, BFERSL TR
ANV =T AT ATV R— T DT 774 0DA R — MIHERELEEA,

TITA L wTTva TALAIA VA=A T DL ASA ITIROLIEFETLET,
« (Cisco Bcfi D77 7' 4 L [RE) URL TIHREINLIZjar 7 7 A VDT o3y 7
CASA 7 7 AN VAT AT 7 AN EEXALET,
« ASDM @ URL BHORICH D Ruy 7 Xy U A MIERE AT LET,

LBDODTRTCDOIFTAT MLV ASSLVPN B> g v T I A4 A F—TIVIT L,
A Ama—FFard, R=FL_X—=ID[Address] 7 4 —/V ROMICH D Fr
FET YA RMIONWTOF T a r2BMLET,

wIZ, UBOETHAT LIS 7 A 2 BMLIEEED, R—F )L X=TV DA A=ma—
LT RLAR T 4=V FROEFEREZRLET,

RK1:9FAT U FLRSSLVPN R—E )L R=S~ADTS514 o DEE

T4 R=F I R=D[2EMEND | R—F )L R—=JIZEMEN D
A AZa—FT 3> |[Address] T4 —ILE A T3
b
ica Citrix MetaFrame Services ica://
rdp Terminal Servers rdp://
rdp2* Terminal Servers Vista rdp2://
ssh,telnet X7 b ssh://

Telnet services (v1 38 LK UVv2 % | telnet://
PR — )

vne Virtual Network Computing vnc://
services

RS hRNT T T A

7747 MVASSLVPN £ v ¥ a v Ca—HRNR—Z L =V OBEMIT b A =2 —
FTrvarvEI Vv rThHE R—FNR=DIFIA v H—T 2 A ZA~DT LV R E~LT
RAVNFIRENE T, Fey7X oy V2 MNMIFERENTET B halza—FRER LT
[Address] 7 4 —/V RICURL # A1 95 &, Bt A i CE £ 7,
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B 50 icmsumeen

FSTALNF, SN A F Y (SSO) EYAR— R LET,

o Je— N __‘,~_‘_l_E

T4 VIZ#ESHIREH
T TAA~DIE— N T I RAEREBRTHIZIE, ASATYZ 747 h L ASSLVPN %
AF—TNZTDHDVLENRHD 7,
« T TANIKL TSSO AR — N EBRET DL, T T EBA A N—L, P—
NPV I BFoRkTHEODT v r~—r 2 M) EBMLES, £/, Ty r~—7
BT S EEIZ, SSOYR—FEFHEELET,

s UE— N CHEHTA7-2DICNBER KB DO T 7 & AL, 7 A MEFEET— FIZBE L TWE
KR
« T UL v EMHAT AITIE. ActiveX F 7213 Oracle Java 7 o # A LEghi (JRE) BAMLET

T N—T g VEMEICONWTIE, [ AR— %o VPN 75w b7 +—2A, Cisco ASA
5500 > U — X[ OFHE~ FU 7 AESRLTLEEEN,

T34 0 OERLOFIR
A\

(G¥)  Remote Desktop Protocol 7’7 7' 4 > Clk, vy ar 7un—haxiHLi-a—RK T
T AR—FERTWERFA, Y baticidtyvrar7a—anhbD) XA L7 a0
WEBIFIED -0, BRI KL ET, vy v arTe—hMEHSNTW WS, 7774
CTEMEL £,

s TITTAUNE, YT A Ay (S8SO) BEYAR—bNLET, TITTA N FTAT
VRUASSLVPN v a VERC EXICANLEZ LT UL ERILZ LT Uy
WNEHEHLET, 774 0T~ n@isR— LW, Wl KA AL XA T —
RO EIE727 4 —/)L KX, RADIUS £ 7213 LDAP % — D@4 T SSO %3477
HF T aiibh EHA,

AT =R NINT 2= VE—=NRN=DR LT DL TI774 AL THLESN -y V2
VIR ENE YA, 22— P T 2 — VA — R —RICHESE T AMNERH Y F7,

¢« AT — KT N T 2 — A — =TI AT — F LA 72— LA —_—5F T AH5E5.
T~ —0 NAE~AEB—vary, XAFTIv I TIRARI—REDITAT
U R U ARRIE, 72— A — R — ASA XT TRl S EHA, T =— A — =D
AR, 2O OBEEITEMEL 8 A,
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I554 0tontrayrs 77547 20%lHE [

T525400=800tx21) T4 7T53AT7 2 ADEE

ATy T

ATy T2

1R BHHEIIZ
ASAA LB —T 2 A ATTTAT 2 FLASSLVPN A X —T Mo TWNWDH I L 2R L
F7,

SSLEFFAED —f%k4 (CN) L LTIPT7 RLAZIELRWTLEE N, UE— b 22—,
ASA LiEET57-®IZ FQDN O HZ# 47 L£9, U=E— bk PCix. DNS 721
System32\drivers\etc\hosts 7 7 A VD> b U ZFEH LT, FQDNZfRR T A LERNH Y F

B

FIE

7747 ML ASSLVPN 2’ ASA THNZR>TWAHENE I NERLET,
show running-config

ASA A VB2 —T = A AT SSLEFHER A VA F—)L LT, UET— b 2—VEHEOTEERM R
AA 4 (FQDN) Z4ETL 7,

DRAIZEH>THEAEINETSI9A4DA R =)L

TAATIE, Java R—ADA—F 2 V—Z2 a R —F FEHEALTOET, ZiuT. 7
FA T MLVASSLVPN Yy a v TWeb 77 UV DT T 74 L LTT 7RSS
K= N T, WOLDBHY 7,

1R BHHIIZ

ASADA B —T 2 A ATTT7A4T 2 hLASSLVPN IRA R —T /IR > TN D Z L & fEqd
L9, TDO=HIZiE, show running-config 2~ > K& AN L £,
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R2:>ROPBEHLTWDE TSV

Jakral

Bl

BEALTWETISHT12D
Y—R*

RDP

Windows Vista 35 &2 O Windows
2003R2 CTHA FEhb
Microsoft Terminal Services {27

JEALET,

VEe— kT R7 kv 7 ActiveX
avbha—nEYR—rLE
S

RDP 3 X UYRDP2 O J5 %
R—=rTB50F7 74 0%
AT LE2BEOLE
9, RDP 35 X TYRDP2 D/ —
Vg5 ~DNR—=T g Ty
TN R—FENTNE
T, N—=T 352 UEIEY
A—FEINTWERA,

RDP2

Windows Vista 33 JX TY Windows
2003 R2 THA &b
Microsoft Terminal Services (27

TEALET,

VE—F T AT ;v 7 ActiveX
oy bhar—EYR—KLE
‘g‘o

ZDOHWTFZ T A %, RDP2
P EYFR—rLET, 2O
T EMERTHZ LT
HRLEEA, RV, k&
FLORDP 77 7 A &AL
TL &,

http://properjavardp.sourceforge.net/
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Rk TERAENETS T4 o042 —L ||

Joran EHER BEALTWSTST120
Y—R*
SSH Secure Shell-Telnet 7 2 | http://javassh.org/

Lo, VE—F =% 3V
T—h ot a—F~D
Secure Shell (vl £721%v2) F
721X Telnet Bt & g2 T &
7

X—R—KA L FTI7T 47
3L JavaSSH Tl AR — k
I TWanizw, (Bes
FWEE A H = K 1D EHE A
END) SSH 7T /A Tl
PAR—FEINEHA,

VNC Virtual Network Computing % | http://www.tightvne.com/
ITA L EENT L VE—
h2—FFVE—F TR
kv 7 HA (VNCH—F Tz
T —EREHMEIND) &
Foazlizarta—4%&,
FT=H, F—AFA—F, BLQ
~ 7 AEMH L CERBID
flEcEEd, o= =
YT, THRA DT T 4L
FOEPELT SN TNET,
Flo. 7T U RGELE AARGED
NVT T ANET ST —
FERTnET,

*EH OB EEHIBIZONWTIL, 797/ A v Dv=a T V2B LTI,

INBDTZ 741X, Cisco Adaptive Security Appliance Software Download % h CAF T
\i ﬁqo

GE)  ASA (X, importwebvpnplug-inprotocol =~ K& a7 4 X a b—v a VIRFELER A,
%@{hb DIz, csco-config/97/plugin :7‘:/( L7 Y ODWE%E@JE/”:D““ }‘Lij—o palyi V4
HU ASAE, T4~V ASANDLT T 7 A4 BB LET,

FIE

ATFYT1 ASAD TS v a TRALAAZT T v EA A =N LET,

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .


http://javassh.org/
http://www.tightvnc.com/
http://www.cisco.com/cisco/software/release.html?mdfid=279916880&softwareid=282829226&release=1.1.1&relind=AVAILABLE&rellifecycle=&reltype=all
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. Citrix XenApp Server ~(D7 & & A DR

ATy T2

import webvpn plug-in protocol [ rdp | rdp2 | [ ssh | telnet ] | vhc] URL

GE) SSHAE Telnet HicZDa~y REZNENATILARNWTL ZE0, sshitelnet &2 A
HT 556, WMEOBIZ A=A FTFHALETA, ZHIZ L > T, Secure Shell ¥—
B AL Telnet Y —EADOMFIZT T T A T/ vAERMELET,

&1

RIT, TFTP E7/2E FIP H— DR A M EFIET KL AL URLBT T 7 AV jar 7 7 A )V
NDYE—F RRATHLT T IA L ~DNRRAEANNTHHERLET,

hostname# import webvpn plug-in protocol ssh,telnet

tftp://local_tftp server/plugins/ssh-plugin.jar

Accessing

tftp://local tftp server/plugins/ssh-plugin.jar...!!ttittrrrrrrrirrrrirrrrrrtrririrrirrrnnd

Writing file diskO:/csco_config/97/plugin/ssh...
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

238510 bytes copied in 3.650 secs (79503 bytes/sec)

UEE) 5740952 547> F LA SSL VPN OHR— R~ &4 71280 8 2 THIR:
L. ASADT7 T vva T4 A0nE HHEIRLET,

revert webvpn plug-in protocol protocol

1 -

hostname# revert webvpn plug-in protocol rdp

Citrix XenApp Server ~D 7 4V = A DR

Y= RKRX—=F DT T TN, 7 TA T MLVASSLVPN 77 UW 77w A &#Mk4 50
EoBE LT, ZOETIX, Citrix XenApp Server Client (27 7 A 7 > k LA SSL VPN O 78—
k& BT 5 B OV T L ET,

ASAZ Citrix 7T /A VA VA M=V ENTWBEHE, 7T 47 F L ASSL VPN = —H
%, ASA ~D#i & # [l L T Citrix XenApp ' —E AT 7 B ATE £,

AT — KTV 72— A —_"—TL, Citix 77 /A V&2 LTSN v a U IME
FInEti, 72— LA ——%IZ Citrix =2 — V2 HFRIFTALENH Y £1°,

Citrix 7594 D DEREA VR =)L

186D HHIIC
X2 VT4 TTV =2 a a7 I 74 CHICHERT LBERDH Y 7,

(Citrix) T®Fx=27 F—bv=A] ZHFEHLRVE— RTEMET S XL 512 Citrix Web Interface
V7N =T ERETHLENDYET, ZOREEX LRV E, Citrix 7 74 7 > MZ Citrix
XenApp Server [ZH5#i T & £ A,

B EENEISAF7URLASSLWNOI Y I Fal—vay
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ATy

ATy T2

ATvT3

ATv74

ATy TH

ATvT6

ciix 755 1 voteme 12 b—1 [l

FIE

VAAaDY T Ry XUru— R Web A b5 ica-pluginzip 7 7 A L EX T — R L
i‘j‘o

DT 7 ANMIK, Citrix T TA VEFHT DO AN RS~ A XA LT 7 A /L)
GENTWET,
Citrix ®¥ A b225 CitrixJava 7 A4 7> & X 7o —RKLET,

Citrix Web 1 h D& 7 > 1 — R{El T [Citrix Receiver], [Receiver for Other Platforms] D JIEIZ
IR L., [Find] #27 U v 27 LE7, [Receiver forJava] NA/N—V 7 %7 U v 7 LTT—hA
TEFET L —RLET,
T—=NATNOROT7 7 A NVEMH L, 116 % ica-pluginzip 7 7 A /MWITEM L 7,

* JICA-configN. jar

» JICAEngN jar

CitrixJava 7 5 A4 7> MZEENTWS EULAIZE 5T, Web— R EI27 5472 M &RLE
TEHDDOHERNG 25N TS Z EEHRLET,

ASDM Z {927, £ MEEXEC E— R TCRDO CLI 2~ FEASH LT, T35 14
A LUA M=V LET,

import webvpn plug-in protocol ica URL
URL [%, RA M4 (721X IP 7 KL R) & ica-plugin.zip 7 7 A /L~D /XA TY,

GE¥)  Citrix By ¥ a3 2SSO AR — M &R 2551, 7 v 7 ~—2 OBIMFILHT
T, WOE I, Ty r~—0 THFRFRERMT S URL XT A —X 2 EHT 5
ZEEHELEL T,
ica://10.56.1.114/?DesiredColor=4&DesiredHRes=1024&DesiredVRes=768

SSLVPNZ AT v hLA®yyarZisiL, Vv r~—2%27 1) v 73250, Citrix —
XD URL # AT LET,

VBEIZIS T, [Client for Java Administrator’s Guide] #Z&M L TL 72 &y,

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .


http://www.cisco.com/cgi-bin/Software/Tablebuild/doftp.pl?ftpfile=cisco/crypto/3DES/ciscosecure/asa/customer/ica-plugin.zip&app=Tablebuild&status=showC2A
http://www.citrix.com/English/SS/downloads/details.asp?dID=2755&downloadID=20731&pID=186
http://support.citrix.com/servlet/KbServlet/download/6284-102-12977/ICAJava.pdf
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B cs2v7/ 77517 r2102 b—LERTLE TSI v OET

X AYTF AT TSATRIZA VAR M=ILENTWNBETSHT42D
ECN

FIE

AT TN 7947 FLVASSLVPN D2 —V R MFHTE 2 JavaX—AD I TA T v T 7V r— 3
vE—ERRLET,

1

hostname# show import webvpn plug
ssh
rdp
vnc
ica

AFYvT2 T340 DNy 2 BIOAMNEEGEDET,
1 -

hostname show import webvpn plug detail
post GXN2BIGGOAOkBMibDQsMu2GWZ3Q= Tues, 29 Apr 2008 19:57:03 GMT
rdp fHeyReIOUwDCgALO9HATs PnjdBoo= Tues, 15 Sep 2009 23:23:56 GMT

o - =L =
h— FERIEDEXTE
A— MEREICE Y, =2—WFT 7 FA4 7> FLASSL VPN #5451 L C TCP X—AD T 7
=g T I BATEET, TCPR—ADT F Y r— 3 IR O LI b 0ORH Y £
7,

* Lotus Notes

* Microsoft Outlook

* Microsoft Outlook Express

* Perforce

*» Sametime

* Secure FTP (FTP over SSH)
* SSH

* Telnet

* Windows Terminal Service

* XDDTS
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*— razonmees

FZ DD TCP X—ADT 7Y r— a3 U HEMET D AEEEIEIH D 308, AaTETA b
ZIToCWEHA, UDP #3257 2 ha/LidEifEL £ A,

N— NEEIL, 7747 ML ASSLVPN #5452  LCTCP X—ADT U r—3 a3 &4
R—=hrTHEZDOLH—T 7 /ay—TF, R—FEET 7 /o —%YKR— TR EE
FERICHEE L TV ARSI, A— MEEOMEHZRIRT L2 T £,

A= MREORIFFEL LTHROZ E 2/ LT &0,
s Aw—h hoRATIZRBAEBHATHE, 2—TFIIIRDO KL S RSN H Y £,
e Av—h buxVE, TITA XY RN T p—< AN ELET,

o R— ML L IIERY, A~v—F P RAVTEE, B—HI NV R—Fh~Oua—h)L 77
Vor—arDa—PRRAER LN LICEY, 22— 7 2T = ANEI
fbsnEd,

o W= MEELIIRZRY | Av—F FURATIE, 22— FITERERFEL R OLERH
D EEA

e R— MEXERB LIRS — K R RV TIZERETIRARY, IS4 TlE. 79447
N7V A= a2 )E—h arBa—RICA A M= TARLERHD FH A,

ASA THR— MEEERTETHHEIE. 77V r—yvar M+ 2R—ra2BELET, A
v— N NIV T I RRERETDHAEIL. ET 77 ANVERIZZONRRADAFIZIRE L E
7,

R— MEX DRTIREH

e R—hNiEE (T IV r—var77%8A) BXOTUXNGERAELZYR— T 572012,
YE—h a2 B2 —HIZ Oracle Java 7 > % 1 LB (JRE) 8ul31bll, 7ul4lbll, 6ulsl
blO LIS A V A P — N ENTWVWBZ L afER L ET,

» macOS 10.12 = C Safari ZfE L T\ A7 7 U N—20D2—H I, ASA @ URL &Iz
T 27-027 747 2 FEHEZRET A LE N H Y £7°, Safari O URL IR FTIEIC
KO THEBIERBICAZ vy 2280, b 1EIEAT v 2250 T ITHEELET,
WiZBlZrm LET,

* https://example.com/

* https://example.com

o RN— MREFEIIA~Y— F F RV ZMH 9 % Microsoft Windows 7 SP1 LA D = — (X,
ASA D URL ZZ#E A A b Y — B L ET, FBEERTA Y =27 7 82T
512X, Internet Explorer % #£#E) L. [Tools] > [Internet Options] > [Security] & 7 % &9 2
VR H Y EF, Windows 7 SP1 (LIFED) = —WFIIR#EET— 24 72UV X H & X
~v—h FRAVT I RAEMGHTHZE L TEET, LEL, WBIZHTLHa B a—
Z OIS T2, ZOFEOHERITBEID LEEA,
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R— X ICE Y S HIREIR

o N— MREEIX, AXT 4 v 7 TCPAR— NEMHT 25 TCP 7 7'V r— 3 DI EFR—
FLTWET, XAy 7 K= FELFEHO TCP A — b & fHT 57 7Y r— =
NIV AR—FLTWERA, 72 201E. A— b 22 2 HT 5 SecureFTP i, 7 9147~
kLA SSL VPN O R — Mk Z /i L CEEL £9°28, A— 20 & 21 29 21U FTP
FEMEL EH A,

A— MEEIT, UDP Z2HT 570 halzdR—F L THEEA,

AN— M£IEIT Microsoft Outlook Exchange (MAPD) 7B ¥ A2 H KR — L TWEHA, L
7> L. Microsoft Outlook Exchange Server & ##4 % Z &2 K D | Microsoft Office Outlook
DAV—K PRV P R—FERETDHIENTEET,

AT — N7 7 =—)LA—/N—"TIL, Application Access (F— MEEFE/-IFA~—F |k
YN T IER) EMEHLUCHYL LIzt y v vk SR ER A, 2T = — L
A==\ DL ERH Y 7,

R— MEEIT, #EREmRIEAR (PDA) ~OEGIZVR—F L TWEEA,

AR— MEEEFEHATHICE, Java7 7Ly h XU —RLTe—bLV 75347 b
RETHMENDY £, ZICIE, =00 VAT DT HEHEE OFF A NI
L7280, 2—FRNRTY v VE— K VAT LANLER LGS, T r—va v
I TERWAREMEDRH D 7,

Java7 7Ly M, = R2—H¥DHIMLA VX —7 =2 AZHDHT Ly MIHDD ¢
VRUICERENET, 2OV RUIZE, 2—YREHTX LR —FDY A RO
W, 77T 4 7R —b, BROEZESNEZ N T 70 v 78 (N MHALD) BRERE
nE9,

2—#/VIP T KL A 127.00.1 BMEH SN TEY, ASANLDZ 747 K LA SSLVPN
BRIl Lo CENEHEF TERWGEA, A—MEET 7Ly F TR, B—hbR—FE
EF—F A= IBE—DOHDE L TERINET, TO/MAE, ASATX, 127.0.0.2, 127.0.0.3
Y. m—AN FuXx D OHFLWIP T FLAE/ER LET, hosts 7 7 A LEZEH L
TERLAEN—T Ry 7 BFHATES72D, VE—F A —MIT 7Ly FTr—D/L R—
MeLTHEASNET, #2512, A—F2HEEETITARA M EFRE L T Telnet %
FEALES, ELWVWo—H)LIPT RLAZO0—H)LKRA R 77 AV THEATE 9,

R— hErX D DNS DERE

A— MREHEERIL, kB ORI, VE— N P — O RKAAL A FEITEDIP T
R A% ASAIZHEELET, DFD, A—HBEXET Ly NI, 77V 5 —va rhboH
KEZIFANT, ZTOERE ASAIZHZE L9, ASAIL#EU/2DNS 7 = U —&fEk L, &R—
MZEET 7Ly hORDOICES 2L L ET, A— MEET 7 Ly ME, ASAIZXxd % DNS
I = EERLET, R—MEET 7Ly MNIFAN 774 V&7 v 75— ML T,

R—NEET 7V r—a Y WDNS 7 2 —52FfT LI &I, 72 —DBA—T RNy 7 T
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ATy T

ATvT2

ATvT3

RTv74

ATy TH

ATvT6

HR— rEkH T 27 TUr— a okt [

RLRAZUEA L7 FENDEHITLET, A— FEET 7Ly h2yd DNS ER 2% 05 A
X900, WOXIICTASAZHRELET,

FIE

DNS H— J)—7 F— R &4 LT, example.com &\ 9 £ HijD DNS Y—/ 7 )L— 7 % 3%
Eb\i—éqo

1 -

hostname (config) # dns server-group example.com

RAAL B EZRELET, T 74V D KA A U ZFHE L DefaultDNS T,
1 -

hostname (config-dns-server-group) # domain-name example.com

RAL 2% IP T RUAICRRR L ET,
11

hostname (config-dns-server-group) # name-server 192.168.10.10

77347 PVASSLVPN 27 4 F=2b— a3y E— NIV EZET,
webvpn

Ny XAV TN—TF 25 4F 2 N ASSLYVPN 27 4 Xalb— gy B— NV ELE
—g—o
tunnel-group webvpn

ZORA ANV ITN—TTHEHAEND AL U HERBELET, 774V TR, BX=2U T o
TTIATVANT TAT 2V VRO T 74V FO R RV TNN—T L LTCT 7 4/ b D
7?47V&VX$LWW7»—7%@U%TE¢AMAﬂ:®%V*w7N—7%@%L
TREEI TATV FUABERICEHI D Y THHEF. ZOFIEEZFATLET, TN OSE
WX, 7 74T b LU ABERIC ﬂbf RESNIZ PRV T EICZOFEEZEITLET,

&1

asa2 (config-dns-server-group) # exit
asa2 (config) # tunnel-group DefaultWEBVPNGroup webvpn-attributes
asa2 (config-tunnel-webvpn) # dns-group example.com

— hEREICK T BT T r—2 3 DKL

FZASADI FA T ML ASSLVPN 227 4 Fab— g 0%, A— MEXY 2 &2 R—
FLTWET, ZNFNDOY AT, 7V r—a U RT7 7B 20T 22—
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AR VE— kB FRRELET, K70 —7 B o—F i d2—F4 % 1 >OFE— |
LY A N OBEYHR— R 570, FH—FSNDCADE Y hEZA—FLTY % M &
(ERs B LB B Y £,

FIE

ATYT1 ASA FREICT TICIFET AAR—MEEV A b o U 2FRLET,
show run webvpn port-forward

ATFYT2 7547 FLASSLYVPN 27 Xal—3i g B— RIc0 &z 4,
webvpn

R— MEE Y X FOBEICHIT T, ROBETHMAT L L9, TDV A M2 —T K 2—
FlolZa—PFLIZEY M TET,

R—=bkT#T—T42T JRAFDEIYHET

54T MUASSLVPN #5157 7 v RC#EA SN 52— E-EF I —T R o —
WZBHEAHT D TCP 777U r—3 a Y OA4RIT&E U A M2 BINERIIRETEET, 7 —7
R v—ba—YLZT L2, WOWNWTNPEITILHITZ T AT b LA SSL VPN Zi%E T
FET,

G ZhooF7yavid, 7 —7FRY o—ba—F4LI125 L TRV T, 19717
FEHL T,

e —You A URHICHBIICAR— N 73 U —F 4 7 T 7B R EBRIET B,

18 HHIIZ

port-forward enablelistname =~ > & Bis3 2R, =—%L, 7747 h LA SSLVPN
AR—% /)L ~— @ Application Access> Start Applications Z{#H LT, FEITHR—F 747 —
T4 T ERET HMNERDH Y £7,

Ihbnavy &, F7N—7 R v—Lba—FHTHARETYS, H#7A—T R —
La—PHOarT 4 Fal—vad, InbOavy Fe L2 1 D72 FR—hLE
T TOID, 12O0avy FBRAIRD L ASAIK, AT NV—TF R —Fida—
FhLDOar 7 4 Falb—va ffETLIavy Refilna~vy REEEB E7, KEOD
Av Y ROBEE, 7V —7 R v—FFa—PHA0ar T 1 Falb—a VT TITHFE
795 port-forward =~ > RBHIBRS N5 7215 T,
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ATy

ATy T2

ATvT3

A—rizoanit [

FIE

a—HFou s A4 URHZHBINICR— N 73T —F 4 7 EZRIBLET,
port-forward auto-start <list name>
2= a A UREOR— N T+ T —F 4 T e E T L ET,
port-forward enable <list name>
port-forward disable

(fE&) port-forward 2~ > RN —7 RY v—Flida—FHDar 7 1 Fal—T 3
VB HIERE AL, [no] port-forward 2~ KRBT 740 K Z—TF KU = bR S v E
9, noport-forward 2~ > RORZIZHHF—U— NIA 7> a o TTN, Zno0F—I—R
W2 &Y BB S & D4 IO port-forward =~ > RIZBRE L £,

no port-forward [ auto-start <list name> | enable <list name> | disable]

R— MREDBEIE

ATy I

ATy T2

ATvT3

RTv74

a—Wonr 7 A SRR — MRk EZ AEICHGT 2123, koavr Fa A LET,

Fg

75347 FLASSLYVPN 27 4 Falb—2 gy B— RV ERLFET,

webvpn

IN—TF RY —FFa—FHDI T4 T L ASSLYVPN I 7 4 X2l —i g £—
NZOID B R £7

group-policy webvpn ¥ 7213 username webvpn

a—HFou s A CRFCHBIMICR— N 74U —F 4 U7 &L E T,

port-forward auto-start list_name

list name |, ASA 2V 747> ML ASSLVPN 27 4 X2 b— g OFEFOR— MRk
Z FDLAHTTYE, BEOR— FMEE) A RNV —F R o —F 32 —HFLICE VL TH D
LIITEEEA,

1 -

WD < R, appsl EWVVHZRTOR— MGk A " &2 7 —7 R O —IZE Y ¥ TEF,

hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # port-forward auto-start appsl

ASA REIAFAET HAR— Mgk Y A F = RN AR R LET,

show run webvpn port-forward
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ATy TH

EE) 77— R o—Fda—F405 port-forward 2~ > REHIFR L, 77 4/ hZ
RLET,

no port-forward

R— b 7D —FT4209DAXR—TILLETNYEZ

ATy

ATy T2

ATvT3

ATvT4

FIHINENTIE, R—bF 749 —F 4 NI A 7o TWET,

FIE

R—h 7+ —F 4 TEEIZLET,

port-forward auto-start list_name # AJ) L7235G13, FEICTR—F 74U —F ¢ 7 Z BT
HZMEIEH Y A (list_namelX, ASAZ 747 MLV ASSLVPN =2 7 4 Falb— a3
W FDOR— b 74U —FT 47 VA NDARITY) . BHOFR—bF 74V —T 47 U R
N N—T" R o—FFa—FRIZEV B THZ LIFTEERA,

port-forward [enable I<list name> | disable]
i -

WD a< Rk, appsl EWIHILFIOR—F 74T —F 47 VAN N—TF R T —|C
E M TES,

hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # port-forward enable appsl

Keh 73 T—F 47 VA DT N RFRLET,

show running-config port-forward

EE) 7V —7 RV o—Fixa—HF40 5 port-forward 2~ > RZHIFRL, 7 7 4 /L MZ
RLET,

no port-forward
EE) R—F 74U =TT %A 71UV EZLET,
port-forward disable

TJ7A4ILT7OADETE

77 AT MU ASSLVPN I, UE— bk 2—HIZHTTPS R —H )L _X—T 2 AL L TuvEJ,
ZONR—UE, ASATHEITT A7 XV CIFS 7 9A T FEIZFTP 2 947 b (HDHW
ITZF O/ LHEELTWET, 7T A7 LA SSL VPN X, CIFS £721X FTP Z#fEH L
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cFs 77 AL 7o e2nEksREE [

T, =W REDOE L ZWZ L TCWB T 7 ANDTa T o BT 72 RAEHIBLZARWVEY
Xy FNU—27 EDT7AN~DXy NT—27 TR ea—W L ET, CIFS 7 947
Y IFBEIXOFTP 7 747 MIEHTT, 7747 F L ASSL VPN N LEFESNDHAR—
BN R=T T, 77AN VAT AZEET 7JEBALTOHDENDOLIICARZFET,

=N T 7 A NDY A NEERTBHE, 77T ML ASSLVPN X, DV X R EF
NEY—RDOIPT L AREZYRAF— T 7 FIHRESNTWHDH—NZHBELET, ASAT
JARERBLT, R—=ZL A=Y DU E—F 2—FI2EELET,

7747 MU ASSLVPN L, 22—V OFFEEML 77 A NADT a7 410G LT, 2—W
MDD CIFS B3 L ONFTP OB A MEONHT Z &M TED L HICLET,

s RAAL L T—=T ITN—=T RAALEZTV—7 T N—THNOY—3 = NEDIL
A, BRSO ELTIT A V27 NIVRADTZ 7 A vDFES—RE U X b,

« T4 L2 MY O,
s T rANDE Y a— R, TyTua—R, Ux—»5i, BE, BIXOHIRR

KRB N R=PDA=2—NELIZZTA T FLASSLYVPNE v g U ICFREND Y —
Jx— EIZdH 5, [BrowseNetworks] & U E— b =—Hn3 27 U v 7925 L ASAIL, #H. ASA
ERILR Y hU—27 EERIZZOFR Y NT—=I LT 7 R AARERGIHIICH D, ~AX—T T
U, WINS — 3 F72EDNS —_ZHL T, =N U R &2y hU—ZICRESL
£,

VAL — T TP ELIIDNS B—NF, VI AT FLASSLVPN XY £— b = —WF T2
I sy hT—27 LY YV —2DY A &, ASA LD CIFS/FTP 7 54 7 v MIFRLE
KR

G¥)

T AN T I AZHRETIHHNC, 22— T 72 2AHOY—NEFEZRETHILERDH Y
iﬁqo

CIFS 774 IL 7O ADEHLFIEEIE

Z—H 78 \\server\share\subfolder\personal 7 #/VFZIZT 7 A4 HI21E. D7l Ly, 4t
FHEZEZDTXTOHT + VX 250 HERZFF > TWARERDH Y £,

CIFST A4 L7 b Ea—INVTAZ by T LDMTT7 7 A NVEab—T L K= T 51
I%. [Download] % 721% [Upload] ZfEi/H L £7, [Copy] A ¥ 3 LU [Paste] A& 1TV E— |
Mo7 7 arORhTHEATE, v—=Anb ) E— MELIZVE—MNbr—h L ~DT 7
vaiIEHATEERA,

Web 7 A NV ENL T — T AT —2 53 DT A NANEICT7ANE RS TR Ray 745
L, T ANDEDICRZDZERNHVET, Ca—%2FH L, kI 7 7 A VEE
RTBIIE, VI AT —2a D7 3 NAEEFLET,

CIFS 77 U X % — B, 2 1 N XFoA4 (13 XFax 284) 2R —HL
TWEtA, ZThiE, BREND T ANE DY X ML HEZ DT T, 740 E~Da—
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P T I7BRIRBELEEA, FEERE LT, 25 bORFHZHA$ % CIFS 7 415 D
Ty I — 7 BEANIRET D, —W N cifs:/server/<long-folder-name> AT 7 4 /L& D
URL $72137 v/ ~—27 & AJLEd, WIHIZRLET,

cifs://server/Do you remember?
cifs://server/Do%20you%20remember%3F

TJ7A4ILTHOEADYER— FDEM

\}

GE)

ATvT1

ATy T2

ATvT3

COFETIEH, v AZ— T T UPFBLORWINS U —REZFEET D FIECONTHBALEI,
oIz, ASADMZFEHLT, 77 ANVEFE~DT 7 AT 2 URL Y A R R
BRETHILELTEET,

ASDM TOHF DBEIMZIE, ~AX— T T W EIFIWINS b— NI EH Y /A, 7277
L. Browse Networks U > 7 ~®DH KR — MIEM I FEH A, nbns-server 2~ K& AT 5
LET, RAMERIZIPT FUAZMEH L TServerA 2T 9, mAMEFEHTD
e, ASAIIARA NAEZ IPT RLUAITRT 5 Z & % DNS — NZEBR L £,

FIE

74T MVASSLVPN 27 4 X2l — gy B— NI Ez 4,
webvpn

NN TN—F 754 T LV ASSLVPN 207 4 X2 lb—3 g B— NI W2 F
R
tunnel-group webvpn

4% NetBIOS *—24 H—/% (NBNS) Oy NI =7 ET2E RAA 2T T A LET,
nbns-server {IPaddress | hostname} [master] [timeout timeout] [retry retries]

smaster (X, vAX— 7 Z UYL LTHET LI L Ea—F T, vAX— 77 7HIL,
A BIOEFY) V= ZADY A MEHMFFLET, a~vr RO R Z—H5% AN
FFICZDa~y RTHRET H1EEO NBNS #—/3%, Windows Internet Naming Server
(WINS) THAHMERHY £7, ETvAX— T T UV EHFEEL THE, WINS F—
EHRELTLLESN, vRAX—T 0¥ EE0, #ira 7 7 A VHOY— T3>
FCTHRETEET,

etimeout |%, ASA 737 =V —ZBEF— NIHRET ORNCFHET 2T, 2oL &,
Y= N1 22T DOHBEER LY — N E S, V= "ABEEFET 2 5HE 138 o —
NIEESNET, 774NV DI A LT U MI2HT, FEETE %ML 1 ~30FT
B

e retries (X, NBNS — 2k} 4 57 2 —D U b T A 03 TT, ASA X, ZOEIET
P—ROY A EHAHLTHOTT— A v —V2EELET, 77 4/0 MEIZ2 T,
BECEHfAIZ1 ~10 TT,

B EENEISAF7URLASSLWNOI Y I Fal—vay



| £&8%59547 2 FLASSLWPNOIY 74 F¥alb—2a>

ATy T4
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ATvT6

Jran 7o ero9k—togamn [

1 :

hostname (config-tunnel-webvpn) # nbns-server 192.168.1.20 master
hostname (config-tunnel-webvpn) # nbns-server 192.168.1.41
hostname (config-tunnel-webvpn) # nbns-server 192.168.1.47

s 7740 a7 4 Xz lb—3 3 T TICIFIET D NBNS —\%2F R L ET,

show tunnel-group webvpn-attributes

EE) 7947 FLASSLVPNR—# L R—T % U E— h 2—WF|2EET H7-DI04 5
T35 FEy baEELET, 7740V 8T, VE—KN 770V OB AL A 7 &
FCZ 547 FLASSLVPN R—F )L R—=IDOFty hBIRESNL =0, 22—,
77 UYL EEYNCEITT AT DM L R DIGAICRY . LFOFF bR ET D4
TWRH Y £9,

character-encoding charset

charset 1X, K 40 L5025 72 5 3LUFF°C, http://www.iana.org/assignments/character-sets CH& &
ENTVDLHDLTE Y hONWTNNEFRLETT, ZON=VITRENTVDHLTE Y hO4
MEIZA VT 2DONTNNEZEHTEET, 72 & 2I1E, is0-8859-1, shift jis, ibm850 72 &
T,

(G¥)  character-encoding DL L O\ file-encoding DMEIX, 77 U FIC K> THEH SN D 7
772V EHRTALOTIED Y ERA, ROBNIIRT X 9 IZHAFED Shift JIS
XFrxra—F 4 7 EEAT 57 L%, webvpn I AZ~ A B—Ta v avwy
RE— FTpagestylez~ > REHHLTZ+> F 77 I VEBEHL, ZNDHDMHED
REEXMET D0, Elold webvpn WA X~ A B — 3 a3+ R E£— R T nopage
syle 2~ RZAHNLTT74 > b 772V ZHIRTL2MLERH D 7,

1 -
Iz, HARGE Shift JIS 35 % 7R — ~ 9% character-encoding EMEZHE L., 74> b 77 2
UZHIBRL, 774V FOERALZRRET L0 2R LET,

hostname (config) # webvpn

hostname (config-webvpn) # character-encoding shift jis

hostname (config-webvpn) # customization DfltCustomization

hostname (config-webvpn-custom) # page style background-color:white

TE) BEDCIFS — D27 547> F LA SSL VPN R—Z )L _R— DGR EEE L
4, ZOED, ZHUNDOXFOFALB LIRS CIFS r— N2t L, BB 7 7 A NV
FfEEE A TE £,

file-encoding {server-name | server-ip-address} charset

51 -

Wiz, CIFS % —,310.86.5174 D7 7 A ) a—TF 4 7 @MEEEE LT, IBMS860 (A U
7 A [CP860] ) XFHEYVHR— T B5H%ERLET,

hostname (config-webvpn) # file-encoding 10.86.5.174 cp860
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SharePoint 7V £ XD=HDOH O I DIEEEDER

ASA LDV 747 ML ASSLVPN —NX, 7 vF—%2HA LT, = FFA D
Microsoft Word 72 E DT 7'V r— a o EXREEL E£7, ASA OFRFNIE L < 72\ &, SharePoint
P—REDOLECT 7B A LT L &I, ASA THRESNZZ v X —Oa 8RNI X > T Word
DIEFITHEBRE L2 < R A A[REMEN H Y £9°, 2D X 9 RiEE 2[4 521X, ASAZ v/
ZELSBRELET, NTP V— N EWfZ X A F I v 7 IZAMSED X912, ASA Z&ET
LHZEeEBEIDLET, FEICOWTE, —EBEH =7 4 F¥a2b—va s A KT TH
fiF ERER DOFEE ) | %?5@%3%L1<téwo

Virtual Desktop Infrastructure (VDI)

ASA 1%, Citrix —/38 X T VMware VDI — S ~D#i 2%AR— b LE 9,

e Citrix DG . ASATIXYZ 947 v FLAR—=Z V%N L TCa—FDFEITH O Citrix Receiver
T RATEET,

s VMware |Z, (RA~—h hopL) OTFT 7V r— gt LTHRESNET,

VDI —NZiF, oy —_"T7F U Hr— 3D 5, 7I9AT U FLVAR—=FZ)LDT
J~—J %N LTCT7RBATEET,

VDI D HIREE

 HEY Y A A ORE, SEAFEELIIA~Y— M I — F2EHT 28FHIR— FShvEd
Poo ZHUT. TN B ORI TIEMIZH 5 ASA ZFFA] L7V 2H T,

« XML #— B &% XenApp H—~3F L Y XenDesktop F—/3MZA A h—/L L, &KET DM
b 7,

CARZRTOY TANAN T TAT U FEEHLTWDLEEIE, 7747 2 FEHFEROMH
PR, CHEFERE, NIRRT — RL CSD (Vault 7217 T2 <, X TH CSD) (FHA— R &
nNEEA,

- - N [o]
Citrix E/N1 )LD Y R—
Citrix Receiver # FE{T L TV B E A )L 22—, IREZEITL CCitrix I — N ICEH T £,
* AnyConnect T ASA (286t L T2 b Citrix +—/NMIHHe T 5.

« AnyConnect 7 71 7 > k& 912 ASA # 4 L T Citrix ¥ — N2+ 5, v /4
JUT UV VLI EZDDH T EINTEET,
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«Citrix 0 /A VHEOEE T 7 7 A NDTA VT A (R T N—F AT A
EBIEIND) . VDIV — 33, ZNENBIOMERR & BEiik & 2 i 2 788D 7 v —
TR —EFOZ LN TEET,

o RSA V" — MR EINTWAEEIL RSA SecurelD b —727 D, RSA Y iR— K
1, B NYHORD h—7 b H&FIOPIN F 7212 BRI PIN O H LU
PIN Z AS1TB720DWRD b—7 U INGENTUWET,

Citrix D HIR

SEBAE D HIRR
FEE/ A~ — F 01— RRBFHIBEN YA A OFEE LTI R — STV ERA,
7747 v MEAEOHERB LV CSD I AR — SN THWEEA,

A MdS B4 1L, i0S OBEMOMBE CH L X2 U 7 4 LOME
(http://support.citrix.com/article/CTX132798) L EIEL TV EH A,

SHA2 ¥ 7' =F ¥ X Citrix Web % |k (http://www.citrix.com/) DFHFIZHE > T Windows %
fr&, YAR—FSNTWEREA,

« 1024 LU EDF— YA XIHR—F SN TWEE A,

Z DD HIR

«HTTP U A4 L7 MV A—FENEHA, CitrixReceiver 7 7V r— g TV A A 1L 7
N CIIRERE L £/ A,

* XML #— B &% XenApp —~3F L O XenDesktop H—/3MZA A h—/L L, &ET DM
HRdH Y £,

Citrix Mobile Receiver D 1—+H O 45 4 (2D T

Citrix — N2 L TCWBEAAL L 22— D 74 0%, ASA 78 Citrix $—/3% VDI H— 3
CLTRELEN, FZ VDI 7y =N L THRELENC Lo TR Y 47,

Citrix =32 VDI #— & L TRESN TV LA -

1. AnyConnect Secure Mobility Client Zffi I L, VPN 7 L7 > ¥ /L C ASA I8kt L £ 97,

2. Citrix Mobile Receiver 2 L. Citrix %"—/% 7 L' > 3 % )L C Citrix $— NZ#EHe L £ 9
(TN I AT EBRE L TODEEE, Citix 7 VT ¥y WEIARETT) |

ASA R VDI 7 a3 Hh— "L LTHEESNTNDIEA

1. Citrix Mobile Receiver 1/l L, VPN & Citrix $— SO 5D 7 L7 % Le A LT
ASAITHERE L 797, mAIOHRith, ELBREISNLTOVDEEIE. DIBEOBHKHIILERO
X VPN 7 LT o p VP2 T

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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B civixvy—ET0xo T 2100 ASADBE

Citrix —/\Z2 00X 3 518D ASA DETE

ATy I
ATy T2

ATvT3

ASA % Citrix =3O 7 a ¥ o & LTEIET 2 L 5 IZEE L, ASA ~DHEHE) Citrix —/3~
DHERFTHDLNDEINC2—PFIZREDL Z LN TEET, ASDM O VDI 712 F U R A % —7
T 725 TV A A TX AnyConnect 7 7 A 7 2 MIARETT, ROFIEIZ, =2 K 2—Fnhb
Citrix (28T D HIEOMEZ /R L ET,

FIE

E/NA )b —H3 Citrix Receiver Z f2E) L, ASA @ URL {ZH& L £,

Citrix D1 7' A V[T, XenApp V' —/ D7 LT ¥ )Lt VPN Z LT U ¥ LV afRE L E
j‘o

LI, Citrix Y— NZEHET DA ICMEIT/R DD, VPN 7 LT oy L2 T,
XenDesktop 35 & O XenApp D7 2 ¥ & LT ASA ZfE % & Citrix Access Gateway |02
72K 720 £9, XenApp V—/MEHA ASA I[ZFtdk S, ASDM IZFERENET,

Citrix 1 —XD7 RLABIRB A J LT oY VEREL, ZA—7 KU v—F ik
=PI ED VDI —"EEV Y TES, 2—HFHETN—T R > —DOW G Za%E LTz
BEE, 22— PLOBREICL > TINA—F RY —FENA—NR"—F 14 FENET,

RDEZRY

http://www.youtube.com/watch?v=IMM2RzppaG8 : Z D E 5 4 TiL, ASA % Citrix 7 r ¥ & L
THEH 2 RAIZ DWW TR L £ 7,

TN—T R —~DNDIH—/DEYET

VDI —REREL, Z—7 KU > —IZHY HTHHETROLBY T,
« [VDI Access] X4 T VDI —"ZBML, h— N7 —7 KU —2H D HTH,
« ZN—7 R Y =2 VDI = EBNT 5,

A=Y/ LT N—=T RY =Pl EbREINTVDLHE, 2—FHOREIR, 71—
RY —ITBELET, KeANLET,

configure terminal
group-policy DfltGrpPolicy attributes
webvpn
vdi type <citrix> url <url> domain <domain> username <username> password
<password>
configure terminal
username <username> attributes
webvpn
vdi type <citrix> url <url> domain <domain> username <username> password
<password>]
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ssL &AL mis— i~07 o2 |

XA Ty a i, ROEIITERSNET,
e type : VDID X A 7, CitrixReceiver # A 7Dty Z OfEIL citrix (2T 2ME R H Y 7,

eurl : http £72 1L https, HA M4, R— FEH, BLOXML Y —ERA~D/ X2 % E T XenApp
F 7213 XenDesktop $— 3D 5E 472 URL,

e username : AL A > 7 T AN T I F ¥ h—NlCua T A T B0 —V4, ZOE
. 2I9A T ML RA=270llT 52 ENTEET,

e password : (RALA T T AT I F v b= N2 T A T DT2HODO/RAT— R, ZOE
X, 7I7AT7 VPRIl 52 ENTEET,

e domain : (LA v 7T AN T I F ¥ =N T A T HZDD RAAL L, ZOEIZL,
IJIAT VMV A =70l THIENTEET,

SSLZER LAY —/I~DT7 U tRX

ATy T

ATy T2

FIE

IN—T IRV —DI FA T L ASSLVPN 27 4 F 2l — g B— R EXF
7,

webvpn
URL = M) A 72V B2 ET,
url-entry disable

27747 ML ASSL VPN L SSL & ZD%MTH S TLSI ZfEH L T, WEY— X THR—
FENTOWBEEEONEY V—RL, VE—ha—Y OO X a7 28R a2EHL £,

25472 kLXSSLVPN ;"— k& ASDM R— FDEETE

ATy I

ATy T2

N— 3 2 8.0(2) LABED ASA TiX, AMHA v X —T = ADKR— 443 T, 7 74T b
ASSLVPNE v 3L ASDMEHE Y g OB FNRFREHIZYR—FEND L5120 F
Lz, SFESERA VI —T 2 A ATINLDT TV r—2a VERETEET,

FIE

54T RV ASSLVPN 27 4 Fal—i gy B— R Bz £,
webvpn

AT FLVASSLVPN D SSL Y A= 7 R— 2B LET,

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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B 557> FLRSSLVPN £ 55 32T HTTPS DR

ATvT3

72247

~

-~

port port_number

&1

OB TIL, A v Z—T =2 A ADKR— |k 444 T2 A4 7> b SSL VPN ZHZhZ LET,
ZDAr7 4F¥al—a T, VE— b 2= 77 7Y hitps://<outside_ip>:444 %
AAILTIZ5A4 T FLASSLVPN By a 2B LET,

hostname (config) # http server enable

hostname (config) # http 192.168.3.0 255.255.255.0 outside
hostname (config) # webvpn

hostname (config-webvpn) # port 444

hostname (config-webvpn) # enable outside

(BtEET—R) ASDM DU A= 7 R— hE2EHLE£7,
http server enable

51

ZOFITIL, HTTPSASDM £ v > a U MNBA v F—T = A AOKR— k444 T 5 X 9
WHRELET, 277472 FLASSLVPN $AMHBA v F—T = A ATA X —T /TR T
TR —F (443) EEALET, 2oar 7 X2 b— a3 TlE, VE— =¥
https://<outside ip>:444 % AJJL"C ASDM &> v a U #RtE L E7,

hostname
hostname

config)# http server enable

config)# http 192.168.3.0 255.255.255.0 outside
config) # webvpn

config-webvpn) # enable outside

hostname
hostname

LA SSLVPN v < 3 > TO HTTPS D fEMH

HTTPS DX EICIMA T, Web ¥ ha 7w hanyy 7 L— REEER cookie NA ¥ v 7
MOR#ET DDITHEILOWeb EFx 22U T 4 KU v— A=A LTH S HTTP
Strict-Transport-Security (HSTS) #HZhZ L £9, HSTSIL, UAB L7 7 7 ¥4 HTTPS Web
A MIUFA LI ML, ROT A VI T 4T HEETHIEICEIVIEELLEXA LT 7 M
IR D £ T Web ¥ — L EITHHE L £9,

Strict-Transport-Security: max-age="31536000; includesubdomains; preload

TNZENORBIZKR D LB T,

http-headers : ASA PO 7 T UV EIND S EIERHTTP ~y ¥ —Z&xELET, 7
T— RERET D0, 73T http-headers & E%E V> FLET,

s hsts-client : HSTS 77 A 7> ~ & L CHERE S5 HTTP H— N5 D HSTS ~ v & — DALEE
R L ET,

eenable : HSTS RV O — 2B E-IXEhcTH 2 EnTExFET, ARicdsr L. B
FND HSTS AR A b & HSTS ~v X —IZ%f L CHSTS R Y > —»mH I E9,

B EENEISAF7URLASSLWNOI Y I Fal—vay
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5547V FLASSLVPN £y & avTcouTPs ofm ]

* hsts-server : ASA "5 7T THITIEET D HSTS ~v X —&HELET, ASA T~y ¥ —
ZHIC, HTTP TiZZ2 < HTTPS i L7=7 7 ¥ 2D AR ZIH AT 5 L 9 7T 7P IHEr
L\iﬁ—o

« include-sub-domains : K XA VATEEHIL. Web 77 VD HSTS 7V r— KU & KZ
GODLMENSHD RAAL U EREFETEET,

N

GE)  HTTPSHA FHoiEMY XA L7 MakET HI2iE, (VA
L7 MREONR—=UTERL) UEA L7 MTHSTS ~y ¥ —% 1k
FLTBLERDHY £7,

e max-age : (F%EFHE) Web H— 38 HSTS 78 A b & L CTHA72 4L, HTTPS DA%
ALTEFaTICT 7B ASNAEVLEDD LM EEMN THRELET, T 74/ b
133153600 7 (1 47) T9, #FHIL 0~ 2147483647 #» T,

epreload : 77 UHIZX L, T TICUABIOT 7 B EIL, HSTSHA &L
THROVEOIMEOHD RAL DY R NOiHRirBERRLET, Y u— NEhi
VA ROEBEIZUABIONT 7 VKT L, FUABIOT Z v HFigthor v
T4 7 OIRDEENIK L TEMOHIREZEEST 5 Z LN TEET, 72L& 21X, Chrome
D7 Y u—FK U A NI, HSTS O KEMNDV7<ELH 188 (10,886,400 F)) TH D
ZEEBEELET,

« x-content-type-options : [ X-Content-Type-Options: nosniff| JEZ&~ v ¥ —DEEEH I L
i ﬁ‘o

» x-xss-protection : [ X-XSS-Protection: 1[; mode=block]| &~ X —DHEFEEH NI L E
‘j‘o

FIE

ATFYT1 7547 RLVASSLYVPN 2> 7 4 FXal— gy T— R0 EHEz 3,
webvpn Z# AL £,

ATFw T2 outside EWIHLRIDOA L F—T =2 A A LTI IA T ML ASSLVPN By v a %A p—7
LIz LET,

enableinterface-name & A L £,
AFw T3 HSTS ZEHEZNIC LET,
hstsenable # A L ¥ 7,

HSTS # i LTI RTOX v v 234 HSTS &S A M ZHIBRT 512E, =~ Fnohsts
enable ® noJ FXZMHEHL F9,

2T w74 include-sub-domains # A S L ¥,

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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AT w75 preload # AL ET,
ATy 76 HSTS OFZEH () ZHELET,
hsts max-age max-age-in-seconds & AJJ L £7,

filE OFEPHIT <0 ~ 31536000> 7 T9, T 7 4/ ;L 10,886,400 (18 #H) T4, Z DHIRICET
%L HSTSIIAZTIE /A< 720 7,

1

hostname (config-webvpn) # hsts enable

hostname (config-webvpn) # includesubdomains
hostname (config-webvpn) # preload

hostname (config-webvpn) # hsts max-age 31536000

RDIRY
BEDRRE %29 5121%, show running-config webvpn [hsts] i L %9,
BEOREE 7 VT 35121, cear configurewebvpn ZfH L 7,

O ~ W~ [e] = =

JOXY H—n\OYHR— FDERTE
ASA IZ HTTPS #5528 7 S¥ T, HTTP B L O'HTTPS xR A 7 % — [Tk T& £
T, INHDOH—NF, =YL RTV v Xy NI FFTTA_X—F Xy FU—7
& ik 2HRE 2 R7- LET, A EHETI 7o b—"aRB LRy NU—7~0D
T RABVBICTDHE, BXaT 7R3ty NU—2 77 A ZMelf U CEHm O 2 %51
BI-ODT 4 NVE Y L TEADROXZ SHNTIZH Y 97,
HTTP B L OVHTTPS 7 % ¥ —E AT 5V R — b 2R ETIHIHE., 7V kv b7 LT
VUV EEIY BT, BARTGEICKRT T AR E L HIZRETE £, HTTPE LY HTTPS
FERNOERIT D URL ZEETHZ L TEET,

1R BRI
FaXHBHRE (PAC) 77 A /NEHTTP 7/ aX L r— b Xy a— RT3 895 2T
TEFETMN, PACT 7 ANEIRETD LI X Uit e A L WRENRH Y £,

FIE

AFYT1 54T RLASSLVPN 2L 7 4 X2l — gy F— ROz E9,
webvpn

ATFvT2 HNETaxs —"EfHH LT HITP 3 X OHTTPS ER 240425 L 512 ASA ZREL
—éAO

http-proxy and https-proxy
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ATvT3

ATvT4

ATvTh

ATvT6

ATy T1

ATvT8

ATvT9

ATy 710

ATy TN

AT T12

Foxs y—novf—rozz ||

GE)  7m %I NTLM #EFEl http-proxy Tl AR — F SN TWERA, BIiER2 L O T B X
& EAGREEIZ T RN AR — b éﬂ“(b\iT

HTTP 7o X v 2R ELET,

http-proxy host [port] [exclude url] [username username {password password} ]
HTTPS 7 u XL &% EL £,

https-proxy host [port] [exclude url] [username username {password password} ]

PAC 7 7 A /L URL Z#%E L £ 7,

http-proxy pac url

(fEE) URL Zz7'm ¥y — NICXE SN D ATREMEN D URL BRI L £7,
exclude

BT m X = NDORRA N ETILIP T FLRAERELET,

RX b+

A URL D7 1% 2 Z k57 5 JavaScript ¥t 2 L TASAIZ 7 m ¥ v HE a7 4 Fa L—
Yary IZyANEX T e—RLET,

pac

(EE) (E—VRAEZEE LGSR EHFTEE) £ 77 % BRI AT— REfnL <
%K%ﬁ7m¢/mﬁ%F1Li¢o

password

Z HTTP £721Z HTTPS Bk & L bl m Xy — R ZAT— REEELET,
password
UEE) 7exv b—"REHT LR EEEEELET, 7 740 h® HTTP &A— b

80 TJ, T 74/ FOHTTPS A— ML 443 T, (RBDMEEIRTE LR WES. ASAIZZND
DFER—FEFERHLET, #FHIX 1~ 65535 T,

port

excludez AJ) L7=3A1E, 7 a3y — N\IC3kE S D TREME S & 5 URL 72 B RS9 % URL
itiﬁ/VTE@ot@ﬁ@mm@)xF%Aﬁbiﬁo_@zbuyfuﬁiiﬁ@ﬁ
RIZH D EFHAN, a2 RBRIKTSRIFUTERDIIICTLIHLERHY ET, VT I
URL Z${ET D0, ROTA NV RKH— REffTxET,

*lE, AT v va () EEUAR () ZEREEOXTFIE ~FHLET, TOUALINLER
H— KL, BTHFEAR) T L HIERTIVNERDH Y 97,

I AT v vaBROE Y ARGl EED 1 XFIT—HLET,

c[xyliE, x Dy ETOHBOLED 1 LFL—HLET, x IZTANSI XFEY NNOH
H1XFERL, yIIRO 1 XFE2RLET,

ERWGEI 54T RLRASSLVWPND IV T4 Fal—2 3> .
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B ssunsmstroraronE

ATy 713

ATy 714

ATy 715

ATv 716

ATv I

ATv 718

s ['x-y] 1%, HPHAANDAEED | CFE—FELET,

http-proxy pac # AJj L7234, http:// 12kl T e v HEEE Y 7 A /LD URL # A ) L %
9 (http:/] DE Y ZEEMT H L CLIZa~y REEME L £9),

EE) EANAR 7oV FEEO - OICEAHTTP 7 L ERICa—L 2L Ed, 20
¥ —1T — FiL, http-proxyhost =~ R CTOIYHR— kI FET,

username

A HTTP £7/2I1Z HTTPS TRk & L 7 %y =R —F L4 ZRELET,

username

KDOEHIIZTHEREEINTWS HITP 7 X b — RO OWTREFEEZ R LET  IPT
KL ZA73209.165.201.1, T 74/ h AR— b&MFH, FHTTPERE L HiIZa—FH L RAT—
K% 215,

1 -

hostname (config-webvpn) # http-proxy 209.165.201.1 user jsmith password
mysecretdonttell

FCa~vy FERLUETN, BAR5HHE LT, ASA X HTTP 23R T www.example.com & V)9
F¥ED URL 23215 L7c 6, 7 ndsy — NZET O TIEAR A TEREMRLET,

51

hostname (config-webvpn) # http-proxy 209.165.201.1 exclude www.example.com
username jsmith password mysecretdonttell

TIUVWIIT e HERE Y 7 A NV ERMT S URL 248ET 5 HiEEZ R LET,
&1

hostname (config-webvpn) # http-proxy pac http://Www.example. com/pac

ASA 7 547~ b LA SSLVPN & EIL, ZHZH 120D http-proxy =< K& 150
https-proxy =~ > ROZLYR—FLTHET, =& Z i‘ http-proxy =Z~> KD 1A AX >
AWEATAL T 4 Fab—ra NITTIMFHET 25800 a~r e AT 5 & CLIR
RIDA VAR A% —"—=F 4 RLET,

GE) a2 NTLM §&GEIX http-proxy TiZH A — F SN TWEHA, iz L7 12X
/kﬁéz{gmuuﬁf; j’i)\’]j‘j_"—‘ }‘ éﬂ“(b\i@—

SSL/TLS FES1 78 F O JLDERTE

R— K 7+ T—F 1 711E, OracleJava T > % A LBREE (JRE) ZMETY, 7947k
L' Z SSL VPN D —HF NN 20D SSL N — 3 T3S, R— N 740 —F 1
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TIIHERE L E A, B AR— FENTWAB JRE A—T 3 2o TIE, [THR— Fxf4d VPN
75w 74—, Cisco ASA 5500 >V — X[ B TLEEW,

TOZIIIREIC K 5585

SSLIZT VA NVEEHEAMHEHN L CRIEAITWVWET, ASA T T — FFICH B84 & SSL 9 —
SNFEBEZMER L ET, F/20E, PKIZ T F A N TRITSNSSLAEHEL 2 —Flc k- T
ASAIZA VA h—/LT&EF£9, HTTPS DS, ZOFHELZ 7 T4 T MIA VA h—1
DULBENHY FT,

74 )LEIBAEEEDHIR

MS Outlook, MS Outlook Express, Eudora 72 EDEF A —)v 7 T4 7 2 M, GEAERX N TIZ
TIERBATEEREA,

T X NVGEAEIC L AREGER ORI oW T, — R ER oy 7o F a2 b—var bA
P@fﬁ%%klw#ﬁ?%/ﬁvT//kw@ﬁmj_%fé%%%%bf<téwo

— N O N A >
DI3AT U NF—INTSTA~ADTZI9F TR
DK TE
[Client-Server Plug-in] 7 — 7 /VIZiE, ASAIZL > TZ FA T FLVASSLVPNE v a D7
TUYTCHEHARRRIZRD T T 7 A U RERENET,
TITA B, BE, EEFHIERT DI ROWT e FETLET,

« T A EBMT HIZIX, [Import] #7 U w7 L'E7, [Import Plug-ins] A 7 & 778 v
7 ZAME £,

c TITA L EAIBRT DI, EDT T A U aEIRL T [Delete] 27 Y v 7 LET,

720 T304 20DA A F—=I)LIZDVT
TI30W TI7 74 0%, Web 77 UL o TR ENAMN. L= 0 /T AT, 7T
P4 RUNTIZ IAT v Mt — Nl T 50 EOFHOMEEFZITLET, ASA T
X, 794 T FLVASSLVPN Y a v TUE—h 7I90WICFA T 0— KT 572007
FITA L EAVR—=FTEET, BE., VAITHHEEMATE2T 7740 OFT A 27> TE
0., HEMTEXRWT I 7 02T 2 58800 4, 2770, BESTIX
AN =T AT 4 TEYVR—=bTBTT 740D R — MIHELELFHE A,

TITA LT Tva THNAAIA A R—LTDHE, ASAITIRONIZTFATLET,
 (Cisco BdfiD7Z 7' 4 L [RiE) URL THREINIZjar 7 7 A VDT o3y 7

* ASA 7 7 A )V ¥ AT LD csco-config/97/plugin 7 4 L7 M VIZ T 7 A NEEXIALET,

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .


http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html

EAMEISATURLASSLWWN DIV 74 FaL—vay |
B osvv 75510000z —nizonT

+ ASDM @ URL BHEOHEICH D Fr vy 7 X o A MIE#READ LET,
LBDOTXTHDIIAT L NV ASSLVPN® Y v g 0 TCF I A A X—T NI L,
A Ama—FTarb, R—=FLX—=ID[Address] 7 4 —/V FOREICH D R
FET YA RMIOWNWTOF T a rE2BIMLET,

WDOFRIZ, IBEODIETHAT AT 774 V2 BIMLIZEED, R—Z )L X—=TDA A R
Za—¢T RLA 74—V ROEESEZRLET,

RK3IVFATURLRSSLIPNR—E )L R=S~ADTS514 o DEE

T34 R—F I R=DIZBMENhD | R—F I X—=DITBmMEh D

A AZa—FT 3> |[Address] 74 —ILEF T3
N7

ica Citrix Client citrix://

rdp Terminal Servers rdp:/

rdp2 Terminal Servers Vista rdp2://

ssh,telnet SSH ssh://
Telnet telnet://

vnc VNC Client vnc://

\}

GE) E®BHUFVUASAIZ., T4~V ASANDSL T I I/A 2B LET,

JFAT MV ASSLVPN By Vg 0 Ca—FRR—4 )L X=VO#EMIT LN A= 2 —
FTrarvEI Vv ITHE R—HNR=DIZEFAN v H—T 2 A A~DT 4 R L~ T
NRAUPERINET, Rry XU URXMNIEREINTET 7 hatza—FRER LT
[Address] 7 4 —/V RICURL Z# A)T 5 &, Hfia L CEET,

GE) JavaZ T 74 ko TlE, SiEV—EZR~DT v a VAR ESHTVARWESTY . 5
BHERIFA L TA L EVNIRT =X AR VLAR—FEINDZ ENHY ET, open-source 77 7
A 1E, ASA TERLS AT —H A% LAR—FLET,

TS9O TSTAL0DA4 VA F—ILDRHREH
X2 VT 4 TTIATUVATIITIAT ML Ay v arinFaxy — "2 FHHT
HEDCHEELTWDHEA. 7774 VIdELEEA,

B EENEISAF7URLASSLWNOI Y I Fal—vay
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N

()  Remote Desktop Protocol 77 7' A > CiL, By ar 7ua—n%
EHLIce— R AF v 73 R— b EnTnERA, 7r b
K DEyvarTa—RnbD) XA L7y a OB
EOTD, IR LET, EyvaryT7a—bREHENRT
WIRWEE . TT A TEEL £,

ST TAUNE, TN A A (8SO) B AR—FLET, ST UNE, FIAT
VRV ASSLVPNE Y g VB L EICANLEZ LT Uy VERILZ LT vy
NEFEALET, 7774 F~ 7 n@#EYR—F LRV, NEERA A XA T —
R DEFEXE4R7 4 —/L KL, RADIUS £7213 LDAP Y — 3D B M T SSO % FEA74
AATasEidbn FEA,

c ST TAANTHLTSSO AR — FERET DI, 7744 A —L L, P—
NRADY I FomkT 00T v r~—r 2 M) ZBIMLET, /2, Ty r~—7
BN D EEIC, SSOVAR—hEfEELET,

« UE— M THEAT DD BERFERIROT 7 & AL, 7 A MEE— FICB L TWE
—;«o

T390 T340 D4 VR F—ILIZEET H2EH

o« VAT, GNU —fRAFMEF#E (GPL) 126V, BHEEZMZ DR TFI77 14
ZHEEAMALCWHET, GPLIZXEY ., 2 b7 I 74 v EBEGKBRETEEEA,

s ST T ~DYE— N T 7 ERAEEBTHITIE, ASATY 7147 F L ASSLVPN %
AX—T T HHENRHY F9,

AT = NIN T 2=V F— NN ETEHLE, TTT7A BRI SNy Vs
NIEEESNEY A, 2P T 2 VAR —RBICEER T ALERH Y £17,

« T TA UEERT AL, 7T YT ActiveX £ 7213 OracleJava 7 ¥ A LBREE (JRE)
DA F—T Wl > TVWDHRERHY T, 64 8y N 7T UH(ZIE, RDP F7 714D
ActiveX X— g UEH D £H AL

ROP 735514 Dty b7y

RDP 7Z 7 A vty b7 v 7 LTHEMT 51218, B LWBREARZ BT 50ER DY £
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FIE

AT w71 [My Computer] #4577 U 7 L. [System Properties] % B\ C [Advanced] % 7 &R L £,
AT w72 [Advanced] # 7 C. [Environment Variables] 8 # > &R L £ 7,
AT T3 [New User Variable] ¥4 7 12 77" v 7 AC, RF_DEBUG £%t&% AJJLET,

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .



EAMEISATURLASSLWWN DIV 74 FaL—vay |

. TS3T400HDEF1) T4 TTFATURADERE

ATvT4
ATvT5

ATvT6
ATy 717

[User variables] © 7 > a O LWEREE K 2R L F7,

N—= a3 V83 LFIDT FA T NVASSLVPN D=2 3 U T/ IAT v b arvta—X
ZEH LTV =84, & Cisco Portforwarder Control & HlIFR L CT< 72 &0y,
C:/WINDOWS/Downloaded Program Files 7 « L7 U Z BT, Portforwarder Control % 452
U w27 LT, [Remove] ZHER L £,

Internet Explorer 77 VDT _XRTCOF v v 2% 27 V7 LET,

7747 P ASSLVPN £ g % fi#) LT, RDP ActiveX 77 7' A %] L T RDP
tyva B LET,

I T Windows 77V 77— a b DAR b Ba—T TARY MEHERTEDLLHICRD £
7

T752940D=00Xa1)T4 7T5AT7VRADEE
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ASAA LB —T 2 A ATTFAT > FLASSLVPN A L —T Mo TSI & 2R L
F9,

VE—F 2—YNZ2EM N A A 4% (FQDN) ZiH L T T 5 ASA A X —T = A A
\Z SSLGFH#EEZ A A h—L LE9,

GE)  SSLAFHIE®D —f4 (CN) & LCIP T RLAZEELRNTIEEN, UVE—Fh
Z—HX, ASA LEET 57 OICFQDN O ZRIT L £J, UE— K PCiX, DNS
F 721% System32\drivers\etc\hosts 7 7 A LN kU 2l L, FQDN Z ik T&
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T7ANBLIOA A—V% Web a7V ELTA YR —FLET,
import webvpn webcontent <file> <url>
1 -

hostname# import webvpn webcontent /+CSCOU+/login.inc tftp://209.165.200.225/login.inc
1111* Web resource "+CSCOU+/login.inc' was successfully initialized
hostname#

HARw A —ary T L— eI AR —FLET,
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export webvpn customization <file> <URL>

&1

hostname# export webvpn customization template tftp://209.165.200.225/sales_vpn_login
| I O I

$INFO: Customization object 'Template' was exported to tftp://10.21.50.120/sales
_vpn_login

7 7 A LN O full customization mode % 7' % enable (2 H L £,

5 -
ZOFEITIE, ASA AE VIS TWART A 77 A LD URL #HEELET,

<full-customization>
<mode>enable</mode>
<url>/+CSCOU+/login.inc</url>
</full-customization>

Tr7ANEHFR LIRS~ A = ar ATV e LTA AR —MLET,
B -

hostname# import webvpn customization sales_vpn login tftp://10.21.50.120/sales_vpn_login$
| L I O I

$INFO: customization object 'sales vpn login' was successfully imported

Wi ra 757 AN (RVRAVTNA—F) ITHAZwAET—Var A7y hEEHLET,
1 :

hostname (config) # tunnel-group Sales webvpn-attributes
hostname (config-tunnel-webvpn) #customization sales_vpn_login
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