')E—F 77 X IPSec VPN

e JE— kK 77 AIPsec VPN IZDWWT (1 _X—)

s UE— K 727 AIPsec VPN for3.1 DF A & A%H (3 =)

* IPsec VPN Ol fy5FmH (3 <X—)

« UE—h 77 A IPsec VPN OF%E (3 X—)

e UE— | 77 & A IPsec VPN OF%EF] (11 ~—)

eI F AT HF AR ET— RTOEYER— Z [PSec IKEV2 U E— | 7 7 & Z VPN D% ELH
(12 ~%—2)

e vIVF 2T HF AN E— FTO AnyConnect IPSec IKEv2 U E— bk 7 7 & &2 VPN D% E
(14 =)

« UE— |k 77X VPN ORERE (15 2—)

JE—F 71X IPsec VPN [ZDLNT

UE—hT7Z7EAVPN 2425 L, TCPIP % v NV —7 EDO¥vF 27 iz LT,

a—WhE R MNMIET 5 2 L3 TE £, Internet Security Association and Key Management
Protocol IZ IKE & HFEEIL, U E—KPCDIPsec 7 7 A4 T b & ASA T, IPsectEX =2V T ¢
T vIT—a ORBEGEE - BIEADORIvE—v g a hanTtd, &ISAKMP
XA vz —TgulE, Txa—R 1 T2 —X2 LTINS 2 ODESITHMILET,

T2 —X 1%, UBEDISAKMP 2T —2 a0 A v —V%R#ET 5RO b x L2 E
LET, 72—X21%, X227 REHREABET 27— X2 R#ET D Mo Rx AV EERRL £
7

ISAKMP % v =—3 g VOFRMEFRET HI2IL, ISAKMP RV —%{EkLEJ, 22T
X, ROERIZHOW T LET,

« B 7O ID RS DT
e T —HERHEL, TTA N —EFHR ST

c EEHEREL, METICA v E—UNELIN TR D & ZLRFET % Hashed Message
Authentication Code (HMAC) F =,

o {5 — DY A X &R ET 5 Diffie-Hellman 27 /L —7",
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B Mobike 550U E—+ 7o ERVENIZDT

s WS —ZEEHZ DANT, ASA N F O F—Z2 AT HHFH O LR,

N7 AT 4 —5 Ty ML, B bR BT R EHAEDEE LD TT, FFEOT —X
7D~%@%T5%@\t?ﬁ\EMQ@&@H%%?#:)T%7//I~Va/®33/
T— M T, FED N T ATk —Lty NfEHTHZEICFELET, T AT H—A
Yy ME, WMFOET TRILTHILENH Y 1,

NIRRT H—ALEy MLV, BBEMTONZZ VT N~y = N THEESIE ACL
DF—& 7 a—HMgi éﬂiﬁA%AﬁﬁfkﬁVX7j_A?7}%¢bex797F
~ v TELFAATIVvI VIV T~y T 2 Y ThRI VAT 3 —0 By FORKRE 1
ERECTEET, AR b RN EGRAEST AV A N LT —T i 8 & OISR
[ZOWTI, IKEvl h T U A7 3 —245 &y bEFIZIKE2 7 R—H L ofEl (7 2—)

EHML T &N,

AnyConnect 7 74 7 2 MIIPvd 7 KL AL IPV6 7 KL AD— 713 F2E VB TH LD
ICASAZRETEET, ZDOL T DL, ASA ETHERIZRT KL A 77— V2B 5
7., ASA Fou— a—WFICHEHAT FLAZE Y CTEd,

TURAA L MIEEFEDX A TOT RLUAZE DB THITE, = KBRS bOAXL—T ¢
VI VAT ADHETCTT AT ALy A FalNEEINTHWALERBLDET, FHD
DTV ATH, IPv6 7 KL A F—/L3f > TWRWR IPvA 7 R L AWRMEH TE B350,
1m47ﬁux7—wﬁ%ofw&wﬁmm7Fuxﬁﬁﬁf%éﬁAi o3 TAEC R Oy WS
T, 7272l 7294 T MQIXBAaENR WO T, BHEEIT ASA v 7 CEMAZ ERT 5 L8
BHFET,

JIA T h~DIPv6e 7 RLADOEID Y TiX, SSL 71 ha/Lickt LT AR—rENET,

Mobike £ XU E—F 7V EXVPNIZDINT

FNA JLIKEV2 (mobike) 1%, ESNA N F AL 20— v 752V R— 4+ 57-DI2 ASARA
VPNZIEEL £, ZOHR— KME, T ARBUEOERRA > FBRIORA > MIBHE)
TEHELEXIT, ERAA LT AL ZDIKENPSEC X 2T 4 7V — g (SA) O K
RAVRIPT RUANHIBREND D TR EHFTEL L EZERLET,

Mobike (/73— 2 > 9.8(1) LAFRIZ ASA TF 7 4 /L MZ X W FIHAIEE T, 2% VD, Mobike I
[ECA Y 12720 £9, Mobike 1X, 7 74T 2 "INZENERE L, ASABZITAND L&
W22, B SAITH LTHERNCARY 3, ZoxrTym—3 3 03, IKE AUTH 5&8#a0—i8 &
LCifTbivEd,

mobike AN — FNERNIRIRRETSA BN S NT=%, 7 74T MIVWOTHT KL AZAER
LT, #HLWT RL A%~ 7 UPDATE SA ADDRESS A 11— RZ & iefF@Mach i L <
ASA TN TCTEET, ASAITZDA v E—VHUEHL, HTILWI TAT L FIPT RLAT
SAZHHLET,

GE)

show crypto ikev2 sa detail <o R&EHH L T, BAEDTTD SA T mobike WA 78 -
TWDHMNE S DEHRTEET,
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JE— k72t XIPsecVPNfor31 DS A & REH .

BILED Mobike DFILTIL, ROEEN Y A — F SN TWET,
«IPv4 7 KL 2D
NAT = v B> VDR
AT arD)F— V=2 VT 4 F = 7K DA LT R
T IT 4 TIAR N, T x—)LF—3—

s VPN E— R NNZF 7

RRC (VH = V—ZE VT 4 Fxv7) BENEDNIRS>TWEEE, TNV I T7A4T
v MZRRC A v E—UNEE SV, SARFEFINDENIHT LWIPT RLARMERINET,

JE—F 77t XIPsecVPNfor31 DS54t REH
A\

GB)  ZoHmEIX, ~A v— FEESUERED R WET A TIIEHTE £t A,

IKEV2 ZfEH L7z IPsec U E— k 77 & A VPN IZIL, BI&EEA FHE72 AnyConnect Plus & 72 (%
Apex 7 A B ADBMETT, IKEvl Z#H L7z IPsec Y E— k 727 A VPN B LW IKEv] %
721X IKEV2 Z ] L7= IPsec 4 R VPN Tid, AT A & RIZfHED Other VPN 7 1 &

VAMERENE T, ETFLTEDOEKEICOWTIE,  [Cisco ASA Series Feature Licenses] %
ZHLTLZE,

IPsec VPN D #9518

cTFAT T AN ET=RHA RTA L 0 =T v K 77 AT Ut —/b T— RTORHY
HehERET, FFLRRT LY R B FEHH— SR TOEE A,

« 7x— VA== A RT A Psec-VPN t v v a id, T T4 T/AZ LN, T x—
NA—SN— By T 4 Ra b= a Y COBEBENET, TIT 4T IT VT 4T T =
W == a7 g Falb—va i FPR—FEREEA,

JE—k 75t X IPsec VPN D EFE
ZOkvIvarTE, VE—F 77 EA VPN OREFIEICHOWTIBHAL ET,
AR —T A RADETE

ASAIZIE, D 20D X —T 2 A ANHY, ZTNHE I TIINBBIONE LS
WET, —RIC, A B —T oA RIRNT Y v T A F—Fy MR SNET., —F.

JE— bk 75X IPSec VPN .
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N A v B —T 2 A AT T TAR— Ry NT—27ICER S, — KO T 7 EANBRESN
\iﬁqo

BHIZ, ASAD2ODA L H—T 2 AEHEL, £ Fx—T7 M LET, KIZ, LAl IPT
KL A, BEOYV TRy b ~R2A 72V YETET, 73T, BFx=20T7 40 UL, &
E. BLOEX2 )74 T I9A TV ATO_EBEEZRTELET,

FIE

Ja—nRNL a7 4 FXal—aryEFE— R A E—T (A AT 4 X2l — g
E—RNIZAY £,
interface {interface}

1 :

hostname (config) # interface ethernet0
hostname (config-if) #

AV HE—T A RAZIPT RLALEY TRy b AT ERELET,
ip addressip_address [mask] [standby ip_address]
£

hostname (config) # interface ethernetO
hostname (config-if)# ip address 10.10.4.200 255.255.0.0

A B —T oA ADLHT (K48 XT) Z#RELET, ZOAFNEL, RE LK TOERX
TEXEHA,

nameif name

1 :

hostname (config-if) # nameif outside
hostname (config-if) #

AVE =T 2 A A FX—TNMILET, T74VET AV F—T 2 AFT 4 =TT
9, shutdown

1 -

hostname (config-if)# no shutdown
hostname (config-if) #

b 7% X IPSec VPN
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ISAKMP 7K 1) & — DR &S 881 v 8 —T =4 2TD ISAKMP O« 2—T Lt [

ISAKMPR!) & —®DEREENEA VB2 —T 24 ATDHOISAKMP®D A r—

J It

ATy I

ATvT2

ATvT3

ATvT4

ATy Th

FIE

IKEvl X Ty m—3 g U HPICHHT 2BIEFRENRNTA—F Dy E2IEELET,

Priority /X, A > Z —% v b F—AH (IKE) RV >—%—EIZ@l L, R —IZ7 744
TAHEED Y TET, 1~65534DBHAHFHLET, LWETITA4L T4 0 &bE <. 65534
N BIRLS 2 0 £97,

ZDH%IH FIETIE, 7944V T X1 ICRESNET,

IKE R U 2 —NTHMAT 5 b T e fiE L,
crypto ikevl policy priority encryption{aes| aes-192 | aes-256 | des| 3des}
i -

hostname (config) #
crypto ikevl policy 1 encryption 3des

hostname (config) #

IKERY =Dy o 7Y XL (HMAC NY 7> b EBMENRET) 2ELET,
cryptoikevl policy priority hash {md5 | sha}
£

hostname (config) # crypto ikevl policy 1 hash sha
hostname (config) #

IKE 7R J > —® Diffie-Hellman 27 /L —7" (IPsec 7 514 7+ k& ASA DNILHFIE X — 2 ML T
X BREE{L T F o) AEEELET,

cryptoikevl policy priority group{1| 2|5 }
1 -

hostname (config) # crypto ikevl policy 1 group 2
hostname (config) #

WaX—0DFA4 7245 (X2 VT4 T Vo —3 a3 VINEHIIRE CHEET A5 %
fBELET,

crypto ikevl policy priority lifetime {seconds}

[BESNTETA 7 XA LOFIT. 120 ~ 2147483647 ¥ T4, MHIED T A 7 % 4 LD
X, O EMEAHLET,

1 -

hostname (config) # crypto ikevl policy 1 lifetime 43200
hostname (config) #

JE— bk 75X IPSec VPN .
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B 7eixg—rozs

XATFw 6 outside EWVVH A L HF—T = A A LD ISAKMP %A F2—T7 M2 LET,

cryptoikevl enable interface-name

&1

hostname (config) # crypto ikevl enable outside
hostname (config) #

AT BHEE2aL 74X b —ra VITRELET,

write memory

7 RKLR T—ILDETE

ASA TliE, =—HFIZIP 7 FLAZE DY CHEFXANMETT, ZOHETHEH, #fleELTT N
AT —=NEERLET,

FIE

IP7 FLADHEHPAZMBHAL T LA F— L2l LE T, ASAIX, 2DOT7 LA 7F—/LD
T RVAZEZ AT MIEID Y TET,

ip local pool poolname first-address—last-address [mask mask]

T RVARRATIFIA T aTE, 722l VPNZ T4 T2 MZEID ¥ THRIZIP T LA
DIFEHEDO R v hT—Z TR/ L, T 74N hDO~ A BT H LT —Z B TL—T 4~
T EINDAREMEN DD L XL, YAV EEEET D2LEN S £, WA RHRS, IPr—7h
Jb 7 —11210.10.10.0/255.255.255.0 7 RLANEENTWAHHAE T, ZHULT 74V FTiE72
TAARYy NT—7TF, ZHUZEST, VPNIITA TV MRS ESERAVF—T A A
TI0DRy NT—VNORRHZY TRy NZT 7 BATHRERDH LA, V=T 47O
MR T D ARttt dH Y 7,

11 -

hostname (config)# ip local pool testpool 192.168.0.10-192.168.0.15
hostname (config) #

A—HMEM
FiE

o= RRAT— R BROFRHE L~V AR L ET,
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KEVi b5 VR T4 —L+y bERIBIKEZ TAR—FILOMER .

username name {nopassword | passwor d password [mschap | encrypted | nt-encrypted]} [ privilege
priv_level]

1

Hostname (config) # username testuser password 12345678

IKEV1 FS R T4+ —L vy FEEIFZIKEV2 TAR—FILOER

COWETH., T UAT7—A vy b (IKEvl) BXO7oR—¥1 (IKEv2) ZRETHH
BIZOWTHALES, P A7r—oty ME, Kb i LB e lasbEt
DTI,

KOFIETIE, IKEVI BLOIKEV2 72 R—HF L EERKRT 5 HEE2 R LUET,

FIE

ATy TN FT—HEEEEZHRT 272D EN5 IPsec IKEV] 5 b Ny oo 7o) ZhEIRE
THIKEVl F 7 v A7 —h By hERELET,

crypto ipsec ikevl transform-set transform-set-name encryption-method [authentication]
encryption [Z1%, IOWTNODOEEAFEEL 7,
* esp-aes : 128 ' b ¥ —T AES i3 255,
s esp-aes-192 : 192 ' b ¥—"T AES i3 2554
* esp-aes-256 : 256 £ K ¥ —T AES #3554,
« esp-des : 56 £ k@ DES-CBC #4554,
« esp-3des : Triple DES 7 /L2 U X L& T 5556
e esp-null : B B2 L22WEE,
authentication (Z(Z, WROWTNDMELFRE L £7,
« esp-mdS-hmac : /~v > = 73U XA E LCMDS/HMAC-128 Z {4 3 254,
« esp-sha-hmac : /v > = 7L X AL LT SHA/HMAC-160 #4554,
« esp-none : HMAC 82l ] L 2256,
i

IKEvl 7 A7 3 —b vy hOREFIE

hostname (config) # crypto ipsec transform set FirstSet esp-3des esp-md5-hmac

ATY T2 IKEV2 7uR—P Lty FERE L, H IS IPsec IKEV2 7’12 kb, Bk, 35 L0
AT AL ERELET,

JE— bk 75X IPSec VPN .
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esplI. W7/ EF 2T 4 A m— R (ESP) IPsec 7'm h /L &fiE L ET (BifE, M
—HR—=KFENTWD IPsec D712 k2L TH)

crypto ipsec ikev2 ipsec-proposal proposal_name
protocol {esp} {encryption {des| 3des|aes| aes-192| aes-256 | null} | integrity {md5 | sha-1}
encryption (2%, IROWFTINDEZIEE L £7,
« des : ESP |Z 56 £ k@ DES-CBC K 5L & M3 5854,
*3des: (7 74/ L) ESPIZ VU ZVDES BT V3 Y XA ZFHAT 2854,
caes : ESP (2 128 'y & —I 5L T AESZAEH T 256,
caes-192 : ESP {2 192 'y b ¥ —M5(L T AES 21T 255,
« aes-256 : ESP {2 256 ' b ¥ —Hf 51T AES #3244

e null : ESP {ZHF BAL & L2 WiGE,

integrity (1%, IROWT D EEE L ET,
emd5 : ESP OB A MARFED =D D md5 73V XL EIRE,
esha-1 (T 7 4/V }) IZ. ESP DIEEMEARFED 7= O | K EHEF G HALERIE®E (FIPS) TEFE
ENnEXaT Ny AT Y XA (SHA) SHA-1 #HELET,

IKEV2 7 a R—P /L ORETFIE

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure proposal
hostname (config-ipsec-proposal) # protocol esp encryption des integrity md5

koL TIL—TDEE

ATy I

Fy b Z—1F, RURAEERERY —Dal s g T, AAA —ERIT 5 B
VRN TN—TEHREL, BT A=A EREL, T7ANNDT V=T R —EER
LET, ASA L., b kb Z—F ZWNEENRFE L £,

ASA VAT AL, 220DF 74k bRV TN—TRH0ET, 1 DZT 7+ DY
E—FT27EA MRV T N—TTh D DefaultRAGroup T, &9 1 DIET 7+ /L D
LAN-to-LAN k> %)V 7 )L—"7"Td % DefaultL2Lgroup T3, TNOHD T N—FFEHLTX &
T2, HIBRIZ T EHA, b 32T vm— g THRINESNTERHED b T—7F
MDIRWGEIL, ASAIZ, 2o 7NV —T7 2 LT, VE— 727 t2F LT LAN-to-LAN
NNV TN—=T DT 7V b hFN RTRA—=HERELET,

FIE

IPsec VE— K 778X bRV TN—7 (EEHR7a 7 rAVELEENET) 2FERLE
7,
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ATy T2

ATvT3

ATvT4

ATy TH

s4+3vs su7rvvIons ]

tunnel-group name type type

&1

hostname (config) # tunnel-group testgroup type ipsec-ra
hostname (config) #

Fr g ZN—T— R MEE— RICAD £9, ZOF— T, Bt i XE AN TEET,
tunnel-group name gener al-attributes

1 :

hostname (config) # tunnel-group testgroup general-attributes
hostname (config-tunnel-general) #

fob TN—FIMEH]T 57 LA 7 — VB HEELET,
address-poal [(interface name)] address _pool1l [...address pool6]

1 -

hostname (config-general) # address-pool testpool

kv Zv—" ipsec BIEE— NIZAD £9, ZOF— FTIEL, IKEV] BEiD 729D D IPsec
B DOREEE AT TEET,

tunnel-group name ipsec-attributes

51

hostname (config) # tunnel-group testgroup ipsec-attributes
hostname (config-tunnel-ipsec) #

(FE) FpidtfAF— (KEvl O&) ZFELET, F—ITiE. 1~ 128 LFOHEH T FF
ZIRETEET,

WY X2 VT A T T ITATRETTAT L FOF—IR L THHIVLEND Y £3, FHhI
HH X~ A XPH72 % Cisco VPN Client 3855t L LD & T5 &, BT OFGEIZRKM L= Z
LERTEZT— A=V NRNI 74T MekoTu ZIzE&EINET,

ikevl pre-shared-key key
1 -

hostname (config-tunnel-ipsec) # pre-shared-key 44kkaol59636jnfx

BAFIVI )Tk Ty TDER

AAFIv 7 7T b~ 7iE, T_XTCONRTA—=ENREISNLTHBE DT TIERWVWERY v—
FUTL—FEERZLET, ZHUIZED, ASAITZ, VE—RNT I BRI A4 T R EDIP
T RUARARHARE T Do O EZETHI LN TEXET,
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B s 7000073y T8BRATEEOOI TRy T IV RO

ATvT1

ATy T2

FTALFZyYy
1) DER

ATy I

HAF w7 70T <=y 7O MR BHRON T VAT r—L 2y bERELET,
Flo, W—T 4 T HEARF—TNVIZTEET, ZHIZEY, ASAITER SN2 74T b
DOV—F 4 o TIERETG L. Fha RIP £721X OSPF BT RARZ A4 X LET,

KON FATLET,

FIE

EAFI w7 7 VT s~ TE2EHRL, ~v7DIKEVI h T VA7 3 —5 %y b FEZIXIKEV2
TaR—FLERELET,
< IKEvl AT, o~y REFEHLET,

crypto dynamic-map dynamic-map-name seg-num set ikevl transfor m-set transform-set-name

« IKEv2 D&, Zoa~vry REHLET,
crypto dynamic-map dynamic-map-name seg-num set ikev2 ipsec-proposal proposal-name

51

hostname (config) # crypto dynamic-map dynl 1 set ikevl transform-set FirstSet
hostname (config) #

hostname (config) # crypto dynamic-map dynl 1 set ikev2 ipsec-proposal secure_proposal
hostname (config) #

(FEE) o7 V7 s~y 7 =2 VIS ERICH L Tlfil— MEAZ A F—T LT L
£,

crypto dynamic-map dynamic-map-name dynamic-seg-num set rever se-route

1 -

hostname (config) # crypto dynamic-map dynl 1 set reverse route
hostname (config) #

H) TRy TEFERTEZEHDD) Ty T T

IV T b~y 7o MU EERLET, ZRICEY, ASAIK, 4TI 7 70T h~v7
PHEHLTIPsec BEXaUT 4 TV Z—a v DNTA—RERETHIENTEXET,

Zoawy RIZETL2ROBITIE, 7 U7 s~y 74 Emymap, ¥ —7 U AEF L, XA T
Rv 7 7T N~y AT dynl T, ZO4RINE, BIOETERLEZL DT,

FIE

AT Iy 2V T b=y TEElNTL7) 7~y 7 = b U Z2ERLET,
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TAFAVTFER b E—RTOIPSec kB2 U E— ~ 77 £ 2 VPN 0EE [

crypto map map-name seg-num ipsec-isakmp dynamic dynamic-map-name
1

hostname (config) # crypto map mymap 1 ipsec-isakmp dynamic dynl

ARTYT2 I VT N vy T EINA v Z—T = A ATHA L ET,
crypto map map-name inter face interface-name

% -

hostname (config) # crypto map mymap interface outside

ATwT3 BHAaL 7 4 Fal—a VIR ELET,

write memory

TILFAVTEFAME—KFTOIPSeclKEv2 ') E— F 722X VPN D

=JL ==

axX ;&
UE—F 77 &ZIPsec VPN DR EDFEMIZHONWTIEL, IROHEEZSR LTI ZIV,
AU H =T A ADFKE (B X—Y)
« 7 FLA T —LORE (63—)
« —HDBIM (6 2—)
«IKEvl F 7V A7 3 —4h v b ELIZIKE2 7B R—FLOIER (7 2—)
s RV TNAN—TDEFHE (8 —)
cHAFIv Iy 7 VT N~y TOERK (9 5—)

AT I IV Ny T EERATEEOO ) v~y T o MU OER (10°2—
)

) E— k 7%t X IPsec VPN D% E 5
WO, VE—F 727 %A IPsec/IKEvl VPN 2% E 5 FHikZ L TWET,

hostname (config) # crypto ikevl policy 10
hostname (config-ikevl-policy)# authentication pre-share
hostname (config-ikevl-policy)# encryption aes-256
hostname (config-ikevl-policy) # hash sha
hostname (config-ikevl-policy)# group 2

hostname (config) # crypto ikevl enable outside

hostname (config) # ip local pool POOL 192.168.0.10-192.168.0.15
hostname (config) # username testuser password 12345678
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B <1 7307%2F T—FTO@BER—Z IPSec IKE2 1) E— b 7 4 £ X VPN DREHI

hostname (config) # crypto ipsec ikevl transform set AES256-SHA
esp-aes-256 esp-sha-hmac

hostname (config) # tunnel-group RAVPN type remote-access
hostname (config) # tunnel-group RAVPN general-attributes
hostname (config-general) # address-pool POOL

hostname (config) # tunnel-group RAVPN ipsec-attributes

hostname (config-ipsec) # ikevl pre-shared-key ravpnkey

hostname (config) # crypto dynamic-map DYNMAP 1 set ikevl
transform-set AES256-SHA

hostname (config) # crypto dynamic-map DYNMAP 1 set reverse-route
hostname (config) # crypto map CMAP 1 ipsec-isakmp dynamic DYNMAP
hostname (config) # crypto map CMAP interface outside

woBix, VE—k 727t A IPsec/IKEv2 VPN # iR ET D HiEHER L TWET,

hostname (config) # crypto ikev2 policy 1

hostname (config-ikev2-policy)# group 2

hostname (config-ikev2-policy)# integrity sha512

hostname (config-ikev2-policy)# prf sha512

hostname (config) # crypto ikev2 enable outside

hostname (config)# ip local pool POOL 192.168.0.10-192.168.0.15
hostname (config) # username testuser password 12345678

hostname (config) # crypto ipsec ikev2 ipsec-proposal AES256-SHA512
hostname (config-ipsec-proposal) # protocol esp encryption aes-256
hostname (config-ipsec-proposal) # protocol esp integrity sha-512
hostname (config) # tunnel-group RAVPN type remote-access
hostname (config) # tunnel-group RAVPN general-attributes
hostname (config-general) # address-pool POOL

hostname (config) # tunnel-group RAVPN ipsec-attributes

hostname (config-tunnel-ipsec) # ikev2 local-authentication
pre-shared-key localravpnkey

hostname (config-tunnel-ipsec) # ikev2 remote-authentication
pre-shared-key remoteravpnkey

hostname (config) # crypto dynamic-map DYNMAP 1 set ikev2
ipsec-proposal AES256-SHA512

hostname (config) # crypto dynamic-map DYNMAP 1 set reverse-route
hostname (config) # crypto map CMAP 1 ipsec-isakmp dynamic DYNMAP
hostname (config) # crypto map CMAP interface outside

TILFAVTXRAFE—FTOEER—XIPSeclKEv2 ')
E— k 7%t X VPN D% EH

KROFIE, wVvFarTx A~ ET— RTHEES—2 JE— K 77 & IPsec/IKEv2 VPN H D
ASA ZRET D HEZRLTWET, ZOFITHE., AT L aVTHFRA MBIV —Y 2
TXANOETEIZOWNWT, TNENERERML F7,

VAT A AT XA NDRE

class default
limit-resource All 0
limit-resource Mac-addresses 65536
limit-resource ASDM 5
limit-resource SSH 5
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TAFALTFHER k E— KTORES—Z IPSec IKE2 ) E— 752 VPN ozs ]

limit-resource Telnet 5
limit-resource VPN AnyConnect 4.0%

hostname (config) #context CTX2

hostname (config-ctx) #member default ===============> License allotment for contexts
using class

hostname (config-ctx) #allocate-interface Ethernetl/1.200

hostname (config-ctx) #allocate-interface Ethernetl/3.100

hostname (config-ctx) #config-url diskO0:/CTX2.cfg

Z—=HF AT XA NORE :

hostname/CTX2 (config) #ip local pool CTX2-pool 1.1.2.1-1.1.2.250 mask 255.255.255.0
hostname/CTX2 (config) #aaa-server ISE protocol radius
hostname/CTX2 (config) faaa-server ISE (inside) host 10.10.190.100

hostname/CTX2 (config-aaa-server-host) ftkey *****

hostname/CTX2 (config-aaa-server-host) fexit

hostname/CTX2 (config) #

hostname/CTX2 (config) #group-policy GroupPolicy CTX2-IKEv2 internal
hostname/CTX2 (config) #group-policy GroupPolicy CTX2-IKEv2 attributes
hostname/CTX2 (config-group-policy) #vpn-tunnel-protocol ikev2
hostname/CTX2 (config-group-policy) #exit

hostname/CTX2 (config) #

hostname/CTX2 (config) #crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set ikev2
ipsec-proposal AES256 AES192 AES 3DES DES

hostname/CTX2 (config) #crypto map outside map 65535 ipsec-isakmp dynamic

SYSTEM DEFAULT CRYPTO_MAP

hostname/CTX2 (config) #crypto map outside map interface outside

F 740 h TR, EHER—Z 7 54T B O IPSec/IKEV2 U E— k 77 & AL,k
VAV 7 —7 [DefaultRAGroup) (/SN E T,

hostname/CTX2 (config) #tunnel-group DefaultRAGroup type remote-access
hostname/CTX2 (config) #tunnel-group DefaultRAGroup general-attributes
hostname/CTX2 (config-tunnel-general) #default-group-policy GroupPolicy CTX2-IKEv2
hostname/CTX2 (config-tunnel-general) #address-pool CTX2-pool

hostname/CTX2 (config-tunnel-general) #authentication-server-group ISE
hostname/CTX2 (config-tunnel-general) #exit
hostname/CTX2 (config) #

hostname/CTX2 (config) #tunnel-group DefaultRAGroup ipsec-attributes

hostname/CTX2 (config-tunnel-ipsec) #ikev2 remote-authentication eap query-identity
hostname/CTX2 (config-tunnel-ipsec) #ikev2 local-authentication certificate ASDM TrustPoint0
hostname/CTX2 (config-tunnel-ipsec) #exit

hostname/CTX2 (config) #
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class default
limit-resource All O
limit-resource Mac-addresses 65536
limit-resource ASDM 5
limit-resource SSH 5
limit-resource Telnet 5
limit-resource VPN AnyConnect 4.0%

hostname (config) #context CTX3

hostname (config-ctx) #member default ===============> License allotment for contexts
using class

hostname (config-ctx) #allocate-interface Ethernetl/1.200

hostname (config-ctx) #allocate-interface Ethernetl/3.100

hostname (config-ctx) #config-url diskO0:/CTX3.cfg

HAVT XA NDEBT 7 A )V VAT LOIER T, A4 A=, 707 7 A L73ED Cisco
Anyconnect 7 7 A VEEHTE £,

hostname (config-ctx) #storage-url shared disk0:/shared diskO
Z—HF AT R NORE

hostname/CTX3 (config) #ip local pool ctx3-pool 1.1.3.1-1.1.3.250 mask 255.255.255.0
hostname/CTX3 (config) #webvpn

hostname/CTX3 (config-webvpn) #enable outside

hostname/CTX3 (config-webvpn) # anyconnect image
disk0:/anyconnect-win-4.6.00010-webdeploy-k9.pkg 1

hostname/CTX3 (config-webvpn) #anyconnect profiles IKEv2-ctxl disk0:/ikev2-ctxl.xml
hostname/CTX3 (config-webvpn) #fanyconnect enable

hostname/CTX3 (config-webvpn) #tunnel-group-list enable

hostname/CTX3 (config) #username cisco password *****

hostname/CTX3 (config) #ssl trust-point ASDM TrustPoint0 outside
hostname/CTX3 (config) #group-policy GroupPolicy CTX3-IKEv2 internal
hostname/CTX3 (config) #group-policy GroupPolicy CTX3-IKEv2 attributes

hostname/CTX3 (config-group-policy) #vpn-tunnel-protocol ikev2 ssl-client
hostname/CTX3 (config-group-policy) #dns-server value 10.3.5.6
hostname/CTX3 (config-group-policy) #wins-server none

hostname/CTX3 (config-group-policy) #default-domain none

hostname/CTX3 (config-group-policy) #webvpn
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hostname/CTX3 (config-group-webvpn) #anyconnect profiles value IKEv2-ctxl type user

hostname/CTX3 (config) #crypto ikev2 enable outside client-services port 443
hostname/CTX3 (config) #crypto ikev2 remote-access trustpoint ASDM_TrustPointO
hostname/CTX3 (config) #crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set ikev2
ipsec-proposal AES256 AES192 AES 3DES DES

hostname/CTX3 (config) #crypto map outside map 65535 ipsec-isakmp dynamic

SYSTEM DEFAULT CRYPTO_ MAP

hostname/CTX3 (config) #crypto map outside map interface outside

hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 type remote-access
hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 general-attributes

hostname/CTX3 (config-tunnel-general) #default-group-policy GroupPolicy CTX3-IKEv2
hostname/CTX3 (config-tunnel-general) #address-pool ctx3-pool
hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 webvpn-attributes

hostname/CTX3 (config-tunnel-webvpn) #group-alias CTX3-IKEv2 enable
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