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INA ADRA NG EIRECTCEET,

1 -
7-E 21X, ZDOFT A ZITNAT 7 KA 192.168.30.3 B L1V 2001:DB8::1 2% ) 24T AT,
WDa<r ReEATTLET,

hostname (config-load-balancing) # nat 192.168.30.3 2001:DB8::1
hostname (config-load-balancing) #

UGN —TEHNEE
TNN—THNDETFT A ZAD VPN B — RGP —F B ET 5121, O FIE
FEITLET,

FIE

Jua—s)L a7 4 F 2 b— g F— KTvpnload-balancing =~ > K& AJJ LT, VPN
0B—RNRNT UV T EHRELET,

1 -

hostname (config) # vpn load-balancing
hostname (config-load-balancing) #

Z#UT vpn-load-balancing =7 4 ¥ a2 L—1 3 E— RIZADLTED, 22 THEYOr— KA
Ty TRt ERETEET,
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VPN O— RNV T —TRMEDEE .

RATFYT2 ZOFRAABBLTVWATA—FTDIPT RLAFEFIIE=ZLEM RAA 4 E2RELET,

ATvFT3

ATvT4

DA<y RiE, VPNE— RS U v P I N—TF ke ETH—~DOIP7 L X £7-13ZFQDN
FHRELET, FNV—THOTRTOASANELFTH TV v 79T 32y hOT KU AFHA
WT, IP7T FLAZEIRLET, IPVA 7 RLAEITIPv6 7 RL AZFRETE E7,

% -

72 21E. (RAEIP 7 RLAZ IPv6 7 R LA 2001:DB8::1 ICRET AT, ROz~ REA
JILET,

hostname (config-load-balancing) # cluster ip address 2001:DB8::1
hostname (config-load-balancing) #

TN—TR—=F R ELET, Z0a~vr RE, 20T, ANRSNT %5 VPN 2— RN T
VT T N—TDOUDP R — NERELET, 7 74V MEIX 9023 T, BlOT 7Y r—3
VCZDOR—EIBMERHEINTWAEAIL, =n— R ANZ U 7T % UDP O%E5ER— k
T e AN LET,

5 -
T2 21X, TN—T R — & 4444 [ TRRET DI, kD~ FEASILET,

hostname (config-load-balancing) # cluster port 4444
hostname (config-load-balancing) #

(£EE) VPN 2 — KRZ o v 77— 1 5 IPsec i 5{ba f 2—T M2 LET,

F 74 N TIEBEEGIIEH S ETEA, Z0a~y NiE, IPsec l3{bE A 32—V F 21T
TAE=TMILET, 20T =y 7 BUHEERET 2561%. FTIEMELEE L THRIET
HZVBNRH Y ET, VPN E— RT3 7 7 —FND ASA IE, IPsec Z1# 1 L T
LAN-to-LAN F > RAUEHTHEE LE T, 734 A THESNLTXTOR— AT v
TIEMMEE AL END KO+ 5121k, Zo@EtEs A 2—7 iz LET,

G¥)  VPNR—RKNZ V7T N—TOR 5 b T 5121, 79, WA 2 —7 =
A A%$RE LT oyptoikevlenable 2~ R&ZFETTH I LT, WA v #—7 = A
ATIKEV] A4 2= WIZTHHERH Y T, £95 LW E, VPN 2— KT
VU TITN—T DR SbERELL D ETHE, =T A v UNRKRINE
R

TN—T DR bR E LTz & ZITIKEVI 24 X — 7ML ThH, ZA—TF~DF N
A ADBIMNEZRET HENCT 4 B—7 M LT=BEI1L, participate~ > F& A9
BLTS5—AvB—URNRRIN, FOTNA—FIT5 L THERLIZA RZ—7 IR Y
FHEA,

1 -

hostname (config) # crypto ikevl enable inside
hostname (config) # vpn load-balancing

hostname (config-load-balancing) # cluster encryption
hostname (config-load-balancing) #
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B et asmALEY LYY a0 D 2—T i

ATy TH

ATvT6

T N—T DRt & A F—T T H5E1E, cluster key 2~ > K& AF LT IPsec HGFhE
%%E#éﬂ%ﬁ@@iﬁo_@:V/b X, IPsectf Btz A 2 —T I L THDHE. [Psec
v RN G R & 4R ffbi% RNy 7 A ATT DL, EeT 57 AX Y A7 LFE LT
FREINET, T T T EINTEXF—ZANTHLERND LG5E (2 & 21X, BIORER» S
g —L7-%—) %, cluster key8key =~ F&E AN LET,

5 -

7=l 2, EMERBRE 123456789 [T ET AHITIX, ROa~wr RE AN LET,

hostname (config-load-balancing) # cluster key 123456789

hostname (config-load-balancing) #

participate 2~ > K2 AN LT, ZN—F~DZDFTNA ZADBMEA X —T M LET,
11

hostname (config-load-balancing) # participate
hostname (config-load-balancing) #

RDEARY
BELD ASA 7 — Ri3a— RN Z v 7Ol 7 /V—7{bZ L, AnyConnect 7 7 A 7 2 K
Befel 7 )V — 7 URL OFE N SLEERE. Hx D ASA / — R TUF2ITHO LERH Y £,
K VE— T IR 0 T s AN, FEr— KN T UV T EET RLA (IPvAB L
W IPv6) DY L—F URL #RELET,
e ZD/—FKDVPNE—RKRXZ 20T RT )y T RLARICK LTI NV—7URL 2%
ELET,

tunnel-group. general-attributes, group-url =~ RZEH LT, RO I NL—7 D URL ZiRE
LET,

TEBH A VEEFERALEVEALY O3 0D/ =T )LE

F 74V R TIE, ASAIZVPN I — RT3 7 DYV EAL LY hTIPT RLAFE T2 7 94
Ty NMIEEFELET, DNSAICESGEHAENMEH SN TV A, AU N—T A RV X
A V7 FEND LEZOFEAEFITENIZARY £97,

COASAIZIVPN O —RRT 75472 LT, VPNZ 747 v MG ERID A
IN—=TINA R (TN—TNORHD ASA) [V XA VT "NT5 LI, DNSWiLy 7T v 7%
FHL T, ZTOALN=FT A A0 GMBIPT KL ATIEeL) 522Effi KA A >4 (FQDN)
EEECTEET,

VPN — RT3 JE— R CREBEHM RAA VA EFERH LIV XA VY Ve x—TVE
7T 4= T BIE, Ta—s0b ar T o ¥ ab—3 g 2 F— KT redirect-fgdn
enable 2~ > REFEHLET, ZOMEX. T 74V N TET =T MR >TWVET,
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ATy

ATy T2

ATv7T3

ATy T4

>

VPN O— K /\S

HEARKDVPNO— K /NS

veno—k nsvvusniEs ]

1R BHHIIZ

TNL—THND VPN B — RRF U FFRL 20T _RTONTBLONE Ry hT—2 A
H—T 2 A AT, RCIP Xy NU—7 FICHFEETLHIVLERSH Y 17,

FIE

VPN 12— RKXZ 7 CTO FQDN O % A % —7 Wz LET,
redirect-fqdn {enable| disable}
i -

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # redirect-fqdn enable
hostname (config-load-balancing) #

DNS H—Z, K ASANTA v Z—T 2 A ZADT L N EZBMLET (=2 N RFEELR
WIEE) o TIEND ASAMNEIP T RLAIZ, Ny 7T v 7HIZZEDT L AIZBEET TS
NTEDNS =Y MUBEESINTWDOILERHY 9, ZNHDODNS =2 b UIZx LT, #f
N I T T HAX—TNCTHHLENRHY T,

dnsdomain-lookup inside =~ > FZfEH LT, ASATDNS /L v/ 7 v 7T & A X —7 /T LE
7, inside DT IE, DNS ="~ )L— M EZFFATLEDOA VX —T7 =4 AZHBELET,
ASA TDNS %— NP7 RL A& EFHKE L ET, ) : dns name-server 10.2.3.4 (DNS H—/3D IP
7 RLR)

VU DEREH

2LV CLIERTE

WIZ, BREM RAAL LDV EAL VI N F—T ML, FN—TDNT Y v
A =Tz A% test LIEEL, V=T DT T, RX—h 4 Z—T A A% foo
EHRETHA v HF—T oA Aa~v Ly ReEte, VPNR—RARZT vV avw s Ri—
T ADEIEZRLET,

hostname (config) # interface GigabitEthernet 0/1

hostname (config-if)# ip address 209.165.202.159 255.255.255.0
hostname (config) # nameif test

hostname (config) # interface GigabitEthernet 0/2

hostname (config-if)# ip address 209.165.201.30 255.255.255.0
hostname (config) # nameif foo

hostname (config) # vpn load-balancing

hostname (config-load-balancing)# nat 192.168.10.10

hostname (config-load-balancing) # priority 9

hostname (config-load-balancing) # interface lbpublic test
hostname (config-load-balancing) # interface lbprivate foo
hostname (config-load-balancing) # cluster ip address 209.165.202.224
hostname (config-load-balancing) # cluster key 123456789
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hostname (config-load-balancing) # cluster encryption
hostname (config-load-balancing) # cluster port 9023
hostname (config-load-balancing) # redirect-fqdn enable
hostname (config-load-balancing) # participate

VPN O— RN\S UL U IEHRODER TR

VPN 02— RRZ U T T N—TDF 4 V7 XL, 7277 4772 AnyConnect &> a >, 7
TAT MRy ay, ELUTRESNHIREZILT A &2 ZEHIRIC IS < HRKEFAT
Ty alrBNHDIN—THNOK ASA NS A v =V EEMNICZELET, ZL—7H0
HD ASA DFEEN 100% W XNWTH D ERENDGE, FNA—TTFT 4 L7 ZiZZnicxiL
TILIERZYV XA LY FTHZ LI TEERHA, ASADB NS ITNTHDL ERENTH,
=W XS TUIFET 7 7 4 TEIIHEAGLREL 2D, 4B A EHET HAREMERH
DET, MHERE LT, By va AT, vy a v AENLIET 77 1 7iREE
Dy a rBEFIWTEENE ASAIC L > TIREESNETASA a~ > R 77 L AD
-sessiondb summary =2~ > RZZM LT 23, 2FY, 77T 4Ty a s
N—TTFT 4 L7 ZZHESNET A, ASAD GET 77 47ty aiiioT) Dol
W7o TWAEHETYH, ZJ—T7F 4 L7 M EIL U T A ASA ICH| & k& VU X1 L
7 MLET, ASAPH LW AZZET DL, RVESIHET VT4 7o Tty ay
MR TFT7 I, FILWERNZDTA B A% ESHEET,

WOFENE, 100D SSLEy v ay (TI7T7470DH) &2%DSSLARMERLTWVWET,
NoOEFIIE, IET 7T 47y v a TEENTWERYA, DFEV, FETIT 4T R
vl a I VPN E— RART UL U TOATICEZ HIvEY A,

hostname# show vpn load-balancing

Status : enabled

Role : Master

Failover : Active

Encryption : enabled

Cluster IP : 192.168.1.100

Peers : 1

Load %
Sessions

Public IP Role Pri Model IPsec SSL IPsec SSL
192.168.1.9 Master 7 ASA-5540 4 2 216 100
192.168.1.19 Backup 9 ASA-5520 0 0 0 0
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