ARG S47
J4¥xal—<3

> LAXSSLVPNOO O >
>

« % URL OFEZ#Hx (1 X—)

e AR—H )N RX—=UTOURL=Y N DOFT7~DEINFEZ (23—)
fFHETEDAEHEO T —L (2 3—)

s T T TAANDT T T I EADHKE (5 3—)

o R— MEEOFRE (12 3—)

« T AN T I EADHE (18 <—)

* SharePoint 7 7 EADT=HD 7 v v 7 OIEfEMOfER (22 _X—)

» Virtual Desktop Infrastructure (VDI) (22 ~X—7Y)

« SSL #FH LENERF—_"~DT 7 A (25 2—)

cITGAT U NP —=NNT T ~DT TN T 7 EAOERE (31 X—)

ZURLDESH#Z

7 )L b TliE, ASA T T NT?D Web V Y —A (HTTPS. CIFS, RDP, ¥ /A4 72 &) 1T
KTHTXRTCOR—HN T T4 v 75 LET, 7747 FLASSLVPN L, ASA 72
FIZEMRO®H L HDIZHEURLEZ Y 74 M LET, =—HiE, ZRLE Web 1 MBS
TWAZ EaHERTHIEDIC, ZTOURLEFEHTEEYA, 747 Web T A R HD
fERRIC 2 —F NI L EINLDEHESITE, 7 I7A TV PLAT 7 BRAIZEELTNWDHRY v—
(IN—TF R — BAFIv 7 TIEARY —, £7201IFDMJ7) 12 Web ACL %%
DU TCTHR—HFNPOEDORNT T4y 7 7a—4%GlHLEST, ZHH6ORY —d URL = b
VEaF 7YV EZT, T 7 EATEENCONT2—YFRRELLARANEIICTHZ &%
BEIOLET,

B 1:1—YHAF LT URL DB

aloln :
creco. SSL VPN Service
@ RO Address | htipsi— T www.cisca.com

(:l,‘l Weh Annlicatinns

244026

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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B 5. x—vcomzsryori~ogysz

R2:2Fa)T4 7TSATVRICKH>TESERA OGN, T5I9YF D1V FIICRFTESN{=FR L URL

3 nad—re?* hitkps: J{sic. cisco,com{+CSTO+00756767633A2F 2FEAGABAZE 17666 70622E 70627 A+ v B |k
||| ||| Werldwide [change] LegIn | Account | Reglsterﬁm
cisco [Search Go

8
5 Products & s Training & Partner =]
Solutions Services Ordering Support Events Central i

R—ABIL R—TOURLI Y R DA ITADYY E 2

ATy I

ATy T2

ATy T3

2PN T T IV XR— 2O AL LT & Z IR —Z L X—=U PR E ET,

1R BHEIIZ
74T MV ASSLVPN 77 B AR ML T 5T RCO—F DI N—T KR o —E&E
L., ZOIN—T KU —IZ%LTHEITFZF747 > FLASSLVPN & A X —7 /W LET,

FIE

ITN—T IRV —DI FA T FLASSLVPN 27 4 F 2 lb— g0 F— R EXF
7,

webvpn

Z—H 73 HTTP/HTTPS URL # A 19 A HEEEZHFIH L £9°,

url-entry

(fEE) URL=> hY AA7ICHI0 X £,

url-entry disable

EEETEHIIAED T—IL

ASA I trustpool |IZEFH T X AREEZ 7 /L —7{b L £ 7, trustpool I%, #EEDBEEID CA FEH]
FERT FTAIRA ORI — AL BT ENTEET, ASAITIE, Web 7T ¥
FIFDL > TNDHDLREO—HDT 7 4L FMEAENREZENTHET, b OFEHHF

I%. crypto ca import default =~ > RZRITL T, EEENT 77 4 7T HE THELEE

o

HTTPS 72 ba L&A LT Web 77 UV RHATY £— F — R 2546, —NF
HEZIEHT 57208 (CA) NEL LT VX VGFAEL R L F4, Web 77 U
Wi, — EERREO G LM A MREET A - DI &N A —H O CAFERS EFN TV E
7,

B EENEISAF7URLASSLWNOI Y I Fal—vay
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)

trustpool AEFED BE) A »R— FDERTE .

7747 > kLA SSL VPN #&H TV E— k SSL &It — NIcid 28615, TOVE—
= NPMEBTE 52, BIOHL 2V E— M — NZEH L TV O AR T 52 ENEE
T, ASA9.01ZIE, 7/ 7 AT kLA SSLVPN O TX 5585/ (CA) FEHIEDY A K
(2K % SSL — NGEHEORGED 72D D AR — RSB E I TWET,

[Configuration] > [Remote Access VPN] > [Certificate Management]| > [Trusted Certificate Pool]
T, https ¥ b ~D SSL el 2%t L CREIEMGEZ ANCT D Z &N TEEY, £/, 7
TELEAES =V HNOGEHELEHTE 7,

G¥)

ASA trustpool I & Cisco 10S trustpool IZFEHEL L TWET N, Fl—DHLOTIEH Y FH A,

trustpool GEFRE D BEIA > R— FDERTE

trustpool 7R'!) > —

A<v—hk A4 ATIL, SmartCallHome 1 > 7T A NI 7 F ¥ IMEA SN ET, ASAIT Ny
2 "7 v > RC Smart Call Home [E4 L AR — M &2 ET 5 & 12, Call Home ¥ —/NGEB % %
ITLI-CADFENEZET T A MARA > M2 BEIMICIER L E9, ASAIL, H— NiElEO
FHATHEENE R SN TG A IGEAZEORGEEZ VAR — 5518720 E L, I AX~—DGE
%%%E@%E%%ﬁ#é%%ﬁ%@iﬁﬁ/CA#~A®QE%%E%£ﬁﬁEéMt%Q
(2. Smart Call Home 237 7 7 ¢ 7 7R A HMERF T & 5 K 51, EMA7R trustpool /X2 K/LdD
EHAHILCTEET, ZOEREIIYALT 20T R X MNERTIEYAR— ML ERA,

trustpool DFEAAE N RL & HEIRIIZA VAR — T 5121F, ASARNY RLDX 7 oa— R
AR —=MERT 2 URL ZH8ET 2 MENHV T, KOa~vy REANTLHE, 774
JU k@ Cisco URL &7 7 /L kDR (22 Bifl]) AL T, HH —EOMFETA R —
WEFSNET,

ciscoasa (config-ca-trustpool)# auto-import-url Default

Flo, koa~vr REHEHLT, #AXLAURLICEDHEA VR — oA X—TMZTEE
R

ciscoasa(config-ca-trustpool) # auto-import url http://www.thawte.com

F 7 = BEE T OMOIE D LRI R A U o r— RERETE S LH1I2T 5
i, ROa< REASILT, HAZAERICE A A v AR— oA X —T7 T LET,

ciscoasa(config-ca-trustpool)# auto-import time 23:23:23

B AH N URL & AKX AEROM FIZL D HEA VR — FEFRET DL, kOavr R
ERAT2LER™H D F5,

ciscoasa (config-ca-trustpool)# auto-import time 23:23:23 url http://www.thawte.com

DAT—ZADFEKR
trustpool 7N U > —DBHED AT —FZ A% RKRT DI, WOa~vy REHALES,

show crypto ca trustpool policy

Zoawy REIRO L S RIEREZIRL T,

ERWGEI 54T RLRASSLVWPND IV T4 Fal—2 3> .
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0 trustpool certificates installed
Trustpool auto renewal statistics:
State: Not in progress

Last import result: Not attempted N/A
Current Jitter: 0

Trustpool auto import statistics:
Last import result: N/A
Next schedule import at 22:00:00 Tues Jul 21 2015

Trustpool Policy

Trustpool revocation checking is disabled.

CRL cache time: 60 seconds

CRL next update field: required and enforced

Auto import of trustpool is enabled

Automatic import URL: http://www.cisco.com/security/pki/trs/ios core.p7b
Download time: 22:00:00

Policy Overrides:
None configured

CA Trustpool D7 ') 7

trustpool N U > —% 7 7 4L MREBIZU £y M 2I21E, koa~v» REEHLET,

clear configure crypto ca trustpool

N7 X RARA » MEHEOBHEIA VAR — MEIT 74/ N TAHTIZRDZDT, kOa< Rl
AL THEEEZT c—7ICLET,

EEETEAIAET—ILORY) O—DFE

&

ATy T2

ATv7T3
ATvT4

FIE

[Revocation Check] : 7" —/VINDREENRKZNL TWENEINET = v 7T 5L HITHEL,
B, ROF = v 7 IR LTIZHE12, CLRETZIZOCSPOWT N EEAT 55, BLO
AEEA N T AN E I D ERIRT D LI ICHELET,

[Certificate Matching Rules] : 2N E 72 IZHIREINL DO F = v 7 DB ERANT DFEE~ » 7 4 %R
LE9, fEE~ > 7%, AnyConnect £721327 747 MV ASSL#EER 7T m 7 7 A4 (B4
[hoxn ZA—71 ) ICiEHELZ ) 7 LET,

[CRL Options] : CRL &+ v ¥ = O FEHAEEE 1 ~ 1440 5y (24 F;fE]) OMETHREL 7,
[Automatic Import] : > A2 TiL, [FHEACAD [T 740 OV R NEEMIIZHER LT
UV E 9, [Enable Automatic Import] #4212 LC, 77 4 /V M EEZRFFT 2 L O ICHE LS
By ASA T 24 R T LI A3 DY A M TREEFEA CA DR A MeF vy 7 LES, U
ARNNELEINDE, ASAITHLWT 74V hOFFHEACAY A MEX T a—RLTA
A—FrLET,

B EENEISAF7URLASSLWNOI Y I Fal—vay
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T34 ~ADIT IO 7O EADETE

T FT T 0E, Web 7T UHFICL > TR ENLMN LIZT 0 /T LT, 777
PO RUNTYZ FAT M —NICHET 2R EOFPOMREZFITLET, ASAT
m\7?47VFVX$LWNﬁ/yayT)%~I7??$’ﬁ¢ymwF¢étw®f
FTA L EAVR—PFTEET, @FE., VAITHHEAMATLIT 774 DT A MEIT-oTE
V., HEMMCERWT T/ ot ET A T8 bHY 4, 2L, BFERSL TR
ANV =T AT ATV R— T DT 774 0DA R — MIHERELEEA,

TITA L wTTva TALAIA VA=A T DL ASA ITIROLIEFETLET,
« (Cisco Bcfi D77 7' 4 L [RE) URL TIHREINLIZjar 7 7 A VDT o3y 7
CASA 7 7 AN VAT AT 7 AN EEXALET,
« ASDM @ URL BHORICH D Ruy 7 Xy U A MIERE AT LET,

LBDODTRTCDOIFTAT MLV ASSLVPN B> g v T I A4 A F—TIVIT L,
A Ama—FFard, R=FL_X—=ID[Address] 7 4 —/V ROMICH D Fr
FET YA RMIONWTOF T a r2BMLET,

wIZ, UBOETHAT LIS 7 A 2 BMLIEEED, R—F )L X=TV DA A=ma—
LT RLAR T 4=V FROEFEREZRLET,

RK1:9FAT U FLRSSLVPN R—E )L R=S~ADTS514 o DEE

T4 R=F I R=D[2EMEND | R—F )L R—=JIZEMEN D
A AZa—FT 3> |[Address] T4 —ILE A T3
b
ica Citrix MetaFrame Services ica://
rdp Terminal Servers rdp://
rdp2* Terminal Servers Vista rdp2://
ssh,telnet X7 b ssh://

Telnet services (v1 38 LK UVv2 % | telnet://
PR — )

vne Virtual Network Computing vnc://
services

RS hRNT T T A

7747 MVASSLVPN £ v ¥ a v Ca—HRNR—Z L =V OBEMIT b A =2 —
FTrvarvEI Vv rThHE R—FNR=DIFIA v H—T 2 A ZA~DT LV R E~LT
RAVNFIRENE T, Fey7X oy V2 MNMIFERENTET B halza—FRER LT
[Address] 7 4 —/V RICURL # A1 95 &, Bt A i CE £ 7,

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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B 50 icmsumeen

FSTALNF, SN A F Y (SSO) EYAR— R LET,

o Je— N __‘,~_‘_l_E

T4 VIZ#ESHIREH
T TAA~DIE— N T I RAEREBRTHIZIE, ASATYZ 747 h L ASSLVPN %
AF—TNZTDHDVLENRHD 7,
« T TANIKL TSSO AR — N EBRET DL, T T EBA A N—L, P—
NPV I BFoRkTHEODT v r~—r 2 M) EBMLES, £/, Ty r~—7
BT S EEIZ, SSOYR—FEFHEELET,

s UE— N CHEHTA7-2DICNBER KB DO T 7 & AL, 7 A MEFEET— FIZBE L TWE
KR
« T UL v EMHAT AITIE. ActiveX F 7213 Oracle Java 7 o # A LEghi (JRE) BAMLET

T N—T g VEMEICONWTIE, [ AR— %o VPN 75w b7 +—2A, Cisco ASA
5500 > U — X[ OFHE~ FU 7 AESRLTLEEEN,

T34 0 OERLOFIR
A\

(G¥)  Remote Desktop Protocol 7’7 7' 4 > Clk, vy ar 7un—haxiHLi-a—RK T
T AR—FERTWERFA, Y baticidtyvrar7a—anhbD) XA L7 a0
WEBIFIED -0, BRI KL ET, vy v arTe—hMEHSNTW WS, 7774
CTEMEL £,

s TITTAUNE, YT A Ay (S8SO) BEYAR—bNLET, TITTA N FTAT

VRV ASSLVPN By v a U EBC EEICANLIEZ LTV Uy VERILZ LT vy
NEMRHLET, 7774 i~ n@Elz R — L7220 zd, NI RAA /S AT —
Rl xEZER27 ¢ —/L KX, RADIUS F 7213 LDAP H— D&M T SSO % F473
DA a i A,

¢ AT — R I N T 2= VEF—NN—=BBETEHE, T34 2FEH LTSNty Ve
VIR ENE A, 2T 2 A N —RICEHBEER T AMLENH Y £,

e AF— R TN T 2= F—NR—TFR< AT — F LA T = — L —R_—% T 554,
Ty Iw—0 NAEAE—ary, FAFTIv I TIRARI O —REDITAT
v MU AMREIE, 72— A== ASA XTI TR E N E A, T =— A ——D
AR, 2O OREITEMEL 5 A,

B EENEISAF7URLASSLWNOI Y I Fal—vay
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I554 0tontrayrs 77547 20%lHE [

T525400=800tx21) T4 7T53AT7 2 ADEE

ATy T

ATy T2

1R BHHEIIZ
ASAA LB —T 2 A ATTTAT 2 FLASSLVPN A X —T Mo TWNWDH I L 2R L
F7,

SSLEFFAED —f%k4 (CN) L LTIPT7 RLAZIELRWTLEE N, UE— b 22—,
ASA LiEET57-®IZ FQDN O HZ# 47 L£9, U=E— bk PCix. DNS 721
System32\drivers\etc\hosts 7 7 A VD> b U ZFEH LT, FQDNZfRR T A LERNH Y F

B

FIE

7 74T~ h LA SSLVPN 78 ASA THMNZ 2> TWHINE I e LET,
show running-config

ASAA B2 —T A AT SSLEFHEAR A VA F—)L LT, UET— b 2—VEHEOTEERM R
A A 4% (FQDN) #4RELF9,

DRAIZEH>THEAEINETSI9A4DA 2R F—)L

TAATIE, Java R—ADA—F 2 V—R arR—Fx 2 FEHEALTWHET, i, ¥
FAT VMLV ASSLVPN Y a v TWeb 77UV DT T 74 LTT 7RSI ND 3
R—F L FT, KOLONHY £,

1R BHHIIZ

ASADA B —T 2 A ATITTFA T h LA SSLVPN A %—T /NI 5> TWA T L ZHER
LE9, ZO7=HIZIL, show running-config =~ > K2 AL E7,

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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R2:>ROPBEHLTWDE TSV

Jakral

Bl

BEALTWETISHT12D
Y—R*

RDP

Windows Vista 35 &2 O Windows
2003R2 CTHA FEhb
Microsoft Terminal Services {27

JEALET,

VEe— kT R7 kv 7 ActiveX
avbha—nEYR—rLE
S

RDP 3 X UYRDP2 O J5 %
R—=rTB50F7 74 0%
AT LE2BEOLE
9, RDP 35 X TYRDP2 D/ —
Vg5 ~DNR—=T g Ty
TN R—FENTNE
T, N—=T 352 UEIEY
A—FEINTWERA,

RDP2

Windows Vista 33 JX TY Windows
2003 R2 THA &b
Microsoft Terminal Services (27

TEALET,

VE—F T AT ;v 7 ActiveX
oy bhar—EYR—KLE
‘g‘o

ZDOHWTFZ T A %, RDP2
P EYFR—rLET, 2O
T EMERTHZ LT
HRLEEA, RV, k&
FLORDP 77 7 A &AL
TL &,

http://properjavardp.sourceforge.net/
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http://properjavardp.sourceforge.net/
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Rk TERAENETS T4 o042 —L ||

Joran EHER BEALTWSTST120
Y—R*
SSH Secure Shell-Telnet 7 2 | http://javassh.org/

Lo, VE—F =% 3V
T—h ot a—F~D
Secure Shell (vl £721%v2) F
721X Telnet Bt & g2 T &
7

X—R—KA L FTI7T 47
3L JavaSSH Tl AR — k
I TWanizw, (Bes
FWEE A H = K 1D EHE A
END) SSH 7T /A Tl
PAR—FEINEHA,

VNC Virtual Network Computing % | http://www.tightvne.com/
ITA L EENT L VE—
h2—FFVE—F TR
kv 7 HA (VNCH—F Tz
T —EREHMEIND) &
Foazlizarta—4%&,
FT=H, F—AFA—F, BLQ
~ 7 AEMH L CERBID
flEcEEd, o= =
YT, THRA DT T 4L
FOEPELT SN TNET,
Flo. 7T U RGELE AARGED
NVT T ANET ST —
FERTnET,

*EH OB EEHIBIZONWTIL, 797/ A v Dv=a T V2B LTI,

INBDTZ 741X, Cisco Adaptive Security Appliance Software Download % h CAF T
\i ﬁqo

(G¥)  ASA (. importwebvpn plug-in protocol =~ > &2 27 4 X a2 L— g VITREELERA,
ZORDYIT, csco-config/97/plugin ?j/f L7 N ORREHEIIZ e — }‘Lij—o N4
U ASAIEL, 774~V ASANDLT T 74 ERSFLET,

FIE

ATFYT1 ASADT T v a TRALARCT T v, A — LET,

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .


http://javassh.org/
http://www.tightvnc.com/
http://www.cisco.com/cisco/software/release.html?mdfid=279916880&softwareid=282829226&release=1.1.1&relind=AVAILABLE&rellifecycle=&reltype=all
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. Citrix XenApp Server ~(D7 & & A DR

ATy T2

import webvpn plug-in protocol [ rdp | rdp2 | [ ssh | telnet ] | vnc] URL

GE) SSHHAHE Telnet HIZZ D a~y FEZNENATI LW TL 72X, sshytelnet % A
T 286, MEOEIZAR—=RTHALEEA, T L - T, Secure Shell H—
EAL Telnet Y —EADMHIZT T 7 A T 7 AERMELET,

1

RIC, TFTP E/2IL FIP $r— DR A M ETET RV AL URL T T 7 A jar 7 7 A )V
~DYVE—F RATHL ST ITA L ~DRAEANNT D0~ LET,

hostname# import webvpn plug-in protocol ssh,telnet
tftp://local_tftp_server/plugins/ssh-plugin.jar

Accessing

tftp://local tftp server/plugins/ssh-plugin.jar...!!ttiiirrrirrrrirrrrrrrrrirrrrirrrrrrind

Writing file diskO:/csco _config/97/plugin/ssh...
EEREEE RN RN RN RN RN RN

238510 bytes copied in 3.650 secs (79503 bytes/sec)

UTE) 574t T 527 547> h LA SSL VPN OH7R— k&4 7128) 0 8 2 CHIER
L. ASADT7 T va T3 AMEHHEIRLET,

revert webvpn plug-in protocol protocol

&1

hostname# revert webvpn plug-in protocol rdp

Citrix XenApp Server ~D 7 4V = A DI

Y= RR=FT 4 DT T ITANZ, 7FA4T 2 NV ASSLVPN 77 U 77 & 24249 2 )5
EOFIE LT, ZOHETIHL, Citrix XenApp Server Client (22 7 A 7 > s LA SSL VPN D% 7R —
M ZBINT B HEIC OV TR L ET,

ASA I Citrix 7T /A VInA VA =L ENTWEHEA., 7547 LA SSL VPN = —
1%, ASA ~D & # F L T Citrix XenApp V—E A IZT 7 B ATE £,

AT —R"T)N T x2—)LF—"—TlL, Citrix 77 VA U &EH L TSNt v ¥ a UVE
BEnEti, 7= F— —#%IZ Citrix 2 — P2 FRIATHLERNH Y 5,

Citrix 7504 VDEREA VA =L

1R BRI
X2 VT TN = a a7 T IS AVLERH Y 9,

(Citrix) X227 F—box=A] ZEHLZWE— RTEIET S L 912 Citrix Web Interface
V7N 2T BRETDMLENDY ET, ZOREL LRWE | Citrix 7 74 7 > M Citrix
XenApp Server |ZHHRE TX £/ A,

B EENEISAF7URLASSLWNOI Y I Fal—vay
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ATy

ATy T2

ATvT3

ATv74

ATy TH

ATvT6

ciix 755 1 voteme 12 b—1 [l

FIE

VAAaDY T Ry XUru— R Web A b5 ica-pluginzip 7 7 A L EX T — R L
i‘j‘o

DT 7 ANMIK, Citrix T TA VEFHT DO AN RS~ A XA LT 7 A /L)
GENTWET,
Citrix ®¥ A b225 CitrixJava 7 A4 7> & X 7o —RKLET,

Citrix Web 1 h D& 7 > 1 — R{El T [Citrix Receiver], [Receiver for Other Platforms] D JIEIZ
IR L., [Find] #27 U v 27 LE7, [Receiver forJava] NA/N—V 7 %7 U v 7 LTT—hA
TEFET L —RLET,
T—=NATNOROT7 7 A NVEMH L, 116 % ica-pluginzip 7 7 A /MWITEM L 7,

* JICA-configN. jar

» JICAEngN jar

CitrixJava 7 5 A4 7> MZEENTWS EULAIZE 5T, Web— R EI27 5472 M &RLE
TEHDDOHERNG 25N TS Z EEHRLET,

ASDM Z {927, £ MEEXEC E— R TCRDO CLI 2~ FEASH LT, T35 14
A LUA M=V LET,

import webvpn plug-in protocol ica URL
URL (X, A b (FZIEXIP 7 RV A) & ica-pluginzip 7 7 A /L ~DI/XATT,

G¥)  Citrix By >3 /2SSO YA — M & RMET 2551, 7 v 7 ~— 27 OBIEIMNET
T, WOE I, Ty r~—7 THFeFRERMET 5 URL XT A —X 2EHT 5
TEERHELELET,
ica://10.56.1.114/?DesiredColor=4&DesiredHRes=1024&DesiredVRes=768

SSLVPNZ IA T "N Ay arafsil, 7y r~—2%27 0 v 7350, Citrix —
XD URL # AJJLET,

VBEIZ)S T T, [Client for Java Administrator’s Guide] #Z& L TL 72 &V,

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .


http://www.cisco.com/cgi-bin/Software/Tablebuild/doftp.pl?ftpfile=cisco/crypto/3DES/ciscosecure/asa/customer/ica-plugin.zip&app=Tablebuild&status=showC2A
http://www.citrix.com/English/SS/downloads/details.asp?dID=2755&downloadID=20731&pID=186
http://support.citrix.com/servlet/KbServlet/download/6284-102-12977/ICAJava.pdf
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B cs2v7/ 77517 r2102 b—LERTLE TSI v OET

X AYTF AT TSATRIZA VAR M=ILENTWNBETSHT42D
ECN

FIE

AT TN 7947 FLVASSLVPN D2 —V R MFHTE 2 JavaX—AD I TA T v T 7V r— 3
vE—ERRLET,

1

hostname# show import webvpn plug
ssh
rdp
vnc
ica

AFYvT2 T340 DNy 2 BIOAMNEEGEDET,
1 -

hostname show import webvpn plug detail
post GXN2BIGGOAOkBMibDQsMu2GWZ3Q= Tues, 29 Apr 2008 19:57:03 GMT
rdp fHeyReIOUwDCgALO9HATs PnjdBoo= Tues, 15 Sep 2009 23:23:56 GMT

o - =L =
h— FERIEDEXTE
A— MEREICE Y, =2—WFT 7 FA4 7> FLASSL VPN #5451 L C TCP X—AD T 7
=g T I BATEET, TCPR—ADT F Y r— 3 IR O LI b 0ORH Y £
7,

* Lotus Notes

* Microsoft Outlook

* Microsoft Outlook Express

* Perforce

*» Sametime

* Secure FTP (FTP over SSH)
* SSH

* Telnet

* Windows Terminal Service

* XDDTS

B EENEISAF7URLASSLWNOI Y I Fal—vay
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*— razonmees

FZ DD TCP X—ADT 7Y r— a3 U HEMET D AEEEIEIH D 308, AaTETA b
ZIToCWEHA, UDP #3257 2 ha/LidEifEL £ A,

N— NEEIL, 7747 ML ASSLVPN #5452  LCTCP X—ADT U r—3 a3 &4
R—=hrTHEZDOLH—T 7 /ay—TF, R—FEET 7 /o —%YKR— TR EE
FERICHEE L TV ARSI, A— MEEOMEHZRIRT L2 T £,

A= MREORIFFEL LTHROZ E 2/ LT &0,
s Aw—h hoRATIZRBAEBHATHE, 2—TFIIIRDO KL S RSN H Y £,
e Av—h buxVE, TITA XY RN T p—< AN ELET,

o R— ML L IIERY, A~v—F P RAVTEE, B—HI NV R—Fh~Oua—h)L 77
Vor—arDa—PRRAER LN LICEY, 22— 7 2T = ANEI
fbsnEd,

o W= MEELIIRZRY | Av—F FURATIE, 22— FITERERFEL R OLERH
D EEA

e R— MEXERB LIRS — K R RV TIZERETIRARY, IS4 TlE. 79447
N7V A= a2 )E—h arBa—RICA A M= TARLERHD FH A,

ASA THR— MEEERTETHHEIE. 77V r—yvar M+ 2R—ra2BELET, A
v— N NIV T I RRERETDHAEIL. ET 77 ANVERIZZONRRADAFIZIRE L E
7,

R— MEX DRTIREH

e R—hNiEE (T IV r—var77%8A) BXOTUXNGERAELZYR— T 572012,
YE—h a2 B2 —HIZ Oracle Java 7 > % 1 LB (JRE) 8ul31bll, 7ul4lbll, 6ulsl
blO LIS A V A P — N ENTWVWBZ L afER L ET,

» macOS 10.12 = C Safari ZfE L T\ A7 7 U N—20D2—H I, ASA @ URL &Iz
T 27-027 747 2 FEHEZRET A LE N H Y £7°, Safari O URL IR FTIEIC
KO THEBIERBICAZ vy 2280, b 1EIEAT v 2250 T ITHEELET,
WiZBlZrm LET,

* https://example.com/

* https://example.com

o RN— MREFEIIA~Y— F F RV ZMH 9 % Microsoft Windows 7 SP1 LA D = — (X,
ASA D URL ZZ#E A A b Y — B L ET, FBEERTA Y =27 7 82T
512X, Internet Explorer % #£#E) L. [Tools] > [Internet Options] > [Security] & 7 % &9 2
WD Y £, Windows 7 SP1 (LARED) 22— IRkGEE— FE& A 71UV HEZ D L X
~—h MRV T BREFERATL2LEHTEET, 220, HBICHT LA Ea—
Z OIS T2, ZOFIEOHERITBEID LEEA,

ERWGEI 54T RLRASSLVWPND IV T4 Fal—2 3> .
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R— X ICE Y S HIREIR

o N— MREEIX, AXT 4 v 7 TCPAR— NEMHT 25 TCP 7 7'V r— 3 DI EFR—
FLTWET, XAy 7 K= FELFEHO TCP A — b & fHT 57 7Y r— =
NIV AR—FLTWERA, 72 201E. A— b 22 2 HT 5 SecureFTP i, 7 9147~
kLA SSL VPN O R — Mk Z /i L CEEL £9°28, A— 20 & 21 29 21U FTP
FEMEL EH A,

A— MEEIT, UDP Z2HT 570 halzdR—F L THEEA,

AN— M£IEIT Microsoft Outlook Exchange (MAPD) 7B ¥ A2 H KR — L TWEHA, L
7> L. Microsoft Outlook Exchange Server & ##4 % Z &2 K D | Microsoft Office Outlook
DAV—K PRV P R—FERETDHIENTEET,

AT — N7 7 =—)LA—/N—"TIL, Application Access (F— MEEFE/-IFA~—F |k
YN T IER) EMEHLUCHYL LIzt y v vk SR ER A, 2T = — L
A==\ DL ERH Y 7,

R— MEEIT, #EREmRIEAR (PDA) ~OEGIZVR—F L TWEEA,

AR— MEEEFEHATHICE, Java7 7Ly h XU —RLTe—bLV 75347 b
RETHMENDY £, ZICIE, =00 VAT DT HEHEE OFF A NI
L7280, 2—FRNRTY v VE— K VAT LANLER LGS, T r—va v
I TERWAREMEDRH D 7,

Java7 7Ly M, = R2—H¥DHIMLA VX —7 =2 AZHDHT Ly MIHDD ¢
VRUICERENET, 2OV RUIZE, 2—YREHTX LR —FDY A RO
W, 77T 4 7R —b, BROEZESNEZ N T 70 v 78 (N MHALD) BRERE
nE9,

2—#/VIP T KL A 127.00.1 BMEH SN TEY, ASANLDZ 747 K LA SSLVPN
BRIl Lo CENEHEF TERWGEA, A—MEET 7Ly F TR, B—hbR—FE
EF—F A= IBE—DOHDE L TERINET, TO/MAE, ASATX, 127.0.0.2, 127.0.0.3
Y. m—AN FuXx D OHFLWIP T FLAE/ER LET, hosts 7 7 A LEZEH L
TERLAEN—T Ry 7 BFHATES72D, VE—F A —MIT 7Ly FTr—D/L R—
MeLTHEASNET, #2512, A—F2HEEETITARA M EFRE L T Telnet %
FEALES, ELWVWo—H)LIPT RLAZO0—H)LKRA R 77 AV THEATE 9,

R— hErX D DNS DERE

A— MREHEERIL, kB ORI, VE— N P — O RKAAL A FEITEDIP T
R A% ASAIZHEELET, DFD, A—HBEXET Ly NI, 77V 5 —va rhboH
KEZIFANT, ZTOERE ASAIZHZE L9, ASAIL#EU/2DNS 7 = U —&fEk L, &R—
MZEET 7Ly hORDOICES 2L L ET, A— MEET 7 Ly ME, ASAIZXxd % DNS
I = EERLET, R—MEET 7Ly MNIFAN 774 V&7 v 75— ML T,

R—NEET 7V r—a Y WDNS 7 2 —52FfT LI &I, 72 —DBA—T RNy 7 T
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ATy T

ATvT2

ATvT3

RTv74

ATy TH

ATvT6

HR— rEkH T 27 TUr— a okt [

RLRAZUEA L7 FENDEHITLET, A— FEET 7Ly h2yd DNS ER 2% 05 A
X900, WOXIICTASAZHRELET,

FIE

DNS H— J)—7 F— R &4 LT, example.com &\ 9 £ HijD DNS Y—/ 7 )L— 7 % 3%
Eb\i—éqo

1 -

hostname (config) # dns server-group example.com

RAAL B EZRELET, T 74V D KA A U ZFHE L DefaultDNS T,
1 -

hostname (config-dns-server-group) # domain-name example.com

RAL 2% IP T RUAICRRR L ET,
11

hostname (config-dns-server-group) # name-server 192.168.10.10

74T MVASSLVPN 27 4 F¥ab— g B— NIV EZET,

webvpn

Mo 2NV ITN—T 75T U ASSLVPN 27 4 X2 lb— gy 2— RO Ex £
KR

tunnel-group webvpn

FORFNITN—TTHERASND RAL A EIBELE T, 7740 Tl EF a2V T+
TITIGATVANIT TATV MLV ARBERDOT 74V D N RNV T —TFL LTCT 74 RO
54T NLVASSLVPN Z —FHE N YU CTEFT, ASANZD M F ZA—TF 5L
TRHEEZZ 7AT ¥ b UAERICEY B THHAE. ZOFIEEZFETLET, TUNOEE
X, 74T MUABERICR L CRIESNE h IV T EICZOFIEEZFITLET,

51

asa2 (config-dns-server-group) # exit
asa2 (config)# tunnel-group DefaultWEBVPNGroup webvpn-attributes
asa2 (config-tunnel-webvpn) # dns-group example.com

— FEREIIXT BT T r— 3 U DEKEE

FZASADI FA T ML ASSLVPN 227 4 Fab— g 0%, A— MEXY 2 &2 R—
FLTWET, ZTNEFHDOIVRRNT, 77V r—2a BT 7 2A0RECERAT 52 —h 1

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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AR VE— kB FRRELET, K70 —7 B o—F i d2—F4 % 1 >OFE— |
LY A N OBEYHR— R 570, FH—FSNDCADE Y hEZA—FLTY % M &
(ERs B LB B Y £,

FIE

ATy 1 ASABREICT TIFET DR — MEEY A F = U 2R RLET,
show run webvpn port-forward

AFYTFT2 VFGAL T RLASSLVPN 207 4 Fab—ay B— RICUI Y Bz £,
webvpn

R— PR Y X FOREIHT T, WOBETHIAT DL 91, £DOV A 27 NV—F R —
FrF—PFAICEHDETET,

R—=hkT7#T—T42T JRAFDEIYHET

74T MU ASSLVPN i Ic L A7 7 B R IR SN 22—V EHIT I/ V—F R Y o —
WZBEEAHT D TCP 7 7Y r—v a U OAFIT XY X hEBNERImRETEEST, 7 A—7
R o=t a—FZT LI, KOWTNDEITD L7 T4 T F LA SSL VPN 2 ET
=FT,

G ZhooF7vavid, I/ N—FRY o—ba—FLI125 L THWICHHE T, 1297717
FEHL T &,

s PO S URHCABIICR— N T U —F 4 v T AR RET S,

1R BHEIIZ

port-forward enable list name =~ > R & B4 Hac, = —HIX, 7747 LA SSLVPN
AR—2% )L ~—D Application Access > Start Applications # ] L C, FEITHR— K 747 —
T4 T ERETOMERDHY £,

Ihbpavy RiE, F70—7 RY v—ba—PFL4THARETT, £/ 0—7 K v—
ba—PLHOar 7 4 Fal—raiF, ZhbDavwy Re—EIZ12F ¥ R—hLE
T ZDRD, 1oDOa~vr RRANShD &, ASAIR, ZUOITNV—T R —Fida—
VADar T4 Xab—va lfETDa~vy Fefilvna~vy NEESMX £, KEO
a~vy ROGEE, IA—T R v—Fhida—PA0ar 7 4 Fab—va VT TIFE
9% port-forward =~ > RAHIFRE NS 72T T,
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ATy

ATy T2

ATvT3

A—rizoanit [

FIE

a—HFou s A4 URHZHBINICR— N 73T —F 4 7 EZRIBLET,
port-forward auto-start <list name>
2= S UREOR— b TF T =T 4 TR E T LE T,
port-forward enable <list name>
port-forward disable
(EE) port-forward =~ > KRBT NV—7 R o —Flda—HFLADar 7 Fal— 3
VB HIBRE AL, [no] port-forward 2~ R T 7 4Lk F—T R U =ik S E

T, noport-forward 2~ > FDORZIZH DX —U— NI4T a rTTHR, ZNHDF—U—FR
W2 &0 BB S & D4 IO port-forward =~ > RIZFRE L £,

no port-forward [ auto-start </ist name> | enable <list name> | disable]

R— MREDOBEIE

ATy T

ATy T2

ATvT3

ATv74

a—FOu T A CEHIAR— Mk E BEBRICRGT D123, ROoa<vr FE AN LET,

FIE

74T MVASSLVPN 27 4 Fab— g B— NIV EZET,

webvpn

ITN—TRY o —Fda—HFLDIFA T ML ASSLVPN 2 7 f Fal— g0 F—
Rzl B2 £7,

group-policy webvpn ¥ 7213 username webvpn
a—HFor I A4 VRHZHBIIR— N 73U —T 4 V7 EBRBLET,
port-forward auto-start /ist name

list name X, ASA 7 7 A7 MLV ASSLVPN 27 4 X oL — a VOBEGFEOR— MBik Y
Z R DLAETTYE, BEEOR—FMEE) A M2V —F R o —F 32 —HFLICE VL TH D
LiIxTEEEA,

51 -

RO A~ R, appsl LWV ARTOR— MEEY A R E2 7 V—T7 R Y o —IZHID Y TET,

hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # port-forward auto-start appsl

ASA BEICHFET R — ME%Y A b =2 F ) 2R LET,

show run webvpn port-forward

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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AT9 75 (EE) ZNA—7 R r—F T2 —F4 15 port-forward 2~ > REHIFR L., 77 4L hC
RLET,

no port-forward

R— bk T4 D—FT4200DA43—TILILETIUEZ

FI7 4NV ETlEH, A=k 73TV —=F 4 I A 712> T0OET,

FIE

RTFYTN R=b 75 V=T 4 TP LET,

port-forward auto-start list_name = NJ) L7513, FEICTR—F 7+ U —7F 4 7 &GS
LHLBEIIH Y A (list_nameld, ASAV 7A T FLVASSLVPN a7 4 Falb— g
WCBEFEDOR—F 74TV —=FT 4 7 VA FOARITTY) o BEOR—F 74V =T 4227 U A
N7 N—7"RY —F i Ta—PFLAICHRD B THZ LI TEERA,

port-forward [enable 1</ist name> | disable]

£
WD a< Rk, appsl EWIHIAFIOR—F 74T —F 47 VA NI N—TF R T —|C
ED Y TES,

hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # port-forward enable appsl

ATFYT2 R—F 73U —F 47 VA DO N E2FRTLUET,

show running-config port-forward

RAT9T3 ((FE) IA—7RY o—Fida—WF40 5 port-forward 2~ > RZHIBRL, 7 7 4/V MZ
RLUET,

no port-forward

ATFvTs ({FE) R—hF 7+ T —F 4 T HF 72O ET,

port-forward disable

TJ7A4ILTIOEVADETE

7547 ML ASSLVPNIZ, UE— h 2—FIZHTTPS R — XL R—T 2 L T E T,
ZDONR—UE, ASA TEITT Ao CIFS 7 9A4T7 v FEFIZFTP 7 947~ (HDH W
ITF o) LHEIL TWET, 7 F A7 FL A SSL VPN i, CIFS £7-1XFTP ZfEH L

B EENEISAF7URLASSLWNOI Y I Fal—vay
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cFs 77 AL 7o e2nEksREE [

T, =W REDOE L ZWZ L TCWB T 7 ANDTa T o BT 72 RAEHIBLZARWVEY
Xy FNU—27 EDT7AN~DXy NT—27 TR ea—W L ET, CIFS 7 947
Y IFBEIXOFTP 7 747 MIEHTT, 7747 F L ASSL VPN N LEFESNDHAR—
BN R=T T, 77AN VAT AZEET 7JEBALTOHDENDOLIICARZFET,

=N T 7 A NDY A NEERTBHE, 77T ML ASSLVPN X, DV X R EF
NEY—RDOIPT L AREZYRAF— T 7 FIHRESNTWHDH—NZHBELET, ASAT
JARERBLT, R—=ZL A=Y DU E—F 2—FI2EELET,

7747 MU ASSLVPN L, 22—V OFFEEML 77 A NADT a7 410G LT, 2—W
MDD CIFS B3 L ONFTP OB A MEONHT Z &M TED L HICLET,

s RAAL L T—=T ITN—=T RAALEZTV—7 T N—THNOY—3 = NEDIL
A, BRSO ELTIT A V27 NIVRADTZ 7 A vDFES—RE U X b,

« T4 L2 MY O,
s T rANDE Y a— R, TyTua—R, Ux—»5i, BE, BIXOHIRR

KRB N R=PDA=2—NELIZZTA T FLASSLYVPNE v g U ICFREND Y —
Jx— EIZdH 5, [BrowseNetworks] & U E— b =—Hn3 27 U v 7925 L ASAIL, #H. ASA
LFEICRY NU—7 EERIZZDORy NU—=T BT 7R ARREREHICHD, ~AA—T T
U, WINS — 3 F72EDNS =Rz HL T, =N U R &Ry hU—ZICHRESL
£7

VAL — T TP ELIIDNS B—NF, F I AT FLASSLVPN XY £— b = —F T2
#HIsirxry b= LDV Y —ZADY A &, ASA LD CIFS/FTP 7 94 7 > MIFERLE
7,

GE)

Ty AN T I RAERETDHHNC, 2—F T I7 22O — NG EZRETIHILERDH D
ij‘o

CIFS 7747 ADEHLFIEEIE

Z—H )3 \\server\share\subfolder\personal 7 #/VFZIZT 7B AT AI12i%, Pl s, H
FRERZGDTETXTOH T 4+ VX T D0t 0 HERZ R > T D MERH D £,

CIFSTALZ M) em—INTRAI7 by T LD TT7 7 A NVEal =T FR_—=Z2 T 5T
I%. [Download] % 721% [Upload] ZfiH L £7, [Copy] R¥ 3 LU [Paste] A& 1TV E—k
MOT7 7 a OB THERATE, e—=AIAnb ) E— FELEZVE— b —IN~DT 7
Ta I TEEE A,

Web 7 AN ENL T —T AT —3 53 DT A NEICT 7 ANERSFT T TR Ray 745
L, BT ANDEINCRRDI LNV ET, Ba—FFHL, ImEEIN-T ANV EE
RTBIIE, VI AT —a D73 NAEEFLET,

CIFS 75 7 X H— BEhBIZ. 2 A FLEOIAL (13 XFEBx 5LE4) 2 FR—FL
TWEHA, ThiE, BRENDITANTDY A MIEBEH 2 BT, 74V E~D2—

ERWGEI 54T RLRASSLVWPND IV T4 Fal—2 3> .



EAMEISATURLASSLWWN DIV 74 FaL—vay |

B o 7rtz09%—roem

P T I7BRIRBELEEA, FEERE LT, 25 bORFHZHA$ % CIFS 7 415 D
Ty I — 7 BEANIRET D, —W N cifs:/server/<long-folder-name> AT 7 4 /L& D
URL $72137 v/ ~—27 & AJLEd, WIHIZRLET,

cifs://server/Do you remember?
cifs://server/Do%20you%20remember%3F

TJ7A4ILTHOEADYER— FDEM

\}

GE)

ATvT1

ATy T2

ATvT3

ZOFNETE, ~AX— T T UFBIOWINS b —REHRETDHHECOWTHALET,

RpovIZ, ASDMZHEH LT, 77 ANEFE~DOT 7 EXA 28T HURL Y A M= b Y
ERETHZLEHLTEET,

ASDM TOHF DBEIMZIE, ~AX— T T W EIFIWINS b— NI EH Y /A, 7277
L. Browse Networks U > 7 ~®DH KR — MIEM I FEH A, nbns-server 2~ K& AT 5
LET, RAMERIZIPT FUAZMEH L TServerA 2T 9, mAMEFEHTD
e, ASAIIARA NAEZ IPT RLUAITRT 5 Z & % DNS — NZEBR L £,

FIE

74T MVASSLVPN 27 4 X2l — gy B— NI Ez 4,

webvpn

ro NI N—F 754 T L ASSLVPN 207 4 X2 lb—3 g B— NI W2 F
h@‘o

tunnel-group webvpn

# NetBIOS *— 2 H—/3 (NBNS) Oy bV =7 EIINAA 2T TUALET,
nbns-server {{Paddress | hostname} [master] [timeout timeout] [retry retries]

emaster X, YAX— T I UH L LTHETSa L Ea—FTY, vAX— 7T UHE,
A= BIOIERY Y —2D Y XA MR LES, a~vr ROV A2 —fn% NT)
FFIZZDa~vy RTHRET DL O NBNS #—/3X, Windows Internet Naming Server
(WINS) ThHHLMLENHY £T, ET~vAF— T T UVFEEEL THH, WINS H—
EHEL TSN, v AF =T 7 0P aEn, BT 7 7 A VO —/IERK3
FCTHRETEET,

s timeout I3, ASA N7 TV — % FEY— NIZEET ORI T 2T, 2ok X,
= X1 DT OFAILIE UV — kG S, = "\DBEBGEET 2551380 %—
NIZEFEENET, 74NV DX A LT U MI2BT, FBETE HHPHIT1 ~30 T
T

s retries 1. NBNS H— NiZxf 3527 2V —D Y T A B TT, ASA L., Z DOEEZT
P—ROYV XA NEFHHHL OO T — A v—U2EELET, 774/ MEIX2 T,
FBECTE2HMIT 1~ 10 TT,
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ATy T4

ATy T5

ATvT6

Jran 7o ero9k—togamn [

1 :

hostname (config-tunnel-webvpn) # nbns-server 192.168.1.20 master
hostname (config-tunnel-webvpn) # nbns-server 192.168.1.41
hostname (config-tunnel-webvpn) # nbns-server 192.168.1.47

s 7740 a7 4 Xz lb—3 3 T TICIFIET D NBNS —\%2F R L ET,

show tunnel-group webvpn-attributes

EE) 79472 FLASSLVPNR—# )L R—T % U E— h 2—WF|ZEET H7-DI04 5
b2 5ty baRELET, 7740 FTlE. VE—F 77UV OB AL A 7 &
FCZ A7 L ASSLVPN IR—H )L XR—TV DL FE Y bARESNDLTD, 22—,
77 YT LEEYNCEITT AT DICME L R DIGAICRY . XFOHF bR ET D%
TRH Y 7,

character-encoding charset

charset 1%, K 40 3LFN 5725 LF4C, http://www.iana.org/assignments/character-sets CH& &
SNTWDLELTFEY FOWTANEFELTT, ZOXR=VITRINTNDLILFEY D4
BIE 7 Ag U T 2ROWPR A TE £4, 722 213, i50-8859-1, shift jis. ibm850 72 &
<9,

(G¥)  character-encoding DL L O\ file-encoding DEIX, 77 UV IC L > TEH SN D 7
YR T7 7RV EPRTHLOTIEH Y A, ROFNIRT X DI HAFED Shift_JIS
XFrxa—F 4 7 EERT %7 L1, webvpn I AZ~ A B—Ta v avwy
K E— K Cpagestyle 2~ REZEHLTC7+ > F 77 IV E2EBRL, ZHLOMED
REZMET HH, E72T webvpn WA X~ A E— 3 a< 2 F E— KT no page
style 2~ REANLTT74> h 77 Y 2HIBRTH2LERH D 7,

£l
WIZ, HAGE Shift JIS L5 % ¥4 — K9 % character-encoding B FXEL., 74> b 772
UAHIERL, 7740 FOERGBERET 5612 R LET,

hostname (config) # webvpn

hostname (config-webvpn) # character-encoding shift jis

hostname (config-webvpn) # customization DfltCustomization

hostname (config-webvpn-custom) # page style background-color:white

UEE) BEDCIFS b — DT T AT b LA SSLVPN R—F )L _R—=TDF b x5 E L
1, ZDOED, THUNOXFOHFELRN LIRS CIFS vr—NCxt L, BB 7 7 A4 V5
FUEEfEH T 9,

file-encoding {server-name | server-ip-address} charset
il -

WIZ, CIFS %—/310.86.5.174D 7 7 A L 2 a—F 4 7@tk a#E LT, IBM860 (=1
7 A [CP860) ) XFAHHVR— T 56Z2RLET,

hostname (config-webvpn) # file-encoding 10.86.5.174 cp860

ERWGEI 54T RLRASSLVWPND IV T4 Fal—2 3> .
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SharePoint 7V £ XD=HDOH O I DIEEEDER

ASA LDV 747 ML ASSLVPN —NX, 7 vF—%2HA LT, = FFA D
Microsoft Word 72 E DT 7'V r— a o EXREEL E£7, ASA OFRFNIE L < 72\ &, SharePoint
P—REDOLECT 7B A LT L &I, ASA THRESNZZ v X —Oa 8RNI X > T Word
DIEFITHEBRE L2 < R A A[REMEN H Y £9°, 2D X 9 RiEE 2[4 521X, ASAZ v/
ZELSBRELET, NTP V— N EWfZ X A F I v 7 IZAMSED X912, ASA Z&ET
LHZEeEBEIDLET, FEICOWTE, —EBEH =7 4 F¥a2b—va s A KT TH
fiF ERER DOFEE ) | %?5@%3%L1<téwo

Virtual Desktop Infrastructure (VDI)

ASA 1%, Citrix —/38 X T VMware VDI — S ~D#i 2%AR— b LE 9,

e Citrix DG . ASATIXYZ 947 v FLAR—=Z V%N L TCa—FDFEITH O Citrix Receiver
T RATEET,

s VMware |Z, (RA~—h hopL) OTFT 7V r— gt LTHRESNET,

VDI —NZiF, oy —_"T7F U Hr— 3D 5, 7I9AT U FLVAR—=FZ)LDT
J~—J %N LTCT7RBATEET,

VDI D HIREE

 HEY Y A A ORE, SEAFEELIIA~Y— M I — F2EHT 28FHIR— FShvEd
Poo ZHUT. TN B ORI TIEMIZH 5 ASA ZFFA] L7V 2H T,

« XML #— B &% XenApp H—~3F L Y XenDesktop F—/3MZA A h—/L L, &KET DM
b 7,

CARZRTOY TANAN T TAT U FEEHLTWDLEEIE, 7747 2 FEHFEROMH
PR, CHEFERE, NIRRT — RL CSD (Vault 7217 T2 <, X TH CSD) (FHA— R &
nNEEA,

- - N [o]
Citrix E/N1 )LD Y R—
Citrix Receiver # FE{T L TV B E A )L 22—, IREZEITL CCitrix I — N ICEH T £,
* AnyConnect T ASA (286t L T2 b Citrix +—/NMIHHe T 5.

« AnyConnect 7 71 7 > k& 912 ASA # 4 L T Citrix ¥ — N2+ 5, v /4
JUT UV VLI EZDDH T EINTEET,

B EENEISAF7URLASSLWNOI Y I Fal—vay
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cirix o1 [l

«Citrix 0 /A VHEOEE T 7 7 A NDTA VT A (R T N—F AT A
EBIEIND) . VDIV — 33, ZNENBIOMERR & BEiik & 2 i 2 788D 7 v —
TR —EFOZ LN TEET,

o RSA V" — MR EINTWAEEIL RSA SecurelD b —727 D, RSA Y iR— K
1, B NYHORD h—7 b H&FIOPIN F 7212 BRI PIN O H LU
PIN Z AS1TB720DWRD b—7 U INGENTUWET,

Citrix D HIR

SEBAE D HIRR
FEE/ A~ — F 01— RRBFHIBEN YA A OFEE LTI R — STV ERA,
7747 v MEAEOHERB LV CSD I AR — SN THWEEA,

A MdS B4 1L, i0S OBEMOMBE CH L X2 U 7 4 LOME
(http://support.citrix.com/article/CTX132798) L EIEL TV EH A,

SHA2 ¥ 7' =F ¥ X Citrix Web % |k (http://www.citrix.com/) DFHFIZHE > T Windows %
fr&, YAR—FSNTWEREA,

« 1024 LU EDF— YA XIHR—F SN TWEE A,

Z DD HIR

«HTTP U A4 L7 MV A—FENEHA, CitrixReceiver 7 7V r— g TV A A 1L 7
N CIIRERE L £/ A,

* XML #— B &% XenApp —~3F L O XenDesktop H—/3MZA A h—/L L, &ET DM
HRdH Y £,

Citrix Mobile Receiver D 1—+H O 45 4 (2D T

Citrix — N2 L TCWBEAAL L 22— D 74 0%, ASA 78 Citrix $—/3% VDI H— 3
CLTRELEN, FZ VDI 7y =N L THRELENC Lo TR Y 47,

Citrix =32 VDI #— & L TRESN TV LA -

1.  AnyConnect Secure Mobility Client ZffE [ L, VPN 7 L7 > 3 ¥ /L C ASA I8 L £ 97,

2. Citrix Mobile Receiver Z £ L. Citrix —/3 7 L 5 o ¥ ¥ )L T Citrix — NIEFE L 5
(TN I AT EBRE L TODEEE, Citix 7 VT ¥y WEIARETT) |

ASA R VDI 7 a3 Hh— "L LTHEESNTNDIEA

1. Citrix Mobile Receiver 1/l L, VPN & Citrix $— 3D 5D 7 L7 % L& AT LT
ASAITHERE L 797, mAIOHRith, ELBREISNLTOVDEEIE. DIBEOBHKHIILERO
X VPN 7 LT o p VP2 T

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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B civixvy—ET0xo T 2100 ASADBE

Citrix —/\Z2 00X 3 518D ASA DETE

ATy I
ATy T2

ATvT3

ASA % Citrix =3O 7 a ¥ o & LTEIET 2 L 5 IZEE L, ASA ~DHEHE) Citrix —/3~
DHERFTHDLNDEINC2—PFIZREDL Z LN TEET, ASDM O VDI 712 F U R A % —7
T 725 TV A A TX AnyConnect 7 7 A 7 2 MIARETT, ROFIEIZ, =2 K 2—Fnhb
Citrix (28T D HIEOMEZ /R L ET,

FIE

E/NA )b —H3 Citrix Receiver Z f2E) L, ASA @ URL {ZH& L £,

Citrix D1 7' A V[T, XenApp V' —/ D7 LT ¥ )Lt VPN Z LT U ¥ LV afRE L E
j‘o

LI, Citrix Y— NZEHET DA ICMEIT/R DD, VPN 7 LT oy L2 T,
XenDesktop 35 & O XenApp D7 2 ¥ & LT ASA ZfE % & Citrix Access Gateway |02
72K 720 £9, XenApp V—/MEHA ASA I[ZFtdk S, ASDM IZFERENET,

Citrix 1 —XD7 RLABIRB A J LT oY VEREL, ZA—7 KU v—F ik
=PI ED VDI —"EEV Y TES, 2—HFHETN—T R > —DOW G Za%E LTz
BEE, 22— PLOBREICL > TINA—F RY —FENA—NR"—F 14 FENET,

RDEZRY

http://www.youtube.com/watch?v=IMM2RzppaG8 : Z D E 5 4 TiL, ASA % Citrix 7 r ¥ & L
THEH 2 RAIZ DWW TR L £ 7,

TN—T R —~DNDIH—/DEYET

VDI —REREL, Z—7 KU > —IZHY HTHHETROLBY T,
« [VDI Access] X4 T VDI —"ZBML, h— N7 —7 KU —2H D HTH,
« ZN—7 R Y =2 VDI = EBNT 5,

A=Y/ LT N—=T RY =Pl EbREINTVDLHE, 2—FHOREIR, 71—
RY —ITBELET, KeANLET,

configure terminal
group-policy DfltGrpPolicy attributes
webvpn
vdi type <citrix> url <url> domain <domain> username <username> password
<password>
configure terminal
username <username> attributes
webvpn
vdi type <citrix> url <url> domain <domain> username <username> password
<password>]
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| £&8%59547 2 FLASSLWPNOIY 74 F¥alb—2a>

ssL &AL mis— i~07 o2 |

XA Ty a i, ROEIITERSNET,
* type : VDID X A 7, CitrixReceiver % A 7 DYty Z DI citrix \IZT 2 ME R H Y 7,

eurl : http £72(Xhttps, ARA M4, R— FEFS, BLOXML ¥ —EA~D/S 2% & T XenApp
% 721% XenDesktop — /3D 5E42 72 URL,

susername : FAEALA VT T A RNT I F ¥ —NiZua A T B2 —YE, ZOfE
. 2 I9A T R A7l lTAZENTEET,

e password : (RABfbA T T A NT I Fx =Nl A T H7DDO/NAT— R, ZOfE
X, 77AT7 Y ML A~ BIlTHZENTEET,

s domain : (LA VT T AR T I F v —NiZa A T HEDD RAAL 2, ZOfEIZ,
IIAT VMV A =7 aIZTHIENTEET,

SSLZER LAY —/~DT7 IR

&

ATy T2

FIE

ITN—T R —DITFAT MLV ASSLVPN 2 7 4 Fal—y g B— RNz £
KR

webvpn
URL = U 24 7TV R £,
url-entry disable

77 A7 > ML ASSL VPN IZSSL & D% TH S TLSI ZfEH L T, WY — X THR—
FENTWBEEONTY V—RL, VE—bha—V OO X a7 28k E2EHL £,

254 7> kLXSSLVPN /R— k& ASDM R— FDERE

ATy I

ATy T2

N— 3 2 8.0(2) LABED ASA TiX, AMBA v H—T = A ADKR— K443 T, 7 747 b L
ASSLVPNE v gL ASDMEHE v a v OWFNFEEICHR—FIND LI F
Lz, SFESERA VI —T 2 A ATINEDT TV r—2a VERETEET,

FIE
25347 FLVASSLVPN 207 4 X2 l—3ay B— RNz 4,

webvpn

JFAT RV ASSLVPN D SSL Y A= 7 R— 2B LET,

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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B 557> FLRSSLVPN £ 55 32T HTTPS DR

ATy T3

72247

~

-~

port port_number

51

OB TIX, A v Z—T =2 A ZADR— |k 444 T2 54 7 b SSL VPN ZHZhZ LET,
ZDar 74X alb—aryTiE, VE— b 2—FX 77 TP https:/<outside_ip>:444 %
ANLTIZIA4AT L FLASSLVPN By g o ZBBLET,

hostname (config) # http server enable

hostname (config)# http 192.168.3.0 255.255.255.0 outside
hostname (config) # webvpn

hostname (config-webvpn) # port 444

hostname (config-webvpn) # enable outside

(FitEe— F) ASDM DY A= 27 R— 2 EH L7,

http server enable
1 -

ZOHITIE, HTTPSASDM & v ¥ a V3N A o F—T = A4 ADKR— b 444 A+ 5 XK 5
WHRELET, 27747 FLASSLVPN $AMHKA v H—T = ATA X—T VTR T
THN A= (443) EERHLET, Zoar 7 4 FXalb— g 0TiE, VE— Fa—HF
https://<outside_ip>:444 % AJJLCASDM & v v a v 2Bt L £,

hostname
hostname
hostname
hostname

config)# http server enable

config)# http 192.168.3.0 255.255.255.0 outside
config)# webvpn

config-webvpn) # enable outside

LR SSLVPN v < 3 > TO HTTPS D&M

HTTPS OREIMAZ T, WebH A Fa~7 1 koL X7 L— RS cookie /N1 V¥ v 7
NOIRET HDITELOWeb EX 2T 4 KU T — A=A LThH 2D HTTP
Strict-Transport-Security (HSTS) A4 L £7, HSTSIX, UAFBLUT T U % HTTPS Web
YA MZVFA VLT N, ROT A VI T AT HRETHIEICKVEBE LY A LT U MY
FRAIEIAL D F T Web r— T2 228kt L7,

Strict-Transport-Security: max-age="31536000; includesubdomains; preload

FNENOERBEITIKR D LB T,

« includesubdomains : KA A VFTAHEIL, Web 7 7 UHDHSTS 7V u— K U X MIEDD
WBENHD RAAL VB EETEET,

N

GE)  HTTPS A bLOEMY ZA L7 MaidEd oicid, (V&4
L7 MDD~ —TTiEe<) VA L2 MTHSTS ~y & — %%
FLTRBLERDHY 3,
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5547V FLRASSLVPN v 3o To HTTPS R [

epreload : 77 VI L, T TICUABIOT 7 U HFIT8BGHES L, HSTS R A b & LTHL
D/HOMEDOHD RAAL DU R NOFHRABERERLET, 7V n— RISz A FD

FIEFZUVABLOT 7 UPIKFE L, FUABIOT IO T 4 V7T 4 TORD
BN L CGEIMORKIREEET S22 EnTcaEd, 2L 2E, Chrome D7V r—F U
A MiX, HSTS O RFMmN D7 &b 188 (10,886,400 ) THDHZ LE#EELET,

* max-age : ([Enable HSTS]| F = v /Ry 7 A% 27V v 7 LIZIZICEREFRE) Web Pr— 33
HSTSAA R & LTHRZARZ L, HTTPSOAZFEH L TEX 2 TIZT 7 BASNLIMLEDH
LM EZREACHRELE T, 7 744 T 3153600 B (14) <F, #FHIZ0 ~
2147483647 F» ¢,

FIE

AFYT1 7547 FLUASSLVPN 227 4 Fab— oy B— RCUD X £,
webvpn = A7) L E 7,
RAT9 T2 outside EWHARIDOA L H—T 2 A A LTI TAT Y NLVASSLVPN By v a & A 30—
Lz L ¥,
enable interface-name & NJJ L E£ 7,
ATv T3 HSTS AN LET,
hsts enable %~ A Jj L £,
HSTS %7 4 E—7 /L2 F 5121%.  Tnol JERA 0D =<2 K no hsts enable 24 /] L £7,
AT v 74 includesubdomains % A /) L £,

AT w75 preload Z AJJLE T,
AT 76 HSTS OFZEH () Z#RELFET,

hsts max-age max-age-in-seconds & NJj L £,

filEDOFEPHIT <0 ~ 31536000> FT9, T 7 4/ ;L 10,886,400 (18 #) T, Z DHIFRIZET
5L, HSTS XA TIE < 72 £,

1

hostname (config) # webvpn
hostname (config-webvpn) # enable outside

hostname
hostname
hostname
hostname

config-webvpn) # hsts enable
config-webvpn) # includesubdomains
config-webvpn) # preload
config-webvpn) # hsts max-age 31536000

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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RODBRY
BIEDRRE % BT 521, show running-config webvpn [Asts] ZfEH L £9,
BREORTEE 7 Y 73 5I201%, clear configure webvpn % il L £,

O ~ RS

JOxY —/\OYR— FDEKE
ASA IZ HTTPS i 24 7 &€ C, HTTP B X O'HTTPS R Z 7 F ¥ — N\ [THk T %
T, INHDOH—NF, =Y LTV vy Xy NT—7 F2ETTA_X—F Xy hU—7
Wz ik 2REZ B- L Ed, N EHT 27X h—R"ERALERy hT—7 ~D
TORAERAIT DL, ¥FaT Ky MU0 T 7 A &R L CE R ORI £ REE
HBIeoDT 4 Y TEADRDE S>HNFIZH 70 97,

HTTP B L OVHTTPS 7 ¥ —E Rk T VR — 2R ETHHE, Vv b7 LT
YU VBRI Y TT, EATRREICKRTAKERE L HIZEETE £, HTTP I L TN HTTPS
FERNOERAT D URL 248ETHZ L TEET,

1R BHIIZ
TaF HERTE PAC) 77 ANLEZHTTP 7a XL —R" 58 o— 15 K 5ICHRE
TEFETMN, PACT 7 ANEIRETD LI a2 A LR WEENH Y £,

FIE

ATFYT1 VI9A4T72RLASSLVPN 2> 7 4 X2 lb— gy B— NI B ES,

webvpn

ATFvT2 HEToxs B—"ZFHEHLTHITP B X O HTTPS ER AT 5 X 912 ASA R/ EL
KR

http-proxy and https-proxy
G¥)  7'mF T NTLM §BiEX http-proxy TiEHAR— S TWEHA, FiERLO7 1 ¥
vk %Zguu FE7E 3R — bk éhfl/\iﬁ‘
RTFvF3 HITP VX Z@&ELET,
http-proxy /Zost [port] [exclude url] [username username {password password}]

AFw T4 HITPS X 2HZELET,

https-proxy host [port] [exclude url] [username username {password password}]

ATvTF5 PACT77A/VURL ZHELET,
http-proxy pac ur/

ATvT6 ({£E) URLZE=7uXxy =R E S ND RN & 5 URL BRI L ET,

exclude
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ATy T17

ATvT8

ATvT9

ATy 710

ATy 7N

ATy 712

ATy 713

ATy 714

ATvT15

ATv 716

Foxs y—novf—rozz ||

AT X b= SNORA M EITIP T FLAZRELET,

KRR b

FURL D7 1 3% 3 %559 % JavaScript B 2 L TASAIC 7 nF v HE)Z2 7 1 F a2 L—
var ZyANES Y a—RLET,

pac

EE) (=Y ZHEE LGSR EM ) &7 n % SERICANAT — REfHnL T
%K%ﬁ7m%/m£%F1LiTo

password

£ HTTP F7/2IZ HTTPS R & L b7y =R ~DRAT— REEEFELET,
password
EE) 7exv b—"\DEHTLR— R NESFEBELET, 7740 O HTTP A — M

80 TJ, T 74/ FDOHTTPS A— ~iE 443 T, REBEDMEEZIRTE LR WES, ASAIZZND
DEFR— MR LET, &HEIT 1~ 65535 TY,

port
exclude # A JJ L7256 1%, oy — NI E S ND AN & 5 URL > 5 RS9 % URL
iﬁ&ﬁ/?fE@oﬁ@ﬁ@M&@)X%%ﬂﬁbiTo;@XFUV7KMi$ﬁ®ﬁ

[RixdH o FHAN, a~vr RERTSRXTUTNERDIIICTILNERHY 3, VT T
URL 8T D0, ROUA NV KA — REFHTEET,

c* I, AT vva () EEVAR () ZEOEEOXLFINE K LET, ZOTUA LR
A—FRiE, #EEFAN) 7L LI T0ERNH Y 7,

2F, AT v v aBLOE A REED, FEO 1 XFI—HKLET,

c[x-y] X, x Dy ETOFEBOATLED | LFEL—FHLET, x IZTANSI XFEY NNOH
H1XFHEEL, yiFHo 1 XFEeRLET,

s [Ix-y] i, #HAOEF D 1 7L B LET,

http-proxy pac % AJJ L7254, http:/ IZHilT C7ua X AR E Y 7 A VO URL # A1 L&
9, (http:// Dy EEAWT HE, CLIIZa~> REEHELET, )

(ER) HEARZR 7 X L FRRED T2 DICAHTTP 7' e F VELRICa—F A AL ET, 2D
& —U— RiL, http-proxyhost 2~ R TOHYHR— b IET,

username

# HTTP F£7/2IZHTTPS R & L bl xy =R~ —V L E2EEFELET,

username

KDOEHIITHEREEINTWS HITP a3y b — RO I OWTREFIEEZ R LET  IPT
KL A73209.165.201.1, 774/ h AR— b&fH, FHTTPERE L HiIZa—FH L RAT—
K% &5,

ERWGEI 54T RLRASSLVWPND IV T4 Fal—2 3> .
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1 :

hostname (config-webvpn) #+ http-proxy 209.165.201.1 user jsmith password
mysecretdonttell

ATV T FLa~vry RERLETH, BAaedme LT, ASA IE HTTP Rk T www.example.com &9
FFED URL %5 LTeHmE, Xy = NCETO TR B TEREMBHILET,
£l

hostname (config-webvpn) # http-proxy 209.165.201.1 exclude www.example.com
username jsmith password mysecretdonttell

ATYTI8 TIUVICTuR HERET 7 ANV ERMT S URL 28E€T 5 HiEdr~LET,
5 -

hostname (config-webvpn) # http-proxy pac http://www.example. com/pac

ASA 7 747 ML A SSLVPN &EIL., ZZE4 1 DD http-proxy =~ K& 1 DD
https-proxy =~ > ROLY AR — L TWET, 72& 21X, http-proxy 2~ > RO 1A U AH
AMFATAL T 4 F 2 b= a3 VT TIHHET 250 a~y Re A4+ 5 L, CLIA
RIDA VAR U A F—_"—F 4 RLET,

G¥)  7’m % T NTLM FFREIT http-proxy TiEH AR — F SN TWERA, Bk LD v ¥
T EHARGRREIE T AR — &R TVWET,

SSLTLS IE21 70 FaJLDERE

R—hr 7+ T —F 4 7I21%, OracleJava 7 > % A LBREE (JRE) XM BETT, 7 I9A4 T b
vx%LWN@n~%ﬁw<ow@$LA~va/_&mfé%é\ﬁ~h7j7~?4y
TIIRE L F¥ A, PAR—FENTWS JRENR—=V 3 2oL, [P FR— k5o VPN
7'Z v h 7 4 —2I, Cisco ASA 5500 >V — R[] 2B LT &,

TOZIVEEREIC L HEREE

SSLIZT U X NVEERAEZMEHA L CREEEZITWE T, ASA 37— MRFIZH B84 FF& SSL ¥ —
PEFAEAER L E T, F40E. PKIZ U TF A M TRITESNSSLAFAEZZ 2 —HF k- T
ASA IZA VA M—/)LTXx£9, HTTPS OHE, ZOiHEEZ Y 747> MIA VA F—LT
DYVERHYD F9,

T U2 )LEEERE I D FIIR
MS Outlook, MS Outlook Express, Eudora 728 EDEF A —/L 7 T A4 T > M, GEAEX FTIZ
T EATEERA,

B EENEISAF7URLASSLWNOI Y I Fal—vay
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54T =13 TS5 1 vAn TS99 7o 0%z [

FUANGEHEIC L DFFAEB LORANCHOW T, R ERA = 7 s ¥ 21— a v A
F@F%%%kn~ﬁm74/7vT//kw®ﬁmJ_%Té@%8%LT<téwo

DSATORNF—INTSZ5A40~ADTSOF TR

[Client-Server Plug-in] 7 — 7 /VIZiE, ASAIZ L > TZ FA4 T FLVASSLVPNE v a > D7
UV THRARRICRD T T 7 A Y ERENET,

TITA BN KHE, FFAIBRT SI21E, ROWTANEIATLET,

« ITTA U EBMT HIZIE, [Import]) 27 U v/ LET

o [Import Plug-ins] %A 7 17 77~ »
7 ANRE ET,

c TTTAEHIBRT DIIE, EDOTT T A EEIRL T [Delete] #7 U v LET,

IS99 TS5S542D4 R R—ILIZDNT

TIOY TTTAE, Web 7T UFICL o TR ENEMN. LT 0 /T LT, 777
P4 RURNTYZ IAT v haeh—C8 T 27 EOFEHOMREL FEITLET, ASA T
X, 74T FLVASSLYVPN v a v TUE— 77 UF AT a— KT 572007
TIA A R —FTEET, B, VAT TIEHEAATLE T T4 DT A M E{ToTE
V., HEMCERWT I 74 ot ET A M558 00 3, 2L, BERS TR

ANV =T AT 4T Y R—bTDT T 74 DA R— MIHELE Litk}u

TITA BT Toya TNRA AL VA M—LTBHE, ASAITROUILEFEITL E7,
« (Cisco BifiD7Z7 7' 4 V[RiE) URL TIHREI NIz jar 7 7 A VDT o3y 7

* ASA 7 7 A )L AT LD csco-config/97/plugin 7 4 L7 M VIZT7 7 A N EEZIALET,

+ ASDM @ URL BMEOKEICH D Fa vy X o U A MIEREAD LET,

LBDTRTCHOITFTAT L RNV ASSLVPN B> gV TCF I T A4 B A FR—TIIT L,
AA YV Ama—FTvare, K= X—=TO[Address] 7 4 —/V ROFEIZHD Fr v
FET DA MIONWTOF T a rEBINLET,

ROFIZ, UBEOHETHAT LT T 74 v 2BMLTZEED, R—=F ) RX=TDAA Rk
—LT FVRA 74—V FOEEREZRLET,

RIDVSATURLRASSLIPN R—B )L R—=SADTS54 O DFE

Foa

TS554 R—B I R=D[CEMENDS |[R—F2IL R=D(TEMSN D
AL AZa—AFTF 3> |[Address] 714 —ILK AT 3
v

ica

Citrix Client citrix://

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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B osvv 75510000z —nizonT

\}

734 R—=FII R=DIZEMEN D | R—F I R—=DITEMEN D

A AZa—FTF 3> |[Address] 74 —I)L R AT 3
>

rdp Terminal Servers rdp://

rdp2 Terminal Servers Vista rdp2://

ssh,telnet SSH ssh://
Telnet telnet://

vnc VNC Client vnc://

GE)

\)

T UFY ASALE., T4~ Y ASANS T T ITA U EEELET,

AT MVASSLVPN By Vg Ca—FRR—F )L RXR—=VO#EMIT LN A =2 —
FTFrarvE IV rTEHE R—FNR=DIEIA v H—T 2 AA A~DT f RT L~V
NAUPRRINET, Rry XUy URXNMNIEREINTET B havza—FRER LT
[Address] 7 4 —/LV RICURL # A 195 &, HEliA L CTEE7,

G¥)

Java7’' 7 7 A X 5T, BT —EA~DE Yy a VBRESNLTWRWESTYH, B
BHENTA L TA L EVWIRT—HANRLAR—NINDZERHY £7, open-source 77 7
A NE, ASA TEIABRLS AT —=F AZLVR—FLET,

TS9O TSHTAL0DA VR F—ILDRIHREH
X2 VT T TIAT VAT IAT VP LA By arRNFaxy $— N2 HEHT
HEICEELTCWDBIGE, 7T 714 I3 ELEEA,

A

(G¥)  Remote Desktop Protocol 7 /' A ' Tld, By arv Ju—h%
FHLIZr—RAZ v 7R — b ERTWEEA, 71 b
ML DEyTarTa—InbD A LT v a OB
EOTD, HICKRMLET, By varyrn—HINT
WRWGE, TT A TEMEL £,

s TTTAUNE, TN Ay (SSO) BV AR—NLET, T TAL UK I TAT
VMUV ASSLVPN By v a U EBC EEICANLIEZ LTy Uy VERILZ LT vy
NEMRLET, 7774 i~ n@EiflE AR — kL0, NI RA A /S AT —
RpEosEER7 —1 L, RADIUS F£7213 LDAP V— 3D BT SSO % EA77
DA a i A,
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I594% 7554004 w2 b—niciET 55

« T T T A UK LTSSO R — M ERET DI, I 02 A =1L, P—
NRADY I BFRTHEEDDOT v /~—r 2 M) EZEBMLEYT, £/2. Ty or~—7
BN 5 EEIC, SSOVR—hEfEELET,

e VE— N THHTHIOICMEREEROT 7 AL, 72 MEEE—FICBLTWE
kD

TS99 TSHTAL DA R M—ILICEHT 2EH

e AT, GNU —fRAHMEHZFH (GPL) I[ZfEW, BEEZMZ D2 &R TFT7 74
ZEEAMALCHET, GPLIZXY, 2 bDT I 74 v B EBEGKBRETEEEA,

s ST TAA~DYE— N T 7 EAEEBTHITIE, ASATYZ 747 KL ASSLVPN %
AR—=TNZTHVENHY £9°,

AT — KNI N T o=V —NR—=PFET B, T4 EERA L TSNy 3
VIR S NE A, 22— T 2 — N N RIS T ALERL Y £,

« T TA UEERT IR, 7T YT ActiveX £ 721 OracleJava 7 o ¥ A LBEE (JRE)
DA X—T WIS TWDERERH Y EF, 64 v b 77 UH|ZIE, RDP 7T 7 A4 D
ActiveX X— g UEH D £H AL

ROP 75542ty b7y

AT T1
ATvT2
ATv73
ATv74
ATvTH

ATv 76
ATy 17

RDP 7T 7 A %y b7 v XL THEHATITIE, BLWERESEEZ BT 2LERNH Y £
7,

FIE

[My Computer] #4577 U > 7 L. [System Properties] % Bi\ T [Advanced] ¥ 7 %8R L 9,
[Advanced] # 7 C. [Environment Variables] &8 % > Z 3 L £ 77,

[New User Variable] %A 7 1 778 v 7 AT, RF_DEBUG £%t# A ) L7,

[User variables] 7 3 3 O LW EREE K 2 MA L F 7,

N—=Va Y 83LUAIDY FA T FLVASSLVPN D=V g U T/ IFAT vk avta—H
ZEH LTV 54E . i Cisco Portforwarder Control Z Hl|fi L T < 72 &0y,

C:/WINDOWS/Downloaded Program Files 7 « L' 7 ~ U Z B T, Portforwarder Control % 457
Y27 LT, [Remove] Zi®IR L F 7,

Internet Explorer 7' 7 VO3 _XRCOXF ¥ v a7 V7 LET,

7747 ML ASSLVPN & v g o &ifd#) LT, RDP ActiveX 77 7' > %] L T RDP
Ty varEHELLET,

TN TWindows 77U 7 —3 3> DARY N Ea—T TARY NEHRTEXDHLIITRD F
7,

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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. TS3T400HDEF1) T4 TTFATURADERE

T52594200=800tx1) T4 7T53AT7 2 ADEE

FIE

ATFYT1T ASAAL L HE—T 2 A ATTF3A4T7 > ML ZASSLVPN A X—T > TSI L 2R L
F7,

ATv T2 VE— b 22— NELEEM EAAL 4 (FQDN) ZEH L CTHEfHiT 2 ASA A v H—T oA A
\Z SSLFFAEA A A h—L LET,

G¥)  SSLEFHE®D —f4 (CN) L LTIP 7 FLZZFEELRNTLEEY, UE— b
Z—HE, ASA LiBET D72 OIZFQDN OfEHZITLEJ, UE— FPCIL, DNS
F 721F System32\drivers\etc\hosts 7 7 4 /LIND T kU M L T, FQDN % fi# ik C X
LUMEMRHY £,

HLWOWHIML 2 7 A ILEEHRT 51=-6D ASA DERE

FIE

ATYT1 T7ANVEBIOA A=V & Web a7V & LTA UAR—FLET,
import webvpn webcontent <file> <url>

1 :

hostname# import webvpn webcontent /+CSCOU+/login.inc tftp://209.165.200.225/login.inc
!111* Web resource "+CSCOU+/login.inc' was successfully initialized
hostname#

ATFY T2 WA~ AE¥—var T L— a7 AKR—FLET,
export webvpn customization <file> <URL>

1 -

hostname# export webvpn customization template tftp://209.165.200.225/sales_vpn_login
| I O I

$INFO: Customization object 'Template' was exported to tftp://10.21.50.120/sales
_vpn_login

ATFv T3 77 A/LAND full customization mode & 7 % enable ICZEE L ¥4,
1

ZOBITIE, ASA AEV IS TWEr S A 774 LD URL ZHEELET,

<full-customization>
<mode>enable</mode>
<url>/+CSCOU+/login.inc</url>

B EENEISAF7URLASSLWNOI Y I Fal—vay
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</full-customization>

ARTFYTEG T ANEHF LI ALv AP —var 7027 hEe LTA v FR—MLET,
5 -

hostname# import webvpn customization sales_vpn_login tftp://10.21.50.120/sales_vpn_login$
| O O O I

$INFO: customization object 'sales vpn login' was successfully imported

AT TS HmoaT7rA0 (FxV I N—") IThHREZ~AB—a A7V @A LET,
1 :

hostname (config) # tunnel-group Sales webvpn-attributes
hostname (config-tunnel-webvpn) fcustomization sales_vpn_login

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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