')E—F 77 X IPSec VPN

e JE— kK 77 AIPsec VPN IZDWWT (1 _X—)

s UE— K 727 AIPsec VPN for3.1 DF A & A%H (3 =)

* IPsec VPN Ol fy5FH (4 X—)

e JF—F 77 AIPsec VPN OFFE (4 X—2)

e UE— | 77 & A IPsec VPN OF%EF] (12 ~<—)

e ILF AT FHA B F— KR TOEYER—Z [PSec IKEV2 U E— k 7 7 A VPN D% EH
(13 =*—7)

s VT AT F AR E— K TO AnyConnect IPSec IKEv2 U E— bk 7 7 & A VPN D% E
(14 =—2)

« UE— |k 77X VPN ORERFE (16 <—)

JE—F 71X IPsec VPN [ZDLNT

UE—hT7Z7EAVPN 2425 L, TCPIP % v NV —7 EDO¥vF 27 iz LT,

a—WhE R MNMIET 5 2 L3 TE £, Internet Security Association and Key Management
Protocol IZ IKE & HFEEIL, U E—KPCDIPsec 7 7 A4 T b & ASA T, IPsectEX =2V T ¢
T vIT—a ORBEGEE - BIEADORIvE—v g a hanTtd, &ISAKMP
XA vz —TgulE, Txa—R 1 T2 —X2 LTINS 2 ODESITHMILET,

T2 —X 1%, UBEDISAKMP 2T —2 a0 A v —V%R#ET 5RO b x L2 E
LET, 72—X21%, X227 REHREABET 27— X2 R#ET D Mo Rx AV EERRL £
7

ISAKMP % v =—3 g VOFRMEFRET HI2IL, ISAKMP RV —%{EkLEJ, 22T
X, ROERIZHOW T LET,

« B 7O ID RS DT
e T —HERHEL, TTA N —EFHR ST

c EEHEREL, METICA v E—UNELIN TR D & ZLRFET % Hashed Message
Authentication Code (HMAC) F =,

o {5 — DY A X &R ET 5 Diffie-Hellman 27 /L —7",
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B Mobike 550U E—+ 7o ERVENIZDT

s WS —ZEEHZ DANT, ASA N F O F—Z2 AT HHFH O LR,

N7 AT 4 —5 Ty ML, B bR BT R EHAEDEE LD TT, FFEOT —X
7D~%@%T5%@\t?ﬁ\EMQ@&@H%%?#:)T%7//I~Va/®33/
T— M T, FED N T ATk —Lty NfEHTHZEICFELET, T AT H—A
Yy ME, WMFOET TRILTHILENH Y 1,

NIRRT H—ALEy MLV, BBEMTONZZ VT N~y = N THEESIE ACL
DF—& 7 a—HMgi éﬂiﬁA%AﬁﬁfkﬁVX7j_A?7}%¢bex797F
~ v TELFAATIVvI VIV T~y T 2 Y ThRI VAT 3 —0 By FORKRE 1
ERECTEET, AR b RN EGRAEST AV A N LT —T i 8 & OISR
[ZOWTI, IKEvl h T U A7 3 —245 &y bEFIZIKE2 7 R—H L ofEl (7 2—)

EHML T &N,

AnyConnect 7 74 7 2 MIIPvd 7 KL AL IPV6 7 KL AD— 713 F2E VB TH LD
ICASAZRETEET, ZDOL T DL, ASA ETHERIZRT KL A 77— V2B 5
7., ASA Fou— a—WFICHEHAT FLAZE Y CTEd,

TURAA L MIEEFEDX A TOT RLUAZE DB THITE, = KBRS bOAXL—T ¢
VI VAT ADHETCTT AT ALy A FalNEEINTHWALERBLDET, FHD
DTV ATH, IPv6 7 KL A F—/L3f > TWRWR IPvA 7 R L AWRMEH TE B350,
1m47ﬁux7—wﬁ%ofw&wﬁmm7Fuxﬁﬁﬁf%éﬁAi o3 TAEC R Oy WS
T, 7272l 7294 T MQIXBAaENR WO T, BHEEIT ASA v 7 CEMAZ ERT 5 L8
BHFET,

JIA T h~DIPv6e 7 RLADOEID Y TiX, SSL 71 ha/Lickt LT AR—rENET,

Mobike £ XU E—F 7V EXVPNIZDINT

FNA JLIKEV2 (mobike) 1%, ESNA N F AL 20— v 752V R— 4+ 57-DI2 ASARA
VPNZIEEL £, ZOHR— KME, T ARBUEOERRA > FBRIORA > MIBHE)
TEHELEXIT, ERAA LT AL ZDIKENPSEC X 2T 4 7V — g (SA) O K
RAVRIPT RUANHIBREND D TR EHFTEL L EZERLET,

Mobike (/73— 2 > 9.8(1) LAFRIZ ASA TF 7 4 /L MZ X W FIHAIEE T, 2% VD, Mobike I
[ECA Y 12720 £9, Mobike 1X, 7 74T 2 "INZENERE L, ASABZITAND L&
W22, B SAITH LTHERNCARY 3, ZoxrTym—3 3 03, IKE AUTH 5&8#a0—i8 &
LCifTbivEd,

mobike AN — FNERNIRIRRETSA BN S NT=%, 7 74T MIVWOTHT KL AZAER
LT, #HLWT RL A%~ 7 UPDATE SA ADDRESS A 11— RZ & iefF@Mach i L <
ASA TN TCTEET, ASAITZDA v E—VHUEHL, HTILWI TAT L FIPT RLAT
SAZHHLET,

GE)

show crypto ikev2 sa detail <o R&EHH L T, BAEDTTD SA T mobike WA 78 -
TWDHMNE S DEHRTEET,
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JE— k72t XIPsecVPNfor31 DS A & REH .

BILED Mobike DFILTIL, ROEEN Y A — F SN TWET,
«IPv4 7 KL 2D
NAT = v B> VDR
AT arDYF— =2 VT 4 Fxy 7K DA LA IR
T IT 4 TIAR N, T x—)LF—3—
*VPNB— R RT3

RRC (V= N—2E VT 4 FTxzv7) BENRENI/L-oTWDIIGE, XMV T T74T
v MZRRC A v E—UNEE SV, SARFEFINDENIHT LWIPT RLARMERINET,

JE—F 77t XIPsecVPNfor31 DS54t REH
A\

GB)  ZoHmEIX, ~A v— FEESUERED R WET A TIIEHTE £t A,

—

IKEv2 Zffi ] L7z IPsec U E— b 7 7 & A VPN (2%, B A AJEE7: AnyConnect Plus & 72 1%
Apex 7 A & ANKETY, AnyConnect 7 A & AZHEAT D HBEIL. ROKKEEZBIRL
TL SV, IKEvl ZfH L7= IPsec VE— K 77 & A VPN B LWV IKEv] 7213 IKEv2 %
JA L7z IPsec ¥4 R VPN TIiE, AT A & ZIfHED Other VPN 7 A o ARMEF S £
T, TRTCOIA TOMMHBEDE VPN £ v a VO KEIT, ZoRIORIRRKEY 3~
BafizbZ LI TEERTA,

ETIL SAEURAEH

ASA 5506-X. 5506H-X. 5506W-X « IKEV2 Z{#fl L7z IPsec YV E—h 77 &
A VPN :50 kv 3,

« IKEvl Z{fl L7~ 1Psec YV E—h 7T/ &
A VPN B L OV IKEv] F 7213 IKEv2 & fi#
F L7= IPsec 1 Y —H% A k VPN :

cHEARKT ALV 10V,

e SecurityPlus 7/ > X : 50k v =

:/0
ASA 5508-X 100 Y>3 T9,
ASA 5512-X 250 v g »Td,
ASA 5515-X 250 v g T,
ASA 5516-X 300y > g T,
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B rsecven osisEE

ETIL SAEREHR

ASA 5525-X 750 v v a v TY,
ASA 5545-X 2500 v v =3 T,
ASA 5555-X 5000 7 v ¥ =3 T,
ASA 5585-X (SSP-10) 5000 & v v =3 T,
ASA 5585-X (SSP-20, -40, ¥ X 1-60) 10,000 & > 2 a3 > TY,
ASASM 10,000 & v ¥ =2 > T,
ASAV5 250 v a v TY,
ASAV10 250 v v a Y,
ASAV30 750 v v a v TY,

IPsec VPN O Fl|#95518
e TP AT I F— N FT— R HARITA L N—FT v R 77 AT 74+ —)LE— RTOL
A—rENnET, FTUAXT L b T— NI R—-FENTWHEREA,

e 72— VA —_—J A4 KT A4 Psec-VPN v aid, 77T 4 T/AXZ A T x—
NH=RN=ar T 4 Xa b= a  TCORERENES, 77T 47170747 7=—
W —R— a7 4 Falb—va Y FPR—-FEREEA,

) E— k 74t X IPsec VPN DL E

OB arTiE, VE—F T EBAX VPN OREFTEIZOWTHAL E T,

A —
A3 —x4 ANDKTE
ASAIZIE, D7 b 20D A L HZ—T 2 A ANHY, ZNOHEZ ZTIINTRBLIOWNE EF
WET, —fRIZ, AEA =T 2 A RFIRNT ) v T A X —Fy MIEERENET, —5.
WESA B —T 2 A ZTTTAR— b Xy NU—Z TSN, —ROT 7 ALbIR#ESN
9,

BOINZ, ASAD2ODA v H—T 2 AEHREL, £ F—7MZLET, KIZ, 4RI IPT
RLA, BEOYV TRy bR 7 %F|V Y CTES, 73T, Ex=2UT7 4 UL, &
B, BIOEX2VT 4 T I9A TV ATO_EREEZRELET,
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ISAKMP 7K 1) & — DR &S 881 v 8 —T =4 2TD ISAKMP O« 2—T Lt [

FIE

ATFYT1 Zu—n L a7 4 Xal—v gy BF— Kb AV F—Tx2Af A AT 4 Fal— a2
T— RIZAD F9,

interface {interface}

1 :

hostname (config) # interface ethernet0
hostname (config-if) #

RTYT2 AU —Tx2Af AP T RLALEFT Xy b v A7 & ELET,
ip address ip_address [mask] [standby ip _address]
i

hostname (config) # interface ethernetO
hostname (config-if)# ip address 10.10.4.200 255.255.0.0

ATV T3 A X =T oA ADL4H] (K48 LT ZHELET, ZO4RNE, FELZE TOLEE T
T&EHA,

nameif name

51

hostname (config-if) # nameif outside
hostname (config-if) #

ATYTE A H =T 2 A A AF—TMILET, T74NVIT, f X =T =2 AIT 4 =T LT
9, shutdown

51

hostname (config-if) # no shutdown
hostname (config-if) #

ISAKMPR1) —DH/BFEENEA VF—T 24 ATHDISAKMP®D A f—
JILE

FIE

ATYT1 IKEvl 23y m—y g VHICEHT DGE R E T A =2 Dty bERELET,

Priority IZ, /A > % —F v b =% (IKE) KU —% —BIZ#BI L, RV =27 7104
TAEREVYTET, 1~65534D8EE2ERALET, LWETT7A4F VT4 ¥ EbE <., 65534
D bK< 720 £,
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ATy T2

ATy T3

ATvT4

ATy TH

ATvT6

ATy 71

YE—F 79 £ZIPSecVPN |
ESMIBA V2 —T T4 ZTO ISAKMP D1 +—J )Lt

ZD®RICKES FIETIE, 7IA4 4V T I3 1ITRESNET,

IKE R U ¥ —NTHHT DI SL T RE4REL £
crypto ikevl policy priority encryption{aes | aes-192 | aes-256 | des | 3des}
£l

hostname (config) # crypto ikevl policy 1 encryption 3des
hostname (config) #

IKEARY =Dy o 7AFY XA (HMAC AN 7 v M EBIFENRET) ZHELET,
crypto ikevl policy priority hash {mdS5 | sha}
il -

hostname (config) # crypto ikevl policy 1 hash sha
hostname (config) #

IKE 7R > —® Diffie-Hellman 27’ /L —=7" (IPsec 7 514 7+ k& ASA NIEHFIE X — 2 HESL T
O e han) ERELET,

crypto ikevl policy priority group{1 |2 |5}
1 -

hostname (config) # crypto ikevl policy 1 group 2
hostname (config) #

WEX—DIFA 72,45 (X2 VT4 T V=2 a UPNAEMMIRE CTEET 208 %
RELET,

crypto ikevl policy priority lifetime {seconds}

[BESNTTA 7 XA LOFIE. 120 ~ 2147483647 ¥ T4, MHIED T A4 7 ¥ 4 LADEE
. OB EMHLET,

1 -

hostname (config) # crypto ikevl policy 1 lifetime 43200
hostname (config) #

outside LW I A X —T A A LD ISAKMP % A 3 —7 MZLET,
crypto ikevl enable interface-name

1 -

hostname (config) # crypto ikevl enable outside
hostname (config) #

BEEPAL T4 X2 — 3 NIRELET,

write memory
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7rLz 7—noiz |

7 RKLR T—ILDOKE

1—H0

B

an

ASA TiE, —=WIZIP T FLRAZENY FTHHAPLETT, ZOHTHE, fleLTT R
AT =VEMHALET,

FIE

IP7 RLADOHFHIFAZFEHLTT FLA =L &BEHRLET, ASAIEL, ZOT7 RLA 7F—1D
T RUVAZ T TA T MIEIDYTEAS,

ip local pool poolname first-address—last-address [mask mask]

T RUVASAZEA T arTT, 12720, VPN IA4 T MZEID Y THENZIPT RLA
BIERED R Y NT—Z B, T 74N O R BT 5 & F— 5 B3k TL—F 1
TINDAREMEN D & ElE, v AVEEIEET HDHENH D £, WP RE2 IPr—7
Jb 7 —)11210.10.10.0/255.255.255.0 7 RV ARG ENTWDHE T, ZHUET 74V T2
TFAAXY MU= TT, ZHIZE>T, VPNIZ IA T IR &EER A H—T =2 A R
TIODFRYy NI—TNORRDLIY TRy MZT 78 AT LHMENSDGE, V=T 47D
BN D[RR H Y 7,

51

hostname (config) # ip local pool testpool 192.168.0.10-192.168.0.15
hostname (config) #

FIE

=W NRAT— R, BROFMHE LV EER L E T,

username name {nopassword | password password [mschap | encrypted | nt-encrypted]} [ privilege
priv_level]

&1

Hostname (config) # username testuser password 12345678

IKEV1 FS R D4 —L 2y FEEIFZIKEV2 TOR—FILOER

COHETIEH, FFUAT7x—b vy b (IKEvl) BEXOZaR—%/L (IKEv2) #RETDHH
FEIZOWTHALET, P A7r—5%y ME, B bR EFREFREMAGDED
DT,

WOFIETIE, IKEv] 3L WNIKEV2 7 a R R—WF L5 EkT 2 HFiEEZ R LET,
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B oxev b5 xTr—L vy FELEIKE2 TOR—FLOMER

ATy

ATy T2

FIE

T R B B R D T DI S5 IPsec IKEVI Bf Bt by 2o 73 ) X LEFEE
TAHIKEVl hT7 A7 4 —h By hERELET,

crypto ipsec ikevl transform-set transform-set-name encryption-method [authentication]
encryption (ZiX, IROWTNNDEZFRE L ET,

* esp-aes : 128 ' b ¥ — T AES 2T 255,

s esp-aes-192 : 192 ' b ¥—"T AES {3 2554

* esp-aes-256 : 256 £ b ¥—"T AES #3554,

« esp-des : 56 £ @ DES-CBC =3 254,

« esp-3des : Triple DES 7 /L2 U X A& HT 5564

e esp-null : BFBAL AT L2WGE,

authentication (21X, IROWT N DEZEE L 77,
e esp-md5-hmac : /v 2 74T X4 E LT MD5/HMAC-128 Z i 3 5 854
« esp-sha-hmac : /~v > = 7L =3 Y XA L LT SHA/HMAC-160 ZfEH 3 2355,
« esp-none : HMAC F&REZ ] L7256,

£l

IKEvl F T v A7 4+ —Ah &y FOFZEFIE

hostname (config) # crypto ipsec transform set FirstSet esp-3des esp-md5-hmac
hostname (config) #

IKEV2 7aR—H Lty FE2FRE L. A IS IPsecIKEV2 7' k21, Bk, BL O
AT LY A AEEELET,

espld, W7 enibEXx a7 0 A m2—K (ESP) IPsec /' 1 Fa/LZ$FE LET (BifE, M
—HHR—F I TS IPsec D71 R 2LTT) |

crypto ipsec ikev2 ipsec-proposal proposal name

protocol {esp} {encryption {des | 3des | aes | aes-192 | aes-256 | null} | integrity {md5 | sha-1}
encryption (2%, IROWFTILNDIEZIEE L7,
« des : ESP |Z 56 £ ™ DES-CBC K5 {b & i i3~ 2855,
«3des: (F 74/ F) ESPICZ UV DES W ELT VT Y XLEERT 5545,
caes : BSP (2 128 B v b F—W5{LT AES 24 555,

caes-192 : ESP 2192 ¥ bk & —W5 5T AES 24 254,
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roan sn—70x% [

¢ aes-256 : ESP 12256 £~ b ¥ —I5{b T AES 2T 2354
e null : ESP IZKF B & FEH L2 W54A,

integrity (Z1&, ROWTNNADOEZIRELET,
emd5 : ESP DA MARFED - md5 7L TV X L& FEE,

ssha-1 (T 7 A/ 1) 1Z, ESP OIS MEARED 7= DIKEHE R IEHRLEERE (FIPS) TF
N EXaT Nyia TATY XA (SHA) SHA-1 2fHEELET,

i

IKEvV2 71 iR—H L Ok E FIE

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure_proposal
hostname (config-ipsec-proposal) # protocol esp encryption des integrity md5

FoRILTIL—TDESE
Fo kb Z—F1E, PURAEERRY —Dalb 7 a T, AAA — %2545 b
VRN TN—THREL, BT A=A ERREL, TI7ANNDTNVN—T R —EER
L9, ASA L. Fr b Z—TF2WNENARTFE L £,
ASA AT LITIE, 2ODF 74K RV TA—TRH0DET, 1 DIZF 74/ DY
EF—FT27EA MRV T N—TTh D DefaultRAGroup T, & 9 1 DILT 7 +/L D
LAN-to-LAN k> %)V 7 )L—"7"Td % DefaultL2Lgroup T3, TNDHD T N—FFEHLTX &
T, BRI TEERA, P 2o —2 g T ENEZHBED oL Z—F
DIRWNGEIL, ASAIX, 2o 7N —7%H LT, VE—F 77t AEILLAN-to-LAN
Mo ANV TN—=T DT 75V s PRV RT A= ERELET,

FIE

ATFYT1 IPsec VE— K TR N I A—7F EEETa 77 A0 ELMEENET) 2ERLE
j‘o

tunnel-group name type type

1 -

hostname (config) # tunnel-group testgroup type ipsec-ra
hostname (config) #

ATYT2 PRV ITN—T—fRBMEE— FICAV EF, ZOFE— T, Rz AN TEET,
tunnel-group name general-attributes

51

hostname (config) # tunnel-group testgroup general-attributes
hostname (config-tunnel-general) #
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B srzvr0u7r=vTonm

ATvT3

ATvT4

ATy TH

oV TA—TIHERT L7 RV A =L a2 RELET,
address-pool [(interface name)| address_pooll [...address _pool6]
il -

hostname (config-general) # address-pool testpool

v T v—" ipsec BIEE— FIZAD £9, ZOF— FTIE, IKEvI #§ED 720 D IPsec
A DRMEEZ AT TEET,

tunnel-group name ipsec-attributes

1 -

hostname (config) # tunnel-group testgroup ipsec-attributes
hostname (config-tunnel-ipsec) #

(FE) FEpfdaF— (IKEvl O&) ZHRELET, F—ITiL. 1~ 128 LT O RE T T
FHRECTEFET,

WX 2 VT A T T IAT AL I TAT U FOF—ZRICTHAHALENDH Y £, FA]
HH X —DY A X HE72 5 Cisco VPN Client 3Rt L LD &35 &, BT OIRGEICRK L=
LERTZ T = Ao —UNI 74T MLkoTCu iz EnEd,

ikevl pre-shared-key key
£l

hostname (config-tunnel-ipsec) # pre-shared-key 44kkaol59636jnfx

ATy 9T k<2 TOHER

ATy I

BAFI w7 7 )T h=y L, TR_RTORTA=EINHREINTNODEDITTIERVRY > —
T —EEHRLET, XY, ASAIX, VE—F T2 BRI IA T RREDIP
T RUAPRARHRE T o O EZETH I ENTEET,

HAFIv 7 7VT b~y 7O bIE, ORI VAT —A By FEEELET,
Flo, W—T 4 T HEARX—TNVICTEET, ZTHITEY, ASAITER N7 14T b
DN—F 4 TITEREZEIG L, Fh % RIP £7213 OSPF & T7 RARZ A4 XL £,

WOIEREEZFATLET,

FIE

EAFI v 7 )T v~y T %2ER L, ~v7DIKEvl b T A7 3 —5 1ty hFEZIZIKEV2
TaR—PILERELET,

< IKEvl O¥&1T. T~y REFEHLET,

crypto dynamic-map dynamic-map-name seq-num set ikevl transform-set transform-set-name
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ATy T2

LTI
N DIERL

ATy T

ATy T2

ATvT3

B4+2vs s T2y TEERTEE00 U T2y T Ty ryoks [

«IKEV2 OHBAE. Zoa~vy REHEHLET,

crypto dynamic-map dynamic-map-name seq-num set ikev2 ipsec-proposal proposal-name

51

hostname (config) # crypto dynamic-map dynl 1 set ikevl transform-set FirstSet
hostname (config) #

hostname (config) # crypto dynamic-map dynl 1 set ikev2 ipsec-proposal secure_ proposal
hostname (config) #

i

FEE) o7 V7 s~y UICHESL H
£,

crypto dynamic-map dynamic-map-name dynamic-seq-num set reverse-route

&1

hostname (config) # crypto dynamic-map dynl 1 set reverse route
hostname (config) #

]

=

WX L CiHiL— MEAZ A RX—T L

STy TEFERTBZEODH) Ty T T

TV TP~y T2 MY EERLET, THITED, ASAIE, A4 F v 7 7V T v~
PHEHLTIPsec BEXaUT 4 TV Z—3 g DNTA—RERETHI LN TXET,
Zoa<y RIZETA2ROEITIE, 7V 7 b~y 74 Imymap, —7 U AFK ST, X AT
Ry 7 UT b =y T Addynl T, ZOARNE, AIOETER L2 H DT,

FIE

EAFTIv 7 2V T s~y T2l T527V 7~y 7 = bUEERLET,
crypto map map-name seq-num ipsec-isakmp dynamic dynamic-map-name

1 -

hostname (config) # crypto map mymap 1 ipsec-isakmp dynamic dynl

VT N =y TEINA =T = A ATEA L ET,
crypto map map-name interface interface-name

% -

hostname (config) # crypto map mymap interface outside

BEEPaAL T4 X2 — 3 SIRELET,
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B <7207 %2F T FTOPSecIKE2 U E— F 74 £ X VPN DEFE

write memory

JILFAVTHEALE—FTDOIPSeclKEv2') E— 7V A VPN D
o

axX A&
UE— b 77 &A IPsec VPN OFREDFEAMZOWNTIE, IROHEZSHL TS 7ZSV,
A B =T A ZADHE (4 =)
e 7 RLAR P—=NLDOFRE (73—)
« —HFDEIM (7 —)
*IKEvl F 7 v A7 4 —Ah &y FEZIFZIKE2 7T aR—HLoElk (72—)
s F IV TN—TDEFR (9X—)
XA F Iy ZVT N~y TOMERK (10 =)

HAF I IV =y T EMEAT LD ) v~y T MU O (11-8—
)

JE— k 74t X IPsec VPN 0% E 45l
WO, VE—F 727 % A IPsec/IKEvl VPN 2R ET 5 iz~ L TWET,

hostname (config) # crypto ikevl policy 10

hostname (config-ikevl-policy)# authentication pre-share
hostname (config-ikevl-policy)# encryption aes-256

hostname (config-ikevl-policy)# hash sha

hostname (config-ikevl-policy)# group 2

hostname (config) # crypto ikevl enable outside

hostname (config)# ip local pool POOL 192.168.0.10-192.168.0.15
hostname (config) # username testuser password 12345678

hostname (config) # crypto ipsec ikevl transform set AES256-SHA
esp-aes-256 esp-sha-hmac

hostname (config) # tunnel-group RAVPN type remote-access
hostname (config) # tunnel-group RAVPN general-attributes
hostname (config-general) # address-pool POOL

hostname (config) # tunnel-group RAVPN ipsec-attributes

hostname (config-ipsec) # ikevl pre-shared-key ravpnkey

hostname (config) # crypto dynamic-map DYNMAP 1 set ikevl
transform-set AES256-SHA

hostname (config) # crypto dynamic-map DYNMAP 1 set reverse-route
hostname (config) # crypto map CMAP 1 ipsec-isakmp dynamic DYNMAP
hostname (config) # crypto map CMAP interface outside

woBit, VE—k 77t A IPsec/IKEv2 VPN # iR ET D LA R L TWET,
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TAFALTFHER k E— KTORES—Z IPSec IKE2 ) E— 752 VPN ozs ]

hostname (config) # crypto ikev2 policy 1

hostname (config-ikev2-policy)# group 2

hostname (config-ikev2-policy)# integrity sha512

hostname (config-ikev2-policy)# prf sha512

hostname (config) # crypto ikev2 enable outside

hostname (config) # ip local pool POOL 192.168.0.10-192.168.0.15
hostname (config) # username testuser password 12345678

hostname (config) # crypto ipsec ikev2 ipsec-proposal AES256-SHA512
hostname (config-ipsec-proposal) # protocol esp encryption aes-256
hostname (config-ipsec-proposal) # protocol esp integrity sha-512
hostname (config) # tunnel-group RAVPN type remote-access
hostname (config) # tunnel-group RAVPN general-attributes
hostname (config-general) # address-pool POOL

hostname (config) # tunnel-group RAVPN ipsec-attributes

hostname (config-tunnel-ipsec)# ikev2 local-authentication
pre-shared-key localravpnkey

hostname (config-tunnel-ipsec)# ikev2 remote-authentication
pre-shared-key remoteravpnkey

hostname (config) # crypto dynamic-map DYNMAP 1 set ikev2
ipsec-proposal AES256-SHA512

hostname (config) # crypto dynamic-map DYNMAP 1 set reverse-route
hostname (config) # crypto map CMAP 1 ipsec-isakmp dynamic DYNMAP
hostname (config) # crypto map CMAP interface outside

TILFAUTHXFRABFE—FTNDEER—XIPSeclKEv2 ')
E— k 74t X VPN O EH

WOBNL, ~VFar7Tx AN ET— N CEEX—Z JE— | 77X IPsec/IKEv2 VPN HD
ASA ZRETHHIEZRLTWET, ZOFITIE, AT LA arTFFAMBIRa—% a
THFARDOBREICONT, TNFNEMERME L £,

VAT AT XANDRE

class default
limit-resource All O
limit-resource Mac-addresses 65536
limit-resource ASDM 5
limit-resource SSH 5
limit-resource Telnet 5
limit-resource VPN AnyConnect 4.0%

hostname (config) #context CTX2

hostname (config-ctx) #member default ===============> License allotment for contexts
using class

hostname (config-ctx) #allocate-interface Ethernetl/1.200

hostname (config-ctx) #allocate-interface Ethernetl/3.100

hostname (config-ctx) #config-url diskO0:/CTX2.cfg

=W AT FANORE :

hostname/CTX2 (config) #ip local pool CTX2-pool 1.1.2.1-1.1.2.250 mask 255.255.255.0
hostname/CTX2 (config) faaa-server ISE protocol radius
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hostname/CTX2 (config) #aaa-server ISE (inside) host 10.10.190.100
hostname/CTX2 (config-aaa-server-host) fkey *****

hostname/CTX2 (config-aaa-server-host) fexit

hostname/CTX2 (config) #

hostname/CTX2 (config) #group-policy GroupPolicy CTX2-IKEv2 internal
hostname/CTX2 (config) #group-policy GroupPolicy CTX2-IKEv2 attributes
hostname/CTX2 (config-group-policy) #vpn-tunnel-protocol ikev2
hostname/CTX2 (config-group-policy) #exit

hostname/CTX2 (config) #

hostname/CTX2 (config) #crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set ikev2
ipsec-proposal AES256 AES192 AES 3DES DES

hostname/CTX2 (config) #crypto map outside map 65535 ipsec-isakmp dynamic

SYSTEM DEFAULT CRYPTO_MAP

hostname/CTX2 (config) #crypto map outside map interface outside

F 74V FTlE, EHER—Z 7 54T B O IPSec/IKEV2 U E— k 77 & AL,k
> v Zv—"7" [DefaultRAGroup| (2SI NE T,

hostname/CTX2 (config) #tunnel-group DefaultRAGroup type remote-access
hostname/CTX2 (config) #tunnel-group DefaultRAGroup general-attributes
hostname/CTX2 (config-tunnel-general) #default-group-policy GroupPolicy CTX2-IKEv2
hostname/CTX2 (config-tunnel-general) #address-pool CTX2-pool

hostname/CTX2 (config-tunnel-general) #fauthentication-server-group ISE
hostname/CTX2 (config-tunnel-general) #exit
hostname/CTX2 (config) #

hostname/CTX2 (config) #tunnel-group DefaultRAGroup ipsec-attributes

hostname/CTX2 (config-tunnel-ipsec) #ikev2 remote-authentication eap query-identity
hostname/CTX2 (config-tunnel-ipsec) #ikev2 local-authentication certificate ASDM TrustPoint0
hostname/CTX2 (config-tunnel-ipsec) fexit

hostname/CTX2 (config) #

TILFATFRXF E— FTO AnyConnect IPSec IKEv2
JE—F 72 X VPN DREHI

OB, v F 2T F Ak F— KT AnyConnect U E— k 7 7 & A IPsec/IKEv2 VPN F D
ASA ZRET HHEERLTVWET, ZOFITIE, VAT L ar7HFRAMBIN=2—4 2
THFARDOREIZOWVWT, TNENFREEAL L E5,

VATA AT HRRANORE

class default
limit-resource All O
limit-resource Mac-addresses 65536
limit-resource ASDM 5
limit-resource SSH 5
limit-resource Telnet 5
limit-resource VPN AnyConnect 4.0%

hostname (config) #context CTX3
hostname (config-ctx) #member default ===============> License allotment for contexts
using class
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hostname (config-ctx) #allocate-interface Ethernetl/1.200
hostname (config-ctx) #allocate-interface Ethernetl/3.100
hostname (config-ctx) #config-url diskO0:/CTX3.cfg

HArTHRAMDOEET 7 AV VAT LOEKTIE, A A=Y, TuT77A07a D Cisco
Anyconnect 7 7 A VA TE £,

hostname (config-ctx) #storage-url shared disk0:/shared disk0
=W AT XA NORE :

hostname/CTX3 (config) #ip local pool ctx3-pool 1.1.3.1-1.1.3.250 mask 255.255.255.0
hostname/CTX3 (config) #webvpn

hostname/CTX3 (config-webvpn) #fenable outside

hostname/CTX3 (config-webvpn) # anyconnect image
disk0:/anyconnect-win-4.6.00010-webdeploy-k9.pkg 1

hostname/CTX3 (config-webvpn) #anyconnect profiles IKEv2-ctxl diskO0:/ikev2-ctxl.xml
hostname/CTX3 (config-webvpn) #anyconnect enable

hostname/CTX3 (config-webvpn) #tunnel-group-list enable

hostname/CTX3 (config) #username cisco password ****x*

hostname/CTX3 (config) #ssl trust-point ASDM TrustPoint0 outside
hostname/CTX3 (config) #group-policy GroupPolicy CTX3-IKEv2 internal
hostname/CTX3 (config) #group-policy GroupPolicy CTX3-IKEv2 attributes

hostname/CTX3 (config-group-policy) #vpn-tunnel-protocol ikev2 ssl-client
hostname/CTX3 (config-group-policy) #dns-server value 10.3.5.6

hostname/CTX3 (config-group-policy) #wins-server none

hostname/CTX3 (config-group-policy) #default-domain none

hostname/CTX3 (config-group-policy) #webvpn

hostname/CTX3 (config-group-webvpn) #anyconnect profiles value IKEv2-ctxl type user

hostname/CTX3 (config) #crypto ikev2 enable outside client-services port 443
hostname/CTX3 (config) #crypto ikev2 remote-access trustpoint ASDM TrustPoint0
hostname/CTX3 (config) #crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set ikev2
ipsec-proposal AES256 AES192 AES 3DES DES

hostname/CTX3 (config) #crypto map outside map 65535 ipsec-isakmp dynamic

SYSTEM DEFAULT CRYPTO_MAP

hostname/CTX3 (config) #crypto map outside map interface outside

hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 type remote-access
hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 general-attributes

hostname/CTX3 (config-tunnel-general) #default-group-policy GroupPolicy CTX3-IKEv2
hostname/CTX3 (config-tunnel-general) #address-pool ctx3-pool
hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 webvpn-attributes

hostname/CTX3 (config-tunnel-webvpn) #group-alias CTX3-IKEv2 enable
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