95A4ATF72RLASSLVPND KST)L
a—Ta4 Y

« Application Access fii FHIFO hosts 7 7 A /L =T —nHOEIE (1 X—)
« WebVPN St & 73y 7 (5 <—2)

T —HDXX¥TTF v (65—)

« JTAT Y RVASSLVPN By va v 7 v F—Dfi# (73—)

Application Access {FFFD hosts 77 1L TS5 —H 65D

[E]1&

Application Access DFEITDRHTIT/2 % hosts 7 7 A /v =7 —z [Nk % 72012, Application
Access il L#& %725, ApplicationAccessV 4 > RV ZMLTALH L O LET, v
UEFALZITIE, [Close] 74 a2 a7 Y v LET,

Application Access 23 1E L < #& T LR > 7253813, hosts 77 A /ML, 7747 F LA SSL
VPN I A X~ A RSNTZREED F F 1272 > TV ET, = —F2KIT Application Access %
feET 5 L X2, 7T A7 > kLA SSL VPN I3 hosts.webvpn 7 7 A L E T 5 Z & T,
Application Access DIRHER F = v 7 L'E T, hosts.webvpn 7 7 A L3R S5 &L [Backup
HOSTS File Found] &9 LT — A w¥—UNEKRE4L, Application Access 28 —HFIIC A 712
U EDLY £,

Application Access NERFK T LA, VE—NT2RRA I IAT LV MNYP—R_"T TV r—
Ta VINREERIRRRIZAR D £9, 7T 4T L ASSLVPN ZHEFIc b T 7Y
r—varEREL L) EeT5L, ELKEELRWEERH D £3, B OBRLOR A K
IMEATERLRDEAENHY ET, —RIZZDO LI Rk, HENSYE—FTTFY
r—3a & FLT L, ApplicationAccess 7V 4 ' RU A THFICa v Ba—F a2 vy hA T
YL, FOBBBTEOT IV A — gy B2FETLEI E LEBAICRELE T,

ApplicationAccess 7  » RV ZIELLS P LRWE | RO T =03 FAET L alaEMERH Y £77,

* IRIZ Application Access BN L L 5 & L7z & 12, Application Access 234 712810 B -
TWABAREMNH U . Backup HOSTS File Found] &7 — A v —UNFERIND,
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. Hosts 7 7 1 JLDHLE

T U= arEu—ANTEITLTWDAEAETYHL, 77U r—ya VHERR A 7128
DS TWDD, ETFEEL R,

ZD X H 7T —(X, Application Access 7 A > KU &R /2 JFiE TR T L= Z EBNRINT
T WICHIEZRLET,
« Application Access D HHFIZ, 7T UHFNRT T v a Lz,
* Application Access D HHHIZ, EEBEELIZT AT A vy N T UBRAELTZ,
« YEZEHIZ Application Access 7« &~ RV Zg/IME L, ZDY 4 RUNRT 77 1 770ikEE
(I LB/MESHTnD) Tavba—Fai vy hEU LT,

Hosts 7 7 1 LB E

a—J ) AT A EDhosts 77 AL, IPT RLAERA MRy BV 7 INTNE

9, Application Access ZHLENTH &, 7T A4 7> h L ASSLVPN (T hosts 7 7 A /L EEIE L,
7747 MU ASSLVPN EHADOT N U ZBM L E9, Application Access 7 1 > R % IE
L < PA L T Application Access Z#& 179 % & hosts 7 7 A /VIFITEDOIREEIZERE Y £,

Application Access O FLE i

hosts 7 7 A /VIZTLOIKEETT,
Application Access O LB

e 7747 sL A SSL VPN (3 hosts 7 7
A V% hosts.webvpn ([ E"— L T, v
T TEAERLET,

e RIZ, 7 FA 7> kL ZSSLVPN |Z hosts
TrANEREL, 7747 L ASSL
VPN [EA OFREFHFAL E7,

Application Access D& T If ¢« 7747 NUASSLVPN Iy 7 7
777 A IV hosts T AMZa—L

T, hosts 7 7 A /L ETLOIREIZE L F
KR

« 7747 hLASSL VPN (%,
hosts.webvpn Z HIfR L F 5,

Application Access D& T 1%

hosts 7 7 A WI L DIRAET T,

Y

G¥)

Microsoft D7 o FANRAL T =T V7 by =7 d, A— M5k Java 77 L v M X D hosts
TrANDER>T a7 LEd, ToFRARAL =T V7 M7 7 O T hosts 7 7 A
VOB 203 5 FIEOFEHIZ OV TIE, www.microsoft.com Z 2 L T 72 &0,
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55472 FLRSSLVPN 2 & % hosts 77 1 Lo eBBERE |

9S5A4AF7>2RLRXSSLVPNIZX B hosts 771 LD BEENEERTE

VE—K 7 78R —NIHRECTE 585G, hosts 7 7 A /L& FREXE L. Application Access
RT TV =y a v EHEARZ—TMIT L0, ROFIEEZFIATLET,

FIE

AFYT1 V947 FLASSLVPN 2B LT /A v LET,
[Applications Access] U > 7 %27 U v 27 LET,

=10l x|

Close this window to stop Application Access.

Backup HOSTS file found!

This program must not be run more than once simultaneously
on the same machine. If you know you are kot already running
this program, click Restore from backup or Delete hackup
and restart this program.

| Restore from backup {recommended) | ‘ Do nothing | | Delete hackup

126955

ATV T2 KONWTNILOF T a BRIV LUET,

* [Restore from backup] : 7 74 7 > kb LA SSL VPN [ ZHRHIIZIEL L v v M TS
9, 7747 FL A SSL VPN i hosts.webvpn backup 7 7 A /L% hosts 7 7 A /LT 2
E— L. hosts 7 7 A /L& TTOIRREIZE L TAH 5., hosts.webvpn ZHIFE L £9, FD%,
Application Access Z FFELEIT 2 LENH VY 7,

* [Donothing] : Application Access |TEE L A, UVE— T 7 BADKR—LAX—URHN
FREINET,

* [Delete backup] : 7 74 7 > K LA SSL VPN (% hosts.webvpn 7 7 A /L Z IR L, hosts 7 7
AN&IFAT 2 L ASSLVPN HICH A X v A RSP REEIC L TR E T, To
hosts 7 7 A V% iE I £ 3, Application Access (X, 27 74 7> kL A SSLVPN HIZ
HAZ~A XSz hosts 77 A NVEFLWAY P LTHEALTESLES, 20
A7 a E, hosts 7 7 A NVERED KON T HREDB 2 WG EIZIZT BRI L TS0,
Application Access N ARHENZ > ¥ v M F D SRS, 22— EIF2—FREHT S
7177 M X o Thosts 7 7 A VHNRE SN AREMED B 2 5813, o2 o504 7 v =
YOELLNEBINT D, Flold hosts 7 7 A VA FEITHREL T
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B =95 5hests 77 LoERE

FEIZL B hosts 77 ILDBEEXTE

BEDOGHN L ) T— T 78 A P NI TERWEE0, DAZ~A X LT hosts 7 7
A NVORENEZ RN NG EE ROTFIEIHE > T, hosts 7 7 A /L& FHERIE L
Application Access &7 U r—a VEBREA X —T M LET,

FIE

RT9 T hosts 7 7 A NVE RO THRE L E 9, b MR HTIX, c:\windows\sysem32\drivers\etc\hosts
<.
AT 72 4 added by WebVpnPortForward Lo 5(?@]75\@&%(%6??7%%675)2: IMNEF I LE
T ZOXFINEGTATHRD L5, hosts 7 7 A WL T 47T b LA SSLVPN JHIZ A A ¥
A RENTWET, hosts 77 A N7 T AT R ASSLVPN ICT A Z <A I TW
H8e. WOBIO X 512> THET,

serverl # added by WebVpnPortForward
serverl.example.com invalid.cisco.com # added by WebVpnPortForward
server2 # added by WebVpnPortForward
server2.example.com invalid.cisco.com # added by WebVpnPortForward
server3 # added by WebVpnPortForward
server3.example.com invalid.cisco.com # added by WebVpnPortForward

Copyright (c) 1993-1999 Microsoft Corp.

This is a sample HOSTS file used by Microsoft TCP/IP for Windows.
This file contains the mappings of IP addresses to hostnames. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding hostname.
The IP address and the hostname should be separated by at least one

space.

Additionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a '#' symbol.

For example:

102.54.94.97 cisco.example.com # source server
38.25.63.10 X .example.com # x client host

o oS3 3 o S o S S 3 3 S S H S S 3k

123.0.0.1 localhost

AT w3 # added by WebVpnPortForward & W9 XFHBEEN TV AITEHIBRLE T
ATYvT4 77 ANERFELT, FILET,

RATYFS 7747 ML ASSLVPN #iEg#hiLTr /A LET,

AT 76 [Application Access] V> 7 %27 U v 7 LT,
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webveN it =78y 7 [l

WebVPN &t ET/N v 5

UE—h T727EAVPN ETEEOE Y a v &2FT77258, 7OV A X2EETLHE T
TNy a—T 4 VTN D Z L3 Y £5°, debug webvpn condition =~ > FZ i L
T, Ty 7 TavRAE ) EMISKVIALTEDDO 7 4 V2 EHRETEET,

debug webvpn condition { group name | p-ipaddress ip_address [ { subnet subnet_mask | prefix length} |
| reset | user name}

TNENOBFITKRDO LFBY TY,

e groupname X, 7 /V—7RY — (MR TN —TF 3R T 7 T 7 A L TIERD)
T A NWF LB ZATNET,

* p-ipaddress ip_address [ {subnet subnet_mask | prefix length} 11X, 7 7 A 7> hDO/XT Vv
IP7 RUATT 4 VR EITNES, ¥ 7Ry b vA7 (IPv4) £33 V7197
2 (IPv6) [ TA 7 a TY,

sreset [T _XTCH7 4 V¥ % U+t hLET, nodebug webvpn condition =~ > K% {# ]
LT, BEDZ A NE A T7IZTEET,

e user name 1L, T—VL TT7 IV HZ B EITWNET,

BEOLMEBRET D . LIRSS (AND THRE) i, T _XTOLRMEN - S04
ICDOBRT Ry ITRFRENET,

FME7 4 VB EFRE LIS, HEAD debug webvpn 2~ > REFEA L TT Ry 7242 LE
To FMERET DT TIET Ay ZIIEDNR D EH A, Ty ZOBUEOREEZERRT S
121X, show debug 35 J U show webvpn debug-condition =~ > RZHEH L £,

ASAVPN THEEDE v v a VIRFTSNT0D5E, B—Da—HFtyvara 770
Va—T AT HIENED LRV ET, FMHFET ANy TEMENT DL T a2 &M
Dy MIESWTHEDEy v aron 72 BGECEET, FIFET NNy 72 R—17
&Y a—/LEL, SAML, WebVPN ZixKI L UL, Anyconnect T,

GE)

IPv4 BLOVIPV6 7 % v b ® lany, any] OV HR— F Rt S £,

K2, 22—V jdoe THRIUATE TNy ZH{T 20 2R LET,

asa3 (config) # debug webvpn condition user jdoe
asa3 (config) # show webvpn debug-condition
INFO: Webvpn conditional debug is turned ON
INFO: User name filters:

INFO: jdoe

asa3 (config)# debug webvpn
INFO: debug webvpn enabled at level 1.

asa3 (config)# show debug
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debug webvpn enabled at level 1

INFO: Webvpn conditional debug is turned ON
INFO: User name filters:

INFO: jdoe

Y IF v

CLIcapture 2~ > REfifH+T5HE, 7747 L ASSLVPN v v g U TIHIEL S FRE
72 Web A MZBHT A #REZFETEET, ZO7—XiL, v A2 HRAZ~v— PAKR—h
V=TI EBAMED T TN a—T TN B ET,

ATiR S

JFAT Y MVASSLVPN ¥ 7T v 2 A 32— NWZT DL, EX2 VT4 T4 T A
DT F—w L AEBELET, NI TN a—TF 4 VT IINE XY S F ¥ 77 A VEAERK
L7b, ¥ 7 TFy 20T 710 B ET,

7 4 ILDYERK

FIE

74T PVASSLVPNHDO XY 7F ¥ 2—FT 4 UT 4 BB L T, wse2 D 8T 7 4 v 7
77 ANMIF Y T F T 5w EVOLRTOX Yy FF ¥ 2ER L ET,

capture capture_name type webvpn user webvpn_username

capture_namel¥, ¥ ¥ 7T ¥IZHIV Y THARITT, LT Y 7 F v 77 A LVOARTOFEEH
WHfmEnET,

webvpn_user 1%, ¥ 7 F ¥ Ok LI b —H4HTH,
i

hostname# capture hr type webvpn user user2
WebVPN capture started.

capture name hr

user name user?2
hostname# no capture hr

(EE) 2—H¥Re /A LTI IA4 7 L ASSLVPNEy g U ABELT-H, v 7
Fx 2—=T 4 VT 4ICLD Ty NOBRGEEFLELET, ¥ 7F v 2—FT 4 VT 4 M
capture_name.zip 7 7 A /WVEVER LET, ZTD 7 7 A /MF/SXA T — Kkoleso THr LI FE T,

no capture capture_name

zip 7 7 A NE VA ZEGET DD, CiscoTACH—E R U7 X MIRfHLET,
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ATvT4

I594Izsbx v TF Y T—20%% [

INAT — K koleso AL TT7 7 A VONKEERL £,

TJo9OFICkBdXvyTFv¥ T—2DXRT

Z

5

ATy T

ATy T2

ATvT3

FIE

2534 T ML ASSLVPN OF v 7 F v 2—F 4 U T 4 ZBAEL 7,

capture capture_name type webvpn user webvpn_username

« capture_name %, ¥ ¥ 7 F ¥ |ZHIV Y THLAITY, ZAULF ¥ 7T v 77 A LVOARTD
SEBHIC b AN S L E T,

s webvpn_user L. ¥ ¥ 7T ¥ ORFR L 72D 2 —V4TT,
(EE) 2—¥Ra A LTI IAT L FLASSLVPN Y v a v ZFALES, v
Fx 2—=T 4 VT 4I2LD"Ty FORGEFIELET,
no capture capture_name
TI7U0F T, hr EWHAHIDOF Y T F v 2 2A=7 7 BN TERLET,
https://asdm_enabled_interface of the security appliance:port/admin/capture/capture name/pcap

51

https://192.0.2.1:60000/admin/capture/hr/pcap

AT72RLASSLVPN Ly 32 U yvx—nDRE

Flash 7 7V r— g o ReJava7 7 Ly bR EOMBIABF TV 27 b, BLOSET 7Y r—
vavii, BEIEBEFEOE Yy a0l v X —IUKEL T —ANEEELTWET, INHD
MLAABAT V=7 ME, FIHERFIZN < OO Javaseript ZHH L TT7 7 0N E 7 v F—
ERELET, 7747 MLV ASSLVPN vy v 3 7 v ¥ —(Chttponly 7 7 7 % BIT %
LBy v ar sy =BT T UORTHEBESN, 2747 MIDOAZ V7 N CIEaEi#k s
N, By a rOEFIERAREICRY ET,

1R BRI

*VPNEY T a DI v —REIX, 777477827747 ASSLVPNtE v 3
DIRNGAIZTE T AR LT &N,
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B /s 7 riassiveneyvas v ur—ogE

« VT4 T7 2 MVASSLVPN v v g DAT—H A%MERT 521, show vpn-sessiondb
webvpn 2~ R&MEH L EJ,

« vpn-sessiondb logoffwebvpn =~ > K&fFEH LT, 9 XTDZ 747 F L ASSLVPN & »
varhrbuZTrTv bLET,

DY Z AT kLA SSL VPN ¥§#EIL, http-only-cookie =1~ > KA A F— T L DA
BELEHA,

eJava 77 A

eJava ! 714 %
cAR—=hTFT—=T 4T,
T AN T T

c T AV Ny T T TV r— 3 (MicrosoftOffice 7 7'V r—3a Ve d) 0B LT
% Sharepoint #&HE

+ AnyConnect Web #2 &)
* Citrix Receiver, XenDesktop, 3 & T\ Xenon

s ZDOMDIET T I R—AT TV = a v BILOT IOV T340 R=2ADT
TV r—a v

7547 b1 ASSLVPN & a3 Cookie 3 JavaScript 72 ED 7 T A4 7> MAlOA 7 U 7
et LTH— RAA—=FT D7 7 BASN2NE I ICT5I2E, ROFIEZFETLET,

FIE

7747 NVASSLVPN Y a D7 ¥ —"Thttponly 7 7 7 ZHMNZLET, Z D%
EIET 7 4 P TA R—=T VTR > THET,
http-only-cookie

&1

hostname (config) # webvpn
hostname (config-webvpn) # http-only-cookie

GE) ZDa< RiE, Cisco TAC 2Ol EZHER INZIGEORFEH L T ESn, 20
A REAX—TWITDE, THARITA ] IR ENnNTWbH7 5347 ML
A SSL VPN BERENE L 72 L CEEL 72< 72572, X2V T 0 LDV AT B3 FAE
L/i‘é‘o
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