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ciscoasa(config)# dns domain-lookup outside
ciscoasa(config)# dns domain-lookup inside
ciscoasa(config)# dns name-server 208.67.220.220
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Cisco Umbrella &£k —/\h 5D CA

MIIE1DCCA3ygAwIBAgIQAf2j627KdciIQ4tyS8+8kTANBgkghkiGI9wOBAQsFADBh
MQOswCQYDVQQGEWJVUzEVMBMGALUEChMMRG1naUN1cnQgSW5jMRkwFwYDVQQLEXB3
d3cuzGlnaWNlcnQu¥Y2 9tMSAwWHgYDVQQODExdEaWdpQ2VydCBHbG91YWwgUm9vdCBD
QTAeFw0xMzAzMDgxMjAwMDBaFw0yMzAzMDgxMjAwMDBaMEOxCzAJBgNVBAYTALIVT
MRUWEWYDVQQKEWXEaWdpQ2VydCBJIbmMxJzA1BgNVBAMTHkKkRpZ21DZXJOIFNIQTIg
U2VjdXJ1IFN1cnZlciBDQTCCASIwWDQYJKoZIhvcNAQEBBOADggEPADCCAQoCggER
ANyuWJIBNwCQWFZA1W248ghX1LFy949v/cUP6ZCWA104Yok3wZtAKCc24RmDYXZK83
nf36QYSvx6+M/hpzTc8z15CilodTgyuSpnVILRIWN3vaMTIal 6yrBvSgXUu3R0bd
KpPDkC55gIDVEWRGFDulm5K+wgdlTvza/P96rtxcflUxDOg5B6TXvi/TC2rSsd9f
/1d0Uzs1gN2ujkSYs58009rgl/RrKatEp0tYhG2SS4HD2nOLEpdIkARFARrdNzGX
kujNVA075ME/OV4uuPNcfhCOhKkEAjUVMR7ChZc6gqgikJITvOX6+guqwiypzAO+s£f0
/RR3wW6RDLKFfCs/mC/bdFWIsCAWEAAAOCAVOWggFWMBIGA1UJEWER/wQIMAYBAfSC
AQAwWDgYDVROPAQH/BAQDAgGGMDQGCCsGAQUFBWEBBCgwJjAKkBggrBgEFBQCWAYYY
aHROcDovL29jc3AuZGlnaWNlcnQuY29tMHsGAIUdHWROMHIWNG6AL1oDOGMWhOJHAG
Ly9jcmwzLmRpZ21jZXJ0LmNvbS9EaWdpQ2VydEdsb2JhbFJIJvb3RDOS5 ) cmwwN6AL
oDOGMWhOdHA6LY9jcmwOLmRpZ21jZXJ0LmNvbS9EaWdpQ2VydEdsb2JhbFJvb3RD
0S5 cmwwPQYDVROgBDYWNDAYBgRVHSAAMCoWKAY IKwYBBQUHAGEWHGhOdHBZO018v
d3d3LmRpZ213jZXJ0LmNvbSODUFMwHQYDVROOBBYEFA+AYRYCMWHVLYyjnjUY4tCzh
xtniMB8GA1lUdIwQYMBaAFAPeUDVWOUy7ZvCj4hsbw5eyPdFVMAOGCSgGSIb3DQEB
CwUAA4IBAQAjPtILOjFCpbZ+QlwaRMxpO0Wi0XUvgBCFsS+JtzLHgl4+mUwnNgipl
5T1PHoOlblyYoiQm5vuh7ZPHLGLGTUq/sELfeNgzgPlt/yGFUzZgTHbO7Djcl1GA
8MXW5dRNJ2Srm8c+cftIl7gzbckTB+6WohsYFfZcTEDts8Ls/3HR40f/1LkAtDdC
2iDJem6K7hQGrn2iWziIgBtvLEfTyyRRfJs8sjX7tN8CplTm5gr8ZDOo0rwAhaPit
c+LJIMto4JQtV050d8GiG7S5BNO98pVAdvzr508EIDObtHopYJeS4d60tbvVS3bRO
J6tJLp07kzQoH3j010rHvdPJbRzeXDLz

FIE

Cisco Umbrella &gk — 3D h T A bRA > b &ERL L F9,

crypto ca trustpoint name

angn vz~ [

N7 A RARA MR, &K 128 LFEOLE D4 AT (ctx] or F 72 1% umbrella_server 72 &) % fiff

HATxE7,
&1

ciscoasa(config)# crypto ca trustpoint ctxl
ciscoasa (config-ca-trustpoint) #

i, REAEZA AT TFRITRET 5 2L E2RLTVET,

enrollment terminal

51

ciscoasa(config-ca-trustpoint)# enrollment terminal
ciscoasa(config-ca-trustpoint) #

AEAELZ A AR — M LET,

crypto ca authenticate name

Cisco Umbrella .
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ZOFEHETIER L7 F T X FRA v FOARTZ AT LET, HERICHEL, base64 TT = —
RENZFERAEZR Y M F9, B0 A1 DFEAEI21E. BEGIN CERTIFICATE 173 XL TVEND
CERTIFICATE 172 & D72V TL 72 &0,

ciscoasa (config-ca-trustpoint) # crypto ca authenticate ctxl
Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself
MIIE1DCCA3ygAwIBAgIQA£27j627KdciIQ4tyS8+8kTANBgkghkiGIwOBAQsFADBh
MQOswCQYDVQQGEwJVUzEVMBMGA1UEChMMRG1naUN1cnQgSW5 jMRkwFwYDVQQLEXB3
d3cuZGlnaWNlcnQuY29tMSAwHgYDVQQODExdEaWdpQ2VydCBHbG9iYWwgUm9vdCBD
QTAeFw0xMzAzMDgxMjAwMDBaFw0yMzAzMDgxMjAwMDBaMEOxCzAJBgNVBAYTALVT
MRUWEwWYDVQQOKEwXEaWdpQ2VydCBJbmMxJzA1BgNVBAMTHkRpZ21DZXJOIFNIQTIg
U2VjdXJ1IFN1lcnZlciBDQTCCASIWDQYJKoZIhveNAQEBBQADggEPADCCAQoCggERB
ANyuWJBNwcQwWFZA1W248ghX1LFy949v/cUP6ZCWA104Yok3wZtAKc24RmDYXZK83
nf36QYSvx6+M/hpzTc8z15CilodTgyu5pnVILR1IWN3vaMTIal 6yrBvSgXUu3R0bd
KpPDkC55gIDVEWRQFDulm5K+wgdlTvza/P96rtxcf1UxDOg5B6TXvi/TC2rSsd9f
/1d0Uzs1gN2ujkSY¥s58009rgl/RrKatEp0tYhG2SS4HD2nOLEpdIkARFARrdNzGX
kujNVAO75ME/OV4uuPNcfhCOhkKEAjUVMR7ChZc6gqikJTvOX6+guqw9ypzAO+s£0
/RR3w6RbKF£fCs/mC/bdFWIsCAWEARaOCAVowggFWMBIGA1UJEWEB/wQIMAYBAf8C
AQAWDgYDVROPAQH/BAQDAGGGMDQGCCSGAQUFBWEBBCgwJI jAKBggrBgEFBQCWAYYY
aHROcDovL29jc3AuzZGlnaWNlcnQuY29tMHsGA1UdHWROMHIWNG6A10oDOGMWhOdHAG6
Ly9jcmwzLmRpZ213jZXJOLmNvbS9EaWdpQ2VydEdsb2JhbFJvb3RDQS5jcmwwN6AL
oDOGMWhOdHA6Ly9jcmwOLmRpZ21jZXJ0LmNvbS 9EaWdpQ2VydEdsb2JhbFJvb3RD
QS5jcmwwPQYDVROgBDYWNDAYBgRVHSAAMCowKAY IKwYBBQUHAgGEWHGhOdHBZzOi8v
d3d3LmRpZ21jZXJO0LmNvbS 9DUFMwHQYDVROOBBYEFA+AYRyCMWHVLyjnjuUY4tCzh
xtniMB8GA1UdIWQYMBaAFAPeUDVWOUy7ZvCj4hsbw5eyPdFVMAOGCSQGSIb3DQEB
CwUAA4IBAQAjPtILOjFCpbZ+QlwaRMxpOWi0XUvgBCFsS+JtzLHgl4+mUwnNgipl
5T1PHoOlblyYoiQm5vuh7ZPHLGLGTUq/sELfeNqzqPlt/yGFUzZgTHbO7Djcl1GA
8MXW5dRNJ2Srm8c+cftIl7gzbckTB+6WohsYFfZcTEDts8Ls/3HB40£f/1LkAtDdC
2iDJ6m6K7hQGrn2iWZiIgBtvLETyyRRfJIs8sjX7tN8CplTm5gr8ZDOo0rwAhaPit
c+LJIJMto4JQtV050d8GiG7S5BNO98pVAdvzr508EIDObtHopYJeS4d60tbvVS3bR0O
j6tILp07kzQoH3jO010rHvdPJbRzeXDLz

quit

INFO: Certificate has the following attributes:
Fingerprint: 345effl5 b7a4%add 451b65a7 f4dbdcbae
Do you accept this certificate? [yes/no]: yes

Trustpoint 'ctxl' is a subordinate CA and holds a non self-signed certificate.

Trustpoint CA certificate accepted.

)

ciscoasa (config) #

% Certificate successfully imported

Umbrella Connector ® % 0 —/\)LEEE

Umbrella 7' 7 —/3)L

A==

ixX JE

X, T, CiscoUmbrella [ZT /31 R &84k T D72 OIZ M7 APT b —

I U EEFRLET, Fa— LR EN Unbrella Z G0 57204 Tldd Y £ A, DNS
A AR gy RY) — <y 7 TO Umbrella DA 32— 7 Ut (10 X—°) OFHBAIZHES
T. DNSA v AT v g R v— <y 7T Unbrella 14 32— 7 VT HMERH D F

To
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1R BHHIIZ

s CiscoUmbrella % v N U —2 T /34 2 ¥ = 78— R (https:/login.umbrella.com/) (2w 2
A2 L., MFROWEROX Y FT—=7F XA ZADAPI b—7 E#RAELET, b—7 %,
16 X DT, 72 & 2 1E. AABBAS9AOBDEI485C912AFE (2720 £4, kD% v |k
T — 27 534 A0 APl % —7% Umbrella % v ¥ 2R — R4 L £97,

» Cisco Umbrella B &k — "DFEAEZ A4 A =L L E7,
FE

Umbrella =27 4 a2l — 3 B— REZBBLET,

umbrella-global

1

ciscoasa(config)# umbrella-global
ciscoasa (config-umbrella) #

Cisco Umbrella ~DBEXIZ M T2 API b—7 U EFRELET,
token api-token

1

ciscoasa (config)# umbrella-global

ciscoasa(config-umbrella)# token AABBAS59A0BDE1485C912AFE

Please make sure all the Umbrella Connector prerequisites are satisfied:
1. DNS server is configured to resolve api.opendns.com

2. Route to api.opendns.com is configured

3. Root certificate of Umbrella registration is installed

4. Unit has a 3DES license

(f£&) DNS A v A7 v 3 KR v— <7 TDNScrypt &4 F—7/VIZT AT, &
ZZE U CREEOMEEIZ DNScrypt 7' B AN, X —DRAF — %2 ETEET, F—Z&XEL
WA, BIERAA SN TWDT 7 40 EOABF—BREEICHEH SE T,
public-key /hex key
F—1L32 34 FD 16 EHIE T, 234 T &l an L TXY)- 72 ASCIL O 16 EEEE A A
JILET, F—FEI1L79 314 N T, ZDF—IT Cisco Umbrella 7> 5 HiE L £,

F 7 b F—i%
B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79 T
ﬁ‘o

T 7 4V N OARF—OMHEHIZETIZIEL, no publickey & AL ET, REL-F—IE, &
I bDZEb, I~ RO no A=Y g VEMTA2ZEETEET,

1 -
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B oons o xxsoas kUL — <9 TTO Umbrella D4 F—T L1

ATy T4

ATy TH

ATvT6

ciscoasa (config-umbrella) # public-key
B735:1140:206F:225D:3E2B:D822:D7FD: 691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79

EE) TARLVEZA LT FERELET, TORFENEET A ETH— 0 DINEN
WA 7547 2 MH 5 Umbrella — S ~OEHITHIBR I N E T,

timeout edns hh:mm:ss

%A 57 7 b iX hours:minutes:seconds DFEZA T, 0:0:0 ~ 1193:0:0 OHPHA CHHETZET, 7
7 v ME 0:02:00 (247) T,

1 -

ciscoasa(config-umbrella)# timeout edns 00:01:00

({E£E) Umbrella D/NA /RAZM B —H) FAAL UL ERELET,

Cisco Umbrella & /XA /XA T HVEDH S DNS ERCua—h)LV AL UZEEL, fboic
BREFEHD DNS v — N[CEHEBETH 2 N TEFET, & xiE, T _XTONE RS Al
EINDZEEHEELT, WNESDNS Y — R THIFED KA A VA DOT X TOLHIE L TE £,

0—H) RAA A EEBEATITEET, HEIDL U TARZERT HIEMREHREZER L, K
WIEBRRB Y TR <o THER L CIROa~ > RTHRELET,

local-domain-bypass {regular _expression | regex class regex classmap}

1 -

ciscoasa(config)# umbrella-global
ciscoasa (config-umbrella)# local-domain-bypass example.com

(ERE) ¥ 2% DNS ER AR 5. 7 7 4/ F LSO Cisco Umbrella DNS —/3D 7 |
VAZBRELET,
resolver{ipv4 | ipv6} ip_address

a<r REMEBNZ AN LT, 5740 LSO Umbrella U V' /L 3D IPv4 B L IPv6 7 R LA
EEFRTEET,

1 -

ciscoasa(config-umbrella)# resolver ipv4 208.67.222.222
ciscoasa(config-umbrella)# resolver ipv6 2620:119:35::35

DNS 1 AR L3 KR — <y TTOH Umbrella DA ~— T )Lk

7' —3)L Umbrella 3 E DL L., T3 ADOBEBLXUDNS Vv 7 77 U E AL LT FD
BIMGIZBNT S TIEH Y FXHA, 77T 4 772DNSA VAT v g »O—FEi & LT Umbrella
PBIMTALENRHY F9,
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ATy I

ATy T2

ATvT3

DNS f Y RRH <3y KY Y— 2 FT0 Umbrella o« x—T it ]

Umbrella % preset dns map DNS f > A7 g v R r—< v FIGEML T, Ze—sULZ
A F =TT B ENTEET,

72770, WAZ~A XENTZDNS A VAT v arZHEALT, BB 40 A7 3K
Vo — PRI ANT T 47 75 AZHMAT 55413, Umbrella 29— 2% LB L
TEITTATLICA R—=TNTTHHEND Y 97,

WOTFNETIE, Umbrella %z 7 10— )W ZFEEET 5 HIEICOW T L ET, I AX <A XEh
7ZDNS RV v— <~ 7 NHHEEIL. DNSA VAT v a R v— <y 7ORE &5
LTLEEN,

FIE

preset dns mapf L AN g VAR =<y TEFEL, NTA—FHREE— REANLE
D

ciscoasa (config)# policy-map type inspect dns preset_dns_map
ciscoasa (config-pmap) # parameters
ciscoasa (config-pmap-p) #

Umbrella %4 3 —7 M2 L, HEIZGE U TT A RZ# A9 5 Cisco Umbrella DR Y > —4 %
BELET,

umbrella [tag umbrella_policy] [fail-open]

% 71X, Cisco Umbrella TEFR ZNToR U > —DAHTTY, HELHIT Cisco Umbrella |2 &> T
TNRA AR =R ED B ToNET (KUY —ABGFETLIEHR) . R v—%EELR
WAL, T 7 40 O ACL A S E T,

Umbrella DNS H—/ 323 l] T & 22551 DNS R 2 8ifE S 5121%, fail-open F— U —
ZEBEMLET, 7z—L 23— OIKAEET Cisco UmbrellaDNS H— 23 T 20 5A T
ZORY — <~ v 7T Umbrella HIENT 4 E—7 /L2720, DNS ER%E T AT A RICHRES
NTfhod DNS H—/N ((FET 25E) [CBEITE £ X 912720 £, Umbrella DNS H—/373
HEFHAMREICZSE, R v—yITENOLOEMZHEHLET, 2047V a VB EE
TV WS, DNS ZRITEFEARFED Umbrella U Y /L S~BE) Ui 2 0T, JREIXIREG
SNEHA,

&1

ciscoasa(config-pmap-p) # umbrella fail-open

(fEE) DNScrypt & A 3 —7 /WZ L TT /31 A & Cisco Umbrella [H] O &2 K 5k L £ 7,
dnscrypt

DNScrypt Z#HZ0Z9 % &, Umbrella U Y N EDOF—ZHA Ly RBASNET, F—K
WALy RiE, 1R Z LI AR EDNY Ry oA 7 52FATL, HILWBEHRHTT 1 X
Z B LE 7T, DNScrypt TILUDP/M443 ZEHT 2728, DR —FBDNS A LV AXRT v g v

Cisco Umbrella .


asa-912-firewall-config_chapter15.pdf#nameddest=unique_209

B umbrena o sz

Cisco Umbrella |

AT A7 7Ry FICEENTWVWD I LEEMRTILENRHVET, T 74V EDA A
Ry g 7T AL DNS A AT g 2 UDP/M443 N4 TICEENTWET,

1

ciscoasa (config-pmap-p) # dnscrypt

1

ciscoasa
ciscoasa

config) # policy-map type inspect dns preset_dns_map
config-pmap) # parameters

config-pmap-p) # umbrella fail-open

config-pmap-p) # dnscrypt

ciscoasa

ciscoasa

Umbrella 0 & 32

Umbrella D 7' 0 —/ )L EEFEIT L, DNS o > A7 ¥ 3 2T Umbrella A X —7 2 L=
5. 7 /3A AH 5 Cisco Umbrella [Z#H26E L THERZ (T 5 MEEAH Y £7°, Cisco Umbrella (27
NAZXID PRESNNTNDINE I DEMHRTHZ LT, BENEFICE T LEZNE I g
Fzy 7 TEET,

BN —E AR Y —OFEHERZ MR L, Umbrella OBEREIFR AR LET, Z 22X,
Cisco Umbrella T IR Y v— (¥ 7) | 8D HITP A7 —4% A (401 X API F—7
VISIELL RN E AR L, 409 13T 3 A A9 CIT Cisco Umbrella (ZfF/ET 5 2 L 2R L E
T) . BEOT AL ZAIDD W RENTWHDLIHERH Y 7,

Umbrella® VU V' A REFRRTE, VI AARBEEETHDHZ L E2RTZEIXITEERA, EEEK
OB, 77 BAHIEARY >—TZNHDIP 7 KL A Z%T 2 DNS BENBEVWTNS Z &
ERERLET, UL —FRRRMOATREE L H Y 908, v—T 4 V7 OREEZ/RLTWD
LabdHn ET,

asa (config) # show service-policy inspect dns
Interface inside:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns map, packet 0, lock fail 0, drop 0, reset-drop O,
5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0
message-length maximum client auto, drop O
message-length maximum 512, drop O
dns-guard, count 0O
protocol-enforcement, drop O
nat-rewrite, count 0
umbrella registration: mode: fail-open tag: default, status: 200 success,
device-id: 010al3b8fbdfc9aa
Unbrella ipv4 resolver: 208.67.220.220
Unbrella ipv6 resolver: 2620:119:53::53
Unbrella: bypass 0, reqg inject 0 - sent 0, res recv 0 - inject O
local-domain-bypass 10
DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402
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DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402
DNScrypt: Certificate Update: completion 10, failure 1

Fo, FTar 74 Xal—ray (RIS —~vvFTOT7 4 AZUH) LiERTEXET, &R
Jy— <y 7 Dumbrella 2~ RZFHFLT, XA XD EFKRLET, ZOa~vr FaAg
=T ML TH, TN AID ZEHERETHZ LT TEEFA, KROHFIT, HITEHEL
TRHT D FMER I LET,

ciscoasa(config) # show running-config policy-map
|
policy-map type inspect dns preset dns_map
parameters
message-length maximum client auto
message-length maximum 512
dnscrypt
umbrella device-id 010a3e5760fdd6d3
no tcp-inspection
policy-map global policy
class inspection default
inspect dns preset dns map

Umbrella Connector 0) {5

WD k¥ > 7 T, Umbrella Connector DX EIZET A HZ R L E7,

5l - 5 O—/\JLDNSA VAR L3R —TDOUmbrellad) A —
7Lt

WORFITIL, Umbrella &7 72— )UZA F—T MIT 5 HEERLET, ZTORETIE, 7
7 v NOABF—EEH L TDNSerypt # A X —7 /W LET, 7 74 /L kO Cisco Umbrella
TR =T TA X xRV T 4 RY—%EHIDETES,

ciscoasa(config)# crypto ca trustpoint ctxl
ciscoasa(config-ca-trustpoint)# enrollment terminal

ciscoasa (config-ca-trustpoint) # crypto ca authenticate ctxl
Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself
MIIE1DCCA3ygAwIBAgIQAf2j627KdciIQ4tyS8+8kTANBgkghkiGI9wOBAQsFADBh
MQOswWCQYDVQQGEwJVUzEVMBMGA1UEChMMRG1naUN1cnQgSW5 jMRkwFwYDVQQLEXB3
d3cuZGlnaWNlcnQuY29tMSAwHgYDVQQODExdEaWdpQ2VydCBHbG9iYWwgUm9vdCBD
QTAeFw0xMzAzZMDgxMjAwMDBaFw0yMzAzMDgxMjAwWMDBaME0xCzAJBgNVBAYTALVT
MRUWEwWYDVQQKEwxEaWdpQ2VydCBJbmMxJzA1BgNVBAMTHkKRpZ21DZXJO0IFNIQTIg
U2VjdXJ1IFN1lcnZlciBDQTCCASIWDQYJKoZIhveNAQEBBQADggEPADCCAQoCggERB
ANyuWJBNwcQwFZA1W248ghX1LFy949v/cUP6ZCWA104Yok3wZtAKc24RmDYXZK83
nf36QYSvx6+M/hpzTc8z15CilodTgyu5pnVILR1IWN3vaMTIal6yrBvSgqXUu3R0bd
KpPDkC55gIDVEWRGFDulm5K+wgdlTvza/P96rtxcf1UxDOg5B6TXvi/TC2rSsd9f
/1d0Uzs1gN2ujkSY¥s58009rgl/RrKatEp0tYhG2SS4HD2nOLEPpdIkARFARrdNzGX
kujNVAO075ME/OV4uuPNcfhCOhKEAjUVMR7ChZc6gqikJTvOX6+guqw9ypzAO+s£f0
/RR3w6RbKF£fCs/mC/bdFWJIsCAWEARaOCAVowggFWMBIGA1UJEWEB/wQIMAYBA£8C
AQAWDgYDVROPAQH/BAQDAgGGMDQGCCSGAQUFBWEBBCgwJjAkBggrBgEFBQCWAYYY
aHROcDovL.29jc3AuzZGlnaWNlcnQuY29tMHsGA1UdHWROMHIWN6A10oDOGMWhOdHA6
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. Bl: HRELA VARG 3 RYD—EEALIA 22 —T 24 X LTOH Umbrella D1 *— T )L{k

Ly9jcmwzLmRpZ213jZXJO0LmNvbS 9EaWdpQ2VydEdsb2JhbFJvb3RDQS5jcmwwN6AL
oDOGMWhOdHA6Ly9jcmwOLmRpZ21jZXJ0LmNvbS 9EaWdpQ2VydEdsb2JhbFJvb3RD
QS5jcmwwPQYDVROgBDYWNDAYBgRVHSAAMCowKAY IKwYBBQUHAgGEWHGhOdHBZzOi8v
d3d3LmRpZ21jZXJO0LmNvbS 9ODUFMwHQYDVROOBBYEFA+AYRYCMWHVLyjnjuUY4tCzh
xtniMB8GA1UdIWQYMBaAFAPeUDVWOUy7ZvCj4hsbw5eyPAFVMAOGCSGGSIb3DQER
CwUAA4IBAQAjPtILOjFCpbZ+QlwaRMxpO0Wi0XUvgBCFsS+JtzLHgl4+mUwnNgipl
5T1PHoOlblyYoiQm5vuh7ZPHLGLGTUq/sELfeNqzqPlt/yGFUzZgTHbO7Djcl11GA
8MXW5dRNJ2Srm8c+cftIl7gzbckTB+6WohsYFfZcTEDts8Ls/3HB40f/1LkAtDdC
2iDJ6m6K7hQGrn2iWZiIgBtvLETyyRRfJs8sjX7tN8CplTm5gr8Z2DOo0rwAhaPit
c+LJIMto4JQtV050d8GiG7S5BNO98pVAdvzr508EIDObtHopYJeS4d60tbvVS3bR0O
j6tILp07kzQoH3jO010rHvdPJbRzeXDLz

quit

INFO: Certificate has the following attributes:
Fingerprint: 345eff15 b7ad49add 451b65a7 fdbdcbae
Do you accept this certificate? [yes/no]: yes

Trustpoint 'ctxl' is a subordinate CA and holds a non self-signed certificate.

Trustpoint CA certificate accepted.
% Certificate successfully imported
ciscoasa (config) #

ciscoasa (config)# dns domain-lookup outside
ciscoasa(config)# dns domain-lookup inside
ciscoasa(config)# dns name-server 208.67.220.220

ciscoasa(config) # umbrella-global

ciscoasa(config-umbrella)# token AABBAS59A0BDE1485C912AFE

Please make sure all the Umbrella Connector prerequisites are satisfied:
1. DNS server is configured to resolve api.opendns.com

2. Route to api.opendns.com is configured

3. Root certificate of Umbrella registration is installed

4. Unit has a 3DES license

ciscoasa (config)# policy-map type inspect dns preset_dns_map
ciscoasa (config-pmap) # parameters
ciscoasa (config-pmap-p) # umbrella
ciscoasa (config-pmap-p)# dnscrypt

Bl : HDRARLAVARG 3 R)O—%FRHLI-A 03 —T x4
X _ET® Umbrella DA =— )Lt

WIZ, FFED NT 7 4 7 77 AT Umbrella A 3 — 7 /WZT 541% 5 LET, Umbrella I%
DNS/UDP D b7 7 4 v 7 DWNERA X —T = A ATDIA F—7 W72 V) £9°, DNScrypt 23
AFX—T Wl TNDTeD, NT77 4 v 77 A2 UDP/MA43 Z BT 20BN H VD £7,

Mypolicy| (Cisco Umbrella TiEE) L WHARDZ L Z—TF7A X X2 VT 4 RN —
DA EET,

ciscoasa(config)# crypto ca trustpoint ctxl
ciscoasa(config-ca-trustpoint)# enrollment terminal

ciscoasa (config-ca-trustpoint)# crypto ca authenticate ctxl
Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself
MIIE1DCCA3ygAwIBAQIQAf27j627KdciIQ4tyS8+8kTANBgkghkiGIwORAQsFADBh
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Bl: HRELA VARG a2y RYD—EFERALIA V82 —T 24 X LTOH Umbrella D1 ~—J)L{t .

MQswCQYDVQQGEwJVUzZEVMBMGA1UEChMMRG1naUN1cnQgSW5 jMRkwFwYDVQQLEXB3
d3cuZGlnaWNlcnQuY29tMSAwHgYDVQQODExdEaWdpQ2VydCBHbG9iYWwgUm9vdCBD
QTAeFw0xMzAzMDgxMjAwMDBaFw0yMzAzMDgxMjAwMDBaMEOxCzAJBgNVBAYTAL1VT
MRUWEwYDVQQKEwxEaWdpQ2VydCBJbmMxJzA1BgNVBAMTHkRpZ21DZXJO0IFNIQTIg
U2V3jdXJ1IFNlcnZlciBDQTCCASIWDQYJKoZ IhveNAQEBBQADgGGEPADCCAQOCGgER
ANyuWJIBNwcQWFZA1W248ghX1LFy949v/cUP6ZCWA104Yok3wZ tAKc24RmDYXZK83
nf36QYSvx6+M/hpzTc8z15CilodTgyu5pnVILR1IWN3vaMTIal6yrBvSqXUu3R0bd
KpPDkC55gIDVEWRqFDulm5K+wgdlTvza/P96rtxcf1UXDOg5B6TXvi/TC2rSsd9f
/1d0Uzs1gN2ujkSYs58009rgl/RrKatEp0tYhG2SS4HD2nOLEpdIkARFARrdNzGX
kujNVA075ME/OV4uuPNcfhCOhkEAjUVMR7ChZc6gqikJTvOX6+guqw9ypzAO+s£0
/RR3w6RbKFfCs/mC/bdFWJIsCAWEARaOCAVowggFWMBIGA1UJEWEB/wQIMAYBA£S8C
AQAWDgYDVROPAQH/BAQDAgGGMDQGCCSGAQUFBWEBBCgwJjAkBggrBgEFBQCWAYYY
aHROcDovL29jc3AuZGlnaWNlcnQuY29tMHsGA1UdHWROMHIWN6A1oDOGMWhOdHA6
Ly9jcmwzLmRpZ213jZXJO0LmNvbS 9EaWdpQ2VydEdsb2JhbFJvb3RDQS5 jcmwwN6AL
oDOGMWhOdHA6LYy9jcmwOLmMRpZ21jZXJOLmNvbS9EaWdpQ2VydEdsb2JhbFJvb3RD
0S5jcmwwPQYDVROGBDYWNDAYBgRVHSAAMCowKAY IKwYBBQUHAGEWHGhOdHBZO0i8v
d3d3LmRpZ217§ZXJOLmNvbS 9DUFMwHQYDVROOBBYEFA+AYRYCMWHVLyY jnjUY4tCzh
xtniMB8GA1lUdIwWQYMBaAFAPeUDVWOUy7ZvCj4hsbw5eyPdFVMAOGCSQGSIb3DQEB
CwUAA4IBAQAjPtILOFFCpbZ+QlwaRMxpOWi0XUvgBCFsS+JtzLHgl4+mUwnNgipl
5T1PHoOlblyYoiQm5vuh7ZPHLgLGTUq/sELfeNqzqPlt/yGFUzZgTHbO7Djcl1GA
8MXW5dRNJ2Srm8c+cftI1l7gzbckTB+6WohsYFfZcTEDts8Ls/3HB40£f/1LkAtDdC
2iDJ6m6K7hQGrn2iWZiIgBtvLETyyRRfJIs8sjX7tN8CplTm5gr8ZDOo0rwAhaPit
c+LJMto4JQtV050d8GiG7S5BNO98pVAdvzr508EIDObtHopYJeS4d60tbvVS3bRO
j6tILp07kzQoH3jO010rHvdPJbRzeXDLz

quit

INFO: Certificate has the following attributes:
Fingerprint: 345effl5 b7a49%9add 451b65a7 f4dbdcbae
Do you accept this certificate? [yes/no]: yes

Trustpoint 'ctxl' is a subordinate CA and holds a non self-signed certificate.

Trustpoint CA certificate accepted.
% Certificate successfully imported
ciscoasa (confiqg) #

ciscoasa(config)# dns domain-lookup outside
ciscoasa(config)# dns domain-lookup inside
ciscoasa(config)# dns name-server 208.67.220.220

ciscoasa(config)# umbrella-global
ciscoasa (config-umbrella)# token AABBAS59A0BDE1485C912AFE

ciscoasa(config)# policy-map type inspect dns umbrella-policy
ciscoasa (config-pmap) # parameters

ciscoasa(config-pmap-p) # umbrella tag mypolicy

ciscoasa (config-pmap-p)# dnscrypt

ciscoasa(config) # object-group service umbrella-service-object
ciscoasa(config-service-object-group) # service-object udp destination eq domain
ciscoasa(config-service-object-group)# service-object udp destination eq 443

ciscoasa(config) # access-list umbrella-acl extended permit
object-group umbrella-service-object any any

ciscoasa (config) # class-map dns-umbrella
ciscoasa (config-cmap) # match access-list umbrella-acl

ciscoasa(config) # policy-map inside-policy

ciscoasa (config-pmap) # class dns-umbrella
ciscoasa (config-pmap-c)# inspect dns umbrella-policy
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. {5 : Umbrella & & 1% ASA FirePOWER O 1 — J /L1t

ciscoasa (config) # service-policy inside-policy interface inside

{5 : Umbrella & & U ASA FirePOWER 0D 1 r— J L1k

Cisco Umbrella & ASA FirePOWER DALERIL, FFE DRI L THIEMER SV £H A, W
DY —E A EFIHT HH5E1E. ASA FirePOWER OALEE) 5 UDP/53 & UDP/443 % [R4b9 5 4
LB F9, Lz, BETATONT 7 4 v 7 % ASAFirePOWER £ ¥ = —/Li2 U # A
L7 FLTWAES., Z753RAEFHLTT 7RV R NEBETALERLDET, T7EX
U A MEFaseAR— bk UDP/53 38 X 1N UDP/443 @ Umbrella ¥ — 269 D8 A4 L. &I
T RTOSEICHT HEE LT LT LG T20ERH Y £3,

WROHFTIX, Umbrella & ASAFirePOWER D 5% 7 10—/ )UZ A 32 —7 W2 L E T, Umbrella
DOREN, 7a—r LR —TTTIEHAINTNWDET 74/ EDODNS A VAT v g
~ v FlLBmEnET,

ciscoasa(config)# crypto ca trustpoint ctxl
ciscoasa(config-ca-trustpoint)# enrollment terminal

ciscoasa (config-ca-trustpoint) # crypto ca authenticate ctxl
Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself
MIIE1DCCA3ygAwIBAgIQAf2j627KdciIQ4tyS8+8kTANBgkghkiGO9wOBAQsFADBh
MQOswCQYDVQQGEwJVUzEVMBMGA1UEChMMRG1naUN1cnQgSW5 jMRkwFwYDVQQOLEXB3£0
/RR3w6RbKF£fCs/mC/bdFWJIsCAWEARaOCAVowggFWMBIGA1UJEWEB/wQIMAYBA£8C
AQAWDgYDVROPAQH/BAQDAGGGMDQGCCSGAQUFBWEBBCgwJ jAKBggrBgEFBQCWAYYY
aHROcDovIL.29jc3AuzZGlnaWNlcnQuY29tMHsGA1UdHWROMHIWN6A10oDOGMWhOdHA6
Ly9jcmwzLmRpZ21jZXJOLmNvbS9EaWdpQ2VydEdsb2JhbFJvb3RDQS5jcmwwN6AL
oDOGMWhOdHA6Ly9jcmwOLmRpZ21jZXJ0LmNvbS 9EaWdpQ2VydEdsb2JhbFJvb3RD
QS53jcmwwPQYDVROgGBDYWNDAYBgRVHSAAMCowKAY IKWYBBQUHAgGEWHGhOdHBzO0i8v
d3d3LmRpZ21jZXJOLmNvbS 9DUFMwHQYDVROOBBYEFA+AYRYCMWHVLyjnjUY4tCzh
xtniMB8GA1UdIWQYMBaAFAPeUDVWOUy7ZvCj4hsbw5eyPdFVMAOGCSqGSIb3DQEB
CwUAA4IBAQAjPtI9LOFFCpbZ+QlwaRMxpOWi0XUvgBCFsS+JtzLHgl4+mUwnNgipl
5T1PHoOlblyYoiQm5vuh7ZPHLgLGTUq/sELfeNqzqPlt/yGFUzZgTHbO7Djcl11GA
8MXW5dRNJ2Srm8c+cftI17gzbckTB+6WohsYFfZcTEDts8Ls/3HB40£f/1LkAtDdC
2iDJ6m6K7hQGrn2iWZiIgqBtvLETyyRRfJIs8sjX7tN8CplTm5gr8ZDOo0rwAhaPit
c+LJIJMto4JQtV050d8GiG7S5BNO98pVAdvzr508EIDObtHopYJeS4d60tbvVS3bR0O
j6tILp07kzQoH3jO10rHvdPJbRzeXDLz

quit

INFO: Certificate has the following attributes:

Fingerprint: 345effl5 b7a49add 451b65a7 fdbdcbae

Do you accept this certificate? [yes/no]: yes

Trustpoint 'ctxl' is a subordinate CA and holds a non self-signed certificate.
Trustpoint CA certificate accepted.

)

% Certificate successfully imported
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ciscoasa (config) #

ciscoasa(config)# dns domain-lookup outside
ciscoasa(config) # dns domain-lookup inside
ciscoasa(config)# dns name-server 208.67.220.220

ciscoasa(config) # umbrella-global

ciscoasa(config-umbrella)# token AABBAS59A0BDE1485C912AFE

Please make sure all the Umbrella Connector prerequisites are satisfied:
1. DNS server is configured to resolve api.opendns.com

2. Route to api.opendns.com is configured

3. Root certificate of Umbrella registration is installed

4. Unit has a 3DES license

ciscoasa (config) # policy-map type inspect dns preset_dns_map
ciscoasa (config-pmap) # parameters
ciscoasa (config-pmap-p)# umbrella
ciscoasa (config-pmap-p) # dnscrypt

ciscoasa(config)# access-list sfr extended deny udp any host 208.67.220.220 eq domain
ciscoasa(config) # access-list sfr extended deny udp any host 208.67.220.220 eq 443
ciscoasa(config) # access-list sfr extended permit ip any any

ciscoasa(config) # class-map sfr
ciscoasa(config-cmap) # match access-list sfr

ciscoasa (config) # policy-map global policy
ciscoasa(config-pmap) # class sfr

ciscoasa (config-pmap-c)# sfr fail-open

ciscoasa (config)# service-policy global policy global

Umbrella Connector D E=_42 1) >4

Z ZTi&, Umbrella Connector %z & =% 9% J7{EICOWTHMH L £7,

Umbrella Y —E X R > —D#HEHEHRDE=2"1) 0T

Umbrella 14 X2 —T7NZT 5 L. DNS A v AT 2 g v O IEROME L 26 % [l 5 £ R
TEET,

show service-policy inspect dns [detail]

detail ¥ — U — RZfEH Lign & T RTOIEARMRDNS A AT = 2 17 4 & Umbrella
DBREHERNFTRINET, AT —F A 7 0 —)L RIZ, 3 A2F AT Cisco Umbrella ~D 25k %
AT T D7D HTTP AT — X A a— REREELET,

U NERR L, AT O Unbrella — %2R LET, ZNHDEHRICE T, —INIG
BIRLNE D D FREBUES — B TTRED & 5 a5 720100 2T A TH— 3%
TO—THhnE I RN bn £9, 72— F—7 2 F— FOEPAE, AT L TDNS ERN
FFAl & 4uUfod DNS r—/3 GRIESNTWADEE) ICBEILET, 20T — FOGA,
Umbrella ¥ — /S35 DO H]1E DNS 2R TR 2 TS TE 8 A,

asa(config)# show service-policy inspect dns

Cisco Umbrella .
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Interface inside:
Service-policy:

global policy

Class-map: inspection default

Inspect: dns preset _dns_map, packet O,
5-min-pkt-rate 0 pkts/sec,
message-length maximum client auto,
message-length maximum 512,

dns-guard,

protocol-enforcement,
nat-rewrite,

umbrella registration: mode: fail-open tag: default, status:
device-id: 010al3b8fbdfc9aa
Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipvé6 resolver: 2620:119:53::53
Umbrella: bypass 0, reqg inject 0 - sent 0, res recv 0 - inject O
local-domain-bypass 10
DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402
DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402
DNScrypt: Certificate Update: completion 10, failure 1

lock fail 0, drop O,
ve-fail-close 0 sctp-drop-override O
drop 0

drop 0

count O

drop 0

count O

AR 0 TIE, DNSerypt #EaHEH & A SN0 F =R RENET,

asa(config) # show
Global policy:
Service-policy:
Class-map: ins
Class-map: dns
Inspect: dns

5-min-pkt-rate 0 pkts/sec,

message-le
message-le
dns-guard,
protocol-e
nat-rewrit
Umbrella r
device-id: 010af97
Umbrella
Umbrella
Umbrella:
local-domain-bypas
Umbrella
Umbrella
Umbrella
Umbrella
Umbrella
Umbrella
Umbrella
DNScrypt e
DNScrypt i
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt:
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt

. Cisco Umbrella

service-policy inspect dns detail

global policy

pection default
crypt30000

dns_umbrella, packet 12,

lock fail 0, drop O,

ngth maximum client auto, drop O

ngth maximum 1500, drop O
count 3
nforcement, drop 0

e, count 0
egistration: mode:
abf89abc3, retry 0
ipv4 resolver: 208.67.220.220
ipv6 resolver: 2620:119:53::53
bypass 0, req inject 6 - sent 6,
s 10

app-id fail, count 0

flow alloc fail, count 0

block alloc fail, count 0
client flow expired, count O
server flow expired, count O
request drop, count 0
response drop, count 0
gress: rcvd 6, encrypt 6,
ngress: rcvd 18, decrypt 6, bypass 12, inject 6
length error, count 0

add padding error, count O
encryption error, count 0
magic_mismatch error, count 0
disabled, count 0

flow error, count 0

nonce error, count 0
Certificate Update: completion 1,
Receive internal drop count 0
Receive on wrong channel drop count 0
Receive cannot queue drop count O

No memory to create channel count 0
Send no output interface count 1

Send open channel failed count 0

fail-open tag: default, status:

res recv 6 - inject 6

bypass 0, inject 6

failure 1

Cisco Umbrella |

reset-drop O,

200 success,

reset-drop O,
vbe-fail-close 0 sctp-drop-override 0O

200 SUCCESS,
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Umbrella @ syslog A v £—CDE=2 12T .

DNScrypt Send no handle count 0

DNScrypt Send dupb failure count O

DNScrypt Create cert update no memory count 0

DNScrypt Store cert no memory count 0

DNScrypt Certificate invalid length count 0

DNScrypt Certificate invalid magic count 0

DNScrypt Certificate invalid major version count 0
DNScrypt Certificate invalid minor version count 0
DNScrypt Certificate invalid signature count 0

Last Successful: 01:42:29 UTC May 2 2018, Last Failed: None
Magic DNSC, Major Version 0x0001, Minor Version 0x0000,
Query Magic 0x714e7a696d657555, Serial Number 1517943461,
Start Time 1517943461 (18:57:41 UTC Feb 6 2018)

End Time 1549479461 (18:57:41 UTC Feb 6 2019)

Server Public Key

240B:11B7:AD02:FAC0:6285:1E88:6EAA:44E7 :AESB:AD2F:921F:9577:514D:E226:D552:6836

Client Secret Key Hash

48DD:E6D3:C058:D063:1098:C6B4:BA6F:D8A7:FOF8:0754:40B0:AFB3:CB31:2B22:A7A4:9CEE

Client Public key

6CB9:FA4B:4273:E10A:8A67:BA66:76A3:BFF5:2FB9:5004:CD3B:B3F2:86C1:A7EC:A0B6:1A58

NM key Hash

9182:9F42:6C01:003C:9939:7741:1734:D199:22DF:511E:E8C9:206B:D0A3:8181:CE57:8020

Umbrella @ syslog * v t—CDE=ZR Y 25

K@ Umbrella BIHE D syslog A v E—T % E=F TXET,
« [%ASA-3-339001: DNSCRYPT certificate update failed for number tries. |

Umbrella % —"X~D/b— b BFEIET D2 L, BIOHNOA v F—7 = A ANRFRSNIER
WCHEREL TV D Z & 2B LT 72 &V, F 72, DNScrypt HIZERE S AR ¥ —21E
LWZ & bR LT 7ZE W, Cisco Umbrella 7> H 3 LW ¥ — & BT 2 LENE L 535
BB ET,

« [%ASA-3-339002: Umbrella device registration failed with error code error _code. )
HFxrT— a—RFONEIT, kOLEBY TT,

<400 : BEROBAE T a7 o VICRBR DY £9, =27 UNETE D0, KR

LTWAHREERHY ET, F—2Z 2 Umbrella® v af— RO h—27 L —F L
TWAHZ EZMERLTLSTESN,

+401 : API h—7 U DA EINTWERTA, b—27 VEHFEL T EV, Unbrella

By alR—RO =7 o 2HHTHH5EF, BTHLWL =7 U 2FHALTLLES
VY,

« 409 : F A 2 ID BBIOHRE & A L TWET, BIEONEIZ-OWT Umbrella &3

FITHER L TLZ &,

* 500 : NEBH— =T —, RIBEONEIZ OV T Umbrella EHLA TR L T 72 &0,

« [%ASA-6-339003: Umbrella device registration was successful. |

+ [%ASA-3-339004: Umbrella device registration failed due to missing token.
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Cisco Umbrella 736 API h—7 »ZH45 L. Umbrella ® 7 0 — L3R E TR ET D LEN
% @ ij‘o

+ [9%ASA-3-339005: Umbrella device registration failed after number retries.
syslog 339002 A vt — TV EER L, BIETAMNEOH LT —5FELET,

+ [%ASA-3-339006: Umbrella resolver IP_address is reachable, resuming Umbrella redirect. |
IOA =V, VAT APHFEEFIHEEL TS I L2RLET, TOD, il
ITNEDH Y FH A,

+ [9%ASA-3-339007: Umbrella resolver IP_address is unresponsive and fail-close mode used, starting
probe to resolver. |

Tx—) 7 a—XE— RNEFEHALTWA7Z®, Umbrella DNS — N34T A4 IR D
£ TDNS ZERICHT HIEZBETE £ A, RIERBIELARWVEAIZ, AT L5
Umbrella —"N~D)L— " NIFETDHZ &, BLOT 7 AHEIRY o —TH— 3~D
DNS FT7 7 4 v 7 BFFA SN TNDZ L 2R L TN,

Cisco Umbrella Connector 0) f[EF%

TS5y b T4—
L)) —=x AR

HaE

Y

Cisco Umbrella V78— b, 9.10(1) Cisco Umbrella TEFZ SN TWAH = X —FF7 4 XX =2l
T4 R v—ma—EHEIZEH TX 5 L 912 DNS Zk A&
Cisco Umbrella ~V %A L7 h DX HITT /A AEFHETE
F7, FQDNIZEDSWTHER AT AT EiI7ry 7 TEET,
F721E, % L FQDN O 1% Cisco Umbrella f > 7 VU ¥ =
YhTuexila—HE2Y XA L7 NLTURL 7 4 V&) >
7 FATTE E T, Umbrella DF%EILX, DNS A VAT v g
VARY—IZEENTVET,

umbrella, umbrella-global, token. public-key, timeout edns,
dnscrypt, show service-policy inspect dns detail D42~ >

RWNBINEZIZEREINE LT,
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Cisco Umbrella Connector 0 /& FE .

T35y bT4—
HERESR L)1) —X SR BA
Cisco Umbrella @584k, 9.12(1) Cisco Umbrella Z /XA /RATHMERNH L —T1 /) RAA 4

FRFETE A EIITRDFELE, ZNHD RAA D DNS
Ki%, Umbrella % ZLEEHJ° DNS H— NCEEESE SN E T,
F 72, DNS ZUROMFERIZAE T2 Umbrella %— 3% FijEf TE
5L E L, E5HIZ, Umbrella — &2 TE 720
HAlE, DNS ER2 7 1 v 7 S X 912, Umbrella A >
ARy ay R —% T x— )L A —FUICEHRTAHI LN
TEET,

local-domain-bypass. resolver, umbrella fail-open D% 2~

RBRBMEZIFEFEINE LT,
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