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SVT T ANET v ST —
FERTnET,

*EEADOFRE EHIRIZOWTIL, 7T 7 A4 v D~=aTVESRLTLIEE N,

INBDTZ 741X, Cisco Adaptive Security Appliance Software Download % h CAF T
\i ﬁqo

FIE

ATYT1 ASALDASDM & v ¥ a VWL T 572 DIEHT 5 2 B a—# (2, plugins & W9 ZARTO
—WF7 4 L7 MU ZERR L, A2 Web %A ~inh, MERT T 7 A % plugins 7 1 L 7
FUicHFyrm—RLET,

AT 72 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Client-Server
Plug-ins] Z3R L £7,
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ZDONRAL UK, 7 TIAT R LVASSLE y v a CCHARRERBER— RS TWA T TS
A UNRERENET, INODTTTA DNy a2 BLIORAMLERENET,
AT9 73 [Import] 27 U 7 LET,
AT w 74 [Import Client-Server Plug-in] # 4 7 2 7R v 7 AD 7 4 —)v KMlEZE AT 5I121E, ROFAZ
BT LTSN,
s [Plug-in Name] : ROWT OB E AT LET,
e ica, Citrix MetaFrame F 7213 Web Interface ' —E A~D T T 7 A o T 7 & A &1+
HHEAICHEELET,
* Remote Desktop Protocol h—EA~DTF'Z 7 A > 7 7 AT 512X, rdp Z A
HLES,

e X aT P H—ERE Telnet Y —ERADWMFICTF T A4 T 7 ERAEEMT S
(21X, sshytelnet 2 AJJ L E 7,

« Virtual Network Computing % —E RIZ7' T 7 A o 7 7 A %24 21213, vae Z A
HLET,

GE) IDA=a—0, WEHDORNWA T g ATERLLDOTHLI-D, PR—
FENTWERA,

* [Select the location of the plugin file] : IROWT D F TS a7 Vv 7 L, TFA b
74— RIS AERALET,

* [Local computer] : B9~ 2% [Path] 7 4 —/V RIZT T 74 L O & 4Rix2 AT 5
7, [Browse LocalFiles]| # 7 U v 7 LCT I 74 v &FIRL, 7T 714 0 &2FIRLT
[Select] 27 U v 7 LET,

« [Flash file system] : BH#i9-2% [Path] 7  —/V RIZ T T 74 DA E 42 AT 5
7>, [BrowseFlash| 227 VU v 7 LCT I 7 A4V EFEIRL, 7774 L %ERL T [OK]
7 Vv 7 LET,

s [Remote Server] : U E— K = _NTETINTWVAHHP—ERITH T T, BEEMST B

72 [Path] BYEDOREICH D K v T X T A =2 —TC[fip]. [thp]. F721% [HTTP] %%
WLET, BRIZHLTFA N7 40—V RIZ, = "OFRA M ELITT FLRAB I
FIGIA DR FEANTTLET,

RATw 75 [ImportNow] #7 VU v 27 LET,
ATv 76 [Applyl 227 U v LET,

INT, LD I AT MU ASSLVPN vy Y a T I 74 UMERTE S L9121
F L7,
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. Citrix XenApp Server ~(D7 & & A DR

Citrix XenApp Server ~D 7 4V 7 A DR

P —RKRX—=FT 4 DT T TN, 7 TA T MVASSLVPN 77 U 77w A &4 50
EoflE LT, ZOHETIE, Citrix XenApp Server Client |22 7 A 7 > b LA SSL VPN O 77—
k& BT 5 B OV THB L ET,

ASAIZ Citrix 7T /A VA VA M=V ENTWBEEE, 7747 F L ASSL VPN 22—
%, ASA ~D#i & # [l L T Citrix XenApp ' —E AT 7 B ATE £,

AT — KTV 72— A —_"—TL, Citix 77 /A L &2 L CHLENT-F v ¥ a U IME
FInEti, 72— bA——%IZ Citrix =2 — V2 HRIFTALENH Y 1,

Citrix 7504 D DEREA VA =)L

ATy I

ATy T2

ATvT3

ATvT4

ATy TH

4RO SRS
X2 VT4 TTV =2 a a7 774 CHICHERT DBENH Y 7,

(Citrix) T®Fx=2T7 F—bv=A] ZHEHLRVE— RTEMET S XL 512 Citrix Web Interface
V7N =TERETHLENDYET, ZOREEX LRV E, Citrix 7 74 7 > MZ Citrix
XenApp Server [ ZH5#i T & £ A,

FIE

VAaDY T R T FUru— R Web A b2 ica-pluginzip 7 7 A L EX T m— KL
e 8

ZDT7 7 AMIIE, Citrix 77 7 A CEEHT DO AaN I AZ <A X LT 7 A VD
GEENTVET,
Citrix DY A b5 CitrixJava 7 A4 7 e X ra—RKLET,

Citrix Web %+ s D X 7 > 17— R{EI T [Citrix Receiver]. [Receiver for Other Platforms] DJIEIZ
R L, [Find) 227 Y v 7 LET, [Receiver for Java] NA /X—V 7 %7 ) v 7 LTT—0A
TEATu—RLET,
T—=NATNOROT7 7 A NERH L, Z£iLb % ica-pluginzip 7 7 A /VIZIEM L 7,

* JICA-configN.jar

* JICAEngN jar

CitrixJava 7 5 A4 7 > MIEENTWB EULAIZE > T, Web— R EIZ7 5472 N &ELE
TAEDOMERNEZ BN TWAZ & 2R LET,

ASDM ZfEH T 570, F13HE EXEC E— FTIROCLI =2~ FE AN LT, I 714
A LA = LET,

import webvpn plug-in protocol ica URL

URL (X, &SR M (F720F 1P 7 RLR) & icapluginzip 7 7 A /L ~D /XA TY,
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G¥)  Citrix B ¥ a2 12 SSO AR — &R 2581, 7 v 7 ~— 27 OBIMFILHET
T DX, Ty I ~—7 TERRFRZRMET H URL NT A —F 2T 2
TEERHELRELET,
ica://10.56.1.114/?DesiredColor=4&DesiredHRes=1024&DesiredVRes=768

ATYT6 SSLVPNIZ FGA T hL Ay al&y L, Ty 7~—20%27Y v 73250, Citrix —
SO URL # A LET,

VBRI U T, [Client for Java Administrator’s Guide] Z &ML T 72 &0y,

N— FEREDERTE

R— FHEEIZ LY, =2—PIZZ T4 7> F L A SSL VPN 845 % /LT TCP _X—ZAD T 7 I
=g T I BATEET, TCPR—ADT I r— 3 IRk 00nH Y £
j‘o

* Lotus Notes

* Microsoft Outlook

* Microsoft Outlook Express
* Perforce

» Sametime

* Secure FTP (FTP over SSH)

* SSH

» Telnet

» Windows Terminal Service

* XDDTS
ZOMD TCP X—ZADT 7Y r—3a VHEMET S AletEiZd 0 £33, Y AaTET A b
ZATo T ER A, UDP Z2EHT 57w b2 LIZEIEL SH A,

AN— MREIX, 7747 PV ASSLVPN #5i2 /L CTCP X—ADT 7V r—rar &V
A= hrTBEZODOLH—TFT 7 /a—TF, "—REET 7 /oo —%YR— TR EE
FHEIEBE L TWAEEIE., A— MeXofff 28R4 s2 b T ET,

R— MEEOREFEE LTROZ EEZBRIFF LTI EE N,
e A — kK MRV T I RRAEFERTLHE, 2—FIZIFRO XD BRRERH Y £,
e Av—b NURME, TTTA LD BT r—w AR ELET,
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e R— MRELITHEAY, A~v—F PRV TIZ, a—OV R—h~Du—h )L 77
Vor— g rrDa—FERAER LN 2L, 2a—F 7 2Y = ANEHIE
fbah x4,

e W— MEELIFTRRY, A — b FUrRATIER, 2—PITERERELROLEND
D EEA,

e R— MIEEBLIRA~Y— T RV T RBRETERY, T340 TlE, 2I9A4A T
N7 r—varEYE—bF arEa—XIIA AN TEILERHD EFHA,
ASA THR— MEEEZRETHIHEEIE. 77V r—YarMifTA2R— a2l EL 4, A

v—F NIV T I BRAERETDHEIL. BT 77 ANERLIZZONRRDOLFIZRE L E
ﬁ—o

R— MERE D AR E M

eR—hNIEE (T V=2 arT77%8R) BIXOTFUHGEHELZ Y FR— 572012,
JE—h a2 E=2—HFIZ Oracle Java 7 > % A LEB5E (JRE) 8ul3lbll, 7ul4lbll, 6ul5l
bl0 LIBEMN A VA M= ENTWDHZ 2R LET,

* macOS 10.12 FC Safari Zf/H L T\ 7 7 U FX—20D2—H %, ASA ® URL & (i
T 27027 747 & FEAELRET D20ERH Y £7°, Safari O URL AR T4
KO ITRIBEEREICAT yva22E), ) 1EIEAT v vaz@OTIEELET,
I 2R L ET,
* https://example.com/

* https://example.com

o R— MEERELITA~— R b7 % Microsoft Windows 7 SP1 LARE D = — B3

ASA O URL Z{EHE YA b Y —ATBIMLET, BEEATA N Y =27 78X T
%121, Internet Explorer % f# L. [Tools] > [Internet Options] > [Security] ¥ 7 % &R 45
WEERH Y £, Windows 7 SP1 (LARED) 2—HIRGEE— 2471025 L

~—hF MRV T RVAEZFEATLHZETEET, L, WBIIKTEHa 0 Ea—
X ONEFatENEE I 72, ZOFEOFHITREID LEREA,

R— X ICEA Y S HIREIR

e R— MEEIX, AF¥T 4 v 7 TCPAR— b EfEHT 2 TCP 7 7'V r—3 3 ORI R—
FLTWET, #A4F v 7 R— FELITERDO TCP R— 2T 27 7Y r—a
IV AR — L TWERA, 72E XX A— b 22 2T SecureFTP (X, 7 747~

F L ASSLVPN DR — MEXEEZ N L TEMELE T2, BR— K20 & 21 Z{FHT HEHEFTP
EMEL 8 A,

« R— MEEEIZ, UDP 4% 70 ha iz g R—F L TWERA,
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» 78— MREIE Microsoft Outlook Exchange (MAPI) m % ¥ AR —hLTCEHA, L
7> L. Microsoft Outlook Exchange Server & #5925 Z & 12K U . Microsoft Office Outlook
DAZ—hK hU RN PR— R NERETHIENTEET,

¢« AT — N7 )V 7 = —)LA—/3—"TlE, Application Access (A — MZEFEZIFA~—hK b
VXN T IR BEHLTCHN. L2y v a VRSN ERA, 2—FF T =—
A= "=RICHEGT H2LERDH Y £7,

A MEEIE, BRI EBR (PDA) ~OBERIEY A — F LT EE A

AN— MEEEFHTDHI2E, Java7 Ly baXyro—RKLTae—bVv 773470 b
METAVNERH Y ET, ZHUTIE. B—HIL VAT AT A EEE O R AL e
Bz, 2—HFRARTY v s VE—h VAT ADLERELIERAIC, T r—va s
A CTERWATREM N H D 3,

Java7 7L v MI, =0 Ra2—FOHIMLA v H—7 A AZHDHT7 Ly MBD Y 4
VRUIZERENET, 20U RUIZE, 2—YRMEHTEX 2HER— DU A FD
WE., 77T 477K — b, BIXOEZEEINEZIT 74 v 7 & (A MELD) BERE
nEJ,

2—H/VIP 7 KL A 127.001 BMEHENTEY, ASADSLDZ 747 > kLA SSLVPN
Bl Lo TENEZEH TEX WS, A— MEXET 7Ly FTIE, v—F AR —hKE
E— M A= FRAE—OHEO L LTERRINET, TORE, ASAIL, 127.0.0.2, 127.0.0.3
Rl m—n7eXxTID OB LWIP T LU AZERLET, hosts 7 7 A L EEHE L
TERDHIN—T RNy 7 E2FEHTEL720, VE—FFA—hMIT 7Ly b Tr—DVK—
MeLTHEAINET, #7212, N—F2HEEETICHRA M ERE L T Telnet %
FEALET, ELWR—ANLVIPT RLRAEZT—HLVIKRAR 77 A )V THHEATE $9,

R— hER X D DNS DR TE

ATy T

AN— MEEHEEE X, MRB X OO OIZ, VE— NV — O RAASL A ETITEDIPT
KL A% ASAICHEIR LET, DFED, A—hMEET Ly M, 77— a b0
KREZTFTANT, TOERE ASAIZHZEL 7, ASAITEUIZRDNS 7 = U —ZfEp L. &~—
MZIET 7Ly ORDOVIZERE AL L 9, A— MrxE7 7 Ly ME, ASAIZXT % DNS
Jx )= EERLET, "= EET 7Ly MIFA N 774V ET v 7T — ML T,
A= PMEET 7V r—a VPRDNS 72 ) —%FfT L &2, 72V —BA—T Ry T
RLRIZVZ AL v 7 bEaNRS oI LET,

FIE

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Connection Profiles] DI
W70y 7 LET,

FIFN DI FTAT L N ASSLVPN Zv—7F o MU E, 7547 > b L AT fEA
SNDT7HN DT 7 7 A LT,

ERWGEI 54T RLRASSLVWPND IV T4 Fal—2 3> .



B «rsxmoonso

ATvT2

ATvT3

ATv74
ATvTh
ATvT6
ATvT1

EAMEISATURLASSLWWN DIV 74 FaL—vay |

e

axX ;e

RECTIITAT Y NUVAERIZH L TT 74V D27 A7 h LA SSLVPN /' L—7 T
M) EZERT 2561, O M) ZEBIFHERRL, [Edi) 227 Y vy 27 LET, =2 FU &ff
ALBWESIX, BRETY 74 7 v MERICxH LT T 28 7 e 7 7 A V& SRRFE R L,
[Edit) 27 U v 7 LET,

[DNS] fHIICAF v > L, Favy 7 X UARNPLDNS —"Z8RLET, FAA 4
EAELTEEET, #7925 DNS P — N ASDM ICERENTWDHAIE, FHODAT v
TERITL, OB aAIBEILET, A—bMEEXEY A MO MY EFEETHEE. Y
E— bk = NOHRERHZIX, R AL A EATTHVERSHD ET, a7 1 F2b—
¥ 3 VI DNS = "R WA, R ORT v T ERITET,

[DNS] #E#8 C [Manage] 27 U v 7 LE¥,

[Configure Multiple DNS Server Groups] %7 U v 7 L£7,

[Ad] &7 U v 7 LET,

[Name] 7 4 — /L RIZEH LW =N TV —T 2 ATJL, IPT RLAE RAL U EANTTLE
T
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3:R— ERED DNS H—/MED I

= Edit Clientless SSL VPN Connection Profile: Default¥f EBYPNGroup

_E Mame: |DeFauItWEB'«-‘PNGrDup |
[#-Advanced
Aliases: | |
wuthentication
Method: (%1888 () Certificate () Both
AL Server Group: |LOCP.L V.| [ Manage. .. ]
Use LOCAL IF Server Group Fails
DMS
~ N
Server Group: |DeFauItDNS V'| r v
{Following fields are attributes of the DNS server group selected above)
#= Configure DNS Server Groups
Specify how ko resolve DNS requests,
Def ault DS Setup
IS () Configure one DNS server group (%) Configure multiple DINS server groups
| Mame Servers Timeoukt Retries Domain Mame
B Add DNS Server Group
Mame: |example.com
DMS Servers
Specify up ko & DMS servers ko which DS requests can be Forwarded,
i e T =
) Server IP Address to Add:
To configure DMS, enable DMS o .
Dielet
Intetface || |
T managernent
| Find: | q Other Settings
outside
test Timeout: seconds
Retries:

Dornain Mame: |example.c0m

e N
C o Yo ) [Cr ]
DMS Guard ——————————— \

ANJLTZ RAA A EEREDET, %IFE, A— MRk N ZFHETLHHE. VE—F
P NERETDHOICLEITRD £,

[Connection Profiles] ¥V 4 > RUMWBHET 77 4 72/ HET, OKE 7 Vv 7 LET,
RETT T7AT » MU AR T 250 O 7 v 7 7 A L3 TUTH LT, FNEEZ#HRD

WLET,
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ATy 710

— MEEET

ATy T
ATvT2

ATvT3

ATvT4
ATy TH
ATvT6

[Applyl 27 U v 7 LET,

v h)DEMERSE

[Add/Edit Port Forwarding Entry] %A 7 12 77" v 7 A ClX, 7 747 kLA SSL VPN #§EiZ
X577 v ACHEA SN D 2= EF I N—T K Y —ZBEA TS TCP 77— =
VERETEET, Zho0v 0 RUTERMEICHEEZRY Y THITIE, ROFIEZETLE
o

1R BHEIIZ

MRV EMESL L CTIP T R LA &R AIZ1%, [Remote Server] /X7 A — X (ZE| V) 24 C7= DNS
473 [Domain Name] 35 & OF [Server Group] /37 A —# & —E T 20 ENH Y £9°, [Domain] ¥
L OV [Server Group] /3T A —H OF 7 /)L b EIL. W11 H DefaultDNS T,

FIE

[Add] %7 VU 27 LET,

TV —va yPMERT S TCP A— MEBEZANLET, m—H L A— b EEIL VAL
HTEIZVERTHEHTEET, u—H LV TCP Y —E R L OBA Z#ET 5121, 1024 ~ 65535
OFPHIZH DR — M FEMEH LT,

JE—Rh = NORAAL L EFIFZIPT RLAEADLET, BEDOIPT KL RIZX LT
TAT N T TV r—2arZRELRS CTHELE Y, AU AZFEATLHIZ 28D L
3

FOT 7Y r—a O well-known N— FEEE AT LET,

TV = a O EATILET, RKT 64 XFETHENETT,

({EE) A— MRk ) A M ZHE R L, [Assign| 227 U w27 LT, BRL7ZY 2 M& 128
FOITN—T R — FAFI I T I ERARY —, FHFTa—FRY —Z8 YT
£7,

R—=hkT+T—T42T JRAFDEIYHET

\}

74T MU ASSLVPN #tiIc L A7 7 BRI SN2 —YEHIT I/ —F R Y o —
WEHEAMIT A TCP 77U r— a VORI E U A MeBMEIdRETCEES, 71—
R o=t a—FZT LI, ROWTNDEITD L7 74T F LA SSL VPN 2 ET
=FET,

GE)

INHDOFTYa it HEIN—T R = =P LIk L THEWICHHA) T, 12720
FEHL T &N,
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R— b It 7—F 401 7—TInteevEz [

ca—For A URHIHBBIWICR—F 7+ V=T 4 7 T 7B A EBRMT 5,

ca2—YFOurTA URHIR— N T4 T —T 4T T IR EA =TT D, 2721,
2—WE 7 T AT b LA SSL VPN 7R — ¥ JL ~— D [Application Access] > [Start
Applications] LT, "—F 74U —F 4 > 7 & FECHRMBET ILERH B,

FIE

VA NOFEBFOLFZRRELET, KT 64 XFFE THENMETT,

TIVr—var DT 7 47 5%ET50—VR— e AN LET, 2= K—h

T, VAMGITEIZTIELTEATEES, =—U/VTCP —E R & DOFEERET 51T

L. 1024 ~ 65535 OFHICH LR — FNEFEMEHLET,

GE) UE—FHF—"OIPT7T RVAELIIDNS AL EASILET, FFEDIP 7 R LR TH
LCIIAT U NT TV r—vavzZHE LR THELE Y, RALM VA ZHRATS
ZeEBEIDLET,

TIVr—var DT 7407 5%ETHVE—F R— 2 AN LET,
TCP 77V r—arOiiE AN LET, HKT64 XFE THREFETT,

—TATDA3—TILLETIUE R
FTI7HNETIE, R—b 7T —=F 4 7134712 >TET,

R=b TH V=T g T oA X=T N LIGR, 2—FE7 T4 7T kLA SSL VPN R—
4 b ~— D [Application Access] > [Start Applications] #fEH L T, FEyTHR—F 74TV —7F 1
7 ERT ORERDHY ET,

TJ74ILT7IOEADETE

7747 MV ASSLVPNIX, VE— bk 2—FICHTTPS R —H# L X— U &t L T\ ET,
D=, ASATHEITTHTuX T CIFS 7 947 bERIZFTP 7 947 b (BB
X o) LEE L CWEd, 7T AT b L ASSLVPN L, CIFS £721Z FTP Z{Ef L
T, 2—PREFEOEMHEZH - L CND T 7 A NDTasT 4 INT 7 ZAEHIBRLARWIRY |
Xy FT =7 EDT 7 AN~DRy NI —0 TR AZa—WF L E3, CIFSZ 947
Y MBEOFTP 7 747 > MIEHETY, 7747 F L ASSLVPN 2 HiEE SN DR —
B R—=IJ T, T7AN VAT AIEBET 7 EALTWARD L HIICRZFET,

I—PNT 7 ANDY A FEERTDHLE, VT4 T ML ASSLVPN I, DU 2 MR EF
NAEYV—"NDIPT RLAEZYAF— T I FIHREINTWDL—NICHES L ET, ASA T
VA REBELTC, R—F L RXR=Y FEDOUE—h 2—PIZEEFLET,
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7 AT MV ASSLVPN iZ, 22—V OGEM L7 7 A NVDT a7 2 IZF 0T, 22—
BIRD CIFS B L OVFTP DEREA FFONH T Z & TE B L HICLET,

e XA L ETU—I T N—T RAALUFEITIT—T TN —THNOY—s3 — NIk
B, BLOEFHSEZEZT o7 NINOTZ7 7 A NVDFESF—KET A B,

7 4 L7 MU DOVERL,
T FANDE T a— R, TyZu—K, Ux—2Ai, B BILOHI

R—=HFNR=T DA =2 —NEZ 7 TA T FLASSLVPNE v g VHIIZEREIND Y —
NN— EiZH B, [BrowseNetworks] % U E— h 2—HR7 U w7 §5 L ASAIL, 8%, ASA
ERICRY NT—2 EF723 0%y NT—I ST 7 B ARRERGENCH D, ~AX—T T
T WINS — 3 F72EIDNS H—_ZEH LT, =" VR 2Ry NU—JICHREL
£7,

VAL — T FZ P EIIDNS —X, 7T AT h L ASSLVPN N U E— b 22— |H#
B2y b= EDOY Y —Z2DY XA &, ASA E®D CIFS/FTP 7 94 7 > MZFE R L%
ﬁ—o

GE)

Tr7ANT IR AZRETDHHIC, 22— T 7 2AHOYP—NZHFEZRETILELH Y
i‘é‘o

CIFS 774 I 7O ADEMHLHIEEIE

2 —H D \\server\share\subfolder\personal 7 A /VZIZT 7B AT A%, Dl &, 4t
FHEZZOTT N TOBT AV FHT 20O EREZF > TODLENRDH Y 7,

CIFST 4 L7 bV ba—NTAZ by 7O TT7 7 AV Eat—T 2y RX—X M5
I%. [Download] % 721X [Upload] ZfEH L £ 9, [Copy] 7~ ¥ 35 L O [Paste] R &Z > 1X Y E— K
MoO7 72 aORTHERATE, a—IAnbLVE— b ERIFTVE— LR —INA~DT 7
Ta I TEE YA

Web 7 LV E N T — T AT —2a DI A NVENZT7ANVE RIS TR ey 743
L, T FANDEICRAZDZIERHVET, Pa—%2EH L, BEINT-T7 7 A VEE
RTHITIE, VI AT —2a D7 ANV AEEFLET,

CIFS 7' 7 U X % — B§hEIZ, 23 MCFEOHEAL (13 LFE@B2 564) AR —hL
TWEtA, ZThid, BREND T ANEDY A MIERBEEZHEZ DT T, 74T ~D2—
P77 BRI ELET A, BRERE LT, 25 NOWHELAEZHEHT LD CIFS 74+ L2 D
Ty I=—=7 %%HIJ IRRET Dh, = —H N cifs:/server/<long-folder-name> FE AT 7 + /L & D
URL £72137 v 7 ~—27 &2 AN LET, RIZHlZRLET,

cifs://server/Do you remember?
cifs://server/Do%20you%20remembers3F
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GE) ZoOFWETIE., ~RE— T 7 UFBLIOWINS V—_ZHET L HECONTHHALET,
iz, ASDMEZFEH LT, 77 ANVHEE~DT 7 A%Z#MT L URLY AL R
BRETHELTEET,

ASDM TOIADBEIMIIE, v AX — T T VP LT WINS —NEI0EHY A, 7272
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