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BT R T A (61 X—Y)
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* HostScan DA > A h—/LE72EZT v 77 L—F (116 X—2)
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VATLATUaY
[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [IPSec] > [System
Options] A1 > (% 721X [Configuration] > [Site-to-Site VPN] > [Advanced] > [System Options] % fiff
ALTEIE) 29 25L, ASA ED IPsec & v a & VPN & v ¥ 3 U [EA OHERES %
ETEET,

» [Limit maximum number of active IPsec VPN sessions] : 727 7 4 7 72 IPsec VPN & v > 3 >
DIERKRBOHIRE A F—TNVEIEZT =7 M LET, ®HIE, N~ KV =T 7T v
N7 —LeY T U=T T4V RIZKSTHRRY 7,

+ [Maximum IPsec Sessions] : 7 27 7 « 772 IPsec VPN & v ¥ 3 > O KiF 5z f8E L
F9, TOT7 =N RiE, EROTF = IRy 7 REF NI LT, T 27T 4 7 72 1Psec
VPN & v v a v OERRBAEGIRLUIZSGEIZIZET T 77 4 71820 £7,

* [L2TP Tunnel Keep-alive Timeout] : ¥—77 74 7 A v —VOMHEZWHEL THE L E
T, FFAIZ 10 ~300FCT, T 74/ ME 60 TT, ZiuL., Network (Client) Access
HHADOEERY AT A AT a T,

* VPN R U RV ORESIRFZ, BEFO 7 e —%FofE L7,

» [Preserve stateful VPN flows when the tunnel drops] : %~ § U — 7 JLiEE— K (NEM) TO
IPsec h o RV 70 —DRFFEA R—T NV ETIET 4 B—7 M LET, K72 Psec
ho v 7o —REE A 3 —T N T B &, [Timeout] XA 7 a2 7R 7 AT kRN
FERSNAIRY , X2 VT 4 T IAT LV ANRAT— MERIZT 7 BATEX 5720,
TRITIEFIC T —ERITLET, 2O T a it 774 FTEYGTT,

N

GE) M RNVTCP 7R —E Ru vy &N, 7 —2T v 7%
TCP XA LT U MUKFELET, 72720, FEDO h v 7m—
DEA LT T IBT 4 =T N> THHEA, FEIFE- Mo
Fik (T MHHDOTCPRST2 E) ICL-oTZ7 VT ENBHET, £
D7 u—FT AT AN THRFEEINET,

* [IPsec Security Association Lifetime] : £F% = U7 1 7V — 3 (SA) O ZHE
LET, ZONRTA=FITED, IPsecSAF—DTA 7 XA LOHIEBRMNEZFRE L ET,
T AT HA LIE, IPsec SABHIRYINIC /2 5 £ COFRMEZ 7R L, L F—LFxT
V=T OMENRDH Y FT,

¢ [Time] : ¢ (hh) . 43 (mm) . BEOR (ss) HALTSADT A 7 XA LEFRELE
TO

s [Traffic Volume] : ¥ 234 NEALDO T 7 4 v 7 TSATA 7 XA LEERLET,

IPsec SA DZHAMREINIZ 72 5 E TOXA B — R T —2DOF A f MgE A LET, £
7213 [unlimited] 2 4 12 LE3, fH/IMEIX 100 KB, 7 7 4 /L MEIX 10000 KB, #x K
E1% 2147483647 KB T,
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* [Enable PMTU (Path Maximum Transmission Unit) Aging] : ‘& EEHE 725 PMTU OD=— > 7 % A
X =TT DB ENTEET,

* [Interval to Reset PMTU of an SA (Security Association)] : PMTU fE2S JLDEIZ Y & » K
SN EATILET,

* [Enable inbound IPSec sessions to bypass interface access-lists], [Group policy and per-user
authorization ACLs still apply to the traffic] : ASAIZ, VPN 77 4 v 7 BN ASAA » F—T =
AATHKTT DL ET 74V P THFAIT 2D T, IKE £72I1TESP (L7232 DD Z A
TDOVPN/ANT b)) &7 78 A V— /L THATLLEIIH ) A, ZOFTvarz
FUAT LT LEAEIE, BEENT VPN ATy b —R/V P 7 KL RICxT 57 2
A= VI RETT, VPN bRV VPN X 2 U T 4 A= X85 L TEFIC
o SO T, ZOWREIZ L - T, MR b S, Ex=2V 70 VA7 Z2A5 2L
R TNA ADNT =< U ANRFREINET, (A=K v—BLOa2—HH
NLOFFF ACL 1L, BlEHiE M7 74 v 7 M INET) |

IOFTarEAZIZTAI LK, TR A= EE—H)VIP T R L R (A
TEHZ L AMEIRNEATEEST, 778 RA A—Tue—B P T RLRIZHEM S,
VPN X7 hEBIL SNSRI SN CWamD 7 47> P 7 LA A
SNFEHA,

[Permit communication between VPN peers connected to the same interface] : Z OHEHEZE A —
TNEREFT =T LET,

FUCA v H—T 2 A AN LTHERY TA T M VPN b T 7 4 v 7 ZRFSLEFIC, £
TR LTV XA LY v 9528 TEET, AILA ¥ —T x4 A% LTVPN
77 4 w7 BB TICEET 2HE81E. TDOA v H—T =4 AZXT 25 NAT 2 A
F—=T ML, TTAR=FIPT RVRENRT Y v 7NV —T 4 VT ARERT R R
BT HVERHY 3 (7277 L, a—BNVIPT RLA =TT TN T Y w7 IPT
RLU2AZBEHLTCWDEAIEREET) |

* [Compression Settings] : JEME & A % —7 /LT T HH%HE (WebVPN 38 K INSSLVPN 7 71 7
VN BRELET, EMET 740 T R—T Mo TWET,

=] > ~ % =L

mAVPN Y 3 VHOKRTE
VPN & v 2 5 > £7-13 AnyConnect 7 74 7> b VPN & v ¥ a U THA SN D RREATE
FTHITE, ROFNEEFITLET,

Fig
AT 71 [Configuration] > [Remote Access VPN] > [Advanced] > [Maximum VPN Sessions] % 3R L £,

AT w72 [Maximum AnyConnect Sessions] 7 4 —/L RiZt v ¥ a VORKFERE AT LET,
ANMEIZ 106D T7A B ATHESNDIE Yy v a VORKEETTT,

— 807 VPN B
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AT w73 [Maximum Other VPN Sessions] 7 4 —/L K C, #FA[ T 5K KO VPN v a a2 AN LE

9, ZHUZIX. CiscoVPN 27 74 7 > k (IPsecIKEvl) & LAN-to-LANVPN & v 3 0N EF
nE7,

HMEIZ, 10D TA B ATHEEIND YV 3 VORKREETTT,

ATy 74 [Applyl 227 Vv 27 LET,

DTLS DEETE

ATy T

Datagram Transport Layer Security (DTLS) Z{#fH 7 % &, SSL VPN ##i % 2. L T\ %
AnyConnect 7 7 A 72 T, 220D k> x/b (SSL b x/b & DTLS b xv) %[RRI A
TEFET, DILS M4 % & . SSL &l THAT DI K OVHHBuE D RIS B8 S 41, /3
ey NBIEOEEZZ TR0 T WY TAEA LT T ) r—2aORT7 p—< ARAELE
7

1R BHHIIZ

ZPD~y R RTDTLS R E L., 32 DILS D/ 3—V 3 U &R T HI2I%, SSLXE
LTSS,

DTLS % TLS $ell 7 +—/b Ny 7 SH521E, 7 v RETHE (DPD) %A 3x—7 /W2
HMLENRHY F9, DPDEZ A R — 7 /WIZ L7256, DTLS #5t CREN AT 5 &, TLSIZ
T A= Ny 7T LR ITERITE T LET, DPD OFFEMIZOWTIE, WEHZL—7" R Y
v —., AnyConnect 7 7 A 7> b, 7 v FETHH @0 <—) 2B LTI,

FIE

AnyConnect VPN ##5il2%f L C DTLS A7 > a Y #HEL 7,
a) [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Connection
Profiles] @ [Access Interfaces] 7 * 3 S ZBEI L £9°,
b) [Interface] 7 —7 /L' AnyConnect Bt (X ET H A v H—T = A ADITT, A ¥ —T =
AATAR=TMIT DT a harct Al LET,
* [SSL Access / Allow Access] % 4 NZF DA F—7 WMZ L7254 [Enable DTLS] %
T 74N NCHUEITAR—T VTR ET,

« DTLS % #%h29 % (21X, [Enable DTLS] #4712 L £9, SSL VPN #4#¢/% SSL VPN
RN DIHEE L E T,
c) [Port Settings] #ER L, SSL R—F AR EL 7,

« [HTTPS Port] : HTTPS (7' 7 U #~_—2) SSL ##EHICA R—T7 M 2R — b, #i
PHIZ 1 ~ 65535 T, 5 7 4 /L MIAR— b 443 T,
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« [DTLS Port] : DTLS #&kc I A £ —7 /W29 5 UDP AR — b, #iPHIL 1 ~ 65535 T,
T 7 F /b MEAR— b 443 T,

ATV T2 BEOIN—FRY L —IZ L TDILS A7 a v #EELET,

a) [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit]
> [Advanced] > [AnyConnect Client] (2@ L £ 9,

b) [Datagram Transport Layer Security (DTLS)] @ [Inherit] (7 7 #+/L &) | [Enable], F7zi%
[Disable] 18R L £,

¢) [DTLS Compression] @ [Inherit] (77 #4/L }) | [Enable], %72/ [Disable] Z 3R L, DTLS
DEM 2 E LET,

DNS H—/\ T JL—TDEKRTE

[Configuration] > [Remote Access VPN]>[DNS] ¥4 7 1 J 7R v 7 ATk, H— T V—T74,
T—s, ZALT U NORE, FEY FTAEE, BB RNAL A ZETe, REWHHDDNS
Y= NPT =T IWNIRRSNET, ZOXAT Ry 7 2T, DNSH—/ 7 /L—T"Z580,
e, EIFHIBRTE 7,
* [Add or Edit] : [Add or Edit DNS Server Group] % A 7 2 7 7R v 7 AN & £3, BIOLATIZ
HDH~VT
s [Delete] : HR L2172 7 — 7 OHIBRLET, ERINT, LVELDL TEXERA,

* [DNS Server Group] : & O#Zfi®D DNS H— 3 )L —7 L L THEHT 52— 2RI L F
¥, 7 74 /v biE DefaultDNS T3,

* [Manage] : [Configure DNS Server Group] # A 7 2 7' 7R v 7 AN & £,

BEE{tEa70T—ILOHKRTE

Ml LT Taty s (SMP) 7Ty B 74— A TOR L7 OEID Y TEEEL
T. AnyConnectTLS/DTLS T 7 4 v 7 DANL—TF v "l LEHE 2 ENTEES, ZOF
FIZ X > T, SSLVPN T —# A E#H b S 41, AnyConnect, A~— bk h¥ /b, BIUOKR—
MZEIZBWT, =PRI TE 27 4 —~ A\ EREHLET, KOFIETIZ, v~
TN arsFx¥ANE—RFEAIILF arTF AN E—RTIES L7 —LEaRELE
@—O
WAk a 7 BOEPFIATCE 201F, ROT Ty 7+ —ATT,

* 5585-X

. 5545-X

* 5555-X
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FIE

AT w71 [Configuration] > [Remote Access VPN] > [Advanced] > [Crypto Engine] Z 3R L 9,

AT w72 [AcceleratorBias] K v 7 X7 U A NG, BET 78T L—% FatydOE ) Bk
ERLET,

G ZDT 4 =)V Ri%, BEREN ASA THEHRERGAICIE TR REINE T,

s [balanced] : FF 5 b N— KD =7 U YV —RZHEITHE L ET (Admin/SSL 3 L (M Psec =
7) o

« [ipsec] : IPsec Z BT 5 L H 1T B b N~ KU =7 U Y —2A%ZE Y Y TEJ (SRTPH;H
{bEF NI 74 v 7 25T

* [ssl] : Admin/SSL #8595 L 2 IS5k — R =7 U Y —2ZED Y TET,

AT T3 [Applyl 27 VU v 7 LET,

SSLVPN =GR D Y 247 7 FLARTEE

IOEATOT Ry I AEFHLT, Za—2L 2547 R T RLAQEI YL TRY 2 —
FHEL, AVEZ—T oA AZEHEDT RLA T —LERELET, ZOXATRTRY 7 A
EHHALT, A =T RAZEEDOT RLA T —LEBI, e, E3HBRT2 280
TEXET, ¥ATRIT Ry I ATFHDOT—T M, RESNTWAAL L Z—T = A AEEFD
7 RV A =N O—ERFRRINET,

* [Global Client Address Assignment Policy] : 3T IPsec #f¢ & SSL VPN Client £t
(AnyConnect 7 74 7 Mt a Gie) [T ET LRI —2RELET, ASAIL. 7
RLAZRDOITLET, #BRINZY —AZIEFITHEHLET,

* [Use authentication server] : 7 7 A4 72 8 7T RLAD Y —AX & LT, ASA DFRFEYT —
NOFEHEZRSLD L OITHELET,

+[Use DHCP]: 7 A4 7> h 7 RLADY—A L LT, ASA 25 DHCP Offi fl %A 5
FOIHRELET,

* [Useaddresspool] : 7 7 A 7> b7 RLADY—AL LT, ASANRT RLA T —/LD
EHEZRALD X OITRELET,

* [Interface-Specific IPv4 Address Pools] : BXESAILTNDHA UV H—T = A AFEFDOT KA
TN D—BERRLET,
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» [Interface-Specific IPv6 Address Pools] : X E SN TWNBA LV H—T = A AEFOT KL A

TNDO—RKEFRRLET,

* [Add] : [Assign Address Pools to Interface] % 1 7 2 VAR > 7 ANRHEET, ZOXATa s

Ry ATHE, A2 =T 2 ABILOCEINYUTEHT FL A FP— LB ERTEET,

c[Edit] : A > Z—T =2A AL T RL A F—LDT 4 —)b FIENBR Y IAENTIRFET,

[Assign Address Pools to Interface] % 1 7 2 7' 7R > 7 ZA3BH & 97,

e [Delete] : IR LIoA v F—T = A AZEEDT FLA T —VEHIBRL £, ERINT

RVELLTEEEA,

Assign Address Pools to Interface

TDORATa TRy I ARFERA LT, AV EZ—T oA ABERL, FOAL L FZ—T A RITT
KL A =& 1 2L EEY B TES,

s [Interface] : 7 LA T — L DEID B THA L H—T oA AEBEIRLET, T 740 ME

DMZ T,

* [Address Pools] : fEEL72A v X —T = A AZEIV Y THT FLA F—L&IEELET,
* [Select] : [Select Address Pools] # 4 70 7Ry 7 ABREET, ZOXATaTRy 7 A

T, 2O F =T oA RZEV Y THT FLA S =& 1 DL EEIRTE £, @R
WZ¥1E. [Assign Address Pools to Interface] % 4 7 1 277~ 27 A @D [Address Pools] 7 1 —/V
NliZFRREINET,

Select Address Pools

[Select Address Pools] # A 71 VAR v 7 AZiX, 7 74T b7 RLUAOEIY YT TR ATHE
T —NE BT RLAERTT RLA, BIOT RLA TP —LDOY TRy <A T BRFRR
S, VAR MU ZBN, fwE, HIfRTEET,

* [Add] : [AddIPPool] ¥ A T 0 VAR > 7 AMAE ET, ZOXAT IRy 7 ATIEL, #HiL
WIP 7 RLA T — )L ERETEET,

« [Edit] : [EditIPPool] ¥ A 7 2 7R v 7 ANME £, ZOXATr TRy 7 2ATiE, R

L7ZIPT7 RLA FP— LV EEETXET,

* [Delete] : IR L7=7 FL R F—AZHIBRLET, BRSALT, RVELLTEEHA,
e [Assign] : £ LV F =T oA AZEIDHBTHNTNDT RLA TS84 5RRLET, 4V

H—T A ABINT B %2 OFREN DL TT—NVEXTTNT ) 7 LET, [Assign] 7 4 —
VDT —VEN) BT ERFHFINET,

Add or Edit an IP Address Pool
IP7 RLA = VR EEIIERELET,
*[Name] : IP 7 RV A F— L ZEID B THNTWDARIERELET,

—ferarz N EE I}
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» [Starting IP Address] : 77—V DHEAIDIP 7 KLV AZRE L ET,
* [Ending IP Address] : 7" —/VDxRHEDIP 7 RLAZHELET,

* [Subnet Mask] : F—/ANDOT RLRAIZHEHT 297Xy b v A7 ZRIRLET,

GN—T Ry —

TNh—7 KU ¥—F, ASA ODER (r—71/L) FIZIFSMHBO RADIUS %7213 LDAP #—/32
SN TS — RO BIE L EOST OF v F T, VPNEF LT Az, 7 —
TRV =TI IAT MZBEEREIV Y TOENET, 7 74/ FTiX, VPN 2 —#
W7 NV—7 R =R T b ERA, 70— KU —fFRIL, VPN#i7 a7 7
AN (bR TN—T) BIORa—F T7hor heERHSET,

ASA 121, DfltGrpPolicy & WO ZHIDT 7 4V kN ZA—TF R v—0nHY £9, T 741k
TN—TRF A —=HF, TRTCOITN—TBILO2—FIIHBEBTHDLEEZEZOND T A—H
AL R a g X RS DR BT, H LN — T DF T 4
TN—TNHRT A —=F% [{fK| T&, 22—V EFIEFGOIN—TEET 74V N T —7
MEHNRTG A—H % K] TXFET, 2NHDORFTA—X T IA—TBLO2—F2HET
LEXIZEFEETEET,

WE I N—T R =T N—T R o — %R ETEET, NI L—T R —jdn—
HIVARTIE S U, M5B 7 )L — 71X RADIUS — N F 72 1L LDAP - — AN IR EE N E T,

[Group Policy] # A 7 0 7R v 7 AT, IROFEFD /T A —F & ELET,

s —f%EM: : LRl NF—, T RVRA T = Frbhan, TaxY T BILOERD

HF— X DNS BLURWINS H— 3, DHCP 22—~ BLOTF 74/ Kk RAA 4,

FEAEME c A7V v N RV VT IET T U ¥k AnyConnect 7 74 7 2 b
BLWIPsec 7 7147 |k,
INEDNRTA=F2BET DN, ROEAEZRET DLERHY 7,

o 77 & A5 ([General] > [More Options] > [Access Hours]) ,

s 7 4 V% ([General] > [More Options] > [Filters]) .

*IPsec ¥ = V7 4 7Y m—3 3 ([Configuration] > [Policy Management] > [Traffic
Management] > [Security Associations])

T UNB IV TBIOAT Yy b bRV 7THOFX >y hT—2 U XL ([Configuration]
> [Policy Management] > [Traffic Management] > [Network Lists]) .

o 2 —YFRFEY — N & NERFRAEY—/Y ([Configuration] > [System] > [Servers] >
[Authentication]) .

WKDEATDITN—T R —HFETEET,
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AN T N—T R — (10 ~—) AT N—T KRV 2 —iX, RADIUS %72/ LDAP
%WN%AMﬁﬁﬂ/W%ﬁw~7ﬁUV~uﬁﬁéﬂT%éi9@TJ/“%ﬁ®k

BEEGTELEIICLET, MBI NAL—T R —iF, Xy " T—2 (I FA4T
b)?&tXWNﬁm\&347beX$LWN%ﬁ\%i@ﬁ%k%wm%ﬁm
R LTCHRUFETHRESNET,

WEZ L—7" R 2— (12 X—=2)  THHOHERIL, =2 RARA 2 MIA VA b=
SNTWDH VPN Z 747 MZEoTRMBENET, AnyConnect EF¥ =27 EE Y 7 4
7 IA47T > hEB LD CiscoIPsec VPN 7 74 7> hME, VPN Z 74 7 > s O BT,
VPN A7 v "RFRiEEND &, AP A bofse, VE—F2—FiEeErRy NU—
JELFT IV = a7 78 ATEET, VE—Fa—HPLhERy NT—JHD
T—H NT7T7 4 v IE, B ICE o TA v ¥ —F v hEERT HBICRES N E T,

AnyConnect 7 74 7 & FOWH Z L —7 RY — (19 <—)

27547 hLASSLVPN ONE 7 L—7 R 2— (51 =) : Zhid, 79 0%
NR—=ZD VPN T7 7 AL BIEENET, ASA DR—H )L X—=VIZIEEICe /A 95
EL VE— B 2—FIEWebX—VICEREIND Y I DB EERY NU—T LT 7Y ir—
AT IV BEATEET, VE—bF 2V LoFEXy NTV—JMOT—% T 7 4 v
71X, SSL v aimimd HBRICRE S IVET,

o A MENE 7 NV—T R o— (56 X—)

[Group Policy]l X1 > 74 —JL F

ASDM O [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies]
RANE, REFHDIN—T R o —N—HERRENET, VPN I L—T R —%%E
I 57200 [Add], [Edit], 3L [Delete] R ¥ > & LLFIZRLET,

c[Add] : Fuey 7 Xy JRANRBRERIIL, WEEZIIINBO T N—T K > —Z8N7
HMEIMERINTEET, HIZ[AA 27 U v 7T 28581, 774V ML ONE Y
N—T RV —%ERTHZ LIV ET, [Add] %7 VU v 7§ 5 &, [AddInternal Group
Policy] # A 7 &1 Z/'7KR » 7 A % 7=1% [Add External Group Policy] # A 7 10 7' 7R v 7/ ANBH& £
fo_n%®&47m7f/72%ﬁmbf LW N—T R v—%—EEMNTE
FT, ZOXAT TRy 7 AL, 32D A=a—k 7 arBHY £, FNENO
Ama—HBE7 Vv 35L&, %@IEE@/\C’?%*‘ﬁﬁi'%ﬂ?éﬂi‘?} THH M A BEd
HEx, ASDM TR EERFFLET, TRTOA=a— kI v a V THRIA—ZDRE
DT LT 5, [Apply] 721X [Cancel] 27 U v 27 LET,

« [Edit] : [Edit Group Policy] ¥4 70 /ARy 7 A2 R RLET, ZOXATRITRY I A%
HFHALT, BFEOIN—T R v —afRETEET,

* [Delete] : AAA 7 L—7" R >—% U A RPOHIBRLET, MERINT, LVELLTE
FHEA,

e [Assign] : 1 DL EDOEH T 0 7 7 A T NV—T R —FED Y THENTEET,
» [Name] : FLERESNTWD I NL—T K o —D4RTE —EHRZRLET,
«[Type] : BIERE SN TWDE I N—F R —DF A T —EFERLET,
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s [Tunneling Protocol] : BIERE SN TWNWAE T N—T R o—0BEAT2 bR 7 7
2 haltid—BmERRLET,

+ [Connection Profiles/Users Assigned to] : Z D 7 /L —=7 7R ¥ —(ZBEAHT 5172 ASA (ZIE
BEREINTHEHRTn T ANV ea—FERLET,

NERSTI—TF R o —

NI N—T KR —iF, B — "B A B LG EORMEZIGELET, 207 1—
THRY —IZ Lo T, ASADEMZ A TE 5 RADIUS £ 721X LDAP Y—/3 7 )L—T7 % KFiE
L. ZN0o0EME2BET s L EIHERAT A RAY—-REFHRELET,

ASA TOINE 7 V—TF41F. RADIUS 4 — D2 —HFL4 2B L TWET, 9F V. ASAIZ
NERTN—T X R E LTZHE. RADIUS — 37 o) —% o2 — X (T D308k &
RaLET, Lizno T, %%7w% I3, ASA T & o THERIZ2 B % £55 RADIUS #—
Eoa—YThY s MITEERA, SNEI NV — T RBIEDNRGET 5 T D= —H & [F] U RADIUS
P —RHFETDHE, THOLOBTLARIZEEIEDLZLIITEEEA,

SEEY— R E T D K 9 IC ASA ZRET HENC., #HI72 ASARFEMZEE L Th— 1%
REL, TNOOBMEDOY Ty MO HELx Oa—P kT DEEDT A 2E Y Y THLEN
HYFET, N —"EZERET DI, [FRAB L ORREEHDINER Y —N) OFBICHE-> T
fiél/\o

ZH O RADIUS BEICIX, 7 — B VEEREED RADIUS, Active Directory/Kerberos Windows DC
@ RADIUS, NT/4.0 K A4 > ® RADIUS, LDAP ® RADIUS 2’ & EiE T,

NEITINL—T RYS—DT4—ILF

o [Name] : IBMEIIET ST H 70— KU v —%55E L £7, [Edit External Group Policy]
DEFE. DT 4=V RIFFRREHTT,

* [Server Group] : ZDHRY > —DiEHE L LTRIHTE A —RN I —T % -ER R L E
‘ﬂ‘o

« [New] : # L\ RADIUS ¥— % Z/b—7"F£ 72138 L\ LDAP ¥ —3 7 L— 7 % E% 3 %
MEIMERIRTELX AT TRy 7 Z%MEET, EHLDEAED [Add AAA Server
Group] ¥ A4 70 Ry 7 ANRAEET,

* [Password] : ZDH—R F)—T R —D/RAT— REFELET,

AAA B — NOERLE KO EIZ DWW TIX, [ Cisco ASA Series General Operations ASDM
Configuration Guide] @ TAAA Servers and Local Database| D&EZZH L T Z3 0,

AAA H—/N[C K B/\RT— N EHE

ASA 1%, RADIUS BLNLDAP 7 u h 2L DA T — REMEZYR— K L TWET,
[password-expire-in-days| 4 7' = »(&, LDAP IZxf L COHAVHR— K ZET, OO
T A—HIL, TOLX D REAEEE R AR — 9% RADIUS, RADIUS xf)i NT #—/3, LDAP
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Y

AAA H—/N\IZ &k B/RT— R EE .

P =72 ED AAA Y — 3 THZI T3, RADIUS £ 7213 LDAP FRAENERE SN TR W
ASA TlZZ D a~vy FRERSNET,

GE)

ﬁf@&’%Msamp%%f~bLwa% MS-CHAPv2 [T R — bbfw@memB
P—_"E B0 FT, ZOMREIZIEIMS-CHAPV2 XN E R T- 6, N A —ICHER LT &0,

ASA TIL, #% . LDAP IZ & ARG £ 7213 MS-CHAPV2 ## 7R — 4% RADIUS = > 7 ¢
F o b— g Nl K DFRFERRC, ROBEHR X A TICRT 2320 — REBEBBPYR— I E
@—o

* AnyConnect VPN 7 7 A4 7/ |
«IPsec VPN 7 7 A 7 |k
eIPsecIKEV2 7 7 A4 7 I

« 7747 k1L ASSL VPN

Kerberos/Active Directory (Windows /XA T — R) F721ENT4.0 KA A 2 TliE, AU — REH
FYR—FShEHEA, —HD RADIUS H—/3 (Cisco ACS 72 &) 1%, FRAEER 2 B OFEF
=T X T 5550860 £, 72720, ASA 2 HIXRADIUS Hr— & 721 @(E LT
WHEIICRAET,

GE)

LMWTAXU REZEETHIZIE, 1RO LDAP #— 3T k| @E@ﬁ&ﬁﬁmémfwi
. BIfE. ASA “Cld Microsoft Active Directory 33 J2 U Sun LDAP H—/NZxt L CO &, HE D
AXU FEHO Yy 7 23 L TVET,

FA T 47 LDAP IZi%. SSL #fENMNE T, LDAP O/RRA U — REH A2 FEIT4 BRI, SSL
ETOLDAP # A X —T T DHMENRSH D FT, 774/ FTiL, LDAP IR — b 636 &1{#
ALET,

AnyConnect TM /XA T — KDY R—

ASA TiE. AnyConnect DIRD/SA Y — REHIEREZ VR —h LET,
e —PNRPHE L LD & LTc & D/ AT — RHREIL OB E,
e N2AY — ROFRAGIN B RTO /AT — REIRGIAD U ~ A 4,

o N2 T — FHIRGINL DL, ASA IX AAA F— 35D N2 T — RHEIFBEIN O @ &
L, 2—VoGRETFTLET,

INAT— REBERTTDHE, ASAL, VE—Fa—¥Ruol A LErELizExic, H
ED/RAT — ROMBENREINTWAZ L FTMBINN TSN TS Z L a@mm L £,
FNDH ASA Y, 22— R ARNRAT—REEFETEXLL5ICLET, BITONRRAT— AR

AL |
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LTWAWES, 2—FIEZFOH WS RAT—REFHLTr 7 A Lt T, % TRAT—F
EEETLHZENTEET,

AnyConnect 7 74 7 & MINAT — ROEEZBBTE T, AAA T — 3025 DEHEERIZ
ASAZN L TUSETHZ L L TEEH A, AAAY—N T, ADIC7 12 %34 % RADIUS H—
N, FET7ZIZLDAP b —RNIZTBMERH Y F5,

ASA IZ, ROEMETTIZRAY — REHEZYR— M LERA,
e a—0)v (NP WEEEFEHT 254
* LDAP L& T 5546

« RADIUS #RiFO B Z A LTk D, —H% 7 RADIUS ¥ —/X F—Z RX— [ (FET 535
AN

=
INAY — REARUIM OB AR ET D & . ASA L AAA T— 3025 @ account-disabled A >
=BT L LR ET, 2L, BEX 2V T4 EOU R 7R DAAREM N H D E
T, 22, BEHEONARAT—REETF LWL IICTIHARHY £7,

NAT — FEBEZA RX—=TMITT D & ASA [T AAA H— /N2 MS-CHAPV2 FBREZSK 23415 L
7%

RETIL—T R S —
RESIL—T R o—, —BEN

[Configuration] > [Remote Access VPN]> [Network (Client) Access]> [Group Policies] <A1 > T,
[Add or Edit Group Policy] # A 7 v 7Ry 7 AT 5L, BMELIIERESTH 70— K
Vo= hrx V7 7abajl. T2 HiEsE,. BEOY—"zfiETEEd, 2o
AT TRy 7 ADKT 4—)L KT, [Inherit] F= v 7Ry 7 AE@IRT DL et 5%
EDMEERT 740 s ZN—T7RY =BG TEET, [Inherit] i, ZOXA TRy
ADBEET XTOT 7 4L METT,

ASDM T [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] >
[Add/Edit] > [General] Zi&IR L T, W7 L—7 KR o—D—kEEsRE LT, ROBEME
¥, SSLVPN v v av b IPsecty va v ililflanEd, 207D, WO @I,
1 ODIAT DRy a AIFREN, OX A TITFFERESNER A,

«Name] : 2DV N—TRY I —DARFTZRK6A LFTHELET (AX—XDHEHTA) .
Edit EEED A, Z D7 ¢ —/L RILFEAEY BHTT,

* [Banner] : B 27 A UIFIZ2—PFITH L TRRTONT—THFAMEHELET, BRI
K 4000 XFTT, T4/ MEIZHY £HA,

IPsec VPN 7 7 A 7> NI, N F—H0O5E27 HIML #%HR— L TWET, 72721, 7
FAT VR LA R—=H LI X AnyConnect 7 7 A 7 > MEIHEIA72 HTML & 7R — kL
TWET, NF—nUE—F 2—FITHEIICRRIND L OIZT DL, ROFTA RTA
NN FE T,
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eIPsec 7 7A T b 2—HFDGHEIX, hZ T EFEHLET,
* AnyConnect 7 74 7 b 2—HDHAIX, <BR> ¥ 7V & L £,

* [SCEP forwarding URL] : CA DT RV A, 7 I7A4 T~ 7a 77 A/LTSCEP 7 r X% %
RET DG EITMNE T,

[Address Pools] : 2D 7 —7 RY =TT 512U EDIPvAT RLA F— L D4

AiZfRE LET, [Inherit] F= v 7 Ry 7 ANA L DBE, FV—F R —XF 7 4 /v
N IN—T R —THESNTWDIPVET RLA F— v LET, IPvd 7 KL

A T =)V EBINE T IMRET 2 FIEOFEMIZ OV TIE, 2L T 7EIW,

N

GE)  WEIN—FRY > —TIPv4 L IPV6 DT RL A F—)Latg
ETEFET,

[Select] —ZDARF L %T 7T 4 72T BT, [Inherit] = v 7Ry 7 A4 72 L FE
9, [Select] 7 U >~ 27 LT, [AddressPools] ¥4 7R VR 7 A& ET, ZOXAT
n7Ry 7 A&, 74T 8T FLAEID L TTRINAGERT RV A T — LD 7 —
W, BIRT RLAEKRTT RLA, BEXOY TRy bR BRFRSN, £V A Rn
by b U AR, GBI, R, BBk, BROHFID S TTEET,

[IPv6 Address Pools] : Z D7 v—7" K Y L —CHEHTS 1 SLLEDIPv6 7 FL A 7—)L
DAFTERRELET,

[Select] —ZDARF L %&T 7T 4 72T BT, [Inherit] = v 7Ry 7 A4 72 L FE
9, [Select] 7 U v 735 &, BIROD X 9 72 [Select Address Pools] XA 7 & 778 v 7 A8
BAEET, IPv6 7 FL A F— /L &8N E 72 ITRE T 2 FIEOFEMIZOWTIE, 23R L
TLIZEW,

* [MoreOptions] : 7 4 —/V ROLFMNZH D TRANEZ Vv 7 FT5H8, ZOTN—T K —
DEDMMORREARERA T ¥ a U IRERREINET,

s [Tunneling Protocols] : Z DV /V—T7 R EHTE D b x> 7a haviEELET,
a—WE, BRI TWAH T a harZid a2l TcEET, ROBIRERH Y £7,

« [Clientless SSL VPN] : SSL/TLS {2 & 5 VPN O Zf8E L £4, Z D VPN Tix, V
TR TRN—=RU =T DI T7AT 2 MIMERL, Web7 7 UH %M L TASA
~DEX 2T R YE— TV EA NURADBMSLSNET, 7 74T ML ASSL
VPN 295 &, HTTPS 4 > Z—3 v Fh A FEFIHTX B3 AL ETRTO=
VB a—Hnnh, B¥ED Web A b, Web xtnT U r— a3 NT/AD 7 7 A /L
HH (Web*fii) . BFA—/L, BEORZFOMDTCPR—R T 7Y r—a 0 |
MEIAWEZED VY — R 7 BATE 512720 £7°,

* [SSL VPN Client] : Cisco AnyConnect VPN 7 Z A 7 > h £ 72X L /72— SSL VPN 7 5
AT hOMHEREE LET, AnyConnect 7 74 7> hEMHA L TWAEHAEIT, =
D7\ k3L % E8I L T Mobile User Security (MUS) M AR—F &b L 92T D
ERdHY £7,

| —ferarz N EE I}



— iz VPN B |
B mso—o#k0o— —mEn

e [IPsecIKEVI] : IPEX = U7 ¢ 71 hajb, IPsecldfgb a7 o7 m hall X
NTEY, VPN b RV DIFIERERT —FT7 7 F v 2k L £ 7, Site-to-Site (E
TY—¥T) . BIL O Cisco VPN 7 74 7 k& LAN B O#EEGE Dl )7 T IPsec
IKEvl Zffi HH T& £,

e [IPsec IKEv2] : AnyConnect EX =7 EE VT 4 /T4 TV ML THFR—FEN
TWET, IKEV2 Zfii ] L7z IPsec {19 % AnyConnect ##: TlL, Y7 b =7
TTTF—h, IIA4 TN TuT AL, GUIOR—A Y —a > FIFR) &0
AH <A —1 3, Cisco Secure Desktop, SCEP 7' 1 & 72 & DILIEMERE 2 AL &
WET,

* [L2TP over IPsec] : —#D— % PC °E /A )L PC DA XV —T 4 7 T AT L TH
HEND VPN FA4T v bEFERA LTS Y E— F —H|d, L2TP over IPSec (Z
FoT, XTV I PRy V= BRATEXR 2T 4 T IATVART T A _—
NMEERY NI =7 ~OEF a7 R E ML T T, L2TP X, T —X D h 2 *x
Y ZIZPPPover UDP (ARK— K 1701) #MHLET, EX=2VT7 4 77734 T7 X
1%, IPsec 5 — FAICKRETHAILERH Y £9°,

« [Filter] : IPv4 £721X IPVv6 i CHAT A7 7 A av br—)L U R NEIRET DN, 7
N—T R =D EEREAT D20 E I DERELET, 74 VZITEEO L — D
MENTWET, ZNHDOL—LE, ASAZNLTCHEELIZ N RV T T—=% ry
NEFFR T OEST 500, FELT RV A, 58567 RV A, 7'a banzp Bl ksn
THRELET, 7ANMEBLON— IV EZRET HIZIE, [Manage] #7 U v 7 LET,

« [NACPolicy] : ZDOZN—7" RV v —IZ#HT L5y hV—2 T FIviararybu—
IWRY S —DL4HTIEEIRLET, 73 aONACKRY O —2F T N—F R > —|2E
WUTRZENTEET, T 74/ MAIK --None-- T,

* [Manage] : [Configure NAC Policy] # 4 7 0 7R v 7 AN ET, 1 2L ED NACKY
U—ZRET D &L [NAC Policy] BIHEDORID Ko v 7 &7 U R MZ, & L7z NAC &
U —ZNATart LTERENET,

* [AccessHours] : 2D —WIZHH SNOBEAFDOT 7 B ARHAR Y > —RH 255 13E D4
AIZRIRT D0, ETH LT 7B RFHARY O—Z1ER L ET, 7 7 4/ M [Inherit]
T9, F7z. [Inherit) F= v 7 Ry 7 A4 7 OEEDT 7 4 /L Mk [--Unrestricted--] C
7, [Manage] %2 U > 27 LC, [BrowseTimeRange]l| ¥ A 72 /Ry 7 A%&ET, 2D
AT TRy 7 AT, Ref#HEZ BN, e, EITHBRTE £,

« [Simultaneous Logins] : & D —HITH AT H R 7 A O KA ELET, T 7+
v MEIF3 T, R/AMEIZO T, ZORER T A UNEHCRY 2=V T 7 XA R
L\i—gﬂo

N

CB)  HREOMIRIES Y EEAN, EEORSEROTF T2 Y
F A OETFEIE, A7 4L AL RETBZNND Y
ij‘o
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s [Restrict Accessto VLAN] : (7> ar) [VLAN<=v B> 7] EHFEINET, O
TA=ZIZEY, ZOTN—T R —REHInbdty v a>DOHJ] VLAN A X —
T A AEELET, ASAIZ, 2O NAL—TNoDFTRTDO T 7 4 v 7 BHRESHE-
VLAN (Z#zt L E9, ZORMEEZHH L TVLAN 27 v—7 R o—2En4C, 77
TR ar b= EHFELET, ZORBREICEZEID Y THHEF, ACL #H LT
vy alrDONTI T4 I BT AN Y o TTHHEORBEHETT, Rrey Xyl
A M, 77 #/V ME (Unrestricted) DOftlZ, Z @ ASA TREINTW5 VLAN 7217
MFRENET,

N

GE)  ZOREIX. HTTP #5054 213 A 2 TT A, FTP B LU CIFS
Pt A cE £ A,

[Connection Profile (Tunnel Group) Lock] : & D/XT7 A —X i[5 &, BRI N8k
a7y AN (MR TN—") ZHEHTS VPN T 7B RAOREFFRIL, BlOHERE T 7
ANEHHT L7 7 B A% EHRECTEET, 7 7 /L FOMFAAEIL [None] T,

Maximum Connect Time : [Inherit] F = v 7 7R v 7 ANRA 7T > TWDHIGH, ZTD/37 A—
X TR — P HEG R & 0 AL TR E L £ 77

I TCHELLERRIZARIET 5 &, VAT AT E & T LET, R/MEX . RRME
1% 35791394 45 (4000 FEH8) T9, HIFR7: L OFEGEHREM 2 FF 7195 121X, [Unlimited] % 4
SCLET (TR

Idle Timeout : [Inherit] = v 7 R v 7 A& A 72 LI, ZO/NT A —2TT A KL
&AL CRE L £7,
ZOMBNZHER CHIET 77 4 €7 4 BRWIGA, Bhtldk T LET, R/ARERIX1 4.

HRIFRENE 10080 23 TH Y . F 7 /b ML 30 23 T, R 2 MEHIFRIC T 51213,
[Unlimited] 4 12 L £,

[Security Group Tag (SGT)] : Z D7 /)—7 KRV o —THfi§ 5 VPN = — | ZEID ¥ THh
% SGT & 7 D¥fEE ANT) L £ T,

[On smart card removal] : 5 7 4/ b D473 = - [Disconnect] Z iR L7=8A1%. REIC
SN A~— M= BRI ESND L, 7747 > M3 L Ol LE3, #Hio
M, Av—F W= RE2ara—FRjFT25 2L 22— FICERLRVEEIX, [Keep
the connection] #27 U » 27 LE7,

Aw— kK A— ROWYH LIZEHIT D EIL, RSA A~— b 71— R&fEH 7 % Microsoft
Windows T AHERE L £,

Maximum Connection Time Alert Interval : = —HI|Z A v —TV 2 FoRvd 5, REEGRRRIZ
9B E TR R,

[Inherit] F = v 7 7R v 7 A% F 7|2 LIcsf, [Default]) F = v 7 R > 7 XA A
W20 ET, ZHUTED, By ar 77— MERR 30 SICREINET, FLWEE
FBET 2% A01E, [Default] #4712, 1 ~3000kyary 77— illgaRTELE
R
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* Periodic Certificate Authentication Interval : FIFBAEZRFEN EHIAIIC T EIT I D F TOREH
fibw (RERIHAL)
[Inherit] F = v 7 7R v 7 ANF 7T > TV LG, B 72 A ERRGE D F T bR % 5%
ETEET, ®PHIT1~ 168 M T, T 7 /b MIEII /2> TWOET, EHIROMEEE
A9 B I1Z1E, [Unlimited] &4 12 LE T,

RETIL—T R O—DFRE. Y—/\EHk

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

[Group Policy] > [Servers] 7 « > K7 T, DNS #—,3 WINS %h— "I L ODNS A a—7 %7
ELET, DNSBIOWINS — NI 70 o px )b 7547k (IPsec, AnyConnect, SVC,
L2TP/IPsec) DA Siv, ARMRRICHE N S Ed, DHCP A =2 —71%, DHCP 7 KL A
B B THRRESNLTWDIEEIFERHSNLET,

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit] >
[Servers] Z R L £ 7,

DefaultGroupPolicy % gk L TV 2 R Y | [DNS Servers] @ [Inherit] = v 7R > 7 A% F 7
WLET,

[DNS Servers] 7 4 —/L KT, ZDO 7 N—7%HHT 5 DNSH— "D IPv4 7 R L A E 72X IPv6
T RUVAZBIMLES, 220 IPvd 7 L AL 25D IPv6 7 KL AZIEETE £,

BEEDODNS b —REBETIHE. VE— T2 E®X 74T ME, 2O7 41—/ RTHE
EINZIEFTDNS —_"&2HALEL Y ELET,

T T EEIE, ASDM DO Z DI NN—T K —EFHLTNWL7 74T hD
[Configuration] > [Remote Access VPN] > [DNS] ¥/ f & K7 TR E S 4172 DNS #% /& L W B S
£9

[WINS Servers] @ [Inherit] = v 7 Ry 7 A4 71 LET,

wins-server value {ip_address [ip_address] | none}

[WINS Servers] 7 4 —/L RiZ, 774~ U WINS — Lt &) WINS B —"DIPT KL
2R ANSILET, BRUICHRETAIP T RLART I A< WINS H— "D IP T KL ATT,
2%H (EE) OIPT RLRTEDIZY WINS B — "D IP 7 RL AT,

wins-server =~ R& AT 27N, BIFORENA— =T 4 FShEd, =& zid,
WINS H— 3 xxxx X E LT H WINS = Nyyyy ZRETH L, 2F DDA~ N
Lo TROIOBEN FFEE SN, yyyy BME—D WINS — 2720 9, F— "2 EHHTE
THHGEBREETT, REFHAOY— "% EFHEEXT L0 TIER<, WINS — 2804 51
I, Zoa~vr FEANTLHEEI, TRXTOWINS =D IPT RLAEZEDET,

&1

WOBIE, CLI T FirstGroup & W) ARTDO 7 N—7 KR 2 —|Z, IP 7 KL A% 10.10.10.15 &
10.10.10.30 T % WINS — " ZRET D HELZR L TWET,
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ATvT6
ATy 71

ATvT8
ATvT9

mas—7 Ky v— 7599 7oxs ||

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # wins-server value 10.10.10.15 10.10.10.30
hostname (config-group-policy) #

[More Options] 73— " FE K% 7 U v 7 LC, [More Options] = U 7 % J&&B L &7,

77 4V b KA A L} [Configuration] > [Remote Access VPN] > [DNS] 7 1 > KU THREI
TWRWIEAIL, [Default Domain] 7 4 —/V RTT 74 /L b RAAL VERETLHIHLENDH Y F
T, 72& 23X, examplecom EWVWV) RAAL L EE Ny T Lob RAL U EFERHLET,

[OK] %7 Vw27 LET,
[Applyl 27 U v 7 LET,

RETIN—TR)o—, TS50 Joxd

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit]
> [Advanced] > [Browser Proxy]

ZDHXAT TRy 7 AT, Microsoft Internet Explorer D% E & Fk 5720127 A4 T
YNNI v vadursnseEEERELET,

* [Proxy Server Policy] : 77 A4 7 > k PC @ Microsoft Internet Explorer 77 ¥ O ~7 a3+ 7
gvay (1 AYy ) ZRELET,
* [Do not modify client proxy settings] : Z D2 7 7 > k PC @ Internet Explorer ¢ HTTP
TIUY Tuky Y- "RWELEHELEEA,

* [Do not use proxy] : 7 74 7 > k PC @ Internet Explorer ® HTTP 7' & % VB EE T «
=7/ LET,

* [Select proxy server settings from the following] : BHRNZIZIG UC, [Auto detect proxy].
[Use proxy server settings given below], 33 & U [Use proxy auto configuration (PAC) given
below] DF = v 7Ry 7 A& F NI LET,

* [Auto-detect proxy] : 7 74 7 >k PC T, Internet Explorer ® H &) 7" 1 &% 2 H— ki
OFERZA R—T M LET,

* [Use proxy server settings specified below] : [Proxy Server Name or IP Address] 7 4 —/L N
TREINT-EEMEHAT 5 X 512, Internet Explorer ® HTTP 7' & & ¥ H— R EfE
ik iE LETS

* [Use proxy auto configuration (PAC) given below] : [Proxy Auto Configuration (PAC)] 77 4 —
WRTHRELLZ 7 A vE, BB 7 4 Fab—a V@Y —2 & UTHAT
DEITHRELET,

* [Proxy Server Settings] : Microsoft Internet Explorer % f# ] L "C, Microsoft 7 74 7> ~®D
2%y PN RT A= ERELET,

* [Server Addressand Port] : Z D27 A4 7~ PC Cii il 415, Microsoft Internet Explorer
P—="DIP T FLAEITAAT, BLOR—FERELET,
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* [Bypass Proxy Server for Local Addresses] : 7 7 7 &  PC T® Microsoft Internet Explorer
TR TaX a— ) S NAREMEERELET, [Yes] ZiERTLHEm—0
IV INAISAPA X =T T2 Y | [No] Zi#IRT DL m—T N NANANT 48 —7
TR ET

s [Exception List] : 72 %> $— 7 72 ZNLERIT D —SOA4HTE P T RLA
EBRRLET, 7aX v —REOT VA EITDRWT RLADY A R & A
JILET, ZDYU AR, [Internet Explorer ™ Proxy Settings] % A 7 2 77K v 7 AZH
% [Exceptions] U A MZHY L £,

* [Proxy Auto Configuration Settings] : PAC URL |XH#ji%E 7 7 A /L® URL Zf5E L £,
ZOZ 7 AL, 77 UFRT aF I AFREREE LG RRS N TWET, T rfy
HElz 7 4 F¥2b—3 3 (PAC) HREAZMEMNT 254G, VE—F =2—¥I&, Cisco
AnyConnect VPN 7 7 A 7> b &35 4L ERH D £,

2 DFy NU—ZBREN, Web 77 UV ERFEDFR Y NU—27 U Y —RTEHT D
HTTP 7u ¥ v 2 EHXR L TWET, HITP N7 7 4 v 7 B3 Fy hU—27 UV —R|ZEFET
EH5DF, TaX IR T TN ESN, FIA T MRHTTP b7 7 4 v 7 &7 0¥
NIN—F 4 T BT T, SSLVPN R /L2 kY HTTP 71 F 3 OEHEN
BHEZ D E9, BEXY NPT —JIZ RV T THEXTHERT TR IN, Ta—
RS REERURREE CTA ¥ — % MR I L&, =K =T 1 Xy hT—7
FIZH D EXITHER LD LIZRARDZZERH DD TT,

Flo, KRy NT—2 2HBEL DL RETIE, o7 h—NEEEL, —
BRI SN Ca— R Z DI S 7 v b — "2 R TE L LI ICTH 2 &N
WEZRBGERH Y T, pac 7 7 A NVEFEHTL L, BEHEFIIEZ OTaXonn
EO7aXxT a2 HNOTXTOIIA4 T harva—X EHTLINERETHHE—D
A VTN T ANVEERTEET,

WIZ, PAC 7 7 A VEMEHT HHZ N O2vr LET,

e — R RZ T DD AT aXR T ET U MMIERLET,

e —XDRA T FUARARF Y 2 —VIZRET BT, A EIIER NI S v

ERRTCHEALET,

e T4 IuaX U CTEERRELLELGAIEAT, FHTA NNy T v Fax

V= RERELET,

en—H YT Xy hETIZ, a—I S a—THIELIEWT e x A EELET,
TXAN T4 X EERALT, BODT 7P T unRvEElary 7 ¥l — g
(pac) 77 ANVEERTEET, pac 77 AV EIE, URLOI T 2TSE T,
TH1I2U EoTaXs b—R"EHET LR Y v 7 2 F T JavaScript 7 7 A /L CF, [PAC

URL] 7 4 —/V R&EMH LT, pac” 7 A VOBRSTTURLZFRELE T, 77 vHIiL, pac
Ty ANEFERL T o X RELHELET,

* Proxy Lockdown
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AnyConnect 7 514 7> DRI IL—T KR o— .

» [Allow Proxy Lockdown for Client System] : = O#§EEE A *— 7 /W29 5 &, AnyConnect
VPN & v a > @D, Microsoft Internet Explorer @ [Connections] % 7 23 FEFK/RIT72 Y
£9, F72. Windows 10 /S— 2 2 1703 (LIRF) TiE, ZOREZ AT D &
AnyConnect VPN &> ¥ a VO, BET 7V DV AT AT Xy X7 HIERRITHR
DET, ZOWELEZIZ L TH, Microsoft Internet Explorer @ [Connections] % 7 &
RET 7V DT X ZTORRIEDY FHA, TNEDXT DT 7 )V FRE
I, =YD L TR NUEREICN U TERREIIIEERITRY £7,

N

(G¥)  AnyConnect VPN v v a > O], RET 7V DY AT A Sk
v B T IEFRRITT HITIE. AnyConnect 73— 3 > 4.7.03052 LA
FEMR VIR T,

AnyConnect 7 54 7> FORETIL—T K1) o —

RETIL—TF R >—, F#ff. AnyConnect 7 541 7> b

* [Keep Installer on Client System] : U E— h 2> Ea—% ECKEMNRI T4 T hDA >
AR—EAHEIZLET, ZhEA F—TMCTHZ LI, 7747 FOBEBINA
TUA VA N—IRERENT 4 B—T WD ET, 7 T4 T M, BREOEROT=DIZ
VE—b arEa—HIlf VARV ENTEEROT, UE— b 2—FOBHGERERH 2
FAE S AVET,

* [Compression] : JEMEZAT D &, BRIESND T v FOVA AR T 5720, X2
TATTIAT AL TAT v MNHOBENRT +—~ AR ELET,

« [Datagram TLS] : Datagram Transport Layer Security (Z & ¥ . —#0> SSL $%#5¢ (2 BiE 9~ 2 7
fE L BB OREZ L, 7y MBIEOREBEZ TR T WY TAXA LT 7Y r—
arONTF—v o ARWELET,

* [Ignore Don't Defrag (DF) Bit] : Z O#RETIL, DF By R E SN TS /37 v b &8

N7 T 7 AT —vary LT, PRV EZBESED ZENTEES, AL LT,
TCPMSS R AT — g ANHEEITSE LRV Y b U —27 OY— N3 D72 &
B0 ET,

* [Client Bypass Protocol] : 7 74 7>k 7'v k3L NARSZEREEEH T 5 & ASA A
IPv6 77 4 v 7T ETHL TS E XD AnyConnect 7 7 A 72 MMZ L5 IPv4 b5
T4 OFEBFESR, IPVA N T 7 4 v 7P ETHMIL TS EEDIPVGe N T T 4 v
DEBFHELZRETHIENTEET,

AnyConnect 7 74 7 > M5 ASA IZ VPN 4§69 5 & 12, ASA L IPv4 & IPv6 D— 5 ¥
AT OT KU A%&EY Y CTEF, ASA A AnyConnect #5212 IPv4 7 R L 2 F 721X IPv6
T RUVARETEZEID Y CTgGAIl, ASANIPT RLAZEID Y TRhotety NU—7
NT 749720 T, 72747 72 halv XA RRCESTEDNTI T4 v T %
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. RNEBYIL—T R > —_ 540, AnyConnect ¥ 514 7> k

Roy 7SED0, X ASA ZNANRAL T TAT 2 b OB F{t L, ©FD
(707 7F% AR L LTOBREHATLNPEHETELLIICARYELL,

7ol 21X, 1Pv4 7 R L ZAD 7 AnyConnect #HEIZHI W M Thiv, = RKRA L MR T 27
VAR 7 STV DEETEL TN, @i/bf4/b#mm7kvx«@ﬂ
BERBIL X, 7T7AT 2 ML T 8 fa)UERERT 4 B—7 L OEATX, 1Pv6
KT 4w MRayPENETN, 7I7A4T7 2 8 XA RR T barng x—710
BV IPV6 N T 7 4w 77 TA T b7 VT TXARELTEREENET,
SSL ##5t Tlx72 < IPsec b RILVZFESL L CTWDEAIL. 7 T4 7 > FTIPv6 AN
2o TWNDNE I ASA I EINZ2NWTZD, ASAITFEIZIZ FA T h XA 32 T m
FaEREE T2 AT LET,

[FQDN of This Device] : Z DIFHIL. VPN & v a VOFFESL CHEA SN D ASAIP 7 K
VABIRRT B0, v NT—7 a—I v I D%R T IA4 T MaEREShET, =
DEEIL, éiéi&m7nh:wmz FUO—sMlou— 0 7 EYR—bT59 %
THEETT (P45 IPv6 2 Y) .

N

() AnyConnect 71 7 7 A /Wl D ASAFQDN ZfHL Cr—3
JHIZASAIP 7 RLAZEGT 52 LIETCEEFA, TR A
Na—RKRTv 7 v FUFDOIELWT A A (b RN
ENLEINTNDT NA R) L= L2WEAERH Y 7,

TRA ADFQDNMN Y T4 7 v MIEUE SN2 WGaE. 7 74 7 > ME, BRI b xu
WDHENLSNTWD IP T R A~DOF AR E S, 2D P 7u hai (IPvd b
IPv6) OFy N —7on—3 7% AR — T 5I121X, AnyConnectiX, k> R/LDF
FENLIZHE T2 ASA 7 RLAZRETE S L HI2, v—I U 7HIZT /31 A FQDN 04,
AR ZAT O MERH Y £, 7747 > M, IR Ic T2 7 7 A VITFET D
ASAFQDN Z Ml L %9, LIEDE v a U EEER Tld, M TREREA L2, ASA
ko TFvyvashik (7, V=7 R —TEHENKE L) T34 AFQDN
ZEH L E 9, FQDN 2R E STV RV A. ASA X, [Device Setup] > [Device
Name/Password and Domain Name] D% ENZE D H T /314 A FQDN ZHifs (8L 747
v MIEE) LET,

TRAAFQDN N ASAIZ L > TT v aIUTWRWES, 7747 M, 25 1P
Zu bhartory hI—7MOa—I U TRICVPN® Yy v a VEFY. TE ¥ A,

[MTU] : SSL ##i® MTU A XZFf#E L 9, 256 ~ 1410 /N1 hOFPATIEZ A L F
9, 7 74/ b TiL, IP/UDP/DTLS DA — "—~y 43272 L5 & B TR+ 14
A —T A AD MTUIZHEDSNT, BEIUIZ MTU B A ARG E T,

[Keepalive Messages] : [Interval] 7 ¢ —/L RIZ 15 075 600 £ TOHAEAITHZ LI

K0 BERRT A RIVORERIN T /3 A |2 iofﬁ@éhf%é%ﬁf%\% 7T IA
T Ay E—VOMREAR—TVEBIOREELT, Tunxy, 7747 U+r—, £iX
NAT 731 A% 38 LT Hefii A e FRICBRWZE FICT L2 enTEET, Fio, HREEH
B HZLizky, VE—bF 2—972 Microsoft Outlook <> Microsoft Internet Explorer 7
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REYIL—TF K1) >—. &40, AnyConnect ¥ 54 7> b+ .

EDOVry b _X=2ADT TV —a U EERICEITL TV RWNWEETH, 7747 |
DI & s 2 TN EBNRFEE N E T,

» [Optional Client Modules to Download] : # 7 > v — KK & EHET 5 72912, AnyConnect
2747 ME PR=F LTV OEERICKEREY 2 —AET % (ASAND) FU v
n—RTDEICHERLET, RO LI RLOBEEEL A X —T VT DEY 2 — /L DA
EIRETHMENH Y £7, AnyConnect 7 74 7 2 MIIE, ROEY 2— A RNEENT
WET (—HDOIEANA—=Y 3 TIEEY 2 — VORI £9)

» AnyConnect DART : T 7V a—F 1 7 {EHREZ M HIZ Cisco TAC IZIE[ETE B &
I, VAT AT DA v TV ay hBXOZOMOBEHEERNF v 7T ¥ &
. zip 7 7 ANVBRT AT by FITERESNET,

» AnyConnect % v kU —7 7 7 & A <3x—Y % : LIAilE Cisco Secure Services Client &
FRHENTWE LT, ZOEYa— I, ARETVA YLV ADWLEDOR Y MU —=7127
Y AT H72HD 021X (LA ¥ 2) LT /3A AFEE A TWET,

» AnyConnect SBL : Start Before Logon (SBL) TiX., Windows Du /A > XA 7w/
Ry 7 AINFRR IFLHHNT AnyConnect ZF4aT 5 Z 12KV =—H% ) Windows |2
04 T AHENC VPN 85 2 /L Ca— A > 7 FITmHIIc R L £,

.

AnyConnect Web ¥ % = U 5 ¢ & = —/L : LI ScanSafe Hostscan & FREN TV E
L7z, ZOFY 2—/LiE, AnyConnect |ZHA SN TWET, Fiz, Web X—T D
FESMLUT, RIS EREZ O TELLIICLET, 2O%, ERINTWHE
FalT 4RI —ITEDNT, ZIFANARER 2T Y EZFFAIL, BERH D =
YTUYRHRTERN AT UV E Fry T LET,

AnyConnect 7 L' A MY EV a—/ BEOH LA T Y OFETICEAT L ERE
CiscolronPort Web X =2 U7 4 77747 A (WSA) IZEELE9, WSA Tii.
TOF—=ZEFEHLT, URLDO T A NVEZ Y T b— a2 EwELET,

N

GE) TV ARNY EY2—/UE AnyConnect /N—3 3 > 4.0 TIEH AR —
FENEEA,

.

ASA TRAF ¥ & = —/ b : LLEIIZ Cisco Secure Desktop HostScan #§6E & FEIEA1L TV E
L7, ZORAF ¥ EY =2 —/Li AnyConnect ([ZHEE 4L, ZAUZ L Y AnyConnect
3. ASA ~D U E— | 77 B AEREMNLT DRNIRATF ¥ TEAA L SO VT
PUXNVENETE L LI £,

ISE RAF ¥ : OPSWAT V3 A 75 VAL TCHRAF Y Fov 7 2FETL, =
RARA L FOBEGHEEZFMGLET, 0%, = FARA VMR EAETHETEY b
J— 7 TIOERAERHBLEY, a—hL 2a—FOMERE®RIL LY TXFET,

AMP A X—7 7 : = RRA » Ml O®EZR~ AT = 7 il (AMP) ZE AT 2%
FELELTHASNET, N T =T LZARA FERTWE T =" b T RiRA
v hOH 7t FMZAMPforEndpoints ¥ 7 N =T &7 v v a L, BEFO—H N—
AIZAMP —E R %A VA M=V LET,
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. RNEBYIL—T R > —_ 540, AnyConnect ¥ 514 7> k

Xy RT—ZAMEMEE Y 2 —)b  Fx 0T 4 LY —E RO, B, a7 T4
TUA BIOEX2 U T oW LT, RENEEEOEITREN 2N ELSEF
T, NVM (v FU—Z0[filEEY 2 —L) 12, =0 RRA L FOTF LA R 2N
FLLT, 7ue—F—H LTV L EaT— 3 UEsyslogllitdkL, BT, 77
ANDGHTE UL 2 —T oA AQRPEITI a L7 X (— KX—F ¢ R F—)
b 7mr— Lba—Rezx/ AR—bFLET,

* Umbrella Roaming Security €~ = —/V : 77 7 772 VPN 2372 & X2 DNS LA ¥
X2V 7 4 &M LET, CiscoUmbrella Roaming & OpenDNS Umbrella — E 2 D
WK T DT A7 U Fira xR L Intelligent Proxy 38 K OVIP LA Vi
FHFREZ B0 L £ 7, Umbrella Security Roaming 7' 12 7 7 A /UL, *fInd D —E A
& AR 2 B T ST ok L L BRI LE T (2T oY
TANE YT EEORY v— )7 LR — b Active Directory i, 721k
ARHJ7RDNS LAY Ex=2VU7 1) ,

* [Always-On VPN] : AnyConnect $—E 2 7’11 7 7 A L DHEEEHE VPN 7 7 VR EET 4
=TT D h, £720F AnyConnect —E R 77 7 A VEREEFEATOILENDH D
MERELES, W VPNHEREIC XY, a2—FRarva—Zicunrsdr45L,
AnyConnect [T VPNt > & = &2 HEICHEY. LET, VPNEy v a L, 2—FRav
Ea—Znbu A 735 ETHER S ET, WENRERr kb Tbt v v a Uik
FFS 4L, AnyConnect 1%, H#IGRIE X2 VT 4 T 7 T4 7 A & QYR 72 8245¢ D PRt L
iz TERATL, VPN v a v EFHLET,

WK VPN IC L > T, BRERY O —Z2@H LT, ¥ X2V T A HBNOT A 2%k
HTEET, WREE VPN 2 LT, = RA&RA » F3MEB X Y NV —Z7 N TR
AW D TH AnyConnect X VPN v v a VBB L2 2 L AR TEET, 1 3 —7
MMZT D E, BRBMFELRWGEOR Yy MU — 7 R OEEFIEEZRET DAY —0
RESNET,

N

GE)  HEFEERE VPN 121X, AnyConnect T =7 EE U 7 ¢ e %V
A— k3% AnyConnect V U — AR METT,

[Client Profilesto Download] : 7B 7 7 A VT 7 4 Fab—a NI A—=ZD T )L—
7 CTHY ., AnyConnect 7 74 7 N CTVPN, Xv hT—2 T 7 EA<F—T %, Webt&
F2UT 4, ISERAF ¥, AMPA X —7 7, Xy FU—JAHIEEY 2—b BID
Umbrella Roaming Security &> = — /VOREIZEHA S E T, [Add]Z 27 U~ 7 LT [Select
AnyConnect Client Profiles] 7 -t & RV ZE#)§ 5 &, LUl 7 v—7 R Y —HI/ER S 1L
e 7 s ANVERETEET,
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AnyConnect ~57 4 v 7 <HTHRTYy k rorysiniE [

AnyConnect F 5 7 4 v IZHT HR Ty b bR VT DERE

27V v b b7, —E O AnyConnect r NU—27 N7 ¢ w7 % VPN k2 R/L
WCHBE L Gl sE (Efk) \ oxy U —2 FF 7 4 v 7% VPN kL RLOANTEHE
LET FERFEA b, 2FV [ U7 T2 FOAREE] ) |

ATy b bRV T ERETHIIE, ATV N bRV 7 R —%EkL, £
RV —lZ77tAarta—NVYRARNEREL, JV—7 K —IZA7Y v b b
RY—%BMLET, INV—T RV —%TTAT 2 MIEETDIERIC, 77472 MIA
TV R hoRV TR —OACLEFEHLTCEZICRY NI—2 T T 4 v 7 &ikET
HNERELET,

G¥)

ATV b bRV 7T X 2 U T A BRETIE R, VT T 0 v 7 EEERE T, %k@@
X2 VT4 2RTHICE, ATV v b PRV U T B F—=T NI LN & AR
7,

Windows 27 74 7 > b Tld, BAHNZ ASANEDT 74 T U 4 —/b b—/Li3aHfi S4u, Ri2”
TAT Y DT 7 AT V4=V L= ARHESIET, MacOSX TlE, 7 74T FDT7 7
AT T4 =N V= EBILRT 4 V& L— VIS EE A, Linux & A7 A AnyConnect
/N—37 =3 3.1.05149 LIFETlX, circumvent-host-filtering &\ 9 A RIID B A X KgtEs 7 v—7
T 77 AMIEMLTtue ITHRETDHZET, 7 I7AT U MDOT 7 AT U4 —/L )Lb—)LE

FO7 4 & — %5 5 X 912 AnyConnect 3 E TE £7,

TR YA NEERTDHEE
T EAarybur—L YA RMIUIIPVMBIOIPV6 i TDOT RL AZfFETEE7,
AEUYEACL 2T 25 L, 1 OOT7 RLRAEZITIR Yy NU—Z OB MERA S ET,

HERACLEZEH T2 L, V—ARXy NU—INAT ) o b hoxX VT 32y NU—7IC
R0ET, ZOWA, Ry N7 IXEHINET,

cany DEESINTZT 7R U A L, splitinclude & 7213 split exclude 73 0.0.0.0/0.0.0.0 % 7=
O ICRESNTET 7ERAVARNME, 7747 MIEEENEFA, TXITDORT
T4y ENCFIVRBETEET HICIE, A7 Y v b F RO Policy (2% L C Tunnel
All Networks Z38R L £7,

e 7 K1 20.0.0.0/255.255.255.255 £ 7-1% /128 1%, 27U v ~ b xR Y 2 —2 Exclude
Network List Below D AICDHT T4 T > MIEEENET, ZOREIE. bR b
G740 INa—HN YT Ry NETRWIEET TA T M@ LET,

« AnyConnect Tli, A7 U > h bRV T R —THREINZTRTOYA b, BX
RASAICE > TEIV LB TOENTZIPT RLALEFRLY T Xy MNIZHDTRTOH A RiT
N7 74w BNEINET, e, ASAICL»TEY L TOHNIZIP T RL AN
10.1.1.1, =~ A7 73255.0.0.0 DA, = RRA L N TAALAE, A7 Yy b horxrl v
7 RY —ZBfRAR <, 10.0.0.08 5 T LT XTOIN I T 4 v 7 2 ELET, D
2, B MUTENTEIPT RLADR, HlfFEnsdo—hL 7Ry NEEUICERT S
kolz, Xy h~RA 7 ZHERALET,
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B anvcomnect b5 70 v s izHTERTU Y b Fury LT ORE

ATy T

ATvT2

ATvT3
ATvT4

ATy TH

ATvT6

1R BHEIIZ
<MWY/ ACE TT 72 URANEERTALERH Y F7,

e A7 Y b RNV ARY =% 1Pvd Xy T =7 & IPv6 * v T —27 FIZ/ER LT
A, HELERXy hU—7 URAMNREHFOTa ha v TlHINET, 207D,

Fw hU—27 UZ NI, IPABLXRIPV6 DM GO NTF7 7 4w 7 DT 78 A 3 ha—
N hY (ACE) REENTWVIMENRSHY 79, 25D ACL Z/ERK L TV 7R
AlE. —EEER 7 s Xal—Tary A REBBLTLLFE I,

WOTFNETIE, 74—V ROBEIZ [Inherit] F— v 7 R > 7 ZARHHTXTOS — AT, [Inherit]
Fzv IRy I ART L DEFEDEE, BELTWAINA—T R —F, £DO7 44—/ R
ONTC, T74N D IN—TRY) = ERIUEEENT 22 L 28%R L EJ, [Inherit] F = v
IRy I AEFTICTDHE, FTA—F R —IZEHAEOH LWVEEZEETE £7,

FIE

ASDM % il L C ASA 2862 L. [Configuration] > [Remote Access VPN] > [Network (Client)
Access] > [Group Policies] (258 L 97,

[AdA|Z 27V v 7 LTHLWI A=K o—%2BINT 250, BEGFEOITNV—T KR o —&R
LC[Edit] #27 Vv 27 LET,

[Advanced] > [Split Tunneling] % %R L £,

[DNS Names] 7 « —/L KiZ, b >3/ %4 LT AnyConnect TR 5D RAA A& AL ZE
To TNHOLARNX, 774 =K Xy hU—27 EOKRA MIxELET, split-include k>
FV U TRHFEESNTODEAIF, HBESNIEDNS — 3%y hU—27 UX MIEENT
WHMEIMRH D £, 74—V RIZIL, BREM AL 4, IPvdT KL A £ 1Pv6 7
RLAZ AN TEET,

ATV b NoR Y U T %RT 4 B—TMIT HITIE, [Yes] 7 U w7 LT [Send All DNS
Lookups Through Tunnel] & A *—7 /W LET, ZOA T v a &%k ETHE DNS 77 1>
NPT T HI/NT, 2 VT TXARNCTEEEND N T T 4 v B EESNE T, DNS
R T B & T R RAIIRIMRIROF F5% 0 £7°, AnyConnect 7 7 A 7> hiE, VPN 4t
DT FUAZERRLEL S L1 LERA,

ATy b bRV T A 2—=TMITDHITIE, [No] ZBIRLET (T 740 8) ., 20O
BETIE. V94T MIATFY v b o RARY O —IZit>T 2% L TDNS 7 =
VaEFELET

A7 Y v b bRV o7 HFETDHITIL, [Inherit] F=v 7Ry 7 A%+ 7ICLT, A7V v
M RV 7 R —%RIR L ET, [Inherit] F= v 7Ry 7 AeA 72 LWES, 7
N—T" R —Tlx, T 74NV DT )N—7 KU 2 — DAtGrpPolicy TEFXSNTZAT U v k
MRV TEREMERSNET, 77408 IN—T RV —DAF Y v b borxr) s
RN —OF 7 %V MEXEIL [Tunnel All Networks] T,

ATy N hoR Y TR —%EFRT DI, Ka v 7 X0 [Policy] $ X ONIPv6 Policy]
MHEIR L F T, [Policy] 7 4 —/V RTlE, IPvAXy NT—2 T 7 4w T DATY vk b
XV TR —EEHZRLET, [IPv6Policy] 7 4 —/V KTl IPV6 % hU—2 T 7 4 v
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AnyConnect ~57 4 v 7 <HTHRTYy k rorysiniE [

TDATV v b bR U7 R —%BIRLET, T LIEEVLDSMNE, b7 40—
)V RO BERXE LTI,

[Inherit] F= > 7 RNy 7 A% A7 LIEGEIE, ROWTADLDORY — 37 a U E@RT
%i‘d—o

* [Exclude Network ListBelow] : 7 UV 7 7% A N CEEFESND N T 7 4 v 7 Osdery T —
JDYVARNEERLET, ZOWREIE, HENXR Y FT =212 bR a2 ST LT L 722
O, B—HN Xy NT—=F EDTNRA R (FY o 2RE) T 7 8ATLHVE— b 22—
FIZL o THEILHE T,

* [Tunnel Network List Below] : [Network List] THEE S 72y R —Z DT XTO K Z
TA4wIB IR TENET, A7 NV—R Xy 8NT—7 UARMNDOT RLA~D
N7 Z74 v 7R bR U 7INET, TOMTITOT RLRIKTHT7—2I1%, 7V
TT7TXRAPTEESN, VE—h2—POA L F =Ry PP —ERX TS F =L
Th—T 4T INET,

ASAQ1A LD NN~ g Tk, A VI NA0—FR VR MERETHEXIT, A 70— FK
FHANOY 7Ry MZZZ A7 V— K VA MBIRETEET, INbORSESNTYT
Iy MIborRxV o T7ENT, AN —RIUARDEDDOFRY hT—TIT o) 7
SNET, 4V7w~F)xL@#ﬁ%/hfi&mzyx&w~yay)z NaES

cNO—20%, 7947 FTEMRINET, Linuxk DS, Y731y FORANAE S HR— b
THIIE, TN—T R —IZ ﬁx§AEﬁ%@mTéb%ﬂ%Di¢o

Wiz~ LET,

Configuration > Remote Access VPN > Network (Client) Access > Advanced > ACL Manager

@fEditﬁDeletﬂf +|$B=®R-|qFrnd

# Enabled Source User Security Group Destination Security Group Service  Action
D TunnelExdude
i1 [ =B 10.10.10.0/24 @ any z-ip € Deny

313023

(B [Fooom | | Caw | e | ]

(G¥)  Split-Include v NV —27BNa—I/L %7 %y hOEE—E (192.168.1.0/24 72
E) OBFE, WMETHT 74 w7 E b 7 ENTWET, Split-Include
Fy RU—rma—hL 7%y hORA——t v kb (192.168.0.0/16 72 &) @
BE, T Ah T 74 v 201F, a—hAr VT xRy bEBRE, PRIV UTER
TWET, B—=ANV T TRy b 8T 74097 Morr ) 735103, —8T
% Split-Include %~ h V7 —2 (192.168.1.0/24 35 L T 192.168.0.0/16 D )7 %
Split-Include 1 v NV —2 & L THRE) ZBINTHHERH Y 7,

Split-Include > b 7 —27 23 #&%h (0.0.0.0/0.0.0.0 72 &) DFAH, A7V v b b
XV TET4e—=T MRV ET (TRTDOITF T4 v IR R 7 ER
ESs DS

* [Tunnel AllNetworks] : ZDORY > —iX, TXTDO T T 4w 7B R 7 ENDH LD
WCHRELET, ZORETIE, FEMICATY v b b o Z3mshic/ian 94, U
ET— b 2—WFIIEELXY VT—TERBELTA X —Fy NITZ7®ALETH, a—%F
NV Fy NU—=JIZZT 78 ATEEHA, TNUBT 74V OET v 3 TT,
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B 553092709k bty ronE

ATwFT [Network List] 7 4 —/V RC, A7 Uy N ho RV T RV —%flT567278A a2 b
72—/ U A NEEIRLEJ[Inherit]) F= v 7Ry 7 ANRA L OE, FAV—7 K1) —37
TANE TN—T R —THEINTWA Ry hT—7 VA EFEHLET,
[Manage] 2~ > RAR ¥ &3 L C[ACLManager| ¥ 4 7 R /R v 7 A& ET, ZOKR v
AT, Ry NU—27 VA RNELTHEHTST7 782 a2 ba— L VR RNERETEET,
Py T =2 U R MEAERE IIRET 2 TEOFEMIC O WX, —BRBER =2 7 4 ¥ =
L—yar A REZRLTIESN,

WEEACL U A MIZIXIPvA 7 RL AL IPv6 7 RLADB aEd b Z LN TE F4,

AT 78 [Intercept DHCP Configuration Message from Microsoft Clients] i% DHCP f{1T32{5 (2 [E A DB H1/X
T A =2 %R LET, DHCPRIT/EI1Z L - T, MicrosoftXP 7 7 A 7 b iASA TAT Y >
b RoRV T ERMEHTEDLEOITRDET,
* [Intercept] : DHCPRATZAZE ZFF v 200 & 9 AR E L £7, [Inherit] Z &R L7255
T 7 # )V REREIX [No] T,

* [Subnet Mask] : fEFHT 57y b v A7 Z#IRL £,

ATYvT9 [OK]Z27 V7 LET,

BAFI Y RT)y bk bRV TDEERTE
HAF w7 A7 o b oD 7T, MRV DRENLHIZ, DNS KA A I HES0n
TEHIZAT Y o RV MR D T HRATHOZENRNTEET, AT I ATV v b b
XV T HRRETHINE, W AXLEMEEERL, Z0—7 R —|EMLET,

1R HHEIIZ

ZOMREZ T 521X, AnyConnect U U — 2 4.5 (F/-13FLIKE) NS T, FEMIZS
WTIE,  [About Dynamic Split Tunneling] ZZ L T 7230,

FIE

AT 71 [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [AnyConnect
Custom Attributes] [ 2 28 L £ 7,

ATV 702 [Add] U Uwo L. dynamic-split-exclude-domains %E‘I{:’E?/l} 7 L/Tj\jj L. %ﬁ% %Ajj
LET,

AT T3 ZoH LWEEEZZ Y v LTHEA LS, UL B2 8H 5 [AnyConnect custom attribute
names] Y7 &7 U v/ LET,

ATY T8 VPN b RN OD T TAT 2 M KDT 7B ANRERE 7 T 0 F/Web ¥— B ZIZD
W, RS T D AZ NEMEAZBINLET, =& 21X, Google Web #— B 22475 DNS
RAALL2DY A KE LT, Google domains 38/ L %9, [AnyConnect Custom Attribute Names)]
B[ D [Value] #553 T. W~ LFTRAAL U E2RGID I o~ K0 E (CSV) HRAa M L

7 VPN B
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ATy TH

ATvT6

g4+295 270y kst vty vronE [

TINHD RAAL U HEFRLET, AnyConnect |, KU1V CFEFRVTHRAID 5000 3CF-D H
ZEELET (KI300EDEFE DY A XD RKAL 4) , ZORIREZHEZ D FAA AT
ShET,

HAZ LBV 421 SCELNTRITER Y S8 A, RERMENPATIEND L. ASDM 1T 421
LT ERETHEBOMEICHEISNE T, FEOREY A 7 LEARIOT X TOLRIL, HE
MWITAT L MIT v vad3NDEEITASAILL» S NET,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] % 2 L |
TAF Iy A7y Mg o TR ERED 7 N—T WY =TI L7,
FLWI V=T RY —5AERT 50 [Bdit)&% 7 U v 7 LCBAFO I N—T R o — % F 8
THZLMTEET,

RDBERY

ATV "G N RV I NBRESNTWDIGAE, AT v 7 A7V v MRSME, AT
Uy hagETrty hT—ZIZDNSIBEIP 7 RL AN 1 DL FEENLHEAEDH, FITE8NE
T DNSIGEIP 7 RLAERT Yy haBiery NT—7 OWVTNIOMIZE -T2 ERY
DR WNGE, TXTODNSIGEIP T RLARIL—HTDH NI 74 v 7 ET T R I h
LRSI TWDTD, XA FIv 7 A7 Y v MR DOFEITIFAETT,

BAFTIVY RT)y RBEN O DT DEERTE

ASDM ZH L TH A F v 7 27U » bSO b o U 7 2 FHICT HIIE, ROBETF
IHZEATLES, FAT Iy ATV b RAAL LA T = RAAL DO ITHE
BINTWDIEEIEL., RAAL LD —BUZLDIERI AT I v 7 A7V "ERA R x) 7
DHEINC/2 0 F£3, =& 21F, BFHE X example.com ~D k7 7 1 v 7 % www.example.com 2L
AET RTERINT D L ICRETEET, Examplecom AT I v 7 A7V v MR AA
Y THY . wwwexamplecom (XA T I v ATV b AT )— K RAAL L TT,

GE)

AT Iy A7y s bR U U 72T 5121, AnyConnect U U — 2 4.5 (LARF)

DEETT, F£72, AnyConnect U U —RZ 4.6 (LIFF) T, WiHFD RAAL UBHESNTWDHE
BOERLAF I v 7 ATV M A I N—RERT Y v NRIOTZDOEENMZ B E
L7ze XA F v 7 A7 Y v FERAMZ tunnel-all 5% 7€, split-exclude % &, 35 & O split-include

REICHEA SNET,

1R8O HHIIZ

AnyConnect DEAFIZONWTIX, XA FIv 7 X7y b bV 7] OEESRLTL
7ZEW,

—ferarz N EE I}
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B srzvs2700rqvon—F ruruvsonE

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [AnyConnect
Custom Attributes] [E i % 2 L £,

[Add] /A I/ N dynamic-split-exclude-domains ZEMES A 7 L TAT L. #HE AN
LET,

ZOFLWEMNE 7Y v 7 LT LS, Ul EE FEIZ& 5 [AnyConnect custom attribute
names] V> 7 %7 U v 7 LET,

VPN R AR DT T AT 2 MK DT 78 ABRRKERES T T 7 F/Web h—E 2|25
WT, ST 20 A% Mg Z BN L ET, =& 21E. Google Web — " A IZ(9 % DNS
RAAL DY A KE LT, Google domains 1B/ L £9, [AnyConnect Custom Attribute Names)]
([ O [Value] #5y CT. > =LTTRAL 2 XKEI5 0 o~ XYV fE (CSV) B ZEM L
TINHDORAAL U HEFKRLET, AnyConnect 1%, KXYV SCF 4 FRUVTHRAID 5000 L7 D I
BB LET (KI300HDOEFE DY A XD FAL 4) , ZORIREBZD KA A 2T HE
SNET,

HAF LEMET 421 STFELNTRITER Y %A, RERMENPATEND L. ASDM 1T 421
XFE ERETHEEOMICHEIESNET, FFEORMEY A 7 EA4RIOTXTOLARINL, FIE
MITGAT U M T v vraZNDHEXITASA Ik CHEESNET,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] 2 L |
TAF w7 A7V Mg oY T REERED 7 NV—T R =TI £,
HLWTIL—TF RY =2 BT 50, [Edit)| 227 U v 27 LTEEFED I N—T R o —%EH
THIENTEET,

MO A == —"T, [Advanced] > [AnyConnect Client] > [Custom Attributes] %7 U v 7 L, K
0y TETUNDEMES A T BRI E T,

BAFIVORTYY R AVIIL—FK bR VT DETE

\}

ASDMZHLTCH AT I v 7 ATV b A 70— K o U 7 EFNTTHITIE, R
DREFIBEFATLET, ¥4 T Iv 7 ATV MR RALS A I N— R RAL D
MANERSILVTVDEEIE., FAAL L AO—BUZRDIREA AT I v ATV b A7
=R bV TREMRY £3, =& 2L, BEE T domaincom ~D NTF T 4 v 7 &
www.domain.com UISMITRTEEND L OICHKETE E T, Domain.com 1 IFAFI v 7 A
TV b A INV—FK KAAL L THY ., wwwdomaincom (IZ AT w7 A7V v "ok R 2
4T,

GE)

AnyConnect UV UV —2 4.6 (LAF%) BdHY, ¥4 FI v 7 ATV b AT 0—FK bl yv
TEERTHMENRHY £9, E7-. AnyConnect U U —2 4.6 (LAKE) T, WD RKAAL N
RESNTWDAEEDIESY AT Iy ATV N AT N—RERT U » MRADTZHD
EENMAGNE LI, ¥A4FTIv 7 A7 Y v kA 70— R split-include 5% & (2 D ik
EhET,
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ATy T
ATy T2
ATvT3

ATy T4

ATy TH

ATvT6

ATy T17

EEVPN b RILDEETE .

1R BHHIIZ

AnyConnect DELEIZONWTIE, XA FI v 7 A7V b bRV 7] OEESRLTL
TEEW,

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [AnyConnect
Custom Attributes] Hifm 2 2 L £7,

[Add] 27 v 7 L. E‘l‘i&% 7L LT dynamic-split-include-domains EAN L. ?}EE»EJ = N
L/i‘é—(:)

ZOFLWEMNE 7Y v 7 LTHEH LS, Ul EE EEIZ& 5 [AnyConnect custom attribute
names] V7 &7 U v 7 LET,

VPN R RSB DT T4 T 2 MIKDT 78 ABRRKERS T T 7 F/Web h—E Z(Z5D
WT, ST 20 A% Mg Z BN LET, =& 21 Google Web H— " A 1Z(9 % DNS
RAA DY AR E LT, Google domains % 3iB8/J1 L £ 9, [AnyConnect Custom Attribute Names]
B[ D [Value] 0 C, Do ~LFTRAAL LV ERXYIL D ~XGI0E (CSV) BXE/HAL
TINHDORAAL U HEFKRLET, AnyConnect I%, KXYV SCF 4 FRVTHRAID 5000 3LF D I
ZERELET (KIB00EDEHE DY A XD RNAAL 4) , ZORIREEZ D FAA A ITHER
SNET,

HAZ LEMET 421 SCFELNTRITNER Y A, REREPATEND L. ASDM 1T 421
T LR ETHEBOEICOE S NE T, FFEDORERMEY A 7 EAFIOT X TOLARNL, &IE
MITGAT U NI T a3 NDHEXITASA Ik CHEEINET,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] %= % L
T AT Iv I ATV b A I N—F bR Y TR ERED 7 V—T7 R v —IT8
mLE4,

LW IL—TF RY =2 BT 52, [Edit)| 227 U v 7 LTEEFED I NV—T R o —%EH
THZENTEET,

MO A == —"T, [Advanced] > [AnyConnect Client] > [Custom Attributes] %7 U v 7 L, K
Ry AT UGBS A TR L ET,

EIEVPN F U RILDEETE

BHLVPN b U2k, = Fa—PIC k> CVPNEERAHEN. SND L &2 TR, 7
TAT Y N VAT LAOERNBAD =N Y N U —7 OEEFHDHESINET, 47 4 A
Fw MU =72 VPN 240 L Ca—PREBITHERE L7731 20Tk LTI, o
F T4 ADT RARA Y N TNy FEREITH) ZENTEET, ZOMBEEICIX, x> K
U— 7 ORG A NE LT AT KRR hOSul A 27 ) FMIHTHA) vy hbdHY £
7

—ferarz N EE I}
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B 5o+ rorsesr— 132100 Link 0RE

ATy

ATy T2

ATvT3

ATy T4

ATy Th

BEVPN ho 3=y R a—HFICx LRl THL7-0, 2—HF 77V r—v g 02k -
TRWBENTERrYy NT—7 "I T7 4971357 740 b TEEZZITEEAN, (KD ICEHR
VPN b > RO HRE S VE T,

0 A UPNEETH D Ea—FhoHESINTZSHE, B bR BEYNIERE STV RN
FREMENH Y FF, BIMOEME, FEEHM:, FIR, BIOEEVPN bRV D T TV a—
T4 7OV TIE, [ Cisco AnyConnect Secure Mobility Client Administration Guide] % i L
TLIEEW,

4O HREIIC
AnyConnect U UV —2 4.7 (E7IXENLIE) DL E

FIE

kRN T N—F OFBFESHEIZ. [Configuration] > [Remote Access] > [Network (Client) Access]
> [AnyConnect Connection Proﬁles] > |[Add/Edit] (258 L, [Authentication] @ F @ [Method] N
0y FHT Y A= a—BIEIR LT [certificate only] & L CRET HAMENH Y £7,
Wiz, R Y 4> KT, [Advanced] > [Group Alias/Group URL] Z &R L, HEH VPN ' 7 7
AIVTHRET 57 V—7 URL 2B L £,
DRV TN—=TDIN—T R =i, bRV TA—FTREISNTZT KA
TNV EHEAT 5T XTCOIP 7r haixd LTAZ V7 MG PR U TRRES T
WAHYENH Y F£3, [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Edit]
> [Advanced] > [Split Tunneling] 7> [Tunnel Network List Below] Z 88K L £ 97,
(FA7vay) a—FRRELIZRy N —ZBEICHELR2NEOIC (FE VPN hrrxr
TERTHHI20) ATV MAE R RV VT ORENT 7 4V FTRETT, ZOBE
BA—N—TF 4 FTHITF, BN RV TERA SN TS IV —T R =T AH A
BMEEZRE LET : AnyConnect 77 A ¥ LJEME (126 <—)
MG OIP 71 ha/ktd s ko px Z—7TT RLRA T — U PRERE S IV TR WS,
7' )V—"7" 7R Y 2»—"C [Client Bypass Protocol] %1 £ —7/LIZ L, 7 KL A 7 — /LD P 7
2 hanE—%75877 4y PEHRVPN XL THEBTSNRWE S IZT 20N H Y
£
IaT s ANEER L, TR T 7 A NVOBEHOER VPN kLA @I L E 7 : AnyConnect
24T NIRRTy ANVORE (107 5—)

I3y FOBRNEHSER— T 5=6HD Linux DERTE

A7V~ bRV TR [TunnelNetworkListBelow] R E LA, Linux TIEY 71y
DB A Y AR — N T 5 72 DITEBMORRE N LB/ Y £, circumvent-host-filtering & VY 9
DT AL DEPEEAFRR L Crue ICRE L, A7 U v b b U7 HICRESNIZ 7 LV—

TR I BEA T 2B H Y £,

7 VPN B
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| —meears veN s

ATy
ATy T2
ATFvT3

ATvT4

RNERS IL—F K1) & —. AnyConnect 7 54 7 > FEM .

FIE

ASDM |Z#2%¢ L. [Configuration] > [Remote Access VPN] > [Network (Client) Access] >
[Advanced] > [AnyConnect Custom Attributes] |28 L ¥ 7,

[Add] 27 V >~ 7 L. circumvent-host-filtering &\ 5 £ IO A ¥ AJ@MHEEER L T, £ DfE
% true IZEXE L E T,

IIAT U N 77 AT 04— U THERTEDZV—T R > —%#HE L, [Advanced]>
[AnyConnect Client] > [Custom Attributes] (28 L 7,

YER% U725 A & L@ circumvent-host-filtering 2 2 7'V » b b3 U U ZIHHT 5 70—
7RV —IEML £,

RE S IL—F K1) —_ AnyConnect 7 54 7> @M

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit] >
[Advanced] > [AnyConnect Client] {213, Z D7 /V—7" /K U I — Ci&E AlHE72 AnyConnect 7 7 A
TV NDOREENFTRENET,

* [Keep Installer on Client System] : U E— bk 2 Ea—& ETKEENRTZ FAT 2 DA v

A R—=)VEAREICLET, ZNEAX—TNMCTHZEICEY, 7947 boHEIRR
T oA A NIRRT 4 E—T IR0 ET, VT4 T 2 NI, BEOERO DI
VEe—h arbEa—FIIAf AN AINTEEROT, UVE— b 2—FOEHGIRHN
A S VET,

N

(G£)  [Keep Installer on Client System] /%, AnyConnect 7 7 A 7 > kD
N=Va 25 UBETYAR—FShThEREA,

* [Datagram Transport Layer Security (DTLS)] : —iB¢ SSL ##5¢(Z B3~ 2 2 4E & kg o [

BMERREL, N7y MEBIEORELZZ TR0 T WITNVNEA LT T r—a R 7 4 —
v AERELET,

+ [DTLS Compression] : DTLS (28} 2 LM &2 HE L ET,
* [SSL Compression] : SSL/TLS |28} B EMiZ2RE L £9°,

* [Ignore Don't Defrag (DF) Bit] : = OAEFE TIX, DF B v hARE SN TV 5287 » h Z il

BN 77 AT —a LT, bR r@BBsSErZEnTcEET, HHAME LT,
TCPMSS X T — g VCHEYNTSE LWy N —7 OY— NIk A Ff R Y
NHY F9,

* [Client Bypass Protocol] : 7 7 A4 7>k 7’2 f )L XA /NATIEL, ASADIPV6 hT 7 1 v

JIEFETFH LTS & XD AnyConnect 7 74 7 2 MZ XD IPvd b T 7 4 v 7 OEFEBL
EC, IPVA b T 7 4w 7R THILTWAEEDIPV6 N T 7 4 v 7 OEFIEERTE
L/\i—gﬂo

—ferarz N EE I}
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. RNERS IL—F K1) & —. AnyConnect 7 54 7 > FEME

AnyConnect 7 74 7 > M5 ASA IZ VPN #2935 & 12, ASA L IPv4 & IPv6 D— 5 ¥
W FOT RUVAZE DY TEST, 77472 b 382 71 ha/LTik, ASA NN IP
T RUVAZEIN YU Thhole b7 7 4 v & Ry 7T 50, 1L ASA /3 RA L
TIITAT VLol L, 20 [ZUT7FF%A N L LTCOEBEEHTT D0
ERELET,

7o & 21X, IPv4 7 R L AD I AnyConnect #EHEIZEI D M THAL, =0 KRS MR T 27T
VAL T ENTNHEBRELTLEEY, 2Oy RiRAV R IPV6 7 R L A~DE|
FEERAIZLEEIZ, 774 T2 bXARR T 0 b aVBEENT 4 B—T7 VO%GAIL, IPv6
R T 4y I NRER Yy TERNETR, 2 T4 T2 b AL R T haAR, x—T LD
BEZIPV6 N T 7 4 w20 TAT 7 VT THRARE LTEEESNET,

[FQDN of This Device] : Z DIF#HIL. VPN & v a VOGS CHEA SN D ASAIP 7 K
VAERRT B0, Xy NT—7 B—I LT D% T 747 MERShET, 2
DOFEIL, SESERIP TR baroxy NI—on—I 7% R— 595 %
THEETT (P45 IPv6 2 Y) .

N

(G¥)  AnyConnect 712 7 7 A /WiZd % ASAFQDN Z L Cr—=3 v
JHICASAIP 7 RLAZEAT 5 - Lid TxEHA, 7 RL X
MWa—RAF2v 7 ) FADELWTF AL R (bR
SN TNET AL R) E—BLARVSEARH Y 7,

TRA ADFQDNMN Y T4 7 v MIEUE SN2 WGaE. 7 74 7 > ME, BRI b xu
DL SIVTWD IP T RUASNOFEERZAALEST, BRDHIP 72 haL (IPvd b
IPv6) DXy FU—2Oor—I 7 %% R— 35120, AnyConnect (X, kRO
WENLIZHER T2 ASA 7 RLAZIRETE DX 912, v— 71277314 A FQDN O4
BRI AT 5 BN D D £F, 7 T4 7> ME, PR TIC T 87 7 4 MCHHET
ASAFQDN ZfE M LE7, LED® v a CEEEG TR, HEHTTREREAITHIZ, ASA
WCEo Ty vad&niz (£, FA—7RKY U —TEHENHKE L) T /31 AFQDN
ZEH L E 9, FQDN 2R E STV RV A. ASA X, [Device Setup] > [Device
Name/Password and Domain Name] D% ENZE D H T /314 A FQDN ZHifs (8L 747
v MIEE) LET,

TRAAFQDN N ASAIZ L > TT v aIUTWRWES, 7747 M, 25 1P
Zu bhartory hI—7MOa—I U TRICVPN® Yy v a VEFY. TE ¥ A,

[MTU] : SSL ##t?D MTU A X & F#E L £5, 256 ~ 1410 /N1 N OFFHTIEEZ AT LE
9, T 74 /v b TiL, IP/UDP/DTLS DA —/3—~v R3%EZE LGl &, B CHAT LA
A —T A AD MTUIZHEDNT, BEIUIZ MTU B A ARG E T,

[Keepalive Messages] : [Interval] 7 « —/L RIZ 15 #2025 600 FoF TOEAE AT T5 2 &2
L0 BENT A RIVOREMNT A AL 5 THIR SN TV DHATH, =TT 74
T A=V OMREAR—TVEBIOREELT, Xy, 7747 U+r—, £iX
NAT 731 A% 38 LT Hefii A e FRICBRWZE FICT L2 enTEET, Fio, HREEH
B HZLizky, VE—bF 2—972 Microsoft Outlook <> Microsoft Internet Explorer 7

7 VPN B



| —#egzs veN
RNERS IL—F K1) & —. AnyConnect 7 54 7 > FEME .

EDOVry b _X=2ADT TV —a U EERICEITL TV RWNWEETH, 7747 |
DI & s 2 TN EBNRFEE N E T,

» [Optional Client Modules to Download] : # 7 > v — KK & EHET 5 72912, AnyConnect
I I7AT v ME PAR—= ML TWABEREICKNEREY 2 —LTI21T % (ASADD) XU v
H— RTLH5RIICERLET, KD X D RMOMREE A R—7 /WZT DEY 2 — /L OAHI
ZHRETDHDMENDH Y £9, AnyConnect 7 74 72 FD/N— 3 40121, IROFY =2 —
AWEENTHWET (IERX—=Ta U TIEEY 2 —LOERD e £T) |

+ AnyConnect DART : T 7V 2 —7 4 » ZIEHZ B HIC Cisco TAC IZXE TE % &
NI, VAT L v T DAFy TV ay MBIOZOMOZWIEREF ¥ 7 F ¥ S
M zip 77 A NPT AT by TIER S E T,

s AnyConnect * > N U —27 7 7R <x— % : LLAIE Cisco Secure Services Client &
FEENTWE L, ZOEVa—/E, AREVA T LVADEE DRy NU =227
7R AT DD 802.1X (LA T 2) LTS ABIEE( A TVET,

+ AnyConnect SBL : Start Before Logon (SBL) TiX, Windows D127 A > XA 7w/
Ry 7 AINKRZFLDHANT AnyConnect ZBiAET 5 Z L1 L Y =—H 7% Windows |2
17 A T LRI VPN #fi a2 It L Ca— W& o7 ZITfilic Bk L £,

AnyConnect Web Z % = U 7 ¢ £ = —/L : LIF{[IZ ScanSafe Hostscan & FE(EFLCUvE
L7z, TOFEY 2—/VE, AnyConnect [IZHEH SV TWET, £72, Web N—TDHEL
FEHMRL T, FARFICHFERZEZOITELLOICLET, £O%, EXIN TVt
X2 UT 4R —IZEDNT, T AR T UV EFFAIL, EERH D=
VTUYRHRTE R VAV T Y E Ray T LET,

AnyConnect 7 L' A N BV 2 —)b  HEEOH LA T Y OFREITCITET HI5H %
CiscoIronPort Web X = V7 4 77T A4 T A (WSA) IZEELFE T, WSA Tl

STOF—HEFEH LT, URLO T A NEY 7 — L hthELET,

N

G¥) 7L A N VUIX AnyConnect 4.0 TIZH A — RS EHA,

ASA RAF ¥ & = —/b : LLAII Cisco Secure Desktop HostScan #§6E & FEIEAL TV E
L7 ZORATF ¥ EY 2 —/Li AnyConnect IZHEH 4L, ZAUZ L Y AnyConnect
X, ASA ~D Y E— | 77 B AR AL T DANIRATF ¥ TEAA L SO LT
YU NEWNETED XD ET,

ISEARAF ¥ : OPSWAT V3 A4 7 Z VEMFEHL CHRAT Y Fov 7 #FITL, =
RARA » FOBEEWEFELET, £0%, = FRA VMR EGT2ETRY b
TU— 2 T EREFHBELIEY, v—hL 2—VFOMHEREZ®RIL LY TxET,

AMP A X —7F : = RARA ¥ Nl ORER~LVD = T (AMP) A5 2%
FEREELTHEASNET, T =D LIZHRA FERTWE =" b T R A
¥ FOH Ty MIAMPforEndpoints ¥ 7 h U =T &7 v v L, BEFO—H N—
AIZAMP r—E 2% A VA =L LET,

| —ferarz N EE I}
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. RNER S )L—F K1) & —. AnyConnect O %5 1A VERTE

e Xy NU—ZHHMEY 2 —b Ty 0T 4 LY —E RO, BEh, a7 T4
TUA, BIOEX2 VT o oTICB LT, RENEEEOETRRNDZN LT
T NVM (Ry N —Z 0T 2 —0) 13, = RRA L FDOTF LA MY &I
FLLT, 7ue—F—H LTV L EaT— 3 UEsyslogllitdkL, BT, 77
ANDHHTEUIA 2 —T 2 ZADRMEAITI AL 7 F (h— KX —=F 4 X H—)
b7 — ba—Rax 7 AR—FLET,

* Umbrella Roaming Security €~ = —/V : 77 7 772 VPN 2372 & X2 DNS LA ¥
X2V 7 4 &M LET, CiscoUmbrella Roaming & OpenDNS Umbrella — E 2 D
WK T DT A7 U Fira xR L Intelligent Proxy 38 K OVIP LA Vi
FHFREZ B0 L £ 7, Umbrella Security Roaming 7' 12 7 7 A /UL, *fInd D —E A
& AR 2 B T ST ok L L BRI LE T (2T oY
TANE YT EEORY v— )7 LR — b Active Directory i, 721k
ARHJ7RDNS LAY Ex=2VU7 1) ,

* [Always-On VPN] : AnyConnect $—E 2 7’11 7 7 A L DHEEEHE VPN 7 7 VR EET 4
=TT D h, £720F AnyConnect —E R 77 7 A VEREEFEATOILENDH D
MERELES, W VPNHEREIC XY, a2—FRarva—Zicunrsdr45L,
AnyConnect [T VPNt > & = &2 HEICHEY. LET, VPNEy v a L, 2—FRav
Ea—Znbu A 735 ETHER S ET, WENRERr kb Tbt v v a Uik
FFS 4L, AnyConnect 1%, H#IGRIE X2 VT 4 T 7 T4 7 A & QYR 72 8245¢ D PRt L
iz TERATL, VPN v a v EFHLET,

W VPN ICE > T, RERY U —Z2@H LT, X2V T BRSO T A 2%k
HTEET, WREE VPN 2 LT, = RA&RA » F3MEB X Y NV —Z7 N TR
AW D TH AnyConnect X VPN v v a VBB L2 2 L AR TEET, 1 3 —7
MZT D&, BERBNTEELRWEAEDR Yy N — 7 R OEHIFEEZRET HHR Y v—N0
RESNET,

N

GE)  HEFEERE VPN 121X, AnyConnect T =7 EE U 7 ¢ e %V
A— k3% AnyConnect V U — AR METT,

[ClientProfilesto Download] : 7’27 7 A ME 2L 7 4 X2 b—2a L RXTA—=FDJ)L—
7 THY ., AnyConnect 7 74 7 N CVPN, Xv "I —27 T 7 EBA<F—T ¥, Webt
Fa2VUT 4 ISERAT ¥, AMPA X—7 7, v hU =7 TV 2—L BLT
Umbrella Roaming Security &3 = — VOB EIZEHA S E T, [Add]Z 27 U v 7 LT [Select
AnyConnect Client Profiles] 7 « » RV ZE#) T2 &, 7 A—7 KU > —MHICLIARNT/ER S
Ne7m7 7 A NVERETE £,

RESIL—F K1) —,. AnyConnect O 5 1 VERTE

Wi 7 /L—7" 78 U —@ Advanced > AnyConnect Client > Login Setting =~ > Ci¥, VE—k
2 —H|Z AnyConnect 7 7 A 7> hDE U u—ReROL 77T veFRrLiz0, 774
7 v R ASSLVPN DR—H )L RX=DICH A L7 MERET D X 9 I ASA ZRETE ET,

7 VPN B
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DSLFUR T7A4T 94—k BVPN TOE—HL 734 2 HK— roamit [

s [Post Login Setting] : = —WFiZ7 v 7 "ERKR LT, T 74/ FDORA N v JA 8RR
EFITTDIDDOLA LT U bERET HHEITRR L E T

* [Default Post Login Selection] : B 7 A VRIZEITTHT 7 v a v ERRLET,

DIAF7 b T7ATI4—LIZEBH VPN TOO—HIIL TN X HR— DAL

W 7 )v—=" 7R U 2 —@ [Advanced] > [AnyConnect Client] > [Client Firewall] <A > CiX, 7 7
ATV RTCONRT w7 Xy NIT—=7 T TAX—K Ry NT—T OB ESTDH7 T4
TN YATLADT 7 AT T —MCHEFET D=V ERETEET,

VE—h2—PFRASAICERT DL, TXTDONT 74 v I NZEDOVPNERiZ T LT hx
Vo r7snsizd, a—Fide—br Xy hI—27 EOY V=R T 78 ATE <2 F
T, 2oLV Y —R I, v— A ara—FXEEHTLHTY X B AT Windows
Mobile 7 /314 A (TH— T4 R) BERGENET, ZORMEIX, 7747 a7y
A JL"C [Local LAN Access] Z ANZT 52 & THIHSIVE T, 72720, =Ry NU—7
DT 77 ANERIRIZ R 5720, —HOBETIIEX2 U T 4R Y —IZ oW TER&ENE
CHDAREMENDH D 3, TV T — TR, AR ERBEXA T DOu—hv ) Y — AT
TET IV AEHIRT DT RRALA L RDOSDT 7 A T U4 —/L b—)LEEATBH LI
ASA ZERETEET,

ZFOEOOEMEL LT, FEIRHOKER—MGT527 4T 8 77 AT 74 —/L b—)L
EENCLET, 7 T4 T bTIE, BEAV—IEREL—IADRINEET, EHIRIBEGEDS
By 774 T N TIEREERICHLER AR — MIBKENETH, BE T 74 v 2713 TXT
a7 EnET,

GE)

FEHEL LT Ay Liea—WiE, ASAICED 7 94T b~BEHENT7 74T U+ —b
N—NVEAEIETE D Z LIZEBRPLETT, RENEREZ RO —VIL, V— LA EIETE
FHA, EHELO—FDHEEL, BHENPK T LA T/ 74T MIEV 774 T U —
L =)V EEH S E T,

PIAT N T 7 AT T4 —NERELTODLYA, —% ) Active Directory (AD) —3
THESND &, 74TV FCRHBIEHMETASAD 7 7 AT U+ —/L AU —0H I E
T, 7272 L, ADZNV—T R U —TERINTNAN—ME, V7 ITA TV N T 74T T4 —1LD
= E 0 bEEENET,

LUITOETIE, ROLEZAT D 72O DFINRIZOWTHA L £,

=N TN A EYR—= TR ODITAT N 77 AT U —LORER (36—
D)

« VPN OF #— F 31 2 PR— hOEE (39 2—)
T7AT7 04— ILOBEICET 5FEEIE

Z IR L7ZDiE, AnyConnect 7 7 A T N TIET 7 A T U — AN EDL I ITHEHI N
BN HONWTDEEFETY,

—ferarz N EE I}
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B /57 974794 —LIz& B VPN TOO—HIL 7134 X HHK— FOEMIE

T T AT T A= N VIIFEE T IP IR S NEEA, 7747 FTIEL, ASAND
EESNTET7AT U+ —b —/VNOFE I IP IHFRITEA SV E T, 2G50 P I,

= VININT ) o I NT T A R—= IS LTI ITA T M ELET, T v
=X, 7 I9A T b EOTRTOA v H—T oA AZHEHEINET, T4 — |
=, BT AT ZCE SN ET,

«ASA T, ACLV—/LIZH L THEL D7 harzdR—rLTWET, =720
AnyConnect D7 7 A 7 7 4 —/VEERE TH AR — F I T\ HDIX, TCP, UDP, ICMP, ¥
KX IPDATY, 7I7A4T 2 hTlE, E2L7 1 baLTCh—LRnzEsnicyaa
DN— )TN 727 7 AT T —Lb—)L & LTSN, E51I2EF2Y T 0 LOBH
MHAT Yy b RoRY IR EHE20, 70 bR IR EHSVET,

cASA9.0 D, NTU YT Xy NU—T7 L—ABIORSIFTARX—K Xy NU—7 L—)L
X, 2=7 74 K77k Aarte— L A EHR—-—FLTVET, ZNHDOT 7
A ayvhe— JZARNI FUAL—ALTIPVEEBEIOIPV6 877 4 v 7 2 ERTDHHE
WEHTEET,

EELRDE I, AR —TF 4 T VAT AL o TEENRER D - ORENLETT,

» Windows = > B = — % D4 Windows Firewall Tl ES/L— L 3 FF AL — VTG L E
7T, ASAIZ L D FFRIL— LAY AnyConnect 7 7 A 7 > b~y a2 &8N TH, 2—HFRH
AL DO N — L ER L TUWiLiE, AnyConnect /L—/UIZiH S EH A,

« Windows Vista DIEE. 77 A 7 7+ —L L— L MEK S 115 & . Windows Vista Tl —
NESOFPHEN D o~ XYY OXFHNE LR S E T, A— P, K&K T 300
A—FTT (1~300, 5000~ 53007c&) . F&5&E LFIHN 300 R — N &2 5 551%
BAID 300 R— MZX L TORT 7 AT UA—/L b— AN S ET,

« 77 AT U4 —)L P —E AN AnyConnect 7 74 7 > MZ X VG INLHIMLERH D (v
AT LI X0 BEIFICEIAE S 72 Y) Windows =—H 1L, VPN G DFESLIZ N2 Y OiF
MEETHHERH £,

*Mac 2 B2 —% OE | AnyConnect 7 7 4 7 > hTld, ASA T s 7=d & [F LA
FCA—ANEHAINET, Za— UL — I TEEICAE D LI L TL S0,

s = RKRX—=F 4 T AT U —NDEE, AnyConnect 7 7 AT N 77 AT U4 —/L L
P— FA%T%7747?¢%w®ﬂﬁfﬁ7éht&47@F774/7@&LLT%
F£7, AnyConnect 7 7 A 7> N THASNNTWDFREDH A TDNT 7 4 vV ThHoT
H =K —=TFT 4 T AT UL TTay 7SI, TONT 74 v 7137
TAT R THLT Ry 7 SNET,

O—AIL TY2EEHR—bTBEODISATUN T7A4T79+—ILOER

ASA IZ. ASA R— = 83(1) LA L TN ASDM 23— 3 > 6.3(1) LA T, AnyConnect 7 7
ATV RN T77A4T7 U —NREEYFR— N LET, ZOWHTIE, a—AL TV Z~DT 7
TANHFAIENDE LTI TAT U N 77 AT U=V ERET S5, BLO VPN 8o
R 7 A T O —NEFHT DL 7 T4 T N 7T a7 7 A NVERET D HIEITONT
FHALET,
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DSLFUR T7A4T 94—k BVPN TOE—HL 734 2 HK— roamit [

D9SA4TF2 8 T74T7 04— ILOFIREE

IIGAT N T7AT I+ —VEFEHLTr—H/L LAN 7 7 & 2 ZHBT 58581213k OH)
REIENEH SN ET,

« OS OHIFRFEEIZL Y | Windows XP BNETSINTWNWDH AL Ea—ZDIITAT N 77
ATOF—R) =L, BEFNT 74 v 7L CordEHINET, BRELV—LBX
O A — VI BEE S E T, ZHUZiX,  Ipermitipanyany] 72 EDT7 7 AT U 4 —)b
I—IVINEENET,

e ARA RN AXy R DY —RKR—=F ¢ T AT U =L, 774 T U —VEE
TAHRREENRD D £9,

UTORZ, EETAR— MBI OSAER— FNOREICEIVEEELZITDLNT 7 4 v 7 DFHM%E
FLOLHLDOTT,

RETH— K 55 AR — b BEBERHBLTTAVID
o
BEOK— FE R BEOHK— M EE B L UHE

PHEZIE T~ T) (il [#PRE2T [Ty (T | SRR LURE
0) 0)

FrEDR— hE= FPHE 21T 1Ty (fEIT | BEOH
0)

FPHE 21T 19Ty (EE [FFEDOR— FEH TG D I

0)

O—AJLENRIIZEE9 5 ACL JL—)L D15l

ACL AnyConnect Client Local PrintiZ, 7 7 A4 7~ 77 AT U+ —)VERE LT
T B0, ASDMZiATWET, Z/—T7 R Y 2 — [Client Firewall] XA >
NI Y w7 Fy hT =2 —LDI=HIZ ACL Z3#RT 5 E81%, —EITRD ACE 25
b\i—a—o

% 1:AnyConnect_Client_Local_Print ® ACL )L—)L

S35 Permission |4 >4 — |70 ka)L |#{E5xAR— |Destination |3gsK— k
IR ~ Address
TANTHA |BA N7V w7 (W [ T4 (T [T 70 b
(Any) (Any)
LPD wF Al X7 Y s | TCP AP 2 N A v gV 515
(Any)

—ferarz N EE I}
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HoL:) Permission | > % — 70 kajL |#{ETA— |Destination |3gscA— ~
T4 R ~ Address

IPP G 7Y vy | TCP T4k WP 631
(Any)

Sy x| SR7Y vz |TCP F7ANE (W 9100
(Any)

mDNS =) )71 7 |UDP F7 40 b [224.0.0.251 |5353

LLMNR ST ,$7 Y + 2 |UDP = 4Lk [224.0.0.252 |5355

NetBios ey X7 w7 | TCP F7 40 W 137
(Any)

NetBios e X7 w2 |UDP F7 5k DT, 137
(Any)

GE)  FT7AN FOR— ML 1 ~ 65535 T,

GE)

ATy T

ATy T2

ATy T3

RATv74

ATy TH

7 — B VEIE AT D ISR, EFHE A ACL /L—/L Tallow Any Any] (26 L, 7
FA Tk 7077 A )LD [Local LAN Access] HEFEZ N+ 2 MENH VD £,

VPN @ O— A JLENRIYR— F DERTE

T Ra—Yno—hL 7Y o ZICHIITEL L9127 51I20F, Z—F RY o — Ty
ACL Z1ER L E9, ASAIZZDACL%Z VPN 7 747 MIEEFEL, VPN Z4 T Mo
TATY NDT 7 AT UA—NVREEELLET,

FIE

TN—"7" KV —7T, AnyConnect 7 7 A4 T > N 77 AT U+ —IEHHILET,
[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] & iR L &
D

TN—T" RV —%FR LT, [Edit)| 227V v 7 LET,

[Advanced] > [AnyConnect Client] > [Client Firewall] Z®R L 9, 774 X— K X hU—7
= UZxHIT 5 [Managel 27 U v 7 LET,

AR L72 ACE Z# 5T ACLZERR LET, ZOACLEZT T4 X—h Ry hT—27 b—L L L
TEMLET,

HWRHEREO AB) VPN AR Y o —2 {2, o/ r—XRRY U—&HEL TWDH84E, VPN
BEENEAETDE2—FIEIa =N Y V=R TV ATEERA, ZOVFIVFTIE, 71
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VPN 07— 734 2 wi— hoiE [

7 7 AN T 4 XD [Preferences (Part 2)] (ZFHE) L, [Apply last local VPN resource rules] & 74 >
WCTHZLICEaT, Z7A4T7 VA=V — L EREMATEET,

VPN O TH— F/84 R HR— FDHRTE

T =T N 2P R— L ChERY N7 2 HR#ETIHEE, I —T KR o —THE
R ACLEAERL L, 7V — T A A THEHT 25087 FLAOHEHBEAZEELET, 61T,
FoXYV VPN 77 4 v I BT 210y hU—2 URXARELTAT Y v b bzl
Y MO ACL Z2H8E LE7, F7o, VPNIEERHIIIR%ED VPN 2 —h/L U Y — 2R JL—/L73
RSN X TAT o N 7u7 7 A VERET DI EHLMETT,

GE)

&M
ATvT2

ATvT3
ATvT4
ATvTh

ATy T6
ATy T17

ATvT8
ATv79
ATv710
ATv7 1

ATvT12
ATy 7T13

AnyConnect Z 34T L T\ 5 a v B a—# LEHIT 2 0LEN H D Windows E/3A /LT /3 AT
DWW TIL, ACL TIPV45E%c7 R L A% 169.254.0.0, £7-1LIPv65i%cT N L A% feR0::/64 L 5
E]\/\ijﬂo

FIE

ASDM T, [Group Policy] > [Advanced] > [Split Tunneling] % %R L &7,

[Network List] 77 « —/V KOEEIZH 5 [Inherit] = v 7 Ry 7 A% A 712 L, [Manage] &7 U v
7 LET,

[Extended ACL] ¥ 7% 27 U v 7 LE7,

[Add] > [Add ACL] 2R L E¥, H LW ACL OA4RIZfEEL £7,

F—FLTH LW ACL Z®IR LT, [Add] 22V v 7 L. SHIC[AAdACE] %22 U v 7 LE
7

[Action] {Z%f L C [Permit] A7 > a v RZ & EIR L,

FEOESRMET ) 7T, IPVA BT KL A% 169.254.0.0, F72IX IPv6 56557 KL A% £e80::/64 &
RELET,

[Service] IZx%F L CIP 23R L £,

[OK1 %27 U v 7 LET,

[OK] %7 U2 LT, ACL Z{&17F L £,

W7 —7 R U 2 — [Split Tunneling] A > C, A7 v 7T THRELLZIP T FLAIZGL
“C [Inherit for the Policy or IPv6 Policy] = v 7 7R v 7 A% # 712 L C, [Exclude Network List
Below] %#i##R L £ 9, [Network List] T, EkL72 ACL Zi®IR L F 7,

[OK1 %27 U v o LET,
[Applyl &7 U v 7 LET,

AL |
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. RNERS IL—F R < —, AnyConnect 7 S A4 7> b F—DEBERK

RES IL—T K1) —_ AnyConnect 7 S A 7> b F—DEEMR

ASAL V7 FAT v MR —EHARL, BEXT— LRI MLoWTHRI T —v g 7
HEXIL, F—FAERRITVZ—Ta URETIN, EROoEXa ) T o Nk EhET,

W 7 /v—=" 78 2 — @ [Advanced] > [AnyConnect Client] > [Key Regeneration] ~1 > TlZ
F—FHERDNT A —F R ELET,

« [Renegotiation Interval] : & v 3 a » DOBEN S F—DFERNFEITEND £ TOHEE 1
~ 10080 (1) OHPHTHRET HI2IL, [Unlimited] = v 7 Ry 7 24712 LET,

» [Renegotiation Method] : [Inherit] = v 7 R > 7 A% 472 LT, T 74V DT NL—T
AN ‘\/_ FR A= —a y FRERELET, ¥—FERET =71
T 5121, [None] &7 a v R U ZRINL, F—FAERFFIH LW b RV &ML T
BT, [SSL] F 721X [New Tunnel] 47> g > RZ U ZBKNLET,

Y

() [Renegotiation Method] % [SSL] % 72 1% [New Tunnel] |ZEXET 5 &,
F—FHAERRFICSSLER I —a UM ThT, 7947
NS —FAE BT b o R VBN D Z E MR E S NLE
9, anyconnect ssl rekey =~ > ROJEREIZOWTIL, 2w KU
T L AEBRLTIIZEN,

NES IL—T 7R o—. AnyConnect ¥ 54 7> b, Tv FETRH

Dead Peer Detection (DPD) (21 V. B 7 OB 7 < HEmAKBR L TWAHEAITIE. ASA

(F—=bU=A) 72X 747 MITERREICHRECTEET, 7 NETHE (DPD) %#F
2L, AnyConnect 7 7 A 7 > FETIL ASA 7 — b7 = A 73 DPD % FATT HHE 2R ET
D121, UTOFIREZFETLET,

1R BHHIIZ

« ZOREREIZ. ASA 7 — b7 =1 & AnyConnect SSL VPN 27 F A 7 > b R OBt D 2125
SNFET, DPD I/ RT 4 7 & FFA] LIRWERED SZHE|Z ST D 72 IPsec # T
x4 757> L ASSL VPN BHER— k éﬂiﬂf/w

¢ DTLS # A %2 —7)LiZ9 % & . DeadPeer Detection (DPD) & A x—7 /L2720 £4, DPD
WXV, KREL7ZZDTLS i D TLS ~D 7 4 — N/ TN 2—T )W) £3, FHLU
NOLGAE, BERITKE T LET,

« ASA TDPD RN/ > T 5 & &, Optimal MTU (OMTU) #REZER+2 &, 77
AT RISDTLS X7y REZIEFICET Z LN TELRROT Y RARA s MTU % fLD
FHZENTEET, RRAMIU £TRT 4 7 ENTDPD Xy NEFRETLHZ LI
rXoT, OMTU #E#LEd, XM e—FKDELWTa—%~y N2 KL %ZETD
&L MTU A AR Z i AnosnEd, = j‘]\h%j’bfcﬁﬁ’/)ﬁ_%m\ MTU iF/h &< &4,
7u Fal THF SN TWAER/NNMTIUICEET S E T, MORL Yo -7 RNk ESNnE
7T
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WS IL—F KU S—, 55472 kLR K—% L0 AnyComnect h 2574 X [

FIE

ATFYT1 BOITNAL—F R —IcBEILET,

» [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] DJHIZF
L, BOZN—7 R —%BM ((Add]) F7-03#E ([Edit]) L. [Advanced] >
[AnyConnect Client] > [Dead Peer Detection] X1 > & B & ¥,

s FITFEDO 22— KU > —|ZBI#ET 5 121E, [Configuration] > [Device Management] >
[Users/AAA] > [User Accounts] |IZFBEN L, BIO=—H 7T H v M &iB00 ([Add]) F72iX
fWEE ([Edit])) L. [VPN Policy] > [AnyConnect Client] > [Dead Peer Detection] X1 > % [ %
£75

ATYT2 5= by AMOBRHEZRELET,

DPDE X2 VT4 T T IAT VA (F—=r UxA) IZLoTHETT A EEZEETAITIL,
[Disable] F= v 7Ry 7 A% A7 LET, ¥X2 VT4 T7T7A47 AN DPD 23474 %
MEZ 30 % (T 74/ 1) 225 3600 O TAT LET, fH300 DHEEINE T,

ARTVT3 7747 MIOEZRE L ET,

DPD% 7V FA TV "RFEITT DI EEEET DITIL, [Disable] T = v 7Ry 7 REFT7IZLE
T, 7 T7AT 2 "B DPD ZFEITTHHMEE 30 (T 740 18) 25 3600 RO TAIIL
£9, 300 BHEE S ET,

RAETIN—T RY—, 95472 LR R—% )LD AnyConnect h R 2 <A X

Wl 7 v—7" 7K U ~— @ [Advanced]>[AnyConnect Client] > [Customization] 21 > Tix, 7/ —
TRI—=DITAT U RVAR=ZLORT Ay X=TkPAZ A XA TEET,

» [Portal Customization] : [AnyConnect Client/SSL VPN] 7R — % )L R—\ZH T B A &~
A=y ar2@BRLET, FHREFLOR—FNL DRI, = ar TPz
NIRRT 2, FET 74V N IA—T R U—TERINTNDIHI AL~ A E—
VarvuEZIFANDSZENTEET, 7 7 4/ MM DfltCustomization T,

* [Manage] : [Configure GUI Customization object]s & A 7 2 7R 7 ANREEEF, ZD
HAT TRy 7 ZATIE, BAZSAE—ar 7 V=7 hoB, wE., Bk,
AVR—=bF, FHEFZI AR ERETEET,

* [Homepage URL)(A 7 2 ) : Z—7 R o —CBEff T bhiza—FDr 547 b
VA R—=HJIZFKRT DR —L5 _X—=Y O URL Z87E L £ 7, http/ £ 7213 https:// DT
NWNTHEDLA N U TICTHRERHY T, 7747 LA 2—HFITiE, REEDK
D% T <IZZOR—=UNFRENFE T, AnyConnect [T, VPNEEHGN EFICHEN. SND &
ZOURLIZKHLTT 74V hD Web 77 U % fE L £,

| —ferarz N EE I}
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. RNERS IL—TF K1) & —@ AnyConnect 7 S A4 7> b h A2 LBHEDHRTE

A\

GE)  AnyConnect /%, Linux 77 v F 74— Android E/3A /L 73
A A, BEO Apple i0S XAV T/RAATI DT (—)v KEH]
EYR=—FLTWEFA, RESNTVDIHE, ZhbHO
AnyConnect 7 7 A 7 > MZ L > THAILET,

* [Use Smart Tunnel for Homepage] : 7~ — MEEZMHHT 500 0 2R —Z WITHRT 5 A
=k FrREERLET,

* [AccessDeny Message] : 7 27 B AZHAT 52— FIZRRTH A v =TV &AERT D123,
DT 4=V RIZASLET,

RES IL—T K1) — AnyConnect 7 5S4 7> b hRE LBHEDERTE

ATy T

ATy T2
ATvT3

WS 7 )v—=" K ) 2 —® [Advanced] > [AnyConnect Client] > [Custom Attributes] <A1 > 1L, Z D
RY —IZBUEEI D B TON TV DI RS KW@t R LEd, ZOXATa s Ry 7 AT,
FTCICERFERDON AL KEMEE ZOR ) —ICBEA T 50, AL LEMEEZEHZLTIO
RY —ICBEEMIT D ENTEET,

A AL NJEPEE AnyConnect 7 7 A 7 2 MZEE S, 7 v 77 L— ROIEH 2 & ORERE &%
ETHEDIERINET, DAXLEREICIIY A T L4 EOERHY £3, TTRED
A THERLILE, ZOZA TOAFMTEOEA 1 DL EERTE £, Bl L TRIE
T HEA DAL K@MEOFERIZ DOV T, EH L TW% AnyConnect U U —A® [Cisco
AnyConnect Secure Mobility Client Administrator Guidel % 2/ L T 72& 0,

B AHZ LJEMEIX, [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced]
> [AnyConnect Custom Attributes] 33 X U [AnyConnect Custom Attribute Names] CHAIIZEFET D
L TEET, FANCERLIEAAZLRMYEZ, ¥4 FTIv 7 T78A R —& 71—
TR =0 THEA S ET,

ZOFEEZEH LT, BAZ LENZEMEITRE L ET, REFHDON AL LEMEEHIER
THZELTEETH, O NV—T R —IZBEMT 5TV D58 ITME £ 72 13HIBR T
TEHA,

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit] >
[Advanced] > [AnyConnect Client] > [Custom Attributes] {Zf8) L £ 7,

[Add] % 27 V w7 L T [Create Custom Attribute] ~A > ZB & £79,

Ry X200 )2 ML REANCERINTBIES A T EEIRT 50, ROFIEEZFETL TR

Mo A T aFEELET,

a) [Manage] %7 Y > 7 L. [Configure Custom Attribute Types] XA > T[Add] 227 U v 7 L&
-éAO

7 VPN B
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ATvT4
ATy TH

ATvT6

IPsec (IKEv1)

IPsec (IKEv1) 254 7> konHBITL—T KU s— |

b) [HAX LEMEHX A 7 DERL (Create Custom Attribute Type) ]34 > C. H LWEMED [#
A7 (Type) ] & [#H] (Description) | Z AL ET, EHHLD7 4 —/L RHMHEHT
D

) [OK]Z2Z VU7 LTCZDO_A %L, b9 —FE[OK] 227V v 27 LT, HLIEXRLLE
HAL NEMED Y A T ERIN L ET,

[Select Value] Z#3&R L £ 97,

[Selectvalue] K& > 7 &7 U A R b HEFICER SNWI-ARITE OMEEZEIRT 50, ROF

JIE % F24T L TR LWATHIS & D 2R E L E T,

a) [Manage] #7 U v 7 L. [Configure Custom Attributes] X1 > C[Add] %7 UV v 7 L& T,

b) [Create Custom Attribute Name] 2 > C, AN FE /21T E L2 B A 728U,
LWEMED [Name] & [Value] AN LES, EHE6D7 0 —/L Y MUHEBEETY,

EZBEMT 5121, [Add)Z27 Y vy 7 LTEZANL, [OK]Z27 VU v 7 LET, fEIT 420
TFEEABLZTIIRY ERA, ERZOESEZBZ25B81T. BINofEa T HoE
DiEZBIM L ET, HEMIX AnyConnect 7 7 4 7 2 MIEE SN HRNCHEE S NVET,

o) OK]Z 27 Vw27 LTZDOX_A %L, $9—FE[0K]Z7Vvy27 LT, ZORMEDH L
EF LA E OEERINLET,

[B1 A% LJEPEDVERK (Create Custom Attribute) ] XA > T[OK] %727 U v 7 LET,

DS5AT7 ORI IL—T KR —

RETIL—T K1) —, IPsec (IKEV1) 754 7> bO—BEMHE

[Configuration] > [Remote Access] > [Network (Client) Access]> [Group Policies] > [Advanced] >
[IPsec (IKEv1) Client] T, [Add or Edit Group Policy]>[IPsec] ¥ A 7 B 7R v 7 AZHHT 5 &
BMELITERST D7 NV—T R =D horx Y7 7a ha, 7407 BEfaE, —
NEEETEET,

+ [Re-Authentication on IKE Re-key] : [Inherit] = v 7 7R v 7 ANA 7 TH 554512, IKE
X —OHERMTONI L EOFRGEEA R—TNVEITT =T M LET, 2—3F
X, 30 LN LT oy vE AT DM ERH Y £, 72, K257 T SA BNHIR
Pz, FPURABKRTTHETORIC, 3HF CTCANEZFfTcE£4,

« [Allow entry of authentication credentials until SA expires] : A% EH #+ SA DI KT A 7 X A A
FT, 2—PIERAEZ LT vy v E ZORBHATE LT,

* [IP Compression] : [Inherit] = v 7 7K v 7 AR A7 T H 85412, 1P Compression & 1 —
TNEIFT 4 =T M LET,

» [Perfect Forward Secrecy] : [Inherit] = v 7 R v 7 A0NA 7 THHHAIT., ERIREIE
(PFS) %A 3—7NFE721XT 4 B—7 /M L9, PFS L, KFED IPsec SA O F— 3l
DY—r7 by b (LOF—72E) PHEHINTELDOTRNWI EARIELET, 2FE D,
PFS TlE, WBHENHDLHF—Z L TH, T2 bMOF—2E N3 5Z LiETE N
ZEMBMRREESNVE T, PFS A F—T 72 5> TWRWEE T, IKE SA OFME X — 7324

—ferarz N EE I}
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B mso0—FKUs—DiPsec (KEVD) 55472 FOT IR L—LIZDNT

WEhsdE, FOKEEIL, IPsec DT R TCOR#ET—FX%2at™—L, IKESADI—7

Ly hOMZHEHA LT, TOIKESAIZX > CTiRIESNTZIPsec SA DX = U T 4 %12
TIENTEDLEHMINET, PFSEMEHT L&, WEENIKE #2208 LT, B
IPsec (21X 7 7 B A TE A, TDOHE. WEEITA IPsec SA ZEBINZ 220K 5 BN
b0 FEF,

* [Store Passwordon Client System] : 7 7 A 7> h Y AT LA TO/NRAT— ROREE A X —7
WNEFITT =T M LET,

A

GE) NRAT—=KR&E T FTAT b VAT ALATHRET D L, BENE
X2 UT 4 VAINEELET,

* [IPsec over UDP] : IPsec over UDP O % A R —T NV E 21T 4 B—7/MIZLET,
* [IPsec over UDP Port] : IPsec over UDP CfE 1§25 UDP A — M A fRE L £,

¢ [Tunnel Group Lock] : [Inherit] &= v 7 748 v 7 A £ 72 13fE [None] 23BN STV 7R WIGHE
W2, BIRLE by Zv—"%a vy LET,

* [IPsec Backup Servers] : [Server Configuration] 7 4 —/V N & [Server IP Addresses] 7 4 —/L R
BT I7T 47 LET, ZHUCE 2T, TRHDOEDBMK S RWEEICH 4 % UDP
NPT T F—=R"EfRETEET,

* [Server Configuration] : IPsec /X 7 7 v 7 H— "L U THEAT L —REL TV 2
VE—EFORLET, MHHTE 547 3 E. [Keep Client Configuration] (57 #
JV }) | [Use Backup Servers Below], # & UF [Clear Client Configuration] T,

* [Server Addresses (space delimited) ]: IPsec /X 7 7 v 7 % — "D P 7 KL A& EE
LEFT, ZD7 4 —/L KiL, [Server Configuration] TR L 72fE A Use Backup Servers
Below TH O EIZTE T HEH T £7,

NETIL—T R >—D IPsec (IKEv1) ¥ 547> FDT IR JL—)LIZDNT

DXL T a Ry 7 AD [Client Access Rules] 7—7 WiZid, 7947 b 77 8A L—/b
BEUBHECRITEET, 7I9AT VT 7 VAN—NEZBINTDEEITIFKRDOT 4 —/L R
ERELET,

s [Priority] : & D /L—/ L OBSENEL % I L F 97,
* [Action] : ZDN—WZEHEASNWCTT 7 B AZ A £ -I3HEE L ET,

* [VPNClient Type] : ZD/—/LZ#EHTH VPN FA4 T "DOXAT (V7 v =T &£z
lIN—FRY=7) ZHELET, Y7 NI =T 75472 FOBEIE, TT D Windows
IIAT Yy NERRITY 7y NEABRBERAOT XA MNTHRELET,

* [VPNClient Version] : ZD/— /L ZEHTH VPN 74T hONR—=T g VEIBELET
(HHEF]) o ZOBT AL, 2OV TAT MUEAESNDY 7 MU =7 F7237 7 —

7 VPN B
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W& IL—F K S—. IPsec (KEV) 45472 tDo547 bk 77479+—1 ||

A xT A A=V OH <R UAMPEERET, =2 FVIFABABAOTF A b
T, *FFT_NTORN—=Va v E—HLET,

D9SATUo M T7IOERRIL—ILDESE

=V ETEELBRWES, ASAITTRTCOERZA THF LET, 72720, 2—F0n5
THN N TN—T R I AFET DNV EWEKT DGR H 0 7,

c IFGAT Y RN T IO — I —F L7RWEEES . ASA T2 IER LET, S —
NEEFRT DIHEIE, FaL—L b1 DU EERTILERNDHY £3, FFaL— L EER
L7anE, ASA X3 _RTCoEmREER LET,

SEXFETANFA—=RTT, TANFH— FEEA— AL TEREANT 5 Z LS TE
¥

o JLb—JL ty FARIZK L T 255 SLFEOHIBENH Y £97,

c JTGAT U NDHAATEIIN=V 3y (BAWVNIFOWS) 2 ELRNWT TAT b
12X, nfax AJJTEET,

RETIL—T KR —, IPsec (IKEV1) Y54 T bDISATU N IT7AT 24—

[Add or Edit Group Policy] @ [Client Firewall] %A 7 & 778 v 7 A TlL, BIMEITEHE T L7
N—TF R —IZK LT VPN TA TV bDT 7 AT I+ —ARKELRITHI LN TEET,
INEDT AT U —VEREA [ H TE 5 D%, Microsoft Windows - TEIfEL T\ VPN
IIAT L MNEFTY, BE N—FRU=T 7747 MERIEM (Windows LIAL) @Y7
Mo =T7 7947 FTH. TNOOHREIIMEH T EEA,

VPN Z SAT7 v FEERALTASAICESG L TWA Y E— F 2—H 3, #7747 7 +—
VAT g EBEIRTE 1,

BOIOTFTVATE, VE—b2—=FDPCEIN—=VF N T 7 AT T4 —ILHBA A =)L
ENTWET, VPNZIA T ME, a—HL 77 AT 74— L TERBINTWL T 7 AT
UA—NVRY—FEHL, TOT7 7 AT U A IVINETINTND I L EHERTDHZOITTE
=ZLET, I7AT U= NVOEITHMEIETDHE, VPN I T4 7 2 MIASA ~DHEEL N
0y 7 LET (ZOT7 7 AT U4 —/ViH A =X L% AreYouThere (AYT) EFRINET,
VPN 7 74 7 > N BEHWIZ Tare you there?] A v bE—VHXETH LICL-TTZ 747
T A —NEET= ST ENLTYT, IGBENEINRZWESE, VPN IA T M, 7747 U4 —
WWINE T LTTo D ASA ~DEEENE T L7- L8 LE9) . *v hU—IEFHEENR LD
DPCT77AT T+ IIVEMBICKETHHAGbHY ET0, ZoHEEZERTIUE =—VF
I BOREEDAS~A X TEET,

H2DTFUATIR, VPNZ FA T2 hPCO/SN—VF IV T 7 A T 73— W h g rhil 7 »
AT A= VRY —%HEHATHIERBNINDZ N £9, —mIRpE LTE, &
7Yy b bRV T EFHLTINAN—=TDYE—FPC~DA LV F—Fv s " NT T 4T %
Ty 7L ERETFTONET, TOHEX FURADBHLINTOWDLHE, A X —F
MEBEORADD PC 2 R#ET 20T, YA MbRESNET, 2077 AT V4 —/LD
VA, 7 v 2 AR Y v —F 721 Central Protection Policy (CPP) & FEFILET, ASA T
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X, VPNZ A4 7 U MCHEATH RN T7 7 4 v 7EHL—LOE Y FEERL, ZILbDL—/b
T ANZICEEMIT T, 20T 4N EET 7 AT U — LR =& LTHRELET, ASA
XZDORY =% VPN T4 7 FETRGLET, Dk, VPN 747 MIKY o—
EO—H)N Ty AT UA—MIEL, EZ TR —nEHINET,

[Configuration] > [Remote Access] > [Network (Client) Access] > [Group Policies] > [Advanced] >
[IPsec (IKEv1) Client] > [Client Firewall]

J4—ILF

o [Inherit] : 7 NV—T RV —NT 74NV s ITN—T K)o =T TA T DT 7 AT
VA —NAREERGETANEIDERDET, ZOF TV a LT T4V MRETT, &
ETDHE, ZOXATRITRy 7 AT DBMENZDOREICL > T EHEEIN, 4
AN 7 L—FRRIZ72 0 £,

[Client Firewall Attributes] : (EEINTWAHEHHE) FEINTWL T 7 AT U+ — DX
ATRTZ 7 AT VA= NRI =7 7I7AT L N7 7 AT U+ —V@EHEEEELE
R

[Firewall Setting] : 7 7 A 7 7 4 —ADBFIET HNE I Ak —BERRLET, HFET DHH
WX, ZOT7 7 AT U — VWA NE T a bR LET, [NoFirewall] (77 4V
N ZBIRTHE, ZOXATRITRY 7 RAZHDHEV DT 4 —/L RiZ, WTiLb 77
T4 TV ER N, ZOTN—TDa—WET 7 AT Ut — /)L CIRET DA X [Firewall
Required] & 7213 [Firewall Optional] 5% & % 34K L £ 97,

[Firewall Required] Z3&IR L 72HE1L. 2O/ NV—TDa—FEENRESINTZ7 7 A4 7T
TA—NVEERTANERDY £T, HESNTEYR— b HRBOT 7 A4 T U — LA v
AR—=LENTELT, FATINTWRWES, ASAITERARIT LIy v a v aT
TReyZLET, ZOBHE, ASAIX. 7747 U+ —VREN—HLRWI &% VPN
74T MTEMmLET,

A

GE) TN—TTT 7 AT U4 —/)VEMNFAICTHHEITIE, FOTL—
712 Windows VPN 7 7 A4 7> NSO 7 T A4 T > S IMFAE L 72
WZ L EHER LT EEN, I —TNOFDMD 7 47 b
(747 hF—FDASA 5505 #&Te) (3T £ A,

ZDITN—T, FET7AT T+ —MIHIE L TORNY T— b 2—HF RN HH51E,
[Firewall Optional] 23R L £9°, Firewall Optional ZXEZFEHTH &, ZL—THNOFT~
TOZ—VFREHTEDLLICRVET, 774 T U4 —WIHIH LT D 2—HiF,
T AT U F—NEHEATEET, 7747 74— L THERT D 2—PITid, &
AvE—UNRERINET, ZOREL —HO2—FNRT7 7 AT U4 — V&Y R—FL
TEY, tho2—FRIR—=F L TORNTIL—TZERT 5 &I EbET, ez
X, BIT@RF O NV—TTiX, —8OA L NEXT 7 AT 74— EREZRE L, Bl —
FIRHEEREL TV RWNWZ ENnHY £97,
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« [Firewall Type] : ¥ 2 a2 GO X —DT7 7 A 7 O+ — V&2 —EFRLET,

[Custom Firewall] Z 38R 42 & | [CustomFirewall] D FD 7 4 — )V BT 77 4 71270 F
T HBELLT 7 AT U= AN, EHTEL 77 AT U=V R —LHHELTND
VERHVET, RELET7AT V4= ML, YR—=FEND T 74T 74—/ K
Vo—F7varnkiEn 24,

« [CustomFirewall] : W AX LT 7 AT U4 —/LDOX X —ID, WD, BLOHHAEEE

LEJ,

«[VendorID] : 2D N—TF R L —=DHAZ N T 7 AT 74 —LDR X —ZIEE
L/\iﬁqo

s [ProductID] : 2D 7 N—7" KU —fIZEET HDHAX L 77 AT U4+ —/LORLE,
BETTET AL ERELET,

e [Description] : (EE) DAX L T7 AT U4 — ) UIOWTHHLET,

* [Firewall Policy] : W AX L 77 A T U4V R —DHAT LY —RAERELET,

* [Policy defined by remote firewall (AYT)] : 77 A 7 U4 — VKV —%UE— K 77
A7 94—/ (Are YouThere) |2 &> TEFT S LI ITHEL 7, Policy defined by
remote firewall (AYT) 1Z. 2D NV—7DIVF—h 22—V DT 7 A4 T 75—/,
FHOPCICHET DA LEERLTCWET, 20— 77 4T U4 —/LR,
VPN ATV M7 AT U4 — N RY) —2lALET, ASAIL, HEI N
T7AT TH—NNA A= ER, FATLTWDHRICDHR, ZDOTN—TD
VPNZ FA TV "R CEDL L OICLET, MESNTZT 74T U — A RFETS
AWTOWRWES HE IR L E T, Bl LT 5L, VPN FA4 T "in7 7 A
TUA—NEIOBILICR=V T LT, ZDT7 AT U4 —ARFETINTND
TEEMRLET, 7 AT U —NVDETIMEILTHE, VPNZ FA T Mdtky
TaruagETLET,

[Policy pushed (CPP)] : RV S —NET DL Py adhb EHICiEELET, 2ot
7y a v EBRINT 585612, [Inbound Traffic Policy] 35 & U8 [Outbound Traffic Policy] Y
A k& [Manage] RZ 3T 7T 4 712720 £9, ASA %, [Policy Pushed (CPP)] K
0y 7HET YA RNTIBRENTZ T ANZIZESTERIND N T 7 1 v 7 EEL—
N ZDIN—TDVPNI TAT v MO LET, A= —TBIRTX 50D,
TIT4HNVE T ANEEED T, TOASATERINTND T 4 VETT, ASANZ
NEDOL—=1NVE VPN TAT VM vvadtbHZ EICEBELTLEEY, ASA T
172 VPN Z I A4 7 M LTINS DL — L EER L CTERTHLENH D £
T, 72z, Tin) & Tout) 1ZENEN, VPNZ FA TV MIERETDH T 74>
JEL VPN ITAT U IDORIESND VT 7 47 TT, VPNZ TA T2 MIra—
NI 7 AT I —VEHDGE. ASANL T vy ad3nlzR) r—idu—hL 77y
AT T4 —NDORY —LEELTHEELET, W07 747 74 —/LDL—
LTT a7 ENETRTONRry bR RKey 7ENET,

[Inbound Traffic Policy] : 518 h 7 7 4 v 7 ICH L THHATE S vy v 2R v—%—
BFRRLET,
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» [Outbound Traffic Policy] : g 7 7 4 v 7 IR LTHEATE A vva A v —%
—ERRLET,

* [Manage] : [ACL Manager] ¥ A 7 RV Ry 7 A%FRLET, ZOXAT 0 TRy T
AT, 77kEAarbtrm—n UAL (ACL) ZRETEET,

REBTIL—TF K1) >—_ IPsec (IKEV1) D/N— K9z 7 95472 hEHY

A\

[Configuration] > [Remote Access] > [Network (Client) Access] > [Group Policies] > [Advanced] > [IPsec
(IKEv1) Client] > [Hardware Client] % 7 17 7 78 »» 7 A C, Easy VPN Remote 77 7 A 7 > NIk
BENDI7N—7 R —EHEEZHELET, ASAIZEIT S Easy VPN O ¥R — ~ OFEMIZD
WL, Easy VPNOEZSI L T 7230,

GE)

VPN 3002 ~N— KT =7 7747 2 MIMAEEKY T, PR —FBRETLTWET,

s [Inherit] : (EEA v AX LV R) KT HEEED., T OHKITH S BRI fHETIE7e <,
?7%»%7w%fﬁuv%w6ﬁ%ﬁﬁ#6 LERLET, ZiUE., ZoFA TR
TRy 7 ADBHETXTOFT 7 4V FEREITR Y 17,

* [Require Interactive Client Authentication] : £ > X T 77 4 7 754 7 FiBibDER % A
F—TNEET 4 B—T VI LET, TONRTA—=ZIT 74/ M TIET 4 B—T7 I
7o CTVET,

TAE—TNCTDHE, N T T I TAT Y MIREFEESNTWVD T LT v LR
RECEHESNET, 7 LT U U ABMRESNL T RWESIE, N~ R =T 7747
FAFEICRIELE T, RESNTWEIZ LT Uy LERIIANSREZZ LT Uy v L
DENRGETE. MRV ESNE T,

DX T arEAR—TNITHE, 7 TAT 2V MIa—Y4 LR — RRRIFES
TNDMNEIDITBRRL . P RADBBENDT-NIN— R =T 7 747 v MIxf
LCFH T2V ENRRT = REFET DL ICERTLHZEICEST, BEXF=2V T«
N EsnNET, ANMLEZTZ LT U AREIRGAIE. PR RFEL SN ET,

X T 2= FREET NN R T TIA T NBMERT A0 T 7 A LT
Xt U CREFE Y — 7/1/**77% XESNTWOIRERDY ET, 7714~ VU ASA TEF=
7 =y MRIENMERGEX, EONRNy I T v T = lb X aT 2=y MREEE
WETOMENDHY £7°,

A\

GE) ZOHREE A 2 —T M LTZHAIZ VPN b RV ETENLT 51T
i, 2= R2—HLH L RXRT = REANTINERDY £9°,

* [Require Individual User Authentication] : 5] D —VFBFEDER & A 2 —T NV F 72137 «
=7 LET, @Rl —PFREEL, VPN 3002 D77 A X— |k Xy T —27 OFFA[ &

7 VPN B
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| —meears veN s

W& IL—F Ko —. IPsec (KEV) On—Foz7 5547 rEE

N —YnRplR Y MNZT 7B ATERWEHIIHE#ELET, ZONRTA—XIT
TV ETIET 4 B—T NI 5 TWVET,

@R —YFEIEE A R —T M LT EE. FU RN T TIFEL TV TH, N—F
TxT JIAT Y RENLTCERTLIE—PIE, ASA OERICHDLF Y NT—21CT
JBATHIZDIZ, Web7 T UHFEHWCFETHN o2 —V 4 L RXAT—REANT D
VERH Y FT,

FAEZAT 9 121X, 7T ¥ D [Location] 7 4 —/v K £ 721% [Address] 7 1 —/L FiZ, "— R
DT IIAT UV MDTFTAR= R A Z =T 2 ADIPT RV AEZ AT HUEND
DET, 770N, N—Ru=T 77347 bpurs Ay BT TRy 7 ANKR
SNET, WFET S I2iX, [Connect/Login Status] % 27 ) v 7 LET, ASADHEHDY £—
kN xy hU— 7&7‘721‘/1/]\1‘ LR—UDRHHGE. £2iE. ASA OFHROY E— |k
Ty hU— 7L_%5wwﬁ4%%77?ﬁf%<FA\A%%?x77747/h
a—Ha A o HOMEE =27 T U TCHEET, EFlce A3 58, gix A
NLTWIER=URT Ty FICRREINET,

Z—WFRREDA R —T Mo TWDAEEIX, a~ U R A X —T oA AZHHL
Tn&%/f%iﬁh TV EHEHTOILERDHY £F, ASADHEHDORY hT—7
2D Web X— A TlI72WNWI Y —R (BT A—NRE) 1T 78RR A L5GEIE

77?%%ﬁﬁbfmﬁ%ﬁ5if PRI R L £ 7,

NFh—%FoRT D120F, Hx O2—WFEEZA X —T WM THHERHY £T, 1 AD2—
HFix, FEFCRK4A By aryoul A4 02 FTTxFET,

TT7A4= Y ASA TA—VRADRLERGEIX, EONy 7T v 7 =2 2 —P5EG
ERETHLENRDHY £,

[User Authentication Idle Timeout] : =—% D% 4 A7 v M ZHELET, X2V T «
TTIAT AL, ZOHMICa—YF b T 7 4 v 7 EZELRWE, HERE“T LET,
A LT U MM E LT, FFEOSEEITEBIREZEECEET,

o [Unlimited] : $E 032 A 2T 7 MIRBLRVWEDIHRELET, ZOF 7y a ik,
T7HIVEN TN—T R —F I BEINTNDE T —T R — bl & kK
L7gnwE o LET,

s [Minutes] : %4 A7 7 MM Z B CTHEELE T, 1 ~35791394 O AFEH L
*4, 5 7 4/ MEIZ Unlimited T9,

show uauth 2~ > R~DIFETRINDT A RV XA L7 7 M, #IZ Cisco Easy VPN
VE—KFTRAAD N RZNAVERFELTIZZ—F DT A RV XA LT D MEIZZ2Y 7,

[Cisco IP Phone Bypass] : Cisco IP Phone (21 > ¥ 7 7 7 ¢ 7RI —HWFREET 1 X &N
ANASIHEET (S X—TNVRYGE) . 7 74/ KN TiX, CiscolPPhone Bypass |37 « &—
TR o TOET,

IPPhone &l % v b U —ZHLiEE— 2R X512, "—FRuv=T7 27747 M &
WETDHERDHY 7,
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* [LEAP Bypass] : [Require Individual User Authentication] WA F—T IO DIHET S
FT, YAADEHET SNA ANSEDLEAP N v NI, fHilx Da— #M£7D%x%h4
Axéﬁiﬁoumme$@\T7jwth4t TMAZT > TWET,

N=RT 2T 74T FDOHAIINDHLEAP 2 —H (21T, mAIZREERHY 9, b
FIVTHRY A K FTNA ADHAIZH D RADIUS — 27 LT U U X VERETDH D
EMTERNWZS, LEAPFRAEEZ r I =— F TEXEHA, PUFRABHTZ LT Uy
NWEEETERVEBE, BHRR Yy hT—7 TREESN TV T, Z OE% fif
KT 572012, LEAP/NA /SR T, fER] O 22—V FREEDHIIZ LEAP X7~ N (LEAP /Y7 >
N720F) & b Tlagk L, RADIUS — " ~D MG 285 CE 5 L oI LE T,
R E ST, =Pk, RO —VRRFECER - N TEET,

LEAP Bypass |&, RO T CHEUNIHREL £7,

» [Require Interactive Client Authentication] 237 4 & —7 /I > TWD, A X T 7T 4
7 2=y FRRERA X =T NVDOEE, bRV R L TLEAP 7 /3 ADMERE T &
5 X227 BRNT, IELEAP (A#R) T/A ABN—Ry =T 77347 N aiakd
LHVENRDHY F ﬁ“o

* [Require Individual User Authentication] 231 % — 7 /L7325 TV D, A F—T7 /LIl >
TV & LEAP Bypass 23 H S EH A,

o WHREREE DT 7 2 A IRA > F A3, Cisco Discovery Protocol (CDP) #ZE47L T\ 5
Cisco Aironet Access Point T 5 Z &, PC D NIC 1 — KiZ, tho7Z o FoO®FE T
MNEWVWERA,

» [Allow Network ExtensionMode] : ZD 7 /V—T DO/ N~ KU =T 7747 MILD%* v b
U — PR — ROMERAZRELE T, TONRTA—=FIIT 74V b TIET 4 =7 MZ
o TVWET, Ry NV —=JHPLRE— RBT 4 B—T7 MR > TWEHEE, N"— KUy =T
I IA4T 2 MIR—F 7 FUAZLHET— R TASA ICHRT H2MLERH Y £3,

Call Manager (ZEFRD IP 7 RLATRETWBETE 272D, N"— KU =7 7747 MR
IP Phone ##5i & VAR — 32 121d, F v MU —ZJEEE— RBAMETY,

N

GE) ZOIN—=TDON—=KT=2T 7747 bERIRICGRET HLE
NHVET, Xy NT—THEE— REFEHATL LI —F
TxT JIAT YV IREESNTEY, #6050 ASA Tx v b
D= WEE— RRTF 4 =T M R>TWAEE, "—FU =
TIITAT U MIAR T IR ERIT L. TR TORITHES
EnFET, ZOXIREE. N—RU=T 7 T4 T I, B
JeD ASA I ARE B A 2T 5 2 S0 £, ZHo—
R7=T7 74T MRZOXITEFBESNLTNDE, X
VT 4 T4 T v ADY—E X LRE N BNEAL bV E T,
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[Configuration] > [Remote Access VPN] > [Clientless SSL. VPN Access] > [Group Policies] >
[Add/Edit] > [General]

[Add or Edit Group Policy] # A 7 v 7R v 7 A Tli&, IBMELIIERT L7 V=T R > —D
Fox VT Ta ban, TanF BEEE, Y A\ZHEETEET, ZoXAM TR IRy
I ADAKT 4 —/V KT, [Inherit] F= v 7Ry 7 AZERT DL, MGTHREDMEEZT 7 +
VR ITN—TRY =L TEET, [Inherit] (X, DX AT TRy 7 ADEMET T
DT 7 F v METT,

[Add Internal Group Policy] > [General] % A 7 2 77K v 7 ZZ1E, IROBEERFRINET,

« [Name] : 2DV N—7RY) I —DAFTZRK64 LT THRELES (AN—ADEHA) .
Edit BREDHA. D7 4 —/b RiTsi A0 BH T,

e [Banner] : 17 A VR —WIH L TERRT DT — TF X MEEELET, BN
Nl —DF TR K 4000 LF T, T 740 MEEH Y FH A,

T4 T v b LA R—=Z/LE L AnyConnect 7 7 A 7 > MIFE/2H972 HTML % 7R — b
LTWET, NF—nNUE—h2—PFITEIICRRIND LOICT DI, ROTA KF
A TN ET,

e VIAT Y MLV A Z—FOEAIL, <BR>Z 7 ZHHLET,

¢ [Tunneling Protocols] : Z D7 /V—7NEHTE A M x> 7 7a havziEEL 7,
2—HF, BRI TWA T B ha B #EHTEEd, ROBRIERH Y 9,

* [Clientless SSL VPN] : SSL/TLS {2 & 5 VPN OfE A fEE L £4, Z D VPN Tix, ~
TR =2TRN=RU T DI T7AT 2 MIMERL, Web7 7 UH &M H L TASA
~DOEFaTRVE—IT I VA RN SNES, 77T hL A SSL
VPN 2145 &, HTTPS £ > #—3 > N A FEFIHTE LI A ETXTo=
VEa—Hnh, BED Web A b, Web ®GT 7Y r— 3> NT/AD 7 7 A v
A (WebXfi) . BFA—/L, BEORZFOMDTCPR—A T 7Y r—a 7y
MEAWRFED VY —RCH{HICT 7B ATE D012 £77,

* [SSL VPN Client] : Cisco AnyConnect VPN 7 74 7> M E721T L2 — SSLVPN 7
AT FOMHERELE T, AnyConnect 7 74 7 2 hEMHEHL TWAEAIL, 2
D7 kAN EFRLTMUS BYR—FEND LT HLERS Y £7,

e [IPsecIKEVI] : TP EX = U7 ¢ 71 hajb, IPsecldfgbtFaT7 o7 m harl s
NTEY, VPN b RVDIFIERERT —%7 7 F v &8k L E 7, Site-to-Site (£’
7Y —ET) e, BEL D Cisco VPN 7 7 A 7> k& LAN [ OO J7 T IPsec
IKEvl Z i T& £,

* [IPsec IKEv2] : AnyConnect ¥ ¥ =7 EE VT 4 7 74T MZE-o»THHR—FrSh
TWET, IKEv2 ZfEH L7z IPsec Zfi 3% AnyConnect ##t TlX, Y7 hv =7
T TFTF—h, 2IAT T T A0, GUIOR— VP — 92 (B &H
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AL ~<AB—3 3 Cisco Secure Desktop, SCEP 7' 1 % 72 K DOHLIEMERE N FE ik X
ET,

* [L2TP over IPsec] : —#fiD— %) PC ROE /A )L PC DA X VL—T 4 V' VAT L TH
HEND VPN FA4 T v bEFERA LTS Y E— F —9|d, L2TP over IPSec (Z

LoT,. XV I PRy NU—IRIATEF 2T A T T IAT LV ART T A _—
ME¥ERY T =T DX 2T 0w CEE£9, L2TP X, 7—4 D h X
Y ZIZPPPoverUDP (K— K 1701) #MHLET, EX=2VT7 4 77734 T X
1X. IPsec B E— FHICRETHALENH VY 7,

* [Web ACL] : (ClientlessSSLVPN 8f) ~T7 7 4 w2727 4 NZ V7T D841F, K
Oy FET VA MMSET IR ary bua—L U X~ (ACL) 28R LU FT, &EINT S
ATC ACL Z#3R7n, A, B0, E£73HIBRT 2581L, U A NORRICH 5 [Manage] % 7
Uy LET,

* [AccessHours] : 2D — M SN DA FDT 7 & ZARHAR Y =R b 28568132 D4
RIZBIRT D7, FFH LWT 7 B ARFHIAR Y > —2 /B L £9, 7 7 4 /b b i [Inherit]
T, F7. [Inherit] F= v 7 R 7 Z3A 7 D& DT 7 4 /v M [--Unrestricted--] T
T, RHEEA 7 Y =7 M EFRREITBMNT 5121, U A NORRICH D [Manage] % 7
Uy r LET,

» [Simultaneous Logins] : & D—|ZFFr[ T B[R0 7' A VO KEERELET, T 74
U MEZ3 T, BvMEIZO T, ZOHRER A BB 2= T s X2k
LET,

A\

GE) BREOHIRILIH Y FEAD, BEORKEROTFRAI N2
FADIKTEBPEX, N7 p—v  RIEELZRITTEBERRH Y
F9,

* [Restrict Accessto VLAN] : (A7 > a>) [VLAN<=vE> 7] LEHMENET, D
FGA=HIZED, ZOTN—T R —NEHINDEY T a o OHJ] VLAN A & —
T oA AEEELET, ASAIL, TNV —FDFTXRTHORNT 7 4 v I HEESH-
VLAN [Z#t LEd, ZOBEMEEZHH L TVLAN 270 —7 R —ZE YT, 77
A arvbhe—AEH{FELLET, ZOBMEICHEEZEY S TSHHEIL, ACL Z#fiH LT
Yo alrDONI T4 I T ANE Y TTHREORELEETT, Kry Xy
A NMZIE, 77 4/ ME (Unrestricted) OfftiZ, 2 ASA Ti%E 4L TV 5 VLAN 721F
DFERINET,

A

GE)  ZoOREIX. HTTP #0548 121X B2 TT A, FTP B8 L OV CIFS
BRI TE EE A,

7 VPN B
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+ [Connection Profile (Tunnel Group) Lock] : Z D/ 37 A —X i3 2% & | @R S i=8ifi 7
R7 7 AN (MR TN—") 2T 5 VPN T 7B ADOHREZFFA L, BlOHE 7 7
ANEERT 27 7 A% EHRTEET, 7 7 4/L b OHAMEI [None] TT,

Maximum Connect Time : [Inherit] = v 7 3R v 7 AR A 7272 > TWDGHE, TD/NT A—
Z Tl K — P HER R 2 0 AL CRE L £ 77

2 TCHELLCFRMARIRT DL, VAT NIEREK T LET, R/AMEIR 7, RKE
1% 35791394 45 (4000 4F#8) T3, HIFRZR L OEEREM 27 r1 95 121X, [Unlimited] % 74
VIELET (TTHR)

Idle Timeout : [Inherit] = v 7 R v 7 A& A4 7 LIcGE. ZO/T A—2TT A KLEE
MaEDHATRELET,

ZOMMICERTHEIET 7T 4 T 4 BNRWEE, #I3KT LET, R/ 14,
e RBFRIE 10080 /0 TH Y . T 7 4/ MME 30 43 T, #eHe 2 EiHI IR IC 9 D121,
[Unlimited] 4 12 L £ 7,

Maximum Connection Time Alert Interval : = —IZ X v — U5 FRT 5, B REEGEFMIC
=I5 £ CTOREEIFE,

[Inherit] &= > 7 R > 7 A& A 72 LIc6 . [Default] F = v 7R v 7 ZIZAEBICA
R0 ET, Tk, BEyar 77— MERRAS 30 pICEESINET, HrLUVMEE
FBET HHAIL, [Default] #4712l 1 ~3000tyvary 77— ElEEREELE
ﬁ‘o

Idle Timeout AlertInterval : 74 R/ Z A AT U MIETHE, 2—PIZRA v E—TURER
SNET,

[Inherit] = v 7 R 7 A% A 72 LIz8E ., [Default]) = v 7 R v 7 AXHBIICA
W72V ET, ZHUTED, TA RV 77— MRS 30 SR EINET, FrLWMEEE
ETDHEEIL, [Default] #4712, 1~305Dt v ar 77— MiEZEELET,

Periodic Certificate Authentication Interval : FIFFA EFRFE EHIFIIC ST I 5 F TORFH
bR (BEREELLD)

[Inherit] = v 7 R v 7 ZABA 71270 > T D6 EHIR R AL EHREE O F217 [R5 2 5
ETEET, #PAIL1~ 168 KT, 7 7 4 /b MIEHIT R > TWET, EHIROMAEE
FFAl95121%, [Unlimited] #4112 LE T,

REITIN—T R)S—, 95A4F72FLRASSLVWPN 7O R R—4 )L

[Portal] BIEIZ XV, 7T 47 N ASSLVPN R AN T DO N—T KR o —D A
NOR—=H N R=VIWIRKREINDIATUIYPREDET, ZOXSL T, Ty r~—7
YARMLURLZ R, 7 AN —=R_T I EAR KR—higikd A~<~—k b /b, ActiveX
Jb—, BLOHTTP ORELZ A X —T /M TEET,

* [Bookmark List] : & L2 UORRESINTZT v 7 ~—2 U A MEERIRT 50, F721X [Manage]
7V LTHLWI A RNEERLET, Ty r~—213V 7 LTHERRSN, 12—
PFIEZDY v 7 AL TR—=Z L X=U LB T £7,

| —ferarz N EE I}
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* [URL Entry] : VE—h =2—H% N URL R —# /L URL 7 4 —/)V RICEHEATEH LD
T DB A X—T I LET,

* [File Access Control] : i A > X% —F > N 77 A /L AT A (CIFS) 77 A VD [FERR
HH) ORFIREZHE L ET, IERFLFZT, BAEXOKEO FLFEEE (§) THHS
NnNET, 22X FIA47CIECs & LT FanET, EERT-EFTIX, HE7+ 1
IR REINT, 2L NOEDHERRY V=R BBEIIT /v ATDHZ L2
SNET,

s [File Server Entry] : U E— bk 22— N7 7 A )L P —ROLHIEASITEDH L1275
LA R—T M LET,

* [File Server Browsing] : U &— h 2—¥#REH R 7 7 A L h—R"EZTELH K
T DHEBITA =TT LET,

* [Hidden Share Access] : e 7 + V& ZIERRIZT HGEICA F—7 M LET,

* [Port Forwarding Control] : Java Applet \Z L2527 74 7 K LA SSL VPN #felc LV, =—
PR TCP R—ADT TV r—ra AT 7 ®8ATED I LET,

« [Port Forwarding List] : =D 7 L—=7" K > —|ZBEA T 5 FRIEEF A TCP 77U
r—arDUAREERLET, HrLWY X Z2ERLEY, BEFEOY X b & RE
L7293 5IZi1%, [Managel =27 U v 27 LET,

s [Auto Applet Download] : =— 0 thH> TR 7 A 325 L XIZFEITS NS, Java Applet
DEBA VA F—LBIOEEZ A =7 VT LET,

* [Applet Name] : [Applet] ¥ A 7 2 VAR > 7 ADHX A MR —D4 1%, HET D45
WCEBLET, 774/ hOARHIIE [Application Access] T,

* [SmartTunnel] : A~v— bk o RALTHEAENL 7 TA T LA (7T UHFR—2X) SSL
VPN v a 2B NWT, ASANRAY A, X2 VT4 TTI7AT U ANTaxy
P —RTHABEHIT, Av—F FoRAVDOF T a v ERELET,

* [Smart Tunnel Policy] : > U —27 U A RDBEIRL, W1 oD b A4
7 a rEHEELET ([use smart tunnel for the specified network], [do not use smart
tunnel for the specified network], ¥ 721 [use tunnel for all network traffic]) , A~— bk k
YRNVF Y NI =D P N—T R —F e Fa—PRICEID G TDH L, £DTL—
TRY —F =Ty v a VABEMIT O TV S TR TO—FDORHRA
ICA=—F R RV T I HANAL F—=T IR E£TR, VR MTIHEESATWS
TV r—=var~DAY—h PRV T 7 RAGHIRESNET, Av—F Frx
U A M &R, BN, AR, E7ITHIBRT 52X, [Manage] 27 U v 7 LET,

s [Smart Tunnel Application] : K2 v 77X 7> JX MMHEIRL, = K A7F—v a3
IZA VAR —LENTNDSTCPX—ADT 7Y r—3 3 Winsock2 %1 > b7 3w
FEDOY— N LET, Av—F hoxA TV =g rERRR, BN A
B, E2FHIBRT A2, [Manage]l 227 U v 7 LET,

* [Smart Tunnel all Applications] : T_XCDOT SV r—ra % horx U 7451003,
IOFxy IRy I AEFATLET, Ky MU= VA RDBEERLZY, = R
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WETL—T K o—, 5547 bLRSSLWPN 7o 2z K—5 0 [

Z—PRINERT TV r—a ICEB T A RREER S D FEIT T s ANV E R LY
TRZERL, ITRTOT TV r—arBDbhrxr) o 7EnE1,

[Auto Start] : —H D w7 A VKT, Av—F M3 T 7 2% HERICHGT

HI2FE. ZOF 2w IRy I RAEF AN LET, 2—Hoa A4 URHIA~— K bV
I T I RAERGT D ZOAF T Y 3 E Windows 2 ICHEHA INET, =2—HFD
0y A4 VERICA—K PRIV T I R®AZA =T NI LT, 2—FIZFH CHLA
TAHLIICERTDGHEIIZDOT =y IRy 7 A4 712 LET, =—H%, [Clientless
SSL VPN Portal] ~X— @ [Application Access] > [Start Smart Tunnels] 7~ % > & LT
T ALRRIETCEET,

[Auto Sign-on Server List] : =—H N —"~DA~— K b RNV AT D & X
WCa—W 7 LT U VEBEITT ASG. Fay 7 ¥ URX MNP Y A N %
BIRLET, £AY—F b RVEHBVA A VR O R L, =2—F 7 L
T NOYT Iy aryEABET O — N ERLET, Av— b bRV AB)
YA A URANEFRR, GBI, BF, E3HIBRT 5120E, [Manage]l K& %7
Vw7 LET,

[Wlndows Domain Name (Optional)] : @4 A (domain\username) 723F8AE 2242 72
e, BEYA Ay TR — Y4BT % Windows D KA A U &FEELET,
7= k Z X, = —%4 qu_team OFBFEET 2 ¥4, CISCO & AJ) LT CISCO\qa_team %
HELET, BEY A A =" U X NCH#ET LT MY ZRET D5, [Use
Windows domain name with user name] 47> 5 U b A NI T HLERH D FT,

s [ActiveXRelay] : 7 74 7 > b LA —H % Microsoft Office 7 7'V r—v a v %7 7 v
MHEE TSI LET, 7Y r—va i, By va U EHH LT Microsoft Office
RF¥o A DFTa—RET v 77— RE{TWVET, ActiveX DY L—L, 7747
YRMUASSLVPN By v a v & TT2ECTHERREETT,

FoMOA T g v

« [HTTP Proxy] : 7 7A 7> h~OHTTP 7 7L v b 7o ¥ v Dfinikis A Fx—7 NV FE 21T
TAE—=TMILET, 2o axE, @URa T UV ERICTWT AT rY—
(Java, ActiveX, Flash 72 &) IZX L TAHATY, 207Xl LoT, X274
TTIAT v ADHHEMRGE LIRS, v~ 7 ) AT E £, ST uF R
TIUFOHNWT X U REEHEINICEEL, T“T@HﬂTkiUHTWS%*%ﬁ
LW aFUREIC) XA L7 NLET, HTTP 7 7L v b 7 e % Tk, HTML, CSS.
JavaScript, VBScript, ActiveX, Java72 &, ZEAETRTOIIAT U MAIlT 7 /v o—
DY R—FEINTHET, AR —FINTWNDETF 7HE, Microsoft Internet Explorer 72
T,

* [Auto Start (HTTP Proxy)] : ==—W D1 74 VEHZ HTTP 7' 1 %2 & HEIRIZA F— 7 /LI
TOHEAEICA I LET, 2= A VRICAY— b PRV T 7 BEREA R—T )V
IZLC, 22— FICFETHIET D LI ICERT L5 EIEA7ICLET,

« [HTTP Compression] : 7 7 A 7> F L ASSLVPN & v ¥ 5 COHTTP 7 — ¥ OEHi & A
F—T N LET,
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B nso—TRys—omE. 95472 FLRSSLPN OR—ZLDHRETA X

NEITIL—T R O—DEFE. V7F74T7 2 FLASSLVWPN DR—FILDAREZTA X

TNh—T RV —DH AT A B —2a rERET DI, FRIREFLADR—H )L AR
~vA B —var ATVl FEBBIRT LI, FRET 74NN TNA—T KR —TEHRIN
TWAHI RS~ AEB—varveEziF ANET, BRTHURLEZRETHIELTEXET,

I T7AT 2 MUASSLVPN 77 R AERRIZT 7 BEA R—FNEIAZAXTHT2DDFIR
X, XY NU—2 7O R8A 25347V MR ERI LT, W7 —7" R o—, 7747
¥ F LR R—% )LD AnyConnect 7 A X~ A X (41 X—2) ZHZMRLTIIZIN,

REIIN—TFT RK)S—, 954F72FLASSLVPNDOAOS A VETE

UE—hk 2—H|Z AnyConnect 7 7 A4 7> hDX 7 va— ReRpbH 77 hNefrLic
D, 7947 hLASSLVPN DR—Z )L R—IJIZBENTH LI ICASAZRETEET, N
¥ N—""R VU I —, AnyConnect 2 7 A VF&HE (34 X—) ZBRLTIEE,

REIIN—T RY)S—, 9S5SAFFLASSLVWPN 7 2RABO V5L YA oA
H—nNEBEY A VA H—N

TN A A =R HEY A A = RERETBITIE, NV —T R Y —,
JIAT 2 MUVASSLVPN 7 72 A R—%)L (53 X—) ML T EEW,

A4 FREIRERTIL—T R o —

HA ME VPNERE DO 7V —7 R > —TlL, hoxV o7 Fabhany, 7404, BIOEE
BREEXZRBELET, ZOXA TRy I ADKT 4 —)L KT, [Inherit] F=v 7Ry 7 A
EERT DL, MIGTIREDMEET 74N b ZV—T R =5 HRGTE £9, [Inherit]
X, ZOXATal Ry 7 ADBETXTOT 7 4L METT,

J4—ILF

[Add Internal Group Policy] > [General] % A 7 2 77K v 7 ZZ1%, IROBERFREINET, =
nHDEMIE, SSLVPN & IPsec kv ay, £/ 747 FUASSLVPN Y v a3
WCEHAENES, £207D, WS ODRMEIE, 1 20X A TFDk vy a lFRSh, ftho
2 A TIFFERESNEE A,

*Name] : 2O NV—TF R > —DAFIZIEELE T, BlitdiEDSHA. 2D 7 41—V RiX
LA ELD BT,

* [Tunneling Protocols] : 2D 7 /V—7NFFr[ 45 horx U 7 Fa haLziEE L £,
a—HE, BRI TWAD 7 m harZid a2l cEEd, ROBIRERH Y £7,

+ [Clientless SSL VPN] : SSL VPN (SSL/TLS ##Jf14 5 VPN) #4252 L& E L
9, ZTOVPNTIL, Y7 houzTRN—RKU=T D7 T7A47 2 NI, Web
TIUYEFEHLTASA~DEFX 2T 72 )VE— T 7 BA MRS INET,
7747 MU ASSLVPN 24 5 &, HTTPS A > ¥ —% v b %A FNEFIHTX
BIELALETRTOarBa—20nb, EDOWebYA b, Webkhhin7 7V 7r—3 3

7 VPN B



| —meears veN s

1 reamsmsL—7 Ky o— [l

v, NT/AD 7 7 A VIEH (Web *tii) . B A—/b, BLOBZEOMD TCP _X—R 7
PV =g BEVEED V=R IHHRICT 7B ATE5 L9120 £,

* [SSL VPN Client] : Cisco AnyConnect VPN 7 74 7 > N E721Z L 72— SSLVPN 7

AT OMHEREL £, AnyConnect 7 74 7 > FEHHL TWDEAIL, 2
D7 m haALERRLTMUS DI R—FEND LT HLERDHY £7,

e [IPsec IKEvI] : IPEF =2 U7 ¢ a haji, IPsecidfigbF¥aT727m hare s

NTEY, VPN b RV DIRIERERT —F%7 7 F v #8ft L ¥ 7, Site-to-Site (E°
TY—YT7) B, BIL W Cisco VPN 7 T4 7>+ & LAN [H] D85 O i J7 T IPsec
IKEvl T £,

e [IPsec IKEv2] : AnyConnect EX =7 EE VT 4 /T4 T ML THHR—FEN

TWET, IKEv2 ] L7z IPsec # i3 % AnyConnect ##t Clx, Y7 hv =7

ToFTF—=h IIAT T T AN, GUIOT—R ) P— g (FER) &h
AL ~<AE—3 3 Cisco Secure Desktop, SCEP 7' 12 % 72 K OYLIEMERE NN fE ik =
ET,

* [L2TP over IPsec] : —#iD— % PC E /A /L PC DA XV —T 4 7 T AT L TH

D VPN T4 7 FEMH LTS U E— b —H(%, L2TP over IPSec (Z
FoT, XT Vv I PRy NI RBATEF 2T 4 T T IATUVART T A _—
MEFERY NT =0 ~OEX a7 iz T £3, L2TP X, 7—% D h X
Y ZIZPPPoverUDP (R— K 1701) Z#fEHLET, EX=2VT7 4 777347 X
%, IPsec HRhE— RHICRET HHLERH Y £,

« [Filter] : (Network (Client) Access M) 42577 X ar he— VX NEfEET

EREEIN=T R =D EE AT DN E S ERELET, T4 L2 I3

DIL—VINBRERENTHWET, ZNHDNL— L, ASAZNLTERFE LR
F =B 2y NEFAT AR T A0 R, RETLT KL A, 57 FLA, 7 han
RISV TIRELE T, 74 VX BLOIL— LV ERET D HIEIZOWTIL, [Group
Policy] ¥4 7 a /AR v 7 A% S LTSV, ACL 2R RBLORETE S [ACL
Manager] % B < (Zi%, [Manage]l %7 VU v 27 LE7,

Idle Timeout : [Inherit] = v 7 KR v 7 A% A7 LT=HA. ZO/NRNTA—XTT A RIVEF
A2y BN CRROE L £ 9,

Z @%qﬁﬁﬁ @'@LVC 147777“4’ v 4 75‘@1/\%{:[\\ @‘f“/h ifkT Lij_ Hﬁd‘ﬁjﬂ?lﬂﬁ I15
R REERIE 10080 2y TH V. F 7 /b ME 30 40T, FEpehE 2 RIS 5 12
[Unlimited] 4 /12 L £77,

Maximum Connect Time : [Inherit] F = v 7 7R v 7 ANRA 71T > TWDHIGH, TD/3T7 A —
TR —PHEG R 2 0 AL TR E L £ 77

Sz ﬁébtﬁ%ﬁf'% Bl 5 L, VAT AMIFERAK T LET, R MEIT 2 RRE

Li%wn% 7 (4000 FFHE) T9, #ilfR7e L oM 2 7F Al 95121, [Unlimited] % 4
YIZLET 7)o,

» Periodic Certificate Authentication Interval : FIFA EFRFEN EMIAIIC ST I 5 F TORFH
bR (BEREELLL)
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B o 1-—sownkyo—ErozE

A—AJL 21—

ATy T
ATy T2

ATvT3
ATvT4

ATvTh

[Inherit] = v 7 AR v 7 ANRF 71278 > TV DA, EMH G ERGED /TR Z 32
ETEET, FPHIL L~ 168 T, 77 4 /L MIER /2> T ET, ERIROMEEE
FFAl4 5 121%, [Unlimited] Z 4 12 L9,

YD VPN R o —BHDERTE

ZOFIRTE, BEfFO2—FZwmET 2 HECOWTHALET, 2—F 287 512i%,
[Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users] # &R L, [Add] & 7
Vw7 LET, FElicONTIE, —RIEBIEH =7 Fav—v a0 FE22RLTE
YN

4R8O HREIIC

TI7HINVKT, 2=Y T HU L MIT 74V~ Z—7 R U v — DflitGrpPolicy 7 & 5% E il &
MK LET, FRENEZ EEXT LA, [Inherit]) F= v 7Ry 7 2A&F 7120, HLW
a2 A LET,

FIE

ASDM % B4 L. [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users]
DIFIZ R L E T,

HETH—FZEIRL, [Edit] %27V v7 LET,

FEO~A T, [VPNPolicy] #7 U v 7 LET,

2—YFDIN—T R —%BELET, =2—F RV —lF, ZOITNV—7FRIU o —DEME
ZARALET, ZOBEEICT 74 F—F R —OREZHERT DEIRESINATH
HBMDT 4=V ERHDHHE. ZOTN—T R o—TTHREINERENT 74V~ Z—
TR —TRESNTZEEL VMBI NET,

I—YRMEATEL bRV T Ta harziEET a0, 70— KU —nbAEE kK
THNEIDERELET,

H Y@ [Tunneling Protocols] F= v 7 Ry 7 A% AL, RO MRV 7 7Fa haiton
FTHNEEIRL £,

« (SSL/TLS ZF|H3% VPN) 7 547> hL A SSL VPN Tix, Web 77 7 H#ZH LT
VPN a2t b= ~DeFxFaT7R2VE—FTI78A MRV EMHYLL, Y7 U
T IIAT RN —FT =T 79347 oL LEYA, 7 TA4T7 2 L ASSL
VPN Z i3 % &, HTTPS £ > #—x v ks A "MEFIHTE L1 LA ETXTDa
Ea—&0b, %D Web A ~, Web %Ii7 7V 7r— 3 2 NT/AD 7 7 A VA
(Web 5itis) . B A—/L, BIXOFOMD TCP R—Z 77 r—= g 7 8, MRIEW
Y Y —RHEICT 78 ATEDL LI £,

*SSL VPN 7 74 7 > ~iZ, Cisco AnyConnect Client 7 7'V 77— 3 DX 7 a— RZIZ

a—YPRPERTEH LI LET, =PI, BEHICZ 747 kLA SSL VPN 8t &
FRHLCZOT ) r—varvadvru—RLEd, 2RI 5=, HEIC
JIGU T IA4 7 87 vy 7T — MR BEINICITDILET,

7 VPN B
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ATvT6

ATy T1

ATvT8

ATvT9

o—nLai—voven Ky s —ErozE [

* [IPsec IKEVI] : IPEX¥ = UTF ¢ 7’1 bz, IPsec iZficbbXar7 27 v hartdsinnT
B9, VPN F RV DIRITHEERT —F7 7 F ¥ 284 U £ 9, Site-to-Site (E°7 Y —t
7)) Bigi. BI O Cisco VPN 7 7 A4 7+ & LAN [ DO#EE D J7 T IPsec IKEv] & T
TET,

s [IPsec IKEv2] : AnyConnect X =7 EE VT 4 7 74T MZL o THR— TV
F9°, IKEV2 Zfli ] L7=1Psec Zfli 9 % AnyComnect ##5t ClZ, Y7 bV =7 7 v 7T —
M 294777y A0, GULOR—h ) ¥ =gy (FIR) thAZ~AE—
L a3 >, Cisco Secure Desktop, SCEP 7'v % 272 K OJRiREERED R S v E 77,

s —HD—REIPCRLENAILPCOARL—TFT 4 T VAT ATHREEIND VPN T4 T
VREFEHAHLTWNSY E— F 2—HL, L2TPover IPSec i2 k> T, X7V v 7 IP X v k
U—JBHTASABL O T4 R—FRERY NT—T ~D X = 7 R A ML T
i‘d‘o

GE)  7mbanrzBERLA»roTEEE, 27— Ay —URFRENET,

ERAT2 7 4% (IPv4d £7213IPv6) ZHRET D, E2FI7NV—7 R Y o —DfEE AT
BNEIMPERELET,

T4 NATBEON— A BERENTHET, 25D —/UiE, ASAZNLTHERELE -
YRV T T Ry NEHRTOMERT o 0E, BELT RLA, T RLA, 7
g ha AR lIcESNTIRELET,

a) T AWK EN—IVEFRET HITIL, [Configuration] > [Remote Access VPN] > [Network
(Client) Access] > [Group Policies] > [Add/Edit] > [General] > [More Options] > [Filter]
DNEIZ IR U E T,

b) [Manage] %7 U v 7 LT, ACL & ACE ZiEI, #wtE. ¥ X OHIFRTZ % [ACL Manager]
NA U ERRLUET,

BT n 7 AN (bR TN—=T vy 7)) BdHLEE. TUEMEKT L0 E S £z
FER L b V=7 vy 7 2T 0 E S haiEE L £,

BEOn v 7 28RS 5L, 2—FDVE— T 7 BRI NV—TEFICHIRENE T,
[Tunnel Group Lock] Ti&, VPNZ A4 7 > N CREINT I NV—T L ZOa—HFRE Y H{T
BNTWVAEITNN—TRREENEI DT =y 7 THILIL->T, 2—¥RHRSNET, —
FHLTWRWIEE, ASA X2 —F 0 T2V X 912 LET, [Inherit] F= v 7R 7 AN
F 7 OE . 7 7 4V MEX [None] T,

[Store Password on Client System] fX &% 7 /L — 7 NIRRT DM E I NEFRELE T,

[Inherit) F = v 7 Ry 7 A& 471235 L, [Yes] BEON[No] DA T v a v REUBNEMTR
DET, Yes]lz 2z Vw325, a4y RAT—=RKRIIFTAT 2 F VAT AR GFEIRE
T (EX 2V T AR TFT2BZNROHLA4 T a0 TY) , #IEIc2—PFIT AT — R
DANERDD L HIZTHITE, Nolz227 Vw7 LET (T744 1K) , EX=2 VT 4 2KK
FRICHERT 2722 h, NAT— RORIFEZFTFAI LN Z &AL £,

[Connection Settings] & E L £7,
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B o 1-—sownkyo—ErozE

ATy 710

ATy 7N

ATy 712

b)

<)

d)

ZOa—WIZHEHTHT 7 B ARMAY U—ERET D, TO—FOH LT 7 AR
MRV > —Z2AERT 5. £/ [Inherit] F=v 7Ry 7 2A%2FrDFEFICLET, T 7+
JV M [Inherit] TF, F72. [Inherit] F= v 7 Ry 7 ANRET7DLGHEDT 7 4/ M
[Unrestricted] T3,

[Manage] #7 Y » 27 LC, [Add TimeRange] ¥4 7R 7Ry 7 A%MEEd, ZOXAT
RIRy 7 ATT 7 AR OFBE v M ERETE ET,

2—WFICLDFRIRFR 7 A 8 R E LE 7, Simultaneous Logins /X7 A —#[X, ZD=21—
FICHETE DRKFARR 74 U ERELET, 7740 MEIE3 T, HR/MEIZO0
T, ZOHHER T A UREGICRY a—F T 7RI LET,

GE) RANEZBRE THIR L TRNRWERHICZEOER ST Sz, BFal
TAENRNT =~ ADRTEHMIBENDRHY £,

VPN #£#5¢® [Maximum Connect Time] % 73 AL CHE L E 7, 2 2 THE LR 23R8
THE, VAT NI AEK T LET,

[Inherit] &= v 7 R v 7 ANA 77> TWDIEE, ZO/RT A —F TRk — Vs
Mz A CHE L E T, &/AMEIX 1 50, &KRMHEIX 35791394 75 (4000 4F8) <7, IR
72 L OB 2 FF A4 5 12i%, [Unlimited] 4 12 LE T (F 7410 F) o

VPN £2#i @ [Idle Timeout] /3y EAL CHEE L F 9, ZOMMICEH CBIET 7 74 BT 4
DIV E, BT T LET,
[Inherit] T = v 7 AR 7 ANRF T2/ >TODEE, ZONRIFA—=ZTHT A KV &AL

T NESBEATHEE LET, ORI 14, RRIFRENIE 10080 > THY ., 57 4L b
1% 30 43 T, HELRFR] & MEHIFRIC 9 5 121X, [Unlimited] % A4 12 L £,

[Timeout Alerts] % &% & L £,

a)

b)

[Maximum Connection Time Alert Interval] Z 57 L £ 7,

[Inherit] 7= v 7 AR v 7 A% A4 712 Liz84 . [Default] F= v 7 R v 7 A TAEICA
2720 F9, ZHUCkY ., mRESHT 7 — MERRIZ 30 2 ICREINE T, FrLVEETE
ET DAL, [Default) #4720, 1~3000Dy a7 77— hMiREEELET,
[Idle Alert Interval] Z# 57 L £,

[Inherit] F= v 7 Ry 7 A% A 7|2 LT7cY6 . [Default] F = v 7 AN v 7 ZAZHBPIZ A
W70 ET, ZHUTED, T4 RV 77— MRS 30 SICREINET, HrLvEziE
ET D561, [Default] #4712 L, 1~300Dkyvary 77— NiREEELET,

ZOa—PFIZXI L TEHHDIPvE 7 RV AR ET 584514, [Dedicated IPv4 Address (Optional)]
FEIE T, IPV4 7 FL ALY TRy b A7 EBASNLET,
ZOa—WIZHHADIPV6 7 R L A% ET HITIL, [Dedicated IPv6 Address (Optional)] fEIIZ
IPv6 7'V 7 4 v 7 A EieIPv6 7 RLAZ A LET, IPv6 7'V 7 1 v 7 A, IPv6 7 KL
ANFEEET DT Ry NERLET,
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ATvT13  FFED [Clientless SSL VPN] F 721% [AnyConnect Client] 5 E 2 5% € L 9, ZAUL, ZEMl~=A1
TINGDOATvark s )y 3252 LIk 0iTnET, ERENEFE LEXTHHAIT
[Inherit)| F = v 7 Ry 7 ZAZ&47I2L, HrLWMEZANLET,

ATYvTM Frar7 4 Xalb—ra AIEFEZEHAT I, [OK] 227 Y v 7 LET,

EHETOJD7A)L

Ehtrmn 77 A (brxn Z—7L 6 EN5) Tid, VPN Ei o Bt 250E L E
T, 2 HOEMEIE, CiscoAnyConnect VPN 7 7 A 7> k. 7 Z A 7 > bk L A SSL VPN ##t.
FBELUIKEV] & IKEV2 DY — F/8—F 1 VPN 7 A4 7~ MIEH ST,

AnyConnect 2 O 77 AL, ALV RV

AnyConnect #3700 7 7 A VDA A L XAV TIE, AV F—T=AALEDITAT L NT I
BAEZAML T, 7w 7 7 AV EB, . BLOHIBRTEEd, n s A VR —
PORRFEDOHRE A BRINTED LT DL EIMBIRETEET,

* [Access Interfaces] : 77 B AZA R—=TNWIIT DA v F—T 24 AT =T LNHIERT
EET, ZOT—=TNDT 4=V RIZE, A F =T = RAARTF = v 7Ry 7 ANRFKR
SN, T BREHATOENE I DERELET,

e A B =T AR T —7 /LD AnyConnect #HEIZFRET DA ' F—T = A4 ADITT,
A B —T 2 ATAFZ—TNIZT BT harrt 2 LEd, SSL T 7 A,
IPSec 77 A, FiIFDW FEFATEFET,

SSL #4124 % &, DTLS (Datagram Transport Layer Security) 237 7 4 /L h TA % —
TR0 9, DTLSIZ LV —HBd> SSL 455 THAET 2 IBAERS K Ok o R
MEREE S, STy MEEDOEBEEZZTRTWITAEA LT T r—ya DN
T d = AN ELET,

IPsec (IKEv2) 727 ®8RX& AN T DL, 7747 M B —ERNRT 74/ FTA
F—=T IRV ET, V94T N =R, VT b =T Ty TF— b, 7
FAT v TuT7rA, GUIOu—hE—ar (BIR) AL~ E—T 3
>, Cisco Secure Desktop, SCEP 7' 1 & I/ 7¢ & DLk Anyconnect HERENS & £ TV E
Ty 77AT v F Y= RET 42— /ML TH, AnyConnect 7 74 7 > b TlE
IKEvV2 & OFEARN 72 IPsec BN SILE T,

* [Device Certificate] : RSA % —F 72X ECDSA ¥ —OFiEDGEHELRETCE£d, 7
N ZGEAEORE (62—Y) 2B LTI ZEN,

« [Port Setting] : HTTPS 3 L UXDTLS (RAZ T4 7> FDFH) HEfDR— BB ZHE
LET, #Eirm 77 A0, A— FEE (63—) 2R L TN,

* [Bypass interface access lists for inbound VPN sessions] : [Enable inbound VPN sessions to
bypass interface ACLs] 237 7 # /L b TH > TWET, EXa ) TATTIAT
VAW, TRTOVPN N T 7 4 v 7 DA ¥ —T x4 AACL DEREFFALET,

AL |
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el 2iE, AN A 2 —T 2 A A ACL BEFL SN N T 7 4 v 7 O & FFa L
RWEAETH, EFa2UT 4 TFI5AT ATV E—F FIAR—F Ry NT—7
ZREEL, B bEnN7 7y hO@BBEHFATLET, 20T 74/ hOBEEZER
TEFET, AV ¥ —7xA AACLICVPNIREN G NT 7 4 v 7 OREEITHOE ST
DIZIE, ZOF =y IRy 7 AEF7IZLET,

* Login Page Setting
2= PEEOTA VT ATHBISNDERE T 07 7 A Vven A v "=V TERTE

FT. ZOF v IRy I RAEF T LRWES, 774V MMERT 07 7 AV
DefaultWebVPNGroup T,

[Shutdown portal login page.] : 2 7 A V)37 4 B—T /L DHFEIZ Web X—T Z KR L
i—é—o

* [Connection Profiles] : #f¢ (b /v Z—7) o7 n ha/VEFBEEEZHELET,

[Add/Edit] : #7027 7 A v (R T —"7) ZBINEIIREL £,
[Name] : #5712 7 7 A L DL R,
[Aliases] : Bt 7' v 7 7 A L DJI4,

[SSL VPN Client Protocol] : SSLVPN 7 A 7 NMIT 7 B AR 52508 9 ks
ELET,

[GroupPolicy] : Z Dt 70 7 7 A NDT T 4V b F)—F R o —%FRLET,

[Allow user to choose connection, identified by alias in the table above, at login page] : [Login]
N=UTOERTR T 7 AN (bR TN—=T) A VT ADERE A X —T VI
TLHEEIEA I LET,

* [Let group URL take precedence if group URL and certificate map match different connection profiles.
Otherwise, the connection profile matches the certificate map will be used.] : Z DA 7T 5 T

(=

W7 a 7 7 A )LOIRIR 7 1 AR 70— URL B L UGEBHEZEOEOARXHI 7

Ty LU AEBELE T, ASAT, #ERINAME T 2ENEONLRWEAT, Bl
DIEIC—ET 287 0 7 7 A VDRIRENET, VPN RAKRA > M THRELEZZ L—
Z7'URL %, WU ZNV—7URL ZI8ET H8H 70 7 7 AV ERETHT-DIT, ZHOH
WASA Y 7 by =T VY —RATHASNDLI T 77 L AEFATLHAICOR, 20O
A TFvarkEAACLET, ZOFTva i, TN NTIEA TR o TWnET, A

71z

L7Z3BE. ASAIIEER 0 7 7 AV CTHRE LTIZiEHEY 4 — LV FiEiZ, =2 R A v

N CEHEHT DREHEDO Y 4 —/V MELRAE LT, #7077 A 128510 4 TET,

TINA RFEAEDIEE

[Specify Device Certificate] < 2425 &, ek Arlc L &2, 7 74T MIXLT
ASA ZiHAIT 2 EELZRBETCEET, T OMEHEIX, AnyConnect i 7' 0 7 7 A LB L OV
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ATy T2

ATvT3

ATy T4

geTnsr L. K—riE ]

TAT v ML ARG v 7 7 A4 L TT, Alway-onIPsec/IKEV2 72 & ORE7E ® AnyConnect FEHE
TlX, AOTEETE 27 2D EL ASA THHTEZ 2 MNERH Y £7,

ASA U U —294.1LIFETIL, ECDSAFEH]#E% (AnyConnect 7 7 A 7> b7 T4 T ML
A SSL OS2 6 D) SSL#EEwIcEHTEE T, 20U U —RLHIIE, AnyConnect [Psec #ft
F @ ECDSA GEAEL A R—h S, FESNE L,

FIE

(VPN D ) [Certificate with RSA Key] fHIk T, IROWTNNDX A7 ZFATLE T,

1 ODFEAFELZBINLC, WHOTm haLz2ER LT 747 v FERGET 5284, [Use
the same device certificate for SSL and IPsec IKEV2] F = v 7 R v 7 A% A4 DFEFIZLET,
UARN Ry 7 ACTHATEHAELRNLZY ., [Managel 7V v 27 LT, T3
ID GEHFEZERR L7120 TE £,

» [Use the same device certificate for SSL and IPsec IKEV2] F = > 7 R v 7 A% 4 7|2 LT, SSL
¢ % 7213 IPSec #EHE O BIME DOFREEZHEE L £
[Device Certificate] U A b A v 7 A HEEEZ IR L £,

WMERFEHENFIRINRVEEIL, [Manage] R ¥ %27 U v 7 LT, ASA D IDiFHERZE
HLET,

(VPN #2650 7) [ECDSA key] 7 4 —/L KO [Certificate] T, U A k 7R 7 25 ECDSA O
FEAAE A2 RINT 5 )y, [Manage] 7 U >~ 27 LC, ECDSA @ ID FERIEA/ERR L £,

[OK] %27 Vv 27 LET,

EHJAJD7A4I)L, R"— FERE

ASDM O 70 7 7 A )L <A L TSSL BLODTLS #ft (VE—F 77 B ADR) DAR—
FNEBERELET,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Connection
Profiles]

[Configuration] > [Remote Access VPN] > [Clientless SSL. VPN Access] > [Connection Profiles]

J4—ILF

* [HTTPS Port] : HTTPS (7' 7 v ¥ _X—R) SSL #kHICA F—7 M T 5K — b, #FIX
1 ~ 65535 T3, 774/ MIAR— | 443 TH,

« [DTLS Port] : DTLS £t HIZA *—7 W IZ9 5 UDP A— b, &I 1 ~ 65535 CT9, 7
7 4V NI — b 443 T,
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. AnyConnect i£#5 70 D 7 1 L, EXE

AnyConnect iEfs 7R 7 7/ L. EXEM

AnyConnect VPN #5t D FEARJBME A5 E T 5 121X, [AnyConnect Connection Profiles] &7 3 =
T [Add] F 7213 [Edit] Z3&4R L E7, [Add/Edit AnyConnect Connection Profile] > [Basic] %1 7
0 Ry 7 ANRHEET,

* [Name] : [Add] D5, BT 58k 7 v 7 7 A L OL4RTZEE L ET, [Edit) D%E&. =
D7 4=V RIIfRETETEEA,

s [Aliases] : (LE) ZoOHEHOREAE 1 DLLEATILET, ARilE, AX—RF 2130
FRTCXYID Z N TEET,

* [Authentication] : F8ak D L%, IROHF NG 1O L, FRFFLELTHEH T 5 AAA T —
TN—T%HEELET,

* [Method] : BEGEFHERGEO-OD T 0 F a VA2 EHREL, WOy a2 A
TTCINERHATZ7-OICRFET 1 k2 L MEE STV £ 9, AnyConnect SSL &

IKEV2Z AT > h 7 halTeyiarZ SICEBOEHELZRIECE 4,
HT 2752 A 7%, AAA, AAA LRERE, GEIEO A, SAML, #EGEHER X

WAAA, FITEHGERAEORINL 3, BPUIS U T, BT 2 72O IZGEE
BRI OILERD AN DY £,

s [AAAServerGroup] : Ry 7 X7 URXNpHAAAY— R TV —T 28R L £T,
T 7V FOFEEIXZLOCAL TY, TOHE, ASANRIEL LIS 5 L O ICES
F9, BT DAMZ, [Manage]#27 Vv 27 LT, ZOXAT TRy 7 ADEIZHO
AT TRy I A&, AAAVT— TNV —TDASAa> 7 4 FXal—alik
RRLIEVERTHZENTEET,

* LOCAL U D 7' )V—T %389 % & | [Use LOCAL if Server Group Fails] = » 7 7R
JAWBRTE D L H1T7e 0 £,

* [Use LOCAL if Server Group fails] : Authentication Server Group JE:1Z X - CTIHRE S iz
TN—TIBEENIEE LT & &2, LOCAL 77— N— A% A X —T7 WZT 525813
AT LET,

* [Client Address Assignment] : {1 9"% DHCP %—/N, 7747 KT RLRA F—) 7
FAT U RIPV6 T LA F— LRI LET,

* [DHCP Servers] : 9" % DHCP ¥ — "OARTE 721X IP 7T KL AEZ A LET,

* [Client Address Pools] : 7 7 A4 7> b 7 RV AE Y Y TTHEHT S, BIRATRERERE
BEHDIPvE T KLV A =)V OL4RTE AN LET, BIRTDHAMT, [Select] 227 U v 7
LT, ZOXA TRy 7 A ZEHRTHATRI Ry 7 A%ME, 7 KLA T —1
EFRRLIEZYD, BEEMZTZVTL5ZENTEET, IPvd T KL A F— L &BNE
TIRET B HIEOFMIC OV T 22 L T 72E 0,

[Client IPv6 Address Pools] : 7 7 A4 7> kb 7 RLAE Y Y TTHEHT S, SEIRATREZR
BREHEHDIPv6 7 RV A F— /L DL4RTEATILET, EIRT DA, [Select] & 7
Vo7 LT, ZOFAT TRy 7 AZERTHA TR Ry 7 A&, 7 LA
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TNV EFR LT, BEENMZATZVTH2ENTEET, IPV6 7T RLRA F— L%
WEINETIIRET 2 HEOFEHIZOWTIT 2L T &N,

* [Default Group Policy] : /3% 7/ —7 RV o —Z@& IR L £,

s [Group Policy] : Z DOkt DT 7 4/~ T N—T R Y o —L LTEID KBTS VPN 7
N—T R —%FRLET, VPN 7 L—7F KU —i%, a—HFiRHEEHMEOT
DHELT, T/ ATHIIZ, £2IXRADIUS — S THICRF CE £, T 74
JV M DfltGrpPolicy C97, [Manage]l %27 U 7 L CHIOX A T TRy 7 A%
NTHE, V=T RV v—ar7 4 Xalb—ra  WIEBEMA DI ENTEE

‘g—o
* [Enable SSL VPN client protocol] : VPN #2200 SSL % A R — 7 /WZ T H5H12A 1T L
\35 —g—O

* [Enable IPsec (IKEv2) client protocol] : #%#¢ C IKEv2 Z {7 5 IPsec & A F— 7 /LT
THEAICA I LET,

« [DNS Servers] : WY & —D DNS #— D P T FLAZ AN LET (1 >E7-ITHE
) .

« [WINS Servers] : IR =D WINS B — XD IP 7 KL AZ AN LET (1 >F72138
%) .

s [Domain] : 7 74/ FD RA AL % AN LET,

« [Find] : M LTHNE L THEAT D GUI 7V E 72X CLL =2~ R&E AL, [Next] £7=
IZ [Previous] 27 U v 7 L THREEZBMGELET,

EHRIJOJD74IL, HHENE

[Advanced] A == —IHH & ZDOX A TR TRy 7 A TIE, ZOERIZET RO ZRET
%i‘j‘o

- iR
c U FAT R T RLARERME
FRALE

R
CTHY LT 4 TR

« b Y R

« 7747 KL ASSL VPN &

— 187 VPN B
|
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. AnyConnect i£#5 70 D 7 1 L, — 3B

\}

GE)  SSL VPN @il L2 ik iiX, SSLVPN 8k 7 a 7 7 A VST A S £,

AnyConnect 5t 7O 7 7 1/ )L, —fREMH
* [Enable Simple Certificate Enrollment (SCEP) for this Connection Profile]
* [Strip the realm from username before passing it on to the AAA server]
* [Strip the group from username before passing it on to the AAA server]
* [Group Delimiter]

* [Enable Password Management] : ~=—~D/ /X2 T — REARYIILEBENZET B /3T A —4 %
RETEET,

* [Notify user __ days prior to password expiration] : /XA U — R23I[REIILIZ 72 5 F TOFF
EORBERE L, TORKZTRIOB O w7 A VHHZ ASDM 22— 2@ 5
EOBELET, 7740 FTiE, SAT— RBHIREINIZ/AR D LD 14 BHATIC=2—
P~O@MERG L, U, 2—VR AT — RE2LEETHETHRHBEBHT L1
BOE STV EY, #iPHIE 1~ 180 A T,

[Notify user on the day password expires] : /XA 7 — RAHREINIC 72 % Y HIZ2—H |
WwELET,

WTFNOHETEH, BREINTITSAT — FRBIREINICAR o7& & ASA TliE=2—
PICK DAY = FOEENARETT, BAEDO/AT — FOHRP N TH2RiTh
3, 2 —=FEEDOARRAT =T EfpEn 7 A o TEET,

OB L 2 THRAT— ROHIRNEUIND ETORENRNEDL DD TIE/ARL, BEHN
A X =T MR BIEZTTHDHE VI HICHERB L TLZE N, 2047 a v EEIRY
D51, BELEET A LERLY £,

[Translate Assigned IP Address to Public IP Address] : 42, WEixr v kT —27 T, &Y
THhifer—H/VIP T RLATIEARL, VPNETOEREDIP 7 FL A &HHT 55460
HYFEJ, VPN TIHER, NEF Y T =227 782§ 570z, Y Tonizn—
ANIPT RUANRETIHRESNET, L, N —_"BL0Ry hU—27 %o
UTABRETDEEDIP T FLARCESIGHEREIL, v—HVIPT FLRAEZEHL T
ETOREONATY v 7 IPT FVAICRSEARHY £9, ZOKREIE, b si—
TZEZNODA I =T 2 A ATA R =T NMTTDHI LN TEET,

* [Enable the address translation on interface] : 7 R L AZLHAZA[FEIZ L, 7 KL AR
SINDAUH—T oA ARG 5 Z LN TEET, outside 1L AnyConnect 7 7 A 7
YRR A A VB —T =4 ATHY | inside 1THT LU bR T A—TIZEHEF D
AV H—=T A ATT,
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N

GE) V—T 4 T OMBER L OMORIREEDO - D, Z OMEEN MLE
TRWEAIX., T OBEREDE A ITHELE L £+ A,

« [Find] : B L5 & LTS5 GUI 7L £ 721Z CLI 2~ > F& A L, [Next] £7=
X [Previous] 7 V v 7 L CTHMELZBKBLET,

EHIJOI7AIL, 95A4F7 20 7 FLREE

Bifi 7 1 7 7 4 )L ® [Client Addressing] XA > TliX, ZOEH7Tr 7 7 A L THEHAT 72D
BEDA L Z—=T = AP T LA 7 —)L&2E Y 4 TET, [Client Addressing] <1 157
RNCDITAT v MEf T 1 7 7 A WZHIBE T, IRO ASDM N AINBT 7B ATEET,
* [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Connection
Profiles]

* [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv1) Connection
Profiles]

* [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv2) Connection
Profiles]

ZITRETHT RLA F—Ud, 87 07 7 A L ?D [Basic] 24 ' ThHRETE E1,

AnyConnect #¢ 7' 12 7 7 A L TiX, IPv4 7 KL A 7 — 721 TR IPv6 7 KL A 7 —)L 1,
EYDYTHZENTEET,

IIAT T FUVAEEZRET DT, VE—NT7 78R 7747 MERT 0 7 7 A
/v (AnyConnect, IKEvl ¥ 721% IKEv2) % B . [Advanced]> [Client Addressing] % &R L F
-éAO

s T RVAT—NDar7 4 FXal—ya b a2RRE3ERTLH2F, ¥AMT7urlRy s
AP [Add] £721F [Edit] #7 Y » 7 L'ET, [Assign Address Pools to Interface] %4 7 1 7
Ry VANAEET, ZOXATRIT Ry 7 ATHE, ASATRESNT A H—T AR
WIPT RLA T —NERDYTHZENTEET, [Select] #7 Vw7 LET, ZOXA
TR Ry I AEREH LT, TRLA T —=LrDar 74 Fal—rarz2RnrLET, 7
RLVA F—par7 4 Xal—ra VEEETHI0E3, ROFIAEEZETLET,

¢ ASAIZT RLA 7= L &BINd 5121, [Add] %227 Y v 27 LE, [AddIP Pool] ¥ A
TasRy 7 ANEE ET,

CASADT RLVA T —)LDar7 4 Xalb—ayaBE4 5203, [Edij227 U 7
LET, 7—ANOT RLAREH SN TWARWEAIZiE, [EditIP Pool] # A 71 7
Ry 7 ZANEET,

FEAFOLGEET RLA F— VB2 ERCTCEXERA, [Bdit] Z#7 Vv 7 LIz XIZT R
VA T—=NAPERFPCH-7285E6, ASDMIZ, =7 — A vb—U L e iz, 7—
WOZDT RLAZMBHL LA B LN —FLO—HERRLET,
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B 6700700, 5470 F 7 RLRER. BMES MRS

*ASA EOT FL AT =NV ZHIRT HICIE, 7—7 A TEOTY MY AR, [Delete]
Vw7 LET,

FERPOHEEIEXT RLA =L EZHIBRTEEH A, [Delete]l 7 U > 7 LIz EITT
FL A F—AMERAFCTHo28E. ASDMIZ, =57 — XAy —T b bic, F—
NMNANDZDT RUAZEH L CW A ERA D EaFr LET,

e T RVATS—NEmA L F—T A AZED Y THITIEL, [Add)Z27 Y v 7 LET, [Assign
Address Pools to Interface] #1472 7R v 7 AMP&EEd, 7T RL A F—L&2E DY TH
A B —T A A&EIRLET, [AddressPools] 7 4 —/L ROKEIZH D [Select] 27 U v 7
L £7, [Select Address Pools] A 7 R Ry 7 ANAEET, A F—7 = A AIZEID
BTHMA DREIV YT —NEX TN Y v 7T 50, £2i3fllx OREID Y TT—v
ZEIRNLClAssign]| 27 U v 27 LET, DT 4 —/L FIZT—LED 4 TO—ERFRRS
NET, [OK] 227U 7 LT, ZIHDOT KL R F—/LDO4Hi% [Address Pools] 7 4 —
JVRICED AL, b9 —E[0K] 227Uy 7 LTEV Y THar 7 4 Xal—a &5
TLET,

A E =T A ATHNDHTHNATNWDT NV R =V &2 EBHTHITIE, 201 57—
T2 A RELTNI V7T, A F—TxAAZREIRLTI[Bt) %27 Vv 27 LE
9, [Assign Address Pools to Interface] ¥4 7R 7R v 7 ANRHEET, 7 LR F— %
HIBRT 212X, &7 —NLEX TN Y v 7 L, F—HKR— RO [Delete] F—% L F7,
AUB—=T =2 A RAEDOMO 7 4 —/) REEID YK THEEIX, [Address Pools] 7 4 —/L F
DKEIZ D 5 [Select] 27V » 7 LET, [Select Address Pools] # 1 712 7R v 7 AN F
9, [Assign] 7 4 — /L NIZIE, 1 v F—T oA AZHV LB THENTNDT RV R F—)L4,
MBERENET, A F—T =2 A ATBNT L% OREIVYTT—NE2LTLTY v
LET. [Assign] 7 4 —/L ROTF—AE0 4T EREHFSNETS, 0K Z227 Y v L
T, ZhHDOT FL A F—/LDOAHTT [Address Pools] 7 4 —/V RZFER L. & 9 —FE [OK]
7V 7 LCEIDYETOary 74 ¥alb—va &% LET,

e MU ERHIBRTDICIE, O M) Z®RIRL T [Delete] #7 U v 27 LET,
BENEYY
Bfs a7y AN, 2534 T T RURIEE, BINEFITHRE (68 2—)

BigiTa 7y A, T RLA =)L (69 2—)
Bie S 7w AL, B, IP S L OBMEITRE (69 ~—)

BHEITOJD7A4IL, 954727 FLREE. BNMFELITESE

Bt o v 7 7 AT RV A P — 280 4 T5IZ1E, [Advanced]> [Client Addressing] % %R
L. [Add] 721 [Edit] Z®IRL £,

e [Interface] : 7 RV A F— L DEIN B ThA L H—T oA AR LET, T 74/ ME
DMZ T,

* [Address Pools] : fEE L7cA v X —T 2 A AZHIV B THT RV A =L EZRELET,

* [Select] : [Select Address Pools] # 4 7 0 7Ry 7 ANAEET, ZOXATa TRy 7 A
T, ZOA A =T oA AZEIVYTEHT RLA P — &1L EERCE £9, 2R
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WZ¥IE. [Assign Address Pools to Interface] % 7 & 2778 v 77 Z 0 [Address Pools] 7 1 —/L
FliZFERSNET,

EHEJOJ74IL, TRELR T—)L

[Connection Profile] > [Advanced] @ [Select Address Pools] # A 7 2 7R 7 A2, 7547 > bk
7 RUAEIO M TUEAFRERT RLA T —ADT— 4, BET RLALKRTT LA, B
JOV TRy bR BRFERENET, TOUV R Neflio T 07 7 A V2B, ik,
EIFHIBRTE £,

* [Add] : [AddIPPool] ¥ A T VR 7 ANRE ET, ZOXATar Ry 7 ATIE, HL
WIPT RL A F— L E2/ETEFET,

* [Edit] : [EditIPPool] ¥ A 7 0 VAR > 7 ANMEE T, ZOXA TR IRy 7 ATIE, 2R
L7ZIP7 LA F— LA ERETXET,

e [Delete] : IR L7-7 RL 2 77— L &HIBLET, RINT., PCHELLTXEREA,

e [Assign] : £ U Z—T 2 A AZHIDV B THNTWNWDLT RLA F— A E2FRLET, 1
B —T = A ZBINT Bl DREND LB CT—VE2 LT NT ) v LET, [Assign] 7 4 —
VDT =B BT —EREHINET,

EHETO D74 )L, . IP T—I)LDEMEILHFEE

[Connection Profile] > [Advanced] @ [Add or Edit IP Pool] # 4 7 &2 7'/ v 7 Z &AL, 7
TATY N T RLREIDYTHDOIP T RLADOFIFAZEEEZIFARETEET,

e [Name] : IP 7 KL A F—LZEID B THONTWDLAFIERELET,
» [Starting IP Address] : 77—V DOHEADIP 7 KLV AZHE L E T,
* [Ending IP Address] : 7 —/VDREDIP 7 RLAZHELET,

* [Subnet Mask] : 7 —/VINDOT FLAIZHEHAT 27 %y b v 27 28R L ET,

AnyConnect #E#t 7O 77 A4 JL, RIIEM

[Connection Profile] > [Advanced] > [Authentication] % 7 C, KD 7 4 — /L RERETEET,

* [Interface-specific Authentication Server Groups] : fEED A > ¥ —7 = A ATkET 2 FHFEY—
NIN—TOEN B TEEHRLET,

* [Add or Edit] : [Assign Authentication Server Group to Interfacle # 1 7 1 77K v 7 ZA 3B
EFET, ZOXATOT R T ATEH, A v F—T a2 A ALY =T N—T%4RET
LT, BRLIEY— NI —T TRENEAE LIGAIZLOCAL T —# X— A
NDT Gy VAT HNEIDEEETEET, ZOXA TRl Ry 7 AD
[Manage] "% % 27V v 279 % & [Configure AAA Server Groups] % A 7 12 77K > 7
ABAE £9, [Interface/Server Group] 7 — 7 /WIEIRNE N TR I N E T,
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« [Delete] : JBALLT=H— N ST 5 F—T Ain bR LET, BRSAT, ©0E
L TEEHA,

« [Username Mapping from Certificate] : == —¥ 4 ZflitH+ 2 HiEB LT O Z VGEHED 7 ¢ —
NV RERETEET,

A\

Gx) ZOMREIZY LT a TR A RN E— RTIIHR—FINFEHA,

s [Pre-fill Username from Certificate] : & L72REBED 7 4 — /L Kb 22— W4 & fhi
L. ZORFADOHICKELS AT a o T, =4/ A T — RRGEB L O%T
WAL ET,

+ [Hide username from end user] : fii L7z —HH T K 2 —FcFREINFHA,

* [Use script to choose username] : 7 ¥ Z /VAE ) b 2 — W4 2 3T 2 5510 H T
HAT VT MNAERRELE T, 7 7 4/V Mid [None] TY,

* [Add or Edit] : [Opens the Add or Edit Script Content] % 7 1 77K v 7 ANPI& | FEH
HOZ—FH{O~y B TIHEHT LA VS NEERTEET,

s [Delete] : TR L72AZ VT MZHIBRLET, #ERINT, LVELLTEEEA,

* [Use the entire DN as the username] : LB E ® [Distinguished Name] 7 « —/L R &{K%
a—HH L L THEHT2GAICHEE L £,

* [Specify the certificate fields to be used as the username] : = —¥ZIZHEART D 1 DL ED
T4V RERELET,

T4V B LUt 2 RIEOAMEIL, RO LBV T,

Bt EE

C Country (E4) :2 XFOEAMKEE,
£ o — RiE, 1SO 3166 [E4 ISR HEML L
TWET,

CN Common Name (—f%%) : A, VAT

L, OO T 4T 4 DAHL, &
VHEVYBMEE L TUIERHTE YA,

DNQ R A A a1,

EA E-mail Address (7 A—/L7 FLX) |
GENQ Generational Qualifier (HAXERGT)
GN Given Name (%) .

I Initials (1 =< ¥ /L) .
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Bt E&E

L Locality (M) : ##2E N TS
F 72 ITHT,

N A i

0] Organization GiA%) : =fh, A,
B, A, LMD T 4T 4 DA,

ou Organizational Unit (k== )
W (0) WoY 7T 7 n—7,

SER Serial Number (V7 /VEE) ,

SN Surname (%) .

SP State/Province (N FE 72 I1ZHEFIR) - #H
FEDE DI TV DN F 72 1388 E TR,

T Title (¥ A k)

UID User Identifier (==—%1D) ,

UPN User Principal Name (=—% 7'J > oL
£)

* [Primary Field] : == —¥ &M T 5EHEDORAIDO 7 4 —/L RERIRLET, ZOHE
DFRE SN TWS A, [Secondary Field] 1T MR S v E 9,

* [Secondary Field] : [Primary Field] 235 E S AV TWRWIGE, HT57 1 —L N4
RLUET,

« [Find] : B304 & LTSS GUI 7~V £ 721X CLL 2~ > F& A L, [Next] £7=
E [Previous] 27 U v 7 L CHREZBMBLET,

EHIO I 7ML, 2 RBEEN

[Connection Profile] > [Advanced] @ F @ [Secondary Authentication] Zff 94U, “EHBFEE L
THHLND 2RFRFEEZRET HZ N TEET, 2 KERFENA NI fio’(b\éfa/\ O
Ra—FRa st 35l I LT vy a2ty NATTHRNERDH Y F

T fEAEFEO—FHDOFEFIATI L 2 /kmu FAEEMAAEDE THEATEES, 20X AT Ry
T/72@74%”% T 1 RERRECRET D27 4 — /L REPTHETR, ZhbD7 44—
RI% 2 IRFRREIZ 72T BE L E 7,

THRBRENA XA =T Mo T D EE. b 0RMITa - L LTHEMT S 18 kD
74—V REREENORIRL £, EHFERENOE D X a—PRE2RETLH L, &

—ferarz N EE I}
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B 570070 2nzaEn

X2 VT4 TTIAT A, FBESNZEAEY 4 —L RE, 2IR2—VL//NAT — KR
FAEALERIZ 2 DH O —V 4 BT X )il S E T,

Y

GB  FEMFEOEHIFY 2—F4H L E B2 WY — N =T bIET 2 HETH, Wikl
BIZIZTIA~ ) a—FAETMER S ET,

* [Secondary Authorization Server Group] : ¥ H > &V 7 LT o v )L &2+ 2385 E—
IN—TEiEELET,
o [ServerGroup] : > X U H— NAAA T V—TF L L CHERATAGE S — R 7 v—7

PEIRLET, T 74/ Mnone T, SDIV—RN T A —F3®h o XY —n 7
=TI TEEEA,

+ [Manage] : [Configure AAA Server Group] ¥ A 7 2 7R v 7 AN E £,

* [Use LOCAL if Server Group fails] : §& L7z —/ 7))L —FZREENEAE LT-5HE D
LOCAL 7 — 4 X—=A~D 7 — V3w 7 2 f{E LET,

s [Use primary username] : 2274 > XA T a7 na2—W4% 1 D ERTH L O EE
Lij‘o

s [Attributes Server] : 77 A < U @MY — it U F Y BEY— N ERIRLET,
)

GE) DRI T 7 A NIZ %)ntunﬁvﬁ-w/\%jﬂé‘ﬁiﬁ—g—é L. FOE
==

P — ROBREMELEEINFE T, ASAITE D U F ) Bk — %
HLET,

* [Session Username Server] : 77 A4~ U By v a v a—F4AHh—"Inkh XY £y
vay a—HEHEY—"DERELET,

* [Interface-Specific Authorization Server Groups] : 8 ED A ¥ — 7 = A A3 T DB A —
N ITN—TOEN Y CEERLET,

* [Add or Edit] : [Assign Authentication Server Group to Interfacle %4 7 1 7 7R v 27 A 535
TET, TOXAT IRy ATE, A ¥— 7I4z&#—ﬂﬁw~f%ﬁi¢
Hllblz, BRLEY— N TN —TFTHRENKAE LIS EIZLOCAL 7 — 4 X— A
“@72‘%/1//\/7 AP OMME I N ERRETE LT, \_035'/1’71:1 TR 7 AD
[Manage] "4 > %27 UV v 7§25 &, [Configure AAA Server Groups] Z A 7 02 7R 7
AMBH & £9, [Interface/Server Group] 7 — 7 /WIIBIRNAENF RSN E T,

e [Delete] : FHR L7z — N Z 0 —T% T —TANHHIBRLET, MRS, OVE
L TEEHA,

* [Username Mapping from Certificate] : =— W4 &2 Hfith 357 T X VGEAED 7 ¢ —/ N&$E
ETEET,
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gETnz7 4. 2xRiaEs |

* [Pre-fill Username from Certificate] : Z D/SF /L THRE SN TSRO 7 4 —/L KRB LW

2EHDT 4=V F D, 2REBFECH A SN D4R 2T 285814 vicLEd, =
DBVEE T BRIC. AAA BXOGFHAEOFEG TR EZRETILENHY £, =
N&EITHIE, BU Y 4> RO [Basic] 7SR /VICERE Y . [Method] DD [Both] % 4 1
L/Sz—é—o

* [Hide username from end user] : 2 IRFBAEIZMEH S5 2 — W4 % VPN = —FIZFERRICT

AEAICA I LET,

» [Fallback when a certificate is unavailable] : = @ J&:(%. [Hide username from end user] 734>

DEGENZDHEHFIRET T, nfl:fﬁiﬁ)fﬁﬁﬁfjfﬁia/\ X. Cisco Secure Desktop D75 A |k
AF¥y TR LT, 2RBIAED 2 —F L EFHFMATI LET,

s [Password] : 2 IRFEFEIZHEH S D /32T — ROEFEF A E L TROWT AN EZ SR L F

R
e [Prompt] : T—HFINAT—=REANTLHEL )T T MERRLET,
s [Use Primary] : 9XT® 2 IRFEFEIZ 1 IRGBAED /XA T — RZFAIH L £,
«[Use] : TRTO2RABFEDITHE S L H Y NAT—REATLET,

* [Specify the certificate fields to be used as the username] : == —444 & LT ﬁ(ﬁ‘é 1 2Ll kD

TA—IVRERELET, BHZ ) =YL/ AT — REGEE 721358/ IZREEO = —
P HATATIEEE T Z D — L 2 HHT 5121, J—#%$mﬂﬁki0tﬁ/&)
2—PFLFEAMANOHETILERH D 7,

* [Primary Field] : :L*“j‘% (AT 2REEORYIO T 4 —/V REe@IRLET, ZOE
DFRE SN TUWS A, [Secondary Field] 1T S v E 9,

* [Secondary Field] : [Primary Field] 235 & S AV TWRWIGAE, HT57 1 —L N4
WLET,

BHIDT7 4 — L RBIO2EHD 7 4 — /L FOBMEICIZ, RO T arBH F7,

B EE

C Country (E4) :23XFOEAMGE, E4 21—
RiE. ISO 3166 [E4AMEFEIZHEM L TV E T,

CN CommonName (—f&4) : A, VAT A, %
DD T 4T 4 DLRL, AU XY @
ELTIIfEHTEEEA,

DNQ KA A &R T,

EA E-mail Address (81 A—/L 7 KLX)

GENQ Generational Qualifier (HAXEAGT) ,

GN Given Name (%) ,
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B anvcomectizgino > (0. BAES

B E&

I Initials (f =3 v /L) ,

L Locality (Mi4:) : #fEAEINTWDHHTE T
VT,

N Al

o Organization (fHff%) : =k, HUA, #&E.
B, OO T 4T 4 DA,

Oou Organizational Unit GRfk—=v k) : fHfk

(0) NOH 7 I Nv—=7,

SER Serial Number (VU 7 /V&E5)

SN Surname (%) .

SP State/Province (I & 72 1TABENFIR) : KRR
BT D F 72 I AE T R

T Title (%A k1) o

UID User Identifier (==—%ID) .

UPN User Principal Name (=— 7'J > 301
£) .

+ [Use the entire DN as the username] : 56472 % 7Y =2 F DN (RFC1779) #fHLC, T
ANVEEENLRA 7 =) — D4 T2 G L £,

« [Use script to select username] : 7 ¥ Z VAEAEN O 2 — Y4 2T 2 227 U 7 M & 48E
LE9, 774/ M [None] T,

+ [Add or Edit] : [Opens the Add or Edit Script Content] % 7 1 7' 7R v 7 ANBI& | FEH
FEOA—PHO~ oy BTN H2A7 )V T M 2ERTEET,

s [Delete] : IR L72AZ VT MZHIBRLET, fEERINT, LVELLTEEEA,

AnyConnect #E#Hi 7O 7 7 A4 )L, Ra[EMH

AnyConnect ¥#t 7 & 7 7 A /L ® [Authorization] ¥ A 7 2 7R v 7 A& FHTNIE, ¥ —

7 A AFEH OBV =N T N—TEFKow, B, WE. FRIFHEBRT N TEET, 2
DEAT AT Ry I ADT =T VDEATIZNE, A v F—T = ZAFFGY =T N—TDAT—
HAMBRENET, BREINDIDIE, A X —T oA A%, ZHUHEEST Nz — T
N—T BROERLIEY— N TV —F CRENEELLLZICr =TI T —F_X—=2~D
T F =Ry TN, X =TI o TNDBNE I N TT,
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AnyConnect it 700 7 1 )L, RBAIEMH .

ZDORA DT 4—)L RiL, AnyConnect, IKEvl, IKEv2, 353X 71 7 kL A SSL #f5¢
a7y A NTHIBETT,

* [Authorization Server Group] : B R[/NT A — X ZFiR T A A — R FT L —TZHE L
—a_o

s [Server Group] : T 258 A Y — N TV —T % IRLET, 7 7 4/ MMdnone TT,

* [Manage] : [Configure AAA Server Group] % A 7 R 7Ry 7 ANBE 7, AAA +—
NOBELZDWTIEL, 7747 ML ASSLVPN #5717 7 A )b #BGE, H—
=T DB (83 X—) EBRLTIEIN,

» [Users must exist in the authorization database to connect] : ~— 2% = @ FLHE % fij 7= T~ 44
ERHLGEIE, 20Ty IRy I RAEF T LET,

» [Interface-specific Authorization Server Groups] : 8 E DA > ¥ —7 = A AIZKT HFRA[H—
N ITN—=TDHEY Y TEEHLET,

* [Add or Edit] : [Assign Authentication Server Group to Interfacle # 1 7 1 7' 7R v 7 A M3
EET, TOFATUT Ry 7 ZATE, A v F—T oA ALP—RTN—TEIFET
e bz, BRLICY— 7L — 7 TRENEA LT2HEIZLOCAL 77— # R — R
NDT F— NNy T ETFATONMEIDERRETEET, ZOXAT TRy 7 AD
[Manage] h ¥ > %27 U v 7§25 & [Configure AAA Server Groups] ¥ A 7 a7 K7
AMBE £, [Interface/Server Group] 7 — 7 /WIIBIRNE N R RSN ET,

s [Delete] : R L7z — N Z—T% T =T ANGHIBRLET, ERINT, OV E
LbTEERA,
« [Username Mapping from Certificate] : = — 4 &I § 57 P X VGEHED 7 4 —/L R R
ETEET,

* [Use script to select username] : 7 3 # JLEEEN & 2 — W4 2RI 55512 H 5
HAI VT NAERELET, T 744 ME[None] TF, fEET 4 —/L KD 2—
VHEBRIRT D27 U7 P 2T 2 A VTR, 23 RL TSN,

* [Add or Edit] : [Opens the Add or Edit Script Content] % 7 1 'R v 7 ANPI& | FEH
FEOA—FHOy E U TIMENT A7V T M ERTEET,

s [Delete] : IR L72AZ VT MZHIBRLET, #ERINT, LVELLTEEEA,

* [Use the entire DN as the username] : LB £ @ [Distinguished Name] 7 « —/V R &{K%
a—HH L LT 2GAICEE L £,

* [Specify the certificate fields to be used as the username] : = —¥ZIZHEART D 1 DLl ED
T4V RERELET,

* [Primary Field] : = —H% A IZHEHT L5 EOR YO 7 4 — /L FEBIRLET, ZOfE
DEE SN TV DA, [Secondary Field] 13 MM S v E 9,

* [Secondary Field] : [Primary Field] 235 E SV TWRWEA, HT57 4 — L R& ik
WLET,
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AnyConnectiZfit 70 7 7 1 JL,

i

— iz VPN B |

« [Find] : BB X7H & L CTHEAT2 GUI 7L £ 7213 CLI =~ > K& A L. [Next] £7=
L [Previous] 27 U v 7 L THREEZBMBLET,

BA. 1—PRERRT HLHO0RY Y T FOREDIE

AnyConnect $f5t 7" 1 7 7 A /LD [Authorization] <~ >~ T [use a script to select username] % FHR
L. [Add] £72X [Edit) RF &2 27V w7308 IRDT 4 — )L RIRFRINET,

A7 VT RTlE, o~y B 7 47 a r TFERINRWERAAOIEAEY —/L K& fE

MTEET,

GE)

27 VT N LUICGEREN S O — A FEIATITY 47 » MNEHEO 2 —FZ R ED
M 72WEEE . AnyConnect 7 74 72 B XY 47> b LA WebVPN (Z [Unknown] &

KRSNET,

e [ScriptName] : A2 U 7 NOARTZIRE LT, BAEB L OFRAIDORA 7 U7 "4 IXFR LT

R EdA, TZTAZ VTN EERL, CLIE., ZOKEEEZEITT 572D
CAZ VT MR LET,

* [Select script parameters] : A2 U 7 M DOEMHE L ONEEZHBELET,
* [Value for Username] : = —H%4 & L CHEHT 52 DN BMEDO ke y 7272 U X K

(Subject DN) 75 @M A4 2N L £7,

* [No Filtering] : 8 L7 DN A REELEHT L2 L oHEEL 7,
« [Filterby substring] : BRAGA > 7 v 7 A (—HT 2RO LF-OLFFINOALE) I LOHE

TAVT v I A BRTHXFIE) 2HEELET, ZOF 7T a r2&IRT 58545, B
WA T w7 AR, EHIZIITEERA, RTA VT v I AEZERICTDET 740 MM
-1 &Y FEHEEN BT ENE IR INET,

=& 2iE, RA Ma—VOfE%E T DN @D Common Name (CN) #EIRL7-L LFE
T, WOFIL, SESEREVMEEEAT LM LFINEEHLCZOMEE 7 4 NVZT D
FEERLET, ROMEIT, 2—V4 L L TEBICHEIANINAETT,

R2:EHAXFEHEDZTaINLEY Y

Bl TV I R BTAVTYIR RY1E
1 5 host/
6 10 user
6 -1 user

ZORDITRADOLEICTAFTADA T v 7 AR LT, UEINDOEE DI SERS LFE
FIDOEHBET (ZOBAIEX Tuser) @ 1] ) A b TBLE5BBELET,
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AnyConnect 6 707 7 4 )L, BA. 1—H&EBRT 510022 7 ronsoien [

WA XFINC L DT 4 NE Y T RMGHAT A, METHHDLTFINOEI DD~ T
WA ZENRETT, ROFITIE, EHRBIAREELI I Lua BXOBT AL L 27 YT |
A LET,

5l 1 : [Regular Expression Matching] : [Regular Expression] 7 4 —/L RZH R H 3 5 1E#H
KBEEZATLET, —BOREHARBOERE T #H S ET,  [Email Address (EA))
DNED @it 5 E TOTRTCOXTINET 4 NVHE Y I HOICIEREREZHERTS &
LET, V@ PZNzFTTEHIEREHDO 1 >TY, ZOHITIL, DNAEIZ
user1234@example.com A F LTV DHE, IERRBOEZ DRV fHIX userl234 L7200 F
R

1 2 : [Use custom script in LUA format] : M58 7 « —/L R&Z T+ 572012, LUA 7 a7 J
LSRR TCRBENTEAAZ LA VT FERELET, ZOFTva v z@BRYoL. X
AZLLUA AT YT N2 T7 4=V RICANTELLHIC0ET, A7 V7 MIKRD &
2T F T,

return cert.subject.cn..'/'..cert.subject.l

1 oD2—HFLE L THEHATS220ODN 74—/ K, —HF4 (cn) BLOHIE (1) %
FEAEL. 292907 4 — )V RIICAT vva () XFEHALET,

WDFIZLUA A7 V7 N THERTREREMNESA EFHERLE T,
~

GE)  LUA TiE, RXFE/NLCFRRBI S ET,

R 3:EitsH LHHA

A

B!

cert.subject.c

Country

cert.subject.cn

Common Name

cert.subject.dnq

DN f&fifi v

cert.subject.ca

FBFA—INL T RL R

cert.subject.genq HAVE A
cert.subject.gn P
cert.subject.i A= ¥%I)V
cert.subject.l 4,
cert.subject.n A Al

cert.subject.o

~ == T IVORERL

cert.subject.ou

R HEAL
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B anvcomectizgTn o7 4L, BA. 1—FEERRT 2EHORY YT FOREDEM

cert.subject.ser YT N Y TAEE
cert.subject.sn I

cert.subject.sp S

cert.subject.t Title

cert.subject.uid 2 —H ID

cert.issuer.c Country

cert.issuer.cn Common Name
cert.issuer.dnq DN f{&£fi+
cert.issuer.ea FFA—IL T RLA
cert.issuer.genq AR &A1
cert.issuer.gn %

cert.issuer.i A= %)V
cert.issuer.l Hh4,

cert.issuer.n A |

cert.issuer.o ~ == 7 IIVORERK
cert.issuer.ou FRRHAL
cert.issuer.ser AT Y T AE S
cert.issuer.sn It

cert.issuer.sp o /e

cert.issuer.t Title

cert.issuer.uid 2—H% 1D
cert.serialnumber SERRES Y 7L E A
cert.subjectaltname.upn 2= TV TR

Mo XV IN—F 2TV T NEeT 7T 47 L TNAREXIZT—NREL, A7 YT R
TIOT 4 TR M-8, BHEDa L Y — T — Ay —URFRENET,
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5547 RLRASSLVWPNEHTAT7 AL, A v 8 —T 24 Z~0RTH— TL—ToEyut [

D95A4AT7 2 RLASSLVWPNER 7O I 7ML, 41 03— 24 AANDRAY—/N\ T )L—
TDE|IYHT
IDXEATAT Ry 7 ATIE, A F—TxAR% AAA — " T L—7 2T HiLE
7, FERIE. [Authorization] ¥ A4 71 7R v 7 ADT — T WIIERINET,
* [Interface] : A ' H—7 = A AZEIRLET, 774/ MEDMZ T,

* [Server Group] : BR L72A & —T = A RZHI D Y THY =R TN —T 2R L £7,
7 7 4V ME LOCAL T,

* [Manage] : [Configure AAA Server Group] ¥ A 7 2 77N > 7 AN E £,

EHRIJOJD7AIL, THOUT4 V9

[Connection Profile] > [Advanced] @ [Accounting] XA > Cld, ASA &EKDOT T 4 7 F
TvaraERELET,
* [Accounting Server Group] : 7 7 7 4 U I T 5T TIZERE HOF— T —7
IEIRLE T,

* [Manage] : AAA H— 7 )L—"7 % {ER% T X % [Configure AAA Server Groups] %1 7 12 2
Ny 7 AW EET,

EHEJOJD7A4IL, IL—T T4 ) F7RESTIL—T URL

[Connection Profile] > [Advanced] @ [GroupAlias/Group Group URL] A 7 2 7R > 7 AT, U
F—h -Vl A URHIRRINOINFICEEL 2 DR ERELET,

ZDEATa T DT 4 —/v KL AnyConnect 7 74 7 > hEB LY 747 h L ASSLVPN T
FLCTEN, 7747 FLASSLVPNIZITEID T 4 —/L Fi3 1250 £¥, #irn 7 7
AND X T DLEIE, AnyConnect Tl [Group URL/Group Alias] C, 27 71 7 > bk LA SSL VPN
TlZ [Clientless SSL VPN] T,

* [Login and Logout (Portal) Page Customization (Clientless SSL VPN only)] : i f 3~ % SRiEX E
SNTEHAARZ A RABMEAIEETHZLICLY, 2= nr g X=UDNEAREL
£9. 7 74 /L MEDfltCustomization T, FHLWAIAZ A= a A7V =7 M
YER T A1Z1%, [Managel 27 U v 7 LET,

* [Enable the display of Radius Reject-Message on the login screen] : FRE2MES Sz & &iom
TA v FAT Ry 7 AT RADIUS-reject A v E—V 2R RTHITIE, ZOF =y
Ny VA% A AT LET,

* [Enable the display of Securld message on the login screen] : 27 A > XA T VK 7 AT
SecurlD A v =T ZFRTHIIE, ZOF =y IRy 7 AeA T LET,

+ [Connection Aliases] : A VT AL ZDAT—H A, a /A R —VREFEDRE:
i (RN T N—") BBIRTE DX )ICERARESNTWDIEAIL, =2—Fonr s

— 187 VPN B
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B =5707740. 45472 FLxssLVPN

A2 N=UNZHER AV T ANERREINET, =AU T AZBMEITHIRT S

[Add] 7% [Deletel R¥ > %7V 7 LET, oA VT AEwRET DI, 7w7w1
FOXAVTAEL TNV w7 L, = ) ERELET, 41 X—T /TR >TNDH A
TR AEERTBINE, T NVHNOF = ViR I AeF o F2134 712 LFET,

* [Group URLs] : Z/V—7"URL £ ZFDRAT—% X, vl A VFHIZ—FR/FED T NV—T

EBRINTEZ D X ICHERPRESNTWDIHEIX, =2—For s (4 X=JZ/—7
URL ZFR SN E T, URL ZBINEITHIBRT 2121%, [Add] £7213 [Delete] A& % 7
Uy 27 LET, URLZME ([Edit]) T 2512 77— 7wm@m&%&7w7)/7bf
TNV ERELET, A X—T NSO TWVWDHARAT =X AZEETHITIL, T—7 NN
DF v IRy At E£234 71 LET,

* [Do not run Cisco Secure Desktop (CSD) on client machine when using group URLs defined above
to access the ASA. (If a client connects using a connection alias, this setting is ignored.)] : 7 /L-—
7" URL IZ##t LT\ % 7 A4 7 > kT Cisco Secure Desktop D7 7V 77— 3 & FATT
HMEIMERINLET, ZhbDAT v avid, 7—7 URL ZiBMT 55EI20 4
FREINET, 7747 baerdde, ¥Xa2 VT4 7T IAT U ANRINL DL —
Pinbx 2y FRA » PEEEZZE LR RLDT, 2—FRVPNIZT 7 ERICTE D &
IWCDAP a7 4 X ab—2a VOEERKLBEILRLZENROVET, ROF T a v
MHIER L ET,

* [Alwaysrun CSD] : 7 /L — 7 URL IZH#E L T\ 53X TD 2 7 A4 7 > b T Hostscan &
FAITLET,

I

+ [Disable CSD for both AnyConnect and clientless SSL VPN] : 2" /L —= URL {285 L T\
53 _TDY T AT > b® Hostscan MLER & Gl L £,

+ [Disable CSD for AnyConnect only] : 2 /L —= URL (Z$%#5t L T\ % AnyConnect 27 7 A
7 > b @ Hostscan LA GER L £3, 7272 L, 7 74 7 > b L AR Tl Hostscan
ERERALET,

EHEIJOJ7A4IL. V547> kL X SSLVPN

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Connection Profiles] %
TRIRy 7 AL, BUEERINTWDLZ 747 ML ASSLVPN#fii 707 7 A LB &
U&mwnw@&747/bvxﬁfyayﬁ—%%%éﬂi?o

* [Access Interfaces] : 77 EATA R—T M THA L H—T oA AR HEIRTEEST, 2D
T—=TNDT 4 =)V RIZE, A F—T oA ALRT = v IRy 7 ANFRIN, 77
AL THMNE I D ERELET,

* [Device Certificate] : RSA ¥ —F 72X ECDSA ¥ —F 721X F 7 X AR A > b OFBFEDFE
HELZIBEECTEET, 2200 TA MRSV NERET HA T arnboEd, 7
FAT v ME, XUFX—ID A a— KiZXk2 ECDSA OV R —r&ERrLET, ASA
I, RELEZFZFAMRA L MYV RAREAR Y L, Z2I9ATV "RV R— T 5%
WD 1 SEBRLET, ECDSA 2T 5551E. RSA M7 A MARA & FORIIZ,
ZDORTARNKA Y MR Eféﬁ%#%@i?
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gHEInarq, 25147 rLassLven [l

* [Manage] : [Manage Identity Certificates] % 4 7 2 7R v 7 ANRPE £, ZDOX AT R
IRy 7 AT, BIRUCGEAEOFEM A B, fRE. bk, =7 AFR— b, X
KRTEET,

s [Port Setting] : 7 74 7 > h LA SSL B L OV IPsec (IKEv2) #EftD AR — hE 5 Z R E
LET, ®FAIE1~65535 T3, 7 74/ MIAR— bk 443 CT7,

*» Login Page Setting

s A VT ATHBENDH T 0 77 ANER T AL RXR—UTRIRTEEJ, B|INL
72 WGA X, DefaultWebVPNGroup 235t 7' 1 7 7 A MZ/ 0 £, =2—HFonr /A
VR=UZ, =R THERTARED F L ST BRI 570D R
0y 7HT YA NPRERINDLIICHEELET,

» [Allow user to enter internal password on the login page] : WV —/SX~D 7T 7 & ARG
IRHNRAT— RE AT HAT v a v zEBMLET,

* [Shutdown portal login page] : 2 7 A 3T 4 £—T NV DLGEIZ Web N— T &2 FRKm L E
—g—O

« [Connection Profiles] : = D#f: (b2 kL ZV—7) OFEGFARY —&RETHLa—R
R LTcHe T — 7NV ERRFLET, KL a—RiCLo T, ZOERHDOT 7 4+/V ~ 7 b—
TRV =R S ET, La— R, 7 b a Bl O T A =2 REENT
WET,

* [Add] : B4R L7285t D [Add Clientless SSL VPN] % 4 7 2 7R v 7 AN & £9,
« [Edit] : #84R L 7= 8%%¢ @ [Edit Clientless SSL VPN] ¥ A 7 2 77K v 7 AN & £,

* [Delete] : B4R L7 #ife 2 7 — 7 L GHIBR L 97, MRS T, LVELLTEEYE

hoe

o [Name] : #5777 7 A /L DA,

* [Enabled] : £ X =T IR 5> TWAGAILT = v 7 v — I P& ET,
* [Aliases] : Bt 7' 12 7 7 A L DJII4,

* [Authentication Method] : i3 2F8FEF XA FEE L £7,

* [GroupPolicy] : Z DG 7 7 A NDT 7 4/ kN TN—T KR v—%F£ R LET,

* [Let group URL take precedence if group URL and certificate map match different connection profiles.
Otherwise, the connection profile matches the certificate map will be used.] : 2D A7 3 > T
I, BT 0 7 7 A NV OEIRT 1 ZREIZ 7 L— 7 URL 36 L UREBH OB O 7 )
Tr LU AERELET, ASAT, TV RRA V MC X o THRE SN HER SN D% |
7 m 7 7 A M Lo THRESNIEHERE SN2 L A TERWIEEIR, BofEE —#
TR0 T 7 A NVBBRIRESNET, VPN KR A N THRE L2/ V—7 URL %,
ML NA—7URL i ET Dkt 7 n 7 7 A VL RET D7D, ZEDOEVASA Y 7
Fy=T7 VU —2ATHERAINDE TV 77 LU AZRATAEAICOR, 04T a vk
FATLET, TOFTva s, TIANBNTIEA TR TWET, A7 LY

AL |
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B /s 7 riassivengToo (L, BAEE

B ASAITEH 70 7 7 AV THRELTZAEHE Y 4 —V FEE, =2 R4 > N THEAT
DREAED 7 4 — /L REEBA LT, a7 7 A V2B Y TET,

D54F72FLASSLVPNESHR O 74 )L, EXEHE

[Clientless SSL VPN Connection Profile] > [Advanced] > [Basic] %A 7 1 77K v 7 A Tld, AR
PERELET,

* [Name] : ¥ttt 245 E L £ 7, REMEDOLS. 207 ¢ —/L NIEZHARY FHTT,

« [Aliases] : ((EE) Z O ONREEL % 1| DLLEfEE L £9, [Clientless SSL VPN Access
Connections] ¥ A 7R 7Ry 7 ATEDA T v a v ZREL TWDLEAIL, nl/ A ~R—
BN ERENET,

* [Authentication] : FFE/NT7 A —HX ZFE L £,

¢ [Method] : Z DT, AAARSRE, FEAERRAE, E7IXZOWMG 2 LT 25008 9 0
ERELET, 7 74/L MIAAAGERETT,

* [AAA server Group] : Z DEHGEDORALIE T T 5 AAA T — N 7V —7 %R L E
¥, 7 7 4/V MEILOCAL T,

* [Manage] : [Configure AAA Server Group] % 4 7 B 7R v 7 AN E £,

+ [DNS Server Group] : = O#5iD DNS —/3 7L —7"L UCTHHT 29— " ZRR L E
¥, 7 7 4/ b DefaultDNS T3,

* [Default Group Policy] : Z D THEMT 57 740 b ZN—T R 2 —D/RF A —H %
HELET,
* [Group Policy] : ZO#ER THMT D27 74/ b Z V=T RY —2RRLES, 7
7 # )V N & DAltGrpPolicy T,

» [Clientless SSL VPN Protocol] : Z Dk TD Y 747 F L ASSLVPN 71 h 2/l %
AX—=TNVERITT 48— NI LET,

554F7 2 FLRASSLVPNIERE IO D74 /L. —iBEH

[Clientless SSL VPN Connection Profile] > [Advanced] > [General] # f 7 &2 7' 7R v 7 A &fEH LT,
AAA Y —NIZET RN —FAND LV A E T N—TERET LN EIPEREL, AT —
REHA TV a VEBRELET,

* [Password Management] : AAA ¥ — /75 D account-disabled - 27— & O LEX|ZEET
HNTG A= L =TT H XA T — RHIREIEFICE T 5 /37 A —F R ETE
iﬁ‘o

* [Enable notification password management] : ~DF = v J Ry 7 AEF T HE, K
D2ODNTA—=EZPHHATEDL X IICRY ET, NATV— RBRHREINICR D ET
OFRFEDOBEAREL., TOHEFETIOHD v 7 A VI —F | Z@md 50, £

7 VPN B
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5547 rLRSSLVPNEGETO 740, R [

T RAT — KBRS Bl — 2@ 202 RELET, T 741
R ClE, 782U — RAHARYINIC 25 L0 14 HETIC2—Y ~D@maE s L, LI,
Z—PPRAT— REERTHETHEABNT S L OICREINTOET, #HIX1
~ 180 H T,

A

GCE)  ZoOWBIZL->T AT —ROHRPYIND ETORENEDD
DT L, BENA R—=T NIRRT THD E VI HITESR
LTLEE, 2047 v ar#=RIRT 255812, AfLEET
DULENBY T,

WTFHNDFETH, ZEINTICAARAT— KBRHRONIC /o7 &, ASA Clidz—
PIZL DA T = ROEENRAGETT, BUTO/RRAT — RBREZ L TR WNEE,
2—PIIFDONRAT—REFH LT /A v LEEITDZ ENTEET,
ZONRTA—=HF, ZD X ) IEmEERE A YR — 95 RADIUS. RADIUS %)t~ NT

P— 3, LDAP — 372 XD AAA — XTHZH T, RADIUS £ 721X LDAP LN
BESNTWARWIES. ASA TlZZna~wy RREHINET,

9S5A4AF72MLRXSSLVPNEH IO D74 )L, BEE

[Clientless SSL VPN Connection Profile] > [Advanced] > [Authentication] %1 7 &2 7' 7K v 7 A Clx
A H— 7:4xlﬁ@mT%—Aﬁw—7%%T\Em\%ﬁ\itﬁmﬁﬁéifo:®
AT TRy I ADT =T NDEATIZNE, A v F—T = ABFFH— R T NV—TDAT—X
ANERINET, BRINDDIL, 4V§~7lfl’ 24, FAUCBEES T e —N o
=T BEOBRL A=A TN =T TEENEELIZE ST —IL T —=FX=Z~0D
T =Ny I PA F—=T T o TNDINE H M TT,

[Authentication] XA D7 ¢ —/L Ri%, AnyConnect DFIGIE & [ U TJ (AnyConnect £t 7 2
Ty AN, BAEEME (69 X—) &) o

D54 F7 2 RLASSLVPN Ef 7O T 74 )L, BBEE. —/N T IL—TDEM

[Clientless SSL VPN Connection Profile] > [Advanced] > [Authentication] # A 7 &2 7' 7R v 7 A D
[Add] RZ v B2 ) w7358, A F—T A A% AAA Y —23 T )L—T7 BT 5 2 &
NTEET,

DOREEITI 74—V RIZONTIR, 7947 FLVASSLVPN B 7 7 7 AL, A v
& 7:4’%“@.%7'&“—/\ 7/]/‘——‘70)¥|JV)§|“C (79/\»4‘?/\) %;‘S%LT<7IL§1/\O

D92A4F7 2 FLASSLVPN#ZfR T AT 7 4 )L, 2 REBAE

74T MU A SSL D2 RIBFERIE T 4 —/V RliE, #7077 A v, 2 WiEEME (71
A=) IZREHEH STV D AnyConnect 7 7 A 7> b 77 B A L[FEIELTT,
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B /57 riassiveniggroor (L. 29

9S5A4AF72MLURXSSLVPNEHTO T 7 A )L, 327

7747~ b ASSL OFEAIFRE 7 4 —/ RiX, AnyConnect, IKEvl, 35X TVIKEV2 DIGE &
FLCY, ZRHD7 4 —L ROFEMIZSWTIE, AnyConnect BE§E 7 10 7 7 A /b, 78 AT R
(74 X—2) LTI EENY,

9547 LUXSSLVPN #8707 7 4 )L, NetBIOS H—/\

7747~ ASSLVPN i 7' 1 7 7 A /L ® [Advanced] > [NetBIOS Servers] %1 7 2 7' 78 v
7 AL, BIEW A D NetBIOS H— D @A EK R 4V E T, [Add or Edit Tunnel Group dialog
box for Clientless SSL VPN access] > [NetBIOS] # A 7 v /'R v 7 A&fEHATIUL, bz 7

N—TDNetBIOS BHELRETHZ LN TEET, 7747 F L ASSLVPN Tid, NetBIOS
& Common Internet File System (LA % —xy b 77 A/ VAT L) Fu havzffL
T VE— RNV AT ALEDT 7 AMIT 7 8ALIZD, 77 A NVEIA L2 LET, Windows
A2 —HIZEDA Ea— AR LT ANV RAE LE D L5 L, BESH
7277 AN P —=NERy NT—2 LDV Y — A %557 2 FEE D NetBIOS 44 & ks LE 7,

ASA X, NetBIOS4 % IP 7 R L RIZ~ v /T 57290IZ NetBIOS Fr— 24— N2/ =) — %1%
fgLEd, 794 T FLVASSLVPN T, VE—h VAT LDT7 7 A NET 7 BAEIT
HAH T 572D NetBIOS RSB TT,

NBNS HREZ BIME S H 5 121%, D7e< & H 1 HBDNetBIOS —3 (FFA k) Z%ET 2 MEN
HET, TEMAZERTHZOICNBNS 4 — "% 3 OE TRETEET, ASAX, VA b
DI DY — 3% NetBIOS/CIFS A RIfREFIEH LET, 72U —NRWTHE, ROF—N
MEHENET,

[NetBIOS Servers] X4 D7 4 —JL K

* [IP Address] : g% &4172 NetBIOS — 3D IP 7 KL A& EKR L ET,

s [Master Browser] : $—/33 WINS % —/XTH 50, HDHWILCIFS — (DFE Y v R ¥
TITUW) bbb —"ThLINERLET,

« [Timeout (seconds)] : +—/3725 NBNS 7 = U —(Zxf 9 D I0E & FF D i M DIREf#] & B BAAL T
KRLET, ZORMEREL L, ROP—NZ7 ) —Z2EELET,

« [Retries] : i & SN7=V— NTHk 5 NBNS 7 =) —DEEZNEFICY b T A+ 5 E%%E
FrLET, SWINE, =7 —ZRTETH DU X FEKETHEEE VD Z &
TY, /U AT TYT, T 740 OFRITREEI2[ETT, &KV b7 A i
10 T9°,

* [Add/Edit] : NetBIOS #— 32381 L £7, [Add or Edit NetBIOS Server] % A 7 2 7K > 7
ANPHEET,

s [Delete] : &R L 7= NetBIOS /7% U A F 22 G HIBRL £77,

* [Move Up/Move Down] : ASA (%, Z DR v 7 AZFKRSZNEF T, NetBIOS $—/3(Z
NBNSZ =V —Z#ELET, ZORy 7 AZMHALT, 72U —% U A AT ETICHE)
M LIk BEIEM A ZE LET,
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5547V FLASSLVPN#EHTOT7 4L, 547> Lz ssLveN [

54T RLRSSLVPNIES: O 7ML, V54 F7 > LR SSL

VPN

74T b UAREE T v 7 7 A /LD [Advanced] > [Clientless SSL VPN] XA > Clif, v/ A
R E— h 22— PR RSN DINFICEET IRMEEZRETEET,
DX AT aZ kL AnyConnect #5707 7 A VDT 4 —)L RIFEL TN B 728, FEMIZ DN T

e T a7 7 A, S—F oA YT AL T NL—TURL (79 X—) BB TS
AN

IKEVI & 7027740

N

IKEv1 #2f5t 7' 0 7 7 A /W&, L2TPIPsec 7R ED XA T 4 7VPNZ T A 7 M ¥ —FR—F 4
VPN 7 747 FOFRRER Y > —%EF LET, IKEvI #7127 7 A /LI, [Configuration]
> [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv1) Connection Profiles] ~1 > C
HELET,
* [Access Interfaces] : IPsec 77 T A TA F—TWITHA v H—T = A AZRIRLET, T
7N hTIE, T EAFRIIMEBERES N TV ER A,

+ [Connection Profiles] : EETFE D IPsec #2fit DR EHF /3T A — X R TERLET,
[Connections] 7 — 7 /WZIE, BEAR U > —ZRETH L a— KREREINET, 1 DO
a—RIZE-T, ZOEGEDOT 74N N TA—T R —n#ilSnEd, La— R
X7 e b aVER O NT A—ZNEENTWET, T—7 ML, IROD T L1 H Y
EJ RN

* [Name] : IPsec IKEv] #ft DA RTE/ZILIP 7 RLAZELE T,

s [IPsec Enabled] : IPsec 7'1 k 2 /LinA R—T N/ o TCNDDE I MERLET, T
D7 v ka/id, [AddorEditIPsec Remote Access Connection] @ [Basic] A 7 & 7 7K v
JATA F—T M LET,

* [L2TP/IPsec Enabled] : L2TP/IPsec 7' & ks /L3 A R—T /U2 > TNB N E D I EIR
LFE9, ZD7 v kza/liL, [Add or Edit IPsec Remote Access Connection] @ [Basic] &
AT TRy 7 ATAR—=TMILET,

» [Authentication Server Group] : FRFEZ ML TE B9 — X F L —T D4,

* [Group Policy] : = ® IPsec #fi D 7 N—"7 KRV o —D4 iR~ LET,

GE)

[Delete] : BAR L7V — N T —T% T =T ANGHIBRLE T, MERINT, CVELHTE
FHEA,
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B orsecvE—r7oerBETOT7 A0, [Basic] 4 T

IPsec ) E— 7O REHEITOT74)L, [Basicl Z T

[Configuration] > [Remote Access VPN] > [Network (Client) Access]>[IPSec (IKEvl) Connection
Profiles] > [Add/Edit] > [Basic] @ [Add or Edit IPsec Remote Access Connection Profile Basic] # A 7
n 7Ry 7 A EMHT % & L2TP-IPsec & & T, IPsec IKEv] VPN £t H] 0> i J& 11 2 5%
TEET,

s [Name] : #fe 7' 0 7 7 A )L DA i,
s [IKE Peer Authentication] : IKE B 7 % E L £,

* [Pre-shared key] : ##i H OFRTLAXF—OEZEE L E T, FILAF—DHRRKEIX
128 L5 T,

* [Identity Certificate] : ID REFAE R E S, BESN TV A AT, ID AEAEO4 I
Z IR L £, [Manage] : [Manage Identity Certificates] %1 7 12 778 v 7 AH[AX &
To ZOXATRTRy 7 ATE, BIRUIGEVEOFFMZBMN, Wk, Bk, =7
AR—F, RTEET,

* [User Authentication] : = —WFBFETHEH T2 — OFREIEE L 7, MR85 #
X [Advanced] ¥ 7 v 3  CRETE 7,

* [Server Group] : =—HWFBFETHEHT 2 — R 7V —TZERLET, 7740 NI
LOCAL T9, LOCAL LIS DH— N F)—TF %8R 5 & | [Fallback] F= v 7 R
JAPRBINTE L9122 0FET, =T —T%1BMT BI21%. [Manage] ¥
a7y 7 LET,

* [Fallback] : f8E L7z ¥ — 3 Z—7 CHRENEAE LI2GEI1C, = — P FGET LOCAL
AT 20 E I ERELET,

* [Client Address Assignment] : 7 7 A 7 > M@MHEOEI Y 24 TICEET L JEMELEE L £7,

« [DHCP Servers] : /4% DHCP #— "D IP 7 FL Z&2#ELET, RATI0H
TP =R AR—ATRY) > TEMTE E7,

* [Client Address Pools] : FHIEEFHDT RV A F— L& 6 HETHELET, 7K
VA = )VEEFRT DHITIL, [Select] RZ &7V w7 LET,
» [Default Group Policy] : 77 4 /L k Z/V—7 KU o —ICB#ET 2 BIEE2HBELE T,

* [Group Policy] : ZD# CHHT L7 74k Z—T R o—2RIRLET, 7
7 4 v biZ DfltGrpPolicy T4, Z D7 —7 KR —IZBE#MIT 5 HH LI —7F
AU —%EFRT HIZIE, [Manage] =7 V v 7 LET,

* [Enable IPsec protocol] & [Enable L2TP over IPsec protocol] : Z D& CHEMAT 57 1 b
o)L 7&‘ iggj:)_\l L/ i j—o

7 VPN B
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[Add/Edit Remote Access Connections] > [Advanced] > [General] .

[Add/Edit Remote Access Connections] > [Advanced] > [General]

TDEATaTRy 7 AEFEH LT, AAA P —NETHIICZ—TFEZ DD LA E T L—T
PRETENEIDEIREL, XAV —REHERTA—FEZEELET,

* [Strip the realm from the username before passing it on to the AAA server] : = —H4 % AAA ¥—
ANIZETHNC, L (BELRAAL V) Za—PANBRET DR E A R—T LV E 21T
T4 =T M LET, AR — V4 D VL MER T ZHIBRT H1Z1%, [Strip Realm]
Frxy Ry 7 AeA AT LET, LWLLAIE, AAA GREE. #FRl, TV T 4 7)
DaA—PFLHITBIMTEET, LALIKHLTENRT U I X i@ 2T, BRI
username@realm T, f_&;{ i%, JaneDoe@example.com T¥, = [StrlpRealm]?":r: /7
RNy I Aued AT DL, BRHIZ— R ORITESNTITONET, A 7L
I%. username@realm SLF-FI 2RI IS TRRRERM TN E T, —1TF VU I &%ﬁﬁﬁf
ERVGERIE. ZOF =y IRy IV REF AT DLERHY 7,

A\

G VAL LITN—TOmMGEa—FHTBNTEET, DY

ASA 1T, AAAREREICKT LT/ AV —7HE LV AHICERESNT
RIA=HFEMHERALET, Z04+7 v aroplii, 2—¥4
[@realm][<# 721X I>7 —T L7320 £3 (fI -

JaneDoe@example.com#VPNGroup) , Z DA 7T a U #ER LT
B, V=T FTVIZLELTHELIL 2HEHTILERD
DEF, ThE. @ALALAFYIZE LCHERSRA TS

HVASAV @E I N—T T U IX LR TE WD TY,

Kerberos L /L I3RS T4, Kerberos LV AD 4 HiHIE L
T. Kerberos L' /LA & BEAHTF 57TV DNS KA A 4% KL
FORLLET, =& 21X, =—¥ ) example.com KA A TFF
E3 585A 1213, Kerberos L' /L A% EXAMPLE.COM & #it L &
75

ASA |21, user@grouppolicy DR — MIEENEHA,
L2TP/IPsec 7 7 A 7 > NZIF A3, user@tunnelgroup Z 71 L7 k>
TN AA yF TP R—FLTNWET,

+ [Strip the group from the username before passing it on to the AAA server] : = —H 4 % AAA
= NIET RIS, LLh (BERNAA YY) Za—FA0nLRETHIUEE A X—T7 L F
7ET 4 =7 M LET, SRERIC 2 — Y4 D 7 N —T X & HIFRT HIZIE. [Strip Group]
Frv IRy 7 X%Z]“/ LET, ZOA 7 3 if, [Enable Group Lookup] 7N v 7 A %
FAC LSBT AENTT, TV IR LT/ N—T e a—FHITEML,
Group Lookup 75:/1’2\ TMITHE, ASALE, T Y I X OEMNZH DX FET X T2—
PhERL, AROXF 2T XTIN—TREMRLET, AR NV—77Y I 2%
@. #. BLO! T, @7 Group Lookup DF 7 4 /L b TT, 2—HH4<F VY I F>7L—F
DT N—T %2 —PHITEIMLUET (5 : JaneDoe@VPNGroup, JaneDoe#VPNGroup
%> JaneDoe! VPNGroup) .

—ferarz N EE I}
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B keiosc7or7rLREE

s [Password Management] : AAA Y —/ 3225 @D account-disabled 1 > — & @ _LEX 2T
BHINTG A= L =PI T HRAT — FEIRUIVEHICET 2R A — X 2R E T
£7,

* [Enable notification upon password expiration to allow user to change password] : Z D F = v
IR I ABEFNZTDHE, RO2OO/NNT A—FPNHHATELX 51220 9, <
AU — FRHIREINICR D TOREDRBEZfREL., ZORBIEZTHIOR DR 7 A
VIFIZ =BT 20, FIE AT — ROHIBREINIC 72 5 Y B i — P @A
TOMEBRINTEET, 774/ FTIE, NATU— RBHIREINICR S XD 14 HA]
[Za—F D@ EG L, Lk, 2= N AT — RE2EFETHECTHABMTS
LOICHRESNTWEY, #PAIT 1~ 180 HTY,

N

CE)  ZoOWPIZL->TAT— ROHRPEIND ETOREPEDD
DOTIF L, WHNRA F—T MR DT THD LWV RICHEE
LTLES, ZOFT v a =& RT 54513, ALEET
DUMENRHY FT,

WTNOLBETH, BHEINTICNATY— RRYIREINIC/R 72 & & ASA Tld=—
PFICL DAY — ROEENAFETT, BATONRNAT — RRKZH L T WA,
I—PIIFDONRAT—=FREFH LT /A LT DZ ENTEET,

ZDONRNT A—=FE, ZO LX) ImEEiEEZ YA — 975 RADIUS, RADIUS %} NT
H— 3 LDAP H— 372 KD AAA — N THZI T, RADIUS F 7213 LDAP FIEN
BRESNTWRWEA, ASA TlEZZoa~y RRAERINET,

Z OHEBETIX. MS-CHAPV2 Z i A MENRH D £9°,

IKEV1 V9S4 7>k 7 FLRIEE

TIGAT U b T RLAEDREITTRTOI TA T v M7 a7 7 A i@, M
IZHOWTIE, iy 7740, 727947 8 T RLAREE (67%—Y) 22 LTLEE
AN

IKEV1 802 74 )L, ZBEE

ZDOXA TRy 7 AL, IPsec on Remote Access 38 L O Site-to-Site ~ > kL L —T7 D
BIERENET, ZOXATRIT Ry 7 ATOREX, ASARKIZES TZORRw T 7 7
AN (Frp TN—7) ICHEHESNET, A X =T oA AT LICFRREY— N T v—T %
BRETHITIL, [Advanced]| 227 ) v 7 LET, ZOXATal Ry 7 ATE, ROBMEZRE
TEET,

« [Authentication Server Group] : LOCAL 7' /L —>7" (57 )V ) 72 EOF|H ARE 72 38GEY—
N T N—T % =R RLUET, None iR FFE T, None F 721X Local LIS 2RI 2
& . [Use LOCAL if Server Group Fails] = v 7 " v 7 ZARFIHTE L L D122 0 £7°,

—f&#975 VPN 5% 5
88



| —meears veN s

ket 707740, 2 [

« [Use LOCAL if Server Group fails] : Authentication Server Group JE&IEIZ X > THRE SNz 7

=T TREENFRE L2 EIC, LOCAL 7 — % RX—A~D T F—)V/\N J o f 2—T )
FFTF o= LET,

[Enable Group Lookup] R v 7 A& A 71245 &, 2= L DHRIZES LR ETE £
9, [Enable Group Lookup] 7~ > 77 & & [Strip Group] D i &2 41235 &, AAAH—/T
TN—THPMMINTm 22— DT —Z_XR—=REHFF LN D, FRFC 2 — 4 DOAITEE
DNTa—PERIAT H I ENTEET,

IKEV1 8 70 74 )L, 3BT

RAORETTXTOI FAT v M7 v 7 7 A W@ TT, FHMIZ- DUV TIEL. AnyConnect
i a7 7 A0, FRAEERE (69 2—) ZHZRLTIEIN,

IKEIEHR TR 2 7A4IL, FHOoT4 00

THI T 4 TOBREITTITDOI IAT Y MR T 0 7 7 A VIR T, ZEMic oV T
WX, B e AN, T T T (19 %—V) EZRLTIEIN,

IKEv1 #7027 7 4 JL. IPsec

[Configuration] > [Remote Access VPN]| > [Network (Client) Access] > [[Psec(IKEv1) Connection
Profiles] > [Add/Edi] > [Advanced] > [IPsec]

« [Send certificate chain] : FFFHEF = — L RIEOEELZ A F—T NV EITT 4 E—7LIC L

FT, TOT 7 va i, v— FEAEB IR ENOTXTO FAL CAGERHENE F
nET,

* [IKE Peer ID Validation] : IKE "7 ID ik 2z A4 520>, MHLE T D50, HDHVITREAE

WEoTHR—= SN TWEGERICTETF =y 7T ERIRLET,

« [IKEKeep Alive] : ISAKMP % — 77 74 7 =4V T A F—T WML TRELET,

* [Disable Keep Alives] : ISAKMP ¥ —7"7 5 4 7 & A X —7)VEZIET 4 B—7 ML
\i—gﬂo

* [MonitorKeep Alives] : ISAKMP ¥ —77 74 7 £=4 U v Tk A X —TVETIET 4
=TI LET, TOAT v a r&ERT D & [Confidence Interval] 7 4 —/L K &
[Retry Interval] 7 ¢ —/L RAFIHTE 5 L 912720 £7,

* [Confidence Interval] : ISAKMP ¥ —7"7 7 4 7 OEEHREEZEE L E T, Z4uk, ASA
WX —TT I T =2V T EBETHETIC, 7074 RVREZfETE 5
Bcd, B/h10f, BR300 T, VE—FT 7 BRIV —TDFT 7 4L M
300 T4,

* [Retry Interval] : ISAKMP ¥ —77 74 7DV F 7 A HOFEBREFRELET, 7
7+ v MEIZ 2T,

—ferarz N EE I}
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B oxevEGET0o7 000, IPsec. IKERIT

* [Head end will never initiate keepalive monitoring] : 44 A ~D ASA BNX—7T 7 A 7
F=H VTG LRV I ITRELET,

IKEVI1 #7027 7 4 )L, IPsec. IKE Z23E

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [[Psec(IKEv1) Connection
Profiles] > [Add/Edi] > [Advanced] > [IPsec] > [IKE Authentication]

* [Default Mode] : =520 none, xauth, F72i% hybrid 2257 7 4 /L s OFRFEE — F &N T
cET,

* [Interface-Specific Mode] : F8GEE— R& A VX —T =2 A AT LIZHRELE T,

+ [Add/Edit/Delete] : [Interface/Authentication Modes] 7— 7 /W IZ&k LT, BR L 7= A >
B —T 2 A A LBIET— ROLT Z B IAREMIBREL £,

s [Interface] : ARIfTEA L H —T 2 A AERINLET, T 74NV DA X —T oA
A inside & outside T, BIDA v H—T = A AL ZRE LTZHAITIE. T D4HI
DY A NMIERRSNET,

* [Authentication Mode] : L£F20 none, xauth, F 721X hybrid 2> HF8FEE — R & RN T
ESr N

IKEV1#Ec o077 M4 J)L, IPsec. 95A 7MY T F I T7DEH

[Configuration] > [Remote Access VPN] > [Network (Client) Access| > [[Psec(IKEv1) Connection
Profiles] > [Add/Edi] > [Advanced] > [IPsec] > [Client Software Update]

[Client VPN Software Update Table] : f > A h—AENTNWDHKT TA T VPN Y 7 v =
TN = DONWTC, VIAT U NEAT, VPNIIFA T b EY gy, BEOA A—
VURLZ—EERLET, 7I9AT L M XA TTEI, FNEINDITFTAT Y7 U=
TIVEYard, RESLT, Y7 T Ty 7L —REF Yy rn— R4 5 URL £72
IXIP T RLAERECTEET, 7747 N T v 7T —h A =X2L (Client Update ¥ 1 7
0y Ry 7 ANEEMBARH 0 £9) X, ZoFREFEH LT, £ VPN 7 Z 47 > hAviEY)
RYETa s LV TEITIN TSN E ), MU THIUL, A Yy E—V LT v 7T —
MAD=AL%, HRKOY 7 b =T %2FEITLTNDEY T4 7 2 MIRMT 2008 5 a b
LET,

« [Client Type] : VPN 7 A4 7> b XA TH#HHI L E7,
* [VPN ClientRevisions] : fFASND VPN FA4 7 bV EY a > LULERELET,

s [Location URL] : #EI72 VPN 7 FA TV N V7 "Ny =27 A A=V hF 7 n— RTED
URL 72X IP T RLRAZBELET, ¥4 70T Ry 7 AX—ZADVPNI 7L T D
Y& . URL L http:/ £71F https:// & W HIEXTT, 7747 F F— KD ASA 5505 T
I, URL (Z tfp:// B TH HLE N H Y £,
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ket 7077 4 L. pee ]

IKEv1 %%t 70 7 7 1 JL. PPP

Z O IKEvl i 7 v 7 7 A L 2] LT PPP 456 CREA SHVDRMET 1 b L 2B ET 512
¥, [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv1) Connection
Profiles] > [Add/Edit] > [Advanced] > [PPP] Z B < £ 7,

TOEATa TRy 7 AE, IPsecIKEvl VE— N7 728G T 77 A MV T EA SN
F9,

« [CHAP] : PPP #%#¢ C CHAP ' 1 h 2 /LD % A 2 —7/LIC L £7,

« [MS-CHAP-V1] : PPP ##¢ T MS-CHAP-V1 710 b 2 /LD Z A 2 —7 LI L £7,
« [MS-CHAP-V2] : PPP ##i T MS-CHAP-V2 711 b 2L Dl % A 2 — 7 LI L £7,
« [PAP] : PPP ### CPAP 711 F LD & A F— 7 M2 LE T,

« [EAP-PROXY] : PPP $4f¢ C EAP-PROXY 7' 17 h 2 VDl % A % —7IZ L £9, EAP
I%. Extensible Authentication protocol (JEIEFEFET 7 h=/L) ZERL ET,

IKEV2 s 7O 274 )L

IKEV2 $#5i 7' 10 7 7 A /L CiL, AnyConnect VPN 7 7 A 7 > MIxfd 5 EAP, FEBER—R
BLOEFHA X — N— 202 €& L E£9, ASDM D% E/ % /1L, [Configuration] >
[Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv2) Connection Profiles] T9,

* [Access Interfaces] : [Psec 77 E A TA X —TMITHA VX —T oA A%ERLET, T
74 FTIER, 77 BRGNS T EE A,

» [Bypass interface access lists for inbound VPN sessions] : 5{5 VPNt v a > DA 4 —7 =
AATIHAYARNENANRATHINE, ZOF =y IRy 7 A F A LET, 71—
TRV =B R =T 7R VA MITRTONT 7 4 v 7 ITFICHE
SHET,

» [Connection Profiles] : BEA7® IPsec £t DR EH A /NT A —H #RIEAN TR LET,
[Connection Profiles] 7 — 7 /WZi&, #iAR Y > —Z2WET H L a— RBRERRINET, |
DO a—RNZLo>T, ZOEEHDT 74V N I NA—T R —nNilpllsihvEd, La—
RiZiZ7 e b 2 VE R OB ST A—2BNEENTWET, T—7 &, RO T LR
HYET,

* [Name] : IPsec #Et DAFIE /21T IP 7 KL AZfRE L T,

s [IKEv2 Enabled] : #1272 > TV DA%, IKEV2 78 h 2 LR A X—T W75 T
WL ZEeERLET,

* [Authentication Server Group] : #EIZAEH T 2 Y — N 7 —T DA ZIEE L 7,

* [Group Policy] : Z @ IPsec #ft D 7 —7" 7R > —DAHiZ R LET,
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A\

GE)  [Delete] : IR L7V — " N —T% T —T VN BHIBRL £,
RSN, RCVELLTEERA,

IPsec IKEv2 #Z%5 707 7 4 JL : [Basic] & T

[Add or Edit IPsec Remote Access Connection Profile Basic] %1 7 7 778 v 7 AT, IPsec IKEv2
o LBEEELZRE LET,

* [Name] : #&fpish 2 FFE L £ 7
* [IKE Peer Authentication] : IKE B 7 5% E L £,

* [Pre-shared key] : #&ft HOFRILAF—DELFE LT, FaibAF—DRKEIT
128 L7 TY,

* [Enable Certificate Authentication] : A /23 % & AEIZGEAZFZEH TE £3,

» [Enable peer authentication using EAP] : W23 B L, FRERICEAP A TCE £, 2
DF v IRy I A Fd A LT j: o — VAR GEAE R E T O ERH
DET,

[Send an EAP identity request to the client] : UV E— k 727 A VPN 7 7 A 7> NI EAP
POREER 2 XM E TE X,
« [Mobike RRC] : Mobike RRC % A %h/#Exhiz L £ 9,

* [Enable Return Routability Check for mobike] : Mobike 23 H N2 72 > TV 5 IKE/IPSEC &
X274 TV —va ilBILFAFT IV I IPT RLAODEREEZF = v 7T
% Return Routability % A 0/ENZ UE T,

» [User Authentication] : PRIALTHEAT 2V — " DOEREFE L E T, FHM7e iR
i [Advanced] &7 >3 V CHRETEE9,

s [Server Group] : = —HWBIETHEMAT 2V — N 7V —T%BIRLET, 774/ MME
LOCAL T9, LOCAL A DH—r3 7 )—T7 %8R 25 & | [Fallback] = v 7 R v
T APBINTEX L9 ET,

* [Manage] : [Configure AAA Server Group] % 4 7 B 7R v 7 AN E £,
* [Fallback] : $87E L 72— ZL— 7 CREFR A LI2HEIC, = —¥38GE T LOCAL
REMT oM E S EfRELE T,

* [Client Address Assignment] : 7 7 A 7 > M@MHEOEI Y 4 TIZEET L JEMELEEL £7,

« [DHCP Servers] : /4% DHCP +— "D IP 7 RL ZAZIEELET, RRKTI0EE
TP — R AR—=ATRY) > TEMTE E7,
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IPsec ') E—

IPsec ') E— + 79 £ RA#E#H 07 7 1 JL : [Advanced] > [IPsec] 7 7 .

* [Client Address Pools] : SRIEFKFHDT KA F—/L & 6 il E THEL 7, [Select]
7V v 735 L, [Address Pools] ¥4 7 7Ry 7 ANHE £,

» [Default Group Policy] : 77 4/ ~ Z)L—7" KRV o —ICBET L BEELHELET,

* [Group Policy] : ZOHE CHEMT LT 74V b ZNV—T R o—%RIRLET, T
7 # )V ;& DfltGrpPolicy T,

* [Manage] : [Configure Group Policies]| ¥4 7 2 7R v 7 ANRPE E7, ZOXA T s
RNy 7 AT, 7= KU —ziBM, e, EFHIBRTE T,

« [Client Protocols] : Z DG CEAT 57 1 bV Z2&IN L £, 774/ kT,
IPsec & L2TP over IPsec D i AR STV E T,

« [Enable IKEv2 Protocol] : U E— k 77 R#k 70 7 7 4 LT % IKEv2 7' 1
FantzAx—7/MZLET, Zhid, BIFEBRLIE VT R O —DEMET
R

k7O REHTO T 7 AL : [Advanced] > [IPsec] & 7

IPsec (IKEv2) #Eki7 0 7 7 A L@ [IPsec] 7— T WAIIKD T 4 — IV KR H Y 97,

* [Send certificate chain] : FFFAEF = — 0 BIEOEELZ A F— TNV E21TT 4 =TI T
LDEGAENA AT LET, 20T 7 v ailif, — FMEAEB LR ERNOT X TO AL
CAFEHAENG ENE T,

* [IKE Peer ID Validation] : IKE 7 ID OFMEEZ T = v 7 LiaWi, EHETH0, D

WTREAFIZ L > THR—= RSN TV LB TF =y 7 $To0& Ry 724 U R R
HEIRL £,

IPsec £7-(LSSLVPNIE# T O 7 7 A ILADEEAED T v

E> g

ASA X, 7 747> FEERRREIZ L D IPsec BB R 22550 &, HEINTWVDHRY
=T THEICEE R T 0 7 7 ANV EE D Y CTEd, FORY —iF, BE LI —L &
AT&, SFHEOU 7 41—V K, IKEID (RA ML, IPT RL R, ¥—IDARY) . ETIPT
RUA, F723T7 74V b T 0 7 7 A VEERATE £9, SSLEROL A, ASAITHRES
NTWBL—AET AL £,

N— )L E T 5 [Psec B & 721X SSL R D&, ASA X BT Db DN RSN ETIL—
KL CREEO JBMEZRHE L £ 3, —8T D2V —ARBHo0D & £On— /W BEMT
O T n 7 7 A NV EBHRIZEID Y TET, —BT 2L —AREONLRNES . ASA
iE. T 7 FOER T 1 7 7 AL (IPsec DA 1T DefaultRAGroup, SSL VPN DA 1%

Default WEBVPNGroup) Z##elZHI 0 M CTEJ, 22—k, 877 7 A L3 A R2—T LI
o THIIE, R—=F N X=VICRREND KRy T X T VXA INLZEOHER T2 7 7 A
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NERIRNTEET, Ok 17 7 A VO A 1 RERAT25E O R, FEAFEI A0
Eom, FLTHER 07 7 A VOFRREREIC L > TR Y £,

RY =BT DEHE LV —T1L, GEAEL =T OMERZ V— 7 2R ET 5 IO
Lk ERLET,

[Policy] A > CHET AR O—%2FKELET, BET L — L EZEIRT 55513, [Rules]
N NTRBE L TL—AEIEELET,

SIBE/HESE T 7AIL Ty T, R —

IPsec #fEIZIBNT, AU > —Z—&T HiHE I V—71%, GEHE2—VF ORI V—7%
REET DDA T 2 HEEZERLET, INHORY —0%EEH L, [Configuration]
> [Remote Access VPN] > [Network (Client) Access]> [Advanced] > [IPsec] > [Certificate to
Connection Profile Maps] > [Policy] Ti% & L £

* [Use the configured rules to match a certificate to a group] : [Rules] CEFE L 7= /L — /L& T
TET,

* [Use the certificate OU field to determine the group] : flffk=~=~ ~ 7+ —/L R&{EH L T,
AEAEIC BT 2 7NV —T 2 RETEET, ZOREIX, 774NV FTHEAATR>T0E
‘j‘o

* [Use the IKE identity to determine the group] : [Configuration] > [Remote Access VPN] > [Network
(Client) Access] > [Advanced] > [IPsec] > [IKE Parameters] CEFE L7= ID 2 CTx £,
IKEID X, IP 7 RL A, ¥—IDIZkV, FHIFHBTHEESINET,

« [Use the peer IP address to determine the group] : E7 D IP 7 RV AZEHTE 4, Z O
ElX, T 74NV R THUATR > TWET,

* [Default to Connection Profile] : & D HIEIZH —F L 2> GBI T 5, GEEL—
VYOT T4/ b FNV—=T @R TEET, ZOREL, 774/ b TEHUTR>TNE
9, [Default] iZHDT 74NN I N—T% 7 Vw7 LT, VARG A= LET, &
FBIIE TN —TBMETT, VR NN NA—T 072054 1E, [Configuration] > [Remote
Access VPN] > [Network (Client) Access] > [Group Policies] T/ /N —7 % EHFT HLENRH Y
7,

SIBAEAERE AT 7AIL Y TDIL—)L

IPsec #HElZ BN T, RY P —IC—BT HEHFEI V—713, iEAEL -V ORI NV —T %
FETAHDIERT B HEEERLET, v 77 A/~ v 7%, [Configuration] > [Remote
Access VPN] > [Network (Client) Access] > [Advanced] > [IPsec] > [Certificate to Connection Profile
Maps] > [Rules] TYERK L £97,

ZONRA AR, REAEEHT R 7 s AN~y T DY A M Evy BT REENFRRINET,
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RERAEMEZ IO I 7ML Ty T, SIAEREIL—ILEEDIENM
BT m 7y ANy T NNV Iy T LYy T Ta T s A VAR L E T,
* [Map] : IROWFTINERIRL £,
* [Existing] : L —/LEZEZH DL~y TOLFT R R L ET,
s New] : =D LW~y T4 EANTTLET,
* [Priority] : 10 ¥k AT LT, B ER &2 ZIT M- 72 & & 12 ASA 3~ v 7 & alili ¥~ 5 I

FEEELET, EBEINTWVAEIIONL—LDF T4V~ FI5A4FVTF 21310 T,
ASA 1358 &2 3T A BRIC, BRIEN B SRR /NS W~ v T LA L £,

* [Mapped to Connection Profile] : LARIX [~ /v Z)v—"7 ) LA CWeEi 7 e 7 7 A
NEBIRLT, ZOL— M~y BT LET,

WOECTHIAT D~ v T ~DN—LVEEHEDE| ) Y CTEITHORWGES, ASAITZD~y T =
MU B ET,

X
Configure a certificate matching rule criterion
Fle Priority: 30
Mapped to Group; DefaultRAGroup
Field Component COperator Yalue
Subject ﬂ I—— ‘Whole Field -- ;I IEquaIs Ll I
o
OF I Cancel | Help | %
o
X
Configure a certificate matching rule criterion
Rule Priority: 30
Mapped to Group: DefaultRAGroUp
Field Companenk Cperator Yalue
Subject LI I—— Whale Field -- ;I IEquaIs LI ItestZDD
&
ok I Cancel | Help | -
o

SFRREREEIIL— ILEEDENMRE
ZOXATu TRy 7 A, BT T A NI~y B T AR R ER A L — VI HE AR
TETAEDIFEHLET,

* [RulePriority] : (F/RHH) #EHEREZ T -7 & T ASA N~ » 7 &Gl DA,
ASA 13Kl & 3T D BRI, BRI E SR b/NS W~y T HRHE L E£7,

« [Mapped to Group] : (FREEM) L—ANEV U THNTWAERE T 7 7 A /L,
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e [Field] : RryFZ T VR RNpG, FHIT DRSO 28R L £,

* [Subject] : FEBAEZEHT 52—V £ X AT A, CA D)L— FEHEDLAIL,
Subject & Issuer 23[F U T,

* [Alternative Subject] : 7 ¥ =7 MUBAILRIC KV . BINT 5 ID ZFEAEO 7
VxJ MINA LV RTEET,

o [Issuer] : REBEZRIT L7 CA £ => 7 7 ¢ (FlEx) |
* [Extended Key Usage] : —EtDOEM & L CRINTEX 5, L0 mEREELRMIT S 5
AT v FEEEOILEE,

* [Component] :  ([Subject of Issuer] BN NTWAHGAIZOABHINET) . L—T
T WAL 2 R—F 2 FEROFNLRINLET,

DN7+4—JLK T
Whole Field DN 21K,
Country (C) 2 T DEAMEE, B4 =2 — RiX, 1S03166

EAMEEECHERL L T ET,

Common Name (CN) a—HF VAT A, FOMOTLUT 4T 4
D4R, ZhUL, IDBEEOR TAL (b [E
BHHEDE) LUL T,

DN Qualifier (DNQ) H55E © DN JB 1,

E-mail Address (EA) AEHEEZIAT 22—, VAT A T2
T T AT A DEFA—NT R A,

Generational Qualifier (GENQ) Jr. St. F7IE I 722 E OHAVER T,

Given Name (GN) RERTERTAH 04T (4) .

Initials () AER TR DIk & 4 DAL

Locality (L) KRR ASFTES D THTAL,

Name (N) AEMEFTA A ORI,

Organization (O) =tt, HR, B, e, 2ofhox T o
T 4 DL,

Organizational Unit (OU) FFERN DY T 7 —T,

Serial Number (SER) AEAED U TG,

Surname (SN) RERETA B Ok,

State/Province (S/P) KA DS FTAE S D MNP IR,
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site-to-Site IO 77 L

DN+ —JLF E&E

Title (T) AERAEFT A H O, (Dr. 72 &)

User ID (UID) AEFIEFT A O 1D &7,

Unstructured Name (UNAME) unstructuredName )@ % 1 1%, 7=
k D4 i % FEREE L ASCIT X% & L CHE
ELET,

IP Address (IP) IP7 RLRA 74— K,

« [Operator] : /b —/L CREHF 5 A 2RI L £,
e [Equals] : fEF 4 7 4 — /b RMEIZZERE—RT20E R H Y £7,
* [Contains] : BEEH T 4 —/V RIEREENTVDLERH D F77,
* [Does Not Equal] : 58 EH4 7 4 —/V RWME L —FH LK ol LET,
* [Does Not Contain] : f@3EE4 7 4 —/L FIZEA G ENLRNEDICLET,
« [Value] : 255 X7 % COHPHCHEE FOA 7Y =7 F&#EE L £7, Extended Key Usage

EEDLA., Fuy X A NTHIER SNZHEOWTNNEEIRT 50, ok
EDOOID # AJTEET, FRIERINZEFRDO LB T,

EIRIEE F—ERADOEM 0ID XX =3l
clientauth 547 REEE 1.3.6.1.5.5.7.3.2
codesigning o— REA4 1.3.6.1.5.5.7.3.3
emailprotection BRINEA A — I 15# 1.3.6.1.55.7.3.4
ocspsigning OCSP Z4, 1.3.6.1.5.5.7.3.9
serverauth P — \ERG 1.3.6.1.5.5.7.3.1
timestamping BAINAR S 1.3.6.1.5.5.7.3.8

Site-to-Site EfE O 77 1)L

[Connection Profiles] & 1 7 1 7 7R » 7 ZIZI%, BIERRE 41TV 5 Site-to-Site #fic 7' 12 7 7 A
W (R RVITN—T) DRMEPFRENET, ZOFATrT Ry 7 2R, it
TaT7 y ANHERNTT HEEIEHT LTV IXEBIRLIZY, #t 7 v 7 7 A V&80,
EH, FREFHIBRLEDVTAZ L TEET,
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ASA Ti. IPv4 F721% IPv6 @ IPsec LAN-to-LAN VPN 56 1% IKEv] £ 7213 IKEv2 ZfH L ¢
PR—bhEN, NERy hU—7 L08Ry hU =T IZNEB L OGP~y X —% L
THR—FrENET,

[Site to Site Connection Profile] R4 > D7 4 —IL K

* [AccessInterfaces] : £ VX —7 = A ADYVE— KM ET TS AL TT IV ERATE LT
NRAARAA UV HE—=T 2 ADT—TNVINERINET,

o [Interface] : 77 B A A RF—TNELIFT 4 E—TNIZTET A A A HF—T =
/rxo

o [Allow IKEv1 Access] : 7 7 /351 A2 L 5 IPsecIKEVl 77 ¥ A% A F—T /WZT 5
LA A AT LET,

s [Allow IKEV2 Access] : BT 7 /34 A2 L 5 IPsecIKEV2 77 B A% A X —T WIZT 5
BHICA I LET,
« [Connection Profiles] : 7'v 7 7 A /L& BN, M. F/ITHIFRTE 24807 v 7 7 A LD
T=TNERRLET,
* [Add] : [Add IPsec Site-to-Site connection profile] %A 7 1 77K v 7 AP & £7,
« [Edit] : [Edit IPsec Site-to-Site connection profile] %A 7 v 77K v 7 AN X £,

* [Delete] : BHR L7zffi 7 7 7 A V2 HIBR L £9, MRS, PYVELLTEEY
hoe

* [Name] : 8t 7' 1 7 7 A L DA,

* [Interface] : #7127 7 A VDA R—=T IR >TNDHA U F—T = A A,
s [Local Network] : =2 — /v x>y hTU—Z7DIP 7 RVAERELET,

* [Remote Network] : VE— kK X2y hU—7DIP 7 RLAZRELET,

* [IKEv1 Enabled] : 8kt 7' 1 7 7 A LZx L TA R — 7 72 5> TV D IKEVl KR L
e

¢ [IKEv2 Enabled] : #7127 7 A /WZxf L TA F—T W72 > TWD IKEV2 3o L
\i—g—o

« [Group Policy] : #ft 72 7 7 A NDTFT T 4V s I N—TF KR v —%FRLET,

Site-to-Site IEfR A 77 A4 )L, BMFELITHEE

[Add or Edit IPsec Site-to-Site Connection] %1 7 1 778 v 77 A Ti&, IPsec Site-to-Site 5t & {EAk
FRFAEECTEES, ZOXAT IRy 7 ATHE, IPT FLR (IPv4 £721XIPv6) DIEE.
BEiA DIRE, A v 2 —7 = A ZDOER| IKEvl ET7 B L OIKE2 7 & a—VFRIERT A —
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Site-to-Site %7077 A L. emErEEE [

ZOIRE, RESNT-Xy NT—70fFE. BXOWETLITY RLADOEEZITHI ZENT
=FE7,
2ODET OREHBLUVSE R Y N T — 7 BIPvA DS (NEB L UOSNHBA v F—T = A |
DT FLUANRIPVADHEE) . ASATIE., A3 — K3%—F 4 DT & O LAN-to-LAN
VPN #fgeNR— F ENEJ,
IPVv47 KL 7L IPv6 7 KLy U U ZNRE LT, £ T _TIPv6 7 KLy v 7o
LAN-to-LAN #5652 DWW TCIE, Wi T D E T 28 Cisco ASA 5500 ) — XX V5 4 7794
TUADEE. BXOWMFORNE Ry NT—2 D7 Ly v 7 HFERAR—FH L TWAES (W
JiM3 IPv4 F 213508 IPv6 D) 1X. EF a2 UTF 4 77547 AT VPN b RLp 4
R—hrENFET,
BARBIIZIE, T DO E T S Cisco ASA 5500 U — R ASA DE. RO bR PRV R— b &
nEJ,
* ASA ODNERA v MU —27 3 1Pvd T, HEr >y T —27 B IPv6 (NEA ¥ —7 =4 A E
DT RLUANIPvE T, A v X —T =2 A A EDT KL A7) IPv6)

* ASA ODNERA v BT —27 D3 1Pv6 T, AExr > RU—27 B IPv4 (NEA > ¥ —7 =4 A E
DT RLANRIPv6 T, A v H—T =2 A A DT KL A7) IPv4)

* ASA ODNERA v BT —27 D3 IPv6 T, AR > BT —27 B IPv6 (NERE L UMERA > & —
T A AEDOT KL AN IPV6)

[Basic] /XRILD T 14 —JL F

* [Peer IP Address] : IP 7 K LA (IPv4 £7213X1Pv6) ZFEEL, TDT RLAZAXT 4 v
JICTHMEIDERETETET,
» [Connection Name] : Z D 7 00 7 7 A WZEID U ToONT=4RIEFEE L £9, Edit #EE
DEe. ZD7 44—V RIZFRRHGHTY, #4475, [Peer IP Address] 7 4 —/L R CHRE
SNDHIPT FLRERUICRD L) ITHETEET,
* [Interface] : ZDHERHETHMNT o4 v F—T = A R RINL £,
* [Protected Networks] : ~ Dt CRrR#EINTWLIr—INLEBLIRVE—F Xy NU—7 %
BIREITEELET,
o [IP Address Type] : 7 RL AN IPvA 7 RLAEXIPV6 7 RLADWT N TH L0 %
FBELET,
* [Local Network] : @ — /L %y hT—7DIP 7 NLVALZRELET,
¢ [..] : [Browse Local Network] # A 72 7Ry 7 ANRFEET, ZDOXA TR TRy
ATIE, v—H Ry =T ZFBRTEET,

* [Remote Network] : YE—F Ry NIV =7 DIP 7 RLAZRELET,

s [IPsec Enabling] : Z D872 7 7 A VDT N—T KR — BIOZEORY —THRE
Lz —%#7n FhaLvzEE L £,

* [Group Policy Name] : Z Ok 7' v 7 7 A WVIZEH#EMS T O N TWAE T A—F KR o —
ZHELET,
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* [Manage] : [Browse Remote Network] 4 7 2 /R v 7 ABRME £, ZOX¥A T s
Ry 7 ATE, VE—F Ry N7 ZBIRTEET,

* [Enable IKEv1] : fEE L7227 —7 HRY o —TH—ZHa~7 a0 ha/)LIKEvl A 11—

M LET,
* [Enable IKEV2] : f§E L7/ NV—7 AR o —TH—ZM7 1 b 2L IKEV2 A x—7
M LET,

* [IKEv1 Settings] % 7 : IKEvl OROFRAEXER L O S LR EEBE L £7,

s [Pre-sharedKey] : ~ > RV 7 —7 OFFiHAE X —DMEEfEE LET, Faiax—
DI RKENX 128 LFE T,

* [Device Certificate] : 8L CEH T2 IDFEIENH HGE1X. TOLARIEZEELET,

* [Manage] : [Manage Identity Certificates] % 4 7 12 7R v 7 ANPE T, ZOXA TR
TRy 7 AT, TTICHREINTWDHIEEDR R, B LWEEFFEOBEM, FEPH
DFFMOFRR, B L OGEHEORE L2 ITHIBRZIT) Z LB TEET,

* [IKE Policy] : IKE 7' m AR —H /L THEHT L 57 3 ) X L% 1 DL ERREL
R
* [Manage] : [Configure IKEv1 Proposals] % A 7 7 7R v 7 AR & £,
» [IPsec Proposal] : IPsec IKEvl 7' 2 AR —H /L CHEHT L0557 /03 Y X 8% 1oL 1
BELET,
* [IKEv2 Settings] # 7 : IKEv2 DR DFERER ER L O 5L EZHE L 7,

s [Local Pre-shared Key] : b > R/ Z—7OFFEEF—DHEEZIEE L T, Faidt
AX—DORKRET 128 LFTT,

» [Local Device Certificate] : F3FECHEHT 2 IDFEAENH HLE1E. TOLAFIEREE L
i‘é‘o

* [Manage] : [Manage Identity Certificates] A 7 2 7R v 7 ANHEET, ZOX AT 1
TRy 7 ATIE, T CICEHRE SN TWAHIEREOR R, H LWIERAZE OB, FEIFHE
DFEMOFRR, B LOREHAFEOME L2 ITHIRZIT) Z LN TE X,

+ [Remote Peer Pre-shared Key] : ~ > /b ZL—7 DV £— h B 7 HFaijfaF—0fEs
FELET, FAiHbAF—DRKEREIX 128 XFTT,

* [Remote Peer Certificate Authentication] : Z OO 12 7 7 A /b O IKEv2 $i6¢ ] O R
ERALETF TS 5124, [Allowed] &4 LET,

* [Manage] : REBHFEDORRCHBIGE FE DB %A 51T T X % [Manage CA Certificates] %
AT R THHEET,

* [IKE Policy] : IKE 7’ m AR —V /L CHEHT D57 V3 ) Xo8% 1 DL ERREL
—g—O
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site-to-Site ~> 7L 71— ||

* [Manage] : [Configure IKEv1 Proposals] % 1 7 1 7' 7R > 7 A3 B & 77,

* [IPsec Proposal] : IPsec IKEvl 7' 2 AR —H /L CiHT HE L7 /LY X Aa% 1 2Lk
BELET,

o [Select] : IKEV2 #5i DEEGi 7 00 7 7 A M T O iR—F L E2EN B THZ ENTED
[Select IPsec Proposals (Transform Sets)] % 4 7 12 7 7R v 7 AR X 97,

« ZOHEHE T v 7 7 A )LIZIX, [Advanced] > [Crypto Map Entry, and Adv] & & VD 97,

Site-to-Site k> RJL FIL—T

ASDM A D [Configuration] > [Site-to-Site VPN] > [Advanced] > [Tunnel Groups] TlJ, IPsec
Site-to-Site #fE 7' 2 7 7 A b (R RV T N—T) OFEMEEZRRELET, £/, IKEET &
2—YPFEFENT A —Z DRI, IKEFX—TT 747 F=F VU ITORE, BLOT 74/ |
TN—T R —DFRBITH TN TEET,

e [Name] : 2D bV Z—T 128 Y THNTLARIEZEE L ET, BditBiEDLA. 2
D7 4 —)v RIZFTHEHTT,

* [IKE Authentication] : IKE &7 OFBGE T T 2 FATIA F —B LOIDGEAE T A —%
HRELET,

* [Pre-sharedKey] : F RV 7 —T OHEFHA T —DMEEZFEE LET, FlaF—
DERET 128 XFTT,

* [Identity Certificate] : 7l CHEHT 2 IDFEHENH L551X. ZOARIZHEELET,

* [Manage] : [Manage Identity Certificates] A 7 2 7R v 7 ANRHEET, ZDOX AT 1
TRy 7 ATIE, T CICHRE SN TWHAEHEO R R, Hr LWIEAZE OB, FEFHE
DFMOETR, BRLOGEHEFEORE L ZITHIREZITH) 2N TEET,

s [IKE Peer ID Validation] : IKE £ 7 ID DHFMEEZ T = v 7 T 50 E I3 0 EEELET,
7 7 4V b % Required T,

s [IPsec Enabling] : Z D72 7 7 A VDI N—T KR — BIOZEORY —THRE
L= ha vz fiELET,

* [Group Policy Name] : = D#ii 7' 12 7 7 A MZBE T BTV 7 —T KU o—
HRELET,

* [Manage] : [Browse Remote Network] 44 7 02 7R v 7 ABRAEET, ZoOXA 7w
Ry 7 ZATE, VE—F Xy NUV—=7 ZBRTEET,

* [Enable IKEv1] : 8 E L7/ V—7 R > —TH—%H7 1 b a)L IKEvl A F—7
Mz LET,

* [Enable IKEV2] : 8 E L7/ —7 R > —CTH =710 h a2V IKEV2 A F—7
Mz LET,

—ferarz N EE I}
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* [IKEv1 Settings] % 7 : IKEvl OROFEAEHER L OB EEHE L 7,
s [Pre-sharedKey] : > R/ 7V —7OFRiHEAEXF—DOEEZEELET, Faiiax—

DI RETE 128 0TI,

s [Device Certificate] : s8aE CHEAT 2 IDFEAENH H5E1E. TOL4RIEREELET,

A\

GE) —soTaT7rA ML, U RRAL U MR VE— T 7 BAE-
IZLAN-2E D EHBTE W2 EnH Y 9, b —
TEHBITERVGE, T 74V T

tunnel-group-map default-group <tunnel-group-name>

[CERE SNET (T 7 4 /v MEIE DefaultRAGroup T¥),

* [Manage] : [Manage Identity Certificates] % 4 7 1 7R v 7 ANPE T, ZOXA TR

TRy 7 AT, T TICRESN TV DREHEOFRIR, B LWAEHEOBN, FEE
DFFMOFIR, L UOREHEFEORE E/ITHIRZITO 2 LN TEET,

* [IKE Policy] : IKE 7' m AR —H /L CTHEHT L 5T L3 X L% 1 DL ERREL

\j—o

* [Manage] : [Configure IKEv1 Proposals] % A 7 7 7R v 7 AR E £,

» [IPsec Proposal] : IPsec IKEvl 7' 2 AR —H /L CHEHT L0557 /03 Y X 8% 1 2L 1

HELET,

s [IKEv2 Settings] & 7 : IKEV2 DIR DOFBFER TR L O LR ERBE L £,
s [Local Pre-shared Key] : b > R/ Z—7OFREEF—DHEEZIEE L T, Faidt

BHX—DKEIL 128 XFTY,

» [Local Device Certificate] : F3FECHEHT 2 IDFEHAENH HLE1E. TOLAFIEREE L

£75

* [Manage] : [Manage Identity Certificates] A 7 2 7R v 7 ANHEET, ZOX AT 1

TRy 7 AT, TTICHRESNTWDIEHFOLIR, B LWVGEHFEOBEN, EHHF
DFMORR, BLOTEAEDORE L ITHIRZIT) Z LTS ET,

* [Remote Peer Pre-shared Key] : ~ > /b Z—7 DV ®— h B 7 HpijfaF—0fEs

FBELET, HFpiEF—DREAKEIT 128 LFETT,

[Remote Peer Certiﬁcate Authentication] : Z Ot 7 1 7 7 A /LD IKEV2 $&f5¢ FH D FEA
mu DEE% uq:j“é— é [AHOWCd] %ﬂi‘/il L\i‘g—o

* [Manage] : REFHFEDORRLHBIGE FE DB A %17 T X % [Manage CA Certificates] %

AT TRHEET,

* [IKE Policy] : IKE 7’ m AR —V /L THEHT D57 V3 ) X L% 1 DL ERREL

7 VPN B
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Site-to-Site T 7O T 7 AL, SRV T IV LY .

* [Manage] : [Configure IKEv1 Proposals] % 1 7 1 7' 7R > 7 A3 B & 77,

* [IPsec Proposal] : IPsec IKEvl 7' 2 AR —H /L CiHT HE L7 /LY X Aa% 1 2Lk
BELET,

o [Select] : IKEV2 #5i DEEGi 7 00 7 7 A M T O iR—F L E2EN B THZ ENTED
[Select IPsec Proposals (Transform Sets)] % 4 7 12 7 7R v 7 AR X 97,

* [IKE Keepalive] : IKE ¥ —7"7 74 7 E=X U v ThAF—T ML, REEZITVET,
WOJBYEDH NS 1 ST RN TE £97,

* [Disable Keep Alives] : IKE ¥—77 74 7 & A X —T/VETZILT 4 B—T7 ML E
R

* [MonitorKeep Alives] : IKE ¥ —7"7 74 7 =4V v T A X—TNVEIITT 4 E—
TMZLET, ZOF T a w7 5 L [Confidence Interval] 7 1 —/L K & [Retry
Interval] 7 4 —/V RBFHTE AL 51220 £7,

* [Confidence Interval] : IKE &% —77 7 A 7 OEHEEREZHEE LEd, Tk, ASA N

=TT IAT =X T EBRTDETIC, ETRT A RVIREEkG T 58
¥Ccd, AN10, K300 T, VE—RT BRI A—FDF 74/ ME10
W,

* [RetryInterval] : IKEX—7"7 74 7DV b7 A MOFHEIEEIEELET, 7 741
MEE 2 BT,

* [Head end will never initiate keepalive monitoring] : F Y-+ FD ASA BX—TT 7 A4 7
EFE=X Y U7 EBB LRV D ITHRELET,

Site-to-Site IEft 0 77 A JL. BB v T T K1)

TOEATasRy 7 AT, BAED Site-to-Site ki 70 7 7 A LD BT A—F HIRE L

* [Priority] : —BEDOTT7A AV T 4 (1~65543, | W@ DT 744V T 1) , IKEFXRTV
T—arBtEEnt L, rAvE—a BB TAETREORY —F_XTx
E—RMETIWZERELET, VE—bF ETIE, —HTHRY —BR0NEI D, AT
BRIV —%TT7AF VT 4 HICHRBELET,

» [Perfect Forward Secrecy] : #F7E D IPsec SA O F —BNHOFIEFEH (hoF—72 L) nHE
HENTZHLDOTRNWZ EZMRIELET, PFSICL Y, WRERENF —2 K TEoL LT
b, FOXF—NoMOF—2EHTERNEIICLET, PFSEZA R2—T NI T5H L,
Diffie-Hellman Group U A 8237 77 4 712720 7,

« [Diffie-Hellman Group] : 2 -2 IPsec E'7 A3, M AIZHAGRBEE R 25T 5 2 & 7L
H R W2 BT 57201 95 ID, Group1 (768 £ k) | Group2 (1024
By b)) . BEOGroup s (1536 B k) OHnb@ERL £,
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* [Enable NAT-T] : = @D 7R U 2—@ NAT Traversal (NAT-T) %A 3x—7 /ML ET, il

X0 IPsec BT 1%, NAT /84 2% LTCYUE— b 77 & 2L LAN-to-LAN O )7 DR
TSI TEET,

* [Enable Reverse Route Injection] : UE— kK R RO RARA > MZXo THR#ES LT

WAy NI =T LRANDAL—F 47 Fatw R, AZT 427 b— NRHBEIIC
FHASNDEOICTHZEMTEET,

* [Security Association Lifetime] : ¥ = U7 ¢ 7V m— 2 (SA) OWRMZHRE L E
To ZONRTA=ZIZEY, IPsecSAF—DT A 7% A LORERMN A ELET, 74
72 A L%, IPsec SA BHIREIALIZ 2 2 £ CoOfFmHIMAZR L, FrLnFd—LHRray
T— T OMEPRDHY £,

¢ [Time] : ¢ (hh) . 43 (mm) . BROF (ss) BALTSADTA 7 F A LE4TELE
‘g—O

* [Traffic Volume] : ¥ 02 /3A NEALDO T 7 4 v 7 TSATAT7HA LEERLET,
IPsecSAMHIBUINIZ R ETORSM a— RKTF—ZDFa (4 MEE AN LET, &
/JMEIX 100 KB, T 7 4 /L MEIL 10000 KB, fHRfEIX 2147483647 KB T,

+ [Static Crypto Map Entry Parameters] : £°7 IP 7 K L A7) Static (2585 E STV DA,
WDBNMNT A =2 HfRELET,

* [Connection Type] : #F Al &1 5 F 2 m—3 =3 % bidirectional, answer-only, 7=
IZ originate-only & L CHEL 7,

« [Send ID Cert. Chain] : fiFHHEF = — L BEOEEE A F—T M LET,

* [IKE Negotiation Mode] : SA, Main, F721% Aggressive DF 26, £y 87 v 7 TF—
THMERZWTHLEEDE—RERELET, XAV — a3 VORGBUNEHT S
E—RFbREINET, WEMITEEBI RIS — 3 LET, Aggressive T— NI
EH T, T2y b ERBEEE DR THZENTEETN, BES—T 1
DO IDIFRESNEF A, Main E— FITIERET, N7y b ERHEHN L 720 £7
B, WBENS—T A ODERELET, ZOF—RILoEemnE<, 7740k
TIERINTWET, [Aggressive] 18I 5 & [Diffie-Hellman Group] U A k237 7
T AR ET,

[Diffie-Hellman Group] : 2 -2® IPsec 7 28, FHAIZIAMEEFREZEET 52 &<
R W2 BT 57201 95 ID, Group1 (768 £ k) | Group2 (1024
By b)) . BEOGroups (1536 B k) OHnb@EIRL £,

CAIRAZENEE

CAGFHEDOEMIZ, VE—F 727 A VPN &4 MU VPN ICEH SN ET,

» Site-to_site D5 : [IKE Peer Authentication] @ [Manage] 27 U v 7 9% & [Manage CA
Certificates] 4 7 2 7R v 7 AR £77,

7 VPN B



| —meears veN s
Site-to-Site IEHR T O 77 A L. SEHEDA VX =)L .

« UE— |k 77X VPN Tid, [Certificate Management] > [CA Certificates] 227 U v 7 L
\i‘g—(}

ZOFAT TRy 7 ZAEHEH LT, IKE E 7RI CTHEAREZR CAFEHIED U A o= b
V%, For, BN, WL, BLOHIFRLE£7, [Manage CA Certificates] %1 7 12 77 v 7 AT
X, FEAEORIT, GEHEORITT, GEHEOAMIR, BLXORHT —& 72 L, BERE
SN TWDIEAEDHF RN —HFRRINET,

* [Add or Edit] : [Install Certificate] %1 7 & 7 7K v 7 A F 721 [Edit Certificate] &1 7 1 7 7K v
JABREET, oD XAT s Ry 7 AT, GEAEOFREIEE L, iEHEL A
VAR—NLNTEET

* [Show Details] : 7— 7 /L Ci#R T HFEFEOFEMIER AR R L ET,

* [Delete] : IR LIZFEAEZ T =7 A0 HHIBRLE4, ST, LYVELL TS EE
}\/o

Site-to-Site #IZ#t T O 7 7 A )L, SIEAZEDA VR b—JL
ZOFAT TRy 7 AEEH LT, BLWCAGEREL A VX F— LET, ROWVTHD
DIFIECIEAELZ RS TE E7,
CHFHETZ A NLEBRLTTZ 7 A ANBA A =L LET,

« HATBUSHE SO PEM EROEHET XA N2 20X A T a l Ry 7 ANOR > 7 A2k
URSEDE IR

« [Use SCEP] : Simple Certificate Enrollment Protocol (SCEP) Offi & FE L £7, FEHE

PF—E 2T KA 1%, Windows Server 2003 7 7 2 U THEITSn ¥, SCEP 71 h =)L
DY R— 2L, ALV 2 aoL—2B IO %y hU—27 F31 X

X, FEAEAES X ET,

 [SCEP URL: http://] : SCEP {EH DX 7> v— K5t® URL ZfE L E T,
* [Retry Period] : SCEP 7 = U — [ D MIZERGBIM 2 08 CHREL £,
* [Retry Count] : U T A DR RFRFEELIFRE L X7,

« [More Options] : [Configure Options for CA Certificate] %1 7 1 77K v 7 A& 7,

ZDOXEAT TRy 7 ZAEEH LT, 2O Psec VE— F 727 & AHEHED CA FEHEDERFFIC
BT 23FMAfELET, ZOXAMTRIRy 7 RCEENDIFA T 0 TRy 7 AL,
[Revocation Check], [CRL Retrieval Policy], [CRL Retrieval Method], [OCSP Rules], B X}
[Advanced] T,

[Revocation Check] 4 7 1 778 v 7 A%, CA FERAERHERICET A1 REHET 57201
EHLES,
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. AnyConnectVPN 7 S A 7V b 4 A=Y

AT ar RE ALY KIREBIZOWCGENEEL T = v 7 T8I 0ERELE
7, [Do not check certificates for revocation] & 72 1% [Check Certificates for revocation] % 3R L
7,

* [Revocation Methods area] : K0 = v 7 I\ 5 515 (CRL £7212 0CSP) . BXLU*%
NoOHEEFERTDOIEFZRECEET, W —FEREm o EesERcE F
R

AnyConnectVPN V S A 7 b A4 A —

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Client Software]
A N2, ASDM TEE &7z AnyConnect 7 7 A 72 b A A—UN—EFRRINET,

[AnyConnect Client Image] 7— 7 /L : ASDM TiXE SN2/ 75— 77 A W PERRIINE
T ASANVE—FPCIZAA—VEF T ya— RTDIEFERETEET,

* [Add] : [Add AnyConnect Client Image] %4 7 2 7R v 7 ANERINET, ZOXAT 1
TRy VAT, 77932 ARVANDTZ 7 ANETITFTAT VM A A=Y T4 LEL
THRELLEY, 77y va AEUNL, JI9A TV M A A=V ELTHRETDH 77 AV
BBV TEET, 0. I ANLE R — B AL a—Enb 75y a AFEY
W7y 7= R 5ZLbTEET,

* [Replace] : [Replace AnyConnect Client Image] A 7 R VR v 7 ANKREINET, ZOHF
ATOTRyTATIE, 77932 AFRIVNOTZ 7 ANETTAT Y M A A=V ELT
F57E LT, [SSL VPN Client Image] 7— 7 /L TEIR L1-A A=V LB TE £, F/-,
TrANEA—=A)N A E2a—=EPbT7 Ty a2 ARVIIT vy 7 u—FF52LbTE
EJ N

* [Delete] : 7—T N A A=V EHIBRLET, A A=V ZHIBRLTH, RNy —Y 77
AMIT7 T v vahbilfREnEEA,

* [Move Up] 35 £ U [Move Down] : ERHIE FRETZMHEH L T, ASABYE—KPCIZZ F
ATV M A=V u— R LEFAERLET, T—7NVO—FLICHDHA A—
CEEMCA U= RRLET, 20D, kbEIHEHNT LA =T 4 T AT A
THEHAINEZA A—VE—FLICBEITAOLERDH D 7,

AnyConnect VPN 7 S A 7> b A A—, BII/XKH#R

TONAL LTI ASA T Ty a AEY FOT A NLVDLARIRIEEL T, FOT7 7 A%
AnyConnect 7 7 A 7 h A A=Y L LTEMLTEYD, 7—7 /T TICRH SN TNDHA A—
VEBEBBRTLIENTEET, F BNTE 7 AN ET T v a AR YNLERLEZD
B—) A Ea— N7 7 ANET v a—RNLENTH52LHTEXET,

* [Flash SVC Image] : SSLVPN 7 7 A4 7> b A A=V L LCHNT 5, 7T v A€
NOZ7 7 A NVERELET,

s [BrowseFlash] : 77 v ¥ 2 AEVIZEMINTNDTRXTO T 7 A )L E BT 5 [Browse
Flash Dialog]) # 4 7 0 /R v 7 AR RLET,
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AnyConnect VPN 7 5 A 7 » MERDERTE .

* [Upload] : [UploadImage] ¥ A 7 R VAR v 7 ANKRINET, ZOXATRITRYy 7 AT
I, 2I9AT VM A A=V ELTHRETD 77 ANV 20— PCInGT v a— RT&
i‘é—c

* [Regular expression to match user-agent] : ASA 23, 7 7 U WL I {17- User-Agent 374
EORBIHERT A XFINEEELET, TAA N 2—FOBRE, ZOMEREH L TE
A TS AR 2 i TE £9. 77 UYL ASA ICHEK T 5 & &2, HTTP
~w HZ—|Z User-Agent L7H %G ET, ASA WL TFHEZE L., ZTDOXTHNNNT I
POA A=V HICRESNTERE—HTLHE, MO TAT U M A A=VIFET A SN
T, B LA A=V BRIy ra— REnET,

AnyConnect VPN Y S A 77U b A A= A A=DDTF7 vy TA—F

ZONA T, v— ) ara—FFEidexa V74 T I7AT U ADT T vira A
E VM EN TS, AnyConnect 7 7A T b A A=V L LTHANT D7 7 A VDR %
BETEET, =W a L a—FEE3txa2VT 4 TFIATVADT Tva AF®
UG, W27 7 A NVEZRTEET,

s [LocalFilePath] : = —Z1/L 2 B a—ZITHMHI LTS, SSLVPNZ 74T~ A A —
CELTHIT DT 7 A NVOLARIERELET,

* [Browse Local Files] : [Select File Path] 4 7 0 /'R v 7 ANFRENET, ZOX AT 1
TRy JATIL, =N arEa—F EOFTXRTOT 7 A NVERRFL, 77472 b
AA—TELTHBT L7 7 A NERINTE ET,

s [Flash File System Path] : X = U7 4 7774 T L ADT7 T v a AEVITHEMINT
W5, SSLVPNZ 74T A A=Y L LTHAIT 27 7 A VOARTEEELET,

» [Browse Flash] : [Browse Flash] # 4 72 /AR v 7 ANFRINET, TOXA TR TRy
JATIE, ¥F2 VT4 TTIAT L ADT T va AFVITKENSNTNDHTNTO
Tr7ANERRL, FIAT VP ARA=TELTHENT A7 7 A NVERBIRTE £,

* [Upload File] : 7 7 A VD7 v 7 u— K&t LT,

AnyConnect VPN U S5 14 7 > FMEHDHRTE

AnyConnect 7 S A 7>k 7O 774 IILDEE

AnyConnect 7 74 7 N 7' 7 7 A L% 3 TP AnyConnect = — |27 71— LIZBEHT 5
D FlFE O N—T R RSN T —FICEBT 5 X HIC ASA # R ETEE
T, ., WL, A A P ENTWD AnyConnect £ 2 — /LT &2 1 DDY T4 T
YhTuTr A NERLET, 2—FIEEO T T s AV ERHDYCHI L TEET,
& AT BROGHTTHEES 22—FI2id, BEROT e 77 A VBREIZRDZENHY F
To —HDOT R T 7 ANERE (SBLRE) X, Zo— Vb LLTHERizf#E L £, €0
OB EIL, FFEDRA MIEATHY | BIRISNIZAAX MLV ELRY 7,
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B anvcomnect F5 70 o izTBRY FU—2 7 RLRAZHEORE

AnyConnect 7 747~ 707 7 A VOIER &R, BX Y T4 7 MEREDHIE OFEHE
IZ2WTiX, [AnyConnect VPN Client Administrator Guide] &ML T 72 &0,

7747 h 7 a7 7 A ik, [Configuration] > [Remote Access VPN] > [Network (Client) Access]
> [AnyConnect Client Profile] TiX & L £7,

[Add/Import] : [Add AnyConnect Client Profiles] A 7 2 7' /R v 7 ANEFREINET, ZOXA
TR IZATIE, 77y va ARVND 7y A Va7 a7y AL LTIRELEZY, 7
Tyvva ARV EZRLTCIe 77 A NVELTRETDI 7V 7 ANVERK LY TEES, £
7o, 774NV EQ—H)N A Ea—EnbT7 7y va AEVIZT vy e —RT52 L TX
e

s [Profile Name] : 7 /v —>7" /KU 2—@ AnyConnect 7 74 7> b a7 7 AV EEELE
R

« [Profile Usage] : S WICIER SNz &7 a7 7 A LZEI 0 4 ToHRHE (VPN * v
ND—2 TOHAF—V %, WebEXa T ¢, ISERAF ¥, AMP A 3—7 7,
F v NU—7 a[fiPEE ¥ 2 —/L, Umbrella Roaming Security, F7-(X&H VPN k> %)1)
#FRLET, ASDM 23, XML 7 7 A VTHRE SN ER#R L2 WGEAE, ey
Ay A RNPEIRATRRICZ e 0 . Hik¥ A 7% FE) CRIRCTE 7,

« [Profile Location] : ASAD 7 7 v a AFVANDT BT 7 A4 )V 77 A )V ~O/RRAEFREL
FT, TOT 7 ANADBFELRWES, ASAIZT R 77 ANVT o7 L— MTESNWTT 7
ANVEERLET,

* [Group Policy] : 707 7 A NDITNV—T KR —%HFEELET, 71277 AV,
AnyConnect 7 7A4 7 b & EBIZZDIZN—TRY —IZF L TWHa—HFIZF T rm—
FENET,

[Edit] : [Edit SSL VPN Client Profile] 7 4 & RUMNKRENET, 2OV 4 FUTIEL, 7'm
77 AT EENTWD AnyConnect 7 7 A 7> MEREDOREEZEHE TEET,
[T9 RER— b (Export) |
» [Device Profile Path] : 7 27 7 A )V 77 A NVDNRABIN T 7 A VA EFRRLET,
s [LocalPath] : /SA L 7 7 A NEEREL TR 77 AN T 7 A NET T AR — K LET,
* [Browse Local] : B —H/L T4 X T 7 A )V AT LEBRTHIIE, haer )y L
T4y FuziE#hL£7,
[Delete] : T—7 AT a7 7 A VEHIRLET, 7077 A LEZHIBRLTH, XML 7 7 A
MMETZ T v anbHIBRESNER A,

[AnyConnect Client Profiles] 77—V : AnyConnect 7 74 7> s a7 7 A L& LTHRE I
72XML 7 7 A VERRLET,

AnyConnect FS5 7 4 v IZR T H5RY FT—0 7 FLAZD R

Iy hU—27 T RUAZEH (NAT) #E17T 5 L 918 ASA Zi%7E L7254 1%, AnyConnect 7
AT, WEBRy FU—2 BEODMZ D% Y — 2R IR ARG TE S L9
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ATy T
ATy T2

AnyConnect 57 1 v 7 (<3 Bk y k7—2 7 FL2 B0 ]

12, UE—hFT7 278 RXAnyComnect 7 74 7> b 8T 7 4 v 7 BEBORBIMNIT IHLEDRH
&9, AnyConnect 7 7 A 7> b bT 7 4 v 7 HEBOXMNEINITE 720 & AnyConnect 7
TAT YV PBLOMOMBEY vV —AN@EETE /) £7,

(TAT 7 47 4 NAT) ( INAT %0BR] & HIEHINTVD) ICED T FLRE A GIZEH#H
TEFET, ZNICK VBRI NAT BERESNE T, 74T T 47 4 NAT X2 25D7 R
AT =), TRUVA =N EH TRy NT—F FRIF2000 7Ry hU—ZMTH#EAHT
xFET,

ZOFRIEX, FlcHDHE Y NT—7 MAEBTYOROFED Ry NT—2 7= MNETT
AT T 4T 4 NAT 2% ET D HEEZRLTWET, £ 51T, Engineering VPN 7 R L &
7=, SalesVPN 7 KL A 7 —)L v hT—Z N, DMZ %y hT—7 BIOA v H—
F v N TYT, TAT T 47 4 NAT FETIEZNEH, NAT BHIS 1 DHEETY,

RAGWNI AT rDTATUTAT4 NATEERET B2y FIT—9 FRLRA T RLyP Uy

Y RIT—=DFRETRFLR |2y D=0 &FET7 L |7 FLREH

T— R T—=IL%

N Ry NT—2 inside-network 10.50.50.0 - 10.50.50.255
Engineering VPN 7 K L & 7'— Engineering-VPN 10.60.60.1 - 10.60.60.254
V%

Sales VPN 7 KL & 77— )L Sales-VPN 10.70.70.1 - 10.70.70.254
DMZ %> R U —2 DMZ-network 192.168.1.0 - 192.168.1.255
Flg

ASDM (21 7' A > L. [Configuration] > [Firewall] > [NAT Rules] {28 L £,

Engineering VPN 7 R L2 7" — /)LD 7K A 175 Sales VPN 7 KL A ' — /L DR A MIHFETE D
X 9. NAT HHIZ/ER L £ 3, ASA 73 Unified NAT 7 — 7 /L OO AT L 0 & 4512 Z o FH]
Z R % & 912, [NAT Rules] 1 > C, [Add] > [Add NAT Rule Before "Network Object" NAT
rules] IZBEN L £7°,

GE)  NATA—MF by 77X TR B LIV — A BIRICE S ET, ASA
LD Vo Tm Ay P ASEEED NAT $1I & —BF 5 &, ZhBl i Thh &
A, ASA 75 NAT Bl % 53 - TIRAE/ NAT SUANC B L7200 & 5| Unified NAT
T — 7 VO SEFITI b A O NAT Bl E 5 2 L AEETT,

—ferarz N EE I}



B anvcomnect b5 710 v oIz BRY FU—Y 7 KLATHRORE

1:[Add NAT Rule] ¥4 7R 45 Ry o R

B= Add NAT Rule

Makch Criteria; Original Packet

Source Interface: -— By -

Source Address: EEngineering—\p‘PN

Action: Translated Packet
Source MAT Type: :-SEEEIE

Source Address: i Qriginal --

Fall thrauah b ink
Options
Enable rule

Direction: Bath w

Destination Interface: : Any --

Destination Address: !Sales—\fPN

Service: |any
Destination Address: i-- Qriginal --
Service: !-- Qriginal --

Description: |

[ ok

][ Cancel ][ Help ]

245512

a)

7 VPN B

[Match criteria: Original Packet] =V 7 C, IRD 7 4 —/L REZREL £ T,
* [Source Interface:] Any

* [Destination Interface:] Any

— iz VPN B |

* [Source Address:] [Source Address] 7 7 7 A ;R % % 7 1 v 7 L. Engineering VPN 7~ R
VAT —=NERTRy NT—0 AT V=7 VaAFLET, A7 V27 b 44T %
7 RUAD[Range] & LTEELET, HEY FLA T A b—3 3 2 b—/LdB

IMLUZRNTLTZE 0,

* [Destination Address:] [Destination Address] 77 7 A R # %27V v 7 L, Sales VPN 7
RVA P =Rt Xy NT—7 707 Ve LES, 707 b XA
7 RLAD[Range] L LTEZELET, HE)Z RLA R A L—3 g v b—/Ud
BIMLRNTL ZE0,



| —meears veN s
AnyConnect 57 1 v 7 (<3 Bk y k7—2 7 FL2 B0 ]

B2:VWPN7 FLR T—LDry cT—9 AT ) DR

B= Add Metwork Object

Marmne: EEngineering-VPl‘]

Type: ; Range W .

End Address: |10.60.60.254

|
|
Start Addre. ., |10.60.60,1 |
|
J
|

Description: EEngineering WPM address pool

.

NAT

[] Add automatic Address Translation Rules

I [w]'8 ][ Cancel ][ Help ]

245513

b) [Action Translated Packet] =U 7 C, IRD7 4 —/V REHRELET,
* [Source NAT Type:] Static
* [Source Address:] Original
* [Destination Address:] Original

* [Service:] Original

c) [Options] =V 7T, RDOT 44—V RERELET,
* [Enable rule] &4 12 LET,
» [Translate DNS replies that match this rule] 24 723 57>, ZZlZLTBE£7,
« [Direction:] Both
* [Description:] HLHIOF A2 AT LE T,
d [OK]%#7 Vw7 LET,
e) [EH (Apply) 1227V > 27 LET,
CLI O :

nat source static Engineering-VPN Engineering-VPN destination static Sales-VPN
Sales-VPN

f) [Send]| %7V >Z7 LET,

| —ferarz N EE I}
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B anvcomnect F5 70 o izTBRY FU—2 7 RLRAZHEORE

ATvT3

ATv74

ATy TH

ASA NAT Z#FATL TS L E(Z, [A U VPN 7 —/LIND 2 DDA A MR EWIHERTE 5
T, FIFENDHDHRA RS VPN b RIVEH TA 2 —Ry MCHERTE 5 & 912,
[Enable traffic between two or more hosts connected to the same interface] 7'+ a > & A F— 7 /V|Z
TOHOMENRDHY £T, ZH%EITHIZIL,. ASDM T [Configuration] > [Device Setup] > [Interface
Settings] > [Interfaces] % & L £ 7, [Interface] /X% /LD F @ [Enable traffic between two or more
hosts connected to the same interface] 4 2 LT, [Applyl &2 U v 27 L& T,

CLI O -

same-security-traffic permit inter-interface

Engineering VPN 7 R L' 2 7*— /LD 7R A k7% Engineering VPN 7 R L' 2 77—/ )L DAD R A MZ
R TE D L9, NAT HHIAERL L £97, ERETHAIZ/ER L7z & & L RIBRIC Z ORI A 1F
% L ¥3, 7272 L. [Match criteria: Original Packet] = U 7 C. Engineering VPN 7 K L A 7' — /L
EREILLFEDOM DT RL AL LTHRELET,
Engineering VPN U E— h 77 ERX 7 747 b3 TN Xy NU—Z|ZBETEH LD
NAT HAIZER L E3, ZORABMOBAIL Y IRITLI S5 &K 912, [NAT Rules] =
> C. [Add] > [Add NAT Rule Before "Network Object" NAT rules] Z &R L £ 7,
a) [Match criteria: Original Packet] =V 7 C, IRD 7 4 — /L FEFHRELE T,

* [Source Interface:] Any

* [Destination Interface:] Any

* [Source Address:] [Source Address] 77 VA RZ &7 Vw7 L, Wity hU—2 %
FIT Ry NU—0 A7V FEERLET, A7V N XA TET FLAD
[Network] & LCERELET, HEIT FLA N T AL —va ¥y b—/LTEMLZRN
TLIEEY,

* [Destination Address:] [Destination Address] 77 7 A AR ¥ > % 27 U > 7 L. Engineering
VPN7 RL AR F—Va2RKT Ry NT—0 77 FEEBRLET,

7 VPN B



| —#zeaz vPN

el
B

b)

d)

AnyConnect 57 1 v 7 (<3 Bk y k7—2 7 FL2 B0 ]

3:inside-network 7 - DB

B= Add Metwork Object

M
Marne: |inside-netwark. |

Type: i Tekiwork, W !

IP Address: | 10.50.50.0 |

MNetmask:  |255.255.255.0 v
Description: Einside niebwark, |
INAT 2l

[] Add automatic Address Translation Rules

I [w]'8 ][ Cancel ][ Help ]

249511

[Action Translated Packet] =V 7 C, IRD 7 4 —/L REHELET,
* [Source NAT Type:] Static
* [Source Address:] Original
* [Destination Address:] Original

* [Service:] Original

[Options] =V 7 C, DT 4 —)L RERELET,
* [Enable rule] 4 12 LET,
» [Translate DNS replies that match this rule] 24 723 57>, ZZlZLTBE£7,
« [Direction:] Both
* [Description:] HLHIOF A2 AT LE T,
[OK1 %27 U v o LET,
LA (Apply) 127U v 27 LET,
CLI O]

nat source static inside-network inside-network destination static Engineering-VPN
Engineering-VPN

—ferarz N EE I}



— iz VPN B |
B anvcomnect F5 70 o izTBRY FU—2 7 RLRAZHEORE

ATV T6 ATV TSOIENES TH LWHRIZER L. Engineering VPN 7 KL 2 7' —/L & DMZ % v
NU =M OHHRDT AT T 4T 4 NAT @ ELEY, DMZR Yy U —2 &k En7 R
A Engineering VPN 7 R LA ' —)L & 56557 RL AL LTHEMALET,

ATvTT HLWNAT BAIZ1ER L, Engineering VPN 7 KL A2 77— L h U FIUEHCTA X —F v b
T 7B ATELEICLET, ZOHE. TAT T 47 4 NAT AL EHA, HET
T RVRZTTAN= R T RLANLA Y FZ—Fy b )b—T 4 7 ARERT N L AIZZEES
2720 TY, ZORAIZERT 2ICIE, ROFMSHENET
a) ZOBANMLOKAIL Y bR X415 K 51T, [NAT Rules] ~< > T, [Add] > [Add

NAT Rule Before "Network Object" NAT rules] Z #&R L £,

b) [Match criteria: Original Packet] =V 7 C, IRD 7 4 —/V REHELET,

* [Source Interface:] Any

* [Destination Interface:] Any, [Action: Translated Packet] == U 7 @ [Source Address] T
[outside] Z R T 5 L. D7 4 —/L RIZABMIIC Toutside] AT SNET,

* [Source Address] : [Source Address] 77 W A iR ¥ % 7 U v 7 L. Engineering VPN 7
RLARA T —NagKT Ry NI—T 7V =7 FE@RINLET,

* [Destination Address:] Any

c) [Action Translated Packet] =U 7 C, IRD 7 4 — /L R&EFHELET,
* [Source NAT Type:] Dynamic PAT (Hide)

* [Source Address:] [Source Address] 77 7V X RZ %27 V27 LT, outside A > ¥ —
T A AEFRLET,

* [Destination Address:] Original

* [Service:] Original

d) [Options] =V 7T, IRODT 4 —/V RERELET,
* [Enable rule] 4 12 L E T,
* [Translate DNS replies that match this rule] 24 723 575, ZlZLTBEE T,
« [Direction:] Both
* [Description:] BRI DOFIAZ AT L £,
e) [OK]%27 VU vZ7 LET,
f) [EH (Apply) 127 U7 LT,
CLI O3]

nat (any,outside) source dynamic Engineering-VPN interface

7 VPN B
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X JE

4: Unified NAT 7— 7 )L

AnyConnect HostScan .

File Wiew Tools ‘Wizards

Window  Help

Look For: |

é?i] Home Q}% Configuration @ Mnnitnring| LB Save @ Refresh | c Back \_‘;]

2=

Firewall g & =
| B Access Rules ]
B8 — INAT Fules
----- Q, Service Policy Rules
----- gl Adh Rules
- 22 Filter Rules
----- [El Public Servers
e

2 LURL Filtering Servers
-] Threat Detection

) Site-to-Site YN

éﬁ: Trend Micro Content Security

E} Device Managenent

»
-

Configuration changes saved successfully,

Confiquration = Firewall = NAT Rules

@9 Edit T Delete 4+ 4 % Bz @

Match Criteria: Original Packet

Source Intf
1 Any
Ay
2 Any
Ay
3 Any
Ay
4 Any
Ay

Dest Intf | Source Destination Setvice
Ay @ Engineering-¥PM @ Sales-YPN &P any
Arey B Sales-YPH B Engineering-¥PN &9 any
Ay mf Engineering-¥PM @B Enginesring-wWPM @@ any
Any 1@ Engineering-¥PM _1_;‘:,5 Engineering-¥PMN @ any
Arey B inside-network, B Engineering-¥PN & any
Ay @ Engineering-¥PH  mf inside-network @@ any
Arey P DMZ-network B Engineering-¥PN & any
Ay af Enginesring-wPN @l DMZ-network @ any

= " e /
Q, Find f2] Diagram ) Packet Tra

AcC

ﬂ Engineering-¥PMN

| = "Metwork Object” MAT (Rule 6)

£ management outside = asdm_cuma @ any Tk 5443 E\l'.p:

. outside manage... @@ any Bl zzz2z2 Tee 5443 - O
%3

Hs Active docs 15 ﬁ

AT w 78 Engineering VPN 7 K L A 7 —)LinZE D7 —/)VEHIK, Sales VPN 7 KL A 7 —)L WNElx > b

U—27 . DMZ*y hU—7 BILOA F—F v MIEIET D X 5 ICRE L7&IZ, Sales
VPN7 RL R T —=ZOWCTR L7 BB A Z M0 IRTVLERHY ET, TAT 747 4
NAT #ffl L C, Sales VPN 7 KL A F—)b 7 4 v 773, Sales VPN 7 KL & 7 —)L|
Wity hU—2  DMZ %y hU—27 BIOA ¥ —F vy MOFR Y NU—2 7 KL A%
ORI D L HITLET,

AT w79 ASA @ [File] A == — T [Save Running Configuration to Flash] #34R L., 741 7 > 7 1 7 4 NAT

B2 =IE L £,

AnyConnect HostScan

AnyConnect 78N A F ¥ £ 2 —/L{Z XV, AnyConnect Secure Mobility Client (X785 A MMIA > &
F=ENTWOLFNL =T A T VAT A BLO, 7oF~vV0=T, 7747 U4+—/)b
DHFY 7 MU =T EZ@HTEET, TONMIT. HostScan 7 7Y 7 — g LT K-> TIEES
9, RAF ¥ TEARA L FTIEL, ARA I HostScan 281 A b — /L ENTWALERH Y
£7.

—ferarz N EE I}
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. HostScan D RTIZ &4

HostScan D RITIE &4

AnyConnect Secure Mobility Client Z 7R A F v £ 2 —/L & & AT HI121E, HIETHHRD X
572 ASA TV R—R 2 RIRMLETT,

*+ ASA 8.4

* ASDM 6.4

KD AnyConnect HREIX, RNAF ¥ £V 2 — L&A VA M—ATLUERDY £7,
* SCEP #7
s AnyConnect 7 L A U EV a2 —/b
RAF ¥ BV 2a—VE, WOWTNNDT Ty N7 =LA VA= TEET,
» Windows 7, 8, 8.1, 10, 10RS1, RS2, RS3x86 (32 v k) BLUx64 (64 '~ 1)
* macOS 10.11, 10.12, 10.13

« Linux Red Hat 6, 7. Ubuntu 14.04 (LTS) B L0 16.04 (LTS) (64 £ FDH)

AnyConnect HostScan D 5 1 > X

RAF ¥ Y 2—/LZiE, KD AnyConnect 71 &2 v v ZEUENRH Y £,
« 557K HostScan H AnyConnect Apex.,

« {&18121%. Advanced Endpoint Assessment 7 - & > A DS EE T,

HostScan /\ v 5r— <

HostScan /X 77— % ASA [ A X > K7 1 /R /7 — hostscan-version.pkg & L CH2— R
THZENTEET, ZDO7 74 ML, HostScan VY 7 b7 =7 & & H1Z, HostScan 7 A 77
UBIOYR—FRPFENLTNET,

HostScan DA R r—JLE-IET7v THFL—F

ZOFNETIE, ASDM ZfEH L, HostScan/Nw 7 —T% A VA —VEIET v 77 L—FK
L. AL ¥,

B s veN EE
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\}

HostScan DA VR b—ILERIET7 v FTHL—FK .

1R BHHIIZ

G¥)

ATy T
ATvT2

ATvT3

ATvT4

ATy TH

ATvT6

ATy T17
ATFvT8

ATFvT9
ATy 710
ATy TN

HostScan /X— g V43 x RN D 4.6 X LIEIZT v 77 L— KL L9 & LTWAEE., LAFIZ
ST LT-BEAED AV/IAS/FW DAP AR Y o —B X ONLUA A7 U 7 ~ 239X T HostScan 4.6.x VA&
LA THDL LV FRIGERTLIZ T — A ve—UNEREINET,

REZES SEDLTDICETTIVNERD LT XA BT FIERNFELET, ZOFIAT
E. ZOXAT TRy 7 A% T T, ZOREZRTT DRI HostScan 4.4.x & A#IZ72 %
EIOCEREEBITLET, ZOFIEZF 1L, [AnyConnect HostScan 4.3.x to 4.6.x Migration
Guidel] TFEMZRTFIEZZIL TS 7ZE W, DFE V| BITT HIZIZTASDMDAP DR Y ¥ — R —
TICBE LT, PO AV/AS/FW BYEA R L CFEITHIBRL THh b, LUA X7 U
N L, EEXWXOMLENHY FT,

FIE

hostscan_version-k9.pkg 7 7 A V& 2 B a—X X a— RKLET,

ASDM % i&2#E) L, [Configuration][Remote Access VPN] > [Secure Desktop Manager] [Host Scan Image]
> B L £,

[Upload] #7 U >~ 2 LT, HostScan /X 7 — D atbt—%a L Ea—HnH5 ASAD KT AT
\ZHAE T D 21TV E T

[UploadImage] %A 7 & 7' 7R »» 77 A C [Browse Local Files] # 7 UV v 7 LT, B—Hh/L a3 Ea—
4 b HostScan /X 77—V ERFBE L ET,

g E X a— R L7z hostscan version-k9.pkg 7 7 A V&R L, [Select] 27 Vv 7 LE
9, [Local File Path] 7 f —/L K & [Flash File System Path] 7 4 —/L R C&ER L7277 7 A LD/
2%, HostScan /Xy 7 — D7 v o — REDONRA BB L TWET, ASAICERDO 7T v
Va RIA TR LEEE, D7 T v a R7 A7 %279 K 9 IZ [Flash File System Path] %
METEET,

[UploadFile] 27 U v 7 LET, ASDMIZL - T, 77 A VDab—RN7 T v 1— RiZia
EENET, HWRIAT IRy 7 A, T7ANVNBT Ty v allEFICF v ra—Rahik
TEBRREINET,

[OK] %7V v LET,

[Use Uploaded Image] # A 7 2 7 C[OK] %7 U v 7 LT, BIEDA A—T L L TT v r—R
L7z HostScan /N> 7r— 77 A VEMFBHLET,

[Enable HostScan] 734 21272 > TW e WA XA A IZ LET,

[Applyl &7 U v 7 LET,

[File] # == —7>5 [Save Running Configuration To Flash] % %R L ¥ 7,

—ferarz N EE I}


https://www.cisco.com/c/en/us/td/docs/security/asa/migration/guide/HostscanMigration43x-46x.html
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— iz VPN B |

B vosscano7o szt -0

HostScan D7 A4 X —J)L

ATv T

ATy T2
ATvT3

HostScan /X =% T v A U A R—/F 5L ASDMA U F —T = A A LD E 2= Bk
EhEJ, ZHITX Y., HostScan WA NI > TWAEETH ASA I L % HostScan /% 47—
Y ORMAE#ES L ET, HostScan 27 > A h—/L LT, HostSean/3» 7 —V137 7 »
Ya RIAThoHIBRSNER A,

FIE

ASDM T, [Configuration] > [Remote Access VPN] > [Secure Desktop Manager] > [Host Scan Image]
> |Zf#) L C, HostScan &7 > A A h—/L LT,

[Uninstall] 27 U v 7 L, MEROT=OIZ [Yes] 27 U v 7 LET,
[Uninstall] 22 VU v 7 LET,

GI—T R1) —~® AnyConnect 7 4 —F v T 21—
ILDENY ET

&

ATy T2

WOFNET, AnyConnect 7 4 —F ¥ TV a—/L & I N—TF KU o —ZBEAIT £, VPN
Z— ASA IZHEE T 5 & X112, ASA 1L Z 45D AnyConnect 7 4 —F ¢ £V a—/LE T
RRA Y h arvba—RFora—RLTA YA ML LET,

1a s BRI

ASAIZEZF L, Fa—Lary 7 4 ¥alb—i g E—FEBBLET, Fr— 3L a
Y7 4 F¥al— a3 E— FTiX, ASA IZ hostname(config)# 7' 12 > 7 & FoR L F77,

FIE

Iy NT—=2 2 FAT N T 7R AAONE I N—T KD v—&BIMLET,
group-policy name internal

il -
hostname (config) # group-policy PostureModuleGroup internal

LW N—T R o—%HELET, Z0a~vr FEAN LKL, ZA—TF KRYo— =
V74X 2 lb—v gy E— RO a7 | hostname(config-group-policy# 233~ SV E T,

group-policy name attributes

1 -

B s veN EE
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ATvT3

ATv74

ATy TH

JI—TF K1) —~® AnyConnect 7 1 —F ¥ EL 21— ILDEY HT .

hostname (config) # group-policy PostureModuleGroup attributes
TN—7HRY —webvpn 2> 7 A Fab—a rE— RERHBELET, Z0a~vr RE AT
L7cf&iE, WITRT ASA D7’ r 7 FidFRSVE T, hostname(config-group-webvpn)#

webvpn

TN—=TRNDFTXTDOA—HIZ AnyConnect 7 4 —F ¥ EVa—ARNF U n—FESnd LD
W2, =7 K =R ELET,

anyconnect modules value AnyConnect Module Name

anyconnect module =2~ > K value |Z1X, ROEAD 1 DL EZFREETHZ LN TEET, B
DEY 2—/VERET 2561, HE2h <~ TREY 97,

& AnyConnect £ ¥ 1 —/L/H##E
dart AnyConnect DART (Wil L OV AR— bk 2V —
)
vpngina AnyConnect SBL (Start Before Logon)
websecurity AnyConnect Web ¥ = ) 7 £V 2 —/b
telemetry AnyConnect 7 L' A b U ET 2 —)b
posture AnyConnect R AT ¥ £ =—/b
nam AnyConnect * > NV —27 T 7 BAZR—T ¥
none TN—"7 KU =BT TP AnyConnect
EV 2=V EHIRTHGEICHEA L ET,
profileMgmt AnyConnect & E k > %/l VPN
i :

hostname (config-group-webvpn) # anyconnect modules value websecurity, telemetry,posture

EFD2a— L D1OFHIETHIZIE., RELEVEY 2a— LOEFTEBEE Lo~y FEFEE
BLET, m&21E. Z0a<wr RiZWebtEFalT 4 ED2—L%2HIBRLET,

hostname (config-group-webvpn) # anyconnect modules value telemetry,posture

FITar 74 Xal—ark7Ivia AR VIRELET,

FLlnary 74 Xab—ya URERICT T vva ARVICRGFEINS L, [OK] &0 D A v
T—UNRRIN, WITRTASADT v 7 MRFRRZHIVET, hostname(config-group-webvpn)#

write memory

AL |
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. HostScan DREE<Y =27 )L

HostScan MEE~Y =17 /L

HostScan "Ly RiRA ' b UV EBa—HIMNBRAF ¥ Z LT oo v )LAINE L%, ER
PIERT 72012, AT v 7 778 AR —0ORE, Lua ODXOEHAREDOH 7V =
7 NEBEMTAOLERH Y T,

INEDORNFEICONTIE, RO~=2T7 L TRHELIBHALET,
« [Cisco Secure Desktop Configuration Guides ]

+ [Cisco Adaptive Security Device Manager Configuration Guides.]

F 72, AnyConnect 7 7 A 7 > kT HostScan DENEDZEAMIZ DUV TCix,  [Cisco AnyConnect
Secure Mobility Client Administrator Guide] % ZH 1L T 7ZE W,

AnyConnect tx* 17 EEUT 4 VY a—3 Y

\}

AnyConnect T =7 TE U T 113, WEBOBEFRHIAEORRLEEELA L X —F v bOD
B O L E 7, AnyConnect Secure Mobility {2 J ¥ Cisco IronPort S &/ U — X Web & % =
V7 4 77747 AL Cisco AnyConnect EX¥ =7 EE VT 4 V74T haeA¥ ¥ T
EIVTAT UV NEEREDD Y T MU =2 T ROANEG R A FINOHEIRELET, 7 T4 7
> MZE., CiscolronPortS U —AWebEFX o UT 4 77747 2 AMRERA X —T W7o
TWDEMRNCHER L £,

G¥)

Z OFEBEIZIX. Cisco AnyComnect E¥ =7 €U T 4 7 747 2 h® AnyConnect & = 7
VT 4 TR YR— hERMT S CiscolronPort Web £ X = U7 4 77/ F7A4 T ADY
U — A YEETY, F£7/2, AnyConnect Secure Mobility #§8E % 7R — h 9% AnyConnect V U —
ADMELTT, AnyConnect 3.1 IBRIEL Z ORe A AR — F L TWEH A,

EXaT EEVT 4 VY a—Ta ERET HITIE, [Configuration] > [Remote Access VPN] >
[Network (Client) Access] > [Secure Mobility Solution] D JIEIZEI L F 7,

7 VPN B
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X JE

AnyConnect X217 EEU T4 Y a—ay .

5: [Mobile User Security] 7 4 > K™

é’] Hame CJ,(“} Configuration D Monitaring | 3 Save @ Refresh | o Back J ‘ 'j Help | l CISCO
Remote Access ¥PN Configuration > Remote Access ¥PN = Network (Client) Access > Secure Mobility Solution [J
? Intrudu;tmll'l &, 1 The Mobile User Security service lets Cisco IronPort 5-Series Web Security appliances protect Cisco
Metwork (Client) Access AnyConnect secure mobility clients From malicious software and inappropriate sites,
AnyConnect Connection Profiles
& - AnyConnect CustomizationLocalization Service Access Control
[T AnyConnect Clint Profile Specify the addresses of the hosts/networks From where WSAs can communicate with this security
- AnyConnect Client Settings appliance.
i} Dynamic Access Policies
{1 Group Policies % add| @ o | [
IPsec(IKEvl) Connection Prafiles e 1P address Mask
F\ddress Assignment
Advanced
Chentless S5L YPN Access
AdafLocal Users
Host Scan Image
| Secure Desktop Manager
t Certificate Management. e
&%} Lepicebehn Service Setup
gﬁ Firewall [ Enable Mobile User Security Service
gg Remate Access YPH
: [] Change Passward
gg Site-ta-Site VPN
& Trend Micro Content Security
o |, Device Management
>
&} active  docs 15 & 12/20/10 5:24:50 PM UTC

* [Service Access Control] :

LEJ,

WSA DIBEIL LR DR A FEITFR Yy U —2 7 RLAZHEE

o« [Add] : BN L 72855t D [Add MUS Access Control Configuration] Z 4 7 & 778 v 7 A8

P& £,

o [Edit] : B8R L 72 8586¢ ® [Edit MUS Access Control Configuration] Z 4 7 & 778 v 7 A3

P& £,

* [Delete] :
Ao

* [Enable Mobile User Security Service] :

BER Lo 2 7 — 7 Vi bHIBR L E T, MERaShT, LVE

LHbTEEE

VPN 2N Lm0 547 v h&OEELBRE L F9,

A X =TT D L ASA ~DOFEGIRFIIC WSAIZ L > THEHAENARAT— 2 ANTS

VENRDHY £,

WSA BIE(E L72WE ., AT — & AT disabled 12720 £,

* [Service Port] : —E R & A X —TMZT L85G, P—EADEDR— "N EFEMHEHTD
MERELET, A— FO®FMIL 1~ 65535 T, BRI AT ALY WSAIC 7Y g
ST ENTINT AEE B ESEHZLERHY T, T 744 ME 11999 T,

* [Change Password] : WSA 77 E A /NATU — REERTX £7,

* [WSA Access Password] :
NZfaE L £,

SIS IS VAP

V—RFE—HIEDIMERHY T,

* [Confirm Password] : i€ L72/SATU— REZFH AN LET,

—ferarz N EE I}

ASA & WSA DHEOFFECTHE L R p G —7 Ly b 2RRAT—
ZONRAT— R, BHIURATACEY WSAICT oY a = &N

277760
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[ Add or Edit MUS Access Control

* [Show WSA Sessions] : ASA IZHt S 472 WSA D& v v UIFREFRTE 7, #Hs
NTWD (EziTEER S 4L72) WSA DR A M IP 7 R L A3 L OMERRFN X A 71 7
Ry 7 AZRESNET,

Add or Edit MUS Access Control

[Configuration] > [Remote Access VPN] > [Network (Client) Access]> [Secure Mobility Solution]
@ F® [Add or Edit MUS Access Control] # A 7 &2 7' 7R~ 27 A, AnyConnect 7 7 A 7> kD
Mobile User Security (MUS) 7 7 EA&ZHEL £,

s [Interface Name] : Ry 77X YR MEFEHLT, BIMELEIREL TWDHA ¥ —
T oA AL BRI ET,

o [IP Address] : IPv4 7 RLUAE /X IPv6 7 KL A& A TE £,
*Mask] : Fry 77X UXREZEHLT, ZYDO~v A7 Z@IRLET,

AnyConnect D AW A AIXARX¢EO—AYE— 3

AnyConnect VPN 7 7 A4 7 N W AX~A AL T, VE—F 2—WFZ, O A—TER
JRT& F£9, [AnyConnect Customization/Localization] 7 ¢ —/L K& H3 X, kDX A 7
DHAZA RENTZT 7 ANEA R — T HIENTEET,

* Resources : AnyConnect 7 7 A 7> hDEHEINT- GUI T A 22,

* Binary : AnyConnect{ > A F—ZZfROLFATHHET 7 A /b, ZHIZIE, GUL T 7 A LD
1EF, VPN FA4 T N 7uardyAn, A7 VTN, ZOMDOT ZA4 T2 8 77 AR
BENET,

« Script : AnyConnect 7% VPN #£#5t Z fE LT D AT E 72T RICIATT A7 U 7 1,

* GUI Text and Messages : AnyConnect 7 7 A 7 FMEHT 2214 bLE X vE—,

* Customized Installer : 7 7 A 7 FDA VA M= NVEERTTDH NT AT 5 — 4,

* Localized Installer : 7 7 A 7 N TSN L ERBELETH N T VAT +— 4,
FHAT AT TIXROT 7 v a v EFEITTEET,

s [Import] 27 U v 745 & [Import AnyConnect Customization Objects] %1 7 12 7 )3 L)) L
Y, ZOXATRITIE, ATV PELTAVR— D57 7 A NVERETE S
—aAO

s [Export] # 7 V v 7 35 &, [Export AnyConnect Customization Objects] %1 7 & 7 ML) L
FT, ZOXATRI TR, ATV FELTZIAR— 577 A VEBETEE
—gqo

*[Delete] 27 Vv 7 425&, BRLIEAT V=7 FBHIBRSIVET,

7 VPN B
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AnyConnect DHRAE2 T4 XéO—hYE—- 30, JY—R .

A\

GE)  ZoHiBlE~rTF a7 AN = TR —FShEEA,

AnyConnect DA R A TA X¢EO—AY¥—3>, JY—R

AVR—=R T DHAZ L TV R—=F 2 bDT 7 A V4%, AnyConnect GUI TEFI SN 5 7 7
ANGBE =B LTODLUNERHY ET, ZHUIAXL—T 4 7 VAT ALK THERY

Mac 35 X OV Linux TIEIRLF-&/NCFERRM SN ET, 72 & %1, Windows 7 74 7> NHOD
¥F¥o IEEBSHZ HITIE, MEOEFER T4 company logo.png & L TA AR — T HEN
BV ET, HOT7 7 ANHTA AR — T 5E, AnyConnect £ A h—FLED 3 U AR—x
YhEEBELEEA, EL, MEBDOFT7 7 A VERALTGUL 2 AZ~A X556
X, ZOFATT 7 ANDPOALED T 7 ANLDY ) —A T 7 A )VEMORHT Z LN TEET,

ARA=THhI—AT7AE LT (72 21X, company logo.bmp) A > HR— FT D5, 1
R—=hLIeA A—=VIE, RL77ANVAEEHLTHIOA A=V %HFA AR — T 5HET,
AnyConnect & H A X~ A AL FET, /=& 21X, company logo.bmp & B A X L A A—VIZEE
Wz T, ZOAA=VEHIRT %G, FIL7 7 ANAEFERHLTH LA A—Y (Fidon
DYAABRIAAL A=) A R—FTDLET, 77472 MIZDOA A=V ORREAME
LET,

AnyConnectD H R A XA XL O—AHYE—>ar, N4 F1)JERDY
7k
[AnyConnect Customization/Localization] : [Binary]

Windows, Linux, F7ziEMac (PowerPC F7=iXIntel X—R) 2 B =—X D4, AnyConnect
2747 NAPLEERT2MBEDZ 747 FERTEET, 7747 FOSAF Y
Ty ANEBEBEHZ D Z 125> T, AnyConnect GUI 3 X UY AnyConnect CLI 2 & = #2 2 F 97,

[Import] XA 77 D7 4 —)L RIFKRD L LY TT,
* Name & #2125 AnyConnect 7 7 A VD4 HIZ AT LET,
s Platform 7 7 A V& FATT5H50S 77 v N7+ —L&EIRLET,

*Selectafile 7 7 { VAL, A VA= T BT 7 A NVOLAFIERCIZT 2L IHY &
Ao

[AnyConnect Customization/Localization] : [Script]

27 V7 NOREBEIOAZ U7 FOFIRFHEOZEMIZ OV TIE,  [AnyConnect VPN Client
Administrators Guide] Z#ZM L T 7Z &V,

[Import] A 707 D7 4 —)L FIFKRD LFBY TT,

| —ferarz N EE I}
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B avcomectonzs<csxEn—hyE—vas, QUFFRPEAvE—T

«Name : 27 V7 FOA4HIZ AT LET, ARNUTELWILEFEZRREL T EI W, #:
myscript.bat.

*Script Type : A7 V7 M aFETT52 4 I 7R LT,

ASATTZ 7 A NEAZ U7 FELTHHITES L DIZ, AnyConnectiZ L > T, L7 1 v
7 A seripts. & 77 v 7 A OnConnect % 72 1% OnDisconnect 73— D 7 7 A L4 |ZiB
MENET, 7747 "REET 5L, ASAIX, VE— b2 Ea—% Loy —
Ty MT4 L7 MICAZ VT v&aFyram—RNLET, EOBE, scripts. 'V 7 1 v 7
ZXHIBR & 41, OnConnect % 721X OnDisconnect 7' L 7 ¢ v 7 AIZDOEFHED £9, =&
Z 1L, myscriptbat 227 U 7" N& A AR — N L7cGA, ASA ETIX, A7 U7 M
scripts_OnConnect_myscript.bat & 720 £4, VE—F aEa—% ETiH, A7 U7 ME
OnConnect_myscript.bat & 720 F9°,

27 F NOEITOREEME AT 57210, T_XTD ASA TRUZAZ U7~ &R
BEIEHEELET, A7V T NEBEIEFIXERT IHEEIL. BA—2a > LR C4RD
EHRAL, 22— R T 5 RREMEOH 5T X TO ASA ITEHRAZ VT N E2E Y Y TF
T, VR TDHE, HILWAZ VT MIEVFEICARIOAZ VT v EEEINE
R

s Platform : 7 7 A V%&FITTH0S 7T v b7+ —LEEIRLET,

s Selectafile: 7 7 A VA&IX, A7 VT MIXHLTHRELEZARERLCTHLILETH Y F
A,

ASDMIZE > TT 7 A NVINY —A T 7 A )LinbHA R — k&4, [Name] (ZxF L CHRE L7
LWARTBERL S VE T,

AnyConnectD h A AT A4 X¢tO—h)E—ar, GUFFR FEAY

t

o~

— v

T 7 AN NOEMT —TINVERET D0, EFH LT — 7 L E/E LT, AnyConnect 7
TAT 2 FGUUIRRSINDTHFANE A=V EETTEET, ZDA X, [Language
Localization] 2 > & A UHSREA DB £ 97, XLV @E R SFELAHLIZ OV CIL, [Configuration] >
[Remote Access VPN] > [Language Localization] {2 8h L £,

FEY =N —ICH D BEE DR L ANTINZ T, ZONA AAZIL[AAd) R F & BIMOREZ
% 2 72 [Template] =V 7 13H 0D £7°,

Add : [Add| R > %27 Vw7 FTDHET 74N NOERT —T VO a b —NH &, EHEmE L
FOBRFET D ENTEET, RET7ANDEBELTIRL, 77 A LVHADT XA FDEFE
BCWET DI ENTEET,

BT —TNDRA =% NAR A AT 55, msgid (TAE LRNWTZE0, msgstr
NOTFANEETLET,
FUTL—FDOEBEEBELET, T L —MIF v v a2 AF Y NOLEWRT — T LI
D, BELEARNGEET, 77 UVFOEEAS TV a v L RO S DR ZHEH LT

7 VPN B



| —feeazs VPN
AnyConnect DA RE YA REA—hYE—Las, NREXAXShEA VR =5 k50 74—4 ||

a0, e zE, FEFEOT—TNVEERT D EXICIEZHFEH L TWAEEIL, IEICE-
nuuﬁkéﬂézh é:b\OfH%Eu%:ﬁFHLi?

[Template] €5 2 3 >
« T U7 L— MNEREZREML TT 7 4V NORGEEWLT — 7 /T 72 AT HIZIE, [Template]

7w LET,

« T 7 A NOFEEMT — T N EFOR L, LEIDE U TRET DI, [View]| 227 U v 7
LET,

« T 7 F )V N OEFELEBRT — T VD 3 —EFRETIREAFET DL, [Export] 22 U v 7
L/iﬂqo

AnyConnectD H R A3IX A RXEO—AhHE—> a3y, HREIIAAXEN
FAVAM—F FSURTH—L4

ER LT D R T v AT =L, VATV M AV A =T Ful 7 L& L CTRHA
T5ZLI2L > T, AnyConnect 7 74 7 > F GUI Z RIEICH AZ A XTHZENTEET

(Windows O&) . TV AT 4 —L% ASAIZA VKR—FTHE, A VA N—TF Tl T A
EHEALCEAINET,

N7 VAT 4 —AOHAE L LTRIRTE 2 0F Windows 7217 TF, b7 U A7 4 —ADG¢
Nz >WTIX, [ Cisco AnyConnect Secure Mobility Client Administration Guide)] % 2/ L CT<L 72
S,

AnyConnectD h R 233v A XéO—hy¥— 3y, O—hHh534XEhn
A VA N—5 FSURTH+—LA
NG UVATd—25BEHLTC, 7I9A4AT VM AVAN—T 0T TAIEREINDAvE—
VERRTEET, FIUVATF AL TA VA ML= a U RERINETHN, £k

X2 UTF 4B MSLIZZE L LERA, ZTRNHEDRTF VAT —ATIIA VA M—F B @IS
BEIFREN., 7947 F GUILEERIZER SN EE A,

AnyConnect 3.1 [7] [T AnyConnect Essentials

AnyConnect Essentials |%, BIi&7 A & Aff 5 X% SSLVPN 7 7 A 7 F T, FEIZ ASA
THREIN, LA TFZF< AnyConnect O EHEEEZTEML L £ 97,

e« 7547 ML ASSLVPN 72 L

s 47" 3 > ® Windows Mobile D% 74— | (Windows Mobile 7 - & > A ™ AnyConnect 73
ETY,

| —ferarz N EE I}
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. AnyConnect 71 R 2 LBtk

AnyConnect Essentials 7 7 4 77> M, Microsoft Windows Vista, Windows Mobile, Windows
XP, Windows 2000, Linux, 721X Macintosh OS X ZZ{TLCW\W5 U E— K =¥ K 22— |Z
Cisco SSL VPN Client DF8 % &72 5 LET,

AnyConnect Essentials % - % —7 /W29 % 1Z1%. [AnyConnect Essentials] <X > @ [Enable
AnyConnect Essentials] = v 7 Ry 7 A% 4 N2 LET, T DA L AnyConnect Essentials
TA VAN ASAILA VA =L ENTVDLEEICDAHFRSNET,

AnyConnect Essentials 731 r—7 /L Z41% &, AnyConnect 7 7 A 7 > kX Essentials & — N %
fEHL., 27947 NV ASSLVPN 77 BANT 4 Z—7 /L ZLE T, AnyConnect Essentials
DT 4 E—T7 b L&, AnyConnect 7 7 A 7 2 MEFEA7: AnyConnect SSL VPN Client % fifi
HLET,

(GE) [Configuration] > [Device Management] > [Licensing] > [Activation Key pane simply] @ AnyConnect
Essentials 7 1 & > RIZFIT 2 A7 — & Z{FHIZIL, AnyConnect Essential 7 A & ZAH3A 2 X
M= ENTNBENE D AW EILE T, [Enable AnyConnect Essentials License] 7= v 7 78 &
I ADREIFZDAT —F ARSI EE A,

TNRAANDT I T 4TI TA T ML Ay arndbdA . AnyConnect Essentials
FT—R&EA RX—T NI TEFEHA, SSLVPN v a3 v OFEMA R RT 5HI12i1%, [SSL VPN
Sessions] & 7 3 = > @ [Monitoring] > [VPN] > [VPN Sessions] UV > 7 %27 U v 7 LET,
[Monitoring] > [VPN] > [VPN] > [VPN Statistics] > [Sessions] <4 > NHE £7, v a Dt
HZ&Fo~9 D21, [Filter By: Clientless SSL VPN] # 3 L C [Filter] 7 UV v 7 LET, &
Ta Y OFEMPER TR IINET,

Ty va VOFMIZFERET, BUET 27 4 772 SSLVPN & v v a Y O EFRRT 1T,
[Check Number of Clientless SSL Sessions] # 4 12 L'E 9, SSL VPN & v 3 D 0 DY
4. AnyConnect Essential &4 r—7 /LIZTE £,

() AnyConnectEssential 251 % — 7 /WZ72 > T 54, Secure Desktop IFHERE L 8 A, 72721,
Secure Desktop % A & — 7 /LIZ T 5454 1% AnyConnect Essential %7 1 £—7 /M TE E£7,

AnyConnect 1 X 2 Lg%

1 A5 NJEMEIX AnyConnect 7 7 4 7 2 MIIEE S, LLTFICRT L O R eA R ET 5720
R ESNET, W AZLBRHEIZIZZ A T AR EOERH Y £3, FEANZER LI AZ
LML, AAT Iy TI/RARY =L N—F RV v—OW G THASNET, £
DEESIERMIBDOA AL LJEMEZAFRIS KORELET,

* To enable DSCP preservation : Z D A% L@MEZFET 5 & Windows £ 7213 Mac D A=

L—F 4 VAT ATy N7 4 — 5T DTLS ##: D Differentiated Services Code Point
(DSCP) 73l &41FE 9, DSCPPreservationAllowed 77 A % N@MEHX A 7235 & |

T AT, BIEOEELZZ 0TV N T 7 v 7 HEEIEMAT L EEIEM AT S
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AnyConnect 1 X % L@t .

7RI T7 497~y —0%MTTT U MU OB ZYET D2 N TEET, 7
FIZ DWW TIX,  [Cisco AnyConnect Secure Mobility Client Administration Guide] @ [Enable
DSCP Preservation) &7 v a &L TIEIN,

To enable deferred update onan ASA : ZiLH DA A X ABIIENERE SN TWDHEHEAIL, 7T
AT NOT v 7T — NBFIHATHEIZ 72 % & . AnyConnect [ 5 51 & 4T3 2 e 32
Wea—PIlmRNEIFAT e wHEET, BET v 7T — hDOh A X L@EEDOHIE LT
1T, ZHEHD ASA D/RX— 5 2 U T, DeferredUpdateAllowed,
DeferredUpdateMinimumVersion, DeferredUpdateDismissTimeout, 33 T}
DeferredDismissResponse 734 Y £3°, #EMIZ-2VCiE,  [Enable AnyConnect Client Deferred
Upgrade] F721% [Cisco AnyConnect Secure Mobility Client Administration Guide] @ T Configure
Deferred Update on an ASA| Z#ZM L T 7E3W,

To enable dynamic split tunneling : = DO W A X AEMEEVERR TS Z LI2X D, PRV OHE
ST, DNS RAA UAINZESWTEIZ AT Y » RO R R 7 %475 LR TE
F£ 9, dynamic-split-exclude-domains Z B9 5 Z & IZL V| VPN b RADINTD 7 T A
T MIKDT IR ABKERY T U REIT Web b —E X &2 AN TE X3, FHEMIZD
WTiE, [Cisco AnyConnect Secure Mobility Client Administration Guidel] @ [ About Dynamic
Split Tunneling] Z*ZH L T ZE0,

To enable management VPN tunnel : = — ¥ 23[AtE L7z %y T — 27 @EICHELRNEL D
(2 (EBLVPN b VBB THLH720) A7V v ME bR T ORENT 7 *
U R TRETY, ZOMEEA— =T A RT 2121, RS LMEDOM )T % true |[Z5RE L
F9, WAHFDIP 7' v b 2/LOFREN tunnel-all, split-exclude, split-include. F721% bypass
DWFINDOYE . AnyConnect [TIRICHE L b o RVESGIZHE £ T,

To set public DHCP server route : Z D A X LJgMA AT 5 &, [Tunnel All Network] 735%
ESNTWLHEAICe—=H/VDHCP 77 4 v 7 BN7 VT TFHFAPTT7Rr—=TEET,
AnyConnect %, AnyConnect 7 7 A 7 > FHMEfid % & & — 71 /L DHCP ¥ — ST E DL —
FEBIMLTHER S vV U D LAN T X 7 ZICHBH 7 4 V2 2#A L, £00— MMIo
WTDHCP 77 4 v 7S DT_NTDO T T 4 v 770y 7 LET, bRV
D37 Y 7 DHCP $r—3 )b— MERK A #ET 5 72812, no-dhep-server-route 77 A & A Jg@
DIFTEL, true IR ESNTWARLENH D 9, FEMIZ OV TIEL,  [Cisco AnyConnect
Secure Mobility Client Administration Guide J @ [Set Public DHCP Server Route] O 7 3+ a
VESBLTLIIEEN,

To configure Linux to support excluded subnets : circumvent-host-filtering 77 A % A J&MEIE,
[Tunnel Network List Below] 23 A7 U v b bR U FHIZEE SN TWDLEAIIT 7 % v
FOERSNE TR — T2 L5, Linux ZELET, FEMICHOWTE, 7%y FOkR
SR IR — b 57200 Linux O E (30 <X—) S LTI 7ZEN,

IS OEREDOMIH 2 X 5258 2CT 5 I121E, [Configuration] > [Remote Access VPN] > [Network
(Client) Access] > [Group Polices]| > A == —T, ERIFAI AL LBHEDIZE AL ELFFED T
N—T" RV O —IZBEEMT L2 ERH Y T,

—mrnvensE


https://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/products-installation-and-configuration-guides-list.html
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B orsecvensSa7o TRy

IPsecVPN O SA 72 VYT b7

\)

GE)

VPN IS A7 MITAEHEKRPT, Y R— B TLTWWET, VPNZ T4 T FOERE
IZOWTIE, ASAN—T 3 V9212 FTHASDM D~ == 7 VB L T Z SV, AnyConnect
X217 EEYUT A ISATURNMITYTITL—FTHILE##HELET,

Zone Labs Integrity Server

[Configuration] > [Remote Access VPN] > [Network (Client) Access]>[Advanced]> [IPsec]>[Zone
Labs Integrity Server] /X% /L"ClX, Zone Labs Integrity Server % ¥ 7/K— 325 X 912 ASA #i%/E
TEET, 2OV —=—NF, TI7A X=Xy FIV—=2IZT7 7 AT HIVE— 7747 |

TEFx2VUT 0 AU —%wMHT 5 HR TR S/ Integrity System &5 2 27 AD—H

T, EEMITIT, ASART 7 AT U+ — NV —=NIHT 227 FA4 7 FPCOTEFT L L
THEBE L. Integrity 7 7 A 7k & Integrity —/ [ T EE/2 3T O Integrity fF#H % V L —
LET,

GE)

BEDYV—=AZADEX2 VT 4 T T 74T 2 ATIEFEFIZ 1A O Integrity B —/3D A3 PR —
FENTWETR, 22— A ¥ =T =2 ZATIEHEKS B Integrity V— O EN VR — K
ENTWET, 777 4 77— NICBEENRAE LIZEAIX. ASA ETHIO Integrity — 3%
RELTC, 7747 VPN Y g AL LT EE0,

* [Server IP address] : Integrity h—/ 3D IP 7 RV A& AN LET, v MMFx 10 5% A
Li‘é‘o

 [Add] : T LY — 1P T R LR % Integrity F—/3D U A2 MZBIMLET, ZORHF AL,
ServerIP 7 KL A 7 4 — )L RIZT RVABANEIND ET 7T 4712720 £,

* [Delete] : R L 72—/ 3% Integrity b —/3D U 2 kWS HIERL £97,

* [Move Up] : i&R L 72— 3% Integrity —"D U XA NNTEIZBEHLET, ZOFRF
X URA MY =0 1 B EFET 258 TR TE T,

* [Move Down] : i&R L 72 % — 3% Integrity +—/3D U A NNTFIZBEILET, ZOHRH
Y. VA MY =R 1 BULEFET D258 TE T,

* [Server Port] : 77 7 4 77 Integrity —/ "% U v A 7§25 ASA DAR— hEFEZ AL E
T, D7 4—/v KX, Integrity Server D U A NI —"p307e< &b 1 BLLEFEET D
BRI ENTEEY, 7740 b F— b1 5054, EPHIZ 10 ~ 10000 T, ZD
7 4 —/V R, Integrity Server U A FPNIZH— "BIFIET H G-I THEHTE £,
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ISE 71) <

sy —nEm [

* [Interface] : 77 7 772 Integrity V' — N ET D ASAA » F—T = A AZEINL LT,
DA E—T A A4 A =a—(, Integrity Server U A FNIZH— "B(FET DA
R TEET,

* [Fail Timeout] : ASA 37 7 7 4 773 Integrity — NICEHE CERWI L ESTHETD
PSR A NI LET, T 740 MX 10 T, FPHIZ, 5~20 T1,

* [SSL Certificate Port] : SSLFZFECTH T2 ASADR—FE2MELE T, T 74/ FDOFR—
i 80 T,

* [Enable SSL Authentication] ASAIZEDVE—F 27747 FD SSLGEAEDFREZ A
PR =TT DA LET, T 74V NTiE, 7 T4 72 FSSLERGEET 4 & —
:ﬁw:&ofwi#o

* [Close connection on timeout] : % 1 A7 ¥ MEEZ ASA & Integrity — N OHEGEZ /& T3
LDHENA NI LET, T 74N T #ERSsHERR SN ET,

* [Apply] : BXE A FEIT L TV D ASA IZ Integrity Y — SO EZ A L £ 7,
* [Reset] : F 7258 H &40 CU R0 Integrity H— SOREDOEEZHIFRL £,

—MsE A

Cisco Identity Services Engine (ISE) 1%, ¥¥ =2 U7 4 AU L —FHBIOHIE 7 v b7 +—
LT, A, VA YL A, VPNE#RGOT 72l X2V T4 20T I7A4 T A%H
L., 7T LET, CiscolSE IZEIZ, Cisco TrustSec E#E L TEX a7 778 RA L
TFANT 7 RRAEREEL, EAFTHT N ZARiHiAZR (BYOD) A =377 4 7 &P HR— |
L, EHARY >—%@HT 272D E T,
ISE Change of Authorization (CoA) BEREIZ, FRAE. F8F], BEX T T 17 (AAA) B>
varDEtEt, By v a VIESIRICER T D1 ODA D= AL ERMELET, AAA D2 —
%it I —HF IN—TORY —%EFT L L ISEND ASA ~ CoA /7 v b ZEEEE
TRREZFHEMEL, HILWARY o—2lHATEET, 1 T4 RAF Y EfiARA > b
(IPEP) I, ASAICK > THESL ENTEE VPN By v a 778 A a2 hr— U X L
(ACL) ZHHT 2028 TH 0 A,

ISE ARV & —D%Efilx, DO VPN 7 747 P THR—FENTVET,
* [PSec
» AnyConnect
» L2TP/IPSec

VAT L T7a—IRDOEEY T,
1. =2 Fo2—¥2 VPN #EFELER L £,

2. ASAX. ISEIZ L Ca—Y42iEL, Ry N =T ~DORET 7 ¥ A ffit4 52—
ACL 3 \THY £9,

—ferarz N EE I}
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3. THOUT 4V THEA Y E—URNISEICEESH., By va USRS ET,

4, RAF ¥ THARAVFBRNACTZ—V = M EISERICESTONET, 207k AL,
ASA (2B BA T,

5, ISEMCoAD IHRY Y —Fvia] ZHLTASAICKRY O —DEFEZEELET, 21
WZED, Xy NU—7 TR AMREBEO D H L a—% ACL 2535 S E T,

GE)  #HD CoA THEN L, DT A 7 XA APITBMOR Y —3EHlA ASA [IZFEBERICITH
No5ERHY 9,
= J= = —
ISEEFRIZEE DT
ISE A ZEE A% ET H121%., ISERADIUS — "2 ETe— N L —T%Efk L, UVE— |
TI7EAVPNRET R 77 A4 (FRV) TEOY—NITN—T52FEHLET,
F|i§
AT v 71 ISE — 30D RADIUS AAA — R J )L —TFHRELE T,

ROFNEIL, F/DROFRELZRLTVET, REILUT, Z—7DMORELTHETE E

T, KESDOBREITIE, 1 FEAEDFR Y N =2 L72T 7 4V FERENH Y £9, RADIUS

AAA T — R TN —T OFREDFEHIZOWVWTIX, iR ar 7 s ¥alb—ar A4 R&es

LT 7EEN,

a) [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [AAA Server Groups] % %
WLET,

b)  [AAA Server Group] #HIL T, [Add] Z#7 V v 7 LET,

c) [Server Group] 7 4 —/V RIZ T N—T D4 HiE AT LET,

d)  [Protocol] Fu v 7 Z 7 U A KD RADIUS H—23 X A 728N L £97,

e) [Enable interim accounting update] & [Update Interval] 2 384R L, RADIUS Hff]7 7 > T 4
VIHEFA = URNEIINCERESND LI LET,
ISEiX. ASAZREDNAST A AMBZIET DT AT T 47 La— RIZESNT,
TIOT 4Ty aror 4 v NI ERELET, L, ByvarnrsT 47
ThHHEWVWIEH TV T 4T A=V FERIIRATF Yy b TP ay) &
SHMZE LR o284, ISEIXT — 2 _XR—2ZnbZDtyiarola— REHlRL
F9, R OE W VPN i 3 IR SN2 WX 219 212i%, 3 To7 7747
o a VIZOWTISEICEMMICHMT h v v T 4 VI RHA v =V EEET D L
N, IN—TERELET,
IO OB ZFET LR A R CEE CTE EJ, 7 7 4 /0 NI4T, &
T 5L 1~ 120 TY,

f)  [Enable dynamic authorization] % 3R L %9,
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ATy T2

serazEog: |

ZOF T aviEk, AAA Y —N 7 )L—T7 D RADIUS OEIIFE R (ISE#F A H . CoA)
P—bREA F—TMILET, VPN F o RNV TH =R T N—T5MHT 5 L. 3fIaT
% RADIUS H—/% 7 /L—7"73 CoA AT B ER 4L, ASAIXISE 6D CoA R Y v—
BHHA— 2 ) v 2 LET, BIOR— FEEHT 25 XS5 ISE h— "0 E 31T
W72 WRY . R—F (1700) #ZEFE L2 TL 7ZE, F2h72%PHIX 1024 ~ 65535 C
7T

g)  WAElZ ISE Z A H L7254 1%, [Use authorization only mode] % Z&R L £,

ZOFTa itk =R TN —TEZRAIMEHT 5 & X2, RADIUS 7 7 & AR
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