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4 VPN
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¢ AnyConnect VPN 5
Cisco AnyConnect VPN AnyConnect VPN
SSL IPsec IKEv2
VPN
VPN
IP
ASA
ASA
AnyConnect VPN ASA
Cisco AnyConnect
AnyConnect
S
« |Psec IKEV2 Remote Access Wizard 15
IKEvV2 VPN ASA
IPSec IKEv2 ASA
AnyConnect Premium
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IPsec Site-to-Site VPN Wizard .

« |Psec IKEv1l Remote Access Wizard 9

* |Psec Site-to-Site VPN Wizard 3

LAN-to-LAN IPv4  IPV6 ASA
VPN ASA
1Pv4 IPv6
IPv6 IPv6

IPsec Site-to-Site VPN Wizard

2 ASA
VPN IPsec

Peer Device ldentification

* [Peer IP Address] IP

* [VPN Access Interface]

* [Crypto Map Type]

IPsec
* [Local Networks] IPsec

* [Remote Networks] IPsec

[Customized Configuration]

* [IKE Version] [IKEv1] [IKEV2]

 IKE version 1 Authentication Methods

* [Pre-shared Key]

IPsec
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. IPsec Site-to-Site VPN Wizard
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VPN
IPsec
* [Device Certificate] ASA IPsec
IPSec
2
* IKE version 2 Authentication Methods
* [Local Pre-shared Key] IPsec IKEv2
« [Local Device Certificate] VPN
o[ Remote Peer Pre-shared Key ]

IPsec

 [Remote Peer Certificate Authentication]

* [Encryption Algorithms]

« [IKE Policy] IKEVL/IKEv2

* [IPsec Proposal] IPsec

* Perfect Forward Secrecy

* [Enable Perfect Forwarding Secrecy (PFS)] 2 IPsec
Forward Secrecy
PFS
IPsec PFS
1 PFS
PFS 1
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AnyConnect VPN .
PFS
* [Diffie-Hellman Group] Diffie-Hellman ID 2 IPsec
1D
Group2 1024 Diffie-Hellman Group5 1536
CPU
NAT Exempt
« [Exempt ASA side host/network from address translation]
AnyConnect VPN
AnyConnect VPN AnyConnect VPN VPN
ASA
IPsec IKEv2 SSL VPN
VPN ASA AnyConnect VPN
AnyConnect VPN
Connection Profile Identification
[Connection Profile Identification] ASA
« [Connection Profile Name] VPN
* [VPN Access Interface] VPN
VPN Protocols
VPN
AnyConnect SSL VPN
IPsec IPsec
ASDM
WebLaunch AnyConnect
SSL ASA
SSL
IPsec IPsec
IPsec IPsec
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VPN veN |
VPN

AnyConnect Secure Mobility
Client Administrator Guide

* SSL
* IPsec (IKE v2)

« [Device Certificate] ASA
AnyConnect Always on  IPsec/IKEv2
ASA

* [Manage] [Manage] [Manage Identity Certificates]
*[Add] ID [Add]

* [Show Details] [Show Details] [Certificate
Details]

* [Delete] [Delete]

* [Export] [Export]

* [Enroll ASA SSL VPN with Entrust] Entrust SSL Advantage
ASA SSL VPN

Client Images

ASA
AnyConnect

« [AAAservergroup] ASA AAA
AAA
[New]

« [Local User Database Details] ASA

* [Username]
* [Password]

* [Confirm Password]
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AnyConnect VPN .

* [Add/Delete]

Client Address Assignment
AnyConnect IP
« [IPv4 Address Pools] SSL VPN ASA IP

[New] IP

« [IPv6 Address Pool] IP [New]

Y

IPv6 IKEvV2

Network Name Resolution Servers

» [DNS Servers] DNS IP
* [WINS Servers] WINS IP

* [Domain Name]

NAT Exempt
ASA VPN

AnyConnect

2 AnyConnect

* [Web Web launch ] AnyConnect Web
ASA
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VPN
. Clientless SSL VPN Wizard
S
Web launch
o[ Pre-deployment ] AnyConnect
[Allow Web Launch]
AnyConnect SSL
disk0:/test2_client_profile.xml
ASA AnyConnect
IPsec
Clientless SSL VPN Wizard
SSL VPN Interface
SSL VPN
« [Connection Profile Name]
* [SSL VPN Interface] SSL VPN
* [Digital Certificate] ASA ASA Web

* [Certificate]

« Accessing the Connection Profile

* [Connection Group Alias/URL]
URL

* [Display Group Alias list at the login page]

User Authentication

« [Authenticate using a AAA server group] ASA
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| VPN VPN
IPsec IKEv1 Remote Access Wizard .

* [AAA Server Group Name] AAA
[New]

« [Authenticate using the local user database] ASA
* [Username]
* [Password]

* [Confirm Password]

* [Add/Delete]

Group Policy

« [Create new group policy]
* [Modify existing group policy]

Bookmark List

Web
https://intranet.acme.com rdp://10.120.1.2
vnc://100.1.1.1

* [Bookmark List]

* [Manage] [Configure GUI Customization Object]

IPsec IKEv1l Remote Access Wizard
A

Cisco VPN Client AnyConnect

IKEv1 Remote Access Wizard VPN
IPsec
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. IPsec IKEv1 Remote Access Wizard

* [VPN Tunnel Interface]

ASA
ASA
« [Enable inbound IPsec sessions to bypass interface access lists] 1Psec
ASA access-list
ACL
ACL
ASA VPN
VPN

* VPN Client Type
* [Easy VPN Remote product]

* [Microsoft Windows client using L2TP over IPsec] PPP

PAP CHAP MS-CHAP-V1 MS-CHAP-V2 EAP-PROXY
[PAP]
[CHAP]
PAP
[MS-CHAP, Version 1] CHAP CHAP

[MS-CHAP, Version 2] MS-CHAP, Version 1

[EAP-Proxy] EAP ASA PPP
RADIUS
. username@tunnelgroup
VPN
[VPN Client

Authentication Method and Name]
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VPN VPN

* [Authentication Method]

IPsec IKEv1 Remote Access Wizard .

* [Pre-shared Key] ASA IPsec
IPsec

IPsec
* [Pre-shared Key] 1 128
* [Certificate] ASA IPsec

CA 1
ASA
IPSec
IP
CA
CA CA
2
CA
[Certificate Signing Algorithm] RSA
rsa-sig
e [Tunnel Group Name] IPsec
IKE VPN
ASA
[Client Authentication] ASA
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. IPsec IKEv1 Remote Access Wizard

« [Authenticate using the local user database] ASA

ASA

« [Authenticate using an AAA server group]

» [AAA Server Group Name] AAA
* [New ...] AAA
User Accounts
[User Accounts] ASA
Address Pool
[Address Pool] ASA VPN IP

* [Tunnel Group Name]
[\VPN Client Name and Authentication Method]

3
« [Pool Name] ID
e [New...]
* [Range Start Address] IP
* [Range End Address] IP
* [Subnet Mask] IP

Attributes Pushed to Client ( )

[Attributes Pushed to Client (Optional)] DNS WINS
ASA

* [Tunnel Group]
[VPN Client Name and Authentication Method]

* [Primary DNS Server] DNS IP

« [Secondary DNS Server] DNS IP

* [Primary WINS Server] WINS IP

* [Secondary WINS Server] WINS IP
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VPN VPN

* [Default Domain Name]

IPsec IKEv1 Remote Access Wizard .

IKE Policy
Internet Security Association and Key Management Protocol ISAKMP IKE 2
IPsec
IKE 1 2
1 IKE
2
[IKE Policy] 1IKE
ID
Diffie-Hellman ASA
* [Encryption] 2
ASA ASA
DES 56
3DES Triple DES 56
AES-128 128
aes-192 192 AES
AES-256 256 AES
3DES DES
AES
* [Authentication]
SHA MD5
MD5
ASA Keyed-Hash Message Authentication Code HMAC
« [Diffie-Hellman Group] Diffie-Hellman ID IPsec
ID
Group 2 1024 Diffie-Hellman Group5 1536
CPU
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. IPsec IKEv1 Remote Access Wizard

IPsec Settings

[IPsec Settings (Optional)] /
ASA
NAT IP
NAT
VPN

NAT

VPN NAT

NAT
1 NAT
* [Interface]
* [Exempt Networks]
IP
* [Enable split tunneling]
ASA IP VPN
VPN ASA IP
ASA
« [Enable Perfect Forwarding Secrecy (PFS)] 2 IPsec Perfect
Forward Secrecy PFS
IPsec PFS 2
1 PFS Diffie-Hellman
PFS 1
PFS
* [Diffie-Hellman Group] Diffie-Hellman ID 2 IPsec
ID
Group2 1024 Diffie-Hellman Group5 1536

CPU
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IPsec IKEv2 Remote Access Wizard .

Summary
[Finish] ASDM LAN-to-LAN
[Finish] VPN
ASDM
IPsec IKEv2 Remote Access Wizard
IKEv2 Remote Access Wizard VPN
IPsec
Connection Profile Identification
[Connection Profile Name] [VPN Access Interface]  IPsec
IKEvV2 VPN
« [Connection Profile Name] IPsec
IKE VPN
ASA
* [VPN Access Interface] IPsec
ASA
VPN
IPsec
IPSec IKEv2

[IKE Peer Authentication]

e [Pre-shared Key] 1 128

IPsec

EAP

IPsec

* [Enable Certificate Authentication]
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VPN
. IPsec IKEv2 Remote Access Wizard

« [Enable peer authentication using EAP] EAP

« [Send an EAP identity request to the client] VPN
Mobike RRC

« [Enable Return Routability Check for mobike] Mobike

IP
Routability
[IKE Local Authentication]
e [Preshared Key] 1 128
* [Certificate] ASA IPsec
CA
ASA
IPSec
CA
2

IPsec IKEv2 RADIUS

* [AAA Server Group] AAA

* [New] AAA

* [AAA Server Group Details] AAA

Client Address Assignment

IPv4 IPv6
IPv4 IPv6
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VPN VPN
IPsec IKEv2 Remote Access Wizard .

IPv4 P

Network Name Resolution Servers

* [DNS Servers] DNS IP
* [WINS Servers] WINS IP

* [Default Domain Name]

NAT Exempt
 [Exempt VPN traffic from Network Address Translation] ASA  NAT
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. IPsec IKEv2 Remote Access Wizard
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 IKE 19
* IPsec 29
IKE ISAKMP 2 IPsec
ASA IKE
VPN IKE
1 IKE 19
2 VPN IKE 20
3 IKE 24
1 VPN IKE
a) ASDM [ Configuration 1>[ VPN Remote AccessVPN ]>[

Network (Client) Access ] > [Secure ClientAnyConnect
AnyConnect Connection Profiles ]
b) [Access Interfaces] IKE [IPsec (IKEv2) Access]
[Allow Access]
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VPN IKE
2 VPN IKE
a) ASDM [Configuration] > [Site-to-Site VPN] > [Connection Profiles]
b) IKEvl IKEV2
VPN IKE

ASDM [Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE Parameters]

NAT
* [Enable IPsec over NAT-T]

IPsec over NAT-T IPSec LAN-to-LAN
NAT NAT-T  UDP IPsec
4500 NAT

NAT-T NAT IPsec

* ASA IPSec IPSec over TCP

NAT-T IPSec over UDP

* NAT-T  IPsec over UDP NAT-T

. IPsec over TCP
ASA NAT-T NAT/PAT

IPSec

* LAN-to-LAN

* LAN-to-LAN
NAT-T

. 4500 ACL

[Configuration] > [Firewall] > [Access Rules]
. IPSec over NAT-T
« [Configuration] > [Site-to-Site VPN] > [Advanced] > [IPsec Prefragmentation Policies]
[Fragmentation Policy] [Enable IPsec Pre-fragmentation]
IP
NAT
IP NAT
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VPN VPN

VPN  IKE
* Enable IPsec over TCP
IPSec over TCP ESP IKE
VPN
IPSecover TCP  TCP IKE IPSec
NAT PAT
~
IPsec over TCP
VLAN ASA
LAN-to-LAN
* ASA IPSec IPSec over TCP
NAT-Traversal IPSec over UDP
. IPsec over TCP
ASA IPsec over TCP
10 IPsec over TCP
80 HTTP 443 HTTPS
IKE
ASA HTTP/HTTPS
ASA TCP
ASA 1
ID

IKE [Identity]
Address ISAKMP IP
Hostname ISAKMP
Key ID [Key Id String]

ASDM 3 Cisco ASA
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VPN IKE

Automatic IKE
. IP
o cert DN

« [Disable Inbound Aggressive Mode Connections]

1 IKE Main Aggressive
Aggressive
3 2 Agressive

SA ID

« [Alert Peers Before Disconnecting]

* ASA
LAN-to-LAN
* ASA LAN
. ASA
. 4.0 VPN

« [Wait for All Active Sessions to Voluntarily Terminate Before Rebooting]

ASA

* [Number of SAs Allowed in Negotiation for IKEv1]
SA

IKE v2

SA IKE v2
ASA SA
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VPN VPN

VPN IKE B

« [Cookie Challenge] SA ASA

* [% threshold before incoming SAs are cookie challenged] ASA

SA SA SA
0 100%
50%
 [Number of Allowed SAs in Negotiation] SA
» [Maximum Number of SAs Allowed] ASA IKEV2
o[ Maximum Number of Queues Allowed ] ASA
* [Notify Invalid Selector] SA SA
IKE
o[ Enable Fragmentation ] ASA IKEv2 VPN
o[ MTU FragmentationMTU ] 200 1,500
MTU

o[ Preferred Fragmentation Method ]

* [IETFRFC-7383]

IKEv2
o[ Cisco proprietary method ] AnyConnect
IKE v2 DoS
SA
SA IPsec IKEv2

DoS ASA SA SA

SA
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IKE

. ASDM
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CPU
DoS SA ASA
ASA SA
% SA
50 % SA  50%
ASA SA
10,000 IKEv2 SA Cisco ASA 5585-X 5,000

SA SA
[Number of SAs Allowed in Negotiation] [Maximum Number of SAs Allowed]
[Configuration] > [Site-to-Site VPN] > [Advanced] > [System Options] IPsec

SA
[Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE Policies]
IKEv1 IKEv2

IKE IKE 1

. 1 65543 1

. ID

* HMAC

. Diffie-Hellman ASA

. ASA

IKE 1 2 2

1 IKE
2
IKEv1 1 IKEv2
1 [Encryption] [D-H Group] [Integrity Hash]
[PRF Hash]
3 CiscoASA VPN ASDM 7.12



| VPN VPN

IKEV1 B
IKE ASA
IKE
Diffie-Hellman SA
IKE
IKE IKE SA
* [IKEV1 Policies] IKE

o [Priority #]

* [Encryption]

* [Hash]

* [D-H Group] Diffie-Hellman
* [Authentication]

o [Lifetime secs ] SA

* [IKEV2 Policies] IKEv2
* [Priority #]
* [Encryption]
* [Integrity Hash]
« [PRF Hash] PRF
* [D-H Group] Diffie-Hellman

o [Lifetime secs ] SA

IKEv1
[Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE Policies] > [Add/Edit IKE Policy]
[Priority #] IKE 1 65535
1
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-
[Encryption] 2 IPSec
des 56 DES-CBC
3des 168 Triple DES
aes 128 AES
aes-192 192 AES
aes-256 256 AES
[Hash]
sha SHA-1 SHA-1 MD5
mds MD5 SHA-1 MD5
IKE HMAC
[Authentication] IPSec ID ASA
pre-share
rsa-sig RSA
[D-H Group] Diffie-Hellman ID ID 2 IPSec
1 1 768 2 1024 Diffie-Hellman
1 5 CPU
2 2 1024
5 5 1536
[Lifetime (secs)] [Unlimited] SA
86,400 24 ASA IPSec
2 3
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IKEV2 B
[Time Measure] ASA
120 86,400
2 1,440
1 24
1
IKEV2
[Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE Policies] > [Add/Edit IKEv2 Policy]
[Priority #] IKEv2 1 65535
1
[Encryption] 2 IPSec
des 56 DES-CBC ESP
3des DES ESP
aes AES 128 ESP
aes-192 AES 192 ESP
aes-256 AES 256 ESP
aes-gcm AES-GCM/GMAC 128

aes-gcm-192 | AES-GCM/GMAC 192

aes-gcm-256 | AES-GCM/GMAC 256

NULL
[D-H Group] Diffie-Hellman ID ID 2 IPSec
1 1 768 Group 2 1024
Diffie-Hellman CPU
Group 2 5
2 2 1024
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- &
5 5 1536
14 14
19 19
20 20
21 21
24 24

[Integrity Hash] ESP

sha SHA 1 SHA 1 MD5
md5 MD5 SHAL MD5
IKE HMAC
sha256 |SHA2 256 256 SHA
2
sha384 |SHA 2, 384-bit 384 SHA
digest 2
sha512 |SHA 2, 512-bit 512 SHA
digest 2
null AES-GCM AES-GMAC
AES-GCM
[Pseudo-Random Function (PRF)] SA
PRF
sha SHA-1 SHA-1 MD5
g MD5 SHA-1 MD5
IKE HMAC
sha256 |SHA2 256 256 SHA
2
sha384 |SHA2 384 384 SHA
2

. ASDM 3 Cisco ASA VPN ASDM 7.12




| VPN VPN

IPsec .
sha512 |SHA2 512 512 SHA
2
[Lifetime (secs)] [Unlimited] SA
86,400 24 ASA IPsec
2 3
ASA
120 86,400
2 1,440
1 24
1
|IPsec
ASA LAN-to-LAN VPN IPsec client-to-LAN VPN IPsec
IPsec
ASA IPv4 IPv6
LAN-to-LAN IPsec
2
IKE SA IPsec SA 2
LAN-to-LAN VPN IPsec LAN-to-LAN
ASA IPsec client-to-LAN
ASA SA
SA SA
SA
ASA IPSec
. 1 ISAKMP
Main
. 1ISAKMP
SA Aggressive

* ESP-MD5-HMAC-128
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1

« Diffie-Hellman

* ESP-SHA1-HMAC-160

» X.509

* AES-128

-192 -256

» 3DES-168

» DES-56

* ESP-NULL

XAuth

LZS

30

2 IPsec
3 IPsec Proposals (Transform Sets) 43

IP IPCOMP

ISAKMP

40

[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto Maps]

N

IPSec
IPSec

VPN

veN |

. ASDM

ASA

3 Cisco ASA
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VPN VPN

[Interface] [Source] [Destination] [Destination Service] [Rule Query] [is]

[contains]

IPsec

* [Type: Priority]

« Traffic Selection
* [#]

* [Source]

[Show Detail]

* [Destination]
IP

outside:any

IP

* [Service]
UDP ICMP

e [Action] IPSec

« [Transform Set]
* [Peer] IPsec
* [PFS]

* [NAT-T Enabled]

* [Reverse Route Enabled]

L]

Static Dynamic
[Remote Side Host/Network] IP
IP
any
inside:any any

[Security Appliance Side Host/Network]

IP
[Show Detail] any
any
[209.165.201.1-209.165.201.30]
ASA
ASA
xlate
TCP
IP

NAT Traversal

RRI
RRI
ASA
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. [Create/Edit an IPsec Rule] [Tunnel Policy (Crypto Map) - Basic]

OSPF
* [Dynamic] RRI  IPsec
SA IPsec SA
S
RRI  IKEv2
« [Connection Type]
bidirectional originate-only answer-only
* [SA Lifetime] SA
« [CA Certificate] CA
« [IKE Negotiation Mode] IKE Main Aggressive
* [Description]
Implicitrule
[Edit Description]
« [Enable Anti-replay window size] 64 1028
64 QoS
[Rule Actions] > [QoS]
IPsec
syslog
* [Enable IPsec Inner Routing Lookup] IPSec

ESP
IPsec

IPSec

[Create/Edit an IPsec Rule] [Tunnel Policy (Crypto Map) - Basic]

IPSec
[OK] [IPSec Rules]
[IPSec Rules]
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VPN VPN

[Create/Edit an IPsec Rule] [Tunnel Policy (Crypto Map) - Basic] .

[Tunnel Policy] IPSec 2 SA
ASDM
[Apply]
IPSec
IPSec
1
IPSec
IPSec 1
IPSec
VPN VPN
VPN
IP

[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto Maps] > [Create / Edit IPsec Rule] >
[Tunnel Policy (Crypto Map) - Basic]

* [Interface]

* [Policy Type] [Static] [Dynamic]
* [Priority]
* [IKE Proposals (Transform Sets)] 1KEv1 IKEV2  IPsec
* [IKEV1 IPsec Proposal]
[Add]
[Move Up] [Move Down]

11

ASDM 3 Cisco ASA VPN ASDM 7.12 .




[Create/Edit an IPsec Rule]

. ASDM

[Tunnel Policy (Crypto Map) - Basic]

* [IKEV2 IPsec Proposal]
[Add]
[Move Up]

11

[Move Down]

VPN veN |

« [Peer Settings - Optional for Dynamic Crypto Map Entries]

* [Connection Type] bidirectional

originate-only answer-only

LAN-to-LAN bidirectional answer-only originate-only
LAN-to-LAN answer-only originate

only 10

originate only answer only
* [IP Address of Peer to Be Added] IPSec IP

« [Enable Perfect Forwarding Secrecy] PFS
PFS
IPSec 2 PFS
1
* [Diffie-Hellman Group] PFS ASA
Diffie-Hellman
* [Groupl 768 1 PFS Diffie-Hellman Group 1 IPSec
generator 768
* [Group2 1024 1 PFES Diffie-Hellman Group 2 IPSec
generator 1024
Group 1
*[Group5 1536 1 PFS Diffie-Hellman Group 5 IPSec
generator 1536
Group 2
* [Group 14 (2048-bits)] IKEV2 Diffie-Hellman
14
* [Group 19] IKEvV2 Diffie-Hellman 19
ECDH
3 Cisco ASA VPN ASDM 7.12
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[Create/Edit IPsec Rule] [Tunnel Policy (Crypto Map) - Advanced] .
* [Group 20] IKEv2 Diffie-Hellman 20
ECDH
* [Group 21] IKEv2 Diffie-Hellman 21
ECDH
* [Group 24] IKEv2 Diffie-Hellman 24

[Create/Edit IPsec Rule] [Tunnel Policy (Crypto Map) - Advanced]

[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto Maps] > [Create / Edit IPsec Rule] >
[Tunnel Policy (Crypto Map) - Advanced]

* [Enable NAT-T] NAT Traversal NAT-T

« [Enable Reverse Route Injection]
RRI

Open Shortest Path First  OSPF Enhanced
Interior Gateway Routing Protocol EIGRP ASA

RIP VPN LAN-to-LAN
RRI
ASA
OSPF
/ 0.0.0.0/0.0.0.0
RRI
* [Dynamic] RRI  IPsec
SA IPsec SA
RRI
RRI
RRI ASA
N
RRI  IKEV2
* [Security Association Lifetime Settings] SA
IPsec SA
IPsec SA
* [Time] hh mm SS SA
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. [Create/Edit IPsec Rule] [Tunnel Policy (Crypto Map) - Advanced]

o [Traffic Volume] SA
IPsecSA
100 KB 10000 KB 2147483647 KB

« [Static Type Only Settings]

* [Device Certificate] [None]
[None] [Send CA certificate
chain]

* [Send CA certificate chain]

* [IKE Negotiation Mode] IKE Main Aggressive
SA
Aggressive
ID Main
ID
[Aggressive]
[Diffie-Hellman Group]
« [Diffie-Hellman Group] Diffie-Hellman Groupl 768
Group 2 1024 Group5 1536
* [ESP v3] ICMP

* [Validate incoming ICMP error messages] IPsec

ICMP
« [Enable Do Not Fragment (DF) policy] IP Do-Not-Fragment DF
IPSec
[Clear DF bit] DF
[Copy DF bit] DF
[Set DF bit] DF
» [Enable Traffic Flow Confidentiality (TFC) packets]
TFC
S
TFC [Tunnel Policy (Crypto Map)]

[Basic] IKE v2 IPsec

. ASDM 3 Cisco ASA VPN ASDM 7.12
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[Create/Edit IPsec Rule] [Traffic Selection] .

SA

[Create/Edit IPsec Rule] [Traffic Selection]

[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto Maps] > [Create / Edit IPsec Rule] >
[Traffic Selection]

* [Action] [protect]  [do not
protect]

* [Source] IP

-]

[Browse Source]

* [Add/Edit] [IP Address]
[Network Object Group]

* [Delete]
* [Filter] IP

 [Name]

* [IP Address]
IP

* [Netmask] IP
[IP Address]

* [Description]

* [Selected Source] [Source]
« [Destination] IP
IP
v L]
[ Browse Destination ]

 [Add/Edit] [IP Address] [Network Object Group]
* [Delete]
o [Filter] IP
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. [Create/Edit IPsec Rule] [Traffic Selection]

* [Name]

* [IP Address]
IP

o [Netmask] IP
[IP Address]

* [Description]

* [Selected Destination] [Destination]

* [Service] [.-] [Browse Service]

« [Description] [Traffic Selection]
» More Options
* [Enable Rule]

* [Source Service] [...]

* [Time Range]
* [Group]
* [Interface] IP [IP
Address]
* [IP address] IP
[IP Address]

* [Destination] IP

[..]] [Browse]

* [Name]
[Name]

* [Interface] IP
[Group]
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* [Group]

« [Protocol and Service]

A

[Create/Edit IPsec Rule] [Traffic Selection] .

[Group]

Any-any IPsec

LAN-to-LAN

 [TCP]
[Source Port]

» [UDP]
Port]

* [ICMP]
Type]

* [IP]

Protocol]

UDP

ICMP

TCP
[Destination Port]

[Source
[Destination Port]

[ICMP

IP [P

* [Manage Service Groups] [Manage Service Groups]

TCP/UDP

* [Source Port]

* [Service]

* [Boolean operator]

* [Service]
range

°[]

* [Service Group]

ASDM

3 Cisco ASA

/

[Destination Port] [Protocol and Service]
TCP UDP

[Service]

https  Idaps

2

[Service]

VPN ASDM 7.12
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IPsec

. ASDM

VPN

* [Service]

* [ICMP Type] ICMP any

« Options
* [Time Range]
*[...] [Add Time Range]

* [Please enter the description below (optional)]

[Configuration] > [Site-to-Site VPN] > [Advanced] > [IPsec Prefragmentation Policies]

IPSec Pre-Fragmentation

MTU
ASA NAT 1P
ASA
FTP FTP get FTP
ASA  MTU
ASA
ASA
ASA
ASA  MTU
FTP
1P
MTU
DF
ASA DF
2
1P
ASA  MTU DF
3 Cisco ASA VPN ASDM 7.12

veN |

-]



IKEV2

VPN

VPN
IKEV2 B
S
MTU
100 [MTU]
[Pre-Fragmentation]
IPSec
Do-Not-Fragment DF
o[ Interface |
o[ Pre-fragmentation Enabled ] IPsec
ASA MTU
DF
ASA DF
2 IP
* [DF DF Bit Setting Policy ] Do-Not-Fragment [Copy
1 [Clear ] [Set ]
ASA IKEv2
IKEv2 MTU

[Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE parameters]

IKEV2 MTU 576
IPv4 1280 IPv6 IETF RFC-7383
MTU
. MTU P IPV4/IPv6 + UDP
. MTU 576 IPv4
1280 IPv6
. MTU  IPv4  IPv6
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- &
. 68 1500
)
MTU ESP MTU
ESP packet too big
MTU MTU
IKEv2
* IETF RFC-7383 IKEv2
. IKEv2
. AnyConnect

. MTU
SA
. 100

1 ASDM [Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE parameters]

N

[Enable fragmentation]
[Fragmentation MTU]

w

3 Cisco ASA

. ASDM

VPN ASDM 7.12
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IPsec Proposals (Transform Sets) .

4 [Preferred fragmentation method]

IPsec Proposals (Transform Sets)

[Configuration] > [Site-to-Site VPN] > [Advanced] > [IPsec Proposals (Transform Sets)]

1 3DES
HMAC-MD5 ESP-3DES-MD5 ESP
IKEv1 IKEv2
[IKEv1 IPsec Proposals  Transform Sets ]
e [Mode] ESP ESP
IP
* [Tunnel mode] ESP IP IP
1P 1P
IPsec
IPsec
IP
IPsec
e [Transport mode] IP IP
QoS
IP 4
* [ESP Encryption] ESP
ESP
ESP
* [ESP Authentication] ESP
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VPN veN |

[IKEv2 IPsec Proposals]

e [Mode] ESP ESP
IP
* [Tunnel mode]
ESP IP IP
IP IP
IPsec
IPsec IP
IPsec
* [Transport mode]
transport
IP
QoS IP
4
* [Transport Required]
N
VPN
. tunnel transport
tunnel
. tunnel transport-require

. ASDM 3 Cisco ASA

transport-require
NO PROPOSAL CHOSEN
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IPsec Proposals (Transform Sets) .

* [Encryption] IKEv2 IPsec ESP
ESP
ESP

* [Integrity Hash] ESP

AES-GCM/GMAC

IPsec

o[ Name ] IPsec

* [IKE v1 IPsec IKE v1 IPsec Proposal ] IPsec

IKE v1 IPsec IKE v2 IPsec

o[ Responder only ]

o[ Lifetime ]

* [PFS] PFS

o[ Trustpoint ]

o[ Local-ldentity ] VPN IKE

o[ Reverse-route ] IPsec

RRI

[ SA Security Association (SA) Strength
Enforcement ] IKEv2 IPsec SA
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. IPsec Proposals (Transform Sets)
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« VPN 49

VPN

VPN
ASA General Operations ASDM Configuration Guide

Cisco Secure Firewall Extensible Operating System FXOS
VPN

ASA FXOS S2S VPN 2

. VPN VPN

VPN

VPN VPN
VPN
VPN
VPN
. VPN S2S IPsec IKEv2 VPN ASA
VPN
VPN VPN

ASDM 3 Cisco ASA VPN ASDM 7.12
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VPN

veN |

- Y
)
VPN S2SIKEvl  S2S IKEV2
VPN S2S IKEv2
VPN Firepower 9300
VPN VPN
VPN VPN
VPN
VPN
1

VPN

VPN
2 ASA
VPN
ASA /
2
/
/
/ 1
/ 2 ASA
3 CiscoASA VPN ASDM 7.12
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| VPN VPN

IP
MAC
VPN
VPN
VPN
1
1
VPN
IP
IP
IP
ASA
VPN
/ Ibprivate
ASDM 3 Cisco ASA

VPN B
IP
IP
VPN
ASA
VPN
1
1 IP
VPN
2
VPN
IP
/ lbpublic
VPN ASDM 7.12
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- Y
o[ Public interface ] IP
Hello
o[ Private interface ]
VPN
VPN IP
AnyConnect
VPN SSL VPN IPsec
SSL VPN 1%
1%
1 2
S
0%
1. 1%
2.
3.
4 IP
VPN
VPN ASA
. 2 ASA VPN IPsec
AnyConnect VPN
. ASA ASA VPN
IPsec SSL
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VPN B

ASA IPsec
ASA
SSL VPN IPsec
IPsec SSL VPN
VPN 10
VPN
Hello
. 2 IP
. IP
. Hello
2 IP ARP
IP MAC
Hello
IP Hello
Hello Hello
Hello Hello
Hello
Hello
Hello
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- Y FAQ

Hello

VPN

. VPN
. VPN
* VPN

VPN

FAQ

veN |

Q. VPN
A. VPN

Q. ASA P

A VPN

. ASDM 3 Cisco ASA VPN ASDM 7.12
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| VPN VPN

VPN B
IP

Q. VPN ASA AnyConnect

IPsec IP
A. IP

VPN
Q. VPN
A IP
ASA
VPN
VPN
Q. SSL VPN
VPN
A VPN
1 CPU
CPU

VPN
VPN
Q. 100 SSL VPN 2 ASA 5525-X

VPN
200 100

100 3 300

A. VPN
300
VPN Security Plus ASA
5512-X ASA 5515-X
VPN
. 3DES/AES
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3DES AES

VPN 3DES

Security Plus

Security Plus

54

VPN

[Configuration] > [Device Setup] > [Interface Settings] > [Interfaces]

- Y
ASA VPN
ASA VPN
VPN
VPN
* VPN
. IP
IP UDP
* VPN
cryptoikevlenable
. /
VPN
VPN
VPN

. ASDM 3 Cisco ASA VPN ASDM 7.12

IPsec

VPN

VPN
CA CA
CA CA

VPN

54

veN |

IKEvl
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VPN
VPN ASA
Model 5515-X
VPN
« AnyConnect Secure Mobility Client 3.0
* ASA 5505 Easy VPN
* Firepower 1010 Easy VPN
* IKE 10S EZVPN
. SSL VPN
VPN IPsec
LAN-to-LAN
L2TP PPTP L2TP/IPsec VPN
ASA VPN
ASA
URL ASA
. VPN
IPv6 URL
. VPN
VPN
FIPS
FIPS
AnyConnect VPN
IP IP
ASDM 3 Cisco ASA VPN ASDM 7.12
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10S 831/871
SSLVPN
VPN
AnyConnect
URL
IP

IPv4




VPN

- Y
subject alt name IP
RFC 2818 subject alt name
subject alt name
IP subject alt name
ASA IP ASA IP VPN
1
IP FQDN SAN
ASA IP FQDN
ASA IP SAN
FQDN ASA IP FQDN
VPN
VPN DNS
TTL DNS
AnyConnect ASA
ASA
IP
DNS ASA
VPN Cisco Global Site Selector GSS
GSS DNS DNS
20 GSS TTL
IKE/IPSec
VPN
ASA
VPN
VPN
VPN ASDM 7.12

. ASDM 3 Cisco ASA
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High Availability and Scalability Wizard VPN .
VPN
. VPN VPN
IP UDP
IPsec
. VPN
High Availability and Scalability Wizard VPN

1 [Wizards] > [High Availability and Scalability]

2 [Configuration Type] [Configure VPN Cluster Load Balancing] [Next]
3 VPN 1 IP
ASA IP
4 VPN UDP
9023 VPN
UDP
5 IPsec VPN

[Enable IPsec Encryption]

6 IPsec

10

VPN
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10

11
12

VPN

1
2

. ASDM

VPN veN |

IP
[Public Interface of This Device]
[Private Interface of This Device]
VPN IP
[Send FQDN to client instead of an IP address when redirecting]
[Next] [Summary]
[Finish]
VPN ASA
ASA AnyConnect
URL ASA
. VPN IPv4
IPv6 URL
. VPN URL
URL [ Configuration ]>[ VPN Remote Access VPN ]>
[ Network (Client) Access ] > [AnyConnect
Connection Profiles ]>[ connection profile name ]
> Addor Edit 1> Advanced ]>[ /

URL Group Alias / Group URL ]

[Configuration] > [Remote Access VPN] > [Load Balancing]
[Participate in Load Balancing] ASA

ASA

3 Cisco ASA VPN ASDM 7.12
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VPN .
3 [VPN Cluster Configuration]
* [Cluster IPv4 Address] IPv4 IPv4
ASA
IP
* [UDP Port] UDP
9023
UDP
* [Cluster IPv6 Address] IPv6 IPv6
ASA
IP IPv6 ASA
IPv6 GSS AnyConnect
IPv6 ASA
IPv4 GSS AnyConnect
VPN ASA
1 DNS DNS ASA
1 DNS [Cluster IPv4
Address] [Cluster IPv6 Address]

« [Enable IPSec Encryption] IPSec

ASA
IPsec LAN-to-LAN
* [IPSec Shared Secret] 1PSec IPSec
* [Verify Secret] [IPSec Shared Secret]
4 ASA  [VPN Server Configuration]
« [Public Interface] IP
* [Private Interface] IP

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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* [Priority]
1 10
10
IP

 [NAT Assigned IPv4 Address]
IP NAT

* [NAT Assigned IPv6 Address]
IP NAT

* [Send FQDN to client]

VPN
ASA
DNS
VPN
ASA VPN
IP
IP

3 Cisco ASA VPN ASDM 7.12

NAT

VPN
IP NAT
IP NAT
NAT
VPN
IP
ASA
DNS
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| VPN VPN

FQDN SSLVPN B
IPv6 FQDNS DNS
ASA
ASA AnyConnect
URL ASA
IPv4 IPv6 URL
. VPN URL
URL [ Configuration ]>[ VPN Remote Access VPN ]>
[ Network (Client) Access ] > [AnyConnect
Connection Profiles ]>[ connection profile name ]
> Addor Edit 1> Advanced ]>[ /

URL Group Alias / Group URL ]

FQDN SSLVPN

1 [Send FQDN to client instead of an IP address when redirecting]

VPN FQDN
2 DNS ASA
ASA IP
DNS DNS
3 [Configuration] > [Device Management] > [DNS] > [DNS Client] DNS
ASA DNS
4 ASA DNS IP
[Add] [Add DNS Server Group]
DNS IPv4 IPV6 192.168.1.1
2001:DB8:2000::1
5 [OK] [Apply]

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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VPN

. ASDM

VPN
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VPN

7.2(1)
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LRI

VPN

. 64

. VPN 65

* DTLS 66

* DNS 67

. 67

* SSL VPN 68

. 70

. 125

. SSL VPN 145

¢ IKEV1 150

o IKEV2 156

* IPsec SSL VPN 158
* Site-to-Site 162

« Cisco Secure Client AnyConnect VPN 171

« AnyConnect VPN 172

* AnyConnect HostScan 180

 HostScan/Secure Firewall 181
. 183

« HostScan/Secure Firewall 183

. AnyConnect 184
* HostScan/Secure Firewall 186

* AnyConnect 186

* AnyConnect 188
* AnyConnect 192

* IPsec VPN 194

o Zone Labs Integrity Server 194

* ISE 195
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[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [IPSec] > [System

Options] [Configuration] > [Site-to-Site VPN] > [Advanced] > [System Options]
ASA IPsec VPN
* [Limit maximum number of active IPsec VPN sessions] IPsec VPN
 [Maximum IPsec Sessions] IPsec VPN
IPsec
VPN

* [L2TP Tunnel Keep-alive Timeout]
10 300 60 Network Client Access

* VPN

* [Preserve stateful VPN flows when the tunnel drops] NEM
IPsec IPsec
[Timeout]

. ASDM

TCP
TCP

TCPRST

* [IPsec Security Association Lifetime] SA
IPsec SA
IPsec SA

* [Time] hh mm SS SA

* [Traffic Volume] SA
IPsecSA
[unlimited] 100 KB 10000 KB
2147483647 KB

3 Cisco ASA VPN ASDM 7.12



VPN VPN

VPN B

* [Enable PMTU (Path Maximum Transmission Unit) Aging] PMTU

* [Interval to Reset PMTU of an SA (Security Association)] PMTU

« [Enable inbound IPSec sessions to bypass interface access-lists] [Group policy and per-user

authorization ACLs still apply to the traffic] ASA VPN ASA
IKE ESP
VPN
VPN IP
VPN VPN
ACL
IP
IP
VPN IP

« [Permit communication between VPN peers connected to the same interface]

VPN
VPN
NAT

» [Compression Settings] WebVPN SSL VPN

VPN

VPN AnyConnect VPN

1 [Configuration] > [Remote Access VPN] > [Advanced] > [Maximum VPN Sessions]
2 [ AnyConnect Maximum Sessions ]

ASDM 3 Cisco ASA VPN ASDM 7.12 .




VPN veN |

B ous
1
3 [Maximum Other VPN Sessions] VPN
Cisco VPN IPsec IKEv1 LAN-to-LAN VPN
1
4 [Apply]
Datagram Transport Layer Security DTLS SSL VPN
AnyConnect 2 SSL DTLS
DTLS SSL
DTLS DTLS SSL
267
DTLS TLS DPD
DPD DTLS TLS
DPD
AnyConnect 103
1 AnyConnect VPN DTLS
a) | Configuration ]>[ VPN Remote Access VPN ]>[
Network (Client) Access ] > [Secure Client AnyConnect
AnyConnect Connection Profiles ][ Access Interfaces ]
b) [ Interface ] AnyConnect
* [SSL Access / Allow Access] [Enable DTLS]
* DTLS [Enable DTLS] SSL VPN SSL VPN

. ASDM 3 Cisco ASA VPN ASDM 7.12
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DNS B
c) [Port Settings] SSL
o [HTTPS Port] HTTPS SSL
1 65535 443
* [DTLSPort] DTLS UDP 1 65535
443
2 DTLS
a) [ Configuration ]1>[ VPN Remote Access VPN 1> [
Network (Client) Access ]>[ Group
Policies 1> / Add/Edit 1> Advanced ] > [AnyConnect
]
b) [Datagram Transport Layer Security (DTLS)]  [Inherit] [Enable]
[Disable]
c) [DTLSCompression] [Inherit] [Enable] [Disable] DTLS
[Configuration] > [Remote Access VPN] > [DNS]
DNS DNS
 [Add or Edit] [Add or Edit DNS Server Group]
* [Delete]
* [DNS Server Group] DNS
DefaultDNS
* [Manage] [Configure DNS Server Group]
SMP
AnyConnect TLS/DTLS
SSL VPN AnyConnect
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B ssiven

1 [Configuration] > [Remote Access VPN] > [Advanced] > [Crypto Engine]

2 [Accelerator Bias]

* [balanced] Admin/SSL IPsec
« [ipsec] IPsec SRTP
ASA 5500-X
*[ssl] Admin/SSL SSL
AnyConnect VPN
3 [Apply]
« [Global Client Address Assignment Policy] IPsec SSL VPN Client
AnyConnect ASA
* [Use authentication server] ASA
* [Use DHCP] ASA  DHCP
* [Use address pool] ASA

. ASDM 3 Cisco ASA VPN ASDM 7.12



VPN VPN

SSLVPN B

* [Interface-Specific IPv4 Address Pools]
* [Interface-Specific IPv6 Address Pools]
* [Add] [Assign Address Pools to Interface]

* [Edit]
[Assign Address Pools to Interface]

* [Delete]

Assign Address Pools to Interface

* [Interface]
DMZ

 [Address Pools]

* [Select] [Select Address Pools]

[Assign Address Pools to Interface] [Address Pools]

Select Address Pools

[Select Address Pools]

« [Add] [AddIPPool]
1P

« [Edit] [EditIPPool]
1P

* [Delete]

* [Assign]
[Assign]

Add or Edit an IP Address Pool
IP

ASDM 3 Cisco ASA VPN ASDM 7.12
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* [Name] IP
* [Starting IP Address] IP
* [Ending IP Address] IP

* [Subnet Mask]

ASA RADIUS LDAP
VPN
VPN
VPN
ASA DfltGrpPolicy
RADIUS LDAP
[Group Policy]
. DNS WINS DHCP
. IE AnyConnect
IPsec
. [General] > [More Options] > [Access Hours]
. [General] > [More Options] > [Filters]
* |Psec [Configuration] > [Policy Management] > [Traffic

Management] > [Security Associations]

. [Configuration]
> [Policy Management] > [Traffic Management] > [Network Lists]

. ASDM 3 Cisco ASA VPN ASDM 7.12



VPN VPN

. [Configuration] > [System] > [Servers] >
[Authentication]
. 72 RADIUS LDAP
ASA
VPN VPN
. 74
VPN AnyConnect
Cisco IPsec VPN VPN
VPN
* AnyConnect 81
. SSL VPN 115
VPN ASA
Web
SSL
. 120

[Group Policy]
ASDM  [Configuration] > [Remote Access VPN] > [Network Client  Access] > [Group Policies]

VPN
[Add] [Edit] [Delete]
* [Add]
[Add]
[Add] [Add Internal Group
Policy] [Add External Group Policy]

3

ASDM

[Apply] [Cancel]

* [Edit] [Edit Group Policy]

* [Delete] AAA

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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e [Assign] 1
 [Name]
* [Type]

* [Tunneling Protocol]

« [Connection Profiles/Users Assigned to] ASA
ASA RADIUS LDAP
ASA RADIUS ASA
X RADIUS X
ASA RADIUS
RADIUS
ASA ASA
RADIUS RADIUS Active Directory/Kerberos Windows DC
RADIUS NT/4.0 RADIUS LDAP RADIUS
* [Name] [Edit External Group Policy]

* [Server Group]

* [New] RADIUS LDAP
[Add AAA
Server Group]
* [Password]
AAA Cisco ASA Series General Operations ASDM

Configuration Guide AAA Servers and Local Database

. ASDM 3 Cisco ASA VPN ASDM 7.12



| VPN VPN

AAA B
AAA
ASA RADIUS LDAP
password-expire-in-days LDAP
RADIUS RADIUS NT LDAP
AAA RADIUS LDAP
ASA
D
MS-CHAP MS-CHAPv2 RADIUS
MS-CHAPv2
ASA LDAP MS-CHAPv2 RADIUS
« Cisco Secure Client AnyConnect VPN
* [Psec VPN
* IPsec IKEv2
Kerberos/Active Directory Windows NT 4.0
RADIUS Cisco ACS
ASA RADIUS
S
LDAP LDAP
ASA Microsoft Active Directory Sun LDAP
LDAP SSL LDAP SSL
LDAP LDAP 636
AnyConnect
ASA AnyConnect
. ASA AAA
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ASA
ASA
AnyConnect AAA
ASA AAA AD RADIUS
LDAP

ASA

* LDAP

* RADIUS RADIUS

ASA AAA account-disabled

ASA  AAA MS-CHAPv2

[Configuration] > [Remote Access VPN] > [Network Client  Access] > [Group Policies]
[Add or Edit Group Policy]

[Inherit]
[Inherit]

ASDM  [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] >
[Add/Edit] > [General]

SSL VPN IPsec
1
* [Name] 64
Edit
* [Banner]
4000
IPsec VPN HTML

AnyConnect HTML

. ASDM 3 Cisco ASA VPN ASDM 7.12
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* |Psec In

» AnyConnect <BR>

* [SCEP forwarding URL] CA

* [Address Pools]
[Inherit]
IPv4

A

SCEP

IPv4

IPv4

IPv4  IPv6

[Select] — [Inherit]

[Select] [Address Pools]

* [IPv6 Address Pools]

1 IPv6

[Select] — [Inherit]
[Select] [Select Address Pools]

IPv6

* [More Options]

* [Tunneling Protocols]

* [Clientless SSL VPN] SSL/TLS VPN

VPN HTTPS
Web Web
Web

ASDM 3 Cisco ASA VPN ASDM 7.12
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* [SSL VPN SSL VPN Client ] Cisco AnyConnect VPN Client
SSL VPN AnyConnect VPN
AnyConnect Mobile
User Security MUS
o [IPsec IKEv1] IP IPsec
VPN Site-to-Site
Cisco VPN LAN IPsec
IKEv1
o [IPsec IKEvV2] AnyConnect
IKEv2 IPsec AnyConnect
GUI

Cisco Secure Desktop SCEP

* [L2TP over IPsec] PC PC
VPN L2TP over IPSec
IP
L2TP
PPP over UDP 1701
IPsec
* [Filter] 1Pv4 IPv6
ASA
VPN
SIP
[Manage]
* [NAC Policy]
NAC
--None--
» [Manage] [Configure NAC Policy] 1 NAC
[NAC Policy] NAC
* [Access Hours]
[Inherit] [Inherit] [--Unrestricted--]
[Manage] [Browse Time Range]

* [Simultaneous Logins]
3 0

. ASDM 3 Cisco ASA VPN ASDM 7.12



VPN

VPN

S
* [Restrict Access to VLAN] VLAN
VLAN
ASA
VLAN VLAN
ACL
[ Unrestricted ] ASA
VLAN
S
HTTP FTP CIFS
* [Connection Profile (Tunnel Group) Lock]
VPN
[None]
» Maximum Connect Time  [Inherit]
1
35791394 [Unlimited]
« Idle Timeout [Inherit]
1
10080 30

[Unlimited]

* [Security Group Tag (SGT)] VPN
SGT
* [On smart card removal] [Disconnect]
[Keep
the connection]
RSA Microsoft
Windows
ASDM 3 Cisco ASA VPN ASDM 7.12
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* Maximum Connection Time Alert Interval

[Inherit] [Default]
30
[Default] 1 30

« Periodic Certificate Authentication Interval

[Inherit]
1 168
[Unlimited]
[Group Policy] > [Servers] DNS WINS DNS
DNS WINS IPsec  AnyConnect
SVC L2TP/IPsec DHCP
DHCP

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit] >
[Servers]

DefaultGroupPolicy [DNS DNS Servers Inherit ]
DNS IPv4 IPv6
2 IPv4 2 IPv6
DNS
DNS
ASDM
[Configuration] > [Remote Access VPN] > [DNS] DNS
[WINS WINS Servers Inherit ]
WINS IP IP
WINS IP 2 IP WINS
IP
[More Options] [More Options]
[DHCP DHCP Scope Inherit ] DHCP
DHCP DHCP
DHCP
3 Cisco ASA VPN ASDM 7.12
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DHCP
DHCP
IP
DHCP IP
IP
IP
10.100.10.2  10.100.10.254
10.100.10.1/24 DHCP 10.100.10.1
DHCP IPv4
6 [ Configuration ]>][ VPN Remote Access
VPN ]>[DNS] [ DefaultDomain ]
example.com
7 [OK]
8 [Apply]

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit]
> [Advanced] > [Browser Proxy]

Microsoft Internet Explorer

« [Proxy Server Policy] PC  Microsoft Internet Explorer
* [Do not modify client proxy settings] PC Internet Explorer HTTP
* [Do not use proxy] PC  Internet Explorer HTTP
* [Select proxy server settings from the following] [Auto detect proxy]
[Use proxy server settings given below] [Use proxy auto configuration (PAC) given
below]
* [Auto-detect proxy] PC Internet Explorer

ASDM 3 Cisco ASA VPN ASDM 7.12
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* [Use proxy server settings specified below] [Proxy Server Name or IP Address]

Internet Explorer

HTTP

* [Use proxy auto configuration (PAC) given below] [Proxy Auto Configuration (PAC)]

« [Proxy Server Settings] Microsoft Internet Explorer

* [Server Address and Port] PC
IP

* [Bypass Proxy Server for Local Addresses]

[No]

* [Exception List]

[Internet Explorer
[Exceptions]

« [Proxy Auto Configuration Settings] PAC URL

PAC
AnyConnect VPN
Web
HTTP HTTP
SSLVPN
.pac
PAC
3 Cisco ASA VPN ASDM 7.12
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Microsoft Internet Explorer

PC Microsoft Internet Explorer
[Yes]
IP
Proxy Settings]
URL
Cisco
HTTP
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| VPN VPN

AnyConnect
.pac .pac URL
1 JavaScript
[PAC URL] .pac URL
.pac
* Proxy Lockdown
o[ Allow Proxy Lockdown for
ClientSystem ] AnyConnect VPN
Microsoft Internet Explorer [ Connections ]
Windows 10 1703

AnyConnect VPN
Microsoft Internet Explorer
[Connections]

A

AnyConnect VPN
AnyConnect
4.7.03052

AnyConnect

AnyConnect

* [Keep Installer on Client System]

 [Compression]

e [Datagram TLS] Datagram Transport Layer Security SSL

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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VPN
AnyConnect
* [Ignore Don't Defrag (DF) Bit] DF
TCP MSS
o[ Client Bypass Protocol ]
ASA  IPv6
AnyConnect IPv4 IPv4
IPv6
AnyConnect ASA VPN ASA IPv4  IPv6
ASA  AnyConnect IPv4
IPv6 ASA IP
ASA
ASA  AnyConnect IPv4
IPv6
IPv6
IPv6
SSL IPsec IPv6
ASA ASA
* [FQDN of This Device] VPN ASA IP
IP
IPv4 IPv6
S
AnyConnect ASA FQDN
ASA IP
FQDN
IP IP IPv4
IPv6 AnyConnect
ASA
FQDN
3 Cisco ASA VPN ASDM 7.12
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ASA FQDN
ASA
FQDN

FQDN
[Device Name/Password and Domain Name]

AnyConnect .

ASA
FQDN

[Device Setup] >

FQDN ASA IP
VPN
*[MTU] SSL MTU 256 1410
IP/UDP/DTLS
MTU MTU
* [Keepalive Messages] [Interval] 15 600
NAT
Microsoft Outlook  Microsoft Internet Explorer
o[ Optional Client Modules to
Download ] AnyConnect
ASA
AnyConnect

* [AnyConnect
DART

» AnyConnect
Services Client

» AnyConnect

Windows

« Secure Firewall

AnyConnect

ASDM

3 Cisco ASA

DART] Diagnostic AnyConnect Reporting Tool

CiscoTAC
.Zip
Cisco Secure
802.1X 2
SBL Start Before Logon SBL Windows
AnyConnect
VPN

Cisco Secure Desktop HostScan
AnyConnect
ASA

VPN ASDM 7.12
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VPN
AnyConnect
* ISE OPSWAT v3
* AMP AMP
AMP for Endpoints
AMP
NVM
syslog
ul
* Umbrella Roaming Security VPN DNS
Cisco UmbrellaRoaming  OpenDNS Umbrella
Intelligent Proxy IP
Umbrella Security Roaming
Active Directory
DNS
 Always-On VPN  AnyConnect VPN
AnyConnect
VPN
AnyConnect VPN
AnyConnect
VPN
VPN
VPN
AnyConnect VPN
S
VPN AnyConnect
AnyConnect
o[ Client Profiles to Download ]
AnyConnect
3 Cisco ASA VPN ASDM 7.12
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AnyConnect .
VPN Web ISE AMP
Umbrella Roaming Security
[ Add ] [AnyConnect

Select AnyConnect Client Profiles ]

AnyConnect
AnyConnect
VPN VPN
ACL
)
Windows ASA
Mac OS X
Linux AnyConnect
3.1.05149 circumvent-host-filtering
true
AnyConnect
. IPv4 IPv6
. ACL 1
. ACL
e any split include splitexclude  0.0.0.0/0.0.0.0
::/0
Policy Tunnel
All Networks
. 0.0.0.0/255.255.255.255 1128 Exclude

Network List Below
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. AnyConnect

* AnyConnect

ASA IP
ASA IP
10.1.1.1 255.0.0.0
10.0.0.0/8
IP
. ACE
. IPv4 IPv6
IPv4 IPv6
ACE ACL
[Inherit] [Inherit]
[Inherit]
1 ASDM ASA [Configuration] > [Remote Access VPN] > [Network (Client)
Access] > [Group Policies]

2 [Add]

[Edit]
3 [Advanced] > [Split Tunneling]
4 [DNS DNS Names ] AnyConnect

split-include DNS
IPv4
IPv6
1
org 1
domain.org
5 [Yes] [Send All DNS
Lookups Through Tunnel] DNS
DNS

. ASDM 3 Cisco ASA VPN ASDM 7.12
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AnyConnect .

AnyConnect VPN

[No]
DNS

6 [Inherit]
[Inherit]
DfltGrpPolicy

[Tunnel All Networks]

[Policy] [IPv6 Policy]
[Policy] IPv4
[IPv6 Policy] IPv6
[Inherit]
« [Exclude Network List Below]
« [Tunnel Network List Below] [Network List]
ASA9.14
Linux
Configuration > Remote Access VPN > Nebwork (Client) Access > Advanced > ACL Manager
EfEditﬁDeletﬂ 4+ | ) B3R -|qFnd
# Enabled  Source User Security Group Destination Security Group Service  Action
= TunnelExcude
1 Ef 10.10.10.0/24 @ any -ip € Deny §
[ @ [rooo0s | | [Pav | Do | remid
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Split-Include 192.168.1.0/24
Split-Include
192.168.0.0/16

Split-Include 192.168.1.0/24
192.168.0.0/16 Split-Include
Split-Include 0.0.0.0/0.0.0.0
* [Tunnel All Networks]
7 [Network List]
[Inherit]
[Manage] [ACL Manager]
ACL IPv4 IPv6

8 [Intercept DHCP Configuration Message from Microsoft Clients] DHCP

DHCP Microsoft XP ASA
e [Intercept] DHCP [Inherit]
[No]
* [Subnet Mask]
9 [OK]
DNS

. ASDM 3 Cisco ASA VPN ASDM 7.12
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AnyConnect 4.5
About Dynamic Split Tunneling

10 Configuration ]>[ VPN Remote AccessVPN 1>
Network (Client) Access > Advanced ]>[AnyConnect
Custom Attributes ]
2 [Add] dynamic-split-exclude-domains
3 ul [AnyConnect
custom attribute names]
4 VPN /Web
Google Web DNS
Google_domains [AnyConnect
Custom Attribute Names ] [ Value ]
Csv AnyConnect
300 20,000
421 ASDM 421
ASA

5 [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies]

6 [Edit]

DNS IP

ASDM

ASDM 3 Cisco ASA VPN ASDM 7.12 .



http://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect45/administration/guide/b_AnyConnect_Administrator_Guide_4-5/configure-vpn.html#concept_fly_15q_tz

VPN veN |

example.com www.example.com
Example.com
www.example.com
S
AnyConnect 4.5
AnyConnect 4.6
tunnel-all split-exclude split-include
AnyConnect
10 Configuration ]>[ VPN Remote AccessVPN ][>
Network (Client) Access > Advanced ]>[AnyConnect
Custom Attributes ]
2 [Add] dynamic-split-exclude-domains
3 ul [AnyConnect
custom attribute names]
4 VPN /Web
Google Web DNS
Google_domains [AnyConnect
Custom Attribute Names ] [ Value ]
Ccsv AnyConnect
300 5000
421 ASDM 421

ASA

5 [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies]

6 [Edit]

. ASDM 3 Cisco ASA VPN ASDM 7.12



VPN VPN

7 [ Advanced ] > [AnyConnect 1>1
Custom Attributes ]

ASDM
domain.com
www.domain.com Domain.com
www.domain.com
D
AnyConnect 4.6
AnyConnect 4.6
split-include
AnyConnect
10 Configuration ]1>[ VPN Remote AccessVPN 1>
Network (Client) Access ]1>[ Advanced ]>[AnyConnect
Custom Attributes ]
2 [Add] dynamic-split-include-domains
3 ul [AnyConnect
custom attribute names]
4 VPN /Web
Google Web DNS
Google_domains [AnyConnect
Custom Attribute Names ] [ Value ]
Ccsv AnyConnect
300 5000

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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VPN
421 ASDM 421
ASA
5 [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies]
6 [Edit]
7 [ Advanced ] > [AnyConnect 1>1
Custom Attributes ]
VPN
VPN VPN
VPN
Patch Management
0S
VPN
VPN
VPN
Cisco AnyConnect Secure Mobility Client Administration Guide
AnyConnect 4.7
1 [ Configuration ]>[ Remote Access ]
>[ Network (Client) Access ]> AnyConnect
[ Connection Profiles ]>[ / Add/Edit ] [
certificate only ]
2 [Advanced] > [Group Alias/Group URL] VPN
URL
3
IP

. ASDM 3 Cisco ASA VPN ASDM 7.12
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VPN VPN

Linux .

[Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Edit]
> [Advanced] > [Split Tunneling] [Tunnel Network List Below]

4 VPN
AnyConnect 192
IP
[Client Bypass Protocol] IP
VPN
5 VPN AnyConnect
173
Linux
[Tunnel Network List Below] Linux
circumvent-host-filtering
true
1 ASDM [ Configuration 1> VPN] > [Network (Client)
Access] > [ Advanced ] > [AnyConnect Custom
Attributes ]
2 [Add] circumvent-host-filtering
true
3 [
Advanced ] > [AnyConnect 1>>[ Custom Attributes ]
4 circumvent-host-filtering
AnyConnect
[ Configuration ]1>[ VPN Remote Access VPN ]>[
Network (Client) Access 1> Group Policies ]>[
/ Add/Edit ]>[ Advanced ]>[AnyConnect ]
AnyConnect

ASDM 3 Cisco ASA VPN ASDM 7.12
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* [Keep Installer on Client System]

VPN

. ASDM

[

Client System ] AnyConnect

Keep Installer on

o [Datagram Transport Layer Security (DTLS)]

* [DTLS Compression] DTLS
* [SSL Compression] SSL/TLS

« [Ignore Don't Defrag (DF) Bit]

TCP MSS
[
ASA IPv6
IPv4
IPv6
AnyConnect ASA
ASA  AnyConnect
IPV6

IPv6

* [FQDN of This Device]

IP

1Pv4 IPv6

3 Cisco ASA VPN ASDM 7.12
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25
SSL
DF
Client Bypass Protocol ]
AnyConnect
IPv4
ASA IPv4  IPv6
ASA IP
ASA
IPv4
IPv6
ASA IP

VPN



VPN VPN
AnyConnect .
S
AnyConnect ASA FQDN
ASAIP
FQDN
IP IP IPv4
IPv6 AnyConnect
ASA
FQDN
ASA FQDN
ASA
FQDN FQDN ASA [Device Setup] >
[Device Name/Password and Domain Name] FQDN
FQDN ASA IP
VPN
« [MTU] SSL MTU 256 1410
IP/UDP/DTLS
MTU MTU
* [Keepalive Messages] [Interval] 15 600

NAT

[

Download ]

AnyConnect

* [AnyConnect
DART

» AnyConnect
Services Client

ASDM 3 Cisco ASA

Microsoft Outlook  Microsoft Internet Explorer

Optional Client Modules to
AnyConnect
ASA

4.0

DART] Diagnostic AnyConnect
CiscoTAC

Reporting Tool
.Zip

Cisco Secure

VPN ASDM 7.12
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. ASDM

AnyConnect
802.1X 2
» AnyConnect SBL Start Before Logon SBL Windows
AnyConnect
Windows VPN
» AnyConnect Web ScanSafe Hostscan
AnyConnect
Web
» AnyConnect
Cisco IronPort Web WSA
WSA URL
)
AnyConnect 4.0
* ASA Cisco Secure Desktop HostScan
AnyConnect
AnyConnect ASA
* ISE OPSWAT v3
* AMP AMP

AMP for Endpoints

AMP
NVM
syslog
ul
* Umbrella Roaming Security VPN DNS
Cisco UmbrellaRoaming  OpenDNS Umbrella
Intelligent Proxy IP
Umbrella Security Roaming
3 Cisco ASA VPN ASDM 7.12
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AnyConnect .

Active Directory

DNS
* Always-On VPN  AnyConnect VPN
AnyConnect
VPN
AnyConnect VPN VPN
AnyConnect
VPN
VPN
VPN
AnyConnect VPN
)
VPN AnyConnect
AnyConnect
o[ Client Profiles to Download ]
AnyConnect
VPN Web ISE AMP
Umbrella Roaming Security
[ Add ] [AnyConnect
Select Profiles ]
AnyConnect
Advanced > AnyConnect > Login Setting
AnyConnect
SSL VPN ASA
« [Post Login Setting]
* [Default Post Login Selection]
VPN
[ Advanced ]>[AnyConnect 1>1

ClientFirewall ]

ASDM 3 Cisco ASA
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VPN

ASA VPN

Windows
Mobile
[Local LAN Access]

0S
ASA
S
ASA
Active Directory AD
ASA
AD
ASA VPN
* ASA
. 99
* VPN 102
AnyConnect
. IP ASA
IP IP

. ASDM 3 Cisco ASA VPN ASDM 7.12
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VPN

* ASA ACL
AnyConnect
UDP ICMP

* ASA 9.0

* Windows
ASA

* Windows Vista

300
* Mac
ASA ASA
ASDM

VPN .
TCP
IP
IPv4 IPv6
Windows Firewall
AnyConnect
AnyConnect
Windows Vista
300
300 5000 5300 300
AnyConnect
Windows VPN
AnyConnect ASA
AnyConnect
AnyConnect
8.3(1) ASDM 6.3(1) AnyConnect
VPN

3 Cisco ASA VPN ASDM 7.12 .
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VPN

« deny ip any any

LAN

VPN

veN |

«0S Windows XP
permitip any any
* HostScan Secure Firewall Posture
Source Port
0 0
0
0
ACL
ACL AnyConnect _Local_Print
ASDM [Client Firewall]
ACL
ACE
1:AnyConnect _Local_Print  ACL
Any Any
3 Cisco ASA VPN ASDM 7.12
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VPN B
LPD TCP 515
Any
IPP TCP 631
Any
TCP 9100
Any
mDNS UDP 224.0.0.251 |5353
LLMNR UDP 224.0.0.252 |5355
NetBios TCP 137
Any
NetBios UDP 137
Any
1 65535
S
ACL allow Any Any
[Local LAN Access]
VPN
ACL ASA ACL VPN VPN
1 AnyConnect [Configuration]
> [Remote Access VPN] > [Network (Client) Access] > [Group Policies]

) [Edit]

ASDM 3 Cisco ASA VPN ASDM 7.12
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- Y
3 [ Advanced ]>[AnyConnect 1>[ Client
Firewall 1] [Manage]
4 ACE ACL ACL
5 VPN VPN
[Preferences (Part 2)] [Apply last local VPN resource rules]
VPN
ACL
VPN
ACL VPN VPN
S
AnyConnect Windows
ACL IPv4 169.254.0.0 IPv6
fe80::/64
1 ASDM [Group Policy] > [Advanced] > [Split Tunneling]
2 [Network List] [Inherit] [Manage]
3 [Extended ACL]
4 [Add] > [Add ACL] ACL
5 ACL [Add] [Add ACE]
6  [Action] [Permit]
7 IPv4 169.254.0.0 IPv6 fe80::/64
8  [Service] IP
9 [OK]
10 [OK] ACL

3 Cisco ASA VPN ASDM 7.12
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VPN VPN
AnyConnect .

11 [Split Tunneling] 7 IP

[Inherit for the Policy or IPv6 Policy] [Exclude Network List
Below] [Network List] ACL

12 [OK]
13 [Apply]

AnyConnect
ASA

[ Advanced ] > [AnyConnect 1>[
Key Regeneration ]

* [Renegotiation Interval] 1
10080 1 [Unlimited]

« [Renegotiation Method] [Inherit]

[None]
[SSL] [New Tunnel]

N

[Renegotiation Method]  [SSL] [New Tunnel]
SSL

anyconnect ssl rekey

AnyConnect

Dead Peer Detection DPD ASA

DPD
AnyConnect ASA DPD

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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AnyConnect

\)

veN |

. ASDM

DPD ASA
AnyConnect DPD ASA
ASA DPD
SSL/DTLS 3
DPD ASA 5
TCP VPN
5
SSL/DTLS
vpn-idle-timeout DPD
Answer AnyConnect FAQ - Tunnels,

DPDs, and Inactivity Timer

. ASA AnyConnect SSL VPN
DPD IPsec
* DTLS Dead Peer Detection DPD DPD
DTLS TLS
«ASA DPD Optimal MTU OMTU
DTLS MTU
MTU DPD
OMTU
MTU MTU
MTU
o[ Configuration ]>[ VPN Remote Access VPN ]>[
Network (Client) Access > [ Group
Policies ] [ Add ]
[ Edit ] [ Advanced ] > [AnyConnect 1>1(
Dead Peer Detection ]
. [ Configuration ]>[
Device Management ]>[ IAAA Users/AAA 1> User
3 Cisco ASA VPN ASDM 7.12
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VPN VPN

AnyConnect .
Accounts ] [ Add ]
[ Edit ] [VPN VPN Policy ]>[AnyConnect 1>
Dead Peer Detection ]
2
DPD
[Disable] DPD
30 3600 300
3
DPD [Disable]
DPD 30 3600
30
AnyConnect
[ Advanced ]>[AnyConnect 1>1
Customization ]
o[ Portal Customization ] [AnyConnect /SSL VPN]
DfltCustomization
e [Manage] [Configure GUI Customization object]s
» [Homepage URL]( )
URL http:// https://
VPN
AnyConnect Web URL
S
AnyConnect Linux Android

Apple iOS

AnyConnect

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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AnyConnect

* [Use Smart Tunnel for Homepage]

* [Access Deny Message]

AnyConnect

[ Advanced ] > [AnyConnect 1>1
Custom Attributes ]

AnyConnect
1
AnyConnect
Cisco AnyConnect Secure Mobility Client Administrator Guide
[ Configuration ]1>[ VPN Remote Access VPN ]>
[ Network (Client) Access 1> Advanced ]
> [AnyConnect Custom Attributes ] [AnyConnect

Custom Attribute Names ]

10 Configuration ]>[ VPN Remote Access VPN 1> [
Network (Client) Access 1> [ Group Policies 1>
[ / Add/Edit 1> Advanced ]> [AnyConnect 1>1
Custom Attributes ]
2 [Add] [Create Custom Attribute]
3
a) [ Manage ] [ Configure Custom Attribute
Types ] [ Add ]
b) [ Create Custom Attribute Type ] [
Type 1 [ Description ]
AnyConnect AnyConnect
192

. ASDM 3 Cisco ASA VPN ASDM 7.12
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IPsec  IKEVL B
c) [OK] [OK]
4 [ Select Value ]
5[ Selectvalue ]
a) [ Manage ] [ Configure Custom Attributes ]
[ Add ]
b) [ Create Custom Attribute Name ]
[ Name ] Value ]
[ Add ] [OK]
420
AnyConnect
c) [OK] [OK]
6 [ Create Custom Attribute ] [OK]
IPsec IKEv1
IPsec IKEvl

[Configuration] > [Remote Access] > [Network Client  Access] > [Group Policies] > [Advanced] >

[IPsec (IKEv1) Client] [Add or Edit Group Policy] > [IPsec]

* [Re-Authentication on IKE Re-key] [Inherit]

30
3

« [Allow entry of authentication credentials until SA expires]

* [IP Compression] [Inherit]

« [Perfect Forward Secrecy] [Inherit]
PFS PFS

PFS
PFS

ASDM 3 Cisco ASA VPN ASDM 7.12
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IPsec IKEvl
IPsec
IKE SA
PFS
IPsec

* [Store Password on Client System]

A\

VPN veN |

IKE SA
IPsec SA
IKE
IPsec SA

. ASDM

* [IPsec over UDP] IPsec over UDP

« [IPsec over UDP Port] IPsec over UDP

* [Tunnel Group Lock] [Inherit]

« [IPsec Backup Servers] [Server Configuration]

* [Server Configuration] IPsec

[Use Backup Servers Below]

* [Server Addresses space delimited ]

[Server Configuration]

Below

IPsec IKEvl

[Client Access Rules]

25

* [Priority]
* [Action]

 [VPN Client Type]

* [VPN Client Version]

3 Cisco ASA VPN ASDM 7.12

UDP

[None]

[Server IP Addresses]
UDP

[Keep Client Configuration]
[Clear Client Configuration]

IP
Use Backup Servers

Windows



VPN VPN

IPsec IKEVL B
*
. ASA
. ASA
1
ASA
o *
. 255
n/a
IPsec IKEvl
[Add or Edit Group Policy]  [Client Firewall]
VPN
Microsoft Windows VPN
Windows
VPN ASA
PC
VPN
VPN ASA
Are You There AYT
VPN are you there?
VPN
ASA
PC
2 VPN PC
PC
PC
Central Protection Policy CPP ASA
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IPsec IKEv1

VPN
ASA
VPN VPN

[Configuration] > [Remote Access] > [Network (Client) Access] > [Group Policies] > [Advanced] >
[IPsec (IKEv1) Client] > [Client Firewall]

* [Inherit]

« [Client Firewall Attributes]

« [Firewall Setting]

[No Firewall]
[Firewall Required] [Firewall Optional]
[Firewall Required]
ASA
ASA VPN
S
Windows VPN
ASA 5505
[Firewall Optional] Firewall Optional
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IPsec IKEvl
o [Firewall Type]
[Custom Firewall] [Custom Firewall]
* [Custom Firewall] ID

* [Vendor 1D]

e [Product ID]

* [Description]

« [Firewall Policy]
* [Policy defined by remote firewall (AYT)]

Are You There
remote firewall AYT
PC
VPN
VPN
30

* [Policy pushed (CPP)]
[Inbound Traffic Policy]

[Manage] ASA
VPN
ASA
VPN
VPN
in out VPN
VPN
ASA

* [Inbound Traffic Policy]

ASDM 3 Cisco ASA VPN ASDM 7.12
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IPsec IKEv1

* [Outbound Traffic Policy]

* [Manage] [ACL Manager]

ACL
IPsec IKEvl
[Configuration] > [Remote Access] > [Network (Client) Access] > [Group Policies] > [Advanced] > [IPsec
(IKEv1) Client] > [Hardware Client] Easy VPN Remote
ASA Easy VPN

Easy VPN 273

\)

VPN 3002

* [Inherit]

« [Require Interactive Client Authentication]

ASA

VPN
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IPsec IKEVL B
* [Require Individual User Authentication]
VPN 3002
ASA
Web
[Location] [Address]
IP
[Connect/Login Status] ASA
ASA
Web
ASA
Web
1

4

ASA
* [User Authentication Idle Timeout]
* [Unlimited]
* [Minutes] 1 35791394
Unlimited
show uauth Cisco Easy VPN

« [Cisco IP Phone Bypass] Cisco IP Phone
Cisco IP Phone Bypass

IP Phone
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VPN
IPsec IKEvl
* [LEAP Bypass] [Require Individual User Authentication]
LEAP
LEAP Bypass
LEAP
RADIUS
LEAP
LEAP LEAP
RADIUS
LEAP Bypass
* [Require Interactive Client Authentication]
LEAP
LEAP
* [Require Individual User Authentication]
LEAP Bypass
. Cisco Discovery Protocol CDP
Cisco Aironet Access Point PC NIC
* [Allow Network Extension Mode]
ASA
Call Manager IP
IP Phone
S
ASA
4
ASA
3 CiscoASA VPN ASDM 7.12
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SSLVPN B

SSL VPN

SSL VPN

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Group Policies] >
[Add/Edit] > [General]

[Add or Edit Group Policy]

[Inherit]
[Inherit]
[Add Internal Group Policy] > [General]
* [Name] 64
Edit
* [Banner]
4000
AnyConnect HTML
. <BR>
« [Tunneling Protocols]
* [Clientless SSL VPN] SSL/TLS VPN VPN
Web ASA
SSL
VPN HTTPS
Web Web NT/AD
Web TCP
* [SSL VPN SSL VPN Client ] Cisco AnyConnect VPN Client
SSL VPN AnyConnect VPN
AnyConnect MUS
o [IPsec IKEv1] IP IPsec
VPN Site-to-Site
Cisco VPN LAN IPsec
IKEv1
o [IPsec IKEv2] AnyConnect
IKEv2 IPsec AnyConnect
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SSL VPN
GUI
Cisco Secure Desktop SCEP
* [L2TP over IPsec] PC PC
VPN L2TP over IPSec
IP
L2TP
PPP over UDP 1701
IPsec
* [Web ACL] Clientless SSL VPN
ACL
ACL [Manage]
* [Access Hours]
[Inherit] [Inherit] [--Unrestricted--]
[Manage]

* [Simultaneous Logins]

3 0

\
* [Restrict Access to VLAN] VLAN
VLAN
ASA
VLAN VLAN
ACL
Unrestricted ASA VLAN
)
HTTP FTP CIFS
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VPN VPN
SSL VPN

* [Connection Profile (Tunnel Group) Lock]
VPN
[None]

» Maximum Connect Time  [Inherit]

35791394 [Unlimited]

* Idle Timeout [Inherit]

10080 30
[Unlimited]

* Maximum Connection Time Alert Interval

[Inherit] [Default]
30
[Default] 1 30

« Idle Timeout Alert Interval

[Inherit] [Default]
30
[Default] 1 30

« Periodic Certificate Authentication Interval

[Inherit]
1 168
[Unlimited]

SSL VPN
[Portal] SSL VPN

URL
ActiveX HTTP

* [Bookmark List]

ASDM 3 Cisco ASA VPN ASDM 7.12
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SSLVPN

* [URL Entry] URL

* [File Access Control]

* [File Server Entry]

* [File Server Browsing]

* [Hidden Share Access]

« [Port Forwarding Control] Java Applet
TCP

* [Port Forwarding List]

[Manage]

* [Auto Applet Download]

* [Applet Name] [Applet]

* [Smart Tunnel]
VPN ASA

* [Smart Tunnel Policy]

VPN veN |

URL

CIFS

SSL VPN

TCP

Java Applet

[Application Access]

SSL

1

[use smart tunnel for the specified network] [do not use smart

tunnel for the specified network]

* [Smart Tunnel Application]
TCP

[Manage]

3 Cisco ASA VPN ASDM 7.12
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VPN VPN

SSLVPN B

* [Smart Tunnel all Applications]

* [Auto Start]

Windows
[Clientless SSL VPN Portal] [Application Access] > [Start Smart Tunnels]
* [Auto Sign-on Server List]
[Manage]
* [Windows Domain Name (Optional)] domain\username
Windows
qu_team CISCO CISCO\ga_team
[Use Windows domain name with user name]
* [ActiveX Relay] Microsoft Office
Microsoft
Office ActiveX
SSL VPN
* [HTTP Proxy] HTTP
Java ActiveX Flash
HTTP HTTPS
HTTP HTML CSS

JavaScript VBScript ActiveX Java
Microsoft Internet Explorer

« [Auto Start (HTTP Proxy)] HTTP
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SSLVPN
« [HTTP Compression] SSL VPN
SSL VPN
SSL VPN
AnyConnect
SSL VPN
AnyConnect
SSL VPN
AnyConnect
SSL VPN
SSL VPN

VPN

[Add Internal Group Policy] > [General]
SSL VPN  IPsec

* [Name]

* [Tunneling Protocols]

* [Clientless SSL VPN] SSL VPN SSL/TLS

VPN

3 Cisco ASA VPN ASDM 7.12
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HTTP
URL
105
ASA
97
117
[Inherit]
[Inherit]
Edit

VPN

Web



VPN VPN

ASA
SSL VPN HTTPS
Web Web
NT/AD Web TCP
* [SSL VPN SSL VPN Client ] Cisco AnyConnect VPN Client
SSL VPN AnyConnect VPN
AnyConnect MUS
* [IPsec IKEv1] IP IPsec
VPN Site-to-Site
Cisco VPN LAN IPsec
IKEv1
* [IPsec IKEv2] AnyConnect
IKEvV2 IPsec AnyConnect

GUI

Cisco Secure Desktop SCEP

* [L2TP over IPsec] PC PC
VPN
IP
PPP over UDP 1701
IPsec
o[ Filter ] Network (Client) Access

VPN

[Group Policy]
[ACL Manager] [Manage]

« Idle Timeout [Inherit]

10080 30
[Unlimited]

» Maximum Connect Time  [Inherit]

ASDM 3 Cisco ASA VPN ASDM 7.12
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VPN
1
35791394 [Unlimited]
* Periodic Certificate Authentication Interval
[Inherit]
1 168
[Unlimited]
[Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users] [Add]
DfltGrpPolicy
[Inherit]
1 ASDM [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users]
2 [Edit]
3 [VPN Policy]
4
5
[Tunneling Protocols]
e SSL/TLS VPN SSL VPN Web
VPN
SSL
VPN HTTPS
Web Web NT/AD
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VPN B
Web TCP
* SSL VPN AnyConnect
SSL VPN
o [IPsec IKEv1] IP IPsec
VPN Site-to-Site
Cisco VPN LAN IPsec IKEv1
* [IPsecIKEV2] AnyConnect IKEv2
IPsec AnyConnect
GUI
Cisco Secure Desktop SCEP
. PC PC VPN
L2TP over IPSec IP
ASA
6 IPv4 IPv6
ASA

a)

VPN

SIP

[Configuration] > [Remote Access VPN] > [Network

(Client) Access] > [Group Policies] > [Add/Edit] > [General] > [More Options] > [Filter]

b) [Manage] ACL

[Tunnel Group Lock] VPN
ASA
ASDM 3 Cisco ASA

ACE [ACL Manager]
[Inherit]
[None]
VPN ASDM 7.12
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10

. ASDM

VPN
[Store Password on Client System]
[Inherit] [Yes] [No]
[Yes]
[No]
[Connection Settings]
a)
[Inherit]
[Inherit] [Inherit]

[Unrestricted]

[Manage] [Add Time Range]
b) Simultaneous Logins

3

c) VPN [Maximum Connect Time]

[Inherit]

1 35791394 4000
[Unlimited]

d) VPN [Idle Timeout]

[Inherit]

1 10080
30 [Unlimited]

[Timeout Alerts]
a) [Maximum Connection Time Alert Interval]

[Inherit] [Default]
30
[Default] 1 30

b) [Idle Alert Interval]

3 Cisco ASA VPN ASDM 7.12
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[Inherit] [Default]
30
[Default] 1 30
11 1Pv4 [Dedicated IPv4 Address (Optional)]
IPv4
12 IPv6 [Dedicated IPv6 Address (Optional)]
IPv6 IPv6 IPv6 IPv6
13 AnyConnect
[Inherit]
14 [OK]
VPN
AnyConnect VPN AnyConnect VPN
SSL VPN IKEvl IKEV2 VPN
AnyConnect
AnyConnect
* [Access Interfaces]
o[ Interface | AnyConnect
SSL IPSec
SSL DTLS Datagram Transport Layer Security
DTLS SSL
IPsec IKEv2
GUI Cisco
Secure Desktop SCEP AnyConnect
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VPN veN |

AnyConnect IKEv2
IPsec
* [Device Certificate] RSA ECDSA
127
« [Port Setting] HTTPS DTLS RA

127

* [Bypass interface access lists for inbound VPN sessions] [Enable inbound VPN sessions to
bypass interface ACLSs]

VPN ACL
ACL
ACL VPN
* Login Page Setting
DefaultWebVPNGroup
* [Shutdown portal login page.] Web

* [Connection Profiles]

* [Add/Edit]
* [Name]
* [Aliases]

* [SSL VPN Client Protocol] SSL VPN

* [Group Policy]

« [Allow user to choose connection, identified by alias in the table above, at login page] [Login]

« [Let group URL take precedence if group URL and certificate map match different connection profiles.
Otherwise, the connection profile matches the certificate map will be used.]

URL
ASA
VPN
URL URL
3 Cisco ASA VPN ASDM 7.12



VPN VPN
i

ASA

ASA

[Specify Device Certificate]

ASA AnyConnect
Alway-on IPsec/IKEv2
AnyConnect ASA
ASA 94.1 ECDSA AnyConnect
SSL SSL AnyConnect
IPsec ECDSA
1 VPN [Certificate with RSA Key]
e1 [Use
the same device certificate for SSL and IPsec IKEvV2]
[Manage]
1D
« [Use the same device certificate for SSL and IPsec IKEV2] SSL
IPSec
2 [Device Certificate]
[Manage] ASA ID
3 VPN [ECDSA key] [Certificate] ECDSA
[Manage] ECDSA ID
4 [OK]
ASDM SSL DTLS

ASDM 3 Cisco ASA VPN ASDM 7.12 .




VPN veN |
. AnyConnect

[ Configuration ]1>[ VPN Remote AccessVPN 1>
Network (Client) Access ] > [AnyConnect
Connection Profiles ]

o [HTTPS Port] HTTPS SSL
1 65535 443
* [DTLS Port] DTLS UDP 1 65535
443
AnyConnect
Cisco Secure Client AnyConnect VPN [AnyConnect
Connection Profiles ] [ Add ] [
Edit ] [AnyConnect / Add/Edit
Connection Profile ]>[ Basic ]

* [Name] [Add] [Edit]

* [Aliases] 1

« [Authentication] 1 AAA

* [Method]
AnyConnect
SSL IKEvV2
AAA AAA
SAML AAA
* [AAA Server Group] AAA
LOCAL ASA
[Manage]
AAA ASA
* LOCAL [Use LOCAL if Server Group Fails]

« [Use LOCAL if Server Group fails] Authentication Server Group
LOCAL

. ASDM 3 Cisco ASA VPN ASDM 7.12



VPN

VPN

AnyConnect .
* [SAML ID SAML ldentity Provider ] SSO
SAML IdP
* [SAML SAML Server ] AnyConnect
SAML [ Manage ]
SSO
« [IDP ID IDPEntityID ] SAML Idp ID
« [Sign In URL] IdP URL wurlvalue 4 500
« [Sign Out URL] IdP
URL wurlvalue 4 500
¢ [Base URL] ASA
IdP
base-url URL  show saml metadata
AssertionConsumerService  SingleLogoutService URL
base-url URL ASA
ssl-vpn cisco.com

https://ssl-vpn._cisco.com

base-url / show saml metadata
« [Identity Provider Certificate] ASA  SAML IdP
« [Service Provider Certificate] IdP  ASA SP

SAML ASA SP
* [Request Signature] SAML IdP

rsa-shal rsa-sha256 rsa-sha384 rsa-sha512

o[ Request Timeout ] SAML
1 7200
NotBefore  timeout-in-seconds NotOnOrAfter
NotOnOrAfter

NotBefore  NotOnOrAfter

o[ IDP Enable IDP only
accessible oninternal network ]
IDP
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. AnyConnect

o[ IDP Request IDP reauthentication at login ]
IDP
o[ Clock-skew ] NotBefore NotOnOrAfter
SAML
1 1 180
« [Client Address Assignment] DHCP
IPv6
« [Client Address Assignment] DHCP
IPv6
» [DHCP Servers] DHCP IP
« [Client Address Pools]
IPv4 [Select]
IPv4

« [Client IPv6 Address Pools]
IPv6 [Select]

IPv6

« [Default Group Policy]

* [Group Policy] VPN
VPN
RADIUS
DflItGrpPolicy [Manage]
* [Enable SSL VPN client protocol] VPN SSL
* [Enable IPsec (IKEv2) client protocol] IKEv2 IPsec
* [DNS Servers] DNS IP 1
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* [WINS Servers] WINS IP 1
* [Domain]

* [Find] GUI CLI [Next]
[Previous]

[Advanced]
S
SSL VPN 2 SSL VPN
AnyConnect

« [Enable Simple Certificate Enrollment (SCEP) for this Connection Profile]

* [Strip the realm from username before passing it on to the AAA server]

« [Strip the group from username before passing it on to the AAA server]

* [Group Delimiter]

« [Enable Password Management]
* [Notify user __days prior to password expiration]

ASDM
14

1 180

* [Notify user on the day password expires]
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ASA

* [Translate Assigned IP Address to Public IP Address]
IP VPN IP
VPN

IP IP
IP
1

* [Enable the address translation on interface]
outside  AnyConnect

inside
D
* [Find] GUI CLI [Next]
[Previous]
[Client Addressing]
IP [Client Addressing]
ASDM
o[ Configuration ]>[ VPN Remote Access VPN 1>
Network (Client) Access ] > Secure ClientAnyConnect Connection
Profiles ]

« [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv1) Connection
Profiles]

* [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv2) Connection
Profiles]

[Basic]

. ASDM 3 Cisco ASA VPN ASDM 7.12



VPN VPN

AnyConnect IPv4 IPv6
AnyConnect IKEv1 IKEv2 [ Advanced ]>[
Client Addressing ]
[Add] [Edit] [Assign Address Pools to Interface]
ASA
IP [Select]
» ASA [Add] [Add IP Pool]
* ASA [Edit]
[Edit IP Pool]
[Edit]
ASDM
* ASA [Delete]
[Delete]
ASDM
. [Add] [Assign
Address Pools to Interface]
[Address Pools] [Select]
[Select Address Pools]
[Assign]
[OK] [Address Pools]
[OK]
[Edit]
[Assign Address Pools to Interface]
[Delete]
[Address Pools]
[Select] [Select Address Pools]

[Assign]
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[Assign] [OK]
[Address Pools] [OK]

. [Delete]

134
134
IP 135

[Advanced] > [Client Addressing]
[Add] [Edit]

* [Interface]
DMZ

* [Address Pools]

* [Select] [Select Address Pools]

[Assign Address Pools to Interface] [Address Pools]

[Connection Profile] > [Advanced]  [Select Address Pools]

« [Add] [Add IP Pool]
1P

« [Edit] [EditIPPool]
1P

* [Delete]

* [Assign]
[Assign]
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IP
[Connection Profile] > [Advanced]  [Add or Edit IP Pool]
IP
* [Name] IP
« [Starting IP Address] IP
« [Ending IP Address] IP

* [Subnet Mask]

AnyConnect

[Connection Profile] > [Advanced] > [Authentication]

* [Interface-specific Authentication Server Groups]

* [Add or Edit] [Assign Authentication Server Group to Interfac]e
LOCAL

[Manage] [Configure AAA Server Groups]
[Interface/Server Group]

* [Delete]

* [Username Mapping from Certificate]

N

* [Pre-fill Username from Certificate]

* [Hide username from end user]
* [Use script to choose username]

[None]

* [Add or Edit] [Opens the Add or Edit Script Content]
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. AnyConnect

* [Delete]

VPN

* [Use the entire DN as the username] [Distinguished Name]

* [Specify the certificate fields to be used as the username]

veN |

C Country 2 ISO 3166
CN Common Name

DNQ

EA E-mail Address

GENQ Generational Qualifier

GN Given Name

I Initials

L Locality

N

O Organization

ou Organizational Unit

SER Serial Number

SN Surname

SP State/Province

T Title

uib User Identifier ID
UPN User Principal Name

* [Primary Field]

. ASDM 3 Cisco ASA
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VPN VPN

* [Secondary Field] [Primary Field]

* [Find]
[Previous]

2

[Connection Profile] > [Advanced]

GUI CLI [Next]

[Secondary Authentication]

2 2
2
2
1
2
1
2 /
2
S
2
« [Secondary Authorization Server Group]
* [Server Group] AAA
none SDI
* [Manage] [Configure AAA Server Group]
* [Use LOCAL if Server Group fails]
LOCAL
* [Use primary username] 1
« [Attributes Server]
%,
ASA
ASDM 3 Cisco ASA VPN ASDM 7.12
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* [Session Username Server]

* [Interface-Specific Authorization Server Groups]

* [Add or Edit] [Assign Authentication Server Group to Interfac]e

LOCAL
[Manage] [Configure AAA Server Groups]
[Interface/Server Group]
* [Delete]
* [Username Mapping from Certificate]
« [Pre-fill Username from Certificate]
2 2
AAA
[Basic] [Method] [Both]
« [Hide username from end user] 2 VPN
* [Fallback when a certificate is unavailable] [Hide username from end user]
HostScan Secure Firewall
2
* [Password] 2
* [Prompt]
* [Use Primary] 2 1
* [Use] 2
« [Specify the certificate fields to be used as the username] 1
/

* [Primary Field]
[Secondary Field]
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* [Secondary Field] [Primary Field]

2

C Country 2 1SO 3166
CN Common Name
DNQ
EA E-mail Address
GENQ Generational Qualifier
GN Given Name
I Initials
L Locality
N
o Organization
ou Organizational Unit 0
SER Serial Number
SN Surname
SP State/Province
T Title
uiD User Identifier ID
UPN User Principal Name

« [Use the entire DN as the username] DN RFC1779

« [Use script to select username]
[None]
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. AnyConnect

* [Add or Edit] [Opens the Add or Edit Script Content]

* [Delete]
AnyConnect
AnyConnect [ Authorization ]
AnyConnect IKEVl IKEV2
SSL

* [Authorization Server Group]
* [Server Group] none

» [Manage] [Configure AAA Server Group]

* [Users must exist in the authorization database to connect]

* [Interface-specific Authorization Server Groups]

* [Add or Edit] [Assign Authentication Server Group to Interfac]e
LOCAL

[Manage] [Configure AAA Server Groups]
[Interface/Server Group]

* [Delete]

* [Username Mapping from Certificate]

* [Use script to select username]
[None]
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AnyConnect .

* [Add or Edit] [Opens the Add or Edit Script Content]

* [Delete]
* [Use the entire DN as the username] [Distinguished Name]
* [Specify the certificate fields to be used as the username] 1

* [Primary Field]
[Secondary Field]

* [Secondary Field] [Primary Field]

* [Find] GUI CLI [Next]
[Previous]
AnyConnect
AnyConnect [ Authorization ] [
use a script to select username ] [ Add ] [ Edit ]
N

AnyConnect WebVPN

Unknown

* [Script Name]
CLlI

* [Select script parameters]

* [Value for Username] DN
Subject DN

* [No Filtering] DN

« [Filter by substring]
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. AnyConnect

-1
/ DN CommonName CN
I’y
1 5 host/
6 10 user
6 -1 user
3
user r
Lua

* 1 [Regular Expression Matching] [Regular Expression]
Email Address (EA)

DN @
@l 1 DN
userl234@example.com userl234
e 2 [Usecustomscriptin LUA format] LUA
LUA

return cert.subject.cn.."/"..cert.subject.l

1 2 DN cn |

LUA

N

LUA
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VPN
AnyConnect

cert.subject.c

Country

cert.subject.cn

Common Name

cert.subject.dnq

DN

cert.subject.ea

cert.subject.genq

cert.subject.gn

cert.subject.i

cert.subject.|

cert.subject.n

cert.subject.o

cert.subject.ou

cert.subject.ser

cert.subject.sn

cert.subject.sp

cert.subject.t

Title

cert.subject.uid

cert.issuer.c

Country

cert.issuer.cn

Common Name

cert.issuer.dng

DN

cert.issuer.ea

cert.issuer.genq

cert.issuer.gn

cert.issuer.i

cert.issuer.l

cert.issuer.n

cert.issuer.o

cert.issuer.ou

ASDM
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. ASDM

VPN

veN |

cert.issuer.ser

cert.issuer.sn

cert.issuer.sp

cert.issuer.t

Title

cert.issuer.uid

cert.serialnumber

cert.subjectaltname.upn

SSL VPN

[Authorization]

* [Interface]

* [Server Group]
LOCAL

* [Manage] [Configure AAA Server Group]

[Connection Profile] > [Advanced]  [Accounting]

« [Accounting Server Group]

e [Manage] AAA

AAA

DMZ

ASA

[Configure AAA Server Groups]

URL

[Connection Profile] > [Advanced]  [GroupAlias/Group Group URL]

AnyConnect

Group URL/Group Alias ]

3 Cisco ASA VPN ASDM 7.12
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VPN VPN

sstven I}

* [Login and Logout (Portal) Page Customization (Clientless SSL VPN only)]

DfltCustomization
[Manage]

« [Enable the display of Radius Reject-Message on the login screen]
RADIUS-reject

« [Enable the display of Securld message on the login screen]
SecurlD

« [Connection Aliases]

[Add] [Delete]
* [Group URLS] URL
URL URL [Add] [Delete]
URL [Edit] URL

SSL VPN

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Connection Profiles]

SSL VPN
« [Access Interfaces]
* [Device Certificate] RSA ECDSA
2
ID ECDSA ASA
1 ECDSA RSA

* [Manage] [Manage Identity Certificates]
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SSL VPN
* [Port Setting] SSL IPsec IKEv2
1 65535 443
« Login Page Setting
DefaultWebVPNGroup

* [Allow user to enter internal password on the login page]

* [Shutdown portal login page] Web

« [Connection Profiles]

* [Add] [Add Clientless SSL VPN]
* [Edit] [Edit Clientless SSL VPN]

* [Delete]

* [Name]

* [Enabled]

* [Aliases]

* [Authentication Method]

* [Group Policy]

* [Let group URL take precedence if group URL and certificate map match different connection profiles.
Otherwise, the connection profile matches the certificate map will be used.]
URL
ASA

VPN URL
URL ASA

ASA
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SSLVPN B

SSL VPN

[Clientless SSL VPN Connection Profile] > [Advanced] > [Basic]

 [Name]

* [Aliases] 1 [Clientless SSL VPN Access
Connections]

* [Authentication]

* [Method] AAA
AAA

» [AAA server Group] AAA
LOCAL

» [Manage] [Configure AAA Server Group]

* [DNS Server Group] DNS
DefaultDNS

« [Default Group Policy]
* [Group Policy]
DfltGrpPolicy

* [Clientless SSL VPN Protocol] SSL VPN

SSL VPN

[Clientless SSL VPN Connection Profile] > [Advanced] > [General]
AAA

« [Password Management] AAA account-disabled

« [Enable notification password management]
2

14
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SSL VPN

1 180

ASA

RADIUS RADIUS NT
LDAP AAA RADIUS LDAP
ASA

SSL VPN

[Clientless SSL VPN Connection Profile] > [Advanced] > [Authentication]

[ Authentication ] AnyConnect
AnyConnect 135
SSL VPN
[Clientless SSL VPN Connection Profile] > [Advanced] > [Authentication]
[Add] AAA
SSL VPN
144
SSL VPN 2
SSL 2 2 137
AnyConnect
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SSLVPN B
SSL VPN
SSL AnyConnect IKEv1
IKEv2 AnyConnect
140
SSL VPN NetBIOS
SSL VPN [Advanced] > [NetBIOS Servers]
NetBIOS [Add or Edit Tunnel Group dialog
box for Clientless SSL VPN access] > [NetBIOS]
NetBIOS SSL VPN NetBIOS
Common Internet File System
Windows
NetBIOS
ASA NetBIOS IP NetBIOS
SSL VPN
NetBIOS
NBNS 1 NetBIOS
NBNS 3 ASA
NetBIOS/CIFS
[NetBIOS Servers]
* [IP Address] NetBIOS IP
* [Master Browser] WINS CIFS
* [Timeout (seconds)] NBNS
* [Retries] NBNS
0 2
10
 [Add/Edit] NetBIOS [Add or Edit NetBIOS Server]
* [Delete] NetBIOS

» [Move Up/Move Down] ASA
NBNS

ASDM 3 Cisco ASA
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B SSLVPN SSL VPN

SSL VPN SSL
VPN

[Advanced] > [Clientless SSL VPN]

AnyConnect
URL 144

IKEv1

IKEvV1 L2TP IPsec VPN
VPN IKEV1 [Configuration]
> [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv1) Connection Profiles]

* [Access Interfaces] IPsec

« [Connection Profiles] IPsec
[Connections] 1

* [Name] IPsec IKEv1 IP

o [IPsec Enabled] IPsec
[Add or Edit IPsec Remote Access Connection]  [Basic]

 [L2TP/IPsec Enabled] L2TP/IPsec
[Add or Edit IPsec Remote Access Connection]  [Basic]

* [Authentication Server Group]

* [Group Policy] IPsec

)

[Delete]

. ASDM 3 Cisco ASA VPN ASDM 7.12



IPsec

VPN

VPN
IPsec [Basic] .

[Basic]

[Configuration] > [Remote Access VPN] > [Network Client  Access] >[IPSec IKEvl Connection
Profiles] > [Add/Edit] > [Basic] = [Add or Edit IPsec Remote Access Connection Profile Basic]
L2TP-IPsec IPsec IKEv1 VPN

 [Name]
* [IKE Peer Authentication] IKE

* [Pre-shared key]
128

* [Identity Certificate] 1D ID
[Manage] [Manage Identity Certificates]

* [User Authentication]

[Advanced]
* [Server Group]
LOCAL LOCAL [Fallback]
[Manage]
* [Fallback]
LOCAL

« [Client Address Assignment]
» [DHCP Servers] DHCP IP 10

* [Client Address Pools] 6
[Select]
« [Default Group Policy]

* [Group Policy]
DfltGrpPolicy
[Manage]

* [Enable IPsec protocol]  [Enable L2TP over IPsec protocol]

ASDM 3 Cisco ASA VPN ASDM 7.12 .




VPN
. [Add/Edit Remote Access Connections] > [Advanced] > [General]

[Add/Edit Remote Access Connections] > [Advanced] > [General]

veN |

AAA
« [Strip the realm from the username before passing it on to the AAA server] AAA
[Strip Realm] AAA
username@realm JaneDoe@example.com [Strip
Realm]
username@realm
S
ASA AAA
[@realm][<# 1> ]
JaneDoe@example.com#VPNGroup
# !
@
ASA @
ASA user@grouppolicy
L2TP/IPsec user@tunnelgroup
« [Strip the group from the username before passing it on to the AAA server] AAA
[Strip
Group] [Enable Group Lookup]
Group Lookup ASA
@ # ! @  Group Lookup <
> JaneDoe@VPNGroup

JaneDoe#VPNGroup  JaneDoe!VPNGroup

« [Password Management] AAA account-disabled

« [Enable notification upon password expiration to allow user to change password]

2
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| VPN VPN

IKEVL B
14
1 180
A\
ASA
RADIUS RADIUS NT
LDAP AAA RADIUS LDAP
ASA
MS-CHAPV2
IKEV1
132
IKEv1
IPsec on Remote Access Site-to-Site
ASA
[Advanced]

* [Authentication Server Group] LOCAL
None None Local
[Use LOCAL if Server Group Fails]

* [Use LOCAL if Server Group fails] Authentication Server Group
LOCAL

[Enable Group Lookup]
[Enable Group Lookup] [Strip Group] AAA
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IKEV1

IKEV1

IKEV1

. ASDM

135

144

IPsec

VPN

veN |

AnyConnect

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec(IKEv1) Connection

Profiles] > [Add/Edi] > [Advanced] > [IPsec]

« [Send certificate chain]

* [IKE Peer ID Validation] IKE ID

* [IKEKeep Alive] ISAKMP
* [Disable Keep Alives] ISAKMP

* [Monitor Keep Alives] ISAKMP

[Retry Interval]

* [Confidence Interval] ISAKMP

10 300
300

* [Retry Interval] ISAKMP
2

* [Head end will never initiate keepalive monitoring]

3 Cisco ASA VPN ASDM 7.12
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IKEv1

IKEv1

IKEV1

VPN VPN
IKEVL IPsec  IKE B

IPsec IKE

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec(IKEv1) Connection
Profiles] > [Add/Edi] > [Advanced] > [IPsec] > [IKE Authentication]

« [Default Mode] none xauth hybrid

« [Interface-Specific Mode]
* [Add/Edit/Delete] [Interface/Authentication Modes]

/ /
* [Interface]
inside  outside
* [Authentication Mode] none xauth hybrid

IPsec

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec(IKEv1) Connection
Profiles] > [Add/Edi] > [Advanced] > [IPsec] > [Client Software Update]

[Client VPN Software Update Table] VPN
VPN
URL
URL
IP Client Update
VPN

« [Client Type] VPN
* [VPN Client Revisions] VPN

* [Location URL] VPN
URL IP VPN
URL  http:// https:// ASA 5505
URL  tftp://

PPP

IKEvV1 PPP
[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv1) Connection
Profiles] > [Add/Edit] > [Advanced] > [PPP]
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- &

IPsec IKEv1

« [CHAP] PPP CHAP

« [MS-CHAP-V1] PPP MS-CHAP-V1
« [MS-CHAP-V2] PPP MS-CHAP-V2
« [PAP] PPP PAP

* [EAP-PROXY] PPP EAP-PROXY EAP
Extensible Authentication protocol

IKEV2

IKEv2 Cisco Secure Client  AnyConnect VPN EAP
ASDM

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv2) Connection

Profiles]

* [Access Interfaces] IPsec

* [Bypass interface access lists for inbound VPN sessions] VPN
« [Connection Profiles] IPsec
[Connection Profiles] 1
* [Name] IPsec IP
* [IKEV2 Enabled] IKEV2

« [Authentication Server Group]

* [Group Policy] IPsec

N

[Delete]
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IPsec IKEv2

VPN
IPsec IKEv2

[Basic]

[Add or Edit IPsec Remote Access Connection Profile Basic]

 [Name]
* [IKE Peer Authentication] IKE

* [Pre-shared key]
128

* [Enable Certificate Authentication]

« [Enable peer authentication using EAP] EAP

* [Send an EAP identity request to the client] VPN

 [Mobike RRC] Mobike RRC /

* [Enable Return Routability Check for mobike] Mobike
IP
Return Routability /

* [User Authentication]
[Advanced]

* [Server Group]
LOCAL LOCAL

» [Manage] [Configure AAA Server Group]
* [Fallback]
LOCAL
* [Client Address Assignment]
» [DHCP Servers] DHCP IP

* [Client Address Pools] 6
[Address Pools]

« [Default Group Policy]

* [Group Policy]
DfltGrpPolicy

ASDM 3 Cisco ASA VPN ASDM 7.12
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EAP
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[Fallback]
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VPN veN |
. IPsec [Advanced] > [IPsec]

* [Manage] [Configure Group Policies]

» [Client Protocols]
IPsec  L2TP over IPsec

* [Enable IKEV2 Protocol] IKEV2

IPsec [Advanced] > [IPsec]

IPsec IKEv2 [IPsec]

« [Send certificate chain]

CA

* [IKE Peer ID Validation] IKE ID

IPsec SSLVPN

ASA IPsec
ou IKE ID IP ID IP
SSL ASA
IPsec SSL ASA
ASA
IPsec DefaultRAGroup SSL VPN
Default WEBVPNGroup
1
[Policy] [Rules]
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VPN VPN

IPsec

[Configuration]
> [Remote Access VPN] > [Network Client  Access] > [Advanced] > [IPsec] > [Certificate to
Connection Profile Maps] > [Policy]

« [Use the configured rules to match a certificate to a group] [Rules]

« [Use the certificate OU field to determine the group]

* [Use the IKE identity to determine the group] [Configuration] > [Remote Access VPN] > [Network

(Client) Access] > [Advanced] > [IPsec] > [IKE Parameters] ID
IKE ID IP ID
* [Use the peer IP address to determine the group] IP

* [Default to Connection Profile]

[Default]
[Configuration] > [Remote
Access VPN] > [Network (Client) Access] > [Group Policies]

IPsec

[Configuration] > [Remote
Access VPN] > [Network (Client) Access] > [Advanced] > [IPsec] > [Certificate to Connection Profile

Maps] > [Rules]

* [Map]
* [Existing]

* [New]
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o [Priority] 10 ASA
10
ASA

* [Mapped to Connection Profile]

ASA

g% Add Certificate Matching Rule Criterion

Configure a cettificate matching rule criterion

Rule Priority: 30
Mapped to Group: DefaultRAGroUp

Field Component Operator Yalue

Subject LI I-- ‘hole Field -- LI IEquaIs LI I
OF I Cancel | Help |

191728

g% Edit Certificate Matching Rule Criterion x|

Configure a certificate matching rule criterion

Fule Priority: 30
Mapped ko Group; DefaultRAGroup

Field Component Operator Yalue

Subject j -- Whole Field -- LI IEquaIs ;I ItestZDD

K I Cancel | Help |

191730

* [Rule Priority] ASA
ASA

* [Mapped to Group]
* [Field]

* [Subject] CA
Subject  Issuer

* [Alternative Subject] ID

« [Issuer] CA
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VPN VPN

* [Extended Key Usage]

» [Component] [Subject of Issuer]

DN

Whole Field DN

Country C 2 ISO 3166

Common Name CN ID
DN Qualifier DNQ DN

E-mail Address EA

Generational Qualifier |Jr. sr. 1l
GENQ

Given Name GN

Initials |

Locality L

Name N

Organization O

Organizational Unit
ou

Serial Number SER

Surname SN

State/Province S/P

Title T Dr.

User ID UID ID

Unstructured Name unstructuredName ASCII
UNAME

IP Address IP IP
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. Site-to-Site

* [Operator]
* [Equals]
* [Contains]
* [Does Not Equal]

* [Does Not Contain]

e [Value] 255 Extended Key Usage
OID
oID
clientauth 1.3.6.155.7.3.2
codesigning 1.3.6.1.5.5.7.3.3
emailprotection 1.3.6.1.55.7.3.4
ocspsigning OCSP 1.3.6.1.5.,5.7.3.9
serverauth 1.3.6.1.55.7.3.1
timestamping 1.3.6.1.5.5.7.3.8
Site-to-Site
[Connection Profiles] Site-to-Site
ASA IPv4 IPv6  IPsec LAN-to-LAN VPN IKEv1 IKEv2
IP

[Site to Site Connection Profile]

* [Access Interfaces]

* [Interface]

* [Allow IKEV1 Access] IPsec IKEv1
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| VPN

Site-to-Site

VPN

Site-to-Site

* [Allow IKEV2 Access] IPsec IKEv2

« [Connection Profiles]

* [Add] [Add IPsec Site-to-Site connection profile]
o [Edit] [Edit IPsec Site-to-Site connection profile]

* [Delete]

* [Name]

* [Interface]

* [Local Network] IP

» [Remote Network] IP

* [IKEv1 Enabled]

* [IKEV2 Enabled]

* [Group Policy]

[Add or Edit IPsec Site-to-Site Connection]

IKEv1

2 IPv4
IPv4 ASA
VPN

IPv4 IPv6

LAN-to-LAN ASA
1Pv4 IPv6

VPN
ASA

* ASA IPv4
IPv4

ASDM 3 Cisco ASA VPN ASDM 7.12
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. Site-to-Site

* ASA IPv6
IPv6
« ASA IPv6
IPv6
[Basic]
* [Peer IP Address] IP IPv4

* [Connection Name]

IP
* [Interface]

« [Protected Networks]

o [IP Address Type] IPv4

* [Local Network]

[.]

[Browse Local Network]

 [Remote Network]

* [IPsec Enabling]
* [Group Policy Name]
» [Manage] [Browse Remote Network]
* [Enable IKEv1]

* [Enable IKEV2]
* [IKEV1 Settings] IKEvl

* [Pre-shared Key]
128

* [Device Certificate]

3 Cisco ASA VPN ASDM 7.12
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IPv4
IPv4

IPv6

IPv6

Edit
[Peer IP Address]

IPv6

IKEvl

IKEv2



VPN

VPN
Site-to-Site .

* [Manage] [Manage Identity Certificates]

« [IKE Policy] IKE 1

* [Manage] [Configure IKEv1 Proposals]

* [IPsec Proposal] IPsec IKEv1 1

* [IKEV2 Settings] IKEV2

* [Local Pre-shared Key]
128

* [Local Device Certificate] ID

* [Manage] [Manage Identity Certificates]

* [Remote Peer Pre-shared Key]

128
 [Remote Peer Certificate Authentication] IKEvV2
[Allowed]
» [Manage] [Manage CA Certificates]
* [RSA Enable RSA SignatureHash ] RSA
RSA

* [IKE Policy] IKE 1
» [Manage] [Configure IKEv1 Proposals]
o [IPsec Proposal] IPsec IKEv1 1
* [Select] IKEv2

[Select IPsec Proposals (Transform Sets)]

o[ Advanced ]>[ Crypto Map Entry ]
Site-to-Site 168

ASDM 3 Cisco ASA VPN ASDM 7.12 .




. Site-to-Site

Site-to-Site

ASDM [
Advanced ]>[

Configuration ]1>[

IKE
* [Name]
* [IKE Authentication] IKE

* [Pre-shared Key]
128

* [Identity Certificate] ID

e [Manage] [Manage Identity Certificates]

* [IKE Peer ID Validation] IKE ID
Required

* [IPsec Enabling]
* [Group Policy Name]
e [Manage] [Browse Remote Network]
* [Enable IKEv1]

* [Enable IKEv2]

* [IKEV1 Settings] IKEvl

* [Pre-shared Key]
128

* [Device Certificate] ID

3 Cisco ASA VPN ASDM 7.12

. ASDM

VPN

VPN Site-to-Site VPN >

Tunnel Groups ] IPsec

IKE

Edit

IKEvl

IKEv2

veN |
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Site-to-Site .

LAN-

tunnel-group-map default-group <tunnel-group-name>

DefaultRAGroup

e [Manage] [Manage Identity Certificates]

« [IKE Policy] IKE

» [Manage] [Configure IKEv1 Proposals]

* [IPsec Proposal] IPsec IKEv1

* [IKEV2 Settings] IKEv2

* [Local Pre-shared Key]
128

* [Local Device Certificate] ID

* [Manage] [Manage Identity Certificates]

* [Remote Peer Pre-shared Key]
128

* [Remote Peer Certificate Authentication]
[Allowed]
* [Manage]

* [IKE Policy] IKE

» [Manage] [Configure IKEv1 Proposals]

* [IPsec Proposal] IPsec IKEv1

ASDM 3 Cisco ASA VPN ASDM 7.12
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Site-to-Site

. ASDM

VPN veN |

* [Select] IKEv2
[Select IPsec Proposals (Transform Sets)]

* [IKE Keepalive] IKE

1
* [Disable Keep Alives] IKE

* [Monitor Keep Alives] IKE

[Confidence Interval] [Retry
Interval]
* [Confidence Interval] IKE ASA
10 300 10
* [Retry Interval] IKE
2
* [Head end will never initiate keepalive monitoring] ASA
Site-to-Site
* [Priority] 1 65543 1 IKE
« [Perfect Forward Secrecy] IPsec SA
PFS
PFS
Diffie-Hellman Group
« [Diffie-Hellman Group] 2 IPsec
ID Groupl 768 Group 2 1024
Group5 1536
« [Enable NAT-T] NAT Traversal NAT-T
IPsec NAT LAN-to-LAN
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| VPN VPN

« [Enable Reverse Route Injection]

* [Security Association Lifetime]
IPsec SA
IPsec SA

o [Time] hh mm

* [Traffic Volume]
IPsecSA
100 KB

« [Static Crypto Map Entry Parameters] IP

* [Connection Type]
originate-only

* [Send ID Cert. Chain]

* [IKE NegotiationMode] SA Main

ID Main
ID
[Aggressive]

« [Diffie-Hellman Group] 2 IPsec

Group5 1536

CA

CA VPN

« Site-to_site
Certificates]

[IKE Peer Authentication]

. VPN

ASDM 3 Cisco ASA

10000 KB

VPN ASDM 7.12

CA B

SA

SS SA

SA
2147483647 KB

Static

bidirectional answer-only

Aggressive

Aggressive

[Diffie-Hellman Group]

ID Groupl 768 Group2 1024

VPN
[Manage]

[Manage CA

[Certificate Management] > [CA Certificates]




VPN
. Site-to-Site
IKE CA
[Manage CA Certificates]
* [Add or Edit] [Install Certificate] [Edit Certificate]
* [Show Details]
* [Delete]
Site-to-Site
CA
. PEM
 [Use SCEP] Simple Certificate Enrollment Protocol SCEP
Windows Server 2003 SCEP
* [SCEP URL: http://] SCEP URL
* [Retry Period] SCEP
* [Retry Count]
« [More Options] [Configure Options for CA Certificate]
IPsec CA

[Revocation Check] [CRL Retrieval Policy] [CRL Retrieval Method] [OCSP Rules]

[Advanced]
[Revocation Check] CA
[Do not check certificates for revocation] [Check Certificates for revocation]
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Cisco Secure Client AnyConnect VPN .
* [Revocation Methods area] CRL OCSsP
Cisco Secure Client AnyConnect VPN
[ Configuration ]>[ VPN Remote Access VPN ]>]
Network (Client) Access ] > [AnyConnect
Client Software ] ASDM AnyConnect
[AnyConnect AnyConnect Client Image ] ASDM
ASA PC
o[ Add ] [AnyConnect Add AnyConnect Client Image ]
o[ Replace ] [AnyConnect Replace Image ]
[SSL VPN SSL VPN
Client Image ]
* [Delete]
* [Move Up] [Move Down] ASA PC
Cisco Secure Client AnyConnect VPN /
ASA
AnyConnect

* [Flash SVC Image] SSL VPN
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. AnyConnect VPN
* [Browse Flash] [Browse
Flash Dialog]
* [Upload] [Upload Image]
PC
* [Regular expression to match user-agent] ASA User-Agent
ASA HTTP
User-Agent ASA
Cisco Secure Client AnyConnect VPN
AnyConnect
* [Local File Path] SSL VPN
« [Browse Local Files] [Select File Path]
* [Flash File System Path]
SSL VPN
* [Browse Flash] [Browse Flash]
* [Upload File]
AnyConnect VPN
AnyConnect
ASA  AnyConnect VPN
AnyConnect4.9 MR1 ASA
AnyConnect
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AnyConnect .
AnyConnect
DAP DAP
247
AnyConnect
ASA AnyConnect AnyConnect
AnyConnect
1
SBL
AnyConnect
AnyConnect VPN Client Administrator Guide
[ Configuration] > [ VPN Remote Access
VPN 1> Network (Client) Access ] > [AnyConnect
Profile ]
[ / Add/Import ] [AnyConnect Add
AnyConnect Profiles]
o[ Profile Name ] AnyConnect
« [Profile Usage] VPN
Web ISE AMP
Umbrella Roaming Security VPN
ASDM XML
* [Profile Location] ASA
ASA
* [Group Policy]
AnyConnect
[ Edit ] [SSL VPN Edit SSL VPN Client Profiles ]
AnyConnect
ASDM 3 Cisco ASA VPN ASDM 7.12
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. AnyConnect

[ Export ]
« [Device Profile Path]
* [Local Path]

* [Browse Local]

[Delete] XML
[AnyConnect AnyConnect Profiles ] AnyConnect
XML
AnyConnect
NAT ASA AnyConnect
DMz
AnyConnect
AnyConnect AnyConnect
NAT NAT
NAT NAT 2
2
NAT Engineering VPN
Sales VPN DMZ
NAT NAT 1
4:VPN NAT
inside-network 10.50.50.0 - 10.50.50.255
Engineering VPN Engineering-VPN 10.60.60.1 - 10.60.60.254
Sales VPN Sales-VPN 10.70.70.1 - 10.70.70.254
DMZ DMZ-network 192.168.1.0 - 192.168.1.255
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AnyConnect .
1 ASDM [Configuration] > [Firewall] > [NAT Rules]
2 Engineering VPN Sales VPN
NAT ASA  Unified NAT
[NAT Rules] [Add] > [Add NAT Rule Before "Network Object” NAT
rules]
NAT ASA
NAT ASA
NAT NAT Unified NAT

NAT

1: [Add NAT Rule]

B= Add NAT Rule

Makch Criteria; Original Packet

Source Interface: —— By -- | Destination Interface: : Any -- bl
Source Address: EEngineering—\p‘PN E]l Destination Address: ESaIes—\EPN E]I
L —d| L /|
Service: !an\; ;
Action: Translated Packet
Source MAT Type: :-SEaElc W i
Source Address: i Qriginal -- Bi Destination Address: i-- Qriginal -- E]l
Fall thrauah ko inkerface PAT ice: |-- idi - :
Fall thraugh tointerface PAT Service: I Criginal Bi
Options
Enable rule

Iransiate DS Fepl

Direction: | Both b

Descriptian: | |
ok | [ comel | [ reb 5
a) [Match criteria: Original Packet]
* [Source Interface:] Any
* [Destination Interface:] Any
* [Source Address:] [Source Address] Engineering VPN

[Range]
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. AnyConnect

« [Destination Address:] [Destination Address] Sales VPN
[Range]

2:VPN

B= Add Metwork Object

Marmne: iEngineering-VPl‘]

Type: ; Range W .

End Address: |10,60,60,254

|
|
Start Addre... 10.60.60.1 |
|
|

Description: EEngineering WPM address pool

.

NAT

[] Add Automatic Address Translation Rules

I [al'4 ][ Zancel H_ Help

245513

b) [Action Translated Packet]
* [Source NAT Type:] Static

* [Source Address:] Original
* [Destination Address:] Original

* [Service:] Original

c) [Options]
* [Enable rule]
* [Translate DNS replies that match this rule]
* [Direction:] Both

« [Description:]

d) [OK]
e) [Apply]
CLI
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VPN

VPN
AnyConnect .

nat source static Engineering-VPN Engineering-VPN destination static Sales-VPN
Sales-VPN

f) [Send]

ASA  NAT VPN 2
VPN
[Enable traffic between two or more hosts connected to the same interface]
ASDM  [Configuration] > [Device Setup] > [Interface
Settings] > [Interfaces] [Interface] [Enable traffic between two or more
hosts connected to the same interface] [Apply]

CLI

same-security-traffic permit inter-interface

Engineering VPN Engineering VPN
NAT
[Match criteria: Original Packet] Engineering VPN

Engineering VPN
NAT [NAT Rules]
[Add] > [Add NAT Rule Before "Network Object”" NAT rules]

a) [Match criteria: Original Packet]

* [Source Interface:] Any

* [Destination Interface:] Any

* [Source Address:] [Source Address]

[Network]

« [Destination Address:] [Destination Address] Engineering
VPN
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. AnyConnect

ASDM

b)

c)

d)
€)

3. inside-network

B= Add Metwork Object

Mame: iril-'ugde-network |

Type: i Tekiwork, W !

IP Address: | 10.50.50.0 |

MNetmask:  |255.255.255.0 v

Description: Einside niebwark, |

{NAT D
[] Add automatic Address Translation Rules

K ][ Cancel ][

Help

[Action Translated Packet]
* [Source NAT Type:] Static

* [Source Address:] Original

« [Destination Address:] Original

« [Service:] Original

[Options]

« [Enable rule]

* [Translate DNS replies that match this rule]

* [Direction:] Both

« [Description:

[OK]
[Apply]
CLI

]

249511

VPN

veN |

nat source static inside-network inside-network destination static Engineering-VPN

Engineering-VPN

3 Cisco ASA
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VPN VPN

AnyConnect .
6 5 Engineering VPN DMZ
NAT DMz
Engineering VPN
7 NAT Engineering VPN
NAT
a) [NAT Rules] [Add] > [Add

NAT Rule Before "Network Object” NAT rules]
b) [Match criteria: Original Packet]

* [Source Interface:] Any

* [Destination Interface:] Any [Action: Translated Packet] [Source Address]
[outside] outside
* [Source Address] [Source Address] Engineering VPN

« [Destination Address:] Any

c) [Action Translated Packet]
* [Source NAT Type:] Dynamic PAT (Hide)

* [Source Address:] [Source Address] outside

« [Destination Address:] Original

* [Service:] Original

d) [Options]
* [Enable rule]

« [Translate DNS replies that match this rule]
* [Direction:] Both

« [Description:]

e) [OK]
f)  [Apply]
CLI

nat (any,outside) source dynamic Engineering-VPN interface
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VPN VPN |
. AnyConnect HostScan
4 : Unified NAT
File Wiew Tools ‘wizards ‘Window Help Look For!
r A3 ; 2 = siatny )
@] Home {},5,:} Configuration D Mnnltnrlng| G Save @ Refresh | c Back \_‘;] | n..) Help|
Firewall g & = Confiquration = Firewall > NAT Rules

- Access Rules.
B8 — INAT Fules
----- Q, Service Policy Rules
----- gl Adh Rules

223 Fileer Rules

----- @“ Public Servers

4B | AL Filkering Servers
Threat Detection

Objects

) Site-to-Site YN

Match Criteria: Original Packet

Source Intf | DestIntF | Source
I 1 Any Any @ Engineering-¥PH

Ariy Arey B Sales-YPH

2 Any Any =l Engineering-¥PH
Arey Any B8 Engineering-¥PH

3 Any Any B inside-network,
Any Ay = Engineering-¥PH

4 Any Ay = DME-nietwiork,
Ary Any = Engineering-¥PH

A

| = "Metwork Object” MAT (Rule 6)

ﬂﬂ Engineering-¥PMN

Destination
@ Sales-YPH
_-,_135 Engineering-¥PMN
=l Engineering-¥PH
aﬁ Engineering-¥PMN
155 Engineering-¥PMN
= inside-retuork
iﬁl Engineering-¥PMN
il DMZ-ristiork

any

Service
@ any
@ any
@ any
@ any
@ any
@ any
@ any
@ any

& .._E? Edit T Delete 4+ ¥ % [ - Q Find [ Diagram o7 Packst Trace

Action:
SOUrce
-- rigina
-- Origina
-- rigina
-- Qrigina
-- Origina
-- Qrigina
-- Origina

-- Origina

6 management outside = asdm_cuma @ any e 5443 Bh 222
gfﬁ'_!, i e outside manage... & any EL 2.2.2.2 Tek- 5443 -- Qrigina
E@) Device Managenent 3
.
Configuration changes saved successfully, % Ackive docs 15 G @ I
8 Engineering VPN Sales VPN
DMz Sales
VPN
NAT Sales VPN Sales VPN
DMz
9 ASA [File] [Save Running Configuration to Flash] NAT
AnyConnect HostScan
AnyConnect HostScan Cisco Secure Firewall
AnyConnect
Cisco Secure Firewall /HostScan
Secure Firewall /HostScan
3 Cisco ASA VPN ASDM 7.12
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| VPN VPN
HostScan/Secure Firewall .

ASDM UI HostScan HostScan Secure
Firewall Secure Firewall

HostScan/Secure Firewall

AnyConnect Secure Firewall Posture/HostScan
ASA

* ASA 84
* ASDM 6.4

SCEP Secure Firewall Posture/HostScan

Secure Firewall Posture/HostScan
Supported VPN Platforms, Cisco ASA Series

AnyConnect HostScan/Secure Firewall
Secure Firewall /HostScan
. HostScan/Secure Firewall AnyConnect Apex

Advanced Endpoint Assessment

HostScan

HostScan ASA hostscan-version.pkg
HostScan HostScan

HostScan/Secure Firewall

ASDM HostScan/Secure Firewall
ASDM UI HostScan
HostScan Secure Firewall Secure

Firewall
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. HostScan/Secure Firewall

\}

VPN veN |

10

. ASDM

HostScan 4.3.x 4.6.x
AV/IAS/IFW DAP LUA HostScan 4.6.x
HostScan 4.4.x
AnyConnect HostScan 4.3.x to
4.6.x Migration Guide ASDM DAP
AV/AS/IFW
LUA
5 secure-firewall-posture-version-k9.pkg
4.x hostscan_version-k9.pkg
[ Upload ] HostScan/Secure Firewall
ASA
[ Upload Image ] [
Browse Local Files ] HostScan/Secure Firewall
hostscan_version-k9.pkg
secure-firewall-posture-version-k9.pkg [ Select ]
[ Local File Path ] [
Flash File System Path ] HostScan/Secure Firewall
ASA
[Flash File System Path]
[Upload File] ASDM
[OK]
[ Use Uploaded Image ] [OK]
HostScan/Secure Firewall

[HostScan Enable HostScan ] [ Enable Posture
Image ]
[Apply]
[File] [Save Running Configuration To Flash]

3 CiscoASA VPN ASDM 7.12
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| VPN VPN

HostScan/Cisco Secure Firewall

10 Configuration ]>[ VPN Remote Access VPN ]>[ Cisco
Secure Firewall Posture (for Secure Firewall) 1> Posture Settings ]
2
[ Basic Posture ] [ Posture Extensions ]
3 Endpoint Detection and Response EDR
EDR
* VPN EDR
[EDR VPN

For EDR update, Skip Internet Check after VPN is active ]

. HostScan/Cisco Secure Firewall
[EDR VPN
For EDR update, Skip Internet Check before VPN
isactive ]

HostScan/Secure Firewall

HostScan/Secure Firewall ASDM
HostScan/Secure Firewall
ASA HostScan/Secure Firewall

ASDM 3 Cisco ASA VPN ASDM 7.12 .




. ASDM

ASA  hostname(config)#

group-policy name internal

hostname(config)# group-policy PostureModuleGroup internal

hostname(config-group-policy)#

group-policy name attributes

3 Cisco ASA VPN ASDM 7.12

VPN veN |
AnyConnect
HostScan/Secure Firewall HostScan/Secure Firewall
ASDM [ Configuration ]>][ VPN Remote Access VPN 1>
Secure Firewall Posture (for Secure Firewall) 1> Posture
Image ] Secure Firewall AnyConnect
4.X HostScan [ Configuration ]
>[ VPN Remote Access VPN ]>[Secure Desktop Manager] > [
Host Scan Image ]
[Uninstall] [Yes]
[Uninstall]
AnyConnect
AnyConnect
VPN ASA ASA AnyConnect
ASA



VPN VPN
AnyConnect .

hostname(config)# group-policy PostureModuleGroup attributes

3 webvpn
ASA hostname(config-group-webvpn)#

webvpn

4 AnyConnect

anyconnect modules value AnyConnect

anyconnect module value 1
AnyConnect /
dart AnyConnect DART
vpngina AnyConnect SBL
Secure Firewall /HostScan
nam AnyConnect
none AnyConnect
profileMgmt AnyConnect VPN

hostname(config-group-webvpn)# anyconnect modules value websecurity,telemetry,posture

Web

hostname(config-group-webvpn)# anyconnect modules value telemetry,posture

[OK]
ASA hostname(config-group-webvpn)#

write memory

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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. HostScan/Secure Firewall

HostScan/Secure Firewall

HostScan/Secure Firewall
Lua

Cisco Adaptive Security Device Manager Configuration
Guides AnyConnect HostScan/Secure Firewall
Cisco AnyConnect Secure Mobility Client Administrator Guide

AnyConnect

AnyConnect
AnyConnect Cisco
IronPort S Web AnyConnect
Cisco IronPort S Web
S
AnyConnect AnyConnect
Cisco IronPort Web
AnyConnect
AnyConnect AnyConnect 3.1

[Configuration] > [Remote Access VPN] >
[Network (Client) Access] > [Secure Mobility Solution]

. ASDM 3 Cisco ASA VPN ASDM 7.12
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VPN

VPN
AnyConnect .
5. [Mobile User Security]
@ Home (JE% Configuration @ IMonitaring G Save @Refresh| o Eack. J ‘ ? Halp| l CIsSCO
o

Remote Access ¥PN

-+ Inkroduction

twork (Client) Access

AnyConnect Connection Profiles

e AnyConnect CustomizationLocalization
AnyConnect Client Profile

- AnyConnect Client Settings

i} Dynamic Access Policies

31 Group Palides

IPsec(IKEv1) Connection Profiles

kion

Iz p dress Assignment
2] - Advanced

|§ Clientless 551 YPM Access

AdafLocal Users
27 Host Scan Image
ecure Deskiop Manager
t Certificate Management.

it
-~

&%} Device Setup
gﬁ Firewall

(7’ Remate Access YPH
2 Site-to-Site VPN
‘,:‘é:] Trend Micro Content Security

o |, Device Management

¥

Configuration > Remote Access ¥PN = Network (Client) Access > Secure Mobility Solution [J

The Mobile User Security service lets Cisco IronPort 5-Series Web Security appliances protect Cisco
AnyConnect secure mobility clients From malicious software and inappropriate sites,

Service Access Control

Specify the addresses of the hosts/networks From where WSAs can communicate with this security
appliance.

& add| @ i}

Interface 1P Address Mask.

Service Sebup

[ Enable Mobile User Security Service

[] Change Passward

&} active  docs 15 & 12/20/10 5:24:50 PM UTC

* [Service Access Control]

« [Add]

« [Edit]

* [Delete]

WSA

[Add MUS Access Control Configuration]

[Edit MUS Access Control Configuration]

« [Enable Mobile User Security Service] VPN
ASA

WSA

« [Service Port]

« [Change Password] WSA

1

WSA
disabled

65535 WSA
11999

* [WSA Access Password] ASA  WSA

« [Confirm Password]

ASDM 3 Cisco ASA
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. Add or Edit MUS Access Control

* [Show WSA Sessions] ASA WSA
WSA IP

Add or Edit MUS Access Control

[ Configuration ]>][ VPN Remote Access VPN 1>
Network Client Access ]>[
Secure Mobility Solution ] [MUS Add or Edit MUS
Access Control ] AnyConnect Mobile User Security
MUS

* [Interface Name]

* [IP Address] IPv4 IPv6
* [Mask]
AnyConnect
AnyConnect VPN AnyConnect VPN

[AnyConnect /
AnyConnect Client Customization/Localization ]

* Resources AnyConnect GUI

* Binary AnyConnect
GUI VPN

 Script  AnyConnect VPN

* GUI Text and Messages AnyConnect
* Customized Installer

* Localized Installer

o[ Import ] [AnyConnect
Import AnyConnect Client Customization Objects ]

ASDM 3 Cisco ASA VPN ASDM 7.12




| VPN VPN

AnyConnect .
o[ Export ] [AnyConnect
Export Customization Objects ]
* [Delete]
S
AnyConnect
AnyConnect GUI
Mac Linux Windows
company_logo.png
AnyConnect
GUI
company_logo.bmp
AnyConnect company_logo.bmp
AnyConnect
AnyConnect /
Windows Linux Mac PowerPC Intel AnyConnect
API
AnyConnect GUI AnyConnect
CLI

[Import]

* Name AnyConnect

ASDM 3 Cisco ASA VPN ASDM 7.12
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. AnyConnect GUI
* Platform (ON]
« Select afile
AnyConnect /

AnyConnect VPN module
of Cisco Secure Client Administrators Guide

[Import]

* Name
myscript.bat.

* Script Type

ASA AnyConnect
scripts_ OnConnect OnDisconnect
ASA
scripts_ OnConnect OnDisconnect
myscript.bat ASA

scripts_OnConnect_myscript.bat
OnConnect_myscript.bat

ASA
ASA
« Platform (ON]
* Select a file
ASDM [Name]

AnyConnect GUI

AnyConnect
GUI [Language
Localization] [Configuration] >

[Remote Access VPN] > [Language Localization]

. ASDM 3 Cisco ASA VPN ASDM 7.12



| VPN VPN
AnyConnect .

[Add]
[Template]

Add  [Add]

msgid msgstr

[Template]
. [Template]

. [View]

. [Export]
AnyConnect

AnyConnect GUI
Windows ASA

Windows
Cisco AnyConnect Secure Mohility Client Administration Guide

AnyConnect

MSI
GUI

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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. AnyConnect

AnyConnect

AnyConnect

Configure Secure Client Custom Attributes in an Internal
Group Policy

* DSCPPreservationAllowed DSCP
Windows Mac DTLS
Differentiated Services Code Point DSCP

Cisco AnyConnect Secure Mobility Client Administration Guide Enable DSCP
Preservation
True False AnyConnect DSCP
True false
* DeferredUpdateAllowed DeferredUpdateAllowed _ComplianceModule ASA
AnyConnect

Cisco AnyConnect Secure Mobility Client
Administration Guide Enable AnyConnect Deferred Upgrade
Configure Deferred Update on an ASA

True False True
False

* DeferredUpdateMinimumVersion_ComplianceModule
DeferredUpdateMinimum\Version

AnyConnect
X.X.X 0.0.0
* DeferredUpdateDismissTimeout
0 300 150

* DeferredUpdateDismissResponse  DeferredUpdateDismissTimeout

defer update update

. ASDM 3 Cisco ASA VPN ASDM 7.12
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VPN VPN

AnyConnect .
« dynamic-split-exclude-domains < >< >
dynamic-split-include-domains < >< >
DNS
dynamic-split-exclude-domains VPN
Web

Cisco AnyConnect Secure Mobility Client Administration Guide About Dynamic

Split Tunneling

anyconnect-custom-data
dynamic-split-exclude-domains excludedomains webex.com, ciscospark.com

« managementTunnel AllAllowed VPN
VPN
true false
true IP tunnel-all
split-exclude  split-include bypass AnyConnect
* no-dhcp-server-route DHCP
Tunnel All Network DHCP
AnyConnect AnyConnect
DHCP LAN
DHCP
Cisco AnyConnect Secure Mobility Client
Administration Guide Set Public DHCP Server Route
true false DHCP
no-dhcp-server-route true
« circumvent-host-filtering Linux [Tunnel
Network List Below]
Linux
Linux 93
true false true
* tunnel-from-any-source Linux AnyConnect Split-Include
Split-Exclude VM
Docker

A

VM/Docker
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. IPsec VPN

* perapp
VPN

Client Administration Guide

VPN veN |

Android Apple iOS

Cisco AnyConnect Secure Mohility
Create Per App Custom Attributes

BASE64 1

[Configuration] > [Remote Access VPN] > [Network

(Client) Access] > [Group Polices] >

IPsec VPN
Y

VPN
ASA

9.2

VPN

ASDM AnyConnect

Zone Labs Integrity Server

[Configuration] > [Remote Access VPN] > [Network  Client

Access] > [Advanced] > [IPsec] > [Zone

Labs Integrity Server] Zone Labs Integrity Server ASA
Integrity System
ASA PC
Integrity Integrity Integrity
S
1 Integrity
5 Integrity
ASA Integrity
VPN
* [Server IP address] Integrity IP 10
* [Add] IP Integrity
Server IP
* [Delete] Integrity
3 CiscoASA VPN ASDM 7.12
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ISE

VPN

VPN
ISE
* [Move Up] Integrity
1
* [Move Down] Integrity
1
* [Server Port] Integrity ASA
Integrity Server
5054 10
Integrity Server
* [Interface] Integrity ASA
Integrity Server
o [Fail Timeout] ASA Integrity
10 5 20
« [SSL Certificate Port] SSL ASA
80
« [Enable SSL Authentication] ASA SSL
SSL
« [Close connection on timeout] ASA  Integrity
* [Apply] ASA  Integrity
* [Reset] Integrity
Cisco Identity ServicesEngine ISE
VPN
Cisco ISE Cisco TrustSec
BYOD

ISE Change of Authorization CoA

ISE ASA  CoA

IPEP ASA VPN

ACL

ISE

VPN

ASDM 3 Cisco ASA VPN ASDM 7.12
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VPN veN |

* |PSec

« AnyConnect
* L2TP/IPSec

1. VPN

2. ASA ISE
ACL

3. ISE

4. NAC ISE
ASA

5. ISE CoA ASA
ACL

ISE

. ASDM

CoA ASA

ISE ISERADIUS
VPN

ISE RADIUS AAA

RADIUS
AAA

a) [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [AAA Server Groups]

b) [AAA Server Group] [Add]

c) [Server Group]

d) [Protocol] RADIUS

e) [Enable interim accounting update]  [Update Interval] RADIUS
3 Cisco ASA VPN ASDM 7.12



VPN VPN

ISE B
ISE ASA NAS
5 ISE
VPN
ISE
24
1 120
f) [Enable dynamic authorization]
AAA RADIUS ISE
CoA VPN
RADIUS CoA ASA ISE
CoA ISE
1700
1024 65535
9) ISE [Use authorization only mode]
RADIUS
AAA
RADIUS
VPN
h) [OK]
i) [Servers in the Selected Group] [Add]
ISE RADIUS
¢ [Interface Name] ISE
« [Server Name or IP Address] ISE IP
. [Server Secret Key]
127
RADIUS
) [OK]
ISE

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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. ASDM

a)

b)

d)

€)
f)

VPN veN |

VPN ISE
ISE VPN
VPN
[ Configuration ]>[ VPN Remote Access VPN 1>
Network (Client) Access ] [AnyConnect
Connection Profiles ]
[Connection Profiles]
[Basic]
. ISE [Authentication] > [Method] [AAA]
ISE AAA
. ISE [Certificate]
[Advanced] > [Authorization] [Authorization Server Group] ISE
[Advanced] > [Accounting] ISE
[OK]
3 CiscoASA VPN ASDM 7.12



IP

«IP 199
. IP 201
* DHCP 204
. IP 205
ASA IP 1
ASA IP
* [Use authentication server]
IP
AAA [Configuration] > [AAA Setup]
IPv4 IPv6
« [Use DHCP] DHCP IP DHCP
DHCP DHCP IP
DHCP [Configuration] > [Remote
Access VPN] > [DHCP Server] IPv4

* [Use an internal address pool]
[Configuration] >
[Remote Access VPN] > [Network (Client) Access] > [Address Assignment] > [Address Pools]
IP IPv4 IPv6

* [Allow the reuse of an IP address so many minutes after it is released] 1P
IP
IP

ASDM 3 Cisco ASA VPN ASDM 7.12
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ASA
IP 1 480
1Pv4

1 [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] >
[Assignment Policy]

2 [IPv4 Policy]

« [Use Authentication server]: IP
AAA

* [Use DHCP]: IP
DHCP

* [Use internal address pools] ASA

[Use internal address pools] IPv4

You can specify a range of minutes from 0-480 after which the IP v4 address
can be reused.

3 [IPv6 Policy]
* [Use Authentication server]: IP

AAA

« [Use internal address pools] ASA

4 [Apply]
5 [OK]

. ASDM 3 Cisco ASA VPN ASDM 7.12



VPN VPN

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] >
[Assignment Policy]

IP

VPN IPv4 IPv6
ASDM [Configuration] > [Remote Access VPN] > [Network (Client) Access] >
[Address Management] > [Address Pools] > [Add/Edit IP Pool]
ASDM [Configuration] > [Remote Access VPN] > [Network (Client) Access]
> [Address Management] > [Address Pools]
[Delete]
ASA
ASA
IPv4
[IP Pool] IP
10.10.147.100  10.10.147.177
ASA

1 [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] >
[Address Pools]

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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IPv6

2 IPv4 [Add] > [IPv4 Address pool]
[Edit]
3 [Add/Edit IP Pool]
« [Pool Name] 64
« [Starting Address] IP
10.10.147.100 10
« [Ending Address] IP
10.10.147.177 10
* [Subnet Mask] IP
4 [Apply]
5 [OK]
IPv6
[IP Pool] IP
ASA

1 [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] >
[Address Pools]

2 IPv6 [Add] > [IPv6 Address pool]
[Edit]

3 [Add/Edit IP Pool]

* [Name]

[Starting IP Address] IP
2001:DB8::1
* [Prefix Length] IP 32
CIDR 132 IP

. ASDM 3 Cisco ASA VPN ASDM 7.12



VPN VPN

 [Number of Addresses] IP IPv6
4 [Apply]
5 [OK]
[Add or Edit Group Policy]
[Inherit]
[Inherit]
IPv4d  IPv6
IP IPv4
IPv4 IPv6 IPv6 IPv4
IPv6 IPv6
1 ASDM ASA [Configuration] > [Remote Access VPN] > [Network (Client)
Access] > [Group Policies]
2
[Edit]
[General attributes] [group policy]

3 [Address Pools]
[Select] IPv4

4 [IPv6 Address Pools]
[Select]

5 [OK]
6 [Apply]

ASDM 3 Cisco ASA

VPN ASDM 7.12
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DHCP

. ASDM

VPN veN |

DHCP VPN DHCP

DHCP IP

DHCP
DHCP
firstgroup 172.33.44.19 DHCP
remotegroup 10.100.10.1
DHCP remotegroup
firstgroup
DHCP IP

IPv4 DHCP

DHCP
DHCP
DHCP IPv6 AnyConnect
a) | Configuration ]>[ VPN Remote Access VPN 1>

Network (Client) Access 1> >[ Address
Assignment 1> AssignmentPolicy ] DHCP

b) [ Configuration ]>[ VPN Remote Access VPN ]>[DHCP

DHCP Server ] DHCP

DHCP

a) [ Configuration ]>[ VPN Remote Access VPN 1>

Network (Client) Access ]> AnyConnectConnection Profiles ]

b) [Connection Profiles] [Add] [Edit]
c) [Basic]
d) [Client Address Assignment] IP
DHCP IPv4 172.33.44.19

3 Cisco ASA VPN ASDM 7.12



VPN VPN

3 DHCP

a) [

Policies
b)
c)
d)
e) [DHCP

f) [OK]
9) [Apply]

P B
Configuration ]>[ VPN Remote Access VPN 1>
Network (Client) Access ]>[ Group
]
[Server]
[More Options]
DHCP Scope Inherit ] DHCP
DHCP DHCP
DHCP
DHCP
DHCP
IP
DHCP IP

IP

IP

10.100.10.2  10.100.10.254
10.100.10.1/24 DHCP 10.100.10.1
DHCP IPv4
AnyConnect

IP

ASDM

3 Cisco ASA VPN ASDM 7.12 .




> [Local Users]

1 ASDM
2
3
4
IPv4
5
IPV6
6 [Apply]

. ASDM 3 Cisco ASA

VPN veN |

[Configuration] > [Remote Access VPN] > [AAA/Local Users]

[Add] [Edit]
[Edit User Account] [Inherit]
DfltGrpPolicy
[Inherit]
IP
VPN 122

[Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users]

[Edit]
[VPN Policy]
IPv4 [Dedicated IPv4 Address (Optional)]
IPv6 [Dedicated IPv6 Address (Optional)]
IPv6 IPv6 IPv6
VPN ASDM 7.12



. 207

. 209

. 210

*DAP AAA 213

« DAP 217

« LUA DAP DAP 232
« DAP 239

« DAP 244

« DAP 244

VPN VPN

VPN

ASA DAP

ASA

ASA DAP
DAP DAP

DAP

DAP

ASDM 3 Cisco ASA VPN ASDM 7.12
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B o
* DAP DAP
ASA ASA
ASDM XML ASA
DAP
AAA
ACL  Web ACL URL
* DfltAccess DAP
0 AAA
DfltAccessPolicy
Dynamic Access Deployment Guide
https://supportforums.cisco.com/docs/DOC-1369
ASA
AnyConnect
HostScan/Secure Firewall NAC
DAP
AnyConnect AnyConnect NAC Cisco NAC
Hostscan
Secure Firewall Secure Firewall
NAC VLAN
VLAN ID
IPsec VPN
Cisco AnyConnect
VPN

. ASDM 3 Cisco ASA VPN ASDM 7.12
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| VPN VPN

DAP .
AnyConnect AnyConnect NAC Cisco NAC
Hostscan
Secure Firewall Secure Firewall
SSL VPN
PIX
1. VPN
2. ASA NAC HostScan/Secure Firewall
3. ASA AAA AAA
4, ASA AAA VPN
5. ASA AAA DAP
6. ASA DAP DAP DAP
7. ASA DAP

DAP

ASDM 3 Cisco ASA VPN ASDM 7.12 .




* AnyConnect Apex DAP

» AnyConnect Plus
AnyConnect

DAP AnyConnect

DAP

¢ HostScan 4.3.x HostScan 4.6.x

VPN veN |

220

HostScan/Secure Firewall

AVIASIFW AM/FW
AnyConnect HostScan 4.3.x to 4.6.x Migration Guide
* Java Web Start webvpn
ASDM Java
AEA URL
HostScan/Secure Firewall
ASDM ul [ Help ]
* DAP ASCII
1 ASDM [ Configuration ]>[ VPN Remote Access VPN ]>
[ Network (Client) Access ]>[
Dynamic Access Policies ]
[Add] [Edit] [Delete] [Incompatible]
DAP HostScan 4.3.x
4.6.X HostScan
3 Cisco ASA VPN ASDM 7.12
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VPN VPN

[Incompatible] HostScan
AnyConnect Hostscan
4.3.x to 4.6.x Migration Guide
2
[ configuration ]

3 DAP

 [ACL Priority] DAP

ASA DAP ACL Web ACL
ACL ASA
4 DAP 2

* [Name] DAP

* [Network ACL List] ACL

* [Web-Type ACL List] SSL VPN ACL

* [Description] DAP
4 [Add] [Edit] 212
5 [Apply] DAP
6 [Find] DAP

DAP
[Find] sal Sales DAP
Wholesalers DAP [Find] *sal
Sales Wholesalers
7 213
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VPN veN |

1 ASDM [Configuration] > [Remote Access VPN] > [Network (Client) Access]
[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add] [Edit]

« [Policy Name] 4 32

« DAP  [Description] 80

3 [ACL Priority]

0 2147483647
0

4 DAP
a) [Selection Criteria]

AAA [ANY] [ALL]
[NONE]
AAA DAP
ASA
b) [AAA Attributes] [Add] [Edit] DAP  AAA
213
c) [Endpoint Attributes] [Add] [Edit] DAP
217
d) [Advanced] #unique_195
Lua
* [AND/OR]
AAA
AND
* [Logical Expressions]
AAA
LUA ASDM
DAP XML

ASA
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| VPN VPN

DAP XML DAP.xmI ASDM
CLI
ASA DAP XML (DAP.xml)
5 DAP /
AAA DAP
239
6 [OK]
DAP
1 [AAA Attribute] [Endpoint Attribute]
[Add/Edit]
[Add/Edit] [Add/Edit AAA Attributes]
[Add/Edit Endpoint Attributes]
2 [Test]
DAP AAA
[Test Results]
DAP AAA
AAA AAA CiscoAAA
ASA  RADIUS LDAP
ASA AAA

ASDM 3 Cisco ASA VPN ASDM 7.12
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DAP ASA DAP
DAP
DAP AAA [Add/Edit AAA Attributes]
Cisco LDAP RADIUS
= 1= DAP
AAA AAA AAA 216
[AAA Attributes Type] Cisco LDAP RADIUS
« [Cisco] AAA DAP
AAA

* [Group Policy] VPN

IETF
25 RADIUS/LDAP 64
* [Assigned IP Address] IPv4
* [Assigned IPv6 Address] IPv6
* [Connection Profile] 64
* [Username] 64
RADIUS LDAP RSA/SDI NT
Domain
o [='=] /
« [LDAP] LDAP AAA
LDAP LDAP
LDAP
Active Directory AAA LDAP
LDAP memberOf AD memberOf
AD DN DN
CN LDAP DN
AAA memberOf LDAP memberOf
LDAP memberOf
AAA memberOf
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VPN VPN
DAP  AAA B

LDAP / VPN 3 Active
Directory memberOf

cn=Engineering,ou=People,dc=company,dc=com
cn=Employees,ou=People,dc=company,dc=com
cn=EastCoastast,ou=People,dc=company,dc=com

ASA Engineering Employees EastCoast 3 Active Directory

aaa.ldap
LDAP DAP LDAP
AD
LDAP Department DAP
[Value] ;
eng;sale; cn=Audgen VPN,ou=USERS,0=0AG
* [RADIUS] RADIUS AAA
RADIUS RADIUS
RADIUS
RADIUS DAP
RADIUS DAP  Attribute ID = 4096 + RADIUS ID
RADIUS Access Hours RadiusID 1 DAP 4096 +
1=4097
RADIUS Member Of Radius ID 146 DAP 4096 +
146 = 4242
* LDAP RADIUS
* [Attribute ID] / 64
o [Value] LDAP RADIUS

ASDM 3 Cisco ASA VPN ASDM 7.12 .




VPN veN |
. Active Directory

[Value] ;
eng;sale; cn=Audgen VPN,ou=USERS,0=0AG
o [='=] /
* LDAP [Get AD Groups] Active Directory 216
Active Directory
Active Directory AD
LDAP Active Directory
Active Directory LDAP
memberOf
AAA

AD CLI  how-ad-groups LDAP

ASA 10
aaa-server group-search-timeout
[Edit AAA Server] Group Base DN Active Directory

ASA
[Configuration] > [Remote Access VPN] > [AAA/Local Users]
> [AAA Server Groups] > [Edit AAA Server]

)

Active Directory

AD show
ad-groups
[AD Server Group] AD AAA
[Filter By]
[Group Name] AD
AAA
DAP AAA LUA
[Add/Edit Dynamic Access Policy]
[Advanced]
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DAP B
aaa.cisco.grouppolicy | AAA string 64 ASA
RADIUS/LDAP
IETF-CLass (25)
aaa.cisco.ipaddress | AAA number |- VPN
IP
IPsec L2TP/IPsec SSL
VPN Anyconnect

aaa.cisco.tunnelgroup | AAA string 64

aaa.cisco.username |AAA string 64
LDAP aaa.ldap.<label> LDAP string 128 LDAP
RADIUS |aaa.radius.<number> | RADIUS |string 128 RADIUS

ASA
DAP ASA DAP
ASA
DAP
* DAP
210 DAP

. 228
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HostScan/Secure Firewall DAP
227
1 [Add] [Edit]
DAP
* DAP 219
« DAP 219
* DAP AnyConnect 220
*« DAP 222
* DAP 222
* DAP NAC 223
* DAP 224
* DAP 224
* DAP 225
« DAP 225
* DAP 226
* DAP 226
2 DAP
DAP Match all = AND
1 Match Any = OR
a) [Logical Op]
b) [Match Any] [Match All]
c) [OK]
3 212
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DAP B
DAP
HostScan 4.3.x HostScan 4.6.x
AVIASIFW AM/FW
AnyConnect HostScan
4.3.x to 4.6.x Migration Guide
1 [Endpoint Attribute Type] [Anti-Malware]
2 [Installed] [Not Installed]
[Name]/[Operation]/[Value]
3
4 [Vendor]
5 [Product Description]
6 [Version] [Version]
= 1= <
> <= >=
X 3.x X
35
7 [Last Update]
[<] [>]
8 [OK]
DAP
1 [Endpoint Attribute Type] [Application]
2 [Client Type] =] [1=]

3 [Client type]
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VPN
B o Anyconnect

veN |
4 [OK]
DAP AnyConnect
AnyConnect AnyConnect
ACIDex AnyConnect VPN AnyConnect
VPN ASA
HostScan/Secure Firewall
AnyConnect
AnyConnect AnyConnect
AnyConnect
AnyConnect Mobile AnyConnect
Premium ASA
DAP
DAP
10 Endpoint Attribute Type ] AnyConnect
2 [ Client Version ] =
1= < > <= >=
[ Client Version ]
AnyConnect

3 [Platform]
[Platform]
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DAP AnyConnect

[Device Type]  [Device Unique ID]

4 [Platform Version]

< > <=

>=
[Platform Version]
DAP
5 [Platform] [Device Type]
= 1=
[Device Type]
[Device Type]
[Device Type]
AnyConnect ASA
DAP DAP
endpoint.anyconnect.devicetype [Device Type]

6 [Platform] [Device Unique ID]

ID [Device Unique ID]
[Device Unique 1D]

ID

ASA
DAP endpoint.anyconnect.deviceuniqueid
[Device Unique ID]
7 [Platform] [MAC Addresses Pool] MAC
= 1= MAC
MAC XX-XX-XX-XX-XX-XX
X 16 0 9 A F a f MAC 1
MAC
MAC ASA
DAP endpoint.anyconnect.macaddress
[MAC Address Pool]
8 [OK]
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DAP

[HostScan/Secure
Firewall HostScan/Secure Firewall Posture ]
HostScan 4.X ASDM [ Configuration ]>[ VPN
Remote Access VPN ] > [Secure Desktop Manager] > [HostScan] Secure Firewall
5.x ASDM [ Configuration ]1>[ VPN
Remote Access VPN 1> Secure Firewall Posture (for Secure Firewall) ]>[

Posture Settings ]

1 [Endpoint Attribute Type] [File]

2 [Exists]  [Does not exist]
[Exists]/[Does not exist]

3 [Endpoint ID]
ID

[Endpoint ID]

4 [Last Update]
< >

[days]
5 [Checksum]
= 1=

6 [Compute CRC32 Checksum]

7 [OK]

DAP

1 [Endpoint Attribute Type] [Device]
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DAP  NAC B

2 [HostName] =

FQDN

3 [MAC address]
MAC = I=
1 MAC 1
XXXX.XXXX. XXXX x 16

4 [BIOS Serial Number] BIOS

5 [TCP/UDP Port Number]
TCP = I=

TCP/UDP TCP IPv4 UDP IPv4 TCP IPV6
UDP IPv6 DAP

6 [Version of Secure Desktop (CSD)]

HostScan/Secure Firewall =
1=

7 [Version of Endpoint Assessment]
OPSWAT = 1=

8 [OK]

DAP NAC

1 [Endpoint Attribute Type] [NAC]
2 [Posture Status] ACS

— I_
[Posture Status]
3 [OK]
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DAP

DAP

. ASDM

[Endpoint Attribute Type]
[OS Version]

Windows

1=
[OS Update]
Windows Mac Linux

1=
[OK]
HostScan 4.3.x HostScan 4.6.x
AV/AS/FW

4.3.x t0 4.6.x Migration Guide

[Endpoint Attribute Type]
[Installed]

[\Vendor]

[Product Description]

[Version]

> <= >=

[Version]

X

3 Cisco ASA VPN ASDM 7.12

Mac
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[Operating System]
[OS Version]
Linux =

[OS Update]

AM/FW

AnyConnect HostScan

[Operating System]

[Not Installed]
[Name]/[Operation]/[Valud]

[Version]

3.X
35
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6 [Last Update]

7 [OK]

DAP

1 [Endpoint Attribute Type]
2 [Location]

DAP B

[>]

[Policy]
Cisco Secure Desktop Microsoft Windows

Cisco Secure Desktop Microsoft Windows

[Location]
3 [OK]

DAP

Desktop  [HostScan/Secure Firewall

1 [Endpoint Attribute Type]

2 [Exists] [Does not exist]
[Exists]/[Does not exist]

3 [Endpoint ID]

4 [OK]

ASDM 3 Cisco ASA

Cisco Secure
HostScan/Secure Firewall Posture ]

[Process]
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DAP

Windows

[HostScan/Secure Firewall HostScan/Secure Firewall Posture ]

[EE

[Endpoint Attribute Type] [Registry]

[Exists] [Does not exist]
[Exists]/[Does not exist]

N

w

[Endpoint 1D]
ID

[Endpoint ID]

4 [Value] =

(8]

[Value] dword
2 [Value]

D

oo

[OK]

DAP

DAP

1 [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Dynamic Access Policies]
> [Add Endpoint Attribute]
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DAP
2 [Endpoint Attribute Type] [Multiple Certificate Authentication]
3

« Subject Name
* Subject Alternate Name
« Serial Number
4 [None]
[User] [Machine]
AAA
DAP
HostScan/Secure Firewall
DAP
DAP
HostScan/Secure Firewall
HostScan/Secure Firewall DAP
DAP
HostScan/Secure Firewall
DAP
HostScan/Secure Firewall
DAP
DAP debug trace
ASDM 3 Cisco ASA VPN ASDM 7.12
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HostScan 4.3.x HostScan 4.6.x

AV/ASIFW

4.3.x to 4.6.x Migration Guide

AM/FW

AnyConnect HostScan

DAP [Attribute Name]
LUA [Dynamic Access Policy Selection Criteria]
[Advanced] label
endpoint.am["label"].exists | Host true —
SanSue
Firewall
endpoint.am["label"].version string 32 \ersion
endpointam[*'labd"].description string 128
endpointam[labd"].lastupdate —
Personal endpoint.pfw["label"].exists | Host true —
Firewall SanSaue
Firewall
endpoint.pfw["'labe"].version string string \ersion
endpointpfw[ labd"].description string 128
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VPN VPN

AnyConnect | endpoint.anyconnect. version — AnyConnect
clientversion
HeSnSue
Firewall endpoint.anyconnect. string — AnyConnect
platform
endpoint.anyconnect. version 64 AnyConnect

platformversion

endpoint.anyconnect. string 64 AnyConnect
devicetype
endpoint.anyconnect. 64 AnyConnect

deviceuniqueid

endpoint.anyconnect. string — AnyConnect
macaddress

MAC

XX=XX=-XX=-XX-XX-XX

X 16
endpoint.application. string —
clienttype
CLIENTLESS
ANYCONNECT
IPSEC
L2TP
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endpoint.device. hostname

endpoint.device. MAC

endpoint.device.id

endpoint.device.port

endpoint.device.
protection_version

endpoint.device.
protection_extension

string 64
FQDN
string —
MAC
1
MAC
1
XXXX XXX XXXX
x 16
string 64 BIOS
string —
TCP
1 1
1 65535
string 64
HostScan/Secure
Firewall
string 64 Endpoint Assessment

OPSWAT

3 Cisco ASA
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VPN
endpoint.file["label"].exists true —
endpoint.file[“label™].
endpointid
endpoint.file["label"]. —
lastmodified
endpoint.file["label"]. — CRC32
cre.32
NAC endpoint.nac.status NAC |string —
endpoint.os.version string 32
endpoint.os.servicepack — Windows
endpoint.policy.location string 64
Policy
endpoint. true —
process["label"].exists
endpoint. string 255
process["label"].path
Registry endpoint. dword string | — dword
registry["label"].type
endpoint. string 255
registry["label"].value
VLAN endoint.vlan.type CNA  |string — VLAN
ACCESS AUTH
ERROR GUEST
QUARANTINE
ERROR STATIC
TIMEOUT
ASDM 3 CiscoASA VPN ASDM 7.12
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B DAP DAP

LUA DAP DAP

AAA
LUA LUA
http://www.lua.org/manual/5.1/manual.html
[Advanced] AAA LUA
ASDM DAP
ASA
AAA
AAA ASA
LUA
LUA EVAL
* LUA EVAL 232
* DAP EVAL 237
. LUA 234

LUA EVAL
A\

[Advanced]
EVAL

EVAL (<attribute> , <comparison>, {<value> | <attribute>}, [<type>])

<attribute> AAA Cisco Secure Desktop
228
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HostScan 4.6 Secure Firewall 5 LUA

<comparison>

“EQ”

“Pq EE11

“ T

ii(:; -I-11

=

ii(; EE11

<value>

<type>

“string”

[131]

“integer”

“hex” 16 16 16

“version” X.Y.Z. X Y Z

HostScan 4.6 Secure Firewall
5 LUA

'ANY" endpoint.am LUA

LUA 'ANY" / endpoint.am

30 2592000

assert(function()
for k,v in pairs(endpoint.am) do
if(EVAL(v.activescan, "EQ", "ok", "string')and EVAL (v.lastupdate, "LT", "2592000",
"integer™))
then
return true
end
end
return false

end)O
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"ANY"

VPN
LUA

LUA

LUA '‘ANY" /

assert(function()
for k,v in pairs(endpoint.pfw) do
if (EVAL(v.enabled, "EQ", "ok', "string')) then
return true
end
end
return false

end)O
LUA
DAP
* CheckAndMsg DAP LUA

. ou

ASDM  [DAP] [Advanced] LUA

DAP CheckAndMsg
ASA LUA CheckAndMsg DAP

CheckAndMsg

veN |

endpoint.pfw

CheckAndMsg(value, “<message string if value is true>”, “<message string if value if

false>")
CheckAndMsg
» CheckAndMsg

. EVAL

(CheckAndMsg((EVAL(--.)) , "true msg', "false msg'))
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LUA B

CheckandMsg  EVAL

DAP
ou
DAP LDAP DAP
debug dap
LDAP DN
DN
CN=Example User OU=Admins dc=cisco dc=com
OU=Admins,dc=cisco,dc=com ou
assert(function()
ifT ( (type(aaa.ldap.distinguishedName) == "'string') and
(string.find(aaa. ldap.distinguishedName, "OU=Admins,dc=cisco,dc=com$') ~= nil)
) then
return true
end
return false
end) O
string.find distinguishedName
$
AD
DAP LDAP
* memberOf 1
. table memberOf
-stu
DAP
assert(function()
local pattern = "-stu$"”
local attribute = aaa.ldap.memberOf
if ((type(attribute) == "string') and
(string.find(attribute, pattern) ~= nil)) then
return true
elseif (type(attribute) == "table') then
local k, v
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LUA

for k, v in pairs(attribute) do
if (string.find(v, pattern) ~= nil) then
return true
end
end
end
return false

end) O

DAP

assert(
function()
for k,v in pairs(endpoint.am) do

if (EVAL(v.exists, "EQ”, "true", "string')) then
return false

end
end
return CheckAndMsg(true, ""Please install antimalware software before connecting.",
nil)
end) )

DAP

Please install antimalware software before connecting.

DAP CN

2 abc.cisco.com  xyz.cisco.com 2
2 DAP CN  *.cisco.com cisco.com

issuer_cn cisco.com
DAP

assert(
function()
if ((string.find(endpoint.cert[1l].issuer.cn[0], "cisco.com™) ~= nil) and
(string.find(endpoint.cert[2].issuer.cn[0], "cisco.com'™) ~= nil)) then
return true;
end
return false;

end) O
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DAP EVAL

VPN
DAP EVAL B
LUA
Windows 10 ) _ ) .
(EVAL(endpoint.os.version,"EQ","Windows 10","string™))
LUA
CLIENTLESS cVvCe (EVAL(endpoint.application.clienttype,”EQ”,"CLIENTLESS™) or
EVAL(endpoint.application.clienttype, “EQ”,"CVC'))
LUA

Symantec Enterprise
Protection PC

LUA

(CheckAndMsg(EVAL(endpoint.am[''538"] -description,"NE", "'Symanteqg
Endpoint Protection","string"), " Symantec Endpoint Protection
was not found on your computer™, nil))

McAfee Endpoint Protection

(EVAL(endpoint.am["'1637'"] .version,"GE","10","version') and
EVAL(endpoint.am["'1637'"] .version,"LT","10.5.4","version') or

10 1053 EVAL(endpoint.am["1637"] .version,"GE","10.6", "version'))
10.6
LUA
McAfee (CheckAndvisg(BVAL (encpoint..am[* 1637 1] - lastupdate,' GT™*,'864000",integer’ ") ," Update
needed! Please wait for McAfee to load the latest dat file.",
10 864000 nil))
LUA

debug dap trace

(CheckAndMsg(EVAL(endpoint.os.windows . hotFix['KB923414'] ,"NE™, " "true™) ,

"The required hotfix is not installed on your PC.",nil
arthoint. s wirchs. hotfix]* KB4 ] q Y »
= "true";

ASA DAP
ASA
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DAP

Symantec Endpoint Protection

LUA [Add/Edit Dynamic Access Policy] [Advanced]

(CheckAndMsg(EVAL(endpoint.am[''538"] .description,"EQ", " Symantec Endpoint
Protection”,"string"™) and EVAL(endpoint.am["'538"].activescan,NE", " ok","string")
"'Symantec Endpoint Protection is disabled. You must enable before being granted
access", nil))

[Advanced] [OR]

[Access Attributes] [Action] [Terminate]

Symantec Endpoint Protection PC

Symantec Endpoint Protection is disabled. You must enable before being
granted access

2
Symantec McAfee
2 172,800 2
ASA
LUA [Add/Edit Dynamic Access Policy] [Advanced]

(CheckAndMsg(EVAL(endpoint.am[''538"] .description,"EQ","Symantec Endpoint
Protection","string') and EVAL(endpoint.am[''538'"].lastupdate,"GT","'172800", " integer™),
"'Symantec Endpoint Protection Virus Definitions are Out of Date. You must run
LiveUpdate before being granted access"™, nil)) or
(CheckAndMsg(EVAL(endpoint.am["1637'"] .description, "EQ", "McAfee Endpoint
Security","”string') and EVAL(endpoint.am["'1637"] . lastupdate,'GT",""172800", " integer'),
"McAfee Endpoint Security Virus Definitions are Out of Date. You must update your
McAfee Virus Definitions before being granted access', nil))

[Advanced] [AND]
[Access Attributes] [Action] [Terminate]
Symantec McAfee
2 PC
virus definitions are out of date
3 Cisco ASA VPN ASDM 7.12
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DAP

« [Continue]

* [Quarantine]

* [Terminate]

* [User Message]

URL

DAP B

[Action]

VPN
ASA ACL
DAP

AnyConnect
AnyConnect

DAP
490

DAP

HTML

<a

href="http://wwwin.example.com/procedure.html'>Instructions</a>

2 [Network ACL Filters]

DAP  ACL
ACL

 [Network ACL]
ACL

 [Manage]

ASDM 3

DAP ACL
ASA ACL
DAP
ACL
IPv4 IPv6
ACL

ACL

Cisco ASA VPN ASDM 7.12 .
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DAP

* [Network ACL] DAP ACL
* [Add] ACL [Network ACLs]
* [Delete] ACL  [Network ACLSs]
ASA ACL DAP ACL
3 [Web-Type ACL Filters (clientless)] DAP Web
ACL DAP ACL
ACL ASA ACL
* [Web-Type ACL] DAP
Web-type ACL ACL
e [Manage] Web ACL
* [Web-Type ACL] DAP Web-type ACL
* [Add] Web ACL [Web-Type ACLs]
* [Delete] Web-type ACL 1 [Web-Type ACLs]
ASA ACL DAP ACL
4 [Functions] HTTP
DAP URL
« [File Server Browsing] CIFS
NBNS WINS NBNS
NBNS DNS CIFS

* [File Server Entry]

Windows

Windows

 [HTTP Proxy] HTTP
Java ActiveX Flash
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DAP B
HTTP HTTPS
HTTP
HTML CSS JavaScript VBScript ActiveX Java
Microsoft
Internet Explorer
* [URL Entry] HTTP/HTTPS URL
URL
Web
SSL VPN
SSLVPN PC ASA
HTTPS
Web
ASA Web
VPN ASA Web Web
SSL Web
ASA SSL
SSLVPN
ASA CA
SSL Web
[Disable for the URL Entry]
SSL VPN VPN Web
* [Unchanged]
« [Enable/Disable]
* [Auto-start] HTTP
DAP
5 [Port Forwarding Lists]
TCP/IP
/
PC
Windows Terminal
Services Telnet Secure FTP FTP over SSH Perforce Outlook Express Lotus Notes

ASDM 3 Cisco ASA VPN ASDM 7.12
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SSL/TLS

VPN

Sun Microsystems Java JRE

* [Port Forwarding] DAP

« [Unchanged]
* [Enable/Disable]

* [Auto-start]

« [Port Forwarding List]

* [New...]
* [Port Forwarding Lists]
* [Add]

* [Delete]
ASA

6 [Bookmarks]

. ASDM

« [Enable bookmarks]

* [Bookmark]

* [Manage...]

« [Bookmarks]

« [Add>>]

* [Delete]
ASA

3 Cisco ASA VPN ASDM 7.12

[Port Forwarding]  [Enable]

DAP
DAP
DAP
DAP
URL
DAP
DAP URL
URL

DAP

veN |

[Auto-start]

URL



VPN VPN

DAP B

7 [Access Method]

* [Unchanged]

« AnyConnect Cisco Secure Client AnyConnect VPN AnyConnect

VPN
* [Web-Portal] VPN
« Both-default-Web-Portal AnyConnect
« Both-default-AnyConnect AnyConnect

AnyConnect
8 [AnyConnect ] Always-on VPN
* Always-On VPN for AnyConnect AnyConnect
Always-on VPN AnyConnect
Cisco Web
Cisco Secure AnyConnect VPN
AnyConnect

Cisco AnyConnect VPN Client Administrator
Guide

9 [AnyConnect AnyConnect Client Custom Attributes ]

AnyConnect
1
AnyConnect
Cisco AnyConnect Secure Mobility Client Administrator Guide
[ Configuration ]1>[ VPN Remote Access VPN ]>
[ Network (Client) Access ]>[ Advanced ]
> [AnyConnect Custom Attributes ] [AnyConnect

Custom Attribute Names ]
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DAP

DAP

1 SSH
ASA

2 DAP

ASA
EXEC

hostname# debug dap trace
anyconnect.clientversion="0.16.0021";
anyconnect.platform="apple-ios";

anyconnect.platformversion="4_1";

anyconnect.devicetype="iPhonel,2";
anyconnect.deviceuniqueid="dd13ce3547f2falb2c3d4e5Ff6g7h8i9j0fa03f75";

endpoint.
endpoint.
endpoint.
endpoint.
endpoint.

VPN veN |

DAP

EXEC

hostname#

DAP

Cisco ASA Series General Operations ASDM Configuration

244
245
246
Trusted_VPN_Access
VPN AnyConnect VPN

Untrusted_VPN_Access

3 DAP

ASA

Guide Configure Logging
* DAP
* DAP WebVPN ACL
* DAP CSD

DAP Cisco Secure Client

VPN
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DAP WebVPN ACL B

1 ASDM [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Dynamic
Access Policies] > [Add/Edit Dynamic Access Policy] > [Endpoint]

2
Trusted_VPN_Access Untrusted_VPN_Access
Endpoint Attribute Type Policy
Endpoint Attribute Process ieexplore.exe —
Advanced Endpoint Assessment AntiVirus= McAfee Attribute
CSD Location
LDAP memberOf Engineering Managers
ACL Web-Type ACL
AnyConnect Web Portal
Web
DAP WebVPN ACL
DAP Network ACLs IPsec AnyConnect URL
Functions
[Add/Edit Dynamic Access Policy] [Access Policy Attributes] DAP
Active Directory/LDAP
memberOf AD memberOf = ASA
Web ACL Engineering DAP
1 ASDM [Add AAA Attributes] [Configuration] > [Remote Access VPN] >

[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Policy] >
[AAA Attributes section] > [Add AAA Attribute]

2 AAA [LDAP]

ASDM 3 Cisco ASA VPN ASDM 7.12




B o

DAP

CSb

VPN veN |

3 [Attribute ID] memberOf
4 [Value] [=]
Engineering
5 [Access Policy Attributes] [Web-Type ACL Filters]
6 [Web-Type ACL] AD memberOf = Engineering
ACL
CSD
2 AD/LDAP Engineering Employees 1
ASA DAP
ACL
DAP ACL ACL ASA
ACL ASA
DNS DAP AAA
1 ASDM [Add AAA Attributes] [Configuration] > [Remote Access VPN] >

[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Policy] >
[AAA Attributes section] > [Add AAA Attribute]

2 AAA [LDAP]
3 [Attribute ID] memberOf

4 [Value] [=]

Engineering
5 [Attribute ID] memberOf

6 [Value] [=]

Employees
7 AAA [Cisco]
8 [Tunnel] =]

9 [Access Policy Attributes] [Network ACL Filters] DAP
ACL
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DAP B

DAP

ASA  AnyConnect VPN ASA
AnyConnect4.9 MR1 ASA  AnyConnect
AnyConnect DAP
DAP LUA
AnyConnect
1 ASDM [ Configuration ]>[ VPN Remote Access VPN ]>
[ Network (Client) Access ]>[
Dynamic Access Policies  ]>[ / Add/Edit Dynamic

Access Policy ]
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Add Dynamic Access Policy

PalicyMame: |dap_ac_token_security_check
Description: ACL Priority: |0
Selection Criteria

Define the AAA and endpoint attributes used to select this access policy. A policyis used when a user's authorization attributes match the AAA attribute criteria

below and every endpoint attribute has been satisfied. These attributes can be created using the tables below and/or by expanding the Advanced option to
specify the logical expression text.

User has ANY of the following AAA Attributes values.., and the following endpoint attributes are satisfied.

AAA Attribute Operation/Value Add Endpoint ID Name/Operation/Value Add
Edit dienttype = AnyConnect Edit
Delete Delete
Logical Op.
Advanced

£

(@ao (or

Logical Expressions:

({typelendpoint.anyconnect session_token_security)~="string" or EV AL{endpoint.anyconnect.session_token_security, NE","true”,"string"))

Guide

AccessfAuthorization Policy Attributes

Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting WPM authorization policyis an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not specified in DAP).

Port Forwarding Lists Bookmarks

Access Method AnyConnect AnyConnect Custom Attributes
Action Metwork ACL Filters (dient)

Webtype ACL Filters (dientless) Functions

Action: OContinue OQuaranﬁne @Terminahe o

Specify the message that will be displayed when this record is selected.

Connection Rejected - AnyConnect client version not supporhed|

User Message:

< >
Cancel Help
[ Add ]

a) [ Endpoint Attribute Type ] [

Application ]
b) [ Client Type ] (=)
AnyConnect

¢) [OK]

[Advanced 1

a) [AND]

b)

(type(endpoint.anyconnect.session_token_security)~="string" or
EVAL(endpoint.anyconnect.session_token_security,' NE", "true", ' string"))
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DAP B

4 [ Action ] [ Terminate ]
5 [OK]
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SSL
POP3S
POP3S SSL VPN
995
POP3
SSL POP3
POP3S
IMAP4S
IMAP4S SSL VPN
993
IMAP4S
SSL IMAP4S
IMAP4S
SMTPS
SMTPS SSL VPN
988
SMTPS
SSL SMTPS
SMTPS
. 252
* AAA 252
. 255
. 256
ASDM 3 Cisco ASA VPN ASDM 7.12
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. 257

AAA

1 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [AAA]

2 [POP3S] [IMAP4S] [SMTPS] AAA
* [AAA server groups] [AAA Server Groups] [Configuration] > [Features] > [Properties]
> [AAA Setup] > [AAA Server Groups] AAA
* [group policies] [Group Policy] [Configuration] > [Features] > [VPN] > [General] >

[Group Policy]

* [Authentication Server Group]
AAA
[Configuration] > [Features AAA] > [VPN] > [E-Mail Proxy] > [Authentication]
AAA

* [Authorization Server Group]

* [Accounting Server Group]

* [Default Group Policy] AAA  CLASSID
4 15
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« [Authorization Settings] ASA

CLASSID

LDAP

* [Use the entire DN as the username]

* [Specify individual DN fields as the username]

[DN]

Doe CN

John Doe

johndoe@cisco.com

[Primary DN Field]
[CN]

johndoe

EA

Cisco Systems, Inc.

johndoe@cisco.com

0]

DN

ASA

RADIUS

DN

EA
John

johndoe@cisco.com
John Doe

DN

Country C

ISO 3166

Common Name CN

DN Qualifier DNQ

DN

E-mail Address EA

Generational Qualifier
GENQ

Jr.

Sr.

Given Name GN

Initials |

Locality L

Name N

Organization O

Organizational Unit
Oou

Serial Number SER

ASDM 3 Cisco ASA
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DN

Surname SN

State/Province S/P

Title T Dr.
UserID UID ID
* [Secondary DN Field] DN
[OU]
[None]

[Email Proxy Access]

1 [Configuration] > [VPN] > [E-Mail Proxy] > [Access]

* [Interface]

« [POP3S Enabled] POP3S

* [IMAP4s Enabled] IMAP4S

 [SMTPS Enabled] SMTPS
2 [Edit]
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1 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [Authentication]
2
* [AAA] AAA AAA
VPN
VPN
« [Certificate]
ASA
ASA  SSL
SMTPS
2
CA 3

-ASA CA

- PC CA

- PC Web Web
* [Piggyback HTTPS]

SSL VPN
VPN
VPN
IMAP
IMAP
SSL VPN
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SMTPS SMTP
IMAP
IMAP
SSL VPN

- IMAP ASA

SSL VPN
- IMAP [Configuration] > [Features] > [VPN]
> [General] > [Group Policy] > [Edit Group Policy] > [General]
- HTTPS/

* [Mailhost] SMTPS POP3S

IMAP4S SMTPS
[Default Server] ASA

1 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [Default Servers]
2

» [Name or IP Address] DNS IP

 [Port] ASA

SSL SSL

* 995 POP3S
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* 993 IMAPA4S
* 988 SMTPS

* [Enable non-authenticated session limit]

DOS

* ASA

ASA

1 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [Delimiters]

2

* [Username/Password Delimiter] VPN

SSL VPN
« [Server Delimiter]
VPN
ASDM 3 Cisco ASA
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VPN
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VPN : @

vpn_username:e-mail_username@server
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* VPN 259
* VPN 259
ASA VPN

[Monitor IPsec Tunnels]

[Monitoring] > [VPN] > [VPN Connection Graphs] > [IPSec Tunnels]

IPsec

[Monitor Sessions]
[Monitoring] > [VPN] > [VPN Connection Graphs] > [Sessions]

VPN

LAN

[Monitor Session]
[Monitoring] > [VPN] > [VPN Statistics] > [Sessions]
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ASA VPN 2
[Filter By]

\}

show vpn-sessiondb CLI
Cisco ASA Command Reference Guide

* [All Remote Access]

IPsec
* [Username/Connection Profile]
Subject CN Subject OU
* [Group Policy Connection Profile]
* [Assigned IP Address/Public IP Address]
IP
IP
IP IP IP
ISP
S
[Assigned IP Address] SSL VPN
ASA
IP /
e [Ping] ICMPping Packet Internet Groper
ASA ICMP Echo Request
EchoReply ASA
Success
ICMP

. ASDM 3 Cisco ASA VPN ASDM 7.12
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VPN

VPN
VPN B
ASA
[Error]
* [LogoutBy] --All
Sessions-- [Logout By]
Protocol for Logout By
IPsec Protocol
[ AnyConnect Monitor Active VPN AnyConnect Sessions ]

[Monitoring] > [VPN] > [VPN Statistics] > [Sessions]

IP
AnyConnect

[Monitor VPN Session Details]
[Monitoring] > [VPN] > [VPN Statistics] > [Sessions] > [Details]

* [NAC Result and Posture Token]

ASDM ASA

* [Accepted] ACS
* [Rejected] ACS

* [Exempted] ASA

* [Non-Responsive] EAPoUDP Hello
* [Hold-off] ASA EAPoUDP
* [N/A] VPNNAC NAC

* [Unknown]

Access Control Server ACS
ASA
NAC Result
Healthy Checkup Quarantine Infected Unknown
[Session Details] [Details]
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« [ID] ID ID ASA

* [Type] IKE IPsec NAC

* [Local Addr., Subnet Mask, Protocol, Port, Remote Addr., Subnet Mask, Protocol, and Port]

* [Encryption]

« [Assigned IP Address and Public IP Address]

* [Other]

IKE IPsec NAC
* [Revalidation Time Interval]

* [Time Until Next Revalidation] 0
Revalidation Time Interval

* [Status Query Time Interval]

ASA

» [EAPOUDP Session Age]

* [Hold-Off Time Remaining] 0
« [Posture Token] Access Control Server ACS

ASA

Healthy Checkup

Quarantine Infected Unknown

* [Redirect URL] ACS
ASA Redirect URL
ASA HTTP
80 HTTPS 443 Redirect URL
3 Cisco ASA VPN ASDM 7.12
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VPN B
Redirect URL ASA
HTTP HTTPS
Redirect URL IPsec
ACS Redirect URL Redirect URL
[More]
ACL ACE ACL
[Monitor Cluster Loads]
[Monitoring] > [VPN] > [VPN Statistics] > [Cluster Loads]
VPN
VPN

[Monitor Crypto Statistics]
[Monitoring] > [VPN] > [VPN Statistics] > [Crypto Statistics]
ASA

1
[Monitor Compression Statistics]
[Monitoring] > [VPN] > [VPN Statistics] > [Compression Statistics]
ASA

1
[Monitor Encryption Statistics]
[Monitoring] > [VPN] > [VPN Statistics] > [Encryption Statistics]
ASA

1

[Monitor Global IKE/IPsec Statistics]
[Monitoring] > [VPN] > [VPN Statistics] > [Global IKE/IPSec Statistics]
ASA IKE/IPsec

[Monitor NAC Session Summary]

* [Active NAC Sessions]
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* [Cumulative NAC Sessions]

* [Accepted] Access Control Server
* [Rejected] Access Control Server
» [Exempted] ASA [Posture Validation Exception]

« [Non-responsive] Extensible Authentication Protocol EAP over UDP

CTA

Control Server
ASA
ASA NAC

« [Hold-off] ASA  EAPoUDP
Hold Timer [Configuration] > [VPN] > [NAC]

«[N/A] VPN NAC NAC

* [Revalidate All]
ACL
NAC

* [Initialize All]
ACL
ASA
EAPoUDP

NAC ACL

[Monitor Protocol Statistics]
[Monitoring] > [VPN] > [VPN Statistics] > [Protocol Statistics]

ASA

3 Cisco ASA VPN ASDM 7.12
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VPN

[Monitor VLAN Mapping Sessions]

Restrict Access to VLAN
VLAN ASA
VLAN

[Monitor SSO Statistics for Clientless SSL VPN Session]
[Monitoring] > [VPN] > [WebVPN] > [SSO Statistics]
ASA SSO

ASDM 3 Cisco ASA VPN ASDM 7.12
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* SSL 267

SSL

SSL
« [Configuration] > [Device Management] > [Advanced] > [SSL Settings]
* [Configuration] > [Remote Access VPN] > [Advanced] > [SSL Settings]

ASA Secure Sockets Layer SSL Transport Layer Security TLS
ASDM SSLVPN VPN

DTLS AnyConnect VPN
[SSL Settings] SSL

93 2 SSLv3 [any] [tisvi]
[any] [any] [ssIv3] [sslv3-only]
[OK] ASA
ASA
94 1 SSLv3 ASA SSLv3
ASA SSLv3 SSLv3
ASA TLSv1
Citrix TLS1.1/1.2

https://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/citrix-receiver-feature-matrix.pdf
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* [Server SSL Version] ASA SSL/TLS
SSLv2 hello
Any
SSL V3 SSLv2 hello SSLv3
TLS V1 SSLv2 hello TLSv1
TLSV1.l SSLv2 hello TLSv1.1
TLSV1.2 SSLv2 hello TLSv1.2
TLSV1.3 SSLv2 hello TLSv1.3
DTLSv1 DTLSv1 hello DTLSv1
DTLS1.2 DTLSv1.2 hello DTLSv1.2
A\
DTLS Cisco Secure Client AnyConnect VPN
Client
DTLS TLS TLS
DTLS
DTLSV1.2 TLSV1.2 TLSV1.3
TLS DTLS1 DTLS1
TLSV1.2 server-max-version
ASDM
TLSV1.3 Cisco Secure Client 5.0
* [Client SSL Version] ASA SSL/TLS
SSL
DTLS
SSLv3 hello SSLv3
Any
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ssL B
SSL V3 SSLv3 hello SSLv3
TLS V1 TLSv1 hello TLSv1
TLSV11 TLSv1.1 hello TLSv1.1
TLSV1.2 TLSv1.2 hello TLSv1.2
TLSV13 TLSv1.3 hello TLSv1.3
« [Diffie-Hellmann group to be used with SSL]
[Groupl] 768 [Group2] 1024
[Group5] 1536 [Group14] 2048 224
[Group24] 2048 256
[Group2]
« [ECDH group to be used with SSL]
[Group19] 256 EC [Group20] 384 EC
[Group21] 521 EC [Group19]
S
ECDSA DHE
« [Encryption] SSL
[Configure Cipher Algorithms/Custom String]
[Edit] SSL
[OK]
* [Cipher Version] ASA SSL
* [Cipher Security Level] ASA SSL
[ All T NULL-SHA
[ Low ] NULL-SHA
[Medium] NULL-SHA DES-CBC-SHA RC4-MD5
RC4-SHA DES-CBC3-SHA
[ High ] SHA-2 AES-256 TLS 1.2
TLS 1.3
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[ Custom ] [
String ] 1
OpenSSL

« [Cipher Algorithms/Custom String] ASA

OpenSSL

VPN veN |

Cipher Algorithms/Custom

SSL

https://www.openssl.org/docs/manmaster/manl/ciphers.html

ASA
TLSv1.1

* [Server Name Indication (SNI)]

[Add/Edit Server Name Indication (SNI)]

TLSv1.2

TLSv1.3/TLSv1.2
TLSv1.2

[Add] [Edit]

TLSv1.1/DTLS
V1

TLSV1.2/DTLSV
12

AES128-GCM-SHA256

AES128-SHA

AES128-SHA256

AES256-GCM-SHA384

AES256-SHA

AES256-SHA256

DERS-CBC-SHA

DES-CBC-SHA

DHE-RSA-AES128-GCM-SHA256

DHE-RSA-AES128-SHA

DHE-RSA-AES128-SHA256

DHE-RSA-AES256-GCM-SHA384

no

DHE-RSA-AES256-SHA

ECDHE-ECDSA-AES128-GCM-SHA256

ECDHE-ECDSA-AES128-SHA256

ECDHE-ECDSA-AES256-GCM-SHA384

ECDHE-ECDSA-AES256-SHA384

ECDHE-RSA-AES128-GCM-SHA256
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TLSv1.1/DTLS |TLSV1.2/DTLSV
V1 1.2
ECDHE-RSA-AES128-SHA256
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-SHA384
NULL-SHA
RC4-MD5
RC4-SHA
S
DTLS1.2 TLSv1.3 DTLS1.2 TLSv1.3
DTLS1.2
* [Specify domain]
* [Select trustpoint to associate with domain]
« [Certificates] SSL [Select

SSL Certificate]
[Edit]
* [Primary Enrolled Certificate]

» [Load Balancing Enrolled Certificate] VPN

* [Fallback Certificate]
[None] ASA RSA

« [Forced Certification Authentication Timeout]

* [Apply]
* [Reset] SSL
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10

Fasy VPN

Easy VPN ASA Easy VPN
ASA with FirePOWER- 5506-X 5506W-X 5506H-X

5508-X

* Easy VPN 273

* Easy VPN 277

» Easy VPN 281

» Easy VPN 281

Easy VPN
Cisco Ezvpn VPN
Cisco Easy VPN VPN VPN
Cisco Unity
Easy VPN VPN Easy VPN
Cisco ASA with FirePOWER  5506-X 5506W-X 5506H-X 5508-X Easy
VPN VPN Easy VPN
Easy VPN ASA Cisco 10S
ASA Easy VPN Easy VPN
S
Cisco ASA5506-X 5506W-X 5506H-X 5508-X L2
L3
Easy VPN ASA
Easy VPN ASDM  ASA
Easy VPN [Configuration] > [VPN]
> [Easy VPN Remote] Easy VPN
ASDM 3 CiscoASA VPN ASDM 7.12
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[Configuration] > [Remote Access] > [Network (Client) Access] > [Group Policies] >
[Advanced] > [IPsec (IKEv1) Client] > [Hardware Client]

Easy VPN
Easy VPN
Easy VPN
Easy VPN
Easy VPN
vpnclient secure interface
ASAS5506 BVI
100
0 Easy VPN
BVI
. BVI
* ACL NAT
AAA BVI
Easy VPN
Easy VPN  [IPsec IKEvl Easy VPN
Easy VPN VPN
ASA Easy VPN Easy VPN IP
10
VPN
VPN 8
VPN
2 VPN
Easy VPN IPSec
UDP
3 Cisco ASA VPN ASDM 7.12
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50

Easy VPN

VPN

Easy VPN

VPN

PAT

Easy VPN

Easy VPN B
NAT PAT UDP
ESP
IKE UDP500 TCP
IPsec
UDP IPsec over TCP
Easy VPN Easy VPN
Easy VPN Easy
Easy VPN
ASA
Easy VPN
PAT Easy VPN
Easy VPN VPN
PAT Easy VPN
Easy
IP
NEM
IP
DHCP IP NEM
VPN
VPN Easy VPN
Easy VPN
Easy VPN
ASDM 3 Cisco ASA VPN ASDM 7.12
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NEM Easy VPN ASA
Easy VPN
Easy VPN
ASA Easy VPN
Easy VPN
. SUA
SUA
Easy VPN SUA
. IUA Easy VPN VPN
IUA Easy VPN IUA
IUA Cisco
IP Phone
Easy VPN IP Phone Bypass Easy VPN
MAC
Easy VPN
SUA
IUA Cisco Easy VPN HTTP
HTTP

Easy VPN

Easy VPN ASA IPsec
SSH HTTPS
SSH HTTPS IPsec
IPsec VPN
IPsec SSH HTTPS
3 Cisco ASA VPN ASDM 7.12
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| VPN VPN
Easy VPN

Easy VPN IPsec

\}

NAT ASA Easy VPN
Easy VPN

DHCP
vpnclient management tunnel DHCP

IPSec

ASA

Easy VPN

Easy VPN ASA

)

Cisco ASA with FirePOWER- 5506-X 5506W-X 5506H-X 5508-X
VPN

Easy

Easy VPN
. Easy VPN

» Easy VPN

 Easy VPN

» Easy VPN VPN

[Configuration] > [VPN] > [Easy VPN Remote]
[Enable Easy VPN Remote] Easy VPN Remote

[ Mode ] [ Client mode ] [
Network extension mode ]

« [Client mode] PAT

* [Network extension mode]

ASDM 3 Cisco ASA VPN ASDM 7.12
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Easy VPN NEM
ASDM
[Configuration] > [Remote Access VPN] > [Network (Client) Access]
> [Advanced] > [IPsec] > [ Crypto Maps]

[Enable Reverse Route Injection] RRI
* [Auto connect] Easy VPN
Easy VPN IPsec
IPsec
[Group Settings] X.509
* [Pre-shared key] [Group Name]

[Group Password] [Confirm Password]

o[ Group Name ]

* [Group Password]

* [Confirm Password]

* [X.509 Certificate] X.509

* [Select Trustpoint]

IP
[Trustpoint(s) configuration]
o[ Send certificate chain ]
CA
[User Settings]
o[ UserName ] Easy VPN VPN
Xauth TACACS+ RADIUS IKE

Xauth RADIUS
Easy VPN
Xauth
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Easy VPN B
Xauth
ASA
* [User Password] [Confirm Password] Easy VPN VPN
[ Easy VPN Easy VPN Server To Be Added ] Easy VPN
ASA  Easy VPN
ASA IPv4 DNS
Easy VPN Server(s)
10
« [Easy VPN Easy VPN Server(s) ] Easy VPN
« [Name or IP Address] Easy VPN IP
* [Add] [Remove] [Easy VPN Server(s)]
 [Move Up] [Move Down] [Easy VPN Server(s)]
1
[Secure Client Interface]
BVI
[Configuration] > [VPN] > [Easy VPN Remote] > [Advanced]
[MAC Exemption] Easy VPN MAC
Cisco IP Phone
Individual User
Authentication MAC Exemption
MAC
* [MAC Address] MAC
MAC 3 16 45ab.ff36.9999
MAC 24
24 16
* [MAC Mask] MAC 3
16 Fff.FFff.fFFf MAC MAC
MAC MAC

ASDM 3 Cisco ASA VPN ASDM 7.12 .




B s ey

VPN veN |

MAC ffff.ff00.0000
* [Add] [Remove] MAC [MAC Address/Mask]
[Tunneled Management] IPsec Easy
VPN
o[ Enable Tunneled Management ]
SSH HTTPS IPsec
* [Clear Tunneled Management]
[Clear Tunneled Management] IPsec
SSH  HTTP
o [IP / IP Address/Mask ] Enable Clear
IP
* [IP Address] VPN Easy VPN
IP
* [Mask] IP
* [Add/Remove] IP [IP Address/Mask]
[IPsec Over TCP] Easy VPN PCT IPsec
S
PCT IPsec Easy VPN

[Configuration] > [Remote Access VPN] > [Network  Client

[Fragmentation Policies]
Policy] [Clear]

ASA

Access] > [Advanced] > [IPsec] >
[DF Bit Setting

o[ Enable ]

* [Enter Port Number]

IPsec over TCP

IPsec over TCP

[Server Certificate] Easy VPN
Easy VPN
Easy VPN
3 Cisco ASA VPN ASDM 7.12
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Easy VPN B
Easy VPN
Easy VPN Easy VPN
1 IPsec IKEvl Easy VPN VPN 63
2 Easy VPN IPsec IKEv1
112
Easy VPN
ASA 5506-X  5506W-X 5506H-X 9.5(1) ASA 5506-X
5508-X  Cisco Easy VPN VPN ASA 55(
Easy VPN ASA \
VPN
ASA Easy VP
VPN
ASA
VPN
2
[Configurati
[Easy VPN Remote]
ASDM 3 Cisco ASA VPN ASDM 7.12
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BVI Easy VPN 9.9(2) Easy VPN
vpnclient secure in
[interface-name]
Easy VPN
BVI
BVI
telnet http ssh
3 Cisco ASA VPN ASDM 7.12
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* VTI
ASA
VTI
VTI
VTI
2
288
ASDM

283
284
285
291

VTI
VPN VTI
IPsec

VTI

VPN

VTI

VTI

3 Cisco ASA VPN ASDM 7.12
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IPv6
IPv6

* VTl  IPsec ASA GRE
. BGP

*VTI MTU
VTI MTU MTU
VTI

* VTl IKE vl V2
IPsec

* NAT IKE ESP UDP

e |IKE IPsec
VTI

. IKEv1 IKEv2

. IKEv1

. VTI VTI
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VTl B

* VTI VTI

* ICMP ping VTI

e IKEV2 VPN IKEV2

ASA IKEv2 ASA
VPN config-exchange

* DHCP VTI

. VTI

* VTI 0
VTI
ASA VTI SGT
VTI IPsec
IPsec IPsec IPsec
VTI IPsec IPsec

SA
A\
VPN VTI BGP ASA
BGP
VTI
VTI VTI
IPsec ACL

sysopt connection permit-vpn

ACL ASA IPsec
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hostname(config)# sysopt connection permit-vpn

VTI 0 VTI
ACL same-security-traffic

intra-interface
same-security-traffic

1 IPsec
2 IPsec
3 VTI
IPsec
VTI
VPN
IPsec
* VTI IKE
IKEV2 IKEvl IKEVv2
VTI
* IKEv1

tunnel-group
IKEv2
tunnel-group

1 [Configuration] > [Site-to-Site VPN] > [Advanced] > [IPsec Proposals (Transform Sets)]

2 IKEv1 IKEv2
* IKEv1

a) [IKEv1 IPsec Proposals (Transform Sets)] [Add]
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VPN

VPN

IPsec .

b) [Set Name]

c) [Tunnel]

d) [ESP Encryption] [ESP Authentication]
e) [OK]

* IKEv2

a) [IKEv2 IPsec Proposals] [Add]
b) [Name] [Encryption]

c) [Integrity Hash]

d) [OK]

IPsec IPsec

VTI VPN

[Configuration] > [Site-to-Site VPN] > [Advanced] > [IPsec Proposals (Transform Sets)]

[IPsec Profile] [Add]
[Name]  IPsec

[IKE v1 IPsec Proposal] [IKE v2 IPsec Proposal] IPsec
IKE v1 IPsec IKE v2 IPsec IKEv1
IKEV2 IPsec

VTI [Responder only]

* VTI
* IKEv2

IPsec

SA IPsec
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6 [Enable security association lifetime]

7 [PFS Settings] Diffie-Hellman

Perfect Forward Secrecy PFS

PFS
PFS Diffie-Hellman
IPsec
SA
Diffie-Hellman
ASA
8 [Enable sending certificate] VTI
[Chain]
9 [OK]
10 [IPsec Proposals (Transform Sets)] [Apply]
11  [Preview CLI Commands] [Send]
VTI VTI
D
IP SLA http://www.cisco.com/go/asa-config ASA General Operations
Configuration Guide Configure Static Route Tracking

1 [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces]
2 [Add] > [VTI Interface] [Add VTI Interface]
3 [General]

ASDM 3 Cisco ASA VPN ASDM 7.12
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VPN

VPN
VTl B
ASA 5506-X 1 10413 ID
ASA 5506-X 1 10413
a) VTIID 0 10413 10413  VTI
b) [Interface Name]
c [ Enable Interface ]
d [ Path Monitoring ] [1Pv4] [1Pv6]
IP
e) [ Cost ] 1 65535
VTI
f) IP
[ Address ] IP
[ Unnumbered ] [IP IP
Unnumbered ] IP
4 [ Advanced ]
a) [Destination IP]
b) [ Source Interface ]
c) [IPsec Tunnel Protection with IPsec Policy ]
IPsec
d) [Tunnel Protection with IPsec Profile] IPsec
e) [Ensure the Enable Tunnel Mode IPv4 IPsec]
5 [OK]
6 [Interfaces] [Apply]
7 [Preview CLI Commands] [Send]

VTI
VTI IPsec VPN
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ASA  10S VTI IKEv2

ASA:

crypto ikev2 policy 1

encryption aes-gcm-256

integrity null

group 21

prf sha512

lifetime seconds 86400

1
crypto ipsec ikev2 ipsec-proposal gcm256
protocol esp encryption aes-gcm-256

protocol esp integrity null

1

crypto ipsec profile asa-vti

set ikev2 ipsec-proposal gcm256

1

interface Tunnel 100

nameif vti

ip address 10.10.10.1 255.255.255.254

tunnel source interface [asa-source-nameif]
tunnel destination [router-ip-address]

tunnel mode ipsec ipv4

tunnel protection ipsec profile asa-vti

1

tunnel-group [router-ip-address] ipsec-attributes
ikev2 remote-authentication pre-shared-key cisco
ikev2 local-authentication pre-shared-key cisco
1

crypto ikev2 enable [asa-interface-name]

10S:

1
crypto ikev2 proposal asa-vti
encryption aes-gcm-256
prf sha512
group 21
1

crypto ikev2 policy asa-vti

match address local [router-ip-address]

proposal asa-vti

1

crypto ikev2 profile asa-vti

match identity remote address [asa-ip-address] 255.255.255.255
authentication local pre-share key cisco

authentication remote pre-share key cisco

no config-exchange request

1

crypto ipsec transform-set gcm256 esp-gecm 256
1

3 Cisco ASA VPN ASDM 7.12
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VPN

crypto ipsec profile asa-vti

set ikev2-profile asa-vti

set transform-set gcm256

|

interface tunnel 100

ip address 10.10.10.0 255.255.255.254
tunnel mode ipsec ipv4

tunnel source [router-interface]

tunnel destination [asa-ip-address]

tunnel protection ipsec profile asa-vti
!

VTI

ACL

IKEV2

9.8(1) VTI

IPsec

access-group VTI

[IPsec
[IPsec IPsec Profile ]>][

BGP VTI
IKEV2

[ Configuration ]1>[ VPN Site-to-Site VPN ]>[ Advanced 1>

IPsec Proposals (Transform Sets) >
Add ]

ASDM 3 Cisco ASA VPN ASDM 7.12
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9.7.(1) |ASA VTI
VTI VTI VPN
IPsec
VPN VTI
[ Configuration ]1>[ VPN Site-to-Site VPN ]1>[ Advanced ]>
[IPsec IPsec Proposals (Transform Sets) ]>
[IPsec IPsec Profile ]
[ Configuration ]1>[ VPN Site-to-Site VPN 1>[ Advanced 1>
[IPsec IPsec Proposals (Transform Sets) ]>
[1Psec IPsec Profile ]>] Add ]>[IPsec
Add IPsec Profile ]

[ Configuration ]>[ DeviceSetup ]1>[

Interface Settings ]>[ Interfaces ]>[ Add ]>
[VTI VTI Interface ]
[ Configuration ]>[ DeviceSetup ]>]

Interface Settings ]>[ Interfaces ]>[ Add ]>
[VTI VTl Interface ]>] General ]
[ Configuration ]>[ DeviceSetup ]>[

Interface Settings ]>[ Interfaces ]>[ Add 1>
[VTI VTl Interface ]>] Advanced ]

. ASDM 3 Cisco ASA VPN ASDM 7.12



VPN AAA

. AAA 293
. AAA
. 294

* Active Directory/LDAP VPN

AAA

ASA LDAP RADIUS TACACS+
AAA
ASA AAA
ASA
« ASA DAP
. RADIUS LDAP
« ASA
ASA
ASA
1. ASA DAP 8.0(2)
DAP URL
URL
ASDM 3 Cisco ASA VPN ASDM 7.12
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AAA

AAA

. ASDM

AAA
ASA
ASDM

ASA RADIUS

CLASS IETF-Class-25 OU=group-policy

LDAP

ASA LDAP
IETF-Radius-Class
CLI
DAP
ASA
DAP
ASA ID LDAP
ID
ASDM 7.0 LDAP cVPN3000
7.1
LDAP RADIUS RADIUS
AnyConnect SSL
CA
3 Cisco ASA VPN ASDM 7.12
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AAA
RADIUS
ASA
LDAP Cisco
ASA
DfltGrpPolicy
RADIUS
ASDM

IKEv2



| VPN VPN

Active Directory/LDAP VPN B
S
2
AnyConnect Start Before Logon SBL
2
AAA AAA
2
2 2
SAML
DAP
DAP ASA VPN
ASDM Configuration Guide Add Multiple Certificate Authentication to DAP
Active Directory/LDAP VPN
Microsoft Active Directory ASA
. 296
* AnyConnect IP 299
. 301
. Time-of-Day 303
Cisco.com

e ASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration Example

PIX/ASA 8.0: Use LDAP Authentication to Assign a Group Policy at Login

ASDM 3 Cisco ASA VPN ASDM 7.12
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LDAP
VSA 1 LDAP 1 Cisco LDAP
IPsec VPN AnyConnect
AD LDAP [General]
[Office]
physicalDeliveryOfficeName ASA physicalDeliveryOfficeName
Cisco Bannerl
ASA physicalDeliveryOfficeName Cisco
Bannerl
1 [Properties] [General] AD/LDAP
physicalDeliveryOfficeName [Office]
Userl Properties = _!Jﬂ
TerminalServicss Profle | ©OM+ | Exchange Ganeral
< e L Bl i) o MemberOf | Disbn | Ervrorment | Sessiors | FRemole contiol
e O R XE IR @ gt v Ged | addec | Acowt | Frofls | Telsphonss | Oiganization
qﬁ Active Dﬂ'm?‘uﬂ" Neumutern;sal_chj.a\:t_s - ] 1
- Saved Cueries ‘Hame | Type ﬁ o
:4-@ dema. cisco.com EDHWU&FT--- Security Grou #
i E-:J ?.ﬂtn 2 Domain &dmins  Security Grou Ert [een - o |
H’.EII ﬁ; Cr:nt-rnllau R oomain Com...  Security Grou L il i
) |_| FersignSecurityPrincipals Domain Cont.,.  Securiby Grou Last name: I
£3 i Domain Guests  Security Grou
Domain Users  Security Grou Digplay name: ILlsurT
Enterprise A...  Security Grou ujis
f0e changs Do... Securiby Groy  LLSsErRio |
mExchangs En... Security Groug k "
Group Policy ... Security Grou s I Welcome to LDAP'] '*_'
Guest User
HelpServices.,.  Security Grou §
15_WPG o Dther..
£ 1wse_roc User E-alt [
€ waM_PDC User
Marketing Security Grou Wb pags: I Otthes...
RASand 185 .., Security Grou
Sales Security 5rou
€5 schema fdmns  Security Grou -
€y SUPPORT_38.., User [ ok | concel | Apply | el |
€l TelnetChents  Security Groue P =
€ userr User
" I ._.’.I mWINS Users Security Group .., Members whi have visw-,., -
; T ]
2 ASA LDAP
3 CiscoASA VPN ASDM 7.12
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LDAP B

Banner AD/LDAP physicalDeliveryOfficeName Cisco Bannerl

hostname(config)# ldap attribute-map Banner
hostname(config-ldap-attribute-map)# map-name physicalDeliveryOfficeName Bannerl

LDAP AAA

AAA MS_LDAP 10.1.1.2 AAA
Banner

hostname(config)# aaa-server MS_LDAP host 10.1.1.2
hostname(config-aaa-server-host)# ldap-attribute-map Banner

LDAP

IPsec VPN AnyConnect
Userl SSL VPN
LDAP [Organization] [Department]
[Department]  Cisco IETF-Radius-Class
ASA [Department] IETF-Radius-Class
Userl
[Properties] [Organization]

[Department] Group-Policy-1

ASDM 3 Cisco ASA VPN ASDM 7.12 .




VPN

veN |

LDAP

% Active Directory Users and Computers .u..l.ﬂll‘.]
< Fle Acton Yiew Window telp _ =
< i : : User] Properties - .y;pﬂ
= |A@E s 0 XEF B @ BY |
p rTT—— ﬁ.nhpcts . Membes OF | Dishin | Erwioneert | Sessions | Remets conbiel | |—
-3 Savad Q;Yms Teimina Services Profle | COMs | Ewchange General ]
hm e
E-ﬁ-?demn . 8 5 ;3 E-mail uddreszes ! Exchange Featues | Exchange fudvanc
k ' oman Con... - o e
m-E ki Genetal | Add Account | Profile | Telepha i
T o Gl | Ak | dca | e | Tokoores Setn
e ampukers
2 D Guests 5
] Domain Controlers DS::: Uz: S:E Title: I L:@
-+ ForeignSecurityPrincipals - —
19 ssmrs. —_— T 7
| €0E charge Do... Sec  epatEdt {Giroup-Policy-1 *__
o Exchange En... Sec
gsmup Falicy ... Sec c T I
Guest Lise ~ Manager
gHebS-arvlr.es... Sec A
I5_WPG Sec Hame: |
€] Wsk_poC Use
& Fiooerties Cleas
€} IwaM_PDC Use Change i kel i
Marketing Sec
RAS and 145 ,.. Sec  Digckreports:
Sales Sec
Scheama Admins  Sac
SPPORT _38... Use
Telnsthents Sec
fOWINS Users  Sec
€ Lser1 Use
ﬂerul Sec
« | ] 7 croupz Sec =
'| 0k | Cancel aoh | e |}
2 LDAP

AD Department  Cisco

IETF-Radius-Class

hostname(config)# ldap attribute-map group_policy
hostname(config-ldap-attribute-map)# map-name Department IETF-Radius-Class

3 LDAP AAA

AAA MS_LDAP

10.1.1.2 AAA
group_policy

hostname(config)# aaa-server MS_LDAP host 10.1.1.2
hostname(config-aaa-server-host)# ldap-attribute-map group_policy

4 [Department]

Group-policy-1

hostname(config)# group-policy Group-policy-1 external server-group LDAP_demo
hostname(config-aaa-server-group)#

5 VPN

Group-Policyl

ASA

a30a72
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| VPN VPN
AnyConnect IP .
6 EXEC debug Idap 255 ASA
[29] Authentication successful for userl to 10.1.1.2
[29] Retrieving user attributes from server 10.1.1.2
[29] Retrieved Attributes:
[29] department: value = Group-Policy-1
[29] mapped to IETF-Radius-Class: value = Group-Policy-1
AnyConnect IP
IPsec SSL VPN
AnyConnect IP AnyConnect
Web1l IP
AD LDAP [ Dialin ] [ IP
Assign Static IP Address ] msRADIUSFramedIPAddress
Cisco IETF-Radius-Framed-IP-Address
ASA msRADIUSFramedIPAddress Cisco
IETF-Radius-Framed-1P-Address Userl
1 [Properties] [Dial-in] [Assign
Static IP Address] 10.1.1.2 IP
ASDM 3 Cisco ASA VPN ASDM 7.12
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. AnyConnect IP

£ asctre User 2]

ﬂ &dmaniskrator User - -
M Cest Publishers . Teminal Services Profle | COmM+ I Exchange General
QDHCF Administrators Secu E-mail Addresses l Exchange Features ! Exchange Advanced
DHCP Lisars Secy  Beneral ] Address | Account | Prafile | Telephones | Diganization
gDmmins secy  MemberDf  Diskin | Enviorment | Sessions | Remote contiol
P DnsUpdatePraxy Setd —Remote Access Permission (Diakin or VPN .
IR Domain Adrins Secul '
EDmm Carputers Secul " Allow access
Domain Contraliers Secul " Deny access
oomsin Guests iy | | o IContiol access thiough Remote Acceass Policy
EDumain Users Secul : : |
Enterprise Admins Secul
mExrhange Domnain Servers Secul L Yerky Caller-ID: I
mE:ﬂ:hange Enterprise Servers Secul — Callback Dptions
gGmw Policy Creatar Owners Secul * NoCalback
mz:x; ::Ez: " Setby Caller [Routing and Femote Access Service only)
s Guest User " Always Callback to: |
gHebservlcasGro-.p SECUl
I15_WPG Secu W Assign a Stalic IP Addiess [T
£} 1usk_POC Lser ;
3 1wam_PDC User |1 Appb Static Foutes
gmmrlnﬂ Secu | Define routes to enable for this Diakin I
RAS and 1AS Servers Secul connection. i
EESdes Secul :
ESthema Adrnins Secul
SUPPORT_368945a0 Lser | I
mTehﬂtChents Secul s R i) GEw |
ﬂ Useri User
ﬂ VPN _LUser _Group Liser ‘Welcome LDAP WPH_Liser, ..
£ wieb1 Liser
leNS Usiers Security Group ... Members who have view-...
2 LDAP
[Static Address] AD msRADIUSFramedIPAddress  Cisco

|IETF-Radius-Framed-I1P-Address

hostname(config)# ldap attribute-map static_address
hostname(config-ldap-attribute-map)# map-name msRADIUSFramedlPAddress
IETF-Radius-Framed-1P-Address

3 LDAP AAA

AAA MS_LDAP 10.1.1.2 AAA
static_address

hostname(config)# aaa-server MS_LDAP host 10.1.1.2
hostname(config-aaa-server-host)# ldap-attribute-map static_address

4 vpn-address-assignment AAA

330373

. ASDM 3 Cisco ASA VPN ASDM 7.12



VPN

hostname(config)# show run all vpn-addr-assign

vpn-addr-assign aaa

<< Make sure this is configured >>

no vpn-addr-assign dhcp
vpn-addr-assign local
hostname(config)#

ASA  AnyConnect ASA
IP
show vpn-sessiondb svc
hostname# show vpn-sessiondb svc
Session Type: SVC
Username : webl Index - 31
Assigned IP : 10.1.1.2 Public IP : 10.86.181.70
Protocol : Clientless SSL-Tunnel DTLS-Tunnel
Encryption : RC4 AES128 Hashing : SHA1
Bytes Tx : 304140 Bytes Rx : 470506
Group Policy : VPN_User_Group Tunnel Group : Groupl_TunnelGroup
Login Time : 11:13:05 UTC Tue Aug 28 2007
Duration : Oh:01m:48s
NAC Result > Unknown
VLAN Mapping : N/A VLAN I none
LDAP
[Dialin] Cisco
Tunneling-Protocol
1 PPTP
2 L2TP
4 IPsec IKEv1
8 L2TP/IPsec
16 SSL
32 SSL AnyConnect SSL VPN
64 IPsec  IKEv2
1
1 IPsec L2TP over IPsec 4 8
ASDM 3 Cisco ASA VPN ASDM 7.12
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[Allow Access] TRUE [Deny Access] FALSE

ASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration
Example

1 [Properties] [Dial-in] [Allow
Access]

2(x

Teminal Services Profile | COM+ | Exchange General I
E-mail Addresses | Exchange Festures | Exchange Advanced |
General | Address | Account i Profile 1 Telephones | Dtganizatinnl
Member OF  Diakin | Envionment | Sessions | Remote control |

~ Remote Access Permizsion [Diakin or WPHN]

* Allow access

" Control access through Remate Access Policy

™ Verify CallerD:
Callback Options
' No Callback

" Set by Caller [Routing and Remote Access Service only]

" Always Callback to: |

I Assign a Static IP Address I
Apply Static Routes

Define routes to enable for this Dial-in i |
connechion. Latic-oules ..

330376

[Control access through the Remote Access Policy]
ASA
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VPN

2

VPN

Time-of-Day .
IPsec  AnyConnect SSL
a) tunneling_protocols
hostname(config)# ldap attribute-map tunneling_protocols
b) [Allow Access] AD msNPAllowDialin  Cisco Tunneling-Protocols

hostname(config-ldap-attribute-map)# map-name msNPAllowDialin Tunneling-Protocols

c)
hostname(config-ldap-attribute-map)# map-value msNPAllowDialin FALSE 48
hostname(config-ldap-attribute-map)# map-value msNPAllowDialin TRUE 4
LDAP AAA
a) AAA MS_LDAP 10.1.1.2 AAA
hostname(config)# aaa-server MS_LDAP host 10.1.1.2
b) tunneling_protocols
hostname(config-aaa-server-host)# ldap-attribute-map tunneling_protocols
SSL
IPsec
IPsec
Time-of-Day
SSL
AD [Office]
physicalDeliveryOfficeName ASA
Cisco Access-Hours ASA
physicalDeliveryOfficeName Access-Hours

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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Time-of-Day

[Properties]

[General]

e ———————— 2 B N 5
| I e Member Of Dialin Ervilonmeant Segsion: Remabe control
e~ aE|s e XEFR(REBEBY [ b ”T COMs E o e |
< ctive Directary Users and Compuber | Ussrs 33 bjects £ mai Addimsses Exchange Features Exchange Advanced
E'éj”‘d‘?—””"‘ Genersl | Address | Accourt | Prckie | Telephones | Organizalion -]
= B0 CHSC0 . Com
[ (L3 Bultin
-] Computers E Usenl
(2] Domein Corraliers
[#- (L1 Foreigns scurityPrincipals
LUsers Eirst name: e Irntials:
e Entwriscﬂ.d'uns i - [
Exchange [oman Servers Last name: i
€T Excharge Entarprise Sarvers .
mGru.p Policy Creator Cwners Digplay name: ;UH”
Guest Dascaipi
ngpmrucesGrmp Lo i
s _wes Oifice: [Patne
£ w=r_poc
£ twam_poC
filRas and 145 Servers Tetephcns numbe; Qihar..,
€7 schema Advirs 1 -——————J
SUPPORT_385345a E-mai: |Useri@demo cisca,com
TelnetClents
£ tser1 wleb page: | Othey |
n wgers
ﬁ WPN_User _Group
£ webi :
| | 5 RIS Users Ok ] Conos goy | Hep =
| [ [ =
access_hours [Office] AD

physicalDeliveryOfficeName  Cisco

Access-Hours

hostname(config)# ldap attribute-map access_hours
hostname(config-ldap-attribute-map)# map-name physicalDeliveryOfficeName Access-Hours

LDAP AAA

AAA MS_LDAP

10.1.1.2 AAA

access_hours

hostname(config)# aaa-server MS_LDAP host 10.1.1.2
hostname(config-aaa-server-host)# ldap-attribute-map access_hours

hostname(config)# time-range Partner

3 Cisco ASA VPN ASDM 7.12
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Time-of-Day .

hostname(config-time-range)# periodic weekdays 09:00 to 17:00

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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. SSL VPN 309
. SSL VPN 313
. SSL VPN 343

. 381

. SSL VPN 399

. SSL VPN 411

. SSL VPN 431

. SSL VPN 433
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SSL VPN

. SSL VPN 309
. SSL VPN 310
. SSL VPN 310
. SSL VPN 312
SSL VPN SSL Web
SSL VPN
D
SSLVPN
/
SSL VPN
Web ASA VPN
HTTP Web
Web
. Web
* Web
* NT/Active Directory
 Microsoft Outlook Web Access Exchange Server 2010 2013

 Microsoft Web App to Exchange Server 2010 8.4(2)

ASDM

3 Cisco ASA

VPN ASDM 7.12 .




SSL VPN

* Application Access TCP

SSL VPN Secure Sockets Layer SSL
Layer Security SSL/TLS1

ASA
HTTP
SSL VPN
ASA SSL VPN
VPN Cisco ASA 5500
* ActiveX ActiveX
activex-relay
shutdown.webvpn.relay.
* ASA MozillaFirefox MSEdge Google Chrome macOS Linux
CIFS Web
« DoD Common Access Card SmartCard Safari
* ASA SSL VPN DSA
. ASA
* NAT PAT

. ASDM 3 Cisco ASA VPN ASDM 7.12
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http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html

SSL VPN

» AnyConnect

Java

* HTML

e Java

* WebVPN

ASDM

SSLVPN B
Web
WebVPN Web
ASA  AnyConnect
SSL VPN Java Runtime Environment JRE
macOSv10.12 Java macOS

http://java.com/en/download/fag/java_mac.xml

VPN RADIUS
VPN
Framed-1P-Address 3 VPN
RADIUS weblaunch
3 VPN RADIUS
3
IP
RFC 2616
WebVPN Java Oracle Forms
WebVPN JavaScript
WebVPN CRLF
ASA
CSP
WebVPN Angular
WebVPN Cross-Origin Resource Sharing CORS
WebVPN HTML5 Javascript Blog API
Fetch API
WebVPN MDM RADIUS
3 Cisco ASA VPN ASDM 7.12
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SSL VPN

0-Select-a-group

. ASDM

1-AAA 2-Certificate

. ASA

SSL

Connection failed, Server "<DNS name>" unavailable.

SSL VPN

AnyConnect AnyConnect Plus Apex
AnyConnect VPN
Client Secure Mobility
BYOD

AnyConnect 4.4 ASA ISR CSR ASR Identity
Services Engine ISE Web CwWSs Web

WSA VPN
AnyConnect http://www.cisco.com/c/dam/en/us/products/

collateral/security/anyconnect-og.pdf

3 Cisco ASA VPN ASDM 7.12
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URL

« URL 313
. SSL VPN 314
. 315
« Java Code Signer 319
. 320
. 326
. 332
* SharePoint 334
« Virtual Desktop Infrastructure VDI 334
. / 338
ASA Web HTTPS CIFS RDP
SSL VPN ASA
URL Web
URL Web
Web ACL
URL
6: URL
Wt SSL VPN Service
Address | Hip O wecisco.com | Cerowse ] %
Wirk Annlicatinns =

ASDM

3 Cisco ASA VPN ASDM 7.12 .
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SSLVPN
7: URL
: nujd-re?'"’A https:/{sic cisco,com/+CSCO+00756767633A2F 2FEAEABAZE7 076667 0622EFOEZTA++] v| ﬂ Go Links
.|||.|||. Werldwide [change] LegIn | Account | Reglsterm
cisco [Search JE
o
1 SSL VPN
SSLVPN
2 [General] > [More Options] > [Web ACL] [Manage]
3 Web ACL
4 SSL VPN
Web ACL Web ACL
DAP DAP [Network ACL Filters] Web ACL
5 URL
DAP  [Functions] [URL
Entry] [Disable] DAP URL
ASDM DAP [Functions] URL
[Disable]
6 Address URL

SSL VPN

SSL VPN
. SSL VPN ASA
. SSL VPN
. SSL VPN

. ASDM 3 Cisco ASA VPN ASDM 7.12



SSL VPN

1 [Configuration] >
[Remote Access VPN] > [Clientless SSL VPN Access] > [Group Policies]

2 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Connection Profiles]

a) ASA [Allow Access]
[WebVPN Enabled] SSL VPN
[Yes]
SSL VPN [No]
SSL VPN
b) [Port Setting] SSL 1
65535 443
SSL VPN
ASDM
3 [Configuration] > [Remote Access VPN] > [Advanced] > [Maximum VPN Sessions]
[Maximum Other VPN Sessions] SSL VPN
ASA  trustpool trustpool CA
ASA Web
HTTPS Web
CA Web
CA
SSL VPN SSL
ASA 9.0 SSL VPN CA
SSL

[Configuration] > [Remote Access VPN] > [Certificate Management] > [Trusted Certificate Pool]
https SSL

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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-

A\

ASA trustpool  Cisco 10S trustpool

HTTP

1 ASDM [Configuration] > [Remote Access VPN] > [Certificate Management] > [Trusted Certificate

Pool]
2 [Enable SSL Certificate Check]
3 [Disconnect User From HTTPS Site]
[Allow User to Proceed to HTTPS Site]
4 [ Apply ]
* pkcs7 DER x509
* PEM PEM x509

1 ASDM [Configuration] > [Remote Access VPN] > [Certificate Management] > [Trusted Certificate
Pool]

2 [Import Bundle]
3

. [Import From a File]
[Browse Local Files]

. ASA In port Fron
Flash] [BI’OWSE Flash]

. [Import From a URL]
URL

. ASDM 3 Cisco ASA VPN ASDM 7.12



| SSLVPN

trustpool .

4 [Import Bundle] [Cancel]

[Remove All Downloaded Trusted CA Certificates Prior to Import]
trustpool

trustpool

trustpool
trustpool
trustpool ASA

ASDM [Configuration] > [Remote Access VPN] > [Certificate Management] > [Trusted Certificate
Pool] [Export Pool]

[Export to a File]

[Browse Local Files]

trustpool

[File Name] trustpool

[Select]

[Export Pool] [Cancel]

oo O AW DN

ASDM  [Configuration] > [Remote Access VPN] > [Certificate
Management] > [Trusted Certificate Pool] [Clear Pool]

N

trustpool trustpool

ASDM 3 Cisco ASA VPN ASDM 7.12 .



1 [Revocation Check]
2 [Certificate Matching Rules]
AnyConnect
3 [CRL Options] CRL
4 [Automatic Import]
[Enable Automatic Import]
ASA 24
ASA
trustpool
« trustpool
. CA
trustpool
trustpool

CLR OCSP
SSL
/
1 1440 24
CA
CA
CA
trustpool
trustpool ASDM

> [Remote Access VPN] > [Certificate Management] > [Trusted Certificate Pool]

3 Cisco ASA VPN ASDM 7.12
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159

[Configuration]
[Clear Pool]



| SSLVPN

1 [Revocation Check]
CLR OCsP
2 [Certificate Matching Rules]
AnyConnect SSL
/ 159
3 [CRL Options] CRL 1 1440 24
4 [Automatic Import] CA
[Enable Automatic Import]
ASA 24 CA
ASA CA
Java Code Signer
CA
Java
Java Code Signer [Configuration] > [Remote Access VPN] > [Clientless SSL VPN
Access] > [Advanced] > [Java Code Signer]
SSL VPN Java
PKCS12 [Java Trustpoint]
PKCS12

SSL VPN Java

[Configuration] > [Properties] > [Certificate] > [Trustpoint]
> [Import]

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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SSLVPN |

Web
ASA
SSL VPN
ASA

e Cisco URL jar

* ASA

« ASDM URL

. SSL VPN

[Address]
5: SSL VPN
[Address]
ica Citrix MetaFrame Services ica://
rdp Terminal Servers rdp://
rdp2* Terminal Servers Vista rdp2://
ssh,telnet ssh://
Telnetservices vl v2 telnet://
vnc Virtual Network Computing services vnc://
*
SSL VPN
[Address] URL
SSO
3 Cisco ASA VPN ASDM 7.12




SSL VPN

. ASA SSL VPN
. SSO
SSO
. ActiveX Oracle Java JRE
VPN Cisco ASA
5500
S
Remote Desktop Protocol
. SSO
SSL VPN
RADIUS LDAP SSO
ASA
ASA SSL VPN
ASDM 3 Cisco ASA VPN ASDM 7.12
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SSL CN IP
ASA FQDN PC DNS
System32\drivers\etc\hosts FQDN
1 SSL VPN  ASA

show running-config

2 ASA SSL
FQDN
Java
SSL VPN Web
ASA SSL VPN

show running-config
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SSL VPN

6
RDP Windows Vista Windows 2003 R2 Microsoft | http://properjavardp.sourceforg

Terminal Services

ActiveX
RDP RDP2
RDP RDP2
5.1
5.2

RDP2 | Windows Vista Windows 2003 R2 Microsoft

Terminal Services

ActiveX
RDP2

RDP

SSH Secure Shell-Telnet http://javassh.org/
Secure Shell vl v2
Telnet
JavaSSH
SSH
VNC | Virtual Network Computing http://www.tightvnc.com/
VNC

Cisco Adaptive Security Appliance Software Download

ASDM 3 Cisco ASA VPN AS

DM 7.12
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SSLVPN |

1 ASA ASDM plugins
Web plugins

2 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Client-Server

Plug-ins]
SSL
3 [Import]
4 [Import Client-Server Plug-in]
* [Plug-in Name]
eica Citrix MetaFrame Web Interface
» Remote Desktop Protocol rdp
. Telnet
ssh,telnet
* Virtual Network Computing vnc

« [Select the location of the plugin file]

* [Local computer] [Path]
[Browse Local Files]
[Select]
* [Flash file system] [Path]
[Browse Flash] [OK]

* [Remote Server]
[Path] [ftp] [tftp] [HTTP]

. ASDM 3 Cisco ASA VPN ASDM 7.12
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SSL VPN

SSLVPN

Citrix Web Interface
Citrix

Citrix XenApp Server
5 [Import Now]
6 [Apply]
SSL VPN
Citrix XenApp Server
SSL VPN
Citrix XenApp Server Client
ASA  Citrix
ASA Citrix XenApp
Citrix
Citrix
Citrix
Citrix
Citrix
XenApp Server
1 Web ica-plugin.zip
Citrix
2 Citrix Citrix Java
Citrix Web [Citrix Receiver] [Receiver for Other Platforms]
[Find] [Receiver for Java]
3 ica-plugin.zip
* JICA-configN.jar
« JICAENgN.jar
ASDM 3 CiscoASA VPN ASDM 7.12



http://www.cisco.com/cgi-bin/Software/Tablebuild/doftp.pl?ftpfile=cisco/crypto/3DES/ciscosecure/asa/customer/ica-plugin.zip&app=Tablebuild&status=showC2A
http://www.citrix.com/English/SS/downloads/details.asp?dID=2755&downloadID=20731&pID=186

SSLVPN |

4 Citrix Java EULA Web

5 ASDM EXEC CLI

import webvpn plug-in protocol ica URL

URL IP ica-plugin.zip

Citrix SSO
URL

ica://10.56.1.114/?DesiredColor=4&DesiredHRes=1024&DesiredVRes=768

6 SSLVPN Citrix
URL

Client for Java Administrator’s Guide

SSL VPN TCP
TCP

* Lotus Notes

* Microsoft Outlook

« Microsoft Outlook Express
* Perforce

» Sametime

* Secure FTP  FTP over SSH
* SSH

* Telnet

» Windows Terminal Service
* XDDTS

TCP
UDP

. ASDM 3 Cisco ASA VPN ASDM 7.12
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SSL VPN

SSL VPN TCP
ASA
Oracle Java JRE 8ul3lbll 7ul4lbll 6ul5l
b10
* macOS 10.12 Safari ASA URL
Safari  URL
1 1

* https://example.com/

* https://example.com
. Microsoft Windows 7 SP1

ASA URL
Internet Explorer [Tools] > [Internet Options] > [Security]

Windows 7 SP1

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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. TCP TCP
TCP
22 SecureFTP

SSLVPN 20 21 FTP
. UDP
. Microsoft Outlook Exchange MAPI

Microsoft Outlook Exchange Server Microsoft Office Outlook
. Application Access
. PDA
. Java

Java HTML
. IP 127.0.0.1 ASA SSL VPN
ASA 127.0.0.2 127.0.0.3
ID IP hosts
Telnet
IP
IP
ASA
ASA ASA DNS
ASA
DNS
DNS

. ASDM 3 Cisco ASA VPN ASDM 7.12
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~N o o1 &~

DNS

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Connection Profiles]

SSL VPN
SSL VPN

[Edit]
[Edit]
[DNS] DNS

DNS ASDM
DNS

[DNS] [Manage]
[Configure Multiple DNS Server Groups]
[Add]
[Name] IP

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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DNS
8: DNS
#= | Edit Clientless SSL YPN Connection Profile: Default#f EBYPNGroup
Narme: |DeFauItWEB'«-‘PNGrDup |
[#-Advanced
Aliases: | |
wuthentication
Method: (%1888 () Certificate () Both
AL Server Group: |LOCP.L e | [ Manage
Use LOCAL IF Server Group Fails
DMS
Server Group: |DeFauItDNS
{Following fields are attributes of the DNS server group selected above)
#= Configure DHS Server
Specify how ko resolve DNS requests,
Def ault DS Setup
IS () Configure one DNS server group (%) Configure multiple DINS server groups
| Mame Servers Timeoukt Retries Domain Mame
B Add DNS Server Group
Mame: |example.cnm
DMS Servers
Specify up ko & DMS servers ko which DS requests can be Forwarded,
DhS Lookup
) Server IP Address to P.dd
To configure DMS, enable DMS o
Inkerface “ Delete
T managernent
‘ Find: | q Other Settings
outside
test Timeout: seconds
Retries:
Dornain Mame: |example.c0m
_——
!ﬂ } [ Cancel ] [ Help J
DM3 Guard .
8  [Connection Profiles] OK
9
3 CiscoASA VPN ASDM 7.12
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10 [Apply]
[Add/Edit Port Forwarding Entry] SSL VPN
TCP
IP [Remote Server] DNS
[Domain Name] [Server Group] [Domain]
[Server Group] DefaultDNS
1 [Add]
2 TCP
1 TCP 1024 65535
3 IP IP
4 well-known
5 64
6 [Assign] 1
SSL VPN
TCP
SSL VPN
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SSL VPN [Application Access] > [Start
Applications]
1 64
2
1 TCP
1024 65535
IP DNS IP
3
4 TCP 64
SSL VPN

[Application Access] > [Start Applications]

SSL VPN HTTPS
ASA CIFS FTP
SSL VPN CIFS FTP

CIFS

. ASDM 3 Cisco ASA VPN ASDM 7.12
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CIFS
FTP SSL VPN
SSL VPN
IP
ASA
SSL VPN
CIFS FTP
SSL VPN
[Browse Networks] ASA
ASA
WINS DNS
DNS SSL VPN

ASA CIFS/FTP

CIFS

\\server\share\subfolder\personal
CIFS
[Download] [Upload] [Copy] [Paste]

Web

CIFS 2 13

2 CIFS

ASDM 3 Cisco ASA VPN ASDM 7.12




URL

cifs://server/Do you remember?
cifs://server/Do%20you%20remember%3F

\)

SSLVPN |

cifs://server/<long-folder-name>

WINS
ASDM URL
ASDM WINS
Browse Networks nbns-server
IP ServerA
ASA IP DNS
SharePoint
ASA SSL VPN
Microsoft Word ASA SharePoint
ASA Word
ASA
NTP ASA
Virtual Desktop Infrastructure VDI
ASA Citrix VMware VDI
* Citrix ASA Citrix
Receiver
* VVMware
VDI
3 Cisco ASA VPN ASDM 7.12
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VDI B
ASA
« XML XenApp XenDesktop
CSD Vault CSD
Citrix
Citrix Receiver Citrix
* AnyConnect  ASA Citrix
» AnyConnect ASA Citrix
* Citrix
VDI
* RSA RSA SecurelD RSA
PIN PIN
PIN
Citrix
. /
. CsD
. Md5 i0S
http://support.citrix.com/article/CTX132798
* SHA2 Citrix Web http://www.citrix.com/ Windows

» 1024

ASDM 3 Cisco ASA VPN ASDM 7.12
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. Citrix Mobile Receiver

« HTTP Citrix Receiver

« XML XenApp XenDesktop

Citrix Mobile Receiver

Citrix ASA  Citrix VDI
VDI
Citrix VDI
1. AnyConnect Secure Mobility Client VPN ASA
2. Citrix Mobile Receiver Citrix Citrix
Citrix
ASA VDI
1. Citrix Mobile Receiver VPN  Citrix
ASA
VPN
Citrix ASA
ASA  Citrix ASA Citrix
ASDM VDI
AnyConnect
Citrix
1 Citrix Receiver ASA URL
2 Citrix XenApp VPN
3 Citrix VPN
XenDesktop XenApp ASA Citrix Access Gateway
XenApp ASA ASDM

. ASDM 3 Cisco ASA VPN ASDM 7.12



VDI

SSL VPN

VDI VDI
Citrix
VDI

http://www.youtube.com/watch?v=JMM2RzppaG8 ASA  Citrix

VDI
[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [VDI Access]
1 [Enable VDI Server Proxy] VDI
VDI [Configure All VDI Servers]
[Add a VDI Server] 1

VDI

VDI

« [VDI Access] VDI

. VDI

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Group Policies]

DfltGrpPolicy [More Options]
[VDI Access]
[Add] [Edit] VDI

« [Server (Host Name or IP Address)] XenApp XenDesktop

ASDM 3 Cisco ASA VPN ASDM 7.12 .




SSLVPN |

« [Port Number (Optional)] Citrix

* [Active Directory Domain Name]

* [Use SSL Connection] SSL

* [Username]

* [Password]

[Client-Server Plug-in] ASA SSL VPN
. [Import] [Import Plug-ins]
. [Delete]
Web
ASA
SSL VPN
ASA
» Cisco URL jar
* ASA csco-config/97/plugin
« ASDM URL

. ASDM 3 Cisco ASA VPN ASDM 7.12
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. SSL VPN
[Address]
7: SSL VPN
[Address]
ica Citrix citrix://
rdp Terminal Servers rdp://
rdp2 Terminal Servers Vista rdp2://
ssh,telnet | SSH ssh://
Telnet telnet://
vnc VNC Client vnc://
S
ASA ASA
SSL VPN
[Address] URL
S
Java
open-source
ASA

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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S
Remote Desktop Protocol
. SSO
SSL VPN
RADIUS LDAP SSO
. SSO
SSO
. GNU GPL
GPL
. ASA SSL VPN
. ActiveX Oracle Java JRE
64 RDP
ActiveX
RDP
RDP
1 [My Computer] [System Properties] [Advanced]
2 [Advanced] [Environment Variables]

. ASDM 3 Cisco ASA VPN ASDM 7.12
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3 [New User Variable] RF_DEBUG
4 [User variables]
5 8.3 SSL VPN
Cisco Portforwarder Control
C:/WINDOWS/Downloaded Program Files Portforwarder Control
[Remove]
6 Internet Explorer
7 SSL VPN RDP ActiveX
Windows
1 ASA SSL VPN
2 FQDN ASA
SSL
SSL CN IP
ASA FQDN PC DNS
System32\drivers\etc\hosts FQDN

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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 Microsoft Kerberos Constrained Delegation 343

. 350

. SSL VPN HTTPS 351

. 353
. 359

. 360

. 362

« Content Rewrite 363

. SSL VPN 366

. 366

Microsoft Kerberos Constrained Delegation

Microsoft ~ Kerberos Constrained Delegation KCD Kerberos
Web
Kerberos Constrained Delegation ASA ASA
Web
ASA
ASA
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KCD

Kerberos

Kerberos

Kerberos

Web SSO

SSL VPN Kerberos

KCD

Outlook Web Access OWA SharePoint

Information Server IS

Kerberos 2
IETF  Web
RFC 1510
* ASA KCD

» Windows Active Directory

» Windows Active Directory

. ASDM 3 Cisco ASA VPN ASDM 7.12
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SSL VPN

http://www.ietf.org

ASA

SSLVPN |

Web
Internet

Kerberos


http://www.ietf.org

SSL VPN

KCD B

9:KCD
6
1

5

L]

x @

Q -~
Clientless webvpn user Kerberized server
A A
2
3
4
5
\/ \J
i
Domain Controller(KDC) 0
S
ASA ASA
userPrincipalName Windows Active Directory LDAP
1. ASA
URL
Web Web ASA
)
SSLVPN KCD RADIUS RSA/SDI LDAP

AAA

http://www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/access_aaa.html#wp1069492

2. HTTP ASA Kerberos
SPNEGO

ASDM 3 Cisco ASA VPN ASDM 7.12
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SSLVPN |

Kerberos
Kerberos ASA
3. ASA ASA
ASA
KCD
A\
1 3 Kerberos
ASA Kerberos
4, ASA
5. ASA
6. ASA Web
7. Web Kerberos
Kerberos
Kerberos
Kerberos Constrained Delegation Kerberos AAA

Active Directory AD

1  [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Microsoft
KCD Server]

2 [Constrained Delegation] [Kerberos Server Group] [New]

Kerberos AAA

3 [Server Group Name]

4 [Reactivation Mode] [Depletion] [Timed]

[Depletion]
depletion

. ASDM 3 Cisco ASA VPN ASDM 7.12
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ol

10

11

12

Timed

[Depletion]

[Interface Name] AD

Specify the timeout interval

transaction the ASA retries connection attempts

maximum-failed-attempts

AAA
Kerberos
Kerberos
Kerberos
Windows set USERDNSDOMAIN
name
EXAMPLE.COM  Kerberos

C:\>set USERDNSDOMAIN
USERDNSDOMA IN=EXAMPLE . COM

ASA name

ASDM 3 Cisco ASA

Kerberos

30

[Dead Time]

AAA AAA

based on the retry interval
AAA
AAA

88
TCP

10

64
Kerberos

VPN ASDM 7.12

AAA

1-300 seconds for the server; the default is 10 seconds. For each AAA
until the timeout is reached.

ASA

ASA

Microsoft

Active Directory




. Kerberos Constrained Delegation KCD

13 [OK]

Kerberos Constrained Delegation KCD

SSLVPN |

Kerberos Constrained Delegation KCD

. DNS
KCD ASA
DC
DNS VPN
DNS
[Configuration] > [Device Management] > [DNS] > [DNS Client] [DNS
Lookup] [DNS Enabled] [True]
. DNS Active Directory AD
DNS DNS
[Configuration] > [Device Management] > [DNS] > [DNS Client]
10.1.1.10  [Primary DNS Server] EXAMPLE.COM

DefaultDNS

1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Microsoft

KCD Server]
2 Kerberos AAA

3 [Server Access Credentials] AD

KCD ASA
AD
* [Username] [Password]
3 CiscoASA VPN ASDM 7.12

. ASDM

[New]

Kerberos 346

Kerberos

ASA SSLVPN
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4
Kerberos
5 Kerberos
Kerberos
346
Kerberos Constrained Delegation
KCD
[Command Line Interface] SSH

« clear aaa kerberos tickets [username user_id]

show webvpn kcd

KCD

ciscoasa# show webvpn kcd

KCD state: Domain Join Complete

Kerberos Realm: EXAMPLE.COM

ADI version: 6.8.0_1252

Machine name: ciscoasa

ADIl instance: root 1181 1178 0O 15:35 ?

Keytab file:
show aaa kerberos [username user_id]

Kerberos

ASA# show aaa kerberos

Default Principal Valid Starting
asa@example.COM 06/29/10 18:33:00
krbtgt/example.COM@example.COM
kcduser@example.COM 06/29/10 17:33:00
asa$/example.COM@example.COM
kcduser@example.COM 06/29/10 17:33:00
http/owa.example.com@example.COM

Kerberos

ASDM 3 Cisco ASA

VPN ASDM 7.12

Kerberos Constrained Delegation .
346
Kerberos
[Tools] >

00:00:01 /asa/bin/start-adi

—rW——————- 1 root root 79 Jun 16 16:06 /etc/krb5.keytab

Expires
06/30/10 18:33:00

Service Principal

06/30/10 17:33:00

06/30/10 17:33:00
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[Proxies] HTTP HTTPS
ASA

HTTP HTTPS PDA

1 [Usean HTTP Proxy Server]
2 IP HTTP
3 HTTP IP
4 HTTP 80
5 HTTP 1 URL URL
512 URL
°«* /
°? 1
* [x-y] X y 1 X  ANSI
1 y 1
* [Ix-y] 1
6 HTTP
7 HTTP
8 HTTP IP [Specify PAC file URL]
PAC JavaScript URL
http://
URL http:// ASA URL
9 HTTPS

. ASDM 3 Cisco ASA VPN ASDM 7.12
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SSLVPN HTTPS B
10 IP HTTPS
11 HTTPS IP
12 HTTPS 443
13 HTTPS 1 URL URL
512 URL
o * /
°? 1
* [x-y] X y 1 X  ANSI
1 y 1
 [Ix-y] 1
14 HTTPS
15 HTTPS
HTTPS Web cookie
Web HTTP
Strict-Transport-Security HSTS HSTS UA HTTPS Web
Web
Strict-Transport-Security: max-age='31536000; includesubdomains; preload
http-headers ASA HTTP
http-headers
e hsts-client HSTS HTTP HSTS
e enable HSTS
HSTS HSTS HSTS
* hsts-server ASA HSTS ASA
HTTP HTTPS
ASDM 3 Cisco ASA VPN ASDM 7.12
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SSLVPN HTTPS

* include-sub-domains Web HSTS

HTTPS
HSTS
* max-age [Enable HSTS] Web
HSTS HTTPS
3153600 1
0 2147483647
* preload UA HSTS
UA UA
Chrome
HSTS 18 10,886,400

* X-content-type-options X-Content-Type-Options: nosniff

* X-XSS-protection X-XSS-Protection: 1[; mode=block]

1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Proxies]

2 HSTS [Enable HSTS

Server]

[Enable HSTS Subdomains] [Enable HSTS Preload] HSTS
3 HSTS [HSTS Max Age]

<0 2147483647> 31536000 1
HSTS
HSTS <0 2147483647> 31536000
1 HSTS

. ASDM 3 Cisco ASA VPN ASDM 7.12



| SSLVPN

SSL
APCF
ASA SSL VPN
APCF
XML sed
ASA APCF
APCF
2
APCF ASA HTTP
TFTP
APCF
APCF ASA HTTP
TFTP

Web
1 APCF
ASA
HTTPS
HTTPS FTP

APCF

1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Application

Helper]
* [Add/Edit] APCF
* [Flash file] ASA
[Upload]
APCF [Browse]
APCF
* [URL] HTTP HTTPS FTP TFTP
ASDM 3 CiscoASA VPN ASDM 7.12
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B e
2
APCF
1
2

. ASDM

SSLVPN |

* [Delete] APCF
 [Move Up] [Move Down] APCF
APCF
[Refresh]
APCF [Browse Local]
APCF
[Select File Path]
APCF [Open]
ASDM  [Local File Path]
APCF ASA [Flash File System Path]
[Browse Flash] APCF ASA
[Browse Flash]
APCF
[OK] [Browse Flash] ASDM
[Flash File System Path]
APCF APCF ASA
[Upload File]
[Status]
[Information] File is uploaded to flash successfully.
[OK] [Upload Image] [Local File
Path] [Flash File System Path]
[Close]
[Upload Image] APCF
[Close]
[APCF] [APCEF File Location]
Are you sure you want to close the dialog without uploading
the file? [Close Message]
[OK] [Close Message] [Upload Image]
APCF [Add/Edit]
[Close Message] [Cancel]
3 Cisco ASA VPN ASDM 7.12
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APCF B

[Upload Image]

[Upload File]
APCF
1 APCF
 [APCF File Location] APCF ASA
HTTP HTTPS FTP TFTP
* [Add/Edit] APCF
* [Delete] APCF
* [Move Up] APCF ASA APCF
2 [Flash File] ASA APCF
3 APCF
APCF
4 [Browse Flash] APCF
[Browse Flash Dialog] [Folders] [Files] APCF
APCF [OK]
[Path]
APCF [Refresh]
* [Upload] APCF ASA
[Upload APCF Package]
* [URL] HTTP HTTPS TFTP APCF

« [ftp, http, https, and tftp]

ASDM 3 Cisco ASA VPN ASDM 7.12
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« [URL] FTP HTTP HTTPS

APCF

APCF XML sed
XML

APCF
APCF

8: APCF XML

TFT

SSLVPN |

APCF

<APCF>...</APCF>

APCF XML

<version>1.0</version>

APCF
1.0

<application>...</application>

XML

<id> text </id>

APCF

<apcf-entities>...</apcf-entities>

APCF

<js-object>...</js-object>

<html-object>...</html-object>
<process-request-header>...</process-request-header>
<process-response-header>...</process-response-header>
<preprocess-response-body>...</preprocess-response-body>

<postprocess-response-body>...</postprocess-response-body>

APCF

. ASDM 3 Cisco ASA VPN ASDM 7.12
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APCF B

<conditions>... </conditions>

e http-version 1.1 1.0 0.9

« http-method get put post webc

« http-scheme  "http/* "https/"

oAt MANZY 0 | M

server-regexp

o MMt tAMLMZT M09 | ¥
server-fnmatch

* user-agent-regexp

« user-agent-fnmatch

* request-uri-regexp

« request-uri-fnmatch

. 2
AND

<action> ... </action>

e <do>

* <sed-script>

« <rewrite-header>
* <add-header>

* <delete-header>

ASDM 3 Cisco ASA

VPN ASDM 7.12
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<do>...</do>

* <no-rewrite/>

* <no-toolbar/>
* <no-gzip/>
« <force-cache/>:

« <force-no-cache/>

« < downgrade-http-version-on-backend>
HT

<sed-script> TEXT </sed-script>

Sed
<conditions>
<rewrite-header></rewrite-header> <header>
HTTP
<add-header></add-header> <header>
<header>
<delete-header></delete-header> <header>
<header>
<header></header> HTTP
Conn
HTTP

<rewrite-header>
<header>Connection</header>
<value>close</value>
</rewrite-header>
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APCF

<APCF>
<version>1.0</version>
<application>
<id>Do not compress content from example.com</id>
<apcf-entities>
<process-request-header>
<conditions>
<server-fnmatch>*_example.com</server-fnmatch>
</conditions>
<action>
<do><no-gzip/></do>
</action>
</process-request-header>
</apcf-entities>
</application>
</APCF>

<APCF>
<version>1.0</version>
<application>
<id>Change MIME type for all .xyz objects</id>
<apcf-entities>
<process-response-header>
<conditions>
<request-uri-fnmatch>*_xyz</request-uri-fnmatch>
</conditions>
<action>
<rewrite-header>
<header>Content-Type</header>
<value>text/html</value>
</rewrite-header>
</action>
</process-response-header>
</apcf-entities>
</application>
</APCF>

[Clientless SSL VPN Add/Edit Internal Group Policy] > [More Options] > [Session Settings]
SSL VPN

SSL VPN

1 [none] [User Storage Location]
smb ftp

ASDM 3 Cisco ASA VPN ASDM 7.12 .




3 [Storage Objects]

. ASDM

CIFS

CIFS

cifs//cifs-share/user/data

[smb]

[ftp]

[CIFS]

username:password@host:port-number/path

ASA

mike:mysecret@ftpserver3:2323/public

« cookies,credentials

* cookies

3 Cisco ASA

ASA

SSL VPN

Global Encoding Type

VPN ASDM 7.12

ASA

KB

raw

Common Internet File System
CIFS

SSLVPN |
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[Global Encoding Type]

CIFS

SSL VPN

1 [Global Encoding Type] CIFS
SSL VPN

* big5

* gh2312

* ibm-850

* i50-8859-1

« shift_jis

* unicode

* windows-1252

* none

[none] SSL VPN

http://www.iana.org/assignments/character-sets
40

ASA

2 Global Encoding Type CIFS
IP ASA

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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* big5

» gh2312

* ibm-850

* iS0-8859-1
* shift_jis

Shift_jis
Page Font] [Font Family]

* unicode
* windows-1252

* none

[none]

http://www.iana.org/assignments/character-sets
40

ASA

SSL VPN

[Do Not Specify]

SSL VPN

SSLVPN |

[Select

. ASDM 3 Cisco ASA VPN ASDM 7.12
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Content Rewrite .

1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Content Cache]

2 [Enable Cache]

3
e [Maximum Object Size] ASA KB
ASA
0 10,000 KB 1,000 KB
 [Minimum Object Size] ASA KB
ASA
0 10,000 KB 0 KB

[Maximum Obiject Size] [Minimum Object Size]

* [Expiration Time] 0 900

1
*[LM Factor] 1 100 20
LM
ASA
LM LM 0 100
ASA
* [Cache static content] PDF

* [Restore Cache Default]

Content Rewrite

[Content Rewrite]

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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. Content Rewrite

SSL VPN
JavaScript VBScript Java HTTP
SSLVPN
SSL VPN
Web Web

ASA ASA ASA
VPN
ASA 9.0 Content Rewriter

. HTML5
. SSL VPN
SSL VPN
A
ASA9.9.2 HTML  JavaScript
Service Worker
ASA
JavaScript CSS HTML
» ASA SSL
* Service Worker Web
. Chrome Firefox Web
* Firefox
. postprocess-response-body Application
Profile Customization Framework APCF ASA APCF

. ASDM 3 Cisco ASA VPN ASDM 7.12
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WebVPN JavaScript
URL

[Content Rewrite]

* [Rule Number]
* [Rule Name]
* [Rewrite Enabled]

* [Resource Mask]

1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Content Rewrite]

2 [Add] [Edit]
3 [Enable content rewrite]
4
1
65534
5 128
6
300 1
P ASDM * *.*
o?
* [1seq]
* [seq]

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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H
9.'
youtube.com HTTP URL 1 no-rewrite-youtube | *.youtube.com/*
Check 65,535 rewrite-all *
HTTP URL
Web MS Outlook Web App

ASA Microsoft Outlook Web App to Exchange Server 2010
to Exchange Server 2013

[Bookmarks]

[Bookmarks]
URL

. ASDM 3 Cisco ASA

VPN ASDM 7.12

URL

Microsoft Outlook Web Access

SSL VPN

domain\username

SSL VPN
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1
DAP  [URL Lists]
Web
POST
POST POST
POST
URL
POST
Web Web
URL
URL
Web ACL
URL
1
URL

2 [Add] URL

* GET Post URL

. URL
3 [Edit] URL
4 [Delete] URL
5

* [Local computer] PC

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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B e Post URL

* [Flash file system] ASA
* [Remote server] ASA
* [Path] ftp http https

« [Browse Local Files/Browse Flash...]

6 [Assign] 1
LOCAL
7 [Move Up] [Move Down] URL
8 [OK]
SSL VPN
GET Post URL
[Add Bookmark Entry] URL

\\server\share\subfolder\<personal folder>
<personal folder>

1  [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Bookmarks]
[Add]

2 [URL with GET or POST Method]

3

4 [URL] URL http https cifs ftp
[URL] URL

. ASDM 3 Cisco ASA VPN ASDM 7.12
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GET Post URL B

5 URL DNS IP
1?

/
server/?Parameter=Value& Parameter=Value

host/?DesiredColor=4&DesiredHRes=1024&DesiredVRes=768

csco_sso=1

/?csco_sso=1&DesiredColor=4&DesiredHRes=1024&DesiredVRes=768

6 URL URL
POSTURL

8  [Thumbnail]
9 [Manage]
10

ASA
SSL VPN

[Smart Tunnels] [Clientless SSL VPN] > [Portal]

11 [Allow the Users to Bookmark the Link] SSL VPN
[Bookmarks] [Favorites]
SSL VPN [Home]
12 [Advanced Options]
* [URL Method] [Get]
[Post]

* [Post Parameters] Post URL

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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URL

URL

ASDM
ASDM

« Citrix XenApp

* Citrix XenDesktop

» Domino WebAccess

* Microsoft Outlook Web Access 2010
* Microsoft Sharepoint 2007

* Microsoft SharePoint 2010

* Microsoft SharePoint 2013

3 [Thumbnail]

4 [Manage]
5 [Place This Bookmark on the VPN Home Page]
6  [Select Auto Sign-on Application]

« Citrix XenApp

« Citrix XenDesktop

» Domino WebAccess

* Microsoft Outlook Web Access 2010
« Microsoft Sharepoint 2007

* Microsoft SharePoint 2010

* Microsoft SharePoint 2013
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7 URL

URL

* http*://www.example.com/test

8  [Pre-login Page Control I1D]
URL /

9  [Application Parameters]

. HTTP HTTPS
. WWW.Cisco.com
* [URL Path Appendix] [Citrix/XenApp
* [Domain]
* [User Name] SSL VPN
. SSL VPN
10 [Preview]
11 [OK]
2
1. POST
2.
1
ASDM 3 Cisco ASA VPN ASDM 7.12

[Cancel]

ID

[Select Variable]

[Select Variable]

[Edit]

SSLVPN
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2 [URL] URL http https cifs ftp
URL
URL

3 DNS IP
1?

/
server/?Parameter =Value& Parameter=Value

host/?DesiredColor=4&DesiredHRes=1024&DesiredVRes=768

csco_sso=1

host/?csco_sso=1&DesiredColor=4&DesiredHRes=1024&DesiredVRes=768

5  [Thumbnail]

6 [Manage]
7 [Place This Bookmark on the VPN Home Page]
8 [LoginPage URL] URL
http*://www.example.com/myurl*

9  [Landing Page URL] ASA
10 [Post Script] Microsoft Outlook Web Access Web

JavaScript

[Post Script] JavaScript
11 [Form Parameters] SSL VPN [Add]
[Name] [Edit]
[Delete]
12 URL
URL
* http*://www.example.com/test
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13 [Pre-login Page Control 1D]
URL

14 [OK]

[SSL VPN Username]
VPN
[Stop Capture]

* [Local computer]
* [Flash file system] ASA

* [Remote server] ASA

« [Path]

/ ID
[Cancel]
HTML Parameter Capture VPN
[Start Capture] Web
64
PC
URL
ftp http https

« [Browse Local Files/Browse Flash]

* [Import/Export Now]
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. Import and Export GUI Customization Objects (Web Contents)

Import and Export GUI Customization Objects (Web Contents)

Web
Web
Web
Web Web
Web

1

* [Local computer] PC

* [Flash file system] ASA

* [Remote server] ASA

* [Path] ftp http https

* [Browse Local Files.../Browse Flash...]
2

ASA
[+CSCOE+/
[+CSCOU+/ ASA [+CSCOE+/
[+CSCOU+/
3
POST
URL
SSL VPN URL HTTP post
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POST

URL
1 HTML
<input name="param_name” value="param value”>
10: SSL VPN

No. Definition

1 |CSCO_WEBVPN_USERNAME SSL VPN ID

2 |CSCO_WEBVPN_PASSWORD SSL VPN

3 |CSCO_WEBVPN_INTERNAL_PASSWORD SSL VPN

AAA
4 |CSCO_WEBVPN_CONNECTION_PROFILE SSL VPN
5 |CSCO_WEBVPN_MACRO1 RADIUS/LDAP |
LDAP
WEBVPN-Macro-Substitt
RADIUS VSA#223
6 CSCO_WEBVPN_MACRO2 RADIUS/LDAP |
LDAP
WEBVPN-Macro-Substitt
RADIUS VSA#224

7 |CSCO_WEBVPN_PRIMARY_USERNAME ID
8 |CSCO_WEBVPN_PRIMARY_PASSWORD

9 |CSCO_WEBVPN_SECONDARY_USERNAME ID
10 |CSCO_WEBVPN_SECONDARY_PASSWORD ID

ASDM 3 Cisco ASA VPN ASDM 7.12
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B rost

No. Definition

11 |CSCO_WEBVPN_DYNAMIC_URL

12 |CSCO_WEBVPN_MACROLIST LDAP

ASA 6

HTTP Sniffer
http-post
HTTP
http://www.ieinspector.com/httpanalyzer/downloadV2/IEHttpAnalyzerV2.exe

. 1 4 ASA [SSL VPN Login] 4

For example, if a URL list contains the link,
http://someserver/homepage/CSCO_WEBVPN_USERNAME._html, the ASA translates it to the
following unique links:

For USER1, the link becomes http://someserver/homepage/USER1._html

For USER2, the link is http://someserver/homepage/USER2_html

In the following case, cifs://server/users/CSCO_WEBVPN_USERNAME lets the ASA map a
file drive to specific users:

For USER1, the link becomes cifs://server/users/USER1
For USER 2, the link is cifs://server/users/USER2

. 5 6 5 6 RADIUS LDAP
VSA RADIUS LDAP
. 7 10 ASA 4

The following example sets a URL for the homepage:
WebVPN-Macro-Valuel (1D=223), type string, is returned as wwwin-portal.example.com
WebVPN-Macro-Value2 (1D=224), type string, is returned as 401k.com

To set a home page value, you would configure the variable substitution as

. ASDM 3 Cisco ASA VPN ASDM 7.12


http://www.ieinspector.com/httpanalyzer/downloadV2/IEHttpAnalyzerV2.exe

SSL VPN

POST B

https://CSCO_WEBVPN_MACRO1, which would translate to https://wwwin-portal .example.com.

. 11 CSCO_WEBVPN_DYNAMIC_URL
LDAP LDAP
url
POST
LDAP
CSCO_WEBVPN_DYNAMIC_URL

<bookmark>
<title>Test Bookmark</title>
<method>post</method>
<favorite>yes</favorite>
<url>http://CSCO_WEBVPN_DYNAMIC_URL1(".")</url>
<subtitle></subtitle>
<thumbnai I></thumbnai I>
<smart-tunnel>no</smart-tunnel>
<login-page-url></login-page-url>
<landing-page-url></landing-page-url>
<pre-login-page-url></pre-login-page-url>
<control-id></control-id>
<<post-param>
<value>valuel</value>
<name>parameterl</name>
</post-param>
</bookmark>

CSCO_WEBVPN_DYNAMIC_URL LDAP host1.cisco.com
host2.cisco.com host3.cisco.com
http://host1.cisco.com  http://host2.cisco.com  http://host3.cisco.com

3 URL 3

POST

<bookmark>

<title>Test Bookmark</title>

<method>post</method>

<favorite>yes</favorite>

<url>http://www.myhost.cisco.com</url>

<subtitle></subtitle>

<thumbnai I></thumbnai I>

<smart-tunnel>no</smart-tunnel>

<login-page-url></login-page-url>

<landing-page-url></landing-page-url>

<pre-login-page-url></pre-login-page-url>

<control-id></control-id>

<post-param>
<value>CSCO_WEBVPN_DYNAMIC_URL(";")</value>
<name>host</name>

</bookmark>

LDAP URL http://www.myhost.cisco.com
3 POST
host hostl.cisco.com host2.cisco.com host3.cisco.com
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B rost

CSCO_WEBVPN_DYNAMIC_URL
Citrix Mobile Receiver  vdi CLI

. 12 3
LDAP
1 ASA
LDAP
CSCO_WEBVPN_MACROLIST(2,",", url-encode) 2
ASA
URL
* None
* url-code URL URL
* url-encode-data URL
* base64 Base 64

CSCO_WEBVPN_MACROLIST1

<bookmark>
<title>MyHost</title>
<method>post</method>
<favorite>yes</favorite>
<url>http://www.myhost.cisco.com</url>
<subtitle></subtitle>
<thumbnai I></thumbnai I>
<smart-tunnel>no</smart-tunnel>
<login-page-url><login-page-url>
<landing-page-url></landing-page-url>
<pre-login-page-url></pre-login-page-url>
<control-id></control-id>
<post-param>

<value>CSCO_WEBVPN_MACROLIST1(1, *";", url-encode-data)>/value>

<name>paraml</name>
<value>CSCO_WEBVON_MACROLIST1(2, ";", url-encode-data)</value>
<name>param2</name>
<value>CSCO_WEBVPN_MACROLIST1(3, ";", url-encode-data)</value>
<name>param3</name>
</post-param>
</bookmark>
www.myhost.cisco.com 3 POST
paraml param2 param3 ASA

CSCO_WEBVPN_MACROLIST1
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cifs
cifs
cifs
cifs
cifs

POST B

CSCO_WEBVPN_MACROLIST

ASDM  Homepage URL

ASDM  Network
Client SSL VPN Clientless SSL VPN Access [Add/Edit Group Policy]

* [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] >
[Add/Edit Group Policy] > [Advanced] > [SSL VPN Client] > [Customization] > [Homepage

URL]

* [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Group Policies] >
[Add/Edit Group Policy] > [More Options] > [Customization] > [Homepage URL]

URL SSL VPN RSA
OoTP OWA
HTTP Post OWA
ASDM

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Bookmarks]
> [Add/Edit Bookmark Lists] > [Add/Edit Bookmark Entry] > [Advanced Options] > [Add/Edit
Post Parameters] URL Method [Post]

[Network (Client) Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Policy] >
[URL Lists] > [Manage] > [Configured GUI Customization Objects] > [Add/Edit]

> [Add/Edit Bookmark List] > [Add/Edit Bookmark Entry] > [Advanced Options] >
[Add/Edit Post Parameters]

CIFS URL
URL cifs://server/CSCO_WEBVPN_USERNAME ASA

URL

://CSCO_WEBVPN_USERNAME :CSCO_WEBVPN_PASSWORD@server
://CSCO_WEBVPN_USERNAME:CSCO_WEBVPN_ INTERNAL_PASSWORD@server
://domain;CSCO_WEBVPN_USERNAME:CSCO_WEBVPN_PASSWORD@server
://domain;CSCO_WEBVPN_USERNAME:CSCO_WEBVPN_INTERNAL_PASSWORD@server
://domain;CSCO_WEBVPN_USERNAME:CSCO_WEBVPN_PASSWORD@server/CSCO_WEBVPN_USERNAME

cifs://domain;CSCO_WEBVPN_USERNAME:CSCO_WEBVPN_INTERNAL_PASSWORD@server/CSCO_WEBVPN_USERNAME
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POST

1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Customization]
[Edit]

2 [Enable External Portal]

3 [URL] POST

. ASDM 3 Cisco ASA VPN ASDM 7.12



381
SSL VPN 395
395
SSL VPN 397

SSL VPN

382
383
383
Lotus 385
386
391
391
392
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SHA-1

Lotus SameTime

VPN

3 Cisco ASA

394
TCP
SSL VPN
Microsoft Windows
Microsoft Outlook
1
Web
SSL VPN
Web
TCP
VPN ASDM 7.12

SSLVPN |

393

ASA

Web

URL 1



SSL VPN

VPN Cisco ASA 5500
Windows
» Windows ActiveX Oracle Java JRE 6

* Winsock2 TCP

* Mac OS X Java Web Start
. IE
. Microsoft Windows
Windows
Internet Explorer
» Windows ASA
» Windows ASA
ASA
PAC
. Kerberos Constrained Delegation KCD
» Windows
1 [Process
Name] cmd.exe
cmd.exe
* HTTP VPN
Web
ASA
CONNECT
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http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html

. ASDM

SSLVPN |

. ASA VPN
tunnel-all
ASA
VPN
URL
URL
tunnel-all
. Mac POST
POST
* macOS
Firefox
Firefox
Firefox csco_st

* macOS SSL TCP
* macOS

. [View] > [Columns]

macOS 10.14 10.15

2

e Telnet SSH cURL

* dlopen disym libsocket

* libsocket
* macOS

~ ~/bin/vnc
* Mac Windows Chrome

Chrome Smart Tunnel Extension Netscape
NPAPI
NPAPI Chrome
3 Cisco ASA VPN ASDM 7.12
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Lotus .

Chrome
Chrome
Chrome
Chrome
ASA
Chrome
Chrome [Ask every time]

Lotus

1 [Configuration] > Remote Access VPN > Clientless SSL VPN Access > [Portal] > [Smart Tunnels]

2 [Add]
[ListName]
[Add]
[Smart Tunnels] [Add] [List Name] Lotus
[Add]
3 [Add or Edit Smart Tunnel List] [Add]

4 [Application D]

5  [Process Name]

[Application ID] Lotus
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SSLVPN |

Lotus 6.0 Thick Client with Domino Server 6.5.5

ID
lotusnotes notes.exe
lotusninotes ninotes.exe
lotusntaskldr ntaskldr.exe
lotusnfileret nfileret.exe
6 [OS] [Windows]
7 [OK]
8
9  [Add or Edit Smart Tunnel List] [OK]
10
. [Configuration] > Remote Access VPN>
Clientless SSL VPN Access > Group Policies > Add [ Edit > Portal] [Smart
Tunnel List]
. [Configuration] > Remote Access
VPN> AAA Setup > Local Users > Add [ Edit > VPN Policy > Clientless SSL VPN]

[Smart Tunnel List]

Web

Windows
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[Smart Tunnel all
Applications]

Web

Web

[VPN Policy] > [Clientless SSL VPN]

1 [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users]
2 [User Account]

3 [Edit] [Edit User Account]

4 [Edit User Account]

5

* [smarttunnel_all_applications]

* [Smart Tunnel Policy]

ASDM 3 Cisco ASA

[Inherit]
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ASA SSL VPN

[Add or Edit Smart Tunnel Entry]

1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Smart Tunnels]

2
SSL VPN
[Smart Tunnel List]
3 [Add]
JSON
« [Application ID]
GUI
64
* [Process Name]
128
Windows
Windows SSL VPN
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[Process Name]
Windows
1 [Process
Name] cmd.exe
cmd.exe
« [OS] [Windows] [Mac]
* [Hash] Windows
SHA-1
Microsoft FCIV
http://support.microsoft.com/kb/841290/ FCIV
c:/fciv.exe
fciv.exe -shal application fciv.exe
-shal c:\msimn.exe SHA-1
SHA-1 16 40
SSL VPN
[Application ID]
[Hash]
[Application ID]
SSLVPN
[Hash] 1
[Hash]
[Hash]
[Hash]
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4 [OK]

SSL VPN Access > Group Policies > Add

AAA Setup > Local Users > Add
[Smart Tunnel List]

12:

SSLVPN |

Config > Remote Access VPN> Clientless

Edit > Portal

[Smart Tunnel List]

Config > Remote Access VPN>
Edit > VPN Policy > Clientless SSL VPN

ID

OK
Mozilla Firefox firefox firefox.exe
Microsoft Outlook Express outlook-express msimn.exe

Microsoft
Outlook Express

outlook-express

\Program Files\Outlook Express\msimn.exe

Mac terminal Terminal
new-terminal Terminal open -a MacTelnet
Mac curl Terminal curl www.example.com
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SSLVPN

SSL VPN [Application Access] > [Start Smart
Tunnels]

A

[Add Smart Tunnel Auto Sign-on Server List]

Internet Explorer Firefox

1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Smart Tunnels]
[Smart Tunnel Auto Sign-on Server List]

2 [Add]

64

\}

SSL VPN
[Auto Sign-on Server
List]
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1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Smart Tunnels]
[Edit]
2 [Add Smart Tunnel Auto Sign-On Server List] [Add]
1

* [Hostname]

P

*[] 1

. *.example.com IP

* [IP Address] IP

Firefox IP

Firefox *.cisco.com
email.cisco.com

4 [Windows Domain] Windows

5 [HTTP-based Auto Sign-On]

* [Authentication Realm] Web
HTTP
Web
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Outlook Web Access
Web
Web
* [Port Number]
HTTP HTTPS
6 [OK]
7

Web

Web

Web

Firefox
80 443

1. [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Group Policies]

2. [Portal]

[Smart Tunnel]

[Auto Sign-on Server List]

1. Configuration > Remote Access VPN > AAA/Local Users > Local Users

2. [VPN Policy] > [Clientless SSL VPN]

Server]

3. [Inherit]

ASDM 3 Cisco ASA

VPN ASDM 7.12
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[Auto Sign-on Server List]
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SSLVPN
[Application Access] > [Start Smart Tunnels]
S
SSL VPN
Internet Explorer iexplore.exe
VPN
S
Secure Desktop Secure Desktop
D
SSLVPN VPN
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SSLVPN B

1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Smart Tunnels]

2 [Click on smart-tunnel logoff > icon in the system tray]

3 [Smart Tunnel Networks] [Add]
IP
SSLVPN
SSL VPN CLI WebVPN Web
SSL VPN
* Web mangled.1,2,3,4... mangle
SSL VPN VPN html
* Web original.1,2,3,4... URL
VPN
[Administration] > [File
Management]
)
SSL VPN VPN
HTTP SSL VPN
SSL VPN
ASDM 3 CiscoASA VPN ASDM 7.12
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ASA ASA
SSL VPN
10 Configuration ]>[ VPN Remote Access VPN 1>
SSL VPN Clientless SSL VPN Access ]>[ Portal ]>[
Portal Access Rule ]
[ Portal Access Rule ]
2 [ Add ]
[ Edit ]
[ Add Portal AccessRule ] [
Edit Portal Access Rule ]
3 1 65535 [ Rule Priority ]
1 65535
4 [ User Agent ] HTTP
° *
*Thunderbird*
. ASDM
my agent ASDM
"my agent" ASA my agent
ASA “my agent” ASDM
"\""'my agent\”" ”my agent”
my agent
*my agent* ASDM
51 Action ] [ Deny ] [ Permit ]
ASA SSL VPN
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SSLVPN B
6 HTTP [ HTTP Returned
HTTP Code ]
HTTP 403
200 599
7 [OK]
8 [Apply]
ASA SSL VPN
Web
APCF
ASA
SSL VPN JavaScript  Java
HTTP
SSL VPN
Web
Web
ASA
Web
Web

ASA

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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URL .com .org
www.example.com/hrbenefits URL hrbenefits
www.example.com/hrinsurance URL hrinsurance hr
* /hr*

ASA

1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Proxy Bypass]

2
3 URI
* [Port]
20000 21000
* [Port] ASA
* [Path Mask] URL
* [Path Mask] URL URL
4 URL
* [URL] http https
* [URL] URL
5 XML
« [XML] XML

* [Hostname]
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17

SSL VPN

ASA

SSL VPN

SSL VPN

SSL VPN

SSLVPN

399

ASA

SSL VPN

ASDM

SSL VPN

3 Cisco ASA

SSLVPN

VPN ASDM 7.12

PIN
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13: SSL VPN

Internet Service Provider

SSL VPN SSL VPN
File Server SSL VPN
SSL VPN Web
SSL VPN
J SSL VPN
SSL VPN logout
J SSL VPN
SSL VPN
ASA
HTTPS Web
ASA Web
SSL VPN

. ASDM 3 Cisco ASA VPN ASDM 7.12



SSL VPN

SSLVPN B

SSL VPN
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B SSLVPN
1: SSL VPN
SSL
VPN

. DSL

SSL VPN

SSLVPN

SSLVPN

Microsoft Windows
* Internet Explorer 8

* Firefox 8

Linux

* Firefox 8

Mac OS X
 Safari 5

* Firefox 8

SSL VPN

URL

HTTPS
https://address

address SSL VPN
ASA
IP
DNS
https://10.89.192.163

https://cisco.example.com

. ASDM

3 Cisco ASA

VPN ASDM 7.12
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SSLVPN B

SSL VPN

SSLVPN Web

SSL
VPN SSL VPN

URL
Web

SSL VPN
[Close]
SSL VPN
ASA

Ctrl+V
SSL VPN
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SSL VPN Home]

B SSLVPN
Web Web SSL VPN
400
SSL VPN Web
. SSL VPN
Web
* Web
« [Clientless SSL VPN Home]
[Enter Web Address] URL
« [Clientless SSL VPN Home]
Web
. 2
Web
. Web
. Web [Clientless

. ASDM 3 Cisco ASA
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SSL VPN

SSLVPN B

SSLVPN

— Copy File to Server
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SSL VPN
Mac OS X Safari
Oracle Java Runtime Environment JRE
[Close] [Application
Access] Application
Access
DNS
Java Runtime Environment JRE JRE
JavaScript
Java
1.
2. Java
Java
3. SSL VPN
Java
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SSLVPN B

IP
Microsoft Outlook
1. SSL
Windows VPN [Clientless SSL VPN Home]
Application Access
[Application Access]
Windows
[Remote Server]
2. [Name]
« [Remote Server] IP [Local]
3 IP
* [Remote Server] IP
SSL VPN URL
URL SSL VPN
SSL VPN [Enter (URL) Address]
URL
Application Access [Clientless SSL VPN
Home] Application Access
IMAP
IMAP SSL VPN
Microsoft Outlook Express 55
6.0

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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B SSLVPN
Web Web
» Outlook Web Access
Internet Explorer
8.X Firefox 8
* Lotus Notes
Web
SSL
ASA SSL TLSv1 Only » Microsoft Outlook
Outlook Outlook  Microsoft Outlook Express 55
Express TLS

6.0
SSL

CLI capture SSL VPN

Web

. 409
. 409
“
SSL VPN
ASA



SSL VPN

1 SSL VPN

capture capture-name type webvpn user csslvpn-username

* capture_name

* csslvpn-username

hostname# capture hr type webvpn user user2

2 no

no capture capture-name

hostname# no capture hr

capture-name.zip
koleso

3 .zip Cisco TAC
4 .zip koleso

1 SSL VPN
capture capture-name type webvpn user csslvpn-username

* capture_name

* csslvpn-username

ASDM 3 Cisco ASA VPN ASDM 7.12
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hostname# capture hr type webvpn user user2

2 [Address]
https://IP address or hostname of the ASA/\webvpn_capture.html

sniffer

3 no

no capture capture-name

hostname# NO capture hr
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. 411
. SSL VPN
. 419
. 421
. 422
. SSL VPN
ASA RADIUS LDAP
password-expire-in-days LDAP
IPsec SSL VPN
ASA
AAA
ASA 7.1 LDAP
RADIUS
« AnyConnect VPN
* [Psec VPN
. SSL VPN
ASDM 3 Cisco ASA VPN ASDM 7.12
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RADIUS Cisco ACS
ASA RADIUS
. LDAP SSL LDAP
SSL LDAP LDAP
636
. LDAP Sun JAVA
System Directory Server Sun ONE Directory Server Microsoft Active Directory
*Sun Sun ASA DN
DN
ACI
* Microsoft Microsoft Active Directory LDAP
over SSL
* MSCHAP RADIUS MSCHAPVv2
MSCHAPV2
« Kerberos/Active Directory  Windows NT 4.0
* LDAP LDAP
ASA Microsoft Active Directory Sun LDAP
* RADIUS LDAP ASA

1 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Connection Profiles] > [Add
or Edit] > [Advanced] > [General] > [Password Management]

2 [Enable password management]
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SSL VPN

SAML 2.0 SSO
SSO SAML 2.0
ASA  SAML 2.0
1
SAAS
SAML
SAML 2.0 SSO
onelogin Dropbox
SAML SSO ASA
VPN
AnyConnect 4.4 SAML 2.0
AnyConnect SAML
SAML
AnyConnect4.6
9.8.2.28 9.9.21
ASA SP
ASA SAML IdP
SAML SP SSO
VPN
1. VPN
URL
ASA SAML IdP
2. Idp
IdP
ASDM 3 Cisco ASA VPN ASDM 7.12
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VPN
VPN

(1P Pingldentity

Rally Salesforce Oracle OEM Microsoft ADFS

SP 2.0

SAAS
AnyConnect4.6

ASA9.7.1.24

SAML
VPN

ASA

SAML idP

SAML
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B sso SAML 20

3. IdP ASA URL ASA
SAML IdP SSL
IdP
1. IdP IdP
IdP
2. IdP SAML
ASA
3. SAML ASA URL ASA
ASA SAML ASA
SAML IdP
SAML
SAML NotBefore  NotOnOrAfter <saml:Conditions
NotBefore="2015-03-10T19:47:41Z" NotOnOrAfter="2015-03-10T20:47:41Z2">
ASA SAML NotBefore NotOnOrAfter
NotOnOrAfter NotBefore +
NotOnOrAfter NotOnOrAfter
SAML ASA  Network Time Protocol NTP
IdP NTP
SAML 2.0 IdP
SAML IdP ASA SAML
ASA
IdP webvpn
IdP
ASA IdP
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SAML IdP Namel D

SAML 20 B

VPN
~
IdP
IdP
IdP
SAML 2.0

* ASA SAML

* RSA HMAC SHA1

* RSA HMAC SHA2
« ASA SAML IdP SAML 2.0 Redirect-POST
« ASA SAML SP
* SAML 2.0SSO SAMLIdP SP

SAML IdP SP
. SP SAML SSO AAA
. / KCD
/
KCD SSO
* DAP SAML AAA RADIUS
RADIUS ASA DAP SAML
SAML ID
SAML
. VPN SAML
o ASA
ASA SAML IdP

* ASA ASA IdP

* ASA IdP IdP
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* ASA

* SAML

» NotBefore

IdP

NotOnOrAfter

» NotBefore +

» NotBefore

ASA
ASA
* Web
« SAML
« ASDM VPN
. IdP

* SAML IdP NamelD

VPN
SAML 2.0
SAML IdP
Web
3 Cisco ASA

. ASDM

SSLVPN |

NotBefore  NotOnOrAfter ASA SAML
NotOnOrAfter
NotOnOrAfter NotOnOrAfter
ASA NotOnOrAfter
SAML ASA
/ FQDN
SAML
Duo
SAML CLI SBL
SAML AnyConnect
AnyConnect IPv6 IPv4
IPv6
AnyConnect
ASA  Network Time Protocol NTP IdP NTP
SAML
SSO
IdP
URL URL URL
VPN ASDM 7.12
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SAML 20 Idp B
1 IdP internal
ASA
2 SAML
force re-authentication
no force re-authentication
3 ASDM [ Configuration ]1>[ VPN Remote Access VPN 1>
SSL VPN Clientless SSL VPN Access > Advanced ][
Single Sign On Servers ]
SAML 2.0 IdP [Add] [Delete]
[Edit]
4 [Add] IdP
5
* [Sign In URL] IdP URL wurlvalue 4 500
* [Sign Out URL] IdP URL url
value 4 500
« [Base URL] ASA
IdP
base-url URL showsamlmetadata AssertionConsumerService
SingleLogoutService URL
base-url URL ASA
ssl-vpn cisco.com

https://ssl-vpn.cisco.com

base-url / show saml metadata
« [Identity Provider Certificate] ASA  SAML IdP
« [Service Provider Certificate] IdP ASA SP SAML
ASA SP
* [Request Signature] SAML IdP

rsa-shal rsa-sha256 rsa-sha384 rsa-shab512

ASDM 3 Cisco ASA VPN ASDM 7.12




B osavi2o sp ASA
* [Request Timeout] SAML
NotBefore timeout-in-seconds NotOnOrAfter
NotOnOrAfter

NotBefore  NotOnOrAfter
* [Enable the Signature] SAML

* [Enable the Internal]  IdP

ldP SSO

* Enable the Force Re-authentication SAML

6 [OK]
1dP

Web Onelogin  URL
https://onelogin.zendesk.com/hc/en-us/articles/202767260-Configuring-SAML-for-Clarizen

Web Onelogin URL

http://onlinehelp.tableau.com/current/online/en-us/saml_config_onelogin.htm

SAML2.0 SP ASA 418
SAML

SAML 2.0 SP ASA
SAML SP

. ASDM 3 Cisco ASA VPN ASDM 7.12
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http://onlinehelp.tableau.com/current/online/en-us/saml_config_onelogin.htm

SSL VPN

S
AnyConnect 4.4 45 SAML ASA 9.7.1.24
9.8.2.28 9.9.21
2018 4 18 SAML AnyConnect 4.4
4.5 [
Connection Profiles ] [SAML SAML External Browser ]
AnyConnect 4.4 4.5
SAML
[SAML External Browser] AnyConnect 4.6
AnyConnect
1 ASDM [ Configuration 1> VPN Remote Access VPN 1>
SSL VPN Clientless SSL VPN Access ]>[ Connection
Profiles 1> / Add/Edit ]
2 [Authentication] [Method] [Saml]
3 [SAML Identity Provider] [SAML Server]
[Manage]
SAML IdP
4 [OK]
[Preview CLI Commands] CLI
[Send] ASA
[Auto Sign-on] SSL VPN
SSO
ASA SSL VPN ASA
ASA
ASA Basic HTTP NTLM
FTP CIFS
ASDM 3 Cisco ASA VPN ASDM 7.12
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ASA
SSO
SSO
« [IP Address] [Mask] IP
[Add/Edit Auto Sign-on]
URI IP
 [Mask] [IP Address] [Add/Edit Auto Sign-on]
IP
« [URI] [Add/Edit Auto Sign-on] URI
« [Authentication Type] [Add/Edit Auto Sign-on]
Basic HTTP NTLM FTP CIFS
. ASA
ASA ASA
. 1 HTTP Basic
1 NTLM ASA
1
2 [Auto Sign-on]
3 [IPBlock] IP
* [IP Address] IP

e [Mask] [subnet mask]
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4 [URI]

HTTP

* [Basic]

« [NTLM]

« [FTP/CIFS]

URI

URI

NTLM

Basic HTTP

NTLMv1

FTP

« [Basic, NTLM, and FTP/CIFS]

Basic
CIFS

ASA

SSLVPN

PIN
SSL VPN

Internet Service Provider

SSL VPN

SSL VPN

File Server

SSL VPN

ASDM

3 Cisco ASA
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SSL VPN Web

Web

SSL VPN

. ASDM

VPN

ASA

SSL VPN

SSLVPN

3 Cisco ASA

[Logout] SSL

PC
SSL VPN

HTTPS Web
ASA Web

SSL VPN

SSL VPN
SSL VPN
SSL VPN
424

426

VPN ASDM 7.12
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SSLVPN B
» Web 428
. 428
. 429
SSL VPN
SSL VPN
. DSL
S
SSL VPN Web
VPN Cisco ASA 5500
SSL VPN
. SSLVPN URL URL https://address https
address SSL VPN ASA
IP DNS
https://cisco.example.com
. SSL VPN
S
SSLVPN
VPN
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SSLVPN |

. ASDM

B SSLVPN
SSLVPN
URL
Web
SSL VPN
[Close] SSL VPN
ASA
Ctrl+Vv
SSLVPN
S
Web
SSL VPN
422
SSL VPN Web
. SSL VPN Web
* Web
. SSL VPN [Enter Web Address] URL
. SSL VPN Web
. 2 Web
. Web
. Web
. Web SSL VPN
3 Cisco ASA VPN ASDM 7.12
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Remote File Explorer

Web
Web SSL VPN
S
Copy File to Server

S

SSL VPN

Remote File Explorer Web

Cisco SSL VPN [Remote File System]

S
Oracle Java JRE
Web Java

JRE 8ul31 b1l 7ul4lbll 6ul51bl0
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[Operations] >
[Download] [Save]

[Operations] > [Upload]
[Open]

* Remote File Explorer

» Remote File Explorer 1 1500

. [Close]
[Application Access]
Application Access

* macOS Safari 11

* DNS
PC

« Oracle Java Runtime Environment JRE
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JRE
Java
1.
2. Java
3. Java
4, SSL VPN Java
. javascript
S
Microsoft Outlook
Windows
Windows
[Remote Server]
[Remote Server]
[Remote Server] IP
1 SSL VPN [Home] [Application Access]
[Application Access]
2 [Name] IP
[Local]
3 IP
SSL VPN URL

URL [EnterClientless SSL VPN (URL) Address]

ASDM 3 Cisco ASA VPN ASDM 7.12
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SSL VPN Application Access
S
IMAP
IMAP SSLVPN
Web
« Microsoft Outlook Web App to Exchange Server 2010
OWA Internet Explorer 11 Firefox
* Exchange Server 2013 Microsoft Outlook Web
Internet Explorerll Firefox OWA
* Louts iNotes
N
Web
Web
SSL VPN
366
SSL
ASA SSL TLSv1 Only Outlook Outlook Express
TLS
SSL
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\}

Java
. Windows ActiveX JRE Mac OS X
Java Web Start
. javascript
* Mac OS X
«TCP
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SSL VPN

. SSL VPN 431

SSL VPN

Pocket PC SSL VPN
SSL VPN
ASA SSL VPN
SSL VPN
. SSL VPN Web
. SSL VPN
[Go] [Home] [Logout]
. SSL VPN [Show Toolbar]
. SSL VPN PIE
SSL VPN HTTPS Web
PIE
. SSLVPN  OWA 2010 OWA
SSL VPN
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SSL VPN
. SSL VPN
* Application Access Java
«HTTP
* Citrix Metaframe PDA Citrix ICA
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. SSL VPN
. SSL VPN 438
477
2
Customization Object]
ASA ASA
XML
XML ASA
ASA
Customization Editor
ASDM 3 CiscoASA VPN ASDM 7.12
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. Customization Editor

Browser Window
Title Panel

k55 VPN Service - Micresoft |
Hel

10:

Fie Edt Wew Fawrtes Took

Informational

hetps=iJ209. 165, 200. 225 | SCOE-+ flogon. himsl

Title
Panel

| EEK
>

Logon Form
and Fieldz Order

Language

-

il oo ven serac
cisco

Y

informational Panel
e
cisco

v

Pilease amier your ut|emams and password

USERNANE
PASSWORD

Login

Language: - Englsh

IBF {aganese)
(Frangas (French)
(Pyzenmh (Russian)

o4Tad

Copyright Panel

[Preview]

pre-defined logon page components]

title panel]

Selector]

[Configuration] > [Remote Access VPN] > [Language Localization]

3 CiscoASA

[Logon Page]

[Logon Page] > [Title Panel]

[Logon Page] > [Language]

[Logon Page] > [Logon Form]

VPN ASDM 7.12

[Customize

[Display

[Enable Language

. ASDM
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5 [Logon Page] > [Form Fields Order]

6 [Logon Page] > [Informational Panel] [Display
informational panel]

7 [Logon Page] > [Copyright Panel] [Display copyright panel]

8 [OK]

HTML ASA
Cisco HTML Login

HTML ASA

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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11:
alialn - -
ciseo SSL VPN Service by the Cisco ASA5500
Please enter your usemame and password
USERNAME.
PASSWORD:
<G
e 1
3
HTML
<head>

<meta http-equiv=""Content-Type" content="text/html; charset=UTF-8">
<title>New Page 3</title>

<base target=""_self">

</head>

<p align="'center'>

<img border="0" src="/+CSCOU+/cisco_logo.jpg" width="188" height="48"><font face='"'Snap
ITC" size="6" color="#FFOOFF'>

</font><font face="Snap ITC" color="#FFOOFF" size="7"> </font><i><b><font color="#FF0000"
size="7" face="Sylfaen"> SSL VPN Service by the Cisco ASA5500</font></b></i></p>

<body onload="csco_ShowLoginForm(" Iform®);csco_ShowLanguageSelector("selector®)'>
<table>

<tr><td colspan=3 height=20 align=right><div id="'selector" style="width:
300px"'></div></td></tr>
<tr><td></td><td></td><td></td></tr>
<tr>

<td height="379"></td>

<td height="379"></td>

<td align=middle valign=middle>

<div id=Iform >

<p> </p>

<p> </p>

<p> </p>

<p>Loading...</p>

</div>

</td>

3 Cisco ASA VPN ASDM 7.12



SSL VPN

</tr>

<tr>

<td width="251"></td>

<td width="1"></td>

<td align=right valign=right width="800">

<img border="1" src="/+CSCOU+/asa5500. jpg" width="660" height="220" align="middle">

</td></tr>
</table>

Login

csco_ShowLoginForm('lform*)  Login
csco_ShowlL anguageSelector('selector”)

login.inc

[+CSCOU+/

src="/+CSCOU+/asa5520.gif”

HTML

[+CSCOU+/

ASA

ASA

<body onload="csco_ShowLoginForm(*Iform®);csco_ShowlLanguageSelector(“selector®)'>

<table>

<tr><td colspan=3 height=20 align=right><div id="selector" style="width:

300px"'></div></td></tr>
<tr><td></td><td></td><td></td></tr>
<tr>

<td height=""379"></td>

<td height="379"></td>

<td align=middle valign=middle>

<div id=Iform >

<p> </p>

<p> </p>

<p> </p>

<p>Loading...</p>

</div>

</td>

</tr>

<tr>

<td width="251"></td>

<td width="1"></td>

<td align=right valign=right width="800">

<img border="1" src="/+CSCOU+/asa5500.jpg" width="660" height="220" align="middle">

</td></tr>

ASDM 3 Cisco ASA VPN ASDM 7.12
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</table>

1 [Clientless SSL VPN Access] > [Portal] > [Web Contents]

2 [Import]
a) [Source] Web
b) [Destination] [Require Authentication to access its content] [No]

3 [Import Now]

1 [Clientless SSL VPN Access] > [Portal] > [Customization]
[Edit]

2 [Logon Page]
3 [Replace pre-defined logon page with a custom page]
4 [Manage]
5 [Destination] [No]
6 [Edit Customization Object] [General]
SSL VPN
SSL VPN

. ASDM 3 Cisco ASA VPN ASDM 7.12
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SSL VPN

Web
TCP

SSL VPN

VPN

SSL VPN HTML
ASA IP https://address
SSL VPN

SSL VPN

SSL VPN
URL
Application Access

[Application Access]

[Application Access]
[Application Access]
TCP

[Go]
SSL

Application Access

SSL VPN
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SSL VPN
12: SSL VPN
ih, ¥ !
/ » L
Moves the toolbar fo the Logs the userout
other side of the browser
Displays the portal home page
Launches a dialog box for URL entry
https: s fe.cisco. com .
? Enter URL Wb Address
‘v CAECO O0Mm
&) (oo i
. URL
Web
. SSL VPN
ASA

SSL VPN

[Login] [Home]
[Application Access]
SSL VPN
[Logout]
ASA
SSL
. ASDM 3 Cisco ASA VPN ASDM 7.12




SSL VPN

ASA

XML XML ASA

PC

ASA
XML XML
URL
Template XML XML
ASA
DfltCustomization
XML
XML XML
XML

<custom>

<localization>
<languages>en, ja,zh,ru,ua</languages>
<default-language>en</default-language>
</localization>
<auth-page>
<window>
<title-text 110n="yes'><I[CDATA[SSL VPN Service</title-text>
</window>
<full-customization>
<mode>disable</mode>
<url></url>
</full-customization>
<language-selector>
<mode>disable</mode>

ASDM 3 Cisco ASA VPN ASDM 7.12 .




. ASDM

SSLVPN |

<title 110n="yes'>Language:</title>
<language>
<code>en</code>
<text>English</text>
</language>
<language>
<code>zh</code>
<text>(Chinese)</text>
</language>
<language>
<code>ja</code>
<text>(Japanese)</text>
</language>
<language>
<code>ru</code>
<text>(Russian)</text>
</language>
<language>
<code>ua</code>
<text>(Ukrainian)</text>
</language>
</language-selector>
<logon-form>
<title-text 110n="yes"><![CDATA[Login</title-text>
<title-background-color><![CDATA[#666666</title-background-color>
<title-font-color><![CDATA[#ffffff</title-font-color>
<message-text 110n="'yes"><![CDATA[Please enter your username and
password.</message-text>
<username-prompt-text 110n="yes"><I[CDATA[USERNAME:</username-prompt-text>
<password-prompt-text 110n="yes"><I[CDATA[PASSWORD:</password-prompt-text>
<internal-password-prompt-text 110n="yes">Internal
Password:</internal-password-prompt-text>
<internal-password-first>no</internal-password-first>
<group-prompt-text 110n=""yes"><![CDATA[GROUP:</group-prompt-text>
<submit-button-text 110n=""yes'"><![CDATA[Login</submit-button-text>
<title-font-color><![CDATA[#ffffff</title-font-color>
<title-background-color><![CDATA[#666666</title-background-color>
<font-color>#000000</font-color>
<background-color>#ffffff</background-color>
<border-color>#858A91</border-color>
</logon-form>
<logout-form>
<title-text 110n="yes"><![CDATA[Logout</title-text>
<message-text 110n="yes'"><![CDATA[Goodbye.<br>

For your own security, please:<br>
<li>Clear the browser®s cache
<li>Delete any downloaded files

<li>Close the browser®s window</message-text>

<login-button-text 110n="'yes'>Logon</login-button-text>
<hide-login-button>no</hide-login-button>
<title-background-color><![CDATA[#666666</title-background-color>
<title-font-color><![CDATA[#ffffff</title-font-color>
<title-font-color><![CDATA[#ffffff</title-font-color>
<title-background-color><![CDATA[#666666</title-background-color>
<font-color>#000000</font-color>
<background-color>#ffffff</background-color>
<border-color>#858A91</border-color>

</logout-form>

<title-panel>
<mode>enable</mode>

3 Cisco ASA VPN ASDM 7.12
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<text 110n="'yes"><I[CDATA[SSL VPN Service</text>
<logo-url 110n="yes">/+CSCOU+/csco_logo.gif</logo-url>
<gradient>yes</gradient>
<style></style>
<background-color><![CDATA[#ffffff</background-color>
<font-size><![CDATA[larger</font-size>
<font-color><![CDATA[#800000</font-color>
<font-weight><![CDATA[bold</font-weight>
</title-panel>
<info-panel>
<mode>disable</mode>
<image-url 110n="yes">/+CSCOU+/clear.gif</image-url>
<image-position>above</image-position>
<text 110n="yes''></text>
</info-panel>
<copyright-panel>
<mode>disable</mode>
<text 110n="'yes''></text>
</copyright-panel>

</auth-page>
<portal>

<title-panel>
<mode>enable</mode>
<text 110n="'yes"><I[CDATA[SSL VPN Service</text>
<logo-url 110n="yes">/+CSCOU+/csco_logo.gif</logo-url>
<gradient>yes</gradient>
<style></style>
<background-color><![CDATA[#ffffff</background-color>
<font-size><![CDATA[larger</font-size>
<font-color><![CDATA[#800000</font-color>
<font-weight><![CDATA[bold</font-weight>
</title-panel>
<browse-network-title 110n="yes">Browse Entire Network</browse-network-title>
<access-network-title 110n="yes">Start AnyConnect</access-network-title>
<application>
<mode>enable</mode>
<id>home</id>
<tab-title 110n="yes''>Home</tab-title>
<order>1</order>
</application>
<application>
<mode>enable</mode>
<id>web-access</id>
<tab-title 110n="yes"><I[CDATA[Web Applications</tab-title>
<url-list-title 110n="yes"><I[CDATA[Web Bookmarks</url-list-title>
<order>2</order>
</application>
<application>
<mode>enable</mode>
<id>file-access</id>
<tab-title 110n="yes"><I[CDATA[Browse Networks</tab-title>
<url-list-title 110n="yes"><I[CDATA[File Folder Bookmarks</url-list-title>
<order>3</order>
</application>
<application>
<mode>enable</mode>
<id>app-access</id>
<tab-title 110n=""yes"><![CDATA[Application Access</tab-title>
<order>4</order>
</application>
<application>
<mode>enable</mode>
<id>net-access</id>
<tab-title 110n="yes'>AnyConnect</tab-title>

ASDM 3 Cisco ASA VPN ASDM 7.12 .
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<order>4</order>

</application>

<application>
<mode>enable</mode>
<id>help</id>
<tab-title 110n="yes'">Help</tab-title>
<order>1000000</order>

</application>

<toolbar>
<mode>enable</mode>
<logout-prompt-text 110n="yes'>Logout</logout-prompt-text>
<prompt-box-title 110n="yes">Address</prompt-box-title>
<browse-button-text 110n="yes'>Browse</browse-button-text>
<username-prompt-text 110n="yes''></username-prompt-text>

</toolbar>

<column>
<width>100%</width>
<order>1</order>

</column>

<pane>
<type>TEXT</type>
<mode>disable</mode>
<title></title>
<text></text>
<notitle></notitle>
<column></column>
<row></row>
<height></height>

</pane>

<pane>
<type>IMAGE</type>
<mode>disable</mode>
<title></title>
<url 110n="yes"></url>
<notitle></notitle>
<column></column>
<row></row>
<height></height>

</pane>

<pane>
<type>HTML</type>
<mode>disable</mode>
<title></title>
<url 110n="yes"></url>
<notitle></notitle>
<column></column>
<row></row>
<height></height>

</pane>

<pane>
<type>RSS</type>
<mode>disable</mode>
<title></title>
<url 110n="yes"></url>
<notitle></notitle>
<column></column>
<row></row>
<height></height>

</pane>

<url-lists>
<mode>group</mode>

</url-lists>

<home-page>
<mode>standard</mode>

3 Cisco ASA VPN ASDM 7.12
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<url></url>
</home-page>
</portal>
</custom>

[Login] XML
<auth-page>

13: [Login] XML

b ssi ven service <title-panel>
cisco

<title-panel>
=modes

<background-colors=
<logon-forms
<title-panel>  <title-panel> itk le i
<logo-url> <text>
<front-colors
<fontweight=
<font-gradient=
<style>

<logon-forms
<title-font-colors>  <title-background-color=

<logorform=

-:FﬂESSB_;e'tENtP =~ Pligase enter your usemame and password

<username-prompt-tests ———— userRiaME

<password-prompt-texts — = PasswosRD
<copyright-panel>  <internal-password-prompt-text>— 3 intemat Passward
-cﬂg:i;} <|nternal—passwiard—f|rst_> #ﬁonognp gales
<group-prompt-texts= =+
i (Logh ) L
L
i ; <bgon-forms

<logon-forms
<submit-button-text>  <background-color=

[Login]
XML

14 : [Login] XML

<localizations
<default-language>

<language-selector>
<titles

Language:  Englizh

<language-selectors —»
St I (Chinese)

<language-selectors —» B & (Japanase)
<language> Pyccki (Russian)

3
<codes YEpaiHoeka (Ukrainian) E
<text>
[Login] Information Panel
XML [Login]
<auth-page>
ASDM 3 Cisco ASA
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15 [Login] [Information Panel] XML

<info-panels
<image-url=>
<image-postionz

v

TMNIr
CISCO
<info-panels —p  Clientless S5LYPHN Service provided by the

<texts Cisco ASASS00 Series Adaptive Security Appliance.

<info-panal= E
<mode:
XML
<auth-page>
16 : [Portal] XML
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