AWAIRVEY/

INT)y o 959 RKOETREED 7 = —
JLA—/N—

ZOETIH, XTY v 757 RBEEE (Microsoft Azure 72 &) T Cisco ASAv O & ] FiE % 3
R ATDICT 7T 4 TERZIR I T T T 2= —_— % ET A HFIEICOWTE L
e

e RXT VY VT RTOT =— LA —_"— 2o T (1 —)

e NXTY T TG RTDT 2— A —N"—DF AL A (7T3—)

e RTV T VT RTDT 2—VF—R_"—DF 74/ (]—)

* Microsoft Azure T ASAv & A FHTEIZ DWW T (8 X—)

T IT 4 TINY I T v T o= F—_"—DHE (10 2—)

T ar DT V== NT A —=FDORE (13 X—)

e NXTVN T VT RTDT 2— VA —R_"—DFHE (14 2—)

e XTI RTDT 2— A —N"—DF=% (16 2—)

e NXTV 7 V5T RTDT 2— VA —_"—DJERE (18 *—)

D959 KTOITz—ILA—/N\—IZDL\T

TEMEZWRT D72DI2, ASAVET 7T 4 713y 7 7 v PEAATE (HA) RET/T Y v
7 70 REEICEHLES, X7V v s 777 RTOHAX, 777 4772 ASAv DfEE
MRy 7T T ASAY ~DV AT AOHBN 7 = — VA —N_"—% N H—FTADOEHAT5H R
T—=hNVART VT4 TINRN 7T v 7 V) a—arFELET,

KDY ZA NI, HAXT Y v 75 R VY a—2aryOEBEaLsRf—R L b2 RLTWE
'@40

cTOT4TASAV - HAET D77 AT U=/ 8T77 4 v 7 BT DL ITRESIL
7= HA ~X7 N D ASAv,

NI TYTASAV: 77 AT T —)v 8T T 4 v 7 BREETS, 77T 772 ASAv IZ
BEENIEAE LTZGEICT 77 772 ASAV 5| Z kS HART WD ASAv, Zhud, 7=—
A= R—DBIIE T OFBBIERE G XD 2 NTD, AF N, TIEIRL AR I T v
EMFENE T,

K"IYvy o559 FogaRUDG I z—Lt—n— [}



KTYY 959 FOBARMED 7 T —t—1— |
. FTOT4TINv 9T 9T Tz—ILF—N—[ZDT

cHAI— 12 b ASAY ETFEITEN, ASAVOHA e —)L (T T 4TIy 7T )
ZHEBL, FOHA T OEEZEZHBTL. ZOHA 2 —LIZESNWTT 7 ¥ a 52 ETT
HMET kA,

WHEASAB L OIERT Y v 7 757 RORAEASA TlX. Gratuitous ARPERAZ{FHHL TV = —
WA= NN LETN, Ny T v T ASANE, 77T 4772IP7 KLAE MAC T
KL ZZBEHEART 57TV D Z & 278 T Gratuitous ARPP 265 LET, 1ZEAEDRT Y »
7 77U RBRETIX, 20X 7e—FXxx AN N7 70 v 7 FfFaf s TnEtA, &
DI, N7V w7 7597 ROHARETIE, 7= — /A — S—NFE L E X |\2mEToi
e FEETA20NERH Y 5,

TUT 4 THEBOWREN ANy 7T o TEBICL S TE=F SN, FIED T = — /LA — "—5A4
WZ—E LTV ENE I RIS NE T, FTEDRIFIZT—ET DL, 72— A ——=01Tb
NET, 72— A==, TV T ITTRA LT TANTITF ¥ DISEMEITIE
CTC, B~ 102820860860 7,

TO9T4TIINvHTvT TJx—)LA—/IN—IZDT

TITATIN T T 72— —"—T[X, | BOEENT 7T 4 7H#HETT, 0k
BN 74 v 7 %2ELET, Nv o7 v FEEEITEBIC N T 7 v 7 EELZD, T
TATHEEEREERERM LT LERYAL, TIT 4T IR0 T v 72— )L —3—T
d. BEENEA LEBEOMKIEL. Ny 7T v T ASAVT A AT EMS T ENTEET,
TOT 4 THEEBNYET S L, Ny 7T v RREICEDY Z L TNy Ty THEBERT U
T4 TIRBBICE DY £,

T2ARI DV F)VDERENET VT4 TNV I T VT AT—F R

TITATIN I T T T2 A —N—%5BETIHHE, | DOEEE T T4~ LT
REL, b 1O0%EE DX E L THRELET, ZORET, 2 00 EIL, T34
ALK —DORE, BIOARU b, FyvaR—FR, LE—F ~VAE=ZY 7T,
2ODMEBDTNA AL L THEREL £,

Tz VA== X7 D2 ODEEDLERMERIT, EHO0REBNRT VT 4T TELLDHE
BRI T T ThHHN, DEVELLORBEBRT VT 4TI T T 4w 7 T NEND
CTEWBELET, MHFOEENRNT 74 v 7 RETIENTEETR, T4~ VEELT
Na— R Rt Fa—T S L, EREHADONV— 2T a7 T 107 LTV— hOFE
FELTHERALET, N7 v 7 EEOEREREIT, VI A4~ VEEBOEREEZENRTHZ
ETT, WGFOEBEBNFERICAY — T v 7 LI2HA (SLICEE~VARELWES) | 7
TA~VEBNFICT 7T 4 7B 9,

7 T — )LA—/\—E4E

Ny 7T 7 ASAvIE, TCPZ N L CHESLENT- 7 = — VA —R_"—Fka i L <. 7277«
7 ASAv O IEFEEEER L £,

T IT 47 ASAVIE, U v AL R— &R Z TRV —/E L THEBELET,

B 7y 959 FOBRRKO T T —ILA—n—



| K9V 959 ROBRAIRAKD 7 = —LA—"—
=125 & Hello * v t—2 [

e Ny T w7 ASAVIE, BERA—FNEMEALTT 77 47 ASAV IZEft LE T,

. iéﬁ ASAVEEERI T O DRy NT—27 7 RURAEBNULERGEZRE, Uy A
— ]“ k?ﬁ‘f}h/ _ ]“ﬂjilﬁJ L/T—g—o

T = VA= R ORI L > T, 777 4 7 ASAVOEELZRHBLEST, Xv o7 v
ASAV X, 7 = — LA —N—EEENIM SN2 L 2R T DL, T/ T 47 ASAv TREEN
FAELZLHMBLUET, BEEIC, Ny 2T v T ASAVRT 7T 4 THBICHESNX—TT
TAT Ay —VICRTDINEEZZELRWGEGE L, 7277 47 ASAv CTREENFAE LT &4
WrL £,

ESPEREY=]

R—1) >4 & Hello Ay tE—

Ny 7T 7 ASAVITT = — A==t e T L CT 77 4 7 ASAv IZ Hello A v & —T%
EE L, Hello JSEOREEZHFLET, AvE—VOXA I 72, A=V 7R, >
EOD RNy 7T T D ASAv HEEIZ X B Hello & D3AE &£ IRD Hello A > —YDE(E & D
ORFRIERERN SN ET, ISEDOZEIT. A—/L REEBEMRENDZELZ A LT 7 M2k -
THH SN ET, Hello [SEDZENAA LT U NTDHE, 77T 47 ASAy THEENHAEL
B INET,

A=V v 7k & A — RERFERRILER EFRER T A—XTT (T I T 4 TINw 7 v
Tz VA= R—OFE (10 X—Y) EZM]) |

RERFDT VT« TEREDHI 5
70 4 TERL, KORECH SET,
« BEENT— F S, ET#TT T T4 7 LTCEERThHL Z L xRt T oL, £D

LB N w7 T TIEEIR Y £,

IEEN T — R ENTET AR TEARWE, FOMBIIT 77 ¢ 7BV £,

o W OIEENFRIRFICEBI SN SEEIE. T IOA~VEENRT 77 0 7TEEICRY, B
HVIEEN N 7T Tk ;ﬁ@i?o

Jr1—)LA—/IN\— AR |
TIT LTINS I T T 72— A —=_"=TL, 7z—F—_"=Ra=y s T LI Thh
F9, WOEIT, BEEASL R MNIKTH T 2— NI —"—T 7 g ERLET, ZOEIZ
. 72— F—R_"— AR MK LT, Vo= F—_"— R — (T z—)LF——
EE T A= N=l2 L) | T T TEEMTII T I v a s Ny 2T v TEREMT
TIvay, BT oA —N—F LT I a NIET AR EEE A N L E T,

K"IYvy o559 FogaRUDG I z—Lt—n— [}



B o= t—rn—axor

R1: Txz—ILFA—nR—A Rk

KTYY 959 FOBARMED 7 T —t—1— |

N9 TFT9ITTov3

FEEDRKR R o— FOT4TTF7oav |y i

Ny 7Ty THEEN | T oA —R— n/a TIT AT D CHUIERED 7 = — )b

;;;ﬁi;%;ﬁm 70T 4 7N jf“‘Qﬁ%W?
i ~—745 °

T T 4 THEE N T x— b — NI U | Ny 7T v T EEEL |n/a T U T 4 TR A~D

7 = — VA — N — e LC~v—77% T o)V A= R

D7 v — X EHER

ELEEA,

TOT A TRENR | T AA =AU | RNy s Ty TEEEEL | BER L TUT A TR A
T === LC~—215% I Ty TIEENBINE
7 CTCPH A LT 7 b EZAE L WGA.
& e 7 = — )L A — N — 3 F
ALFEFEA,
Ny 7T o THEN | 72— A —r3— n/a TIT 4TI D RNy I Ty TEEEILT
T )b F—R— 1 N - 7T 4 7 IEENENER
TIT 4 7 E s .
7 CTCP ¥ A LT 7 b ?_7;5 ol AT CTE RN E R
% e L. Bl &EE9,
T T 4 TEEEI . . .
s | Ty s
AR FLHE) L CTUN B SRR
v ROEEERITTD e
= IR B EETE AR
it Ny o T w7k
BIX7 = —A——
a~ U RET7 0T 47
EEIZEE LET,
T U T 4 TERIEOIEL | 7 = — L F— R —Fp U | EfER L '{E/ L Ny 7Ty SHEE

N— KT —TNVEEE
TolD, NI Ty
THEE DY Azure (ZFRFE
THMENH HHE—D
EEIZR Y £,

T I T THEEN
Azure [ZFBFEZ LTV
DE D INIEHRH Y
FHA,

B 7y 959 FOBRRKO T T —ILA—n—



| K9V 959 ROBRAIRAKD 7 = —LA—"—

Jr—nt—n—qxvt+ |

FEEDIKR

RS —

TOT4TTF7o>3ay

NPTy TFTov3

~

.
:
b

N I Ty TERRED K
il'e

Tz — )L — R—7p L

Ny 7T v 7 hRiSGE
LLT~v—7275%

EIE7R L

N 7Ty TAEE IR
Azure |ZFBFES LT
WA, 7 o—b
F— = IRELEE
Mo

T T 4 THEENER
B2 7 = — )L A — 3 —
% BitG

7 — )V F—N—

Ny T D

TIT 4TI D

T T 4 TEEEIL,
T x— )V —"—1
IR a LS 2 & T
7 =)A= —%
BMLUET,

Ny 7Ty TEEE IR
HrD 7 1 — X h iR
L. 7774 7HEBEIZ
0 F9,

Ny 7Ty TEEERE
HE 7 7 = — VA —
IN— % PRtk

7 —)VF—N—

Ny 7T vl b

TIT AT D

N 7Ty TEEEI,
T o=V —"— Ay
=V ET T 4 T
BIZHEETLHZ LI
FoTCT =—I)A—
N—%BmLET,

TIT 4 TEBEITA
-V aMERT D L.
B aH L TNy 7
Ty TEEICI D F
R

Ry 7T TR I
D7 v — X %R
L., 777 ¢ 7HEREIC
0 ET,

VIRNCT 77 4 7T
Ho T HEEOEIH

T — )L — =72

Ny 77T v TTIeD

RH&E Xy 7T v
~—7%%

7 = — = — 3
FITHLETRVIRDY
ELEEA,

K"IYvy o559 FogaRUDG I z—Lt—n— [}



KTYY 959 FOBARMED 7 T —t—1— |
B sssacsnss

N7y TT7H3

BEEDIRR Ry o— FOT4TF7Har| v pE
TIT 4 THEBEN Ay | Tz — LA — N — Ny T A NZhD | TI2TF 472D Z—WRFE T = — L
TT  TIEENSD F—_—% B LT
T r— )L —— A EITHEAT D ATREMED
-V EWHRT D HYEF, i,

Ny 7Ty THEEE N

TCP # A L7 7 k%
WBLIEEN, 72747
TEEN N 7Ty Tk
BNOA =%
ETELHEAITHAET
HAHEMEMN B D £,

FEFEEHNWER

COHETIX, ZOWEDOTA FT7A v LHIRFHICOWTHMHALET,

NI 559 KTOERTAMD ASAY 7 = —)LA—/\—

TR ZMHRT D7D, ASAV 27 77 4 713y 77 vy 7 @mal itk (HA) RET/T U v
7 779 FREIICEBMALET,

fEHED D3 v2 A U AH U A& LTV D Microsoft Azure /N7 U v 7 7 5 7 RTOHY
A—hEnEd,

« T I T 4 T2 ASAY DIEENRN Y 7T v T ASAV DY AT LD HE T = — N F— N~
MNIA=FT D& T AT = NVART VT4 TIN I T v T V) a—varz®E
ELET,

HIFRE1E
e Tz — L F— =3I VB TIEARL ., BHEMTITbIET,

« HA OFE|OPE L HAMEE L L TBIMTE 5008 900, HA ©7 . BLXOVHA &
L Azure £ T T AT I F v & DO TCP 5 4K FE L £9°, ASAv 23 HA $E&E & LT
ZITE VIR A N OB D F97,

cHA ¥ 7 ~D 7 = — )L A — " —Ee A TESL T X 7200,
o Azure D> HEREE h— 27 U EBUSETE 2\,

» Azure CREGETE 7200,

B 7y 959 FOBRRKO T T —ILA—n—



| K9V 959 ROBRAIRAKD 7 = —LA—"—
RKIYvs 559 kcnTz—nt—ri—n54t>2 |

T U T4 T 75>f5/\/77/7 EICRENFHEND ZL1THY AL, 7=—b
F—_—= T T 4 v 7 OFRTE LT, FLEE CREORE Z B 2 (IR T 2 BERH Y
i‘é—O

« ASDM AR — MIH Y FH A,
¢IPSec VE— K 77 EBA VPN IZVAR—FINTWETA,

A\

GE) 7 Vw2r 777 RCHR—RFENDVPN AR IZONTIE,
[Cisco Adaptive Security Virtual Appliance (ASAv) Quick Start Guide/
LT TEEN,

s ASAVIRE~T > A AR U AF, RIUAHMEEY MZHAMERH Y £9°, Azure DE]
ED ASAV 2 —V DS BEFEOEANS HAILT v 77 L — KT 5 Z LIXTEEHA,
AVAZ U AEHIBRL, Azure ~—47 v h 7 LA A0 5 ASAVANICHA 47 7 U v 7 %38
ATHHERH Y £,

INTYYHOHSHRTO I z—ILA—/IN—DS5S4 R

ASAv IE Cisco Smart Software Licensing Z i/ L £9, A~—F 74 R L, @FOERIEIC

VETT, % ASAVIE, ASAV 7T v b7 4 —L T4 AEEHL THIAICT A AR

BTN ERHYET, FTABVAZA A N—=LTHET, Z/L—7"> ME 100 Kbps |Z il

RENDT2D, TlHERT A P &2FATTEET, ASAV DIEMR T A & 2 AR HON TR,
[Cisco ASA Series Feature Licenses] ~X— Y %Z&M L T &V,

INDY) D 9SHKRTDIz—ILA—N\—DTITAI k

T 7 AN NTHEH, 72— A== R IR OFENGENE T,

¢ AT — MLV ARRT = — LA —I"—DFx,

e T2 NVF == T T 4y 7 ORBITE LT, FLEE TRBRORE Z 8 2 (THT D %
DY ET,

o 7 = —)LA—/3—D TCP filifl7R — M & 751% 44442 T,

s Azure B — R NZ Y O@EEMET 0 —7 R— NESIT 44441 TT,
AEEOR—Y RIS BT,

CEEOR—L R 15 BT,

K"IYvy o559 FogaRUDG I z—Lt—n— [}



https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/asav/quick-start/asav-quick.html
http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html

KTYY 959 FOBARMED 7 T —t—1— |

B Microsoit Azure T ASAV BRI RIEIZ D LN T

Microsoft Azure T ASAv S ] FHEIZDULNT

WD, Azure TO ASAVHA EADWME A RLET, 77T 4TI\ I T v 7 7x—)b
F—N—FRTED2ODASAVA VAKX L ADHH% T, V—ra— RKPE#ESNET, Azure 7 —
RANZUHE, 372 TCP Y Ry 72 LTH D ASAVEEEZ 70 —7 LET,
TIT A7 ASAVIE, 3V A N RV oA 75T L THRETHLZEEZRLETH, Ny
77 v T ASAVITEMMIIIEE LE A, B—RARATUHIURELRNWZ ET, Nyt T7 v
ASAv [F8— K NNT UHIEIEF TlE2WE S ICh A, N7 740 v 7 RERSNER AL

T 2= VAE—=NR—TX, 77T 4T ASAV 2 — RART oY T a—T~DI5ErELEL, Ny
77 v 7 ASAV ISEEIRT 5 2 & T, TANTOH LWEERA /Ny 7 7 v 7 ASAv (21615 &
NET, Ro 7T v FASAVIE, V—FT—TNEEFELCRT T4 v I NT 7T 4 7B
BRI Ty TERBEIZY XA LT PEND LI APIERE Azure 77 7Y v 7 ITER L E
To ZORKT, Ny 7T v T ASAYV T 7T 4 THBIZRY T T 4 TREIZT =—L
F=N—OBEMIEC TNy 7 7y THEBICIR 20, 3 AT7 T4 120 E7,

1:Azure TD ASAvHA DEA

Protected
\ Workload

L 8

HA Agent -

* Communicates with peer

* Determines Active/Backup State
* Responds to LB probes

* Programs Azure Routes

Azure
Route Table

Azure Routing
* Trafficis steeredto ACTIVE ASAv
* Routes are programmed via Azure
REST APIs

L mmy Microsoft Azure

Active
ASAv

g% HA Agent [

] Availa

B HA Agent Ll

Backup

ASAv

W

\
Express Route Support
Replaces the Public IP/Load Balancer with
an Azure route table.

Load

Balancer (
Public IP

bility Set

LB Probes
Load Balancer probes each ASAv’s using
a tcp handshake. If no response, traffic
forwarding to that ASAv is stopped.

HENIZ APIFONH LIC K o T Azure — b T— 7 VR ER SN D X DT 5121, ASAv

HA === hIZ Azure Active Directory ® 7 L7 > ¥ ¥ LSBT T, Azure 13, fHHICE 21T
P—ERXATAHTL P THLY—ER FY Lo ERALTWES, —Ex FU v
VL EFERTLE, BHOENLOERSINIZAzure) Y — Ay NNTH AT 2EITTDHDIC
TR LD B ERFOT AV e T nE Y a = S TEET,

ASAVHA DEAT, —E R TV VA FHLTAzure Y7 A2 ) 7 a VABEHTE
5E 92T 5I2lT. RO2ODOFIEEITNET,

1. Azure Active Directory 7 7'V 7 — g e —E R 7Y ULV EER L E T (Azure Y—
ERA Y U OoNT (98—Y) ZBH) .

B 7y 959 FOBRRKO T T —ILA—n—



| K9V 959 ROBRAIRAKD 7 = —LA—"—
Are 4—tE = Ty vnizont [l

2. V=R TV EFEHLT Azure TIRFET D L DICASAV A VAKX LV AZFRELF
T (TIT 4TI I T T Tx2— )L —R_"—DKE (10 —) ZHH) |

BEEIER
o — K XT U OFEMIZONWTIE, Azure D~ == T VAL T 7,

Azure Y —EX T 2N JLIZDNT

Azure V V—R (b= KT —=TNRE) ~OT 7 RAEIZY) VY —AOEERLEL 25T 7
V—arBNb 561X, Azure Active Directory (AD) 77U 7r— a3 VEBREL, LEAR
MERRZEID Y CHMENRDY £, ZOHEZX, UTOEEANS, BHOZ LT Y% /L TT
TV —2a rw2FATTHL0 bHEEINET,

c A OB L IXRAR DR EZT 7V r—2a IDIZEIV Y THZ ENTE S, W, Fl
DUTHMERIT, 77V r—2a U PNIETTO8ERH L b DOTEITITHIRL £,

TEBENE DS HEATH, 77U —2a DV LTy U L EERETANBERN,
s MEARZ U NOFITHRZ, FEHEAFEH L CGREEE BELTX 5,

Azure R—H JVIZ Azure AD 7 7V r—ya U aRETLHE, 770 r—var 47927 b
LY —E R TNV F T2 FD2ODF TV =2 M Azure AD 7 F > MIERR &
F9,

T TN —23 0 FTCIH bk Azure AD 7 AV r—a i3, FOT7 ) r—3 g
MEGEZINTWD Azure AD 7TF > F (T Vr—vard [h—A) TF0 8 125D
ME—DT SV r—ar 7Vl MLEoTERESINET,

cH—ERTYUINIL ATz b =R TV F TV ME, BEDOT
FUNTOT IV = a rOFHICET AR = L HEREEFRL, TS r—va
FITEOEX 2T 0 FY O EREA R L F T,

Azure 1. [Azure Resource Manager Documentationl] T Azure AD 77V r—3a & —E A
TV SNV EVERRT D FIEIZOWTEH L TWET, FELWFIREIZ DWW T, RO ME v 7
ML T TZ3N,

s IR—HXNWEMALTY Y —RIZT 7&ATZ 5 Azure Active Directory 7 7' U r—3a > &
Y= R TV VB R D [EE

» Azure PowerShell Z#{HH L TV VY —RIZT7 7B AT H720DOY—E R 7V oL BER
ERANES

\}

GB) =R TV v ERELEZL, T4LY MIID, 7TV =230 ID, BLOWER
FRALET, ZBHIE, AzureiBEEZ VT U Uy VERET D OICKETT (T2 747/
Ry P T o7 Tx—NF—=R=0FE (10—) 23MH) ,

K"IYvy o559 FogaRUDG I z—Lt—n— [}


https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-overview
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-authenticate-service-principal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-authenticate-service-principal

KTYY 959 FOBARMED 7 T —t—1— |
. Azure T ASAv & 7] AtE DR EEH

Azure T ASAv SR HE DR EEH

X 1:Azure TD ASAvHA ODE A (8 X—) T L TWAD LR UREZEANTHIT
X, LTSS EL T,

o KD Azure BFEEH (Azure —E R 7Y Lz HONT (9R—) #5HK)
« 7T 4L 7~V ID
* Application ID

o P
« IRD Azure b— MEH (Azure L— ks T—7NVOFRE (13X—=) %2&MH) |
cAzure 7 A7 Y 7 a 1D
e N—hT—=TN Y= T N—
« T—T N4
c T RLAR VLT 4T A
« XV ANKvT T KLA,
WD ASARIE (T 7T 4 TINw 7T w7 7= F—_"—OFE (10 =) | N7
Vo2 757 RTCOT2— LA —_"—DF 74/~ (1—2) 5HHR)
T IT 4 TINy I T T IPT KL A
cHA =— Y= FEBEAR— b
e — R NNF YD Ta—T7 KR— b

o N—U VTN

\)

GE) TIAVERLE D A VEEOW T CTREAD 7 2 — A —R—REXHER LET, T4
< VEENOE D X VEEICRENRM SN Z LEHY A, 72—V A —— T
74y7@@@h%bf\%&%TH%®&E%@b_%ﬁﬁém%#%nifo

TIOTFT4TIIN\v DTy T TJx—ILA—IN\—DHKRTE

TITATINGIT T 72— A —"—%RETLHIE, TIAVEELEN TV
EOWST THEARRT 2= VA —N—RECHRLET, 7T~ VEENLED o Z ) EE
WCRENFM SN Z EIEH Y EFHA, 72— NF == T 7 ¢ 7 QNPT L T, &K%
B CRIBRDOFRE &l 2 (KR 2 L ER D Y £7,

B 7y 959 FOBRRKO T T —ILA—n—



| K9V 959 ROBRAIRAKD 7 = —LA—"—

ATy T

ATy T2

ATvT3

ATv74

ATy TH

FTIT4TINVITvT T—IF—N—DEE .

1R BHIIZ
« Azure A] M~ T ASAVHA X7 ZEA L £1,

cAzure Y7 A7 U T gD EV—ER TY LD Azure iREEY LT UV v L EE
o, Azure IRIEFHREATLET,

FIE

[Configuration] > [Device Management] > [High Availability and Scalability] > [Failover] DJIf{Z
BRLET,

[Cloud] # 7 C. [Unit] F= v 7 KR v7 A% 422 LT [Failover Unit] Ka v "X 473
CEEBALET,

[Failover Unit] K& v 7"# 7 A ==a—/1 05 [primary] &R L F£7,

W7 D HA ZEE N FRHCEE) LB ald, 79 A~ VIEENRT 77 4 7R HA n— V&5 &%
JET,

(A7 ay) [Port] F=v 7Ry 7 A% A2 LT, [Control] 3 X UV [Probe] 7 4 —/V K& &

BLET,

a) [Control] 7 4 —/V RIZHBNRTCPHIEIA— 2 AN LET, i, T 740 FOKR— kK
44442 DFEFIZLET,

HIEIAR— NI, 77T 47 ASAv &30 7 T v 7 ASAv O] T TCP 7 = — /)L A — N —Eki
S LET,

b) [Probe] 7 4 —/L RIZEZN2TCP V' —7 AR—h &2 AN LET, £2E. 7740 FOFR—
k44441 DFEFIZLET,

7 —7 R— ME, Azure 2 — R RNT W Fu—70%5E8ER— & LTHEA SIS TCP
7j_\9"_ ]\ /C“jqo

(A7 a ) [Time] F= v 7Ry A&A4 (2 LT, [Poll Time] 3 X O [Hold Time] 7 4 —

IV RZRE L £,

a) [Poll Time] 7 ¢ —/V RIZHWeREE (B) # AN LET, £72E. 774V D 5SHOE
FlZLET,

R—U v 7R O#PHIZ, 1 ~158TF, K=V 7MEzE< 75L&, ASA TlEEZ
ML, 72— A —_"—% N H—F 2HEREHS 220 £, 7272 LERRH TOM
X, % U= RS —BRAICHEEE LGS ISR E AR 0 X MThN B RIK & e £,

b) [Hold Time] 7 4 —/L RIZABZRKH (B) Z AN LES, £72id, 7740 ED 150
FFRICLET,

hello /X7y FEZETERD ST EENLIEENKIKE LT~ —27 &N D E TORM,
PREFFFRIC L > TR E Y 9, A—/L REFRO&FHEIZ 3 ~ 60 T3, EEDOR—V 7
FERI D 3 (RO R —/V FIFFOMEEZ AN THZ LIZTEEHA,
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ATvT6

ATy T1

ATvT8

2ATFvT9
ATy 710

ATvIN

[Peer] = v 7 7R v 7 A% A 2 LT, [Peer IP-Address] 33 . U8 [Peer Port] 7 + —/L K& BB L

£7,

a) [Peer IP-Address] 7 4 —/L K2, HA ©7 ~®D TCP 7 = — /LA — —Hil 5 & Mer 5
OIHERTAHIP 7 RLAZ AN LET,

b) (A7 =z ) [PeerPort] 7 4 —/L RICHZN/e TCP iR — k% AJJ L E T, mataha,7
TNV RDOR—F 44442 OFEFIZLFET,

BT R— NI, 77T 47 ASAV £y 7T v 7 ASAV DIH T TCP 7 = — /b A —/—1
e LET,

[Authentication] = v 7 7R v 7 A% 4 |2 LT, [Application-id]. [Directory-id], 35 & T [Key]
7 /]) — b F‘%)EF’I% Lij—o
Azure P —E X 7Y U L DG LT v v VERETEET, TORII LT v L
&Y, ASAVHA E TR L— K T—T AR ED Azure VY — ATV EBA LTV EETX S
Lol ET, =R TSV UV EHEHT L L ERFEHD Azure U VY — A £ bH
TH A BFRITTHT-ODOR/NEOHREZEF DO Azure T IV "7 nbeya=r 7 TEF
T ASAVHA DAL, 2 —WERDONL— N L ET 5 OIZHEMERICHR S E T (Azure
=R FY I oNT (93—) ZBR) |
a) Azure f—E R 7Y 2D Azure 7 7Y - —3 =3 L ID % [Application-id] 7 4 — /L RiZ
AN LET,
Azure f V7T AT I FXNOET VA XF—2HERTHLEEXE, ZOT SV r—var
ID ML ETT,

b) Azure —E R 7Y LD Azure 7 4 L7 R~ U ID % [Directory-id] 7 « —/L FIZ AT
LET,

Azure f VT TANT I FAMbT 7 BA F—%BRTLHLET, 207027 MU ID
75%%?“6"9#0

c) Azure —E R 7V LD Azure FEEE [Key] 7 4 —/V RICATILET,
Azure { V7 F AT I FXINGT 7 BAX—%FRT H & EX, ZOMERNDLIEETT,
[Encrypt] 7 4 —/V WAL D6, ZOMEHITIE T2 7 4 ¥ a2l —va U THERS
ET,

[Subscription] = v 7 R v 7 A% A2 LT, [Sub-id] 7 4 —/V REER L £,

ZHUE, EHBBERN— N T =T NABRET LT AT SOV T A7) T arID T,

[Enable Cloud Failover] &= v 7 iR v 7 A& F 2L ET,

[Applyl 27 U v 7 LET,

FNRA AEREEWATDE T, 72— A — =T EBEIITA =TI 0 8 A,

EHFVEETERL T 2=V F— =B F 7> TWRWEEIEL, [Device List] 225 & 4

VAU ASAV IR B0, £721X ASAV D IP 7 R L A https://asa_ip_address/admin % i ffl L
THLWASDM By v a Va2 LET,
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+7vav07—nA—n— 5 i—s05E |

ATvT12 FEI~10Z2EVELT, ¥h o X VEETT 7T 4TI\ I T v Tz —"—%5%
E]\/ij—o

TIA VRN ST LV ERICRESAMEND I EEHY FHA, 72—
N9 74 v ORBICB LT, 440 CREOBIE 2 H « (CHIR T 2 B8R D 0 £,

FNRA ZNCEELZWMATHE T, 72— F—N"—TEEICIFA 2 —T IR0 TR/ A,

RDHRY
MBS U T, BIMDONRT A =2 2R ELET,

e Azure /L — MEROFRE (Azure — kb T—T7LORTE (13 —) H#5MH) |

T3 DT T—ILA—IN— NS A—BDKTE

VIS L CT 2=V F—R—REE N AX~ A A T&EET,

Azure )L— kb T—TJILDHRTE
J— b T—=TNEREIL. ASAVT 7T 47— L x| &L EICEFHTIMNEDD D
Azure T —YEF/NL— MIETAFRTHER I TWET, 72— A —"—TL, NEL—
NaT 7T 4 TEEIZATALERH Y 3, TI7T7 4 7EEIZ. RESINZLV— T —T L
[EWAEZHA L TCHEMICL— N2 AT £,

N

GE)  TI747%BEL Ny 7T v TEEOMS T Azure /L — b 7T — T WAFRERE T D LERH Y
£

1R BRI

I A= VB A VEBOW T TCINSORELER LET, T4~V HEE
LD FVIEE~ORTEORMIIH Y /A,

cAzmure 722V FL gD EY—EZX FU LI oULD Azure BREE Y LTF LY L E S
To. Azure RIBEEW A AT LET,

FIE

AT w71 [Configuration] > [Device Management] > [High Availability and Scalability] > [Failover] DJ[E(Z
BIRLET,

AT w72 [Route-Table] ¥ 7% 27V v 7 LC, [Add| &7 U v 7 LET,
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a)

b)

[Route Table Name] 7 4 —/L KT, /b— bk T—T VD4R EZ AT LET,

BRIEHON—F T—TNVEHRETETET, £, =TTV VA Dx Y
AREFEIIHIRETEE T,

(A7 a3 ) [Sub-id] 7 4 —/V RIZ, Azure W7 A7 V7o arIDEANLET,

ZZTHIGT D Azure T ALV Y S a v ID EEETDH I LT, 2208 ED Azure 7 A
IV T varDa—FERL— M EHTEET, Azure 7227 U 7o a VIDEfREY
712 [Route Table Name] Z AJJT 5 &, 7 m— VL T A= EHINET,
Gx) [Configuration] > [Device Management] > [High Availability and Scalability] >
[Failover]| "7 77 4 TINw I T v 72— )L —R_—aiZETH L &I,
Azure Y 7 A7 VT2 a IDEANNLET (T 72T 4TI\ 7 97 Tx—)L
F—=N—ORE (10 X—) 2ZH) ,

AT w73 [Route-Table-Mode] #7 U v 7 LEd, L—h T—T/b~Dx > Y 2B, e, F7213Hl
PrRCXET,
ATYT4 [Add] %2V v LET,

Azure L —WEF/N— ML TROEEZ AT LET,

a)
b)

<)
d)

e)

[Route Table] K2 v 77X URA MhbA— K T—T7VEERLET,

[Azure Resource Group] 7 « —/V KiZ, Azure b— b 7 —7 V& ETe Azure ) V— R 7 )L—
TDA4HI AT LET,

[Route Name] 7 4 —/L RiZ, /b— b DO—EDOLETEZ AT LET,

[Prefix Address/Mask] 7 4 —/L R{Z, CIDR EZFLTIP 7 RLA TV 7 4 v 7 A AN LE
7

[Next Hop Address] 7 4 —/L FIZ, X7 A KRy 7 7 RLAEZ AN LET, Ziux ASAv
oAU H =T A AP T RLATT,

G HERK6AHONL— MEHETEET,

AT9T5 [Applyl #7 U v 7 LCEERNRERITELET,

NIV VS0 FTODIz—ILA—N—DEE

ZOETIE, 72— A== HHNI LB T 77 RND 7 = — LA —— 2 S
THHECOWTIHALET, HOEENSHIOEEICT = — VA — =% EET D
FIEZHOWTHIA L E9,

J 1 —)LA—/\—DEEH|ELT

AH N BEBEREIINCT 7T 4 7T DI, ROoa<v s REEITLET,
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1R BHHIIZ

VTN ATHXARN E— RDVAT AFETAR—ATROa~x REFEHLET,

FIE

AT w71 [Monitoring] > [Properties] > [Failover] > [Status] DJIEIZER L F 5,
ATYT2 EELNVTT = — A —"—%0lill T 5120E, ROWTILDORZ %27V v 7 LET,
AEERT VT 4 TEEEIZT DHITIE, [Make Active] 7 U v 7 LET,

« BEE L AL N AHEEIZT HITIE, [Make Standby] 7 U v 7 LET,

IL— FOEFH

Azure D)L— FOIREENT 75 47 m—)L D ASAv & FJE L TWAESIE, ASAv T/L— &
e sl cE E9,
1R BHHIIZ

VTN AT HXARN E— RDVAT AFETAR—ATROa~x REFHLET,

FIE

AT 71 [Monitoring] > [Properties] > [Failover] > [Status] DJIEIZEIR L £,
AT w72 [Update Route] 7 V v 7 LET,

Zoawy Rt 77747 a—L®ASAY CORFNTT, BIEIZRIT 5 &, HErRoute
changes failed /U] \i—g—o

Azure FREEDFREE

Azure T ASAv HA OEAZRIhEE 5121, —E R 7V U2 UL DORENTENDIEME T
HDHVENDH Y F9, @R Azure FRFEN 2V E L ASAVEEE LY V=R T 7B AL T,
Tz VAN E B LD L— N EFIT LY TEERA, 7oA —N"—FEE
FTARMLT, Azure '—E X 7V Ui 0oULOROBERICHEST =T — 2 TX £,

7 4L 27 hUID
* Application ID

* Authentication Key
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1R BHEIIZ
VTN AT HXARN E— RDVAT LAFETAR—ATROa~ > REFEHLET,

FIE

AT w71 [Monitoring] > [Properties] > [Failover] > [Status] DJIEIZER L £,
AT w T2 [Test Authentication] #27 V v 7 L7,
EFIZRT 5 &, o~ FHHJIX authentication Failed & 720 £,

T4V RN IDERIFT TV =2 ar IDBELLERESN TWRWES . Azure 13383
=2 RS T 572D RESTER THREINZ Y V—A&B#BLEYAL, ZO0FMHT b
VDA NBRRIZIRO X 512720 7,

Error Connection - Unexpected status in response to access token request: Bad Request

FSAL 7 MYV IDERIET VA — 3 VIDIFIE LW, FEEF—NIE LS REI LTV RN
i}ﬁ%é\ Azure inunﬂz }\ 7 /%ﬁi)ﬂiTéT@ﬁE’%u‘FTLiﬁ%uo ;@*’ﬁ::]:/ ]\ ) 0)/])“\./ ]\)E
FEIZR D X 912720 F9,

Error Connection - Unexpected status in response to access token request: Unauthorized

INTYw G HS5SHRTHD Iz —ILA—/IN—DE=H

COETEH, Vx—NVA—NR—= AT —H RAET=HTHHECHOWTEHHLET,

JI—I)LA—/IN\—RT—AR R
~

CE) Tz A —NR— A RN ELER, T ZADE=FY 7 kT 511X, ASDM
ZEEEN T 57 F720 [Devices] A NNIRRSNDHNOT A A2V B 2T, JLO ASA
R D FIREFATT D2 MENH Y £, ZOBRIENPLERDIL, ASDMABT /31 A6 Gl &
NTHER SN HE., ST =2 U V7 0NHEL SN0 TY,

T IT A TINY I T T T 2= )V == AT —H A %E=HFF 5H|ZIL, [Monitoring]>
[Properties] > [Failover] > [Status] Z &R L, [Failover Status] %7 UV v 7 L%,

e HA LA LT BRELNL ARXRVNEIAT BIOARV N TXA NG T =—
VA —N— A X NEREAZ KR T DITIL. [Monitoring] > [Properties] > [Failover]| > [History]
ZIEIRL ET,
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Jx—I)LA—NN— A yt—

Tz —)LFA—/N\—D syslog * v t—
ASA 1T, EABRMEET T IAFT T 4 LL2 DT = — )L F—_"— 2O\ T, #HHD

syslog A v =TV EFBITLET, TNOHDRA =V EFRTBHITIE, [syslog A ve—T
A R] ZBLTEE, Syslog A v & — Y ORiFHIE 1045xx & 1055xx T,

GE)

\}

T 2= V== I, ASAITREIMICY vy N T U LT, A v H—T = A A& L)
L. syslog A v tE—VHAERLET, ZHTEEDOT 77T 4 7 4 TT,

AL FA—N—HIZAER S D syslog DRl RIZR LET,

$ASA-3-105509: (Primary) Error sending Hello message to peer unit 10.22.3.5, error:
Unknown error

%$ASA-1-104500: (Primary) Switching to ACTIVE - switch reason: Unable to send message to
Active unit

$ASA-5-105522: (Primary) Updating route-table wc-rt-inside
$ASA-5-105523: (Primary) Updated route-table wc-rt-inside
$ASA-5-105522: (Primary) Updating route-table wc-rt-outside

( )
( )
( )
$ASA-5-105523: (Primary) Updated route-table wc-rt-outside
( )
( )
( )

%ASA-5-105542: (Primary) Enabling load balancer probe responses
$ASA-5-105503: (Primary) Internal state changed from Backup to Active no peer
%ASA-5-105520: (Primary) Responding to Azure Load Balancer probes

NIV w7 750 ROEANIBEET 545 syslog (21%, HEEOEFNRINEMENET
((Primary) % 721% (Secondary)) .
Tx—WA—N—=TNy T dyt—o

TNy T A= EFRT DHIZIL, debug fover =2~ &2 A LET, FEMIZOVLTIL,
a<w R U 77 L REBRLTIIEE N,

GE)

CPUTREARATIET ANy THNCE T TAFT VT 4o BFEND Y THEN TSI, T3y 7 HT)
EATOD EVAT ANT =V AIRELEETHZ LDV EF, 20, FEORBED
NI TN 2a—TF 4 T ERITIEHER, CiscoTAC ED T TNy a—T 4T ®yiard
MIZIR Y debug fover =~ > RZEH L T 7Z&0,

SNMPD 7z —I/)LA—/IN— +Sv T

7 = — )L — =% T % SNMPsyslog k7 v 7% %Z(ET 5121L, SNMP k7 v 7% SNMP &
FIAT—3 a TEET AL DICSNMP T — U= v RAFRE L, syslog A A h2ER L, B
VYD SNMP EHE A 7 —13 3 |Z Cisco syslog MIB % =1 > /XA )L LET,
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NIV V57 RTDIT z—ILA—N—DERE

WEER J1)—Xx B EETEER
Microsoft Azure TDT 75 ¢ 7123 7 |1.9(1) T OMENEAINE LT,
T T x—)LF—R—
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