VLANH I B2 —T (4R

ZDOETIE, VLAN YT A v H—T 2 ZAZRETDHHECHOOTHBAL £,

) =N FarsFFAPME—RTIE, ZOHOTRTOH AR BV AT AFTAN—ATIITLT
LTIEEN, VAT LFATAR=ZIZ A TWRWEA, [Configuration] > [Device List] <A >
T, TIT4TR2T A AIPT RLADTFIZH D [System] &5 77 VU 7 LET,

s VLAN V7 A L B —T = A ZZHONT (1 =—2)

s VLAN VT A L H—T 2 ADTA LA 2=)

*VLAN VT A U H =T 2 ZADHA KT A > LHIBHE 3 —)
cVLAN BT A v X —T 24 ZADF 7 4V "NEE (4 2—)

*VLAN V7 A =T 24 AL 8021Q N T XL TORE (42—)
¢ VLAN D% T A v B —T = A 2D (6 2—)

s VLAN V7' A L B —T = A4 ZADJERE (7 2—2)

VLAN D4 B2 —TJ 24 X[ZDLVT

VLAN VT A v H—T oA ZEEATHE 1 DOYHEA L X —T = A A, LEA LV H—T =
A A, F721% EtherChannel £ > Z —7 = A A%, $72% VLANID T 7+ SN 7= EH DO
AL H—T oA ATHETEET, VLANY T A U H—T 2 AN 1 DU LEH LA o F—
7oA AL, BHEIUIZ802.1Q T v 7 L LTHESNET, VLAN Tk, FTEOWEA v ¥ —
T2AALETR I 74w 7 B0l TEBLLZLENRTEE2D, WALV X —T A4 AFIT
ASAZBEMLRLTH, Fy NUV—7 ETHHATEDA VX —T oA ADEEHET Z LN T
TET, ZOMRIZ, K2 TIAMNIBEAEDOA U E =T oA AEFEV B THZENTEDHD
T, w/F arFX AN E— R TEIZERTT,

12D 7F54<1U VLAN & 1 SDFEF- 3O o #) VLAN 2R ETXET, ASATED
VHEUVLAN Ch I 74w 2ZETHE, TNae 774~ VLANIZ~v Y LET,
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VAN DA A3 —TJ x4 ADS5/4M 2R

ETIN AU REH
Firepower 2100 EHET A A 1024
Firepower 4100 RS 4R 1 1024
Firepower 9300 AT LR 1024
ASAVS T AR 225
ASAvV10 YT A2 X 150
ASAV30 THUET A A 2200
ASAvV50 FEHEZ A A 1024
ASA 5506-X AT A BUR S
ASA 5506W-X Security Plus 7 1 & A : 30
ASA 5506H-X
ASA 5508-X FARZA | A 50
ASA 5512-X HART A B A 50
Security Plus 7 A &> 2 : 100
ASA 5515-X HARZ A/ A 100
ASA 5516-X AT A B A 50
ASA 5525-X HARZ A/ A 200
ASA 5545-X HART A& A 300
ASA 5555-X HARZT A X 500
ASA 5585-X AT A 'L AL Security Plus 7 A £ & :
1024
ASASM HFAR—F LA
ISA 3000 AT A BURA S
Security Plus 7 A &/ A : 25
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VIAN G T4 2 8—T 14 20 %1 K51 v esipEr ]

A\

GE)  VLANHIRO®S%RE L ThH Y b B A —T =1 AT, VLAN 2E[0 4 TE4,

VLAN G DA 28— x4 ADHA K54 2 EEIREIR

ETILDOYHR—

¢« ASASM : VLAN 71 o Z—7 = A A%, ASASM TIIHFR— F SN FEH A, ASASM D
AE—T A RL, TTICAAL v TFPHEID Y THNTVLANA VX —T = A A TT,

ZOMOAA K54

WA B =T 2 AR LEOR TRy NOEEL T A B —T oA AEERT DY
G WA A —T oA AT 74 v 7 ZBBSERNLIICTEHZEL LB F
T WA VX —T =2 A AT Z T D7y hEBERSEL IR TELHZDTT, Z
OFEIE, TUREA VX —T = A ZAXT DT 7T 4 7 724BEA % —7 = A A & EtherChannel
VoI BTCIEVET, NT T4 IBRHT AU F—T oA A%@iT HI21%, Yt
A E—T xR, TUEAVEZ—T A A, F£7213 EtherChannel A > % — 7 = A A A
F—=T Mo TV DHERH DD, N T 74 v I BYEA v —T = A, JLEA ¥V
5*7:4% *F 721X EtherChannel f > % —7 = A A BB L2WE T, /£ F—T =

AL ERE LW TL SN, WP VX —T 24 A, TRA VH—T = A A,
if_iEtherChannel/f VHE—T 2 A ATHE T DRV MR RIE S DGEIL. EEE
Y name 2~ REERETEET,

ZLDETFNLTIE, BHA L EA—T oA ADY T A L X —T oA AXRETEXERAL, WV
TAE—T 2 ADYVR— MIOWTIE, FEHAv Y NER—F A H—T =2 A%H
L TLLIEEN,

FUEHA =T 2 ADTRCOVT A o H =T oA AT, TV oV T N—TF A R—
PV—T > RAUVE—=T 2 A ZADVTINNTHLIMLENRS Y £3, IREBLO LT
FHA,

ASA T Dynamic Trunking Protocol (DTP) Z#7AR— kL Tz, HEINTWVbH A
AT R—=FEBEMIZ PN T UoF T THEIICRETDHDLENDY F5,

BA % —7 =4 ZADE U Burned-In MAC Address i 142 DT, ASA TEFZSNT-H
TA B —T oA ZA—BDOMACT FLAZEIWV Y TAHRZ Ly TEET, -8 213,
P—ER TN, Z—ZL>TE, MACT RLRIZESWTCT 78R ar br—La2E
TTA8E508H0VET, T2, IPv6 ) 7 a—H LT RLAEIMACT KL R |ZHSNT
ERENDTZD, Y TA L H =T 2 A A—BDOMACT RLAZEN Y CTHZ LT, —
BOIPV6 U7 a—0 7 RLUARAREIZ/R Y . ASA THRFEDA VAKX U ATD KT
T4 DR ERNT D Z ENTEET,

VIANY TS A2 —T (4R .
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VIANH T va—Tx4Z |
B vwwyo o s—szqzoForn e

VIANY IOA A —TD A RADTIAJL FEETE

ZOWETIT, THEREOTFT 74/ a7 4 Xal—a DR ESNTWARNWERED A
B—=T 2 A ADT 74/ NREERLET,

AVB—DTAADTITAIL FDIREE
A B =T A ADT 7 )V FORREIL, TOXATEINa U THA ME—RNIZLoTHEA
N E£7,
TNT AT HFARNT—RTIEL, VAT LAETAR=ANTOA X —T = A ADIRFEIT )
M bT, TRTDENY Y CTELDA VA —T =2 ANT 7 4V FTL X —T N> TWE
T, L. NI T A9 INA B —T oA AZWBTLH-0121F. TDA L —T A A
VAT WNEITANR—ANTA =T MR o TWAMERH D FT, f X —T 2 A% A
TAEITAR—=RA T Yy MUV TBRLE, ZFOAL 0 Z—T x4 A, ThrEFLTWAET
RCPOAVTHFARTHETLLET,
TN REFRIIV AT LAFETANRN=ATE, A v H—T = ADT 7 /) FDIREITIK
DEEYTT,
WA L —T AT 4 E—T I,
*VLANYV T A v H—T =2 f A : A F—=T N, T272L, NTT7 40 I BT F—TxA
R EERT H72DIIE, WEA o H—T 2 AH A R =T NI TODEMNERH D F
T,

VAN JA 8 —2J1x4RE80210 FS X205 D%

VLAN YT A o —T =2 AW A L X —T 2 A A, TEA X —T =4 A, £T-1%
EtherChannel £ > % — 7 = A AIZEM L F 1,
IR B

~“NF arTHFRALT— KT, VAT LAEITAR—ZATROFIEEZFEITLET, VA
Th AT 4 X2 b—T a3y T RIZA> TWRWEEE, [Configuration] > [Device List] <A
VO TITATIRTNRAADIPT RLUAD FIZH D [System] X 77V v 7 LET,

FIE

ATYT1 avTHFART—=FIZLoTKRDLHIITHERY £,

o UV E— ROEE, [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] <2
A 2R ET,
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ATy T2

ATy T3

ATvT4

ATy TH

ATvT6

ATy T1

ATvT8

ATvT9

VAN 4 T4 v 8—T x4 2E 8210 r5oxos0EE [

s v VT B— ROBFE, VAT LAFEITAA—XT, [Configuration] > [Context Management] >
[Interfaces] ~A > Z 3R L 77,

[Add] > [Interface] DJIEIZEIR L £,
[Add Interface] X4 7 R 7R v 7 ANREKRIINET,

G v E—FOEAE, ZOFIETHEGE LTW5H DI [Edit Interface] %A 7 7 7
Ry T ADNRG A= DY Ty NOHLTHHZD, MONRT A =22 ET HHE
3. =T v RE—FRA L E—T 2 A RE N T VAT L N E— R F—T =
A 2B LTLEIN, vV F arTF AN ET—KRTlE, A VX —T = ADK
EEETTDHENC, TVTHFAMIA A =T =2 A ZAZE DB TEHZMNENHY 7,
YNAVF A THXRANOHREESHRLTIIEZIN,

[Hardware Port] K2 77X 7 U R R, U7 A H—T A A%BINT 501 2 —
TxA A, TRAVE—T2A A, FLEFR—PF ¥RV A F—T =2 AZERLET,
AUB—T 2 A ANEFEA F—T N TROYETE, [Enable Interface] T v 7 R > 7 A4
WZLET,

A B =T 2 A AET 7 H )V hTA RT—T N2> TWET,

[VLANID] 7 4 —/L KiZ, 1 ~4094 ®» VLANID # A/ LE7,

VLANIDIZIE, SN TWDHIAL v F TTFHNEINTWDLIHORH Y £, FEMIC VLTI,
AA v FDOv=aTVEBZRLTLLEIN, wILF aTF AL E— FOBEE, VLAN [T
AT LARETLMRETEEE A,

[Secondary VLAN ID] 7 .t —/L KIZ, 1 2L ED VLANID % A_R— A £ 72130 >~ TR - T
AFTLET, @ T 25HEOLAIEE v a2 FH L1,

ASAIZTEHI X IUVLANT NI 7 4 v 7 254D E, FONTT7 4 v 7 %77 A~ VLAN
I~y 7 LET,

[Subinterface ID] 7 o —/L RIZ, 7 A v X —7 =4 AID % 1 ~ 4294967293 DIIE T AT L
i‘j‘o

T SNBEZVTA L2 =T oA ADFFIL, 7Ty b7+ —LIlL-o TRV £9, REHKIT
ID #EHETXERA,

(A7 a3 ) [Description] 7 4 —/V RIZ, ZDA X —7 x4 ZADFHAE AN LET,
PLBIX 240 LFUNTANITE E9, AT ANLTICIITTASILET, v LF ar7xA b
FT— FOBAE., VAT LOHAL 2T F A FOFHICERITIH Y A, 7 z—L A ——
FHIAT— MU 7 O84E . AT TLANFailoverInterface] . [STATE Failover Interface| .
F 7213 TLAN/STATE Failover Interface] 72 SIZEEINE T, ZOMIIRE TS EHA, &
DA B =T 2 A% T 2— VA —NR"—FZFAT— V7 LEHE. ZZCTANLET
RTOFHAN., ZOEEDOHHAT EEX SN ET,

[OK] %27 Vv 27 LET,

VIANY TS A2 —T (4R .


asdm-712-general-config_chapter18.pdf#nameddest=unique_382
asdm-712-general-config_chapter18.pdf#nameddest=unique_382
asdm-712-general-config_chapter9.pdf#nameddest=unique_378

VIAN4 TS v8—Tz42 |
B vwwosro58—5z10z08

[Interfaces] ~<A TR Y £,

EENEYD
VLAN BT A v B —T 2 ZADTA LA (22—)

VLAN DY T4 3 —T 4 ADH
WIZ, VoIV BT RTYTA U H—T 2 ADNRT A =R EHJRETHH 2R LET,

interface gigabitethernet 0/1
no nameif
no security-level
no ip address
no shutdown

interface gigabitethernet 0/1.1
vlan 101
nameif inside
security-level 100
ip address 192.168.6.6 255.255.255.0
no shutdown

I, Catalyst 6500 TED X HIZ VLAN v v B I 3 ET 200 E R LET, /—R%&
PVLANS (Z#5f5¢ 3 5 J7EIC OV T, Catalyst 6500 DFREH A RESRL T E &0,

ASA Configuration

interface GigabitEthernetl/1
description Connected to Switch GigabitEthernetl/5
no nameif
no security-level
no ip address
no shutdown
|
interface GigabitEthernetl/1.70
vlan 70 secondary 71 72
nameif vlan mapl
security-level 50
ip address 10.11.1.2 255.255.255.0
no shutdown
|
interface GigabitEthernetl/2
nameif outside
security-level O
ip address 172.16.171.31 255.255.255.0
no shutdown

Catalyst 6500 Configuration

vlan 70
private-vlan primary

private-vlan association 71-72
|

vlan 71
private-vlan community
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VAN 4 T4 > 8—7 x4 20BE [

vlan 72
private-vlan isolated
|
interface GigabitEthernetl/5
description Connected to ASA GigabitEthernetl/1
switchport
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 70-72
switchport mode trunk

VLANS DA U3 —T 24 ADERE

R1I:VIANY DA B3 —T 24 ADEE

taE

N

N— | BEEETRER
P

N

~

VLAN D40 700) | IROFIFRIEAHIIN S vk Lz,
* ASA 5510 JEART A 22 AD VLAN 23 0 705 10 [Z¥ 2 £ LTz,

« ASA 5510 Security Plus 7 1 = > A VLAN 275 10 775 25 I8 2 £ L
77

« ASA 5520 @ VLAN 473 25 725 100 IZH#E 2 &£ L7,

« ASA 5540 @ VLAN #4273 100 725 200 (ZH§ 2 F L7z,

VLAN o0 722) | VLAN Ol BRIENETE S E Lz, ASASSI0DEEART A B 2 TIX100 5
50 12, Security Plus 7 1 & 2 A TIE 25725 100 12, ASA 5520 Tl 100 75
150 12, ASA 5550 TIE 200 725 250 128 2 TV E 9,

ASA 5580 @ VLAN ¥ #an 812) | ASA 5580 L THAR— K &5 VLAN 28 100 225 250 ICB NS E L7,

EHL XY VLANDTFS5A4<Y |95 | % T Ao B —T A AT, 1 DL EDOED L FY VLAN ZHETX S L)
VLAN ~D~ v B2 7F DY HR— |k W72 E L7, ASAIZEH VXY VLAN ThI 7 4 v 0 %55 L, *
N7 A4~U VLANIZ~ v 7 LET,

WOE AN ZiLE L7z, [Configuration] > [Device Setup] > [Interface
Settings] > [Interfaces]

[Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] > [Add
Interface] > [General]
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